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Introduction

Patch Manager is an IT management and security tool that automatically discovers and
analyzes missing or installed patches for mission-critical platforms and applications. The
software displays the status of patch configurations, provides information about the latest
versions of security patches and hotfixes, and allows administrators to deploy patches in
groups, individually, or during off hours. Software security and consistency can be easily
maintained across the enterprise with Ecora's Patch Manager.

Ecora® Patch Manager 5.0 Overview

Sure-Scan / Rapid Scan Flexibility— Your choice of Sure-Scan analysis, including file
integrity verification for greatest accuracy and security, or Rapid-Scan for fastest results.

Customization / Extensibility — Customize or "extend" Patch Manager to support any
applications and patches you define.

Wake-on-LAN — Ensure the broadest and most accurate security analysis by having Patch
Manager start offline systems prior to starting a scan.

Cross-platform support — Support for Sun Solaris, Windows NT/2000/XP Pro/2003,
MS-SQL Server, MSDE, Exchange 5.5 & 2000, Office 2000/XP, Windows Media Player, IE, IIS,
MDAC, WINZip, MS-XML, Adobe Acrobat.

Optional Agent — Reduce network utilization (scans performed locally); improve support for
laptops, other sporadically connected devices, and hardened hosts — with no remote registry or
file sharing requirements.

Reporting Center — Review comprehensive, ready-made reports that provide details from a
managerial to technical level, accessible centrally or web-based.’

Sure-Scan™ — Ensures accurate analysis of missing patches in your environment by
dynamically updating its database to include the most current patch information. Patch
Manager uses both registry and file integrity checks to analyze your systems.

3-D Patch Views™ —Quickly see what critical patches are missing and/or installed in your
environment by host, application, or patch in sortable displays.

Patch Rollback —Automate removing a selected patch if conflicts develop due to a patch
installation.

Alerting —Alert on multiple events, including new patch databases, new patches for a specific
OS or application, patches missing, or failed patch installation.

Repository Manager — Automatically schedule patch downloads to repositories in your
enterprise so patches are always readily available for immediate deployment.

International Language Support — Supports international versions of Microsoft and Sun
operating systems, including: Danish, Dutch, French, Finnish, German, Italian, Japanese,
Norwegian, Portuguese, Spanish, Swedish, and United Kingdom.
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Install the Software

This Evaluation Guide assumes that you have successfully downloaded, installed, and
configured Ecora Patch Manager.

D it you have not, please refer to the Start-up Guide, located on Ecora’s Support webpage
(http://www.ecora.com/ecora/um/patchmanager/5.0/startup_guide-

patchmanager5.0.pdf).

You should be here...
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Ecora Patch Manager

[
Click the SOENT hutton fo automatically sfart analyring your aefwork for misaing and initalled
patohes for your mission-critical applicetions and operaling systens.

O

Automatically decument, analyze, and fortify your IT

infrastructure!

Ecora Patch Manager belps secure your systems from vulnerabdibes, but
that's only half the batthe,

® &re you regalarly tracking system configurateon changes?

= B0 you have ourrent decumentation to enable rapid system
FESavVErE T

® How about o detailad sudit trail to setisfy 1T suditors?

o mat, click here te learn more about Ecora’s automated solutions
for reducing risks to the IT infrastructure .. and your company’s
bottom line.

s

The main user interface of Patch Manager.
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Discover, Group, & Scan

@ Settings

21|

Scan Description; Ibase\ine all systems - pre-patch tuesday

—Select Scan Typ

Please chooze which scan type to use as your default scan type.

1. Click on the Scan button.

2. Choose the Scan Type: Sure Scan or
Rapid Scan and click Next >.
Sure Scan - analysis includes file
integrity (MD5 checksum) verification
for greatest accuracy and security.
Rapid Scan - analysis skips file
integrity check for greater speed and

Sure-Scan: analyzes patches uzing file integrity verification. faSter reSUItS dlsplay
Sure-Scan
3. Click on the Discover Systems
button.
& Rapid-5can: analyzes patches without using the file integrity verification.
RapidScan 2l
Discover Oplions
P — NetBrowsing [ FODN_[ 1P| 1P Ranges |
& NeBlos Speciy NetBI0S name T | [ |
€ Speciy hosts Bogain
[demain name
Help Camputer
— [computer name
A
4. Select a network discovery option. For this
evaluation, choose NetBIOS (or Active
Directory).
=1 Hosts discover 2x
Domain selecton ‘ Dl | ‘ Load fismie | ‘ Savelofle
Dormain name__ | Selected |
ZKDCICHILD Mo
D [t
BSP o
s e Click on the Next > button.
DOVERNET No
ECT No

ECSP No
EDOMIND No
EXCHANGEZ000 No
KEMMEEEC Mo
MAINE Mo
MAPLE Mo
MYGROUP Mo
NT4ECORADA Mo

EL: Hosts discaver

. Ci h lecti
T e PO

Double-click to select the domain(s) to
discover and click Next =.

Double-click to select a few (3-5)
systems and click Finish.

2]

Damain Name_| Computer Name | IpAddiess | Computsr Fiols_ | Selected |
ECORADA AMY M Server Mo
ECORADA BACH Server Mo
ECORADA BOSTOM Server Mo
- . . - . ECORALA BUNNYEARS Server Mo
@ Tip: If possible, select devices in EoRaga  pavioN e o
. ECORALA DENWER “workstation Ter
a test lab or non-production ECORags  HEWNORK Server ves
. . . ECORALA NOVELL ‘Wworkstation Mo
capacity. The following sections ECORA04  OMeHA Server o
. ECORALA PaCIFICT Server Mo
include the dep|0yment of a ECORADA  FORTLAND Server Yes
. ECORADA SEATTLE Server es
patch, which should always be sonade b
[ o 1Ni —-ri EC TEMPE 1 Mo
teSted In a' mlnlmum rISk ECORADA VM2KPRO-5P3 ‘Workstation Mo
1 1 ECORALA WM-GERMANZK Sarver Mo
S Itu atl O n - ECORALA WM-OFF2KEF2 ‘Wworkstation Mo
ECORALA WM-SPANISHOFFIC Server Mo
Frorans WRXPPNT Wik statinn Mn

Tip: If you wish to use agents,
the Start-up Guide includes a

section on deploying agents from

I - -

this dialog box.
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8. Click on the Systems Management 20
button. m

9. Click on the New button.

10. Enter a name (such as “test_group”)
and description for the new group
and click OK.

—Properti

Group name

Itest_gmup

Group description

Ifor the Patch Manager evaluation

11. Select the All Systems group 2l
in the upper pane so you can “Group | Windows Systems |

see a.” the dlSCOVGr'ed SyStemS. System Settings TNnn-AgentFlamediatinn Settings TMSIF’alh Settings TAgentSeltings ]
12. In the lower pane, use CTRL + [ et i
. . 5 Bl
click or SHIFT + click to select g e D”:em : @
some or all of the systems and NT Domsin T i
. Ersion
click Add to Group. P Actrons ——
Tip: U_semame field should bg entered as
13. Select the new group from the || uc s DomsmUser nane s scun) e

drop-down list and click OK.

upper pane and click on the

Passwod |7 System\llser name fomnat
14. Select the new test group in the Dive (Flamote] Shae [Pmns

Manager converts the User name ta

Properties button.

15. Click on the Windows
Systems tab.

16. Enter a Username (in domain \
user format) and Password and
click OK.

17.Click OK to close systems
management.

E:-:‘, Systems Management
fanage Systems |

—Group:

| Group Name Description
All Spstems
test_group for the Patch Manag

18. Select the test group.

E
(B3]

[=]]

Cush

L

Windows [2) Uiz [0]

Swstem IP address User Mame as
DOLFIM I i [
SHERIFF
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19. Click on the Select Products and Patches tab.

20. Click in the checkbox to enable Use Selective Scan to limit analysis to specific products or

patches.

21.Use the tree in the left pane to locate and select only Internet Explorer (all versions)

under Applications to analyze.

2]

@
System Selection

Select Spstems | Select Products and Patches ]

Use selective scan

Products

| Patches ]

E-L] ANl Operating Systems
2B &pplications

-] .MET Framewark 1.0
-] .MET Framework 1.1
-] #ccess 2000

- [ Acoess 2002

- [ Access 2003

- [ Direct 7.0
- || Exchange 2000 Enterprize Server

-] Exchange 2000 Server
-] Exchange Server 2003
-] Exchange Server 5.5
-] FrontPage 2000

.. ] FrontPage 2002

- ] FrontPage 2003

i [ Internet Explorer 5.01

Internet Explorer 5.5
- [ Internet Explorer B
- [ Internet Explorer 6.0 for Windows S erver 2003
- Inkernet Information Server 4.0
-] Internet Infarmation Services 5.0
- ] Internet Information Services 5.1
- [ Inkernet Information Services 6.0

[V Q828750.EXE

] 0269368 exe

[ qf18529.ene

[V IES.01:p2-KBBETE01 Windows2000sp2-+
[ IE5.015p4-KE 106204 indmws2000:pd -+
[V 0319182 exe

[ IE5.015pd-KEEI092 3 Windows2000pd-
[ IE5.015pd-K B34 707 Windows2000pd -+
v q?G5255 exe

10 |[¥] 0832294 64E

11 ¥ q306121.exe

12 ¥ g34145 exe

12 | [828780Exe

14 |¥] Q255166 w2K_SP1_x86 exs

15 ¥ Windows KB 70569286, ane

16 |V q832894.exe

17 ¥ ie5.01 :p 3K BEE3939 windows 2000sp 3+
18 ¥ IE.015p4-KBI0551 5windows2000sp4. E

LDO:!'\-.IU’JU‘I-&-LAJI\J—“

-] MDAC 25 19 [ IE5.01sp3-KBA34707 Windows2000sp3-»
1 bDAC 2B s L
i e

22.1n the right pane, locate and select the patch(es) to analyze.

For this evaluation, leave all selected.

23. Click Finish to begin scanning systems for patches.

24.Enter a Scan Description and click OK.
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Review Scan Results

1.

Once scanning is complete, notice
that the left window pane
contains three tabs that allow you
to choose how to organize the
results. Click on the Hosts tab.

Click on the plus sign(s) in the
left pane to expand the tree for
one of the hosts and select a host
to see the results for that system
in the right panes.

Click on the Missing button

(to see information about patches
and service packs that need to be
installed to bring the system up
to the latest security fixes).

As you select items in the upper
right pane, notice that the lower
pane contains details such as test
notes, vendor articles, and
informational links. Click on a plus
sign to expand.

Click on the Products tab in the
left pane to see summary
information about the
configurations in your
environment, such as IE versions
and service packs. This view
helps you enforce version
consistency (and therefore
performance, security, and
compliance) across the entire
enterprise.

We are looking for a specific
patch, so click on the
Patches tab.

Click on the All button (for all
information; installed and missing
patches and service packs).

Click on the plus sign(s) in the
left pane to expand the tree for
Windows Patches. For the sake
of this evaluation, we’ll look for
patch 828750 (MS03-040), a

EX Ecora Patch Manager

File Edt View Tools License Help

=lolx]|

ug\ L@g i

epoits  Test Center

AH \nslalled Milssmg Faicy

Eﬁl el B K

Reposiiony

al Bl

m‘w
Update  What's This ecorc'

Hosts Products Patches

IE MDAC 2.7 tedia Player

] . Thu Now B11:72:40 2002
= ‘wied Nov 515:17:32 2003

& @ Al Systems
@ test

%ECUHADA\BUSTUN

2
% ECORARAVPORTLAND

H ﬂ ECORAQAMNSEATTLE

% ECORAQANTELLURIDE

Syslem DENVER ]

Hotfix_| Bulletin %

303521 M501-054
03011

17608 MSU3-024

Push | [ Installed Risk. Application | Patch Name
23 Missing Patch Low as 0303521_x86 exa

& MEDIUM 05 iy
MEDIUM 0% Q817608 _WRP_SF2_x86.exe

X Missing Patch

v £ Missing Patch

[1 i Missing Servioe Pack E Intemet Explorer & §P1 Semvicx... Servics P
[1 i Missing Servics Pack 05 ‘Windows %P Sewvice Pack 1 Service... Service Pal
[1 @ MissingPatch 0s 0323172 WHP_SP1_sBG.ene 323172 MS02048
] oM\ssmg Patch 0s QI24300 WKP_SPI_iBGese 324300 MSO2081 |
— TP o nanconn wen oo e i

Severity:

conligurations, and by Outiook 98 and 2000 f used in canjunction with the Outloak Email Security Update.

[+ Article M503-011

| 3.0 [ECORAGAIDENVER

E3 kcora Parch Manager
Ble Edit Wew Took Lcense Help

—
~ MEDIUM
The wictim would need ta visit a website under the attacker's control o receive an HTML e-mail from the attacker.
Automatic exploitation by an HTML e-mail would be blocked by Outlook Express 6.0 and Outlook 2000 in their default g
=]
(i
4
=]

~=1al

el Hﬁl

8

Updaa

o
B B R Bl
Schaculs Atz Repostory  Push

wihat'z Taig?

Tl Cerl
| ] Ine\a\lcd H\cslng ‘ Palizy ‘

ecorda

Hosts | Product: T Palches Resultz |
=] Thu Oct 23 11:08:20 5003 Internct Explorer 6 Intornet Explorer 6 SP1
J
B ] indows Praduct: Donain & | zystem
& [ Crcbange E-ORADA VMZCAIVEVA ST
= I E_ORADA W PPM
=8 C-onege WM
B &) Irtemet Cxolorer
ﬂj Internet Explore 5.71 - Irtemet Exaloer 5.01 Gold
g‘l Irberret Egpluie 501 - Irlenel Exolu e 5.01 £F1
@] Intemet Esplore 5.5 - Intemet Exporer 5.5 5P2
b &) et Expiss 6 bt Exnsloen 5 Gk
&j Internet E+plorer B - Intemnet Exaloier 5 5P
B @ Internet E4plore 6. far Wwindows Servel 2003 - Yindows S
| 3.0 |Inkzrret Zxplorer 5 - Internet Explorer & P1 v

E4 Ecora Patch Manager

File Edt View Tools License Help

=10l x|

l%l 05 !ﬁ

E‘él Bl Bl & R

Re pnrls Tele niter Repositary Push Update  ‘what's This? ecorCI
Au Inslal\ed M\ssmg Puhcy
[Hosts | Products | Patches Resubs |
‘ Palch: 828750
5 823558
Push | Rolback | Status [ Patch Name | Domain Name | System Hame | aticte |
& 28 M Patch Found 0826750 ene ECORALA VhWAPPM ME02040
. o 5203 A Patch Found  ‘windawsServer20.. ECORAQA BACH MS02040
5230 A Paich Found  ‘windawsServer20l... ECORADA OMAHA MS03040
— u] ) Missing Patch 028750 eve ECORAGA VMZKADVEVRSPT  MSO3040
& u] @ Missing Palch 028750 exe ECORARA VHXPROT HST3 40
. P BN o 5 ; S UNNEARS 0
o 824145
P 8 =
o B2 HotFix: 828750 (Patch Not Found)
JE - Euplamation of analysa
Comment: The fallowing registry key has not been faund: SOFTWARE \Micraseittintemet Explarer\Active
Compatibiity\{ADBEE0AE DEFF-11CF-5377-00840038 7411}
Windaws Service Packs Mare Detailed Comments:
o [B) Wed 01 22 1806142003 | « The folowing registty key has been found: SOFTWWARE\Microsaftilntemet ExplorerictiveX
b B Wed Dot 22164730 2003 1= Compatibity'{370C7EDE 0547-11D0-8344-00A0C30541 23
[ol | ik hete to etieve the Mictosoit KrowledueB ase aricie =
[— | Click here to dowload this patch now (]
|30 |sz8750 Y

cumulative patch for Internet Explorer that affects a wide range of systems and includes
fixes for vulnerabilities with existing exploits in circulation.
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9. Scroll down until you locate 828750.

@ For more information on this specific patch:
http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/
MS03-040.asp
http://www.ciac.org/ciac/bulletins/0-002.shtml

10. Click on patch 828750. The right pane should display a list of machines scanned as well as
their status regarding 828750. Look for the icons to indicate the status:

Patch was detected as installed.

0 Patch was not detected as installed.

11. Click on the Missing button to filter out machines with the patch installed. The result is a
list of machines that need to have 828750 installed.

W Tip: Should you have no machines needing this patch — CONGRATULATIONS! Pick
another patch (use the lower right pane for information about each) and follow the
remaining instructions.

Install a Patch

T cCAUTION:
It is strongly recommended (for this trial and as a general practice) that all patches be
tested before deployment in the production environment. Particularly in environments with
custom software or mission-critical applications, it is not worth risking potential conflicts or
adverse reactions with an untested patch.

Identify a system on which to install patch 828750.

Locate the checkbox in the Push column.

Click in the Push checkbox to enable patch installation of 828750 for the host.
Click on the Push button in the toolbar. E\

ol A

El':‘,-Et:Dra Patch Manager ;Iglil

File Edit Wew Tools License Help
B B U B & B

4
Scan Reparts Test Center  Sustems Schedule Alerts Repositary Push Update  ‘What's This? ecorCI
IR I
[

:
All Installed Mizzing Palicy
Hosts T Products ]’ Patches | Results ]
Ul Patch: 828750
823718
& Push * I Follback I Statuz I Fatch Mame IAppIicaliUn I Domain Mame
g 823803 ] QMissmg Patch  Q828750.exe IE ECORAGRA
& 623980 X x g Patc e ECORAGA
- & 224105 [ Wwiarning 1828750, Exe IE ECORAGA
- 224141
- 824148
& 225119 I _[ :][ :
. 4P 26232 =
& =
- 828035

=il + Explanation of analysis

A Click here to retrieve the Microzoft Knowledgel ase Aticle
Click here to download this patch now

H- windows Service Packs
B- [B Wed Mov 515:17.32 2003

[ e e ||| A 503040

= + My Motes

[ [ TR

| 3.0 [s2a7s0

B
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-3 Note: If the patch is not already downloaded perform
these steps:

a. Click Download to download patches selected for push.
b. In the repository dialog, select the patch and choose
Download Now... (vs. scheduling for later).

c. Click OK.

d. Once the patch has
successfully downloaded,

E: Patch Repository Manager

FRepository | WWWRITER-DEB repa

E'E‘,-The following patches are not ¢

Patch: I Statuz:
(0826750.exe Mot Downloaded

gl |

Patch Status Language | Platform

click Close.

2 (828750.Exe | Mot Downloaded | English windows

Size [KB]

2278

Fath

HivypeleDxeNFIN7Zg8p2a==-ENLI

In the Push dialog box, verify that
the host and patch are correct.

Enable the Execute
Immediately option to install
now (vs. scheduling for later).

Patch Description:  Cumulative Patch for Intemet Explorer (328750]

Enter a job description. Lo e
=-FaLBion @ Execle Inmediately

[=-DOLI

Click Push.

Click OK to accept the job global settings
(without any overrides).

10. Once the push has finished, click OK.

Iristall Irnrnedi
00 ' Schedule Execution

€ Transfer Only

Date/Time |12/28/2005 1202 33 F==

Apply settings to all machines

Jaob Description

Enter a description of this job here.

(S chedule rescan of systemfs)

[ Enabl tescan scheduling
Resoan systems [15 minutes after installation

Uset names [ Credentils for local ystem,
i system from where
Password: the scan il infiste

20x]
Complete
Copy file: Success: C:/Program Files/E cora/Patch Manager
3.0/bindpushinstaller_main. exe
Copy file: Success: C:/Program Files/E cora/Patch Manager
3.0/binqchain.exe
Create file: Success: ecoraPh_2003-11-10_9-39.html
Create directory: Success: \"ZO0OLANDER Admind'T emphE corah0
Repo move: Success: q828750.eve
Create file: Success: model sl
Schedule task:  Success: ecaraP_2003-11-10_9-39 =
ZO0LAMDER:  Successfully transfered files and scheduled job. E
| o -
&

P

Help

Verify Successful Patch Deployment

Scan the test group again.
Once complete, click on the Hosts tab.

Locate the host you selected to update with 828750.

Click on the IE tab in the upper right pane to show IE patches.
Verify that the

o 0ok w bR

File Edit Wiew Tools License Help

E3 Ecora Patch Manager

Click on the All button to show all patches (installed, missing, warnings).

=131x|

host you

updated shows K2l B8 1) [E= U B bel B 19
p Scan Fepots  TastCenter  Systems Schedule Alerts Fepostary Push Update  ‘what's Thiz? r
atch 828750 o : : ccord
pat
as installed. ] Iretalied || Missing ey
Hus.s T Products | Patches | Al [3s [ns | IE | S0L2000 | MSDE 2000/ ECORA | MDAC28 | viedaPlyer | Office mooEl:
|;| MonMov 100320015 2003 Exploier 6 - | Explorer 6 5F1
B[] Al systens Fush | Fallback | Insialled Fisk Patch Nam

7 I R¥ Fatch Feund

|.exe

Ll ]
Q310847 exne

3 2| ThuMor 6 11:12.40 2003 v ¥ warning u HIGH

__ ‘wed Mov 5 -5:17-32 200 V E" “Warning 4 MEDIUM L3264/ e 209l
% Mising Superseded 4 MEDIM  322925.EME 822925
= o MEDIM  G324329ew

© Ecora Software Corporation — 10



Optional Exercises — for Added Value!

Approvals & Notes

Patch Manager provides the ability to add notes and conditions to each patch. This allows you
to record your test findings or comments, approve patches for approval or rollback, and set
certain patches to be ignored in analysis.

We have verified successful installation of patch 828750 and will now approve it for distribution
and enable required approvals. Combined with policies (next section), required approvals
further tighten security controls.

- H B Settings E
1. To enable approvals, choose File... Settings... HE
Preferences I Maintenance T Database I Alerting T Reposzitory I Reparting Center ]

General Settings
Mumber of threads to uze: =%} B

Motify me if | hawe not checked for updates in |5 B dape.
[ Skip the checksum:

2. Click in the Require approval for installation
/ rollback checkbox and click OK.

3. Choose Tools... Patch Attributes
Management...from the main menu.

[V Stare spstem credentials

[ [ron't ask for scan description

4. Click on the Patch Name column head to sort
by the patch name.

|7 Require approval for installationiollback

5. Scroll to locate patch Q828750.exe and select it. 2
—Patch:
¥ Tip: You may see multiple listings for the patch. B i [ et IR |
This is because Microsoft releases one for each — IR TR No
VerSIOn Of IE belng patched. 3 MET Framework 1.0 NET Framework 1.0/0 Mo
4 MNET Framework 1.1 .NET Framewark 1.1/0 No
- - 5 NET Framework 1.1 NET Framewark 1.1/0 No
Click the Properties... button. ot 1040150 . -
. 7 SUMwWecsnd 10401803 0 Mo
Click on the Approve Push tab. B [sUNwsnmsg | 10401803 0 Mo
A A A 9 SUMNwsnmet 10401803 0 No
Click in the radio button for Approved for 10 |SUNwsampd 10401803 o Mo
- I I - 11 SUMNWecchg 104071809 0 Mo
InSta atlon 12 SUMwWecroy 10401809 0 Mo
. 13 SUMwWecsnd 10401809 0 Mo
9. In the lower left pane, double-click on 0 .. &

All Systems to approve the patch for the All

Systems group. 20
10. Verify the selection in the lower-right results pane  [MansgsHotes | AporovePush | Approve Folback | Ignore Fatch |
and click the Apply button. ~ ApprovePush
. = Approved for installation
11.0n the Manage Notes tab, click New.... G e
12. Name the Note (or accept the numbered default) [~ Systems and Gioups
. — dwallable ———— — Selected
and click OK. B Y
. . i~ BOSTOM/ECORADA
13. Place the cursor in the text field and enter text - DENVER/ECORADA i~ DENVER/ECORADA
" . L ’ i NEWYORK/ECORADA
for the note (perhaps “Pushed without incident”). i~ PORTLAND/ECORA0A
' EATTLE/ECORAGA E--SEATTLEJECDHAQA
14. In the lower left pane, select the All Systems " TR RBEAECORAE P TELLURPEAZCORAR
group, then click the Apply button.
15. Click OK, then Close, to return to the GUI.

) |
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Using Policy Manager

Create a Policy

Policies allow you to create generalized rules about how you want systems in your environment
configured (presumably secured to the latest critical patches). You may choose to prioritize
certain groups for stricter policies for applications you consider higher risk. Policies allow you

to define these rules, apply them to groups you create, then schedule scans to ensure that
you're always aware of systems that do not comply with your policies.

Since we’ve tested patch 828750 and approved it for distribution, 2l
let’s create a policy that all systems in the test group must have ;M
828750 installed to be in compliance. m—

Ecora PM5 Evaluation

1. Choose Tools... Policy Management... from the menu.
2. Click the New... button to access a dialog for creating a policy.

3. Enter a name (such as “test policy”) and description (such as

T e
Ecora PM5 evaluation”) for the new
. . Selection Criteria Rules
policy and click OK. Fratorn | Appioasre | o |
4. In the Create Policy dialog box, on S ' o st b
the Selection Criteria tab, click on the | |5 O e T
Platforms tab. B e o pmeon v e th ks g s o
B windows 2000 Server expand o collapse the tiee.
1 H B windows erver
5. Click in the checkbox for each N SR
WlndOWS OS Vers|0n. B “windows NT Server 4.0, Teiminal Server Edition

B “windows NT Workstation 4.0
A “windows Server 2003 for Smal Business Server
H H H A ‘windows Server 2003, Datacenter Edition

C I IC k on th e Ap p I 1 Catl ons tab - A ‘windows Server 2003, Erterprise E ditior
B “windows Server 2003, Standard E dition
B “windows Server 2003, Web Edition

al

Click in the Display All checkbox.

Click in the checkbox for the relevant
version(s) of Internet Explorer (such

as version 6.0).
9. Click on the Patches tab. 2lx]
) i i Selection Criteria Aules
@ Tip: If desired, click and drag the (Fiaforms | Applicatons | Patshes_|
column heading dividers to resize the : — :
Select the software application(s] you wish ta includs for this
columns. LI FrontFage 2000 pelcy
O FiontPage 2002 E;L_rq;y;tue“r‘\;\j with the application(s] you select will be affected
10. Click on plus signs to expand the tree E:::;::E:EEZE? Uses the plss and minus isons to sxpand or collspse the res
by application to see patches. In this anfmwmdnwssewerznna
case, leave all patches set to Ignore Bl e o o 2
so the policy applies regardless of [ e
installed status. You could choose to f e
have a policy apply ONLY if a given B 1
patch was installed or not installed. B e
. . . . O PLTrls
Systems are displayed in Policy view e mE
only if they meet the selected criteria. 27 B
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11. Click on the Rules tab.

Faiches |
12. CIICk_ on plUS signs to expand each Falches | Hotie | Bulletin | Must be installed | Must not be installed | Ignore
version of Internet Explorer to see e ]
patches, locate patch 828750 - o D3I e 34329 M502068 O o @
- H H & (1328970.exe 328970 MSO2065 O o] o]
Whe_rever It Occurs’ and CIICk In a _>7Q81DSATE><E 510547 MSO3-004 O o]
radio button - Must be Installed. P o O e #3488 WSO O e ®
H H H & (1818529 .exe 219529 MS03-020 O o] o]
Your pOIICy I? thus that ANY Wlndows yQSZZSZEEXE 822325 M3503-032 O o] (O]
system running the specified version a207.eve BT0 MOTIAD @ o o
of Internet Explorer, MUST have this et oo Seror 4. ioneNT4 S
patch installed, and click OK. e S
[+ Intemet Infarmation Selvicas 50- Windnws 2000 Gold
13. Click OK to close. 5 et fomaon Sendo 50- Vo 20 S
[ Intemet Infarmation Services 5.0 - Windaws 2000 Servi
[+-Intemnet Infarmation Services 5.1 - Windows XP Gold

Apply the Policy

E Create Policy
Selection Criteria Rlules

2lx

E; Policies Selection

2

|]: " Test Palicy Ecora PM5 Evaluation

Pulicies for the curent system / gioup,

1. Click Yes when asked if you'd like to
attach the policy to systems (or e Pl
choose Tools... Policies mem [ Desorption
Selection...).
Select the policy in the upper pane.
Select the test group you created in
the lower pane.
4. Click on the Attach Policy button to [
apply the policy to the test group. %A"wstems
5. Click OK.
View by Policy Compliance
Click the Policy button. o

Click on the Policy tab in the left
pane.

E Ecora Patch Manager

Elle Edt Wew Tools License Help

=1olx]

Click on the plus sign to

g &

||

Systems

. Reports Test Center
expand the tree until you ‘ 2]
Iocate your pOllcy All Installed Missing

=

Schedule

Hoste | Froducts | Policies |

Resuls |

L

Alerts

I

Repositary

|

Push

&

Update

B
‘What's This? ecorq

Thu Oct 23 11:03:20 2003

Select the policy in the left
pane to see which systems
comply in the right pane.

Tip: Notice that any
systems that do NOT comply
have a checkbox for
remediation (which includes
both installation and
rollback, if necessary, to
bring the system into

Policy: Test Policy

compliance with the policy).

Bl [ Thu Oct 2312:24:51 2002 Remediation | Compliance # | system | Domain
B Policies gv Dioes Mot Comply BUMNYEARS ECORAGA
P gv Complies WINZKDCBL ECORADA
‘wed Oct 22 15 g\/ Complies WINZK ECORADA
B [B) Wed Oct 22 18:17:38 2003 L Complies VE-5ME20 ECORADA
g\/ Complies WixPPO ECORADA
gv Complies Wi-XPGERMAN ECORADA
g\/ Complies WhdWiKPPM ECORADA
gv Complies Wh-5WVE2KSERY ECORADA
g\/ Complies Wh-OFF2KSP2 ECORADA
gv Complies Wh-GERMANZK ECORADA
g\/ Complies WM2KADVEVR-SP1 ECORADA
gv Complies TEMPE ECORADA
gy Complies TELLURIDE ECORAGA
u>v Complies STORAGE ECORADA
[ .

|30 | Test Policy

4

If you want to remediate by

policy, select the checkbox, click Push, and follow the Patch Installation instructions.
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Set an Alert

This section is strictly optional, but introduces you to the tip of the iceberg in automating
scheduled scans and using Ecora’s proactive alerting capabilities. Alerts are a method of
notification based on a trigger you define.

Enable Alerts & Triggers

1. Choose File... Settings... and click on the

Alerting tab.

2. In the Alerting area, click in the Enable

checkbox.

3. Accept the 10-minute interval for how often the
software checks for the conditions you define.

4. In the Email (SMTP) Alerts area, click in the
Enable checkbox to enable alerts via email.

5. Enter the SMTP Server name, Port number, and
the Maximum Attachment Size (reports can get
large). The SMTP Server is generally your mail
server, such as mail.companyname.com.

6. Click OK.

Set an Alert

We’ll create an alert for too many
missing patches.

1. Choose Edit... Alerts &
Triggers... from the menu.

Click on the Alerting tab.
Click New....

o h 0N

On the Basics tab, enter a Name
(such as “Evaluation Test Alert”)
and Description for the alert.

6. On the Email tab, enter your email address in the To:

Select Email Alert and click OK.

field and enter a reminder note in the Subject: field.

7. Click OK.
8. Click on the Triggers tab.
9. Click New....

10. On the Basics tab, enter a Name and Description.

Preferences I Maintenance T Database TA\elting [ Repository T Reporting Center |<
~hletting
Enable
Interesk (10 minutes
~SHMP Alert
] Enatle
SMNMP Manager: |
Fort 162 5]
~Email [SMTP) Alert
Enable
SMTP Server [mail companynams. cam
Pt 2 =]
Ma attachment size: |10240 [T
Emal from; [namet@esora com
E: Alert Type e
T
(o
0 SHMP Alert
Basics
Name: [Evaluation Test Alen © Windows Event Log Alert
Motify me by email
Deseription:
J ‘
Basics | Email
Email [SMTP) Setting;
To: |leste|@yuurcompany.com
Lo |
Bec: |
Subject: |PM5 clignt
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11.

12.

13.

14.

15

On the Condition tab, select Scan
from the Type drop-down list and
Patch Missing as the Condition.

Select the test group and verify the
patch threshold is 10.

Accept the default on the Message
tab.

On the Alerts tab, click in the
checkbox next to the Alert you
created and click OK.

.Click Close.

Basics TCondition TMessage Alerts |

Bazics Condition Message Alerts
Condition
Type: | Scan \!’
Conditian: | Fatch Mizzing |!|
— Filters
Group: | testgroup Ig|
Threshald: 1 M patches
2l x|

MName I L' escription l
E| Email &lerts

i B4 E valuation Test Alert iMatify me by email

E O Send an email alert

E| SHMP Alerts

; L[ Send an SHMP alert
E-Windows Evert Log Alerts
L[ Send aninformation event log alert

Help
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Schedule a Scan 20

—Gieneral
Let’s schedule a scan for overnight for you to Neme:  JFrod.cton Scan
rev|eW |n the mornlng Description: | All production spstems - weekly

1. Click on the Schedule button.
2. Click on the New... button.

3. Enter a name (such as “Evaluation Scan”)
and a description for the task.

Owerride scan settings

CIle OK ~—Scan Setting:
H|gh||ght your group and CI'Ck the @ Sure-Scan: analyzes spstems uzing file integrity verification.
Sure-Scan
Select button.
C|IC|( OK @ Rapid-Scan: analyzes spstems without using the file integrity verification
) Rapid-5can
On the Task tab, use the Run as field and use
the Set Password... button to enter =
credentials with administrative access.
8. Click on the Schedule 2|
tab Select Spstems |
’ — Groups Awvailable — Systems in group testgroup
9. C||Ck New to create a Group Mame Selected Windows [25) TUnix 11]] ]
SCheduIe. ND System MT Domain 05
A ALBANY ECORAQA indowes 2000
10. Set the task to run daily BACH ECORADA Windows 2003
at 2:00 AM, so you’ll have BOSTON ECORADA Windows 2000 ==
. . - =l
a scan to review in the %
mornings.

11.Click Apply.
A GrouphSpstem I Type I License
12.Click OK. testgroup GroupObject WA

13. Click Close.

T Tip: Tomorrow morning,
choose File... Open... to |
load the scheduled scan.

Be sure to click on the

Policy view 2(x| =

button to see

Help

EE chedule | Settings as chedule | Settings

th It P Task | Schedule | Setti Task  Scheduls | Set

e results o

your scan *%.",': CAWINDDWSAT askshE valuation Scan job 1. 8 2:00 &M every day, starting 10/27/2003 |
o=

with your Mew Delete |

i i Run: 1 3.0%binE coraPatchi anager exe’ -b "Evaluation Scan”
policy applied. i |

Schedule T azk: Start tirme:
Browse... |
=l | zo0am

| Daily
Stark in: I Schedule Task Daily
LCommets: Task scheduled by Ecora Software ’7 Every |1 _I; day(s]

Run as: IEEDHA\admirJ Set pazsword... |

[¥ Enabled [zcheduled task runs at specified time) ¥ Show multiple schedules.

QK I Cancel Apply | QK Cancel Apply




Schedule Agent Scans

Let’s schedule recurring scans for the agents (if you deployed any).

e Agenl Manadge ment Condals ﬂ_!l
- Stk 2 wiew Agent Version Slabyy ———————

Al Agent Systems “Voision Stabus [UpToDae

= Filltmed [Labecst Agent Viersion W

Diomain [ Satem | st Wargion Vestion Slabus | Last Communicaled) Schedulsd [ Last hnabmet [E|
HODCICHILD | 2K0CT Drdires [Lornz UpTaDate | 20050217 133618 Evesy doy ot 1200 | 20050017 12084
HDCICHLD  |CHICAGD | Onling [to1.mz UpTaDaie | 20050217 13.35:2% Every day o1 1200 | 20050217 12044
ZEDCICHILD :HEHP‘HIS LDrﬁ: 101112 Up-To-Date iZ{[E—ﬂZ 1713 J&E.E-Emy day &t 1200 jm—ﬂ.!—'l? 1204:4
WOCICHILD  |MILWAUKEE | Onkre 101112 Ui Tolie 0050217 11 Evesy day o 1800 [ 20050217 12084
CHILD [CHILDOCT  Ordine 102 UpToDale |2005-0217 133526 Evey day ot 1300 | 20050217 12044
ECORA |aLErEE {Onine 10z Up-TaDste 20050217 1236 34 Evesy day 4 1900 | 20050217 12044
ECORAOA |ADDEVSERVER | Onkne 10112 upTobae | 20050217 133525 Evesy day #1800 | 2005-0817 12044
ECORA0A [BEMLEP Drkine 1z UpTaDste _',':iiit'sln'z"f 71313528 Every day #1300 | 20050217 12084
ECORM0A |BOISTON Ok 1M1z UpeT o:liste El"[[ﬁ-!]!-ﬂﬂjﬁi: Ervey cag &t 1500 | 20050017 12044
ECORA0A |oerTon Dinkine 1.01.112 UpT o-Dale [2006-0217 13:36:1% Evesy day st 1500 | 20050217 12044
ECORADA [MSLATHI2S Oinkne i0.112 Up-T o-Diate | 20080247 133538 Evenp day st 1%00 | 20050317 12044
ECORA0LA LM Onine 101112 UpT oDt 20060217 13:35:37 Eveny day a1 1500 | 20050217 12044
ECORAQS [MYWINZ003 | Dndine 101,112 UpTo-Date |2005-0217 13:36 2% Evesy day 1 1900 | 20050217 12044
ECORARA | M PSP Dl g UpToDute m II.’1?13‘3&|;€ EW'}' doy o 19;';0 05027 12044

BlESHLLS ke |I 1.112 \Up: T a-Dhatee | < | b

1. Choose Tools...

Agents...

or click on the Agent button.

2. Locate and select the agent you wish to schedule.

3. Click the Schedule Analysis...

recurring basis.

button and set the frequency for automatic analysis on a

Click in the checkbox to Enable

scheduled analysis.

Choose Daily, Weekly, or Monthly for

the frequency of automatic analysis.

Set the start date, day, and/or time for

x| 4.
—Schedule Scan
5.
0 Weekly On: | Thursday
) Monthly Orthe: | 1-st
6.
recurring scans.
SureSean 7. Click OK.
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Use the Online Reporting Center

The reporting center is a
website interface created by
Ecora to provide an intuitive
way to query the Patch
Manager database. The URL
can be accessible to anyone in
an environment who can
access the share on which
you installed the reporting
center. CIOs or auditors can
see a report of Policy
Compliance across all
systems; IT staff might be
interested in the Patch History
of a machine.

1. Click on the Reports
button to access the
online reporting center
(installed on an 1IS server
during setup).

2. If prompted, enter your
login and password and

click OK.

3. Select the Missing
Patches report from the
drop-down list.

4. Click in the checkbox for
the test group.

Click Go.

6. Browse the resulting
report. Verify that there
are no instances of the
IE patch 828750 missing.

7. Change the report to
Pushed Patches and the
group to All Systems.

Click Go.

Browse the resulting
report for IE patch 828750
installed on test group
systems.

‘3 Reporting Center - Microsoft Internet Explorer

fle Edr  yew Favorites Jook  Help

Qe - © - [x] 7] ()| P ycroontes @rete @) (2- ' B - /B3

wl

Fittp: ffecor af ecor aReportingCentes |

ecorq Rﬂ'barﬁ,’?ﬂ anfgr Printable Yersion ::h_ﬂlh'

Missing Patches I

Export Report te DOC

Automatically
document, analyze,
and fortify your IT
infrastructure!

Ecara Patch Manager helps
SECLrE your systems from
vulnerabilities, but that's only
half the battle.

» Are you regularly tracking
system configuration
changes?

o D you have CuPrent
documentation o enable

rapid system recoery?

If not, click here to learn
miore about Ecora®s
automated solutions for
reducing risks to the IT
infrastructure... and your
company's bottom line.

4
* How sbout a detalled audit e‘ or‘ I
trail to satisfy IT auditors?

] bene

/TN Hegeortang Lenter - Yierosoft Intern st splorer

fle Ede  flew Fgeorkes Tk ek

Qe - - ) (B (D] Jsewsh it @ @3- S B- VB Y

Fiatches - 704, - 3 out of 10 pstches instilled

Missing ‘Tntermet informalior Services 5.0f Patches - 100% - 0 X of 2 patches instiled
[Mizzing "Windows 2000 Seever’ Patchas - S0% - 17 0ut of 34 patches ininlied

Miccing “Wirdovie Macks Plair .4 For \Windowe J000° Pubcha - 30, - 4 ouk oF § pabchac inctalad

ECORAGA'BISTON

[Mizcing “hinclosiss Madia Playsr & 4 For Windose: 3000 Pabches - 04 - B ot of & pabches inskalled

ECORAGA\BLRNYEARS

Miscing Tnbesnet Sxplorar &' Jabches - 1694 < 5 sutof & pateh instalied

Mizzing Microsoft SOL Server 2000 top Eng 2000) Pabehes: - 1009 - 0 ouk of 1 patches installad

[Missing 'SCL Seever 20007 Palches - S0% - 3 out of & patchesinstalied
Mizsing "Wirclowrs Medha Playar & 4 For Windows NT 4. Patches « 20% - § out of & pabches nshalled

[Mizsing "Windows NT Werkstation 4.0 Patches - 6% - 22 out of 64 pakches installed
l'l_'l:ll"llflL'lJ\._ DAYTON

Missing Trbermnat Sxplorer &' 2atches - 1% = 5 out of S patches instaled

Miseing Windows Medua laysr for Windus 3 Paiches - 0% 3 out of 3 patches nstaled
Missing "Winclowss P Profassonal Pafciws - 1% - 21 cait f 21 patehas ingtalled)
ECORAGA\DAYTON

Miceing Tedwrnak “vplarar £ Jabrhas - 9 - 12 fibak 17 pbehas ine allad

Mizsing Microgoft S04 Server 2000 Desttop Enging (MSDE 20007 Patchw: - 100% - § oot of 2 patches instaled

[Mezsing "Windows Media Playir for Windows 3P Palches - 0% - & out of € pabches installed

Missing "Wirrlows ¥P Profaconnal’ Pabirhes - B35 - 4 cuif of 4F palrhes indallad
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Congratulations!

You have implemented Ecora Patch Manager conducted a security patch analysis of hosts in
your environment, and responded immediately to detected vulnerabilities by deploying a high-
exposure patch - all from your desk! If you proceeded with the optional exercises, you have
also tried the Test Center, approved a patch for deployment, established a model patch policy,
compared your systems to it, and scheduled a scan and an alert. Patch Manager enables you
to immediately reduce your infrastructure’s risk and to proactively maintain security on an
ongoing basis.

Customer Support

Ecora Sales representatives are available to answer your questions about product features and
pricing at 1.877.923.2672 or email sales@ecora.com.

Ecora technical support representatives are available to help resolve any technical issues at
1.877.923.2672 ext 771 or email support@ecora.com.

9 Don’t forget to read the User Manual, available in fully hyperlinked format in the
online help system as well as in printable (PDF) format at:
(http://www.ecora.com/ecora/um/patchmanager/5.0/user_manual-patchmanager5.0.pdf).
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