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Welcome

1.1 Welcome
Welcome to NetOp Desktop Firewall from Danware.
We hope that this product will meet your requirements and fulfill your expectations.

If you encounter difficulties using this product, first consult with the User’s Manual or the Help system
that come with the product.

Additional technical information is available on our website www.netop.com, select Support.

Your local supplier of NetOp Desktop Firewall is available for advising you on how to obtain maximum
benefit from the product.

As a last resort, you are invited to submit a support request by e-mail to us at
support@security.netop.com. We will endeavour to get back to you as soon as possible with a solution to
your problem.

NetOp Product Services

This chapter contains the sections:

* NetOp Desktop Firewall Features,
» Documentation,

» Updates

e Common Controls.

1.2 NetOp Desktop Firewall Features
NetOp Desktop Firewall is a single computer firewall with strong unique features.

It can operate both as a stand-alone computer firewall and as a local computer firewall in a distributed
firewall system controlled centrally by NetOp Policy Server.

When NetOp Desktop Firewall is installed on a computer, it will always run while the computer is
switched on. If you do not want NetOp Desktop Firewall to run on the computer, you must remove it.

To protect the computer, NetOp Desktop Firewall applies process control and communication control.

1.2.1 Process Control

Computer processes are executed by programs. Some programs belong to the computer operating system.
Other programs belong to applications installed on the computer. NetOp Desktop Firewall monitors all
programs running on the computer and controls programs by assigning a Firewall Rule to them.

NetOp Desktop Firewall monitors program activity on the computer in these information utilities listed
below:

» Event Log
* Packet Log
* Program Manager

By default, NetOp Desktop Firewall will allow programs to run unless the Firewall Rule named Kill
Program is assigned to them.

If the option Run only authorized programs is selected, NetOp Desktop Firewall will allow programs to
run only if a Firewall Rule other than Kill Program is assigned to them.

1.2.2 Communication Control

NetOp Desktop Firewall controls communication, i.e.the passage of data packets across the computer
communication interface, by Firewall Rules assigned to Programs, Ports, Protocols, Trusted Nets and
Banned Nets.

Each data packet includes headers specifying the communication properties of the data packet. NetOp
Desktop Firewall reads the headers of each data packet at the computer communication interface and if
the communication properties do not meet specified Firewall Rules, it is denied passage.
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Program Firewall Rules
These Program firewall rules are available:

* Allow Communication: Allows communication by this program file across the computer
communication interface. Port, Protocol, Trusted Net and Banned Net firewall rules apply, see below.

* Prompt on Communication: Prompts the computer user upon attempted communication by this
program file to assign a firewall rule to it.

* Deny Communication: Denies communication by this program file across the computer communication
interface.

* Kill Program: Does not allow this program file to run on the computer.

» Unrestricted Communication: Allows communication by this program file across the computer
communication interface without applying Port and Protocol firewall rules. Banned Net firewall rules
apply, see below.

» Trusted Net Only: Allows communication by this program file only with computers on a Trusted Net,
see below.

Port Firewall Rules
These Port firewall rules are available:

* Inbound/Outbound Traffic: Allows inbound and outbound communication through this port.
* Outbound Traffic: Allows outbound communication only through this port.

 Inbound Traffic: Allows inbound communication only through this port.

* Blocked in Both Directions: Allows no communication through this port.

Protocol Firewall Rules
These Protocol firewall rules are available:

 Inbound/Outbound Traffic: Allows inbound and outbound communication using this protocol.
* Outbound Traffic: Allows outbound communication only using this protocol.

* Inbound Traffic: Allows inbound communication only using this protocol.

* Blocked in Both Directions: Allows no communication using this protocol.

Trusted Net Firewall Rules

A Trusted Net is a range of remote computer addresses with which your computer shall be able to
communicate without applying Port and Protocol firewall rules.

These Trusted Net firewall rules are available:

* Inbound/Outbound Trust: Applies no Port and Protocol firewall rules to inbound and outbound
communication with computers on this 7rusted Net.

* Outbound Trust: Applies no Port and Protocol firewall rules to outbound communication to computers
on this Trusted Net.

* Inbound Trust: Applies no Port and Protocol firewall rules to inbound communication from computers
on this Trusted Net.

* Trust Inactive: Disables trust in computers on this Trusted Net.

Banned Net Firewall Rules

A Banned Net is a range of remote computer addresses with which your computer shall not be able to
communicate.

These Banned Net firewall rules are available:

» Inbound/Outbound Ban: Allows no inbound or outbound communication with computers on this
Banned Net.

* Outbound Ban: Allows no outbound communication to computers on this Banned Net.

* Inbound Ban: Allows no inbound communication from computers on this Banned Net.
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* Ban Inactive: Disables ban on computers on this Banned Net.

1.2.3 Information

A range of Information utilities enable the firewall user to view and analyze what is happening on the
firewall:

» Event Log displays selected operational events in a table with event details.

* Packet Log displays programs opened, closed and killed and all data packets at the computer
communication interface in a table with selected event details to enable an analysis of each event.

* Traffic Matrix displays data packet traffic at the computer communication interface in a circular graph
to enable an analysis of connections and communicating computer addresses.

* Statistics displays in graphs and numbers current and historical sent, received and blocked data packets
at the computer communication interface to monitor firewall activity.

* Program Manager displays programs running on the computer in a table with selected program details
to enable program management.

1.2.4 Profiles

NetOp Desktop Firewall can specify Profiles to assign different sets of firewall rules to computers when
used in different environments such as work, home or travel.

Profile Rules can be applied to automatically assign a profile matching detected current computer
environment properties.

1.2.5 Protection

NetOp Desktop Firewall runs as a driver in the very heart of the computer. From this location it can
control processes running on the computer and cannot be neutralized or removed by a remote hacking
attempt. Removal of the NetOp Desktop Firewall driver requires authorized removal of the NetOp
Desktop Firewall installation followed by computer restart.

The driver is controlled from the NetOp Desktop Firewall window that runs as an application on top of
the operating system and communicates with the driver by hacker-proof encrypted communication. If this
encrypted communication detects any abnormality, it immediately blocks all communication across the
computer communication interface and alerts the user to fence off an ongoing remote hacking attempt.

Access to the NetOp Desktop Firewall window as well as the removal of NetOp Desktop Firewall can be
password protected.

1.2.6 NetOp Policy Server Support
NetOp Desktop Firewall can be logged on to an organizational NetOp Policy Server to become supported
or fully controlled by it.

NetOp Policy Server assigns a Security Policy to a logged on NetOp Desktop Firewall specifying
Program, Port, Protocol, Trusted Net and Banned Net firewall rules. A Security Policy also specifies
Profiles, Profile Rules, certain Options and the autonomy allowed to the firewall computer user.

When logged on, NetOp Desktop Firewall automatically refreshes its logon at regular short intervals to
update its Security Policy by synchronization.

NetOp Policy Server centrally logs NetOp Desktop Firewall events to enable full control of an
environment protected by NetOp Desktop Firewalls.

1.3 Documentation
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NetOp Desktop Firewall comes with a printed Quick Guide that explains installation and how to start
using NetOp Desktop Firewall. The Quick Guide is also available as a Portable Document Format (PDF)
file on the product CD.

The User’s Manual that is available as a PDF file on the product CD contains these chapters:
1 Introduction: Explains product features, documentation, updates and common controls.

2 Installation: Explains installation, setup, change and removal.

3 NetOp Desktop Firewall: Explains the functionality of NetOp Desktop Firewall.

4 How NetOp Desktop Firewall Works: Explains how NetOp Desktop Firewall works.
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NetOp Desktop Firewall Help that contains the same information as the User’s Manual is available from
NetOp Desktop Firewall windows. In windows with a menu bar, select the Help menu Contents
command. In windows with toolbars, click the Help toolbar Contents button. Generally, press F1 to open
NetOp Desktop Firewall Help displaying the topic explaining the displayed window.

To open NetOp Desktop Firewall Help when no NetOp Desktop Firewall window is displayed, run
(double-click) the NDFEnUs.chm file that resides in the directory where NetOp Desktop Firewall is
installed.

NetOp Desktop Firewall Help contains these main sections:

* Introduction: Explains product features, documentation, updates and common controls.
* Installation: Explains installation, setup, change and removal.

* NetOp Desktop Firewall: Explains the functionality of NetOp Desktop Firewall.

* How NetOp Desktop Firewall Works: Explains how NetOp Desktop Firewall works.

The NetOp Desktop Firewall Help window left Contents tab contains a graphical table of contents. Find
topics and window explanations from the /ndex tab. Find topics containing specified words from the
Search tab.

1.3.1 Typographical Conventions

The documentation uses these typographical conventions:
Italics text represents screen text.

SMALL CAPS text represents a keyboard key. A + between keys signifies that keys must be pressed at the
same time.

Lucida Console font text represents an entry from the keyboard.

In Help systems, colored underlined text represents a jump hotspot. Click a hotspot to jump to the topic
explaining the underlined subject.

[Square brackets] enclosing text signify an optional entry.

<Angle brackets> enclosing text signify a content description.

1.3.2 Standard Buttons

While the documentation aims to explain all window elements, it will explain these standard buttons only
if their functionality is different from their standard functionality:

OK: Click this button to close the window applying selections in the window.
Cancel: Click this button to close the window without applying selections in the window.

Help: Click this button or press F1 to open the Help system on the topic explaining the displayed window.

1.4 Updates

NetOp Desktop Firewall may be improved from time to time through the release of updated versions.

The NetOp Desktop Firewall window Tools menu contains a Check for New Updates... command. You
should select this command regularly to connect to the NetOp website to check if a newer version of your
installed product is available. If this is the case, download and install it to always have the newest version
of the product installed on your computer.

The NDFReadMe.txt file accompanying an updated version will explain what has been updated from
older versions of the product.

The Quick Guide, this User’s Manual and NetOp Desktop Firewall Help may also be updated from time
to time. This documentation cannot be expected to be fully updated at all times, so always check
NDFReadMe.txt for the latest update information.

1.5 Common Controls

The user interface contains elements with common properties. The controls of some of these elements are
explained in this section.

11
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1.5.1 Window Controls

This section explains the window controls of windows with an icon at the left end of the title bar.

Click the title bar left icon, right-click anywhere in the title bar or press ALT+SPACE to display this
standard window control menu:

= Eestore
Move
Size

= Minimize

O Maximize

X Close Alt+F4

Restore: This command is enabled and the matching button at the right end of the title bar is displayed if
a window is maximized or minimized. Select this command or click the matching button to restore the
window to its normal size.

Move: This command is enabled if the window can be moved. Select this command to display an arrow-
pointed +. Use the keyboard arrow buttons to move the window frame. Press ENTER to execute moving
the window to the frame position.

Note: Typically, move a window by dragging its title bar.

Size: This command is enabled if the window can be resized. Select this command to display an arrow-
pointed +. Use the keyboard arrow buttons to display a double arrow at a window edge and move the
window edge to resize the window. Press ENTER to execute resizing the window.

Note: Typically, resize a window by dragging its edges or corners.

Minimize: This command and the matching button at the right end of the title bar are enabled if a window
can be minimized. Select this command or click the matching button to minimize the window. Click a
task bar minimized window button or double-click a task bar tray minimized window icon to restore the
window.

Maximize: This command and the matching button at the right end of the title bar are enabled if a window
can be maximized. Select this command or click the matching button to maximize the window.

Close: Select this command, click the matching button at the right end of the title bar, press ALT+F4 or
double-click the title bar icon to close the window without applying selections in the window. If the open
window represents a loaded program, the program will be unloaded.

1.5.2 Menu Bar and Toolbar Controls

NetOp Desktop Firewall windows use Windows 2003 menu bar and toolbar controls. They are explained
in this section.

A window menu is placed in a menu bar, by default below the window title bar:

: MetOp Desktop Firewall 3.0 M=] E3

File  Edit Wiew Tools  Help

The menu bar extends across the width of the window and has a handle at its left end marked by gray
dots.

Drag the menu bar handle to place the menu bar along one of the borders of the window below the title
bar and above any status bar or inside or outside the window as a Main Menu box:
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Window toolbars are by default placed in one row across the width of the window below the menu bar:

: NetOp Desktop Firewall 3.0 H=] 3
File Edit “iew Tools Help

ﬁ; g e | HELS T 0O g @ = [T] &5 Block All Communication |

Each toolbar has a left gray dots handle and a right gray area with a down pointer button.

Drag the toolbar handle to place the toolbar along one of the borders of the window below the title bar
and above any status bar, including placing toolbars in multiple rows, or inside or outside the window as
a toolbox:

FirewallRules - X

@ & & T ¥

If the window is not wide enough to accommodate all buttons of all toolbars, some toolbars will be
truncated as indicated by two More Buttons right pointers in the right gray area.

Click the toolbar or toolbox down pointer button to display this:

.
B 2

D

5 Block All Communication

Add or Femove Buttons =

Options. ..
[T] Toogle sidebar
@ Block All Communication

Reset Toolbar

Custarize, .,

The down pointer button of a truncated NetOp Desktop Firewall window toolbar was clicked to display
the buttons that could not be accommodated in the toolbar and an Add or Remove Buttons field with a
down pointer button. This down pointer button was clicked to display the toolbar control menu.

The upper section of the toolbar control menu contains checkboxed commands for all buttons belonging
to the toolbar. Select a command to remove/restore the checkbox. When a checkbox is removed, the
button will not be displayed in the toolbar/toolbox.

The lower section of the toolbar control menu contains these commands:

Reset Toolbar: Select this command to display a confirmation window to confirm restoring all
checkboxes in the upper section to display all tool bar buttons.

13
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Customize...: Select this command to display this window:

Customize

Toolbars | Commands I Options I

Toolbars:

Tew, .,

¥ Firewall Rules Toolbar

[+ Information Toolbar Fename. .. |

[v' Options Toolbar

v’ Flay Tookbar Delete |

v’ Frofile Toolbar

Reset. ., |

Close

This window that customizes the toolbars of the window has the tabs Toolbars, Commands and Options.

Toolbars Tab

Toolbars: []: The pane contains checkboxed names of tool bars. Check/uncheck boxes (default: Main
Menu and default tool bars checked) to display/hide tool bar sections. Main Menu representing the menu
bar cannot be unchecked.

New...: Select this command to display this window:

Add Toolbar

Toolbar name:

| Ik I Cancel |

Toolbar Name: []: Specify in the field a name and click OK to create a new user defined tool bar.

Rename...: Select a user defined tool bar in the pane and select this command to display this
window:

Rename Toolbar

Toolbar name:

| Ik I Cancel |

Toolbar Name: Specify in the field the new tool bar name and click OK to apply the new name.

Delete: Select a user defined tool bar in the pane and select this command to display a confirmation
window to confirm deleting the tool bar.

Reset...: Select a tool bar in the pane and select this command to display a confirmation window to
confirm restoring all buttons in the tool bar.
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Commands Tab

Customize |

Toolbars — Commands | Options |

Cateqories: Commands:
File: "

Edi g Play
Play Toolbar Ui Pause
View L

Taals | Display Legend
Help £y

Menus m  Stop
Firewall Rules Toolbar g Clear
Information Toolbar

Cptions Taolbar

Prafiles Toolbar

Description

Close

This tab contains a left Categories pane and a right Commands pane. Select a category in the Categories

pane to display its commands in the Commands pane.
Options Tab

Customize |

Toolbars I Commands ~ Options |

Personalized Menus and Toolbars
¥ Menus show recently used commands First

[v show Full menus after a short delay

Reset my usage data

Other
[T Large icons

v Show ToolTips on toolbars
[~ show shorkeut keys in ToolTips

Menu animations: (MNone) b

Close

Personalized Menus and Toolbars

[] Menus show recently used commands first: Check this box (default: checked) to display initially

only recently used commands in menus.

[] Show full menus after a short delay: Check this box (default: checked) to display the full

menu content after displaying only recently used commands for a while.

15
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Reset my usage data: Click this button to delete usage data determining which menu commands are
displayed initially.

Other

[] Large icons: Check this box (default: unchecked) to display 32x32 pixel tool bar icons instead of
16x16 pixel tool bar icons.

[] Show ToolTips on toolbars: Check this box (default: checked) to display an explanatory text after
leaving the mouse pointer on a tool bar button for a while.

[] Show shortcut keys in ToolTips: Check this box (default: unchecked) to display shortcut key
sequences after ToolTip text.

Menu animations: []: The drop-down box field displays the selected menu animation determining
how a menu displays when selected (default: (None)). The drop-down list contains a range of
options. Select an option in the list to display it in the field.

1.5.3 Table Controls
Typically, these controls are available with tables in window panes:
Resize the pane by resizing the window by dragging its borders. Change the width of a column by

dragging the right border of its heading. Sort records (ascending/descending) by any column by clicking
the column heading. If table contents extend beyond the pane, it has scroll bars.

Click a record to select and highlight it. Click a record and while pressing SHIFT click another record to
select and highlight both records and records in between. Click a record and while pressing CTRL click
other records to select and highlight clicked records.
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Summary

2.1 Summary

This chapter explains how to install NetOp Desktop Firewall on computers running on the operating
systems Windows 2000 or XP.

It contains the sections:
* System Requirements, see section 2.2, "System Requirements"
« Before Install, see section 2.3, "Before Install"
« Install, see section 2.4, "Install"
» Setup Wizard, see section 2.5, "Setup Wizard"

» Change or Remove, see section 2.1, "Change or Remove"

2.2 System Requirements

These system requirements apply when installing this version of NetOp Desktop Firewall on a computer:

Computer Intel Pentium processor 233 MHz or higher or 100% compatible.
Memory Operating System requirement plus additional 16 MB RAM (32 MB
recommended).
Video Any 100% VGA compatible graphics adapter supported by Windows
Disk space 10 MB free disk space.
Platform Windows XP Professional
Windows XP Home Edition

Windows 2000 Professional

Communications At least one network adapter or modem
TCP/IP: Winsock 2 or compatible
Internet access

Note: NetOp Desktop Firewall does not support any server platforms.

2.3 Before Install

18

Before installing, read the NDFReadMe.txt file that resides in the root directory of the CD. This file
contains important general information and may contain update information that was not available when
this documentation was last edited.

1 Uninstall other firewalls.
2 Scan your computer with an updated anti virus product.
3 Save all data and shut down all running Windows applications.

Note: To install a licensed version of NetOp Desktop Firewall, the computer must be connected to the
Internet. If connected to the Internet by a dial-up connection, the dial-up connection must be running.
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2.4 Install

Insert the CD into the CD drive of your computer to display this window:

¥ NetOp Desktop Firewall 3.0

®Desktop Firewall 3.0

@ Install Desktop Firewall
BDeskwp Firewall Manual
eDeskwp Firewall Quick Guide

@ Install Policy Server
ePoIicy Server Manual
BP{JIicy Server Quick Guide

@ Brochures
@ Install Acrobat Reader desktop firewall

@ Tools

Driver-centric

with central control

Moving expertise - not people® /NetOp

Note: If the NetOp Desktop Firewall screen does not display automatically, navigate to the root
directory of the NetOp Desktop Firewall CD and double-click Setup.exe.

This window contains menu buttons for the options available from the CD:

L]

L]

Install Desktop Firewall: Click this button to start installing NetOp Desktop Firewall.

Desktop Firewall Manual: Click this button to display the NetOp Desktop Firewall User’s Manual
as a Portable Document Format (PDF) document.

Desktop Firewall Quick Guide: Click this button to display the NetOp Desktop Firewall Quick
Guide as a PDF document.

Install Policy Server: Click this button to start installing NetOp Policy Server.

Policy Server Manual: Click this button to display the NetOp Policy Server User’s Manual as a
PDF document.

Policy Server Quick Guide: Click this button to display the NetOp Policy Server Quick Guide as a
PDF document.

Brochures: Click this button to display a window with NetOp product brochures options.

Install Acrobat Reader: Click this button to install Adobe Acrobat Reader that must be installed
on your computer to display PDF documents.

Tools: Click this button to find the Transform-file. Use this file if you want to distribute NetOp
Desktop Firewall over the network to a number of units (computers and workstations). Clicking
this button opens a new page from where the /nstaller Transform application can be started. For
more information, see section 2.5.1, "Installation Alternatives".

19
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Click Install Desktop Firewall to display this window:

i‘é‘a MetOp Desktop Firewall - Setup |

Welcome to the NetOp
Desktop Firewall Setup

NetOp'
e Wizard

The Zetup Wizard will install NetOp Deskiop Firewall
an your compuker, Click Mext b conkinue or Cancel ko
exit the Setup Wizard,

= Bach I Mext = I Cancel |

Click Next > to display this window:

ji NetOp Desktop Firewall - Setup j X|

End-User License Agreement

Please read the following license agreement carefully.

THE NETOP DESKTOP FIREWALL SOFTWARE LICENSE AGREEMENT ﬂ

IMPORTANT NOTICE TO ALL USERS: PLEASE READ THE TERMS AND CONDITIONS OF THIS
LICENSE AGREEMENT CAREFULLY BEFORE USING THE SOFTWARE. THE COMPANY IS
WILLING TO LICENSE THE SOFTWARE TO %'0OU ONLY ON THE CONDITION THAT Y0U
ACCEFT ALL OF THE TERMS OF THIS LICENSE AGREEMENT. THIS IS A LEGAL AND
ENFORCEABLE CONTRACT BETWEEHN %OU AND THE COMPANY. BY OPENING THIS
PACKAGE, BREAKING THE SEAL, CLICKING THE "ACCEPT" OR "YES™ BUTTON OR
OTHERWISE INDICATING ASSENT ELECTRONICALLY, OR LOADING THE SOFTWARE, wOU
AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT. F Y'OU DO NOT AGREE TO
THESE TERKMS AND CONDITIONS, CLICK THE "I DO NOT ACCEPT" OR "NO" BUTTON OR
OTHERWISE INDICATE REFUSAL AND MAKE NO FURTHER USE OF THE SOFTWARE.

[
¥ [ accept the terms in the License Agreement

I do not accept the terms in the License Agreement

< Back Mext =

Select one of the options:
() I accept the terms in the License Agreement: Click this button to enable the Next > button.

20
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() I do not accept the terms in the License Agreement: Click this button to leave the setup wizard.

Click Next > to display this window:

i'é'a NetOp Desktop Firewall - Setup |
MetOp Desktop Firewall Target Directory
Please select in which directory NetOp Deskiop Firewall is to be installed, a :
NetOp
Direckory:

< Back I Mexk = I Zancel I

Directory: The default destination directory path is displayed in the field (default: C:\Program
Files\Danware Security\NetOp Desktop Firewall\).
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Browse: Click this button to display this window:

i‘é‘a MetOp Desktop Firewall - Setup |

Change current destination folder
Browse to the destination Folder B z
NetOp

Look in: I [l Metop Desktop Firewall j | EF'

mnn = o= (=t | | Program FilesiDanware SecuribyiMetOp Deskiop Firewalli

Ik I Cancel

Look in: This drop-down box field displays the selected destination directory. The drop-down box field
contains directories on the computer. Select a directory in the list to display it in the field to display the
directories under it in the pane below.

Folder name: Select a directory in the pane to display its path in this field.

Click OK to close this window and specify the Folder name: path in the Target Directory window
Directory: field.

Note: The Install Directory must be on the same directory as Windows.
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Click Next > to display this window unless a trial version of the product is being installed:

i'-E‘ MNetOp Desktop Firewall - Setup |
Regiskraktion R
Please Fill out the registration form. All ikemns marked with * must be filled out, l;' o *‘551
'NetOp

Reaqistration number: *
[ [ |
Registration key; *

I

+ Back I Mexk = I Cancel

The user license must be registered with the manufacturer to enable full firewall functionality.
Registration number: Specify in the fields your registration number.

Registration key: Specify in the field your registration key.
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Click Next > to display this window:

Registration Wizard x|

NetDp Desktop Firewall Service 3.0 -
Please Fill out Registration Form, all items marked with * must be Filled out ¢
NetOp

Full narne: *

|P'eter Hansen |
Campany nane:

|‘1’DurCnmpany |
Address;

iﬁ.ddress 2 |
Cikys State/Region:  Counbry; *

| | | | |Denmark |
E-mnail address: *

|ph@ynurcu:umpany.dk |
Yerify E-mail address; *

|ph@ynurcu:umpany.dk |

= Back | Mext = I Cancel |

The fields marked with an asterisk must be filled in.
Click Next > to submit the registration.

Note: Registered information will be displayed in the About NetOp Desktop Firewall window, see
section 3.2.2, ""Notification Area Button Menu'"".
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When registered, this window will be displayed:

i'-E‘ MNetOp Desktop Firewall - Setup |
Ready to Install R
The Setup Wizard is ready ko begin installation, / '_ ‘5351
'NetOp

Click Install ko begin the installation.

If wou want ko review or change any of your inskallation settings, click Back, Click Cancel o exit
the Setup Wizard.

+ Back I Inskall I Cancel

Click < Back to return to the previous window to change specifications.

Click Install to start installation and display this window:

i'é'a NetOp Desktop Firewall - Setup |
Installing NetOp Desktop Firewall R
The program features you selected are being installed, f' - ;
‘'NetOp

Flease wait while the Setup Wizard installs MetOp Deskkop Firewall, This may take several minutes,

Stakus:
FwPreparellpgrade

< Bach: Mexk = | | Zancel I

During installation, progress will be displayed in the colored blocks progress bar.
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When the firewall has been installed, this window will be displayed:

ii.;;l MetOp Desktop Firewall - Setup |
;B. Completing the NetOp
_fuemp. Dgsktup Firewall Setup
Wizard

lick. the Finish button to exit the Setup Wizard,

= Bach I Finish I Cancel

Click Finish to leave the installation program and display this window:
fig Installer Information |

L] Faor the configuration changes made ko NetOp Deskiop
,__]}) Firewall ko take effect wou must restart your system. To
restart now click es, or click Mo if you plan to manually
reskart at a later time.

Yes Mo |

Yes: Click this button to close the window and restart the computer.
No: Click this button to close the window without restarting the computer.

Note: Until the computer is restarted, NetOp Desktop Firewall will not be operational and not affect
communication across the computer communication interface.
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2.5 Setup Wizard

When the computer has been restarted after initial installation or when Run Setup Wizard... is selected in
the Tools menu, this window will be displayed:

Setup Wizard - MetOp Desktop Firewall Ed |

Welcome to the NetOp Desktop Firewall
& Setup Wizard

/NetOp' This wizard will quide vou through the selection of
certain setup options ko make the NetOp module
ready for use,

Click Mext to proceed.,

Cancel |

Note: We recommend running this setup wizard on your usual local area network after initial
installation to automatically configure NetOp Desktop Firewall for a smooth computer startup.

Click Next > to display this window:

Setup Wizard - NetOp Desktop Firewall Ed |

Add programs that the operating system requires bo run

{+ Automatically add all detected programs

= Manually select programs needed for startup

File | Descripkion | Fule | Akkri,, =
}n.ﬁ.crnTray.exe AcraTray Allaws Cormmmunicakion RHS —
ﬁﬁ.GRSMMSG.exE SoftModem Messagin,.,  Alow Communication  RHS
Ealg.exe Application Laver Gat,.,  &llow Communication  RHS
Eatizevx:{.exe ATI External Event k.., &llow Communication  RHS
Eautachk.exe Buka Check, Lkiliey Allaw Communication  RHS
Ecsrss.exe Client Server Runtime...  Allow Communication  RHS

fdd, ., | Edit, .. REmovE, ., |

< Back | Mexk = I Cancel |
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After initial installation and computer restart, NetOp Desktop Firewall records all programs that started
running after computer restart and lists them in the table of this window.

The setup wizard suggests to assign to them the firewall rule Allow Communication as shown in the Rule
column and the attributes Read-only, Hidden and System as shown in the Attributes column to secure a
smooth computer startup in the current environment.

Firewall rules and attributes are explained in Programs, see section 3.3.5.1.1, "Programs"

If running the setup wizard later from the 7ools menu, this table contains the Program firewall rules and
attributes specified in the Programs display pane.

Select one of the options:

() Automatically add all detected programs: Select this option (default selection) to accept the table
contents.

() Manually select programs needed for startup: Select this option to enable editing the table
contents.

Note: We generally recommend the default selection.

Click Next > to display this window:

Setup Wizard - NetOp Desktop Firewall Ed |

Define Local Area Network

{* Automatically detect Local Area Network if present

= Manually Define Local Area Network

Trusk I From I To | Attributes | Rule I

SERVER-1 192.168.1.1 192.168.1.1 Inboundy. ..

SERVER-Z 192.168.1.2 192.168.1.2 Inboundf...
Sd, ., Edlit:,. . RLETTENYE . |

< Back | Mext = I Cancel

After initial installation and computer restart, NetOp Desktop Firewall detects the names and addresses of
local area network computers connected to during computer restart and lists them in the table of this
window.

The setup wizard suggests to assign to them the firewall rule Inbound/Outbound Trust as shown in the
Rule column and no attributes as shown in the A#tributes column to secure a smooth computer startup in
the current environment.

Firewall rules and attributes are explained in Trusted Nets, see section 3.3.5.1.4, "Trusted Nets"

If running the setup wizard later from the 7o0ls menu, this table contains the Trusted Net firewall rules
and attributes specified in the Trusted Nets display pane.

Select one of the options:

() Automatically detect Local Area Network if present: Select this option (default selection) to accept
the table contents.
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() Manually Define Local Area Network: Select this option to enable editing the table contents.
Note: We generally recommend the default selection.

If restarting the computer after initial installation without being connected to your usual local area
network, no local area network computers will be detected and no trust with them will be suggested.

There will be long delays starting the pc up if LAN trusts are required but not specified. Lack of LAN
trusts will cause the firewall to block inbound network communication.

To avoid long delays, manually define local area network computers in the table.

Alternatively, before starting up the computer connected to the local area network specify all available IP
addresses (0.0.0.0 to 255.255.255.255) as a Trusted Net. This will make the setup wizard run upon startup
an replace the all available IP addresses trust by trusts with local area network computers connected to
during computer startup.

Click Next > to display this window:

Setup Wizard - NetOp Desktop Firewall E |

Select Permissions for Outhound Traffic ﬁ

= Permit all outbound traffic
Select this option if vou do not have sufficient information to
configure ports For programs that need access to the network,
Moke: All outbound ports are open by default and replies are accepted

{+ Limit outbound traffic {Default)
Select this option if vou want the firewall to open a predefined
selection of parts for programs that need access to the network,
Moke: Some outbound ports are open by default and replies are accepted

i~ User defined rules
Select this option if vou want to configure wour own seleckion
af parks and programs that need access ko the netwark
Moke: All ports are closed by default

< Back | Mexk = I Cancel

By default, the Port firewall rule Outbound Traffic is assigned to a predefined selection of commonly
used ports. This window offers the alternatives of assigning one of the firewall rules Outbound Traffic or
Blocked in Both Directions to all available port numbers (0-65535).

Firewall rules and attributes are explained in Ports, see section 3.3.5.1.2, "Ports"
Select one of the options:

() Permit all outbound traffic: Select this option to assign the firewall rule Outbound Traffic to all
available port numbers.

This selection matches checking the Options window General tab Outbound Traffic Permissions
section Permit traffic on all outbound ports box, see section 3.5.1.1, “General Tab”.

() Limit outbound traffic (Default): Select this option (default selection) to apply the firewall rules
assigned in the Ports display pane (default: Outbound Traffic for all specified ports).

() User defined rules. Select this option to assign the firewall rule Blocked in Both Directions to all
available port numbers to open individual ports manually afterwards.

Note: We generally recommend the default selection.
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Click Next > to display this window:

Setup Wizard - MetOp Desktop Firewall Ed |

Setup Wizard completed

Your MetDp module is now set up and ready
for use,

Ta change the setup, use the MekOp madule
_— o Configuration menu ikems,

< Back Mexk = | Finish I

Click < Back to return to the previous wizard window to change your selections.
Click Finish to leave the setup wizard applying its selections.

2.5.1 Installation Alternatives

Installation alternatives enable installing NetOp Desktop Firewall with little or no user intervention,
quietly (not displaying any windows during installation), on remote computers, in a configured state and
by deployment.

The installation of NetOp Desktop Firewall uses Windows Installer.

The Windows Installer program msiexec.exe installs and removes program features specified in an
installation package file with the extension msi according to the command syntax:

msiexec <Option> <Required parameter> [<Optional parameter>]
The command can contain multiple options and parameters.

Awvailable options are displayed in a window when on a computer with msiexec.exe version 3+ (standard
in newer Windows) in its \Windows\System32\ directory running the command:

msiexec

These options are relevant for NetOp Desktop Firewall installation alternatives:

Option Effect

/i Installs the installation package <P roduct>.ms1 in a specified directory.
<Path>\<Product>.ms1 is a required parameter.

/a Unpacks the installation package <P r‘odgct> .ms1 in a specified directory without
installing it. <Path>\<Product>.ms1 is a required parameter.

/qn Executes in quiet mode (no windows displayed) with no user interaction.

/1#v Logs all information with verbose output in the log file <Log name>.log.
<Path>\<Log name>.10g is a required parameter.

TRANSFORMS=<Transformation file> isa standard optional parameter that applies
transformations specified in a required format transformation file with the extension mst.
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Other optional parameters can be used.
Note: Command line operations are case sensitive.

2.5.2 Command Line Installation
The next pages contain examples of command line installation and an example of deployment:

¢ Normal installation,

¢ Quiet installation,

* Installing in a configured state,
* Deployment.

Normal installation

Run this command for a normal installation from the NetOp Desktop Firewall installation package
setup.msi:

msiexec /i <Path>\setup.msi
Note: If a parameter contains spaces, it must be enclosed by double quotation marks.
This is actually the command that is run from the Install Desktop Firewall button in the CD menu.
The license number and key can be specified in two added optional parameters:
DW_REG_NUMBER=DWS = X-XXXXXXXXX DW_REG_KEY=XXXXXXXX

If these parameters are used, the window for specifying these numbers will not be displayed, and if the
product has already been registered, the window for specifying personal data will not be displayed either.

Create a License Registration File

Registering during the installation creates a license registration file named ndf.lic, it is saved in the
directory where NetOp Desktop Firewall is installed.

To create a ndf.lic file without installing, run this command:
msiexec /a <Path>\setup.msi

To specify the license number, key and personal data from a ndf.lic file, use this optional parameter:
DW_LICENSE_FILE=<Path>\ndf.1ic

instead of the two specified above.

Quiet Installation

To install NetOp Desktop Firewall on multiple computers, a quiet installation with no user intervention is
preferable. Run this installation command:

msiexec /i <Path>\setup.msi /qn DW_LICENSE_FILE=<Path>\ndf.lic

/qn executes the installation in quiet mode with no user intervention,
DW_LICENSE_FILE=<Path>\ndf.11c applies the license registration file.

This can be done in two ways:

Run this command from each computer pointing to a network directory containing the setup.msi and
ndf.lic files.

Place this command in a logon script distributed to selected computers to run it when users log on.
Note: This command causes the computer to reboot without warning.

Install NetOp Desktop Firewall in a Configured State

To make life easier for users, not least if user NetOp Desktop Firewalls are to be controlled from a NetOp
Policy Server, we recommend to install them in a configured state.

To do this, first install one NetOp Desktop Firewall and configure it exactly as you want user firewalls to
be configured.
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Then, create a transformation file from the configuration of this firewall. In the CD menu, select Tools
and, on the new page, select Installer Transform, or run the ndfinst.exe file that resides on the CD in the
\IWNDF\TOOLS\ directory to display this window:

2 NetDp Desktop Firewall - Installer Transform =]

Criginal M3I:

I Browse. ..

Cubput transform:

I Browse. ..

License file {optional):

il

|| Browse. ..

Additional files:
Maote: File names musk match names already being installed or they won't be uninstalled

add. ..

Rermone

|

Build
Build warnings:

] = \_

] 27

This window creates a mst transformation file from what you specify in the window.

Original MSI: [][Browse...]: Preferably, you should place your installation files in the same network
directory. Copy setup.msi from the \instal[\UK\ directory on the CD to your preferred network directory.
Click Browse... to get the setup.msi file from your preferred network directory.

Output transform: [][Browse...]: In this field enter a file name with the extension mst. Click Browse... to
get the mst-file from your preferred network directory.

License file (optional): [][Browse...]: This file by default specifies ndf.lic pointing to the directory where
NetOp Desktop Firewall is installed by default. Create a license registration file, see above, and copy it to
your preferred network directory. Click Browse... to get the ndf.lic file from your preferred network
directory.

Verify that the entry in the field points to the ndf.lic file in your preferred network directory.

Additional files: [] [Add...][Remove]: Click Add... to display a Windows Open window. Navigate to the
directory where your configured NetOp Desktop Firewall was installed and select and open all files with
the extension dat to add their paths and names in the pane to apply all of the configuration of your
configured NetOp Desktop Firewall to your mst file.

Note: The contents of dat files are explained in the NDFReadMe.txt file.

Build: Click this button to build the mst file. While building, look for any alarming warnings in the Build
warnings pane.

If the build fails, review specifications and rebuild. When satisfied, close the window.

Now, make a trial installation using your mst file in this command:
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msiexec /i <Path>\setup.msi TRANSFORMS=<Path>\<Preferred name>.mst
/qn DW_LICENSE_FILE=<Path>\ndf.1'iC

Verify that the newly installed NetOp Desktop Firewall is configured as desired. If OK, proceed with
other installations.

Logging
If the installation fails, a log file can be useful to identify when what failed. To create a log file from your
installation, add this option and required parameter to your installation command:

/1%v <Path>\<Log name>.Tlog

This will create a log file named <Log name>.10g in the specified path. Open it in any text editor, e.g.
Notepad.

If you want to know more about Windows Installer requirements and options, visit the
www.microsoft.com website and search for “Windows Installer”.

Deployment

An example of deploying the NetOp Desktop Firewall to a group of users makes use of the Windows
Active Directory functionality.

To do this, first install one NetOp Desktop Firewall and configure it exactly as you want user firewalls to
be configured.

Then, create a transformation file from the configuration of this firewall. Please, refer to the previous
section (page 32) for handling details.

Note: You have to have domain administrator rights to deploy via the Active Directory.
With the transform file ready, follow these steps:
1. Click the ‘Start’ button on the Windows taskbar, select ‘Settings’ and select Control Panel
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2. Select Administrative Tools and left-click Active Directories Users and Computers to open the

£ Active Directory Users and C o ]
@ File  Action Wiew Window Help | - |E|i|
o | Em e FRBE 2 aRbvan
@ Active Directory Users and Computers [DOMAIN, local] stdom.local S objects
(] Saved Queries Mame e
239 DOMAIN. local (C2Buikin builkinDx
DCDmputers Conkain
DOMAIN.local Properties A |

General | Managed By Group Palicy |

i
g Current Group Policy Object Links for domain
M —

Group Policy Object Links Mo Overide | Dizabled

£ efault Domain Policy

Group Policy Dbjects higher in the: list have the highest priority.
Thiz list obtained from: DOMAIN,lacal

New | add. | Edt | U

DOptions... | Delete... | Broperties | [owm |

[ BElnck Pdlicy inheritance

’TI Cancel | Apply |

Active Directory Users and Computers file explorer. Select the domain to which you want to
deploy the NetOp Desktop Firewall to.
Note: It is only possible to select one domain at a time.

3. Right-click the domain and select Properties
4. Select the Group Policy tap and click Edit

'ifti Group Policy Object Editor

File Action  Yew Help

¢ |BamERE @

2§ Default Domain Policy [STOOMD.std | Name  # | ve

El@ Computer Configuration

- B[ Software Settings
P Software installa

|:| Windows Setkings

-] Administrative Templ Yiew 9
El@ User Configuration
[#-[_] Software Settings Paste
[+ Windows Settings Refresh
[#-[_) Administrative Templ  Expart List...
Properties
Help
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5. Open the folder Software Settings and right-click Software Installation, select New, Package

open 2| x|
Lok jr: IE}test j [€] i
@setup.msi
Desktop
My Documents
My Computer
File name: I j DOpen I
Filez of type: IWindowsInstaIIer packages [*.msi] j Cancel |
7

6. Locate the installation file (setup.msi) and click Open
7. Select Advanced and click OK

Select deployment method:

£ Published

" Assigned

e

Select thiz option to canfigure the Publizhed or Azzigned oplions,
and to apply modifications to a package.

] I Cancel

8. In the NetOp Desktop Firewall Properties window, select the Modifications pane.
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9. Click Add to open a file explorer and locate the *.mst file
Generall Deplu:u_l,lmentl Upgradesl Categories  Modifications | Seu:urit_l,ll

b odifications or transforms allow you to customize the package and are
applied to the package in the arder shown in the following list:

M odifications:

fmve g

[ avel |
i [t e |

Bemove |

Important! Do not prezs OF, until all ransforms are added and ordered
comectly. Faor mare infarmation, right-click on the kModifications lizt box, and
then click *What's thiz?

] Cancel

10. Click OK and the deployment takes place.

This completes the Active Directories Deployment.

2.1 Change or Remove

To change or remove your NetOp Desktop Firewall installation, select Start > (Settings >) Control Panel
to display the Control Panel window. Select Add or Remove Programs and in the Add or Remove
Programs window select NetOp Desktop Firewall to expand.

Select Change to change your installation, see section 2.1.1, "Change".

Select Remove to remove your installation, see section 2.1.2, "Remove".
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2.1.1 Change

In the Add or Remove Programs window expanded NetOp Desktop Firewall command, click Change to
display this window:

i'él MetOp Desktop Firewall - Setup | x| |
p! Welcome to the NetOp
_fuemp. Dgsktup Firewall Setup
Wizard

The Setup Wizard will allow vou to change the way
—_ o, Metsp Desktop Firewall Features are installed on wour
: computer ar even ko remove NetOp Deskiop Firewall
From wour computer, Click Mext to continue or Cancel
ko exit the Setup Wizard.

= Bach I Mextk = I Cancel |

Click Next > to display this window:

i'é'a NetOp Desktop Firewall - Setup |
Muodify, Repair or Removye installation R
Select the operation you wish to perfarm, f' - ;
‘'NetOp
Remove

Removes Metip Deskiop Firewall From wour computer,

Repair

Repairs errors in the most recent inskallation skake - fixes missing or corrupk
files, shorkcuts and registry entries,

< Back Mexk = Zancel
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The Remove option is explained in the “Change > Remove” subsection below.
The Repair option is explained in the “Change > Repair” subsection below.

Change > Remove
In the Modify, Repair or Remove Installation window, click Remove and Next > to display this window:

ii.;;l MetOp Desktop Firewall - Setup |
Remove NetOp Desktop Firewall R
You have chosen ko remowve MekOp Deskiop Fireswall From your compiter, l,f' - ;
'NetOp

Click Remove to remove Metisp Desktop Firewall From wour computer,

If wou want ko review or change any of your installation settings, click Back, Click Cancel o exit
the Setup Wizard,

« Back I Remove I Cancel
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This window will be displayed while the NetOp Desktop Firewall installation is being removed:

i'-E‘ MetOp Desktop Firewall - Setup |
Removing NetOp Desktop Firewall R
MetOp Desktop Firewall is being remowved., l,f' - ¢
'NetOp

Please wait while the Setup Wizard removes Metp Desktop Firewall, This may take several
minukes,

Skakus:
FrPreparellpgrade

= Bach Mext = | | Cancel I

When the NetOp Desktop Firewall installation has been removed, the Completing the NetOp Desktop
Firewall Setup Wizard window, see section 2.4, "Install", will be displayed.

The computer must be restarted to completely remove NetOp Desktop Firewall.
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Change > Repair
In the Modify, Repair or Remove Installation window, click Repair and Next > to display this window:

& NetOp Deskiop Firewall - Setup E|
Repair NetOp Desktop Firewall R
The Setup Wizard is ready to begin the repair of MetOp Desktop Firewall. ,.-" o ;
'NetOp

Click Repair to repair the installation of MetOp Desktop Firewall.

If you want to review or change any of vour installation settings, dick Back. Click Cancel to exit
the Setup Wizard,

HetOp Desktop Firewall installation files, for example on the CD, must be available.

< Back I Repair I Cancel I

Note: Repair reinstalls NetOp Desktop Firewall without changing its configuration. NetOp Desktop
Firewall installation files, e.g. on the CD, must be available.
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Click Repair to display this window while the NetOp Desktop Firewall installation is being repaired:

i'-E‘ MetOp Desktop Firewall - Setup |
Repairing NetOp Desktop Firewall R
MetOp Desktop Firewall is being repaired. l,f' - ¢
'NetOp

Flease wait while the Setup Wizard repairs Metdp Deskbop Firewall, This may take several minukes,

Skatus:
Frushukdown

= Bach Mext = | | Cancel I

When the NetOp Desktop Firewall installation has been repaired, the Completing the NetOp Desktop
Firewall Setup Wizard window, see section 2.4, "Install", will be displayed.

The computer must be restarted to complete the repair.

2.1.2 Remove

In the Add or Remove Programs window expanded NetOp Desktop Firewall command, click Remove to
display this window:

Add or Remove Programs E |

;\T’) Are wou sure you wank to remove MetDp Deskbop Firewall from wour computer?

Yes Mo |

Click Yes to display this window:

MetOp Desktop Firewall |

| Please wait while Windows configures Metlp Deskiop Firewall .

[z athering required information. ..

ENEENEERRENRANRERNERNAND

When the NetOp Desktop Firewall installation has been removed, the computer must be restarted to
complete the removal.
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Summary

3.1 Summary

This chapter explains the functionality of NetOp Desktop Firewall.

It contains the sections:
+ Startup Guide, see section 3.2, "Startup Guide"
* NetOp Desktop Firewall Window, see section 3.3, "NetOp Desktop Firewall Window"
* NetOp Desktop Firewall Tools, see section 3.4, "NetOp Desktop Firewall Tools".

3.2 Startup Guide

44

When NetOp Desktop Firewall is installed on a computer, by default this button will appear in the
notification area in the lower right corner of the screen:

fm

By default, as a stand-alone application, the background of the bars in the icon is black. The button
tooltip displays NetOp Desktop Firewall 3.0 Firewall OK.

m

If NetOp Desktop Firewall is logged on to a NetOp Policy Server, see section 3.4.1.3, "Policy Server
Tab", the background of the bars in the icon is yellow. The button tooltip displays NetOp Desktop
Firewall 3.0 Policy Server.

=]

If all communication across the computer communication interface is blocked, see section 3.2.2,
"Notification Area Button Menu", the button icon displays a Stop sign. The button tooltip displays
NetOp Desktop Firewall 3.0 Block All.

e

If NetOp Desktop Firewall is password protected, the button icon displays a padlock,see section
3.4.1.2, "Password Tab". The button tooltip displays NetOp Desktop Firewall 3.0 Password
Protected.

No NetOp Desktop Firewall button will be displayed in the notification area if the NetOp Desktop
Firewall window Tools menu Options command/window General tab Appearance section the Show icon
in notification area box is unchecked, see section 3.4.1.1, "General Tab". However, user prompts and user
messages will still be displayed.

Note: If the trial period of an installed trial version of NetOp Desktop Firewall is about to expire, a
reminder window will be displayed, see section 5.1, ""Trial Version"

3.2.1 Use and Configuration

When NetOp Desktop Firewall has been installed and automatically configured in its usual computer
environment by the setup wizard using default selections, the computer will be well protected, see section
2.5, "Setup Wizard"

The typical computer user will be safe by refraining from any further configuration of the firewall and
practically forget about it.

Occasionally, the firewall may display a user prompt that the user must respond to or a user message, see
section 3.2.3, "User Prompts and Messages".

Applications using special communication may require an adjustment of default firewall rules to work
satisfactorily. Typically, communication troubleshooting starts by viewing the Packet Log that will reveal
if application communication is being blocked by the firewall, see section 3.3.5.2.2, "Packet Log".

In daily use, the user does not need to be concerned about firewall configuration. This applies even
stronger to a firewall that is logged on to a NetOp Policy Server in a distributed firewall system, see
section 3.4.1.3, "Policy Server Tab".
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However, NetOp Desktop Firewall has a wide range of configuration options and powerful information
utilities, all of which can be accessed from the NetOp Desktop Firewall window, see section 3.3, "NetOp
Desktop Firewall Window".

3.2.2 Notification Area Button Menu

Right-click the notification area NetOp Desktop Firewall button to display this menu, see section 3.2,
"Startup Guide":

ﬁ Open Firewall Configuration

i i Close

@ Block All Communication

Swiitch Profile m

Abouk, .,

Exit :
TG ,g-i_ =R 1630

This menu contains these commands:

Het O p Deshtop Firewall

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

Open Firewall Configuration: Select this command or double-click the notification area button to display
the NetOp Desktop Firewall window,see section 3.3, "NetOp Desktop Firewall Window".

Close: Select this command or the matching NetOp Desktop Firewall window title bar window control
menu command or click the title bar window control Close button to close the NetOp Desktop Firewall
window.

Block All/Allow Communication. Select this command (default: Block All Communication) or the
matching NetOp Desktop Firewall window Tools menu command or click the matching Options toolbar
button to block all/allow communication across the computer communication interface. When all
communication is blocked, the notification area NetOp Desktop Firewall button displays a Stop sign, see
section 3.2, "Startup Guide".

Switch Profile: This command expands into the main profile (by default named Main) and available sub-
profiles, see section 3.3.5.3, "Profiles".

The selected profile is checkmarked. Select an unchecked profile to make it active. If profile rules
prohibiting switching between profiles have been applied, it is impossible to select other profiles than the
rule allows.

Note: If selecting a profile fails, it will typically be because its profile rule prohibits switching into it if
its profile rule is not met, see section 3.3.5.3.1, ""Profile Rules".

About...: Select this command to display this window:
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CTSE——
NetOp Desktop Fire

Workstation Ed

fHetﬂp‘ Moving expertise - not people™

Metop Desktop Firewall
Version 3.0
Copwright € 1981-2004 Danware Data 45,
all rights Reserved,
Partions used under license Fram third parties.

This product is licenced to:

Reqistration Mumber: o, L R R
Lizenzed to; ' ourCampary. com
License hppe: T-uzer

Licenze walid until: 15-12-2004

This window displays the version of the installed product and license information. If you request
technical support, the version number may be asked for.

Exit: Select this command to unload the NetOp Desktop Firewall user interface and remove all elements
of it including the notification area button from the screen. This also causes that no user messages or
prompts will be displayed.

Note: While the user interface is unloaded, NetOp Desktop Firewall continues to run on the
computer. User prompts and messages will not be displayed, see section 3.2.3, ""User Prompts and
Messages''. When the user interface is reloaded, any user prompts and messages accumulated while
unloaded will be displayed.

To load the user interface, select Start > All > Programs > NetOp Desktop Firewall > NetOp Desktop
Firewall or run (double-click) the file NDF Conf.exe that resides in the directory where NetOp Desktop
Firewall is installed.
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3.2.3 User Prompts and Messages

If a program that has been assigned the firewall rule Prompt for Communication or no firewall rule
attempts communication, the user will be prompted by this window:

Ll /Unknown Program |

Inkernet Explorer is trying bo communicake
Do o wank ko allowe communication?

Yes

Mo Details. ..

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section
3.4.1.3, "Policy Server Tab"

Yes: Click this button, press ENTER or click the title bar Close button to close the window allowing
communication.

No: Click this button to close the window denying communication.

Note: If you are in doubt whether it is safe to allow communication or not, consult with your
system or network administrator.

Note: If the same window is displayed repeatedly after allowing communication, it is because the
program attempting communication times out during user interaction in this window. Check the
Remember box below to assign the firewall rule Allow Communication zo the program file, see
section 3.3.5.1.1, "Programs". Then, the program file will no longer prompt for communication.

Details...: Click this button to display/hide this lower extension of the window:

: Unknown Program |

Inkerrnet Explarer is trwing ko communicake
Do o wank ko allow communication?

Yes ko ¢ Details...
[~ Remember
T Details:
Internet Explorer wersion 6,00, 2900, 2180 (xpsp_spZ_rtm,040803- .
2158) —

is Erwing bo communicate on park xxxx
using the TCP, Transmission Control protocal
ko the remote computer 123.123.123.1

File Mame: iexplore, exe

File Lacation: C:iProqram FilesiInternet Explarer),
Local Addresse: Laptop_1

Femoke Addresse; 192,168.1.1

Local Pork: xax

Rermake Port: ¥

Darant Droararm: (—OAMTRIDCAAY S avnlorar ava

Select Task: IE“
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Details: To assist you in identifying the program file and the purpose of its communication,
this section displays details on the attempted communication.

Select Task: []: The field of this drop-down box displays the default program firewall rule
selection Allow Communication. The drop-down box list contains the names of available
program firewall rules, and Open Containing Folder.... Select Open Containing Folder... to
display the directory containing the file attempting communication. Select a firewall rule to
apply it to the file attempting communication and close the window.

[] Remember: Leave this box unchecked (default: unchecked) to apply your selection for this
occasion only. Check the box to assign the applied firewall rule to the program file record in the
Programs display pane, see section 3.3.1.1, "Firewall Rules".

Several NetOp Desktop Firewall functionalities can display a user message upon a specified event. Click
OK in the message window to acknowledge the message and close the window.

Applying a message to a program will cause the firewall to display a message whenever the program is
started and stopped. The message looks like this:

I > Dy

The message is semi-transparent and by default displays the program and the action.

In the properties pane of Programs, Ports, Protocols, Trusted and Banned Nets it is possible to enter a
user-defined message.

Note: No user prompts and messages will be displayed if the Display No User Prompts and Messages
box is checked on the Options window General tab, see section 3.4.1.1, "General Tab'". Program
communication requests will be denied.

Note: If the user interface is unloaded no user prompts and messages will be displayed. When the user
interface is reloaded, any user prompts and messages accumulated while unloaded will be displayed,
see section 3.2.2, ""Notification Area Button Menu''.
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3.3 NetOp Desktop Firewall Window

To display this window, double-click the notification area NetOp Desktop Firewall button, right-click it
to display its menu, and select Open Firewall Configuration... select Start > Programs > NetOp Desktop
Firewall > NetOp Desktop Firewall or run (double-click) the file NDF Conf-exe in the directory where
NetOp Desktop Firewall was installed:

L/ NetOp Desktop Firewall 3.0 H=] 3
File Edit Wiew Tools Help

F& & Y F R4 Y O @B ] G5 Block All Cammunication B

Firewall Rules File | Description | Rule | Atrributes | [Message |;|
Eigfxtrav.exe igfxTray Module  Prompt on Communication
[@] Programs Eiexplore.exe Intermet Expl...  Allow Communication
Pg Ports ﬁHprSnapS.exe Hypersnap-Lis Allowe Communication
;.}; Protocals Ehelpsvc.exe Microsoft Help...  Allow Communication
{: Trusted Mets EHelpHost.exe Microsoft Help...  Allow Communication
@ Biannad Mets @)helpctr.exe M|crosoft_ Help... Prompt on Commun?catpn
@fxssvc.exe Fax Service Prarpt an Cormnunicakion
EFrameMaker.exe FrameMaker ... &llow Communication
Information || ExcEL.ExE Microsaft OFFi,..  Prompt on Communication
/A Event Log Edfrgntfs.exe Disk Defragm...  Prompt on Communication
© Packet L EdemoSZ.exe DemosShield P, Prompt on Communication
-_( a o ﬁdefrag.exe Disk Defragm...  Prompt on Communication
O Traffic Matrix B crnd. exe Windows Corn..,  Allow Communication
lag Shatistics ElCaLC ERE Windows Calc...  Prompt on Communication
. Program Manager [FleackWE~1.EXE  BACKWE~1.EXE  Allow Communication LI
_ Edit. .. Remaove, .. [~ show Hidden
Profiles ) .
Selected File Information
Select Profile iexplore, exe
IMain j’ Description:  Internet Explorer
add... Version: 6,00, 2900, 2180 (xpsp_spZ _rkm,040503-2158)
Path: C:\Program FilesiInternet Exploreriiexplore. exe
W Edi... Size: 93,154 Bytes,
Remave... Rule: Wi ommunication

! Rules...

| 1P: 192.168.102.103 m Firewall Gk | This Product is registered to Peter Hansen A

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

This is the NetOp Desktop Firewall main user interface that provides access to all available
functionalities except Exit.

Note: Remember that Exit terminates the session leaving the computer unprotected whereas Close only
closes the window, the firewall continues protecting the computer. For more information, see section
3.2.2, "Notification Area Button Menu'.

3.3.1 Configuration Guide

This configuration guide briefly explains:
Firewall Rules, see section 3.3.1.1, "Firewall Rules"
Information utilities, see section 3.3.1.2, "Information”
Profiles, see section 3.3.1.3, "Profiles"

Options, see section 3.3.1.4, "Options"
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3.3.1.1 Firewall Rules

In the work panel left selection pane Firewall Rules section, select a command to bold it and show its

display pane to the right:

... NetOp Desktop Firewall 3.0

" Elle Edit View Tools Help

FBles 770 avo@ael @D O©sockaconmunicaion

Firewall Rules

@ Programs
iy Ports
b o B e e " s
iy Trusted Net:
Ly TIUSRCTREE ~Selected Fie Information
F Banned MNets
iexplore.exe
Information Description:  Internet Explorer
Yersion: 6.00.2900,2180 (xpsp_sp2_rtm, 040803-2158)
S s
Size: 93.184 Bytes,
Ryle: Iﬂﬂllaw Commmunication =]
(IP: 192.168.102.103 | i Firewall OK | This product is registered ko Peter Hansen -

The upper display pane table contains records of elements that have been assigned a firewall rule. The
lower section displays information on the record selected in the table above and a drop-down box in
which the assigned firewall rule can be changed.

Firewall Rules display panes contain these elements:

* Programs: Contains program file records, see section 3.3.5.1.1, "Programs".

* Ports: Contains TCP/IP port records, see section 3.3.5.1.2, "Ports".

* Protocols: Contains TCP/IP protocol records, see section 3.3.5.1.3, "Protocols".

* Trusted Nets: Contains records of trusted remote computer address ranges, see section 3.3.5.1.4,

"Trusted Nets".

* Banned Nets: Contains records of banned remote computer address ranges, see section 3.3.5.1.5,

"Banned Nets".
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3.3.1.2 Information
In the work panel selection pane Information section, select a command to bold it and show its display
pane to the right:
T NetOp Desktop Firewall 3.0 M=]
: File Edit Wew Tools Help
@ ks ¥ REY el @D ® ok comun J: £ B
Firewall Rules Description T Date Tirne Messa User -
=] 145 PEFrar, | B- Ll I
Information File Item Inkernet E...  Configur...  16-11-2004  11:03:00 SYSTEM
N File Item Inbernet E...  Configur,..  16-11-2004 110227 SYSTEM
/ty EventLog [ File Ttem HyperSniap... Configur...  16-11-2004  10:21:01 SYSTEM
Sy Packet Log ¥l File Ttem Hypersnap... Corfigur... 16-11-2004  10:19:35 SYSTEM
Q TrafFic Matrix File Item Adobe Acr... Configur...  16-11-2004  10:13:55 S‘."STEM_Ij
lag Statistics 4] | b
Log Description:
Profiles J F
ff”! '2 The user has performed Allow Communication to Internet Explorer is trying to communicate D
Type: User Interaction
Date: 16-11-2004
Time: 11:03:00
Message:
User: II
Profile:
| 1P:192,168.102,103 |—l Firewall OK | This Praduct is registered ta Peter Hansen Y

Information utilities enable the user to view and analyze what is happening on the firewall and take
relevant actions.

Information utilities include:

Event Log: Displays selected operational events in a table displaying event details, see section
3.3.5.2.1, "Event Log".

Packet Log: Displays Program Opened, Program Closed and Program Killed events and all data
packets at the computer communication interface in a table displaying selected event details to
enable an analysis of each event, see section 3.3.5.2.2, "Packet Log".

Traffic Matrix: Displays data packet traffic at the computer communication interface in a circular

graph to enable an analysis of connections and communicating computer addresses, see section
3.3.5.2.3, "Traffic Matrix".

Statistics: Displays in graphs and numbers current and historical sent, received and blocked data

packets at the computer communication interface to monitor firewall activity, see section
3.3.5.2.4, "Statistics".

Program Manager: Displays programs running on the computer in a table displaying selected
program details to enable program management, see section 3.3.5.2.5, "Program Manager".

Information utilities can be configured in the Options window, see section 3.3.1.4, "Options".
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3.3.1.3 Profiles

Profiles

Select Profile

IMain

g Add..
£J Edt..
£ Remove..,
& Rules..

This work panel selection pane section selects a profile, manages profiles and specifies profile rules, see
section 3.3.5.3, "Profiles".

NetOp Desktop Firewall initially has one main profile named Main. This profile may be renamed but not
removed.

To create customized sets of firewall rules for a computer used in different environments, add sub-
profiles of the main profile named e.g. Work, Home and Travel from the Add... command. Rename
profiles from the Edit... command. Remove sub-profiles from the Remove... command.

Select Rules... to display the Profile Rules window to specify rules determining which profiles are
applicable in the computer environment.



3.3.1.4 Options
Select the Tools menu Options... command to display this window:

NetOp Desktop Firewall

MetOp Desktop Firewall - Options EHE |

'y EventLog | 'y Packet Log | fr-.?, Colors | @ Program Manager
General | i Paszzword | 4 Policy Server
—Appearance

[¥ Show icon in notfication area

[~ Minimize to notification area

—Procesz Contral
[~ Bun only authorized prograrns
[T &dd unknown prograns to local database

[~ Display Meszage when Program Killed

—Outbound Traffic Pemizsions

[+ Permit traffic on all outbound ports

—Meszages
[~ Display Mo User Prompts and Messages

[T Always Dizplay Policy S erver Messages

—Langquage
Select Language:

| English 4

' B o

This window specifies NetOp Desktop Firewall options.
It has these tabs:

General: This tab specifies general options, see section 3.4.1.1, "General Tab".
Password: This tab specifies password protection, see section 3.4.1.2, "Password Tab".

Policy Server: This tab specifies and logs on to a NetOp Policy Server, see section 3.4.1.3, "Policy
Server Tab".

Event Log: This tab specifies operational events displayed in the Event Log, see section 3.4.1.4,
"Event Log Tab".

Packet Log: This tab specifies the columns displayed in Packet Log, see section 3.4.1.5, "Packet
Log Tab".

Colors: This tab specifies Packet Log and Traffic Matrix color schemes, see section 3.4.1.6,
"Colors Tab".

Program Manager: This tab specifies the columns displayed in Program Manager, see section
3.4.1.7, "Program Manager Tab".
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3.3.2 Title Bar
: MetOp Desktop Firewall 3.0 M=l E3

Title bar window controls are explained in section 1.5.1, "Window Controls".

3.3.3 Menu Bar
File Edit Wew Tools Help

Menu bar and toolbar controls are explained in section 1.5.2, "Menu Bar and Toolbar Controls".
The menu bar contains these menus:

File: See section 3.3.3.1, "File Menu".

Edit: See section 3.3.3.2, "Edit Menu".

View: See section 3.3.3.3, "View Menu".

Tools: See section 3.3.3.4, "Tools Menu".

Help: See section 3.3.3.5, "Help Menu".
3.3.3.1 File Menu

File | Wiew Tools Help

Save As

Close

This menu contains these commands:

Save As: Select this command to display a Windows Save... window to save Event Log or Packet Log
table contents as a text file.Use the Save As command to export your data to other applications.

Close: Select this command, the notification area button menu Close command or the title bar window
control menu Close command or click the title bar Close button to close the NetOp Desktop Firewall
window.

3.3.3.2 Edit Menu

File | Edit | Wiew Tools Help
Add...
Edit...

Femove. ..

Select Al Chrl+a

Note: This menu is hidden if inapplicable to the current display pane selection.
This menu contains these commands:

Add...: Select this command or the matching Firewall Rules display pane right-click popup menu
command or click the matching display pane button to open a display pane matching Add... window to
add a record, see the matching subsection of section 3.3.1.1, "Firewall Rules".

Edit...: Select a Firewall Rules display pane record and select this command or the matching display pane
right-click popup menu Properties... command or click the matching display pane button to open a
display pane matching ...Properties window to view and edit the properties of the selected record, see the
matching subsection of section 3.3.5.1, "Firewall Rules".

Remove... Del: Select one or multiple Firewall Rules display pane records and select this command or the
matching display pane right-click popup menu command, press DELETE or click the matching display
pane button to display a confirmation window to confirm removing selected records.

Select All Ctrl+A: Select this command or press CTRL+A to select all records in the display pane.



NetOp Desktop Firewall

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

3.3.3.3 View Menu

File Edit | Yiew | Tools  Help
@ Programs

Parts

2 Probocols

i

Trusked MNets

..G‘_.‘c

Banned Mets

*  Ewvent Log

L~

Packet Log
Traffic Makrix

]
'y

Skatistics

Program Manager

<] & B

This menu contains these commands:

Programs: Select this command or the work panel selection pane Firewall Rules section Programs
command or click the Firewall Rules toolbar Programs button to display the Programs display pane, see
section 3.3.5.1.1, "Programs".

Ports: Select this command or the work panel selection pane Firewall Rules section Ports command or
click the Firewall Rules toolbar Ports button to display the Ports display pane, see section 3.3.5.1.2,
"Ports".

Protocols: Select this command or the work panel selection pane Firewall Rules section Protocols
command or click the Firewall Rules toolbar Protocols button to display the Protocols display pane, see
section 3.3.5.1.3, "Protocols".

Trusted Nets: Select this command or the work panel selection pane Firewall Rules section Trusted Nets
command or click the Firewall Rules toolbar Trusted Nets button to display the Trusted Nets display
pane, see section 3.3.5.1.4, "Trusted Nets".

Banned Nets: Select this command or the work panel selection pane Firewall Rules section Banned Net
command or click the Firewall Rules toolbar Banned Nets button to display the Banned Nets display
pane, see section 3.3.5.1.5, "Banned Nets".

Event Log: Select this command or the work panel selection pane Information section Event Log
command or click the Information toolbar Event Log button to display the Event Log display pane, see
section 3.3.5.2.1, "Event Log".

Packet Log: Select this command or the work panel selection pane Information section Packet Log
command or click the Information toolbar Packet Log button to display the Packet Log display pane, see
section 3.3.5.2.2, "Packet Log".

Traffic Matrix: Select this command or the work panel selection pane Information section Traffic Matrix
command or click the /nformation toolbar Traffic Matrix button to display the Traffic Matrix display
pane, see section 3.3.5.2.3, "Traffic Matrix".

Statistics: Select this command or the work panel selection pane /nformation section Statistics command
or click the Information toolbar Statistics button to display the Statistics display pane, see section
3.3.5.2.4, "Statistics".
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Program Manager: Select this command or the work panel selection pane /nformation section Program
Manager command, or click the Information toolbar Program Manager button to display the Program
Manager display pane, see section 3.3.5.2.5, "Program Manager".

Note: The icon of the displayed display pane (default: Programs) is framed.

Toolbar: Select this command to hide/display toolbars. When toolbars are displayed, the command is
checkmarked (default: checkmarked).

Status Bar: Select this command to hide/display the status bar. When the status bar is displayed, the
command is checkmarked (default: checkmarked).

3.3.3.4 Tools Menu

File Edit ‘jew | Tools | Help

Cpkions. ..
% Check For Mew Updates. .,
~ B

Run Setup Wizard. ..
(B Block Al Communication

This menu contains these commands:

Options...: Select this command or click the Options toolbar Options button to display the Options
window, see section 3.4.1, "Options".

Check for New Updates: Select this command to connect to the NetOp Desktop Firewall update server to
check for updates to your installed version of NetOp Desktop Firewall. If an update with a higher version
number than the version number of your installed NetOp Desktop Firewall is available, download and
install it.

Note: A NetOp Policy Server can act as an update server for the NetOp Desktop Firewall.
Run Setup Wizard: Select this command to run the Setup Wizard, see section 2.5, "Setup Wizard".

Block All/Allow Communication: Select this command or the matching notification area NetOp Desktop
Firewall button menu command or click the Options toolbar Block/Allow communication button to block/

allow communication across the computer communication interface, see section 3.3.4.3, "Options
Toolbar".

When communication is disabled, the notification area NetOp Desktop Firewall button displays a Stop
sign, see section 3.2, "Startup Guide".

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
"Policy Server Tab".

3.3.3.5 Help Menu

File Edit Yiew Tools | Help

Conkents

=

.J) online Suppork
»

-

Online Registration

about,

This menu contains these commands:

Contents: Select this command or press F1 to open the NetOp Desktop Firewall Help system on the
NetOp Desktop Firewall Window topic. The right part of the window displays a graphical table of
contents.

Online Support.: Select this command to open the Danware online support page with your Internet
browser.
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Online Registration: Select this command to display the Registration Wizard, see section 5.1, "Trial
Version", to register your installed product with the manufacturer across the Internet.

About...: Select this command to display the About window, see section 3.2.2, "Notification Area Button
Menu".

3.3.4 Toolbars
@ & & o7 H = !_-, O g o = [ @ Block All Cormunication = G L é

Toolbars are displayed unless hidden from the View menu Toolbars command, see section 3.3.3.3, “View
Menu”.

These toolbars are available:
Firewall Rules: See section 3.3.4.1, "Firewall Rules Toolbar".
Information: See section 3.3.4.2, "Information Toolbar".
Options: See section 3.3.4.3, "Options Toolbar".
Play: See section 3.3.4.4, "Play Toolbar".
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3.3.4.1 Firewall Rules Toolbar
ok B

Menu bar and toolbar controls are explained in section 1.5.2, "Menu Bar and Toolbar Controls".

This toolbar contains these buttons:

@

é

¥

Programs: Click this button or select the View menu Programs command or work panel selection
pane Firewall Rules section Programs command to display the work panel Programs display
pane, see section 3.3.5.1.1, "Programs".

Ports: Click this button or select the View menu Ports command or work panel selection pane
Firewall Rules section Ports command to display the work panel Ports display pane, see section
3.3.5.1.2, "Ports".

Protocols: Click this button or select the View menu Protocols command or work panel selection
pane Firewall Rules section Protocols command to display the work panel Protocols display
pane, see section 3.3.5.1.3, "Protocols".

Trusted Nets. Click this button or select the View menu Trusted Nets command or work panel
selection pane Firewall Rules section Trusted Nets command to display the work panel Trusted
Nets display pane, see section 3.3.5.1.4, "Trusted Nets".

Banned Nets: Click this button or select the View menu Banned Nets command or work panel
selection pane Firewall Rules section Banned Nets command to display the work panel Banned
Nets display pane, see section 3.3.5.1.5, "Banned Nets".

Note: The button of the displayed display pane (default: Programs) is framed.

3.3.4.2 Information Toolbar

!;m; @Gf?.—i

Menu bar and toolbar controls are explained in section 1.5.2, "Menu Bar and Toolbar Controls".

This toolbar contains these buttons:

El

o

Event Log: Click this button or select the View menu Event Log command or work panel selection
pane Information section Event Log command to display the work panel Event Log display pane,
see section 3.3.5.2.1, "Event Log".

Packet Log: Click this button or select the View menu Packet Log command or work panel
selection pane Information section Packet Log command to display the work panel Packet Log
display pane, see section 3.3.5.2.2, "Packet Log".

Traffic Matrix: Click this button or select the View menu Traffic Matrix command or work panel
selection pane Information section Traffic Matrix command to display the work panel Traffic
Matrix display pane, see section 3.3.5.2.3, "Traffic Matrix".

Statistics.: Click this button or select the View menu Statistics command or work panel selection
pane Information section Statistics command to display the work panel Statistics display pane, see
section 3.3.5.2.4, "Statistics".

Program Manager: Click this button or select the View menu Program Manager command or
work panel selection pane Information section Program Manager command to display the work
panel Program Manager display pane, see section 3.3.5.2.5, "Program Manager".

Note: The button of the displayed display pane (default: Programs) is framed.
3.3.4.3 Options Toolbar

] @ Block All Communication B

Menu bar and toolbar controls are explained in see section 1.5.2, "Menu Bar and Toolbar Controls".
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This toolbar contains these buttons:

Options: Click this button or select the 7o0ls menu Options... command to
display the Options window, see section 3.4.1, "Options".
o Show/Hide Sidebar: Click this button or the work panel pane separator button

to hide/display the work panel selection pane. When the selection pane is
hidden the button is framed. See section 3.3.5, "Work Pane".

Block All/Allow Communication: Click this button or select the matching
(D Block All Communication  notification area button menu command or 7ools menu command to block all/
allow communication across the computer communication interface.

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

3.3.4.4 Play Toolbar

@Bl
Menu bar and toolbar controls are explained in section 1.5.2, "Menu Bar and Toolbar Controls".
This toolbar contains these buttons:
.. Play: Click this button or select the matching display pane right-click popup menu command to

“F start playing after Pause or Stop. While playing, the button is framed (default: playing).

.. Pause: Click this button or select the matching display pane right-click popup menu command to
<l pause playing. When selecting Play after Pause, new data will be added to existing data. While
paused, the button is framed.

. Stop: Click this button or select the matching display pane right-click popup menu command to
stop playing. When selecting Play after Stop, existing data will be cleared and new data will be
added. While stopped, the button is framed.

. Clear: Click this button or select the matching display pane right-click popup menu command to
clear data without changing the current Play, Pause or Stop status.

- Legend: Click this button or select the matching Packet Log display pane right-click popup menu
= command to display/hide the Legend and Record Colors pane. While displayed, the button is
framed (default: hidden).

Note: This toolbar is displayed only when the Packet Log, Traffic Matrix or Statistics display pane is
displayed.
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3.3.5 Work Pane

Firewall Rules File ” Rule | Akrributes ”ﬂ
Elauncheg.exe Prompt on Communication
@ Programs Ejavaw.exe Prampk an Communication
i3 Ports @Jachpdate.exe Prompt on Communication
sk Probocols *:i_viewSZ.exe Allows Communication
"4 Trusted Mets Eimapi.exe Prampk an Communication

L

f@ Eanned Mets Al Carmmunication

4+ hhLaurcher.exe  Prompt on Communication

E—E] hh.exe Prompt on Cormmunication
Information Ehelpsvc.exe Prompt on Communication
A Event Log ﬁFSHOTE.EXE Allcwe Cnmmun?cat?un
) !"Framel“-’laker.exe Allaws Cornrmunication
f FEEEsien | 8] xceL.ExE Allaw Communication
O Traffic Matrix [l dfrgntfs.exe Prompt on Cammunication
E Statiskics Edefrag.exe Prompt an Communication
tﬁ Prograrn Manager EBMMLREF.EXE Prompk an Cormmmunicakion ;I

—5elected File Infarmation

Profiles

Select Profile

iexplore, exe
IMain Description:  Internet Explorer
& add. Wersion: 6,00, 2900,2180 (xpsp_spZ_rkm.040503-2158)
_ Path: C:\Program FilestInternet Exploreriiexplore. exe
£y Edit... Size: 93,154 Bytes.
&4 Remove... Rule: I.ﬁ.lluw Communication

ﬂ Fules. ..

The work panel by default displays a left selection pane and a right display pane.,
Drag the pane separator to change pane widths.

Click the button in the pane separator or the Options toolbar Show/Hide Sidebar button to hide/display
the selection pane, see section 3.3.4.3, "Options Toolbar".
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The selection pane contains these sections:

Firewall Rules: Select a command in this section to bold it and
Firewall Rules display the matching display pane to the right. Firewall Rules
display panes are explained in section 3.3.5.1, "Firewall Rules".
[@] Programs

3 Ports

2k Protocolz
np Trusted Mets
' Banned Mets

Information Information: Select a command in this section to bold it and
display the matching display pane to the right. Information
/Ay Event Log display panes are explained in section 3.3.1.2, "Information”.

*r Packet Log
O Traffic Matriz

lag Statistics
@ Frogram Manager

Profiles

Profiles: This section selects a profile to apply it and display its
_ contents in the Firewall Rules display panes, adds, edits and
Select Profile removes profiles and displays the Profile Rules window to

|D - specify profile rules, see section 3.3.5.3, "Profiles".

g9 Add..
£ Edt.
£y Remave...
& Fules..

To collapse a section, click the up pointer button. To expand a section, click the down pointer button.
3.3.5.1 Firewall Rules

Firewall Rules

(@) Programs

i Ports

2k Protocols
nr Trusted Mets
' Banned Mets

This work panel selection pane section contains these commands:

Programs: Select this command or the View menu Programs command or click the Firewall Rules
toolbar Programs button to display the Programs display pane, see section 3.3.5.1.1, "Programs".

Ports: Select this command or the View menu Ports command or click the Firewall Rules toolbar Ports
button to display the Ports display pane, see section 3.3.5.1.2, "Ports".

61



NetOp Desktop Firewall Window

62

Protocols: Select this command or the View menu Protocols command or click the Firewall Rules toolbar
Protocols button to display the Protocols display pane, see section 3.3.5.1.3, "Protocols"”

Trusted Nets: Select this command or the View menu Trusted Nets command or click the Firewall Rules
toolbar Trusted Nets button to display the Trusted Nets display pane, see section 3.3.5.1.4, "Trusted Nets".

Banned Nets: Select this command or the View menu Banned Nets command or click the Firewall Rules

toolbar Banned Nets button to display the Banned Nets display pane, see section 3.3.5.1.5, "Banned
Nets".

3.3.5.1.1 Programs

Select the NetOp Desktop Firewall window View menu or work panel selection pane Firewall Rules

section Programs command or click the Firewall Rules toolbar Programs button to display this display
pane:

File Diescription Rule Arrrbukes Message

Internet Explorer |J'| Allow Commu, ,

- Edi. .. Remove, ., [ Show Hidden
rSelected Fie Information
igxplore. exe

Description:  Internet Explorer

Yersion: 6,00.2900.2180 (xpsp_spZ_rbm, 040803-2158)

Path; C:\Program Files\Internet Exploreriiexplone, exe

Size: 93,184 Bytes.

Rue: |m.¢dlnw Communication EI

This display pane specifies Program firewall rules.

The upper pane contains records of program files that have been assigned a firewall rule in a table with
these column contents:

File: File icon and name.

Description: File description.
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Rule: Rule icon and firewall rule assigned to this record. These Program firewall rules are available:

E—i

ol I 1|

M Ed

Allow Communication: Allows communication by this program file across the
computer communication interface. Port, Protocol, Trusted Net and Banned Net
firewall rules apply.

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Note: Windows operating system communication across the computer
communication interface typically uses the file ntoskrnl.exe. If a more restrictive
firewall rule than Allow Communication is assigned to ntoskrnl.exe, computer
malfunction may occur.

Prompt on Communication: Prompts the computer user upon attempted communication
by this program file to assign a firewall rule to it, see section 3.2.3, "User Prompts and
Messages".

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Note: By default, this firewall rule applies to a file for which no record exists in the
Programs display pane.

Deny Communication: Denies communication by this program file across the computer
communication interface.

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Kill Program: Does not allow this program file to run on the computer.

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Caution: Do not assign this firewall rule to Windows operating system files, as this
may cause computer malfunction. Windows operating system files typically reside in
the system directory <Boot drive letter>:\WINDOWS\ (XP) or <Boot drive
letter>:\WINNT\ (2000).

Unrestricted Communication: Allows communication by this program file across the
computer communication interface without applying Port and Protocol firewall rules.
Banned Net firewall rules apply.

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Caution: Assign this firewall rule applying low protection only temporarily for
communication troubleshooting.

Trusted Net Only: Allows communication by this program file across the computer
communication interface only with computers on a Trusted Net.

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Note: Port and Protocol firewall rules do not apply to communication with
computers on a Trusted Net.

Note: Communication means sending or receiving data packets.

Attributes: First letters of attributes assigned to this record, see below.

Message: Message assigned to this record, see below.

Table controls are explained in section 1.5.3, "Table Controls".
Note: Check the box Show Hidden to display records with the attribute Hidden.
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Select a record in the pane to display this information in the lower Selected File Information section:
<Selected record file icon> and file name.
Description: Selected record file description.
Version: Selected record file version.
Path: Selected record file path.
Size: Selected record file size.

Rule: The field of this drop-down box displays the icon and name of the firewall rule assigned to the
selected record. The drop-down box list contains available firewall rules, see above. Select a
firewall rule in the list to display it in the field to assign it to the selected record.

The buttons and checkbox below the pane have this functionality:

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

Add...: Click this button or select the matching Edit menu or display pane right-click popup menu
command to display this window:

Add Programs |
Description:
Lacation:
Size: 0 Bykes,
attribukes: [” Read-only [ Hidden [ System
| Log | Message
Message:
Rule: |_|F'r|:|m|:ut on Cornrnunication j
I .......... OK Cancel

This window adds program file records to the display pane table.

<NetOp Desktop Firewall icon> [...]: Click the ellipsis button [...] to display a Windows Open
window. Select one or multiple program files (executable files, typically with the extension exe) and
click Open to display the icon of the last selected file instead of the NetOp Desktop Firewall icon
and all selected file names.
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Description: Displays Single File if one file is selected or Multiple Files if multiple files are
selected.

Location: Displays the directory path of selected files.
Size: Displays 0 Bytes.

Attributes: Check boxes (default: all unchecked) to assign attributes to the added records of selected
program files:

[] Read-only: Check this box to display a warning if attempting to edit or remove added
records.

[] Hidden: Check this box to hide added records unless the Show Hidden box is checked.
[] System. Check this box to disable editing sub-profile properties of added records.

[] Log: Check this box to log events of added records in the Event Log, see section 3.3.5.2.1,
"Event Log".

[] Message: Check this box to display a user message with events of added records, see section
3.2.3, "User Prompts and Messages".

Message: []: Optionally, specify a message text for added records in the pane (default: record file
description).

Rule: []: This drop-down box matches the Programs display pane Rule drop-down box, see above.

Edit...: Select a record and click this button or select the matching Edit menu command or the display
pane right-click popup menu Properties... command to display this window:

Program Properties E |

g IEXPLORE.EXE

Description: |nternet E xplorer

Locatian: C:AProgram Fileshlntemet Explorerh,

Size: 1.475 KB

Btributes: [T Beadorly [ Hidden [ Swpstem

[~ Log [T Mezzage

tezsage:

Fiule: Iﬁ.-‘l‘-.llu:uw Communication j
I k. Cancel
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This window contains the same elements as the Add Programs window explained above. Attributes,
Message and Rule properties can be edited.

Remove...: Select one or multiple records and click this button or select the matching Edit menu or
display pane right-click popup menu command to display a confirmation window to confirm removing
selected records.

Caution: Do not remove the record of the file ntoskrnl.exe, as this may cause computer malfunction.
[] Show Hidden: Check this box (default: unchecked) to display records with the attribute Hidden.

Right-click a record or select multiple records and right-click to display this menu:

nys

ﬁ Al Carmmunication

% _| Prampt on Communication
=
2

a Dervy Communication

kﬂ Program Killed

ﬁ Unrestricked Cormmunication
oo Trusted Met Only

Attributes Read-only
Add. .. Hidden
Rernove. .. Swskerm
Properties. .. Log
Message

The commands of this menu edit record properties.

The upper section contains Rule commands, see above. Select a command to assign this Rule to selected
records.

Attributes: This command expands into attribute commands, see above. Commands are checkmarked if
attributes are assigned. Select a command to checkmark/uncheckmark it.

Add...: Select this command or the matching Edit menu command or click the matching display pane
button to display the Add Programs window to add records, see above.

Remove...: Select this command or the matching Edit menu command or click the matching display pane
button to display a confirmation window to confirm removing selected records.

Caution: Do not remove the record of the file ntoskrnl.exe, as this may cause computer malfunction.

Properties...: Select this command or the Edit menu Edit... command or click the display pane Edit...
button to display the Program Properties window to edit the properties of the selected record, see above.

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".
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3.3.5.1.2 Ports

Select the NetOp Desktop Firewall window View menu or work panel selection pane Firewall Rules
section Ports command or click the Firewall Rules toolbar Ports button to display this display pane:

Pork ] Fange | Fule | Attribukes | Message -
1 Tl 1] g Crukbound Tra,.. T
flaEcho 7 Bl outbound Tra...
{1 Discard g Bl Outhound Tra...
¥ iz tine 13 =¥ Outhaund Tra.,.

Edi... Remove,., [ Show Hidden
rSelected Port Information
@3 Daybime
Range: 13
Rige [h‘]OLthl:uund Traffic EI

This display pane specifies Port firewall rules.

The upper pane contains records of TCP/IP ports to which a firewall rule has been assigned (initially a
selection of commonly used ports) in a table with these column contents:

Port: Port icon and name.
Range: Port number or number range.

Rule: Icon and name of the firewall rule assigned to this record (initially Outbound Traffic for all
displayed records). These Port firewall rules are available:

@ Inbound/Outbound Traffic. Allows inbound and outbound communication through this
port.

[@  This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Outbound Traffic: Allows outbound communication only through this port.

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

a0

Inbound Traffic: Allows inbound communication only through this port.

= i

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Blocked in Both Directions: Allows no communication through this port.

o I

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.
Note: Communication means sending or receiving data packets.
Attributes: First letters of attributes assigned to this record, see below.
Message: Message assigned to this record, see below.
Table controls are explained in section 1.5.3, "Table Controls".
Note: Check the box Show Hidden to display records with the attribute Hidden.
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Select a record in the pane to display this information in the lower Selected Port Information section:
<Port icon> and selected record port name.
Range: Selected record port number or number range.

Rule: The field of this drop-down box displays the icon and name of the firewall rule assigned to the
selected record. The drop-down box list contains available firewall rules, see above. Select a
firewall rule in the list to display it in the field to assign it to the selected record.

The buttons and checkbox below the pane have this functionality:

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

Add...: Click this button or select the matching Edit menu or display pane right-click popup menu
command to display this window:

addpor |

Part Bange:

Erom: IEI

To IEI

Altributes: [T Beadorly [ Hidden [ System

[~ Log [~ Mezzage

Mezsage:

Rule: Iﬂ[lutl:u:-und Traffic j
I k. Cancel

This window adds a port record to the display pane.
<Port icon> []: Specify in the field the added record port name.
Port Range:
From: []: Specify in the field the lowest port number in the range.
To: []: Specity in the field the highest port number in the range.
Attributes: Check boxes (default: all unchecked) to assign attributes to the added record:

[] Read-only: Check this box to display a warning if attempting to edit or remove the added
record.
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[] Hidden: Check this box to hide the added record unless the Show Hidden box is checked.
[] System: Check this box to disable editing sub-profile properties of the added record.

[] Log: Check this box to log events of the added record in the Event Log, see section 3.3.5.2.1,
"Event Log".

[] Message: Check this box to display a user message with events of the added record, see
section 3.2.3, "User Prompts and Messages".

Message: []: Optionally, specify a record message text in the pane (default: program and port
name).

Rule: []: This drop-down box matches the display pane Rule drop-down box, see above.

Edit...: Select a record and click this button or select the matching Edif menu command or the display
pane right-click popup menu Properties... command to display this window:

Port Properties E |

¥ m

Fart B ange:

Erom: IEI

To IEI

Attributes: [T Readonly [~ Hidden [ Spstem

[ Log [T Message

Meszage:

Riule: IaDuthund Traffic j
l [k Cancel

This window contains the same elements as the Add Port window explained above. All elements can
be edited.

Remove...: Select one or multiple records and click this button or select the matching Edit menu or

display pane right-click popup menu command to display a confirmation window to confirm removing
selected records.

[] Show Hidden: Check this box (default: unchecked) to display records with the attribute Hidden.
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Right-click a record or select multiple records and right-click to display this menu:

@ Inbound)Cutbound Traffic
E Cutbound Traffic

ﬁ Inbound Traffic

a Blocked in Eoth Directions

Poits

Atribukes Read-only
Add. .. Hidden
Remove. .. Swskem
Properties. .. Log
Message

The commands of this menu edit record properties.

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

The upper section contains Rule commands, see above. Select a command to apply this Rule to selected
records.

Attributes: This command expands into attribute commands, see above. Commands are checkmarked if
attributes are assigned. Select a command to checkmark/uncheckmark it.

Add...: Select this command or the matching Edit menu command or click the matching display pane
button to display the Add Port window to add a record, see above.

Remove...: Select this command or the matching Edit menu command or click the matching display pane
button to display a confirmation window to confirm removing selected records.

Properties...: Select this command or the Edit menu Edit... command or click the display pane Edit...
button to display the Port Properties window to edit the properties of the selected record, see above.

Port Notes
Computers communicate through TCP/IP ports numbered in the range 0 - 65535.

Some port numbers are officially assigned to specific applications. The port numbers and ranges
specified initially in the Ports display pane are port numbers assigned to generally used applications.

Assigning the firewall rule Outbound Traffic to a port is quite safe, as it allows outbound and return
communication through the port but not communication initiated from outside the computer.

If the communication of an application fails and you suspect that the failure is caused by a port or
protocol problem, you can test it by temporarily assigning the Unrestricted Communication firewall rule
to the application program file. If communication succeeds in the test, identify the port and protocol used
by the application to assign the required firewall rules to them.
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3.3.5.1.3 Protocols

Select the NetOp Desktop Firewall window View menu or work panel selection pane Firewall Rules
section Protocols command or click the Firewall Rules toolbar Protocols button to display this display
pane:

Description | Mumber | Ruke
IPin IP (&nc.., - gd i Bat...
& Blocked in Bat.,

Ak TCP Transmission.., & [0 imboundfout... L =
|

- ™ Show Hidden

Selected Protocol Information
’% P

Description:  IP in IP (encapsulation)

Rule: [gaomed in Bikh Dirsctions EI

This display pane specifies Protocol firewall rules.

The upper pane contains records of the TCP/IP protocol suite protocols in a table with these column
contents:

Protocol: Protocol icon and name.
Description: Protocol description.
Number: Protocol number.

Rule: Icon and name of the firewall rule assigned to this record (initially Outbound Traffic for ICMP
and /IGMP, Inbound/Outbound Traffic for TCP and UDP, Blocked in Both Directions for all others,
by default hidden). These protocol firewall rules are available:

@ Inbound/Outbound Traffic: Allows inbound and outbound communication using this

protocol.

@ This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Outbound Traffic: Allows outbound communication only using this protocol.

! This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Inbound Traffic: Allows inbound communication only using this protocol.

] This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

= Blocked in Both Directions: Allows no communication using this protocol.

B This action is not allowed if the icon is covered by a padlock. This is controlled by

NetOp Policy Server.

Note: Communication means sending or receiving data packets.
Attributes: First letters of attributes assigned to this record, see below.

Message: Message assigned to this record, see below.
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Table controls are explained in section 1.5.3, "Table Controls".

Note: Check the box Show Hidden to display records with the attribute Hidden.

Select a record in the pane to display this information in the lower Selected Protocol Information section:
<Protocol icon> and selected protocol name.
Description: Selected protocol description.

Rule: The field of this drop-down box field displays the icon and name of the firewall rule assigned
to the selected record. The drop-down box list contains available firewall rules, see above. Select a
firewall rule in the list to display it in the field to assign it to the selected record.

The button and checkbox below the pane have this functionality:

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

Edit...: Select a record and click this button or select the matching Edit menu command or the display
pane right-click popup menu Properties... command to display this window:

Protocol Properties Ed |

.j_

r;*g [HOPOPT

D escription: |||:'-¢E Hop-ty-Hop O ption

Humber: ||:|

Biltributes: [T Beadorly [ Hidden [ System

[ Log [~ Mezzage

tezzage:;

Rule: IaBIn:n::ked i Both Directions j
l 2k, Cancel

This window edits a display pane protocol record.

Protocol Name: Displays the protocol name that cannot be edited.

Protocol Description: Displays the protocol description that cannot be edited.
Protocol Number: Displays the protocol number that cannot be edited.

Attributes: Check boxes (default: all unchecked) to assign attributes to the selected record:
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[] Read-only: Check this box to display a warning if attempting to edit the selected record.
[] Hidden: Check this box to hide the selected record unless the Show Hidden box is checked.
[] System. Check this box to disable editing sub-profile properties of the selected record.

[] Log: Check this box to log events of the selected record in the Event Log, see section
3.3.5.2.1, "Event Log".

[] Message: Check this box to display a user message with events of the selected record, see
section 3.2.3, "User Prompts and Messages".

Message: []: Optionally, specify a record message text in the pane (default: protocol name).

Rule: []: This drop-down box matches the Protocols display pane Rule drop-down box explained
above.

[] Show Hidden: Check this box (default: unchecked) to display records with the attribute Hidden.

Right-click a record or select multiple records and right-click to display this menu:

@ Inbound)Dutbound Traffic
ﬂ Cutbound TrafFfic

ﬁ Inbound Traffic

a Blocked in Both Directions

Protocols

Akkributes Read-only

Properties. .. Hidden
Swskem
Log
Message

The commands of this menu edit record properties.

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

The upper section contains firewall rule commands, see above. Select a command to apply this firewall
rule to selected records.

Attributes: This command expands into attribute commands, see above. Commands are checkmarked if
attributes are assigned. Select a command to checkmark/uncheckmark it.

Properties...: Select this command or the Edit menu Edit... command or click the display pane Edit...
button to display the Protocol Properties window to edit the properties of the selected record, see above.

Protocol Notes

ICMP (Internet Control Message Protocol) is used by e.g. the PING utility detecting if an IP connection is
available.

IGMP (Internet Group Management Protocol) provides a way for an Internet computer to report its
multicast group membership to adjacent routers. Multicasting allows one computer on the Internet to
send content to multiple other computers.

TCP (Transmission Control Protocol) is a commonly used data transmission protocol. Data packets can
be lost, duplicated or lose data in transit. TCP detects lost and duplicated packets as well as lost packet
data and triggers retransmission until complete data has been received.

UDP (User Datagram Protocol) is a commonly used communication protocol. UDP does not detect lost
or duplicate packets or lost packet data.

If the communication of an application fails and you suspect that the failure is caused by a port or
protocol problem, you can test it by temporarily assigning the Unrestricted Communication firewall rule
to the application program file. If communication succeeds in the test, identify the port and protocol used
by the application to assign the required firewall rules to them.
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3.3.5.1.4 Trusted Nets

Select the NetOp Desktop Firewall window View menu or work panel selection pane Firewall Rules
section Trusted Nets command or click the Firewall Rules toolbar Trusted button to display this display

pane:
Trusk | From | To |_Flu|e | Attributes I Message I
" Serverl 192.168.1.1 192,168.1.1 [0 mbou...
W Server? 192.168.1.2 192.1681.2 [0 Inbou...
0 workstationd 192,1681.3 192,16581.3 @ 1nbou...
0y Workstation? 192.168.1.4 192.163.1.4 @ 1nbou...

Eelie... e [ show Hidden

This display pane specifies Trusted Net firewall rules.

A Trusted Net is a range of remote computer addresses with which the computer shall be able to
communicate without applying Port and Protocol firewall rules, e.g. the range of addresses used by the
computers in your organization.

The upper pane contains records of Trusted Nets in a table with these column contents:
Trust: Trusted Net icon and name.
From: Lowest address in Trusted Net.
To: Highest address in Trusted Net.

Rule: Icon and name of the firewall rule assigned to this record. These trusted net firewall rules are
available:

@ Inbound/Outbound Trust: Applies no Port and Protocol firewall rules to inbound and
outbound communication with computers on this Trusted Net.

@ This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

= Outbound Trust: Applies no Port and Protocol firewall rules to outbound
communication to computers on this Trusted Net.

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

! |

Inbound Trust: Applies no Port and Protocol firewall rules to inbound communication
from computers on this Trusted Net.

2 B

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Trust Inactive: Disables trust in computers on this Trusted Net.

=3 H

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Attributes: First letters of attributes assigned to this record, see below.
Message: Message assigned to this record, see below.

Table controls are explained in section 1.5.2, "Menu Bar and Toolbar Controls".

Note: Check the box Show Hidden to display records with the attribute Hidden.

Select a record in the pane to display this information in the lower Selected Trust Information section:
<Trusted net icon> and selected record Trusted Net name.

From: Lowest address in selected record Trusted Net.
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To: Highest address in selected record Trusted Net.

Rule: The field of this drop-down box displays the icon and name of the firewall rule assigned to the
selected record. The drop-down box list contains available firewall rules, see above. Select a
firewall rule in the list to display it in the field to assign it to the selected record.

The buttons and checkbox below the pane have this functionality:

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

Add...: Click this button or select the matching Edit menu or display pane right-click popup menu
command to display this window:

S |

Truzted IP Range:
Erom: IEI.EI.EI.IJ

To IEI.EI.EI.IJ

Attributes; [T FReadonly [ Hidden [ Spstem

[~ Log [ Message

teszage:

Fiule: I__]Trust Inactive j

l aF. Cancel

This window adds a Trusted Net record in the display pane.
<Trusted net icon>: []: Specify in the field the Trusted Net name.

Trusted Net Range:
From: []: Specify in the field the lowest address in the Trusted Net.
To: []: Specify in the field the highest address in the Trusted Net.
Attributes: Check boxes (default: all unchecked) to assign attributes to the added record:

[] Read-only: Check this box to display a warning if attempting to edit or remove the added
record.

[] Hidden: Check this box to hide the added record unless the Show Hidden box is checked.
[] System. Check this box to disable editing sub-profile properties of the added record.
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[] Log: Check this box to log events of the added record in the Event Log, see section 3.3.5.2.1,
"Event Log".

[] Message: Check this box to display a user message with events of the added record, see
section 3.2.3, "User Prompts and Messages".

Message: []: Optionally, specify a record message text in the pane (default: Trusted Net name).
Rule: []: This drop-down box matches the display pane Rule drop-down box, see above.

Edit...: Select a record and click this button or select the matching Edit menu command or the display
pane right-click popup menu Properties... command to display this window:

Trusted Net Properties Ed |

Truzted [P Range:
Erom: [192. 188 1 . 1
To [192 . 168, 1 . 255
Biltributes: [T Beadorly [ Hidden [ System
[ Log [~ Mezzage
tezzage:;
Rule: I___]Trust Imactive j

- 2k, Cancel

This window contains the same elements as the Add Trust window explained above. All elements
can be edited.

Remove...: Select one or multiple records and click this button or select the matching Edif menu or

display pane right-click popup menu command to display a confirmation window to confirm removing
selected records.

[] Show Hidden: Check this box (default: unchecked) to display records with the attribute Hidden.
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Right-click a record or select multiple records and right-click to display this menu:

% [0 1rbound}outbound Trust

= E: Cutbound Trust

E ﬁ Inbound Trust

E _J Trusk Inackive
Atkributes Read-only
add... Hidden
Remove, .. Swskem
Properties. .. Log

Message

The commands of this menu edit record properties.

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

The upper section contains Rule commands, see above. Select a command to apply this Rule to selected
records.

Attributes: This command expands into attribute commands, see above. Commands are checkmarked if
attributes are assigned. Select a command to checkmark/uncheckmark it.

Add...: Select this command or the matching Edit menu command or click the matching display pane
button to display the Add Trust window to add a record, see above.

Remove...: Select this command or the matching Edif menu command or click the matching display pane
button to display a confirmation window to confirm removing selected records.

Properties...: Select this command or the Edit menu Edit... command or click the display pane Edit...
button to display the Trusted Net Properties window to edit the properties of the selected record, see
above.

Trusted Net Notes
With this version of NetOp Desktop Firewall, address means IP address.

Typically, you would specify the IP address range used by the computers on your workplace local area
network (LAN) as a Trusted Net.

Note: If you experience difficulties or long delays in logging on to your LAN after installing NetOp
Desktop Firewall, it will typically be because you have not specified a trusted net including the IP
addresses of LAN servers involved in your network logon.

Lack of trusted IP addresses to other computers, printers etc. may cause difficulties in connecting to
them. To learn more, see section 2.5, ""Setup Wizard".
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3.3.5.1.5 Banned Nets

Select the NetOp Desktop Firewall window View menu or work panel selection pane Firewall Rules
section Banned Nets command or click the Information toolbar Banned Nets button to display this display
pane:

Atkributes

an Inactive

-:h:l. N Edit... Eemave. ., [ show Hidden

—5elected Ban Information

=
-r\? YiciousSiW . com

Froarm: 123.123.123.123
T 123.123.123.123
Rule: I__]Ban Inactive j

This display pane specifies Banned Net firewall rules.

A Banned Net is a range of remote computer addresses with which your computer shall not be able to
communicate.

The upper pane contains records of Banned Nets (initially none) in a table with these column contents:
Ban: Banned Net icon and name.
From: Lowest address in Banned Net.
To: Highest address in Banned Net.

Rule: Icon and name of the firewall rule assigned to this record. These Banned Net firewall rules are
available:

‘ﬂ Inbound/Outbound Ban: Allows no inbound or outbound communication with
computers on this Banned Net.

E®  This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

Outbound Ban: Allows no outbound communication to computers on this Banned Net.

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

&

Inbound Ban: Allows no inbound communication from computers on this Banned Net.

=l T

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.
Ban Inactive: Disables ban on computers on this Banned Net.

This action is not allowed if the icon is covered by a padlock. This is controlled by
NetOp Policy Server.

=3 H

Attributes: First letters of attributes assigned to this record, see below.

Message: Message assigned to this record, see below.
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Table controls are explained in section 1.5.3, "Table Controls".

Note: Check the box Show Hidden fo display records with the attribute Hidden.

Select a record in the pane to display this information in the lower Selected Ban Information section:
<Banned net icon>: Selected record Banned Net name.
From: Lowest address in selected record Banned Net.
To: Highest address in selected record Banned Net.

Rule: The field of this drop-down box displays the icon and name of the firewall rule assigned to the
selected record. The drop-down box list contains available firewall rules, see above. Select a
firewall rule in the list to display it in the field to assign it to the selected record.

The buttons and checkbox below the pane have this functionality:

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

Add...: Click this button or select the matching Edif menu or display pane right-click popup menu
command to display this window:

T ~ |

Banned IP B ange:

Erom: I o . o, 0. 0

To: o . o, 0. 0

Aftributes: [~ Beadonly [~ Hidden [ Spstem
[ Log [ Message

teszage:

Fiule: I__]Ban Inactive j

l aF. Cancel

This window adds a Banned Net record in the display pane.

<Banned net icon> //: Specify in the field the Banned Net name.
Banned Net Range:
From: []: Specify or edit in the field the lowest address in the range.
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To: []: Specify or edit in the field the highest address in the range.
Attributes: Check boxes (default: all unchecked) to assign attributes to the added record:

[] Read-only: Check this box to display a warning if attempting to edit or remove the added
record.

[] Hidden: Check this box to hide the added record unless the Show Hidden box is checked.
[] System: Check this box to disable editing sub-profile properties of the added record.

[] Log: Check this box to log events of the added record in the Event Log, see section 3.3.5.2.1,
"Event Log".

[] Message: Check this box to display a user message with events of the added record, see
section 3.2.3, "User Prompts and Messages".

Message: []: Optionally, specify a record message text in the pane (default: Banned Net name).
Rule: []: This drop-down box matches the display pane Rule drop-down box, see above.

Edit...: Select a record and click this button or select the matching Edit menu command or the display
pane right-click popup menu Properties... command to display this window:

Add Ban |

I|F

; I'-.-'iu:iu::iusS'-.-'-.-'.u:u:um

Banned IP Range:

From: [123 . 123, 123, 123

To [ 123 . 123 | 123 | 123

Attributes: [~ Read-only [~ Hidden [ System

[ Log [~ Message

Message: |

Rule: I___]Eian Inackive j
B LK Cancel

This window contains the same elements as the Add Ban window explained above. All elements can
be edited.

Remove...: Select one or multiple records and click this button or select the matching Edif menu or

display pane right-click popup menu command to display a confirmation window to confirm removing
selected records.

[] Show Hidden: Check this box (default: unchecked) to display records with the attribute Hidden.
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Right-click a record or select multiple records and right-click to display this menu:

-ﬁ ﬂ Inbound}Cutbound Ban

i Cutbound Ban

= Inbound Ean

& J Ban Inackive
Aktributes Read-only
Add... Hidden
Remove. .. Swskem
Properties. .. Log

Message

The commands of this menu edit record properties.

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

The upper section contains Rule commands, see above. Select a command to apply this Rule to selected
records.

Attributes: This command expands into attribute commands, see above. Commands are checkmarked if
attributes are assigned. Select a command to checkmark/uncheckmark it.

Add...: Select this command or the matching Edit menu command or click the matching display pane
button to display the Add Ban window to add a record, see above.

Remove...: Select this command or the matching Edif menu command or click the matching display pane
button to display a confirmation window to confirm removing selected records.

Properties...: Select this command or the Edif menu Edit... command or click the display pane Edit...
button to display the Banned Net Properties window to edit the properties of the selected record, see
above.

3.3.5.2 Information

Information

Ewent Log
Packet Log

Statizticz

T
O Traffic: Matri
"

i Program Manager

This section contains these commands:

Event Log: Select this command or the View menu Event Log command or click the Information toolbar
Event Log button to display the Event Log display pane, see section 3.3.5.2.1, "Event Log".

Packet Log: Select this command or the View menu Packet Log command or click the Information
toolbar Packet Log button to display the Packet Log display pane,see section 3.3.5.2.2, "Packet Log".

Traffic Matrix.: Select this command or the View menu Traffic Matrix command or click the Information
toolbar Traffic Matrix button to display the Traffic Matrix display pane, see section 3.3.5.2.3, "Traffic
Matrix".

Statistics: Select this command or the View menu Statistics command or click the Information toolbar
Statistics button to display the Statistics display pane, see section 3.3.5.2.4, "Statistics".
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Program Manager: Select this command or the View menu Program Manager command or click the
Information toolbar Program Manager button to display the Program Manager display pane, see section
3.3.5.2.5, "Program Manager".

3.3.5.2.1 Event Log
This display pane always displays logged firewall events as specified on Firewall Rule events of firewall

rule records. Logging of operational events, which is optional, is set up in the Options window Event Log
tab whose Log attribute is enabled, see e.g. section 3.3.5.1.1, "Programs".

Select the NetOp Desktop Firewall window View menu or work panel selection pane Information section
Event Log command or click the Information toolbar Event Log button to display this display pane:

Descripkion

11: ]

A ] ; ] S Autho by ITC Manager
4 Program:iexplore, exe Started Firewall Fule 24-11-2004  11:02:45

Authorized by ITC Manager

& File Ikem Internet Explorer Cha,..  Configurations 24-11-2004  11:02:45  Attribuke From: ToilM, Message ...
"1 Firewvall started Firewall Started and Stopped  24-11-2004  11:01:01
JEroadcom Mefgtreme 570 Gigabit Controller Adapter skarted| 24-11-2004  11:00:43
| adapter startid Events Z4-11-2004  11:00:43
"1 service started Firewall Started and Stopped ™ 24-11-2004  11:00:43
Clear
—Selected Log Event Details

F, '!'1 Prograr:iexplore, exe Stopped

Type: Firewall Rule

Dake: 24-11-2004

Time: 11:02:55

Meszage: Authorized by ITC Manager

Lser: SYSTEM

Profile: Main

The upper pane contains event log records in a table with the column contents:
Description: Event type icon and description of event.
Note: The names of event type icons are displayed in the Legend pane, see below.
Type: Event type name.
Date: Event date.
Time: Event time of day.
Message: Event message, if any.

Note: A Firewall Rule event of a firewall rule record whose Message attribute is enabled will
display a message.

User: Windows logon name of the computer user causing the event or SYSTEM if the event is
caused by the firewall or the operating system.

Profile: Profile assigned at the time of the event.
Table controls are explained in section 1.5.3, "Table Controls".
Select a record in the pane to display this information in the lower Log Description section:
<FEvent Log icon> and event description.
Type: Event type name.
Date: Event date.

Time: Event time of day.
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Message: Event message, if any.

User: Windows logon name of the computer user causing the event or SYSTEM if the event is
caused by the firewall or the operating system.

Profile: Profile assigned at the time of the event.

Clear: Click this button or select the right-click popup menu Clear command to clear the Event Log
contents.

Note: Event Log entries older than a specified period are removed automatically, see section 3.4.1.4,
""Event Log Tab".

Refresh: Click this button or select the right-click popup menu Refresh command to refresh the Event Log
display.

Note: To protect the user interface from becoming overloaded, the firewall driver sends its recorded
events to the user interface only at intervals. To retrieve the most recent firewall driver events to
display them, refresh.

Right-click in the pane to display this menu:

Clear
Refresh

Event Lag

=] Legend

This menu contains these commands:
Clear: Select this command or click the Clear button to clear the Event Log contents.

Note: Event Log entries older than a specified period are removed automatically, see section 3.4.1.4,
""Event Log Tab"".

Refresh: Select this command or click the Clear button to refresh the Event Log display.

Note: To protect the user interface from becoming overloaded, the firewall driver sends its recorded
events to the user interface only at intervals. To retrieve the most recent firewall driver events to
display them, refresh.

Legend: Select this command or click the /nformation toolbar Legend button to open/close this pane in
the right side of the display pane:

Legend

F7l Firewall Started
[’ Firewall Stopped
[E9 Error & Alert

[ User Interaction

¥ Configuration

[ Ewents

23 Firewall Rule

By default, the pane is closed. When the pane is opened, the Legend button is framed. Click the button in
the pane separator to hide/display the pane.

This pane contains a Legend section. Click the up button to collapse and down button to expand the
section.

This section displays available event type icons and their matching event type names.
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3.3.5.2.2 Packet Log

This display pane displays firewall detected Program Opened, Program Closed, Program Killed and
computer communication interface data packet events.

Select the NetOp desktop Firewall window View menu or work panel selection pane Information section
Packet Log command or click the information toolbar Packet Log button to display this display pane:

Process Mame I Ackion I Prokocol descripkion I Remaote IP Address I Local Port I Remote Port | Parent Process Namﬂ
E} iexplore.exe  Process allowed  TiZP, Transmission Control 129.142.90.62 2461 a0 explorer.exe 1
ﬁ iexplore.exe  Process allowed  TiCP, Transmission Control 129.142.90.62 2461 a0 explorer.exe
ﬁ iexplore.exe  Process allowed  TCP, Transmission Control 129.142,90.62 2461 30 explorer.exe
E} iexplore.exe  Process allowed  TCP, Transmission Control 129.142,90.62 2461 30 explorer.exe

Process allowed 129,142,90.62 2462

TCP, Transmission Control 30 explorer.exe

Pra owed  TCP, Transmission Control 129,142,90,62 explorer.exe
Process allowed TP, Transmission Contral 129,142,90,62 2461 a0 explorer.exe -
1 | 15l
] 00 OF 1F 8E 26 67 00 04 80 2B B9 00 08 00 45 00 05 DC o kg 4+ E I 2@ ﬂ
18 90 EBE 40 00 78 06 69 54 81 8E GA 3E CO A8 66 A7 00 &0 x.1iT. . Z:Afg. P .65IF
36 09 90 36 53 CF 46 37 A0 EZ 94 S0 10 FD 24 DD FO 00 00 7 & FP.¢.¥8.."><a href
54 22 3E 3C bl 20 68 72 65 66 3D 22 2F §F 41 62 6F 75 74 ="»_About+Danware- Ha
72 2B 44 61 6E 77 61 72 A5 2F S5F 4D 61 6E 61 67 A5 RD GG ;| nagement. Contact+CEQ
a0 6E 74 2F OF 43 6F 6E 74 61 63 74 2B 43 45 4F 22 3E 43 “:Contact CEQ - Your

108 6F 6E 74 61 63 74 20 43 45 4F 20 2D 20 59 &F 75 72 20
126 EC 69 6E 6B 20 74 6F 20 74 68 65 20 74 6F 70 3C 2F 61

link to the top<-ax<b
rrisspanz<stdr <ot

144 3E 3C 62 72 3E 3C 2F 73 70 61 &E 3E 3C 2F 74 64 3E 04 < tabler < div: < td>
162 JC2F 74 72 3E 04 3C ZF 74 61 62 6C 65 3E 04 3C 2F 64 cotd walign="bottom" >
180 69 76 JE 0A 3C 2F 74 64 3E 04 3C 74 64 20 76 61 6C 69 .<table border="0" ce

=l

Use the Packet Log to trouble-shoot programs that are not functioning as expected. By looking at the
Action column you can see what action the firewall takes, for example Process allowed.

The display pane contains an upper records pane, a lower left hexadecimal pane and a lower right ASCII
pane, see the subsection “Records, Hexadecimal and ASCII Panes” below.

A pane containing Legend and Record Colors sections can be added in the right side of the display pane,
see the subsection “Legend and Record Colors Pane” below. Hide/display this pane by clicking the
button in the pane separator.

By default, Packet Log, Traffic Matrix and Statistics play displaying what is currently happening on the
firewall. Play controls are explained in the “Play Controls” subsection below.
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Records, Hexadecimal and ASCII Panes

[ Proees e | Pty otion | Pyt et Ims»«:lmmdh 1 Framoba [P 2ok, [ Bepobn [ =]

. (M racaorisa  Fam Fitar TCP, Tiararmn... 1194 LML
PaEkEt LDQ d|5p|3'_'|" |l rarckimiene  Poss Filley 1154 |5:°' zy LM ¢
| Eracdmies  Pam rin P i1 3% mo LMD £
_'_‘_‘—'—-—._._‘_‘_‘_‘_‘_‘—' [Sranshiml ens:  Paris Filler 1154 1% e Lk
ﬁumrﬂ.m P Fitar P 1 13% ™ LMD £
] . Ui

& 19 T8 1004 darevary
“‘E"E‘ l‘% 192 166, 100, 4 e
| ¥
-
o 00 04 80 ZE E3 00 00 A0 &0 74 &0 02 08 00 45 20 00 +1 E E j
17 Fl 46 11 40 00 30 0& I:II:I 00 Co Ad &6 6A OO A3 &4 04 &F @ AEjA'd
L 04 44 00 8B I8 10 F1 00 50 75 DF 31 50 139 F5 89 4C 2 Ti.PaBlF .4 L
E1 A 00 00 0 00 00 C4 FF 53 40 42 32 00 d0 00 aq 14 C AySHEZ
BB 07 C3 00 a0 00 00 07 a9 90 99 90 93 90 00 93 23 70 E 1]
EE UE 03 08 41 4F 0F a0 a0 a0 Jd 02 0d-28 90 00 4 ad 5
e 1000 00 00 00 00 07 80 00 44 00 00 00 00 00 a1 00 o
118 05 00 83 0d dd 20 00 BEC 43 dd 00 0 4d 5C 00 50 0940 - P
126 7200 6F 00 54 00 75 00 53 00 74 00 53 00 &5 00 72 Lodncl:'Eel.
153 00 76 00 &9 dd &3 A &5 0 73 G0 5C 00 44 00 &F 00 v.a.ca.x.%.Da
170 61 00 75 003 60 00 65 00 6E 00 74 00 51 00 74 00 &9 = |I|E|'|l.-5l::|
167 0d &F 00 &E 00 5C 00 &E 00 &5 00 74 00 &F 00 70 ad a R =

Header display (Hexadecimal)

Header display (ASCID

The Packet Log display pane records pane contains table records of firewall detected events in
chronological descending order (last packets first).

Table columns are specified on the Options window Packet Log tab, see section 3.4.1.5, "Packet Log
Tab".

Table controls are explained in section 1.5.3, "Table Controls".

Select a record to display the data packet header and first 100 bytes of data in matching lines in
hexadecimal representation in the lower left hexadecimal pane and in ASCII character representation in

the lower right ASCII pane.

Drag pane separators to mutually resize panes. Hide/display the lower right ASCII pane by clicking the
button in the vertical pane separator. Hide/display both lower panes by clicking the button in the
horizontal pane separator.

Right-click a records pane table cell to display this popup menu:

\.:'[-E;- Play
i Pause
i Stop
[é} Clear

Packet Log

Opkions. ..

4 v Default
E] Legend High Cantrast White
High Contrast Black,

This menu contains the commands:

The top section contains play control commands that are explained in the “Play Controls” subsection
below.

Options...: Select this command to display the Options window displaying the Packet Log tab to specify
Packet Log columns, see section 3.4.1.5, "Packet Log Tab".

Presets: This command expands into available color schemes, see section 3.4.1.6, "Colors Tab". The
applied color scheme (default: Default) is checkmarked. Select an uncheckmarked color scheme or select
a color scheme in the Legend and Record Colors pane Color Scheme drop-down box to apply it, see the
“Legend and Record Colors Pane” subsection below.
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Drag across contents in the hexadecimal or ASCII panes and right-click to display a Copy popup
command. Select this command or press CTRL+C to copy selected contents to the clipboard.

Legend and Record Colors Pane

Click the Play toolbar Legend button, see section 3.3.4.4, "Play Toolbar", to add/remove (default:
removed) this pane in the right side of the Packet Log display pane:

Legend

1 W Program Cpened

'] ™ Program Closed

Ed W Program Eiled

¥ Inbound Packet

V¥ cutbound Packet

¥ EBlocked Inbound Packet

¥ Blocked Qutbound Packet
uvj ¥ Eroadcast Packet
8 W Pass By Packet

Record Colors

Color Scheme:

Dref aulk |Z|

Click the button in the pane separator to hide/display this pane.

This pane contains the sections Legend and Record Colors. Click the up button to collapse and down
button to expand a section.

Legend: This section provides both packet filtering options and a legend to the icons displayed in the left
records pane column. By default all will be listed in the display pane (all icons are checked). If the user
only wants information about blocked packets, only these checkmarks should remain.

Note: The filter only influences what gets listed in the display pane.

Record Colors: This section contains a Color Scheme drop-down box. A color scheme specified on the
Options window Colors tab specifies different foreground (characters) and background colors for records
of different types of events to facilitate distinguishing them from each other, see section 3.4.1.6, "Colors
Tab".

Color Scheme: []: The field of this drop-down box displays the name of the selected color scheme
(default: Default). The drop-down box list contains the names of available color schemes. Select a
color scheme name in the list to display it in the field or select in the records pane right-click popup
menu expanded Presets command a color scheme command to apply it, see the “Records,
Hexadecimal and ASCII Panes” section above.
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Play Controls

S Play
‘_-’|’| Pause
A Stop
Efj Clear

The playing of Packet Log, Traffic Matrix and Statistics is controlled from these play controls:

Play: Select the display pane (Packet Log: records pane) right-click popup menu Play command or click
the Play toolbar Play button to start playing after Pause or Stop. While playing, the toolbar button is
framed (default: playing).

Pause: Select the display pane (Packet Log: records pane) right-click popup menu Pause command or
click the Play toolbar Pause button to pause playing. When selecting Play after Pause, new data will be
added to existing data. While paused, the toolbar button is framed.

Stop: Select the display pane (Packet Log: records pane) right-click popup menu Stop command or click
the Play toolbar Stop button to stop playing. When selecting Play after Stop, existing data will be cleared
and new data will be added. While stopped, the toolbar button is framed.
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Clear: Select the display pane (Packet Log: records pane) right-click popup menu Clear command or
click the Play toolbar Clear button to clear the records pane contents without changing the current Play,
Pause or Stop status.

3.3.5.2.3 Traffic Matrix

Select the NetOp Firewall window View menu or work panel selection pane Information section Traffic
Matrix command or click the Information toolbar Traffic Matrix button to display this display pane:

This display pane graphically displays firewall detected data packet traffic at the computer
communication interface. Traffic is displayed as Connection lines between circle Computer points
labeled by their IP address and Domain Name Service (DNS) name, if the IP address was resolved into a
DNS name.

Connection lines can gradually change their color from an initial color to a final color through a number
of color shades to visualize traffic development.

By default, Packet Log, Traffic Matrix and Statistics play displaying what is currently happening on the
firewall. Play controls are explained in the “Play Controls” subsection below.
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Right-click to display this popup menu:

i Play
:i’l Pause
i Stop
E?j Clear

Traffic Matnx

v Defaulk Display
v 1P Addresses
v DNS Mames

Selected Connection Details

Selected Computer Details

Color Scheme v Defaul

Grayscale

This menu contains these commands:

The top section contains play control commands that are explained in the “Play Controls”section, see

page 87.

Default Display: Select this command to uncheckmark/checkmark it (default: checkmarked). When

checkmarked, the circle is centered in the display pane and its size is adapted to the display pane size.

When uncheckmarked, the circle can be resized and moved:

Press the keyboard up arrow or PAGEUP to increase the circle diameter in small or large steps.

Press the keyboard down arrow or PAGEDOWN to decrease the circle diameter in small or large

steps.

Press SHIFT and drag to move the circle.

IP Addresses: Select this command to uncheckmark/checkmark it (default: checkmarked). When
checkmarked, circle Computer points are labeled by their IP address.

DNS Names: Select this command to uncheckmark/checkmark it (default: checkmarked). When
checkmarked, circle Computer points are labeled by their DNS name.

Selected Connection Details: Select a Connection line across the circle to highlight it and select this

command to display this window:

: Connection Details M=l

File

Line dekails:

=4

General:
Diata kransfer (Bytes): 23

Local node details;
Local IP Address: 192,168.1.1
Local DMS; Laptopl

Remate node details:
Remote IP Address: 192,168,102,103
Remate DMS: Unresalved

&
N
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This window displays details of the selected Connection.
Window controls are explained in section 1.5.1, "Window Controls".

Select File to display this menu:

File
Save hs
E:xit

This menu contains these commands:

Save As...: Select this command to display a Windows Save As window displaying Files of type:
Text files (*.Txt). Specify a file name and click Save to save the pane contents as a text file.

Exit: Select this command or the matching window control menu command or click the Close
window control button to close the window.

Selected Computer Details: Select a Computer label outside the circle to highlight it and select this
command to display this window:

Ll Computer Details =]
File

IF Address | DMS Marne | Traffic |

192.168.1.1 Laptapl Se07419

192.168.1.2 Server SE26765

- .Cose

This window displays details of the selected Computer.

Window controls are explained in section 1.5.1, "Window Controls".
File menu contents are the same as in the Connection Details window explained above.

Color Scheme: This command expands into available Color Schemes. The applied Color Scheme
(default: Default) is checkmarked. Select an uncheckmarked Color Scheme to apply it. See section
3.4.1.6, "Colors Tab".
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3.3.5.2.4 Statistics

Select the NetOp Desktop Firewall window View menu or work panel selection pane Information section
Statistics command or click the Information toolbar Statistics button to display this display pane:

Traffic Graph

[~ Traffic Statistics

| Sent data: 1,465,979 B | Sent average: 360 B/s
| Received daka: 12.530.375 6 | Received average: 4,145 Bfs
| Sent Blacked daka: 0B | Sent Blocked average: 0B/s
| Received Blacked data; 163.7536 | Received Blocked average: 0Bfs
| Sent Packets: 10,000  Unit:

| Received Packsts: 11213 [bae(s) =]

| Sent Biocked Packets: 141

| Received Blocked Packets: 141

This display pane displays statistics on sent, received and blocked data packets.

By default, Packet Log, Traffic Matrix and Statistics play displaying what is currently happening on the
firewall. Play controls are explained in the “Play Controls” subsection on page 87 .

Traffic Graph
The left meter graph displays the current volume of sent (green), received (blue) and blocked (red) data.
The right line graph displays the same values historically.

Right-click in the line graph area to display this popup menu:

;"[9 Play:
__-ii Pause

Statistic

A Stop
t?fj Clear

v ertical Gridines
v Horizonkal Gridlines

v Legend

This menu contains these commands:
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The top section contains play control commands that are explained in the “Play Controls” on page 87.

Vertical Gridlines: Select this command to uncheckmark/checkmark it (default: checkmarked). When
checkmarked, vertical gridlines are displayed in the line graph.

Horizontal Gridlines: Select this command to uncheckmark/checkmark it (default: checkmarked). When
checkmarked, horizontal gridlines are displayed in the line graph.

Legend: Select this command to uncheckmark/checkmark it (default: checkmarked). When checkmarked,
a scale is displayed at the right border of the line graph. The legend has the same unit as selected in the
Unit drop-down box.

Traffic Statistics

The upper part of the section displays total and average data amounts over the recording period.

The lower part of the section displays total packets over the recording period and a Unit drop-down box

for selecting the desired data amount unit in Bytes (B) or Bits (bit) with prefixes K (Kilo), M (Mega) or G
(Giga).

3.3.5.2.5 Program Manager

Select the NetOp Desktop Firewall window View menu or work panel selection pane /nformation section
Program Manager command or click the Information toolbar Program Manager button to display this
display pane:

File Marme | File Descripkion | Fule | Aktribuke | Inbound Traffic | Cukbound Traffic |:|

_é explorer.exe

Windows Explorer

Allow Communica. ..

RHS

1)) 0B

e AHpranaps, exe Hypersnap-0e Prarmpk o Camm...

Ehkj:md.exe hkirnd Module Allow Communica.,,  RHS 0B ne
Ejusched.exe jusched. exe Alloww Communica..,  RHS 0B 0E
i_]D'u'DLauncher.exe CyberLink Power...  Allow Comrunica,..  RHS 0B 0B
EFSWBE.EXE F-Secure Setkings...  Allow Commuanica..,  RHS 0B ne J
ERF‘DFLchr.exe RobaPDF Applicat,..  Allow Commonica.,,  RHS (] e

{* Efswictr] exe Drive Letter Acce,,,  Allow Communica,,,  RHS 0B ne
@'Framerﬂakﬂr.exe FrameMaker Appli... Prompt on Comm... L 0B 0B -
1| | »

End task, fdd to database

—5elected Program details
<

ﬁ HprSnaps. exe

Descripkion: Hypersnap-Cis

Yersion: 5,61,0,0

Location: Z:\Program FiIes'l,HyperSnlp'l,
Size: 1,785,856 Bytes,

Process ID: 2444

This display pane displays programs running on the computer.

The upper pane displays program file records with details in columns according to the specification on
the Options window Program Manager tab, see section 3.4.1.7, "Program Manager Tab".

Table controls are explained in section 1.5.3, "Table Controls".

Select a record in the pane to display this information in the lower Selected Program details section:
<File icon> and file name
Description: File description, if available.

Version: File version, if available.
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Location: File path.

Size: File size.

Process ID: Process identification number (PID).
The buttons below the pane have this functionality:

End Task: Select a record and click this button to close the record program. Take into consideration that
ending any selected program will stop it from running immediately - including SYSTEM processes.

Caution: Do not close a Windows program, as this can cause computer malfunction. Windows
program files typically reside in the system directory, <Boot drive letter>:\Windows\ (XP) or <Boot
drive letter>:\WINNT\ (2000).

Add to database: Select a record and click this button to add a record of the file in the Programs display
pane, see section 3.3.5.1.1, "Programs".

Note: A record added to the Programs display pane will be assigned the firewall rule Prompt on
Communication if the Run only authorized programs box is unchecked and Kill Program if the Run
only authorized programs box is checked, see section 3.4.1.1, ""General Tab".

Right-click a record or select multiple records and right-click to display this popup menu:

5 End kask
E #dd ko database
% v Allove Cormunication
% aktribukes L Prampk an Communicakion
= Deny Communication
Fs Opkions. .. i v
Fill Program
Properties. .. -

Unrestricked Communicatian
Trusted Met Only

This menu contains these commands:

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

End task: Select this command to close the selected record program. Take into consideration that ending
any selected program will stop it from running immediately - including SYSTEM processes.

Add to database: Select this command to add records of selected record files in the Programs display
pane, see section 3.3.5.1.1, "Programs". This command will have no effect on files for which a record
already exists in the Programs display pane.

Rules: This command expands into commands of program firewall rules. The command of the firewall
rule assigned to the selected record file Programs display pane record is checkmarked. It is not possible
to change the attributes in this view.

Attributes: This command expands into commands of available attributes. Commands of attributes
assigned to the selected record file Programs display pane record are checkmarked. It is not possible to
change the attributes in this view.

Options...: Select this command to display the Options window Program Manager tab to specify
Program Manager display pane columns, see section 3.4.1.7, "Program Manager Tab".

Properties...: Select this command to display the Windows <File name> Properties window to view and
edit the Windows properties of the selected record file.
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3.3.5.3 Profiles

Profiles

Select Profile
I tain

Add...
Edi...
Remove...

i Rules...

This work panel selection pane section selects, adds, edits and removes profiles and specifies profile
rules.

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

Initially, NetOp Desktop Firewall has one main profile named Main. Sub-profiles of this profile can be
created to apply different sets of firewall rules in different computer environments.

Select Profile: []: The field of this drop-down box displays the name of the selected profile (default:
Main). The drop-down box list contains the names of available profiles. Select a profile name in the list to
display it in the field to display its firewall rules in the Firewall Rules display panes and apply them.

Note: A profile can also be selected in the notification area button menu,see section 3.2.2,
""Notification Area Button Menu'"

If selecting a profile fails, it will typically be because its profile rule prohibits switching into it if its
profile rule is not met, see section 3.3.5.3.1, "Profile Rules".

Add...: Select this command to display this window:

Add profile |
Prafile

Prafile Marme: I

B 6K Conce

This window adds a profile.

Profile Name: []: Specify in the field the profile name.
Click OK to add this profile to the Select Profile drop-down box list and make it the selected profile.
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Edit...: Select this command to display this window:

Profile Properties |

~ Prafile

Prafile Marne: IM

k. Cancel

This window edits the name of the selected profile.
Profile Name: []: Edit the profile name in the field as desired.

Remove...: Select this command to display a confirmation window to confirm removing the selected
profile.

Note: The main profile cannot be removed.

Rules...: Select this command to display the Profile Rules window, see section 3.3.5.3.1, "Profile Rules",
to specify profile rules.

Note: Profile rules can automatically select a profile that matches the computer environment and
disable selecting a profile if its rule is not met by the computer environment.
Profile Records

The main profile and its sub-profiles contain the same records in the Programs, Ports, Protocols, Trusted
Nets and Banned Nets display panes.

Each record can have different Rule, Attributes and Message in different profiles to satisfy different
firewall rule demands in different computer environments.

The records of a newly added profile have the same Rule, Attributes and Message as the matching main
profile records.

To specify the record Rule, Attributes and Message of a profile, select the profile and edit records in the
Programs, Ports, Protocols, Trusted Nets and Banned Nets display panes as desired.

Note: sub-profile records with the attribute System cannot be edited.

The Rule, Attributes and Message of records in sub-profiles will appear gray if they are the same as in the
main profile and black if they are different.

Record’s Color Code

If a computer is part of a NetOp Policy Server controlled domain, the user only is allowed to change the
firewall rule if the text preceding the record-icon is blue. Records whose firewall rule must not be
changed have black text.

If the text is grey, the record has a inherited firewall rule. The heritage records occur if the computer has
more than one profile. If the computer has two profiles, Main and Home, firewall rules are inherited from
the Main profile to the Home profile. Some of the Main firewall rules do not necessarily apply to the
home network. This means that the user can apply a firewall rule that fits their needs.
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3.3.5.3.1 Profile Rules

Select the work panel selection pane Profiles section Rules... command to display this window:
Profile Rules E4 |

1. &dd a rule ta prafiles that zhall be azzigned by pricrity.

2. Edit added rulez.

3. Pricritize prafiles with a higher priority to prafiles with more restrictive rules.
4. OF. will be enabled when rules are walid. Click when done.

Friority | Frofile | Fiule
0 b ain Ma

1 Wiork,

2 Haome Mo
3 Travel Mo

1| | 2|

bove Up kove Down Edit Bule... Create Bule bazed on current nebwork,

LCancel |5}z el Hext Eirtzh

This window specifies profile rules.
Its pane displays prioritized records of profiles in a table with these column contents:

Priority: Profile priority number. 0 indicates the highest priority profile whose rule will be tested
first against detected computer environment properties. If a profile rule is not met, the rule of the
next lower priority profile will be tested. The first found profile whose rule is met will be assigned to
the firewall. If the test reaches the end of the prioritized list without rules being met, the last profile
in the list will be assigned even if its rule is not met.

Profile: Profile name.

Note: To illustrate this, three sub-profiles named Work, Home and Travel have been added to
the Main profile in the window shown above.

Rule: Displays No (default) if no rule is specified or Yes if a rule is specified for this profile.

Table controls are explained in section 1.5.3, "Table Controls".

Move Up/Move Down: Select a profile record in the pane and click one of these buttons to move it up or
down to change its priority.
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Edit Rule...: Select a profile record and click this button or the Next > button below to display this rule
editing page:

Profile Rules | x| |

YWhich condition(z] do pou want to check?

Step 1: Select condition(z]

kust be logged into Metlp Policy Server -
by IP hasz to be within this range

The Default Gateway iz an thiz IP

The Default Gateway iz an thiz MAC address

The camputer iz on this domain

Log On if your IP Address iz within this range

Log On when Connected to a Metwork, —
Log On when Connected to vour Domain ;I

IERREEE

Selected rules description.

The firewall has been logged into this MetOp Policy Server [0.0.0.0].
The current IF is within this range [0.0.0.0].

The default gatewsay is here [0.0.0.0].

The default gatewsay is an this MAC address(].

The firewall will uge this damain

Log On ifyour IP Address is within this range [0.0.0.0].

Log Onwhen Connected ta a Netwark.

Log Onwhen Connected ta wour Domain.

This arcfile will he orohikited fsvean it manualks selectad

Cancel Back [HEwt FEinizh

This page specifies a profile rule in an upper Conditions pane and a lower Values pane.

If a profile record with no rule (displaying No in the Rule column) was selected on the front page of
the window, the boxes in the Conditions pane are unchecked and the Values pane is blank. Check
boxes in the Conditions pane to display matching value statements in the Values pane.

Note: To illustrate this, the image above displays this page after selecting a profile record with no
rule and checking all boxes in the Conditions pane to display all available value statements in the
Values pane.

The upper Conditions pane contains these checkboxed conditions:

[] Must be logged into NetOp Policy Server: Check this box to assign the selected profile only
if the firewall is logged on to a NetOp Policy Server with the IP address specified in the
matching value statement in the Values pane.

[] My IP has to be within this range: Check this box to assign the selected profile only if the IP
address of the firewall computer is within the IP address range specified in the matching value
statement in the Values pane.

[] The Default Gateway is on this IP: Check this box to assign the selected profile only if the IP
address of the default gateway on the firewall computer network is the IP address specified in
the matching value statement in the Values pane.
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[] The Default Gateway is on this MAC address: Check this box to assign the selected profile
only if the MAC address of the default gateway on the firewall computer network is the MAC
address specified in the matching value statement in the Values pane.

[] The computer is on this domain: Check this box to assign the selected profile only if the
domain of the firewall computer is the domain specified in the matching value statement in the
Values pane.

[] Log On if your IP Address is within this range: Check this box to log on NetOp Desktop
Firewall to the NetOp Policy Server address specified in the first value statement if the IP
address of the firewall computer is within the IP address range specified in the matching value
statement in the Values pane.

[] Log On when connected to a Network: Check this box to log on to the NetOp Policy Server
address specified in the first value statement if the firewall computer is connected to a network
(i.e. any network connected to the Internet).

[] Log On when connected to your Domain: Check this box to log on to the NetOp Policy
Server address specified in the first value statement if the firewall computer is connected to the
local area network that recognizes it as a domain computer.

[] Prohibit switching into this profile when rules are not met: Check this box to disable
selecting this profile if its rule is not met by the computer environment properties.

Note: This condition is not applicable to the lowest priority profile rule.

The lower Values pane will contain statements matching checked conditions in the Conditions pane
specifying a value within square brackets (default: no value) if applicable.

Select this NetOp Policy Server [0.0.0.0] to display this window:

Rule Condition |

................................

Specify the required NetOp Policy Server 1P address in the field and click OK to insert it
between the value statement square brackets.
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Select this range [0.0.0.0] to display this window:

Rule Condition Ed |

I _, ........... DK ............ Cancel

Specify in the From field the lowest IP address and in the 7o field the highest IP address in the
required firewall computer IP address range and click OK to insert the range between the value

statement square brackets.

Select here [0.0.0.0] to display this window:

Rule Condition |

Cancel

Specify the required default gateway IP address in the field and click OK to insert it between

the value statement square brackets.

Select MAC address [] to display this window:

Rule Condition |

Input Test:

I SOk Cancel
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Specify the required default gateway MAC address in the field and click OK to insert it
between the value statement square brackets.

Select domain [] to display this window:

Rule Condition |

Input Test:

................................

Q. Canicel

................................

Specify the required domain name in the field and click OK to insert it between the value
statement square brackets.

Select the “Log On” this range [0.0.0.0] to display this window:

Rule Condition |

Specify in the From field the lowest IP address and in the 7o field the highest IP address in the
“Log On” required firewall computer IP address range and click OK to insert the range
between the value statement square brackets.

When valid values have been specified in all value statements in the lower Values pane, the Finish
button will become enabled.

Click < Back to return to the front page of the window to apply rules to other profiles.

Create/Remove Rule based on current network: Select a record in the pane and click this button to
automatically specify a rule identifying the network currently connected to or remove a specified rule. An
automatically specified rule should be reviewed, as it may need editing to become valid.

Finally, make the profile assignment-test work as intended by placing the profile records in a priority
order.

Note: Add a rule to profiles that shall be assigned by priority. Edit the added rules. Prioritize profiles
with a higher priority to profiles with more restrictive rules. Otherwise, a less restrictive rule profile
will be used before the more restrictive rule profile.
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When profile rules and priority have been specified, click Finish to close the window and apply the
profile rules.

3.3.6 Status Bar

| IP: 192,168, 1 123 |_! Firewall oK | This Product is registered ta Peter Hansen v

The status bar contains these fields:

[/P: <IP Address>]: This field displays the computer’s IP address.

[Traffic light <Status message>]: These traffic light colors and messages can be displayed:
<Green> Firewall OK: Firewall and NetOp Policy Server support, if applied, are OK.
<Yellow>: NetOp Policy Server Error: NetOp Policy Server support is not working correctly.
<Red> Firewall Error: The firewall is not working correctly.

Note: In case of an error, hold the mouse pointer over the field to display a tooltip explaining what the
error is about.

[This Product is registered to: <Name>]: This field displays the registered licensee name. If a trial
version is installed, This product is a Demo will be displayed.
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3.4 NetOp Desktop Firewall Tools
This section contains the subsection:
Options, see section 3.4.1, "Options".

3.4.1 Options

Select the Tools menu Options command to display this window:

MNetOp Desktop Firewall - Options EE

Ly Ewvent Log | Ly Packet Log | fr-ﬂ, Colors | @ Program M anager
General | - Password I 4 Palicy Server
—Appearance

v Shaow icon in notification area

[~ Minimize to notification area

~Process: Contral
[T Bun only authaorized progranms
[T Add unknown programs ba local databaze

[T Display Message when Program Killed

—Outbound Traffic Permizsions

v Permit traffic on all outbound ports

—Meszages
[T Display Mo User Prompts and Messages

[T Always: Dizplay Policy Server Messages

—Lahguage
Select Language:

| Englsh [

B Tk | Conce

This window has these tabs:
General, see section 3.4.1.1, "General Tab".
Password, see section 3.4.1.2, "Password Tab".
Policy Server, see section 3.4.1.3, "Policy Server Tab".
Event Log, see section 3.4.1.4, "Event Log Tab".
Packet Log, see section 3.4.1.5, "Packet Log Tab".
Colors, see section 3.4.1.6, "Colors Tab"

Program Manager, see section 3.4.1.7, "Program Manager Tab".
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3.4.1.1 General Tab

MetOp Desktop Firewall - Options EE |

'y EventLog | 'y Packet Log | i34 Colorz | @ Program Manager
General | i Pazzword | 4 Policy Server
—Appearance

[v Show icon in notification area

[~ Minimize ta notification area

—Proceszs Control
[~ Run only autharized programs
[T Add unknown programs to local databaze

[ Dizplay Meszage when Program Killed

—Outbound Traffic Permizsions

[v Permit traffic on all outbound ports

—Meszages
[ Dizplay Ma User Prompts and Meszages

[T Always Dizplay Policy Server Messages

—Language
Select Language:

| English 4

L DK el

This tab specifies general options.

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".

Appearance

[] Show icon in notification area: Leave this box checked (default: checked) to display the NetOp
Desktop Firewall button in the notification area in the lower right corner of the screen. Uncheck this box
to hide this button. If you want the button to be visible, open the NetOp Desktop Firewall window from
the Start menu or run the ndfconf-exe file, see section 3.3, "NetOp Desktop Firewall Window".

[] Minimize to notification area: This option is available if the Show icon in notification area box above
is checked.

If this box is unchecked (default: unchecked), there will be a NetOp Desktop Firewall button in the
taskbar at the bottom of the screen when the NetOp Desktop Firewall window is open. Click this button
to display the window if covered by another window or to restore it if minimized.

If this box is checked, there will be no NetOp Desktop Firewall button in the taskbar if the window is
minimized. Double-click the notification area NetOp Desktop Firewall button or select the notification
area button menu Open Firewall Configuration command to restore the minimized window.

Process Control

[] Run only authorized programs: Check this box (default: unchecked) to allow only program files that
have been assigned a firewall rule other than Kill Program in the Programs display pane to run, see
section 3.3.5.1.1, "Programs".
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Note: Checking this box provides tight process control. On the one hand, unwanted programs such as
computer virus introduced programs will not be allowed to run. On the other hand, wanted programs

to which no firewall rule has been assigned will not be allowed to run either. Therefore, this warning

will be displayed.:

Warning |

Enzure that all programs required by
Windows and uzed applications have been
added to the Programs database and allowed to run az desired.

To add zelected programs to the Programs database,
click "Add Ta Databaze" fram Program Manager.

OK: Click this button to acknowledge the warning and leave the checkmark on the General Tab.

Cancel: Click this button to acknowledge the warning and remove the checkmark on the General
Tab.

[] Add unknown programs to local database: Check this box (default: checked) to add records of
program files not in the Programs display pane that attempt to communicate to the pane, see section
3.3.5.1.1, "Programs".

Note: When this box is checked:

If'the box Run only authorized programs above is unchecked, program file records will be added
with the firewall rule Prompt for Communication.

If the box Run only authorized programs above is checked, program file records will be added
with the firewall rule Kill Program.

[] Display Message when Program Killed: Check this box (default: checked) to display this message
when a program is killed by the NetOp Desktop Firewall:

Information |
The Program: Internet E splorer
haz been Killed.
] 4 Details...
File Mame: IEXFLORE EXE ;l

File Yerzion: .00 28001108
File Path: C:\Pragram Filez\nternet
Explorert,

I

Initially, only the upper part of the window is displayed. Click the Details... button to expand the
window to display its lower part.
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Outbound Traffic Permissions

[] Permit traffic on all outbound ports: Check this box to override any firewall rules assigned in the Ports
display pane to apply the firewall rule Outbound Traffic to all ports in the entire port number range 0 -
65535, see section 3.3.5.1.2, "Ports".

Messages

[] Display No User Prompts and Messages: Check this box (default: unchecked) to display no user
prompts and messages.

[] Always Display Policy Server Messages.: Check this box (default: unchecked) to display messages
from NetOp Policy Server even if the Display No User Prompts and Messages box above is checked.

Language

Select Language: []: The field of this drop-down box displays the name of the user interface language.
The drop-down box list contains names of available user interface languages. Select a language name in
the list to display it in the field to apply this user interface language.

Note: Currently, only English is available.
Note: Click OK to apply your selections and close the window.
3.4.1.2 Password Tab

MetOp Desktop Firewall - Options EHE |

Yy Ewentlog | 4y Packet Log | g Colors | @ Program Manager
General w» Pazzword | 4 Policy Server

—FPazzwiord Protection
Pazzword:

LConfirm paszward:

E nable Paszwaord Protection |

—FPaszwiord Settings

Lack Firewall if no user interactian far IE 3, Tinutes.

L ok Cenesl |

This tab specifies password protection.

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server, see section 3.4.1.3,
""Policy Server Tab".
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Password Protection
Password: []: Specify the password in this field. Keyboard entries appear as asterisks (*).

Confirm Password: []: Re-specify the password in this field for confirmation.

Enable/Disable Password Protection: After specifying the same password in the Password and Confirm
Password fields, click this button displaying Enable Password Protection to enable password protection
to make the button display Disable Password Protection and disable the fields above. After clicking OK,
a padlock will be displayed on the notification area button icon indicating that password protection is
enabled, see section 3.2, "Startup Guide".

Click this button displaying Disable Password Protection to display this window:

Unlock Firewall Ed |
—Pazswaord
Pazzword:
I
nlock Cloze

Password: []: Specify the password in the field and click Unlock or press ENTER to make the button
display Enable Password Protection and empty and enable the fields above. After clicking OK in
the window, the padlock on the notification area button icon will be removed indicating that no
password protection is applied.

When password protection is applied, the Unlock Firewall window will be displayed when
attempting to access the NetOp Desktop Firewall window and when attempting to change or remove
the NetOp Desktop Firewall installation.

Warning: If you password protect NetOp Desktop Firewall and forget your
password, you cannot open the NetOp Desktop Firewall window and you
cannot change or remove your NetOp Desktop Firewall installation.

If the specified password is unavailable, the access to NetOp Desktop
Firewall cannot be restored, and NetOp Desktop Firewall cannot be
removed by a user.

In this case, NetOp Desktop Firewall must be removed by assistance from
Danware. We reserve the right to charge a fee for this assistance.

Password Settings

Lock Firewall if no user interaction for [] minutes.: When password protection is applied, an unlocked
NetOp Desktop Firewall window will lock automatically after the number of minutes specified in the
spinbox. Adjust the number in the spinbox (default: 5, range 1-60) or specify a valid number to change it.

Note: Click OK to apply your selections and close the window.
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3.4.1.3 Policy Server Tab

MetOp Desktop Firewall - Options EE |

Yy Ewentlog | Yy Packet Log | i34 Colorz | @ Program Manager |
General I i Pazzword 4 Policy Server

—Log On/Off

Puolicy Server Address:

Log On

—Automatic Paolicy Server

[ Remember Policy &ccount Credentialz

ok ! Cancel

..................................

This tab specifies NetOp Policy Server logon.

Note: If NetOp Desktop Firewall shall operate without NetOp Policy Server support, leave this tab
empty.

Note: Commands, buttons and options are enabled if applicable to the current selection unless
disabled by the Security Policy assigned by a logged on to NetOp Policy Server. On the interface the
icons of Ports, Protocols, Events etc. change when the firewall is controlled by NetOp Policy Server.
A padlock is shown on in the icon to visualize the change .

Log On/Off

Policy Server Address: []: Specify in this field the NetOp Policy Server computer name, IP address or
DNS name as prescribed by NetOp Policy Server administrators.

Log On/Log Off: To log on to NetOp Policy Server, click this button displaying Log On. If the logon is
successful, the button will display Log Off-

Note: A profile rule may log on automatically, see section 3.3.5.3.1, "Profile Rules".

NetOp Policy Server will initially attempt to identify the NetOp Desktop Firewall computer by its
computer name in Windows Active Directory. This will succeed if the NetOp Desktop Firewall
computer is connected to the network of NetOp Policy Server and a Security Policy is assigned to
the Active Directory Group to which the NetOp Desktop Firewall computer belongs. In this case,
NetOp Desktop Firewall will be assigned this Security Policy.
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If Windows Active Directory logon fails, NetOp Policy Server will attempt to log on the NetOp
Desktop Firewall computer by a Policy Account specified on NetOp Policy Server. This window
will be displayed:

Policy Account Log On |

[d= NetOp Policy Server -,
NetOp
LogOn Tao
Palicy Account; I
Pazswaord: I
I Ok Cancel

Policy Account: Specify in this field the Policy Account name as prescribed by NetOp Policy
Server administrators.

Password: Specify in this field the Policy Account password as prescribed by NetOp Policy
Server administrators.

If Policy Account logon is successful, NetOp Desktop Firewall will be assigned the Security Policy
assigned to the logged on to Policy Account.

If Policy Account logon fails, NetOp Policy Server will log on the NetOp Desktop Firewall
computer by Anonymous Account, if enabled on NetOp Policy Server. If enabled, NetOp Desktop
Firewall will be assigned the Security Policy assigned to Anonymous Account.

If logon fails, the button will continue to display Log On and this window will be displayed:

Information |

@ Could nat lagin to Policy Server.
I o |

Note: When logged on to NetOp Policy Server, the assigned Security Policy determines the
autonomy allowed to the NetOp Desktop Firewall computer user. To the extent that control is

taken over by NetOp Policy Server, commands, buttons and options in the user interface will be
disabled to the NetOp Desktop Firewall computer user.

To log off from NetOp Policy Server, click this button displaying Log Off to make the button display Log
On.

Note: NetOp Policy Server log-off may be protected by a NetOp Policy Server specified password.

Automatic Policy Server

[] Remember Policy Account Credentials: Check this box (default: unchecked) to store Policy Account
logon credentials to automatically specify them when requested next time without displaying the Policy
Account Log On window explained above.

Note: Click OK to apply your selections and close the window.
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3.4.1.4 Event Log Tab

MetOp Desktop Firewall - Options EE |

aeneral I v» Pazsword | 4 Puolicy Server
Ly EventLaog | Ly PacketLog | £y Colors | @ Program Manager

—Ewvent Log Optionz

Log Ewents:

[v Uszer Interaction

[+ User Prampts and Meszages
[+ Services Started and Stopped
[+ Firewall Configurations

[+ Firewall Errars

—Ewvent Log Settings

Hemowve Entries Older than

JIHours j

—Log Meszsage Dialog
Automatically close the meszage dialog after |1 1] 3, zeconds.

Tranzparancy Level I?E 3, 4

L ok Cenesl

This tab specifies which records will be displayed in the Event Log display pane table.

Event Log Options
Log Events:

[] User Interaction: Check this box (default: unchecked) to display records of user interaction
events.

[] User Prompts and Messages: Check this box (default: checked) to display records of user prompt
and message events.

[] Services Started and Stopped: Check this box (default: checked) to display records of started and
stopped service events.

[] Firewall Configurations: Check this box (default: checked) to display records of firewall
configuration events.

[] Firewall Errors: Check this box (default: checked) to display records of firewall error events.

Note: In addition to the events selected above, records of events af firewall rule records with the
attribute Log always will be displayed.

Event Log Settings

Remove Entries Older than: []: The field of this drop-down box displays the current selection (default: /
Week). The drop-down box list contains periods from / Hour to I Year and Indefinitely. Select a period in
the list to display it in the field to automatically remove Event Log entries older than the specified period.
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Log Message Dialog
Automatically close the message dialog after [] seconds: An Event Log message window will close

automatically after the number of seconds specified in the spinbox. Adjust the number in the spinbox
(default: 10, range 0-240) or specify a valid number to change it.

Transparency Level: [] %: An Event Log message window can be made more or less transparent. Adjust
the number in the spinbox (default: 75, range 0 (transparent)-100 (opaque)) or specify a valid number to
change it.

Note: Click OK to apply your selections and close the window.
3.4.1.5 Packet Log Tab

MetOp Desktop Firewall - Options EHE3 |

General | i» Pazsword | 4 Puolicy Server I
Ly EwventLag Ly Packet Log | iy Colars | i Program Manager

Column Headings:

Process Mame -
Filker Action

Protocol Description
Local Part

Rermate Port

Remaote IP Address
Remaote DNS Marnme
Parent Frocess Mame
[[] Header Length

[] Type of service [TOS)
[] Size af Datagram

[ Idertification

[] Flags

[] Fragrnentation O ffzet
[] Tirne ta Live [TTL)

[] Header Checksum
[ Local IP Address

[ Pratacal

[] Ethermet Description
[] Ethernet

R =l

L ok Cencel

This tab specifies which columns will be displayed in the Packet Log display pane records pane table.

Column Headings: This pane contains the names of all available column headings in a checkboxed list.
Available column headings include:
* Firewall information (Filter Action icon and description),

* Process information (Process Name, Process ID, Process Path, Parent Process Name, Parent
Process ID and Parent Process Path) and

* Data packet information (Ethernet number, Ethernet Description, Timestamp and IP header details
and data, see below).

To display columns with the headings of checked names, check boxes. Click OK to move checked names
to the top of the list before unchecked names. The Packet Log display pane table will display columns
from left to right according to the list top to bottom order of checked names.
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Drag and drop checked names to achieve the desired table column order.

By default, the Packet Log display pane table will contain these columns in this order:

<Action icon> and Process Name

Action

Protocol Description

Local Port
Remote Port
Remote DNS

Parent Process Name

Note: The Action icon will always be displayed in the first column. A valid selection must check at
least one name. If no name is checked, the default selection will be applied.

Note: To apply your selections, click OK to close the window.

IP Header Details

All data packets sent between different computers include an IP header that serves as an address label
including information on the data packet and instructions on how it must be handled. The IP header

contains these details:

Action

Data

Ethernet

Ethernet Description
IP Checksum

IP Flags

IP Header Length
1P Identification

IP Offet

IP Version
Length of datagram
Local DNS

Local IP Address
Local MAC
Local Port

Parent Process ID

Parent Process Name
Parent Process Path
Process ID

Process Name
Process Path

The way NetOp Desktop Firewall acts on a given event.

The binary dump of the packet or process in question.

Indicates the protocol family of the data in this packet.

The description of the Ethernet type.

The IP header checksum. A simple checksum of the bytes in the IP Header.

None, some or all of the following flags may be set in the IP Header:

More fragments: Indicates that this packet has been split into multiple packets and
that this is not the last packet.

Do not fragment: Indicates that this packet is not supposed to be split into multiple
packets during transmission.

The IP header size in bytes.

Distinguishes this packet from other packets sent from the same IP Address. If a
packet is split (fragmented) during transmission, all the packets will still have the
same IP identification.

If this packet has been split into multiple packets this indicates the number of bytes
that were in the previous fragments. This is ‘0’ if the packet has not been split or this
is the first fragment of a split packet.

This indicates if this packet is in the IP version 4 or IP version 6 format.
The length of the data following the IP header in bytes.

The DNS name corresponding to the IP Address of this computer as it appears in
this packet.

The IP Address of this computer as it appears in this packet.
The MAC Address of this computer as it appears to this packet.

The port number on this computer as it appears to this packet, see section 3.3.5.1.2,
"Ports".

Distinguishes this running program (process) from all other programs running on
this computer at the same time, including other programs with the same name.

The name of the file containing the program that started this program.
The directory containing the file containing the program that started this program.

Distinguishes this running progam (process) from all other programs running on this
computer at the same time, including other programs with the same name.

The name of the file this program waas started from.
The process runs from this location on the computer.
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Protocol Identifies how the remainder of the packet is formatted. IANA (www.iana.com)
assigns this number that ranges from 0 to 255.

Protocol description The name of the protocol that defines the rest of the packet

Remote DNS This DNS name corrosponding to the IP Address of the other computer as it appears
in this packet.

Remote IP Address The IP Address of the other computer as it appears in this packet.

Remote MAC The MAC Address of the other computer as it appears in this packet.

Remote Port The port number on the other computer as it appears in this packet.

TCP Acknowledgement Confirms that the TCP packet with theat value as TCP sequence plus data length has
been received in the opposite direction.

TCP Checksum A simple checksum of all the bytes after the TCP Header.
TCP Flags None, some or all of the following flags may be set in the TCP Header:

FIN: Indicates that this is the end of the transmission.

SYN: Indicates that this is the beginning of the transmission.

RST: Indicates that the other end does not know of this transmission or is actively
refusing it.

PSH: Indicates that the date in this packet and all previous packets should be
processed now and not queued.

ACK: Indicates that the TCP acknowledgement-field in this packet should not be
ignored.

URP: Indicates that this packet or a later packet contains urgent data.

ECE: Indicates that the Internet is clogged in the opposite direction and requests that
data is sent at a lower transmission rate. If both ECE and SYN are sent this just
indicates that the sender is able to use the ECE and CWR flags.

CWR: Indicates that this packet with ECE set has been received and that the
transmission rate has been lowered. If all of ECE, SYN and CWR are set in the first
packet of a transmission it indicates that the sender is able to use ECE and CWR

flags.

TCP Offset Offset from start of TCP header to data (size of TCP Header).

TCP Sequence Number of bytes since the first packet of the connection in question plus a random
start number generated when the connection was started.

TCP Urgent This many bytes from the start of the datain this packet is urgent.

TCP Windows How many bytes may be sent in the opposite direction without waiting for an
acknowledgement from the sender.

Timestamp The date and time of an event.

TOS (Type of service) Contains various flags indicating the priority of this packet and how routers should

handle various transmission problems. The exact format of this field is different
depending on which version of the IP Standard was used as the operating system
was created.

TTL (Time to Live) The time to live number that specifies the maximum number of network connection
elements (routers, etc.) the data packet can pass. When the data packet passes a
network connection element, the 77L number is decreased by 1. When the count
reaches 0, the data packet is discarded.

UDP Checksum A simple checksum of all the bytes after the IP Header (UDP Header + data).
UDP Length The UDP Header size in bytes.

Note: Some protocols (such as HOPOPT and ICMP) do not use any port. They are assigned a port
named NULL with number 0 (zero). This port can be configured to allow or disallow traffic that is not
using any port.

With certain Internet communication, NetOp Desktop Firewall can assign a dynamic (different for
each occasion) Local Port number to allow for return communication.
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3.4.1.6 Colors Tab

MetOp Desktop Firewall - Options EE |

General I i Pazsword | 4 Policy Server
Yy EventLog | 4y PacketLog ¢ Colors | @ Program Manager
L

LColor Scheme:

[Detaut =] Add. | Femove. |

Property: W alue:

IEa-:kgru:uund Calor j I. Black j
—FPacket Log

Colar Scheme:

IDefauIt j Add.. | Remove... |

Property: Walue:

| &iccepted Inbound Traffic BG x| | whie -

ok ! Cancel

..................................

This tab specifies Color Schemes for Traffic Matrix and Packet Log.

The sections Matrix and Packet Log have similar contents as explained below.

Color Scheme: []: The field of this drop-down box displays the name of the selected color scheme
(initially Default). The drop-down box list contains the names of available color schemes, initially
Default and Grayscale for Matrix and Default, High Contrast White and High Contrast Black for Packet
Log. Select a color scheme name in the list to display it in the field.

Add...: Click this button to display this window:

Input Name E |

Scheme Colar
Scheme Mame

1] 4 Cancel

Color Scheme Name: []: Specity in the field a name for the added Color Scheme.

Click OK to add the color scheme name in the Color Scheme drop-down box list and display it in the

field.
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Note: An added color scheme initially has the property values of the color scheme named Default.
Property values can be edited from the Property and Value drop-down boxes.

Remove...: Click this button to display a confirmation window to confirm removing the color scheme
whose name is displayed in the Color Scheme drop-down box field.

Note: Initial color schemes cannot be removed.

Property: []: The field of this drop-down box displays a property of the color scheme selected in the
Color Scheme drop-down box. The drop-down box list contains the names of available properties, see
below. Select a property name in the list to display it in the field.

Value: []: The field of this drop-down box displays the value of the property selected in the Property
drop-down box. The drop-down box list contains available values, see below. Select a value in the list to
display it in the field.

Note: Initial color schemes cannot be edited.
Matrix Properties

Background Color Display background color.

Circle Color Circle color.

Start Color Connection line initial color.

End Color Connection line final color.

Selected Color Selected connection line color.

Text Color Computer address color.

Selected Text Color Selected computer address color.

Dispersion Number of connection line color shades between Start Color and End Color

Rate Milliseconds displaying each connection line color shade between Start Color and
End Color

Matrix Values

Colors 64 named colors.

Dispersion 2-255.

Rate 30-1000.



NetOp Desktop Firewall

Packet Log Properties
Accepted Inbound Traffic  Inbound packet records background color.

BG

Accepted Inbound Traffic  Inbound packet records character color.

FG

Accepted Outbound Traffic Outbound packet records background color.

BG

Accepted Outbound Traffic Outbound packet records character color.

FG

Background BG Unfilled area background color.

Background FG Unfilled area foreground color.

Blocked Inbound Traffic ~ Blocked Inbound packet records background color.
BG

Blocked Inbound Traffic ~ Blocked Inbound packet records character color.
FG

Blocked Outbound Traffic Blocked Outbound packet records background color.
BG

Blocked Outbound Traffic Blocked Outbound packet records character color.
FG

Broadcast BG Broadcast packet records background color.
Broadcast FG Broadcast packet records character color.

Pass By BG Pass By packet records background color.

Pass By FG Pass By packet records character color.

Program closing down BG Program closed records background color.
Program closing down FG Program closed records character color.
Program killed BG Program killed records background color.
Program killed FG Program killed records character color.
Program starting up BG ~ Program opened records background color.
Program starting up FG ~ Program opened records character color.
Selected BG Selected records background color.
Selected FG Selected records character color.

Packet Log Values
Colors 64 named colors.

Note: To apply your selections, click OK to close the window.

115



NetOp Desktop Firewall Tools

116

3.4.1.7 Program Manager Tab

MetOp Desktop Firewall - Options EE |

General | +» Pazsword | 4 Puolicy Server |
ty Eventlog | (% Packetlog | ©¢ Colors @ Program Manager

Column Headings:

File Marme -
File Description

Security

Attribute

Inbiovnd Traffic

Dutbaund Traffic

[] Original File Mame

[ Praduct Mame

[ Product Yersion

[ Cormmments

[] Parent Process (D

[] Process 1D

[ Coampany Mame

[] File Wersion

[ Checksunm

[] Tirme Starnp

[T Intemal Marme

[] Legal Capright ||
[ Blocked Inbound Traffic

[ Blacked Dutbound Traffic

[ Inbowund Packages ;I

N z

This tab specifies which columns will be displayed in the Program Manager display pane table.

Column Headings: This pane contains the names of all available column headings in a checkboxed list,
see below.

Check/uncheck boxes to display columns with the headings of checked names. Click OK to move
checked names to the top of the list before unchecked names. The Program Manager display pane table
will display columns from left to right according to the list top to bottom order of checked names.

Drag and drop checked names to achieve the desired table column order..
By default, the Program Manager display pane table will contain these columns in this order:
<File icon> and File Name
File Description
Inbound Traffic
Outbound Traffic
Security

Note: The file icon will always be displayed in the first column. A valid selection must check at least
one name. If no name is checked, the default selection will be applied.
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Column Headings: Cell Content

File Name

Original File Name

Internal Name
File Description
File Version
Process Path
Comments
Checksum
Company Name
Legal Copyright
Product Name
Product Version
Process ID

Parent Process ID

Time Stamp

Rule

Attribute
Inbound Traffic
Outbound Traffic

Blocked Inbound Traffic
Blocked Outbound Traffic
Inbound Packages
Outbound Packages

Name of the record file.

Name of the record file when originally created.

Internal name of the record file, if any.

Description of the record file, if any.

Version of the record file.

The process runs from this location on the computer.

Comments from the program.

Checksum of the record file identifying it.

Name of the company that supplied the record file.

Legal copyright information for the record file.

Name of the product that the record file belongs to.

Version of the product that the record file belongs to.

Process identification (PID) of the record file, if unidentified 0 (zero).
Process identification (PID) of the file that can open the record file, if any.
Time when the record file was opened.

Firewall rule assigned by NetOp Desktop Firewall to the record file.
Attributes assigned by NetOp Desktop Firewall to the record file.
Number of bytes in inbound packets of the record file.

Number of bytes in outbound packets of the record file.

Number of bytes in blocked inbound packets of the record file.
Number of bytes in blocked outbound packets of the record file.
Number of inbound packets of the record file.

Number of outbound packets of the record file.

Blocked Inbound Packages Number of blocked inbound packets of the record file.

Blocked Outbound

Packages

Number of blocked outbound packets of the record file.

Note: Any .exe, .dll or excecuteble binary file (except 16 bit files) contains a field named
VS VERSIONINFO that has these fields: File Description, Company Name, File Version, Internal
Name, Original Name, Product Name, Product Version and Comment. It is optional whether the

field are filled.

117



NetOp Desktop Firewall Tools

118



4 How NetOp Desktop Firewall Works

119



Summary

4.1 Summary

This chapter explains how NetOp Desktop Firewall works.
It contains the main sections:

» How a Firewall Works on page 120

* How NetOp Desktop Firewall Works, on page 120

4.2 How a Firewall Works

A firewall is typically a program that analyzes data packets attempting to pass a computer communication
interface and based on this analysis allows or denies data packet passage.

Typically, firewalls protect networks against undesired Internet communication. Internet communication
uses the protocols of the TCP/IP protocol suite. TCP/IP data packets contain in their IP header
information on the data packet type, size, handling requirements, protocol, sender port and address and
receiver port and address, see section 3.4.1.5, "Packet Log Tab".

Firewall administrators specify IP header element firewall rules to make the firewall allow or deny
passage to data packets according to these rules. These rules typically apply to program, port, protocol
and address properties.

4.3 How NetOp Desktop Firewall Works

120

NetOp Desktop Firewall not only controls communication across the computer communication interface
but monitors and controls processes running on the computer. It has many additional benefits.

4.3.1 Process Control

Concurrently with installing NetOp Desktop Firewall a Danware Security filter driver is being installed
with the file name DWSNdis.sys. It is a miniport type of device driver.

Miniport device drivers were introduced with version 5.0 of the Windows Network Driver Interface
Specification (NDIS) that is available only with Windows 98, 2000 and later Windows versions. Miniport
device drivers typically facilitate the plug-and-play features of installed hardware.

The Danware Security filter driver that runs in the core of the Windows operating system enables control
of processes running on the computer. It is controlled from and reports events to the NetOp Desktop
Firewall application that runs on top of the Windows operating system.

NetOp Desktop Firewall can assign one of these firewall rules to program files running processes on the
computer, see section 3.3.5.1.1, "Programs":

Allow Communication
Prompt for Communication
Deny Communication

Kill Program

Unrestricted Communication
Trusted Net Only

If Kill Program is assigned to a program, the Danware Security filter driver will not allow the program to
run on the computer.

If one of the other program firewall rules is assigned to a program, the Danware Security filter driver will
apply it if the program attempts communication across the computer communication interface.

If no firewall rule is assigned to a program, by default the Danware Security filter driver will allow it to
run inside the computer, but if it attempts communication, the computer user will be prompted to decide
if it can communicate or not.

For maximum protection, NetOp Desktop Firewall can be configured to Run only authorized programs,
see section 3.4.1.1, "General Tab". In this case, the Danware Security filter driver will allow a program to
run only if a firewall rule other than Kill/ Program is assigned to it.
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Note: If applying Run only authorized programs, a firewall rule other than Kill Program must be
assigned to all programs that are necessary for the computer to run. Otherwise, computer or
application malfunction will occur.

4.3.2 Hacker Resistance
NetOp Desktop Firewall has strong hacker resistance.

Typically, in a hacker attack from outside a firewall, the first thing the hacker will attempt to do is to
disable firewall protection. This is virtually impossible with NetOp Desktop Firewall.

NetOp Desktop Firewall can be disabled only by removal of its installation followed by a complete restart
(reboot) of the computer. Only then the Danware Security filter driver is unloaded. Removal as well as
access to the NetOp Desktop Firewall window can be password protected, section 3.4.1.2, "Password
Tab".

Knowing how NetOp Desktop Firewall works, a hacker might attempt to modify the instructions given
by NetOp Desktop Firewall to the Danware Security filter driver. This will not be successful either.

The communication between NetOp Desktop Firewall and the Danware Security filter driver as well as
the tables specifying firewall rules are encrypted by acknowledged hacker-proof algorithms. Encryption
ensures confidentiality, authentication and integrity.

If the encryption detects any abnormality, as would happen in case of a hacker attack on communication
or firewall rule tables, the Danware Security filter driver assigns the firewall rule Prompt on
Communication to all programs running on the computer. This disables communication across the
computer communication interface preventing the outside hacker from communicating with the
computer. Communication can be restored only by a user from the physical computer interface (keyboard
and mouse).

4.3.3 Operational Benefits

NetOp Desktop Firewall complies with all Windows standards assuring no conflict with the computer
operating system.

NetOp Desktop Firewall takes up considerably less disk space than other firewalls with a comparable
functionality.

Communication slowdown is often a problem with a firewall analyzing every data packet at the computer
communication interface to determine whether it can be allowed passage or not. The unique construction
of NetOp Desktop Firewall keeps communication slowdown at a minimum, typically low single-digit
percentages compared to the usual double-digit percentages experienced with most other firewalls.

Note: NetOp Desktop Firewall does not replace an anti-virus system but greatly enhances the power
to fight virus attacks on a computer.

4.3.4 Plug-and-Play with Highly Specific and Transparent Firewall Rules

While NetOp Desktop Firewall immediately after installation is fully operational with a high level of
protection to the typical computer user, it also provides very specific firewall rules that are fully
transparent to the user.

NetOp Desktop Firewall enables specifying a wide selection of Program firewall rules including Kill
Program and bidirectional Port, Protocol, Trusted Net and Banned Net firewall rules. Although most
users do not need this high specificity, it provides the opportunity to tailor firewall rules exactly to the
actual requirements.

Firewall rules are displayed schematically in the NetOp Desktop Firewall window to enable the user to
identify transparently which firewall rules apply.
4.3.5 NetOp Policy Server Support

NetOp Desktop Firewall is designed to run as a stand-alone computer firewall, but it is also designed to
be logged on to a NetOp Policy Server to operate as an element in an organizational distributed firewall
system, see section 3.4.1.3, "Policy Server Tab".

The responsibility for specifying firewall rules in a stand-alone NetOp Desktop Firewall computer,
disallowing unknown programs attempting to run, lies solely with the computer user.
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In a distributed firewall system, this responsibility can be partly or fully left to the administrators of an
organizational NetOp Policy Server to relieve individual computer users from this task and apply
organization-wide firewall Policyies.

A NetOp Policy Server distributed firewall system is fully and continuously scalable from one stand-
alone NetOp Desktop Firewall to a multi-site distributed firewall system with several NetOp Policy
Servers and several thousands NetOp Desktop Firewalls.
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Trial Version

5.1 Trial Version

The free trial version of NetOp Desktop Firewall comes as fully operationable product with a limited
duration.

If the trial period of an installed trial version of NetOp Desktop Firewall is about to expire, this window
will be displayed when opening the NetOp Desktop Firewall window:

: MetOp Desktop Firewall

Thank you for using the trial version of NetOp Desktop Firewall.
To continue enjoying the benefits of this strong product, we highly recommend
that you purchase a licensed copy.

To obtain a licensed copy, please contact your NetOp supplier.

Alternatively, send an e-mail to sales@netop.com and we will ensure you are
provided with pricing and license information from a supplier located near you.

In your enquiry, please state your name and other contact details, and also

specify the number of licenses you will initially require.
>
4| | _’l_l

There is 5 days left of registration period.

- Cancel Enter Regiskration Details. .. Lninskall. ..

This window displays the number of days left of the trial period.
OK: Click this button to continue.
Cancel:Click this button or the Close button to abort.
Enter Registration Details...: Click this button to go to the Installation, see section 2.4, "Install".

Uninstall...: Click this button to display the window for changing or uninstalling an installation, see
section 2.1.1, "Change".
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