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1 Introduction

The current document provides you with the information of installation and
configuration information of the CG102BS.

2 Getting Started

Status LED

Reset Button

DC Socket

SD Card (CANNOT REMOVE)
Ethernet RJ-45 port
Connection port to computer

!

)]

Please ensure the original SD card is always inserted to the CG102BS.

DO NOT eject or replace the original SD card.
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3 Power-up the CG102BS

» Connect the local LAN from -,
your WiFi router to the
CG102BS.

» Insert the DC Plug to the DC
socket of the CG102BS.

» Plug the transformer to the
AC220V socket.

Please ensure the CG102BS is connecting to the network with WiFi router or
access point for the iPad/iPhone/Android Apps to communicate with the
CG102BS.

If the status LED is not blinking or is in red color, please check the connection
between the CG102BS and your network.

4 Device List Upload

The list of your Citygrow Home Automation devices should be uploaded to the
CG102BS before the CG102BS can be operating with your home system. Details
of uploading the device list to the CG102BS, please refer to the user manual of
the HomeNET Planner Software. You can download HomeNET Planner Software
from www.citygrowsys.com.
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5 Device Control

Please download the HomeNET App for your mobile device:

Q iPad/iPhone
> https://itunes.apple.com/us/artist/citygrow-energy-systems-
Itd/id490603381
O Android
> https://play.google.com/store/apps/developer?id=Citygrow+Energy+S
ystems+Ltd.

After download the HomeNET App, run the App and the CG102BS will be
automatically found by your HomeNET App.

Please ensure the CG102BS is powered ON, and is connecting to the network

with WiFi router or WiFi access point which the iPad/iPhone/Android mobile

device is joined.

You can perform the device control according to the HomeNET App instructions.
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6 Remote Access

You are able to access your Citygrow Home Automation through the Internet
remotely by using the HomeNET App in your mobile device. The minimum
requirements for the remote access of the system are:

1.

Your Internet Service Provider (ISP) should provide a real IP address to
your router. (Details please contact your ISP)

Your WiFi router should support “Port Forwarding” function. (Details
please refer to your WiFi router user manual)

Your WiFi router should support Dynamic DNS (DDNS) client function.
(Details please refer to your WiFi router user manual)

Following are the general procedures to enable the remote access of your home
automation system:

Apply a DDNS service if you do not have.
Please refer to your router user manual to find the DDNS service provider,
which your router is able to support.

Configure the account information of your DDNS service to your router
and enable the service.
Please refer to your router user manual for the configuration.

Reserve a fixed IP Address on your router for the CG102BS.
Please refer to your router user manual for the address reservation.

Forward the incoming port to the IP address of your CG102BS in your
router. (External Port: 10004, Internal Port: 10004)
Please refer to your router user manual for the Port Forwarding.

Enable the Internet Access option in your HomeNET App and configure
the domain name (from your DDNS provider) to the HomeNET App.
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6.1 Configuration Example (Linksys Router)

This section shows the example of the remote access configuration with the
Linksys router (Model No.: WRT120N).

6.1.1  Apply DDNS

The WRT120N Linksys router supports DynDNS.org and TZO.com DDNS service,
details of the DDNS service please contact the Linksys router manufacturer.

LINKSYS' by Cisco

Firmware Version: v1.0.04

Wireless-N Home Router WRT120N

Applications &

Wireless Security Access Restrictions Administration Status

ced Routing

DDNS Service Disabled ¥

Disabled

DynDMS.org
TZ0.com

afran
Save Settings Cancel Changes c l s c o .
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6.1.2  Configure DDNS to router

After you have applied the DDNS service, your will get the account information
which including username, password, host name, etc. Please enter the account
information to the DDNS configuration web page of your router to enable the
DDNS service.

LINKSYS by Cisco

Firmware Version: v1.0.04

Wireless-N Home Router WRT120M

Applications &
Gaming
| MAC Address Clone outing

Setup Wireless Security Access Restrictions Administration Status

DynDMS.org ¥

Username:

Passwaord: | |

Host Name:

System: Dynamic ¥

Mail Exchange | |

(Optional):

Backup MX: " Enabled '* Disabled
Wildcard: ‘' Enabled '* Disabled
Internet IP Address:  0.0.0.0

Status: Ho Internet connection.

vifra],
Save Settings Cancel Changes CISCO.
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6.1.3 Reserve fixed IP Address for CG102BS

Power-up the CG102BS according to the section 3 of current document, and
then open the admin web page of the Linksys router. From the web page of the
Linksys router, find the DHCP Reservation option.

LINKSYS by Cisco

Firmware Version: v1.0.04

Wireless-N Home Router WRT120N

Setup Wireless Security Access Restrictions Appi s Administration

Basic Setup | DDNS | MAC g |

Select your language English M

Internet Setup
Internet Connection Type

| Automatic Configuration - DHCP

Optional Settings Host Name:
(required by some Internet ’ | |
Service Providers) Domain Name: | |

MTU: [Auto v size: 1500 |

Network Setup
Router IP

LocalIP Address: 192 | .[1e8 |1 |1 |

Subnet Mask: 2550552550 ¥
DHCP Server Sefting | nyop gopyer: @ Enabled " Disabie{ | DHCP Resenation | )

T

Start IP Address: 192 .|168 M . [10U

IMaximum Mumber of
Users:
IP Address Range:  1982.168.1.100 to 149

Client Lease Time: 1440 minutes (0 means one day)

Static DNS 1: o o o ]

Static DNS 2: o Jo Jl o ]
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In the DHCP Reservation page, enable the DHCP Reservation for the CG102BS
and save the setting. You may find the IP address reserved for the CG102BS
in this example is 192.168.1.101, and such IP address will be used in the next

step “Port Forwarding”.

LINKSYS by Cisco
DHCP Reservation
Select Clients from I
DHCP Tables Client Name Interface IP Address MAC Address Select
user-vAID LAMN 192 168.1.100| 54:42:49:A1:F3:59 j
CG102B5 LAMN 182 168.1.101| 70:8B:78:FF.FF36 c [«

S ITIT 7T L Enter Client Name

Assign IP Address

To This MAC Address

L]

192.168.1. |

00:00:00:00:00:00 |

| Add |

Clients Already
Reserved

‘ Client Mame

| Assign IP Address |ToThisrv1Ac.Address

VAC Address ‘

Save Setungs ] CancelChanges
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6.1.4  Port Forwarding

Open the Port Forwarding configuration page of the Linksys router from
“Applications & Gaming” - "Single Port Forwarding”. Add a new port forwarding
configuration in the page, which the setting should be:

Application Name: HA

External Port: 10004

Internal Port: 10004

Protocol: Both (TCP & UDP)

To IP Address: 192.168.1.101 (Reserved IP address of the CG102BS)
Enable: enabled

Then save the setting to the router.

LINKSYS by Cisco

Firmware Version: v1.0.04

Wireless-N Home Router WRT120M

Applications &

Gaming Applications &
Gaming

single Port Forwarding] Port Rang ing] Port Range g DMZ |

Setup Wireless Security Administration Status

Single Port Forwarding

Application Name External Port | Internal Port | Protocol TolP Address | Enabled
- — —  Jrezaes] || O
- — —  |tezsea] | O
[Noe v - — —  ez2iesr] || O
- — —  Jrezaes] || O
- - —  |1e21e8a] | O
[ooos | | [10004 | |[Botn v]|192188.0.[101 || @
% | || | [leoth v||1e21881] || O
[ ] | ||| || [Both v |1024680.] || 0O
] | ] | |[Bath v [1921684] || O
] | ||| || [Botn v |1eza68a] || O
[ ] | ] || [Botn v 102162 || O
[ ] | | | ] || [Both v ] |1021681. || O
[ ] | | | |leotn v [1e21881 || O
[ ] | ] | [leoth v||1e21881] || O
| ||| | |[Both v|[1921681] || O
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6.2 Configuration Example (TP-Link Router)

This section shows the example of the remote access configuration with the
TP-Link router (Model No.: TL-WR741ND).

6.2.1  Apply DDNS

The TL-WR741ND TP-Link router supports No-IP, Dyndns and Comexe DDNS
service, details of the DDNS service please contact the TP-Link router
manufacturer.

150M Wireless Lite N Router

Tp-LINK ‘Model No. TL-WR741N | TLWRT41ND

Status
s s | ONS Heb
ass The Device offers a Dynamic Domain Name System (DDNS) feature
— DDNS lels you assign a fired host and domain name to a dynamic
Service Provider: NoIP (www.no-p.com) ¥ Goloreaister. Internet IP address. It is useful when you are hosting your own website,
Wireless Yo e — FTP server, or other server behind the Device. Before using this feature,
T iseqHame: Dyndh T pr you need to sign up width DDNS senvice providers such as www.no-
o o yndns ( www. dyndns org ) ipcom The Dynamic DNS client senice provider will give you a
Forwarding asswor wnuny comexe.cn password or ke,
Security Comamhame: | Follow these instructions ta set up DDNS:
Parental Control Ifyour selected dynamic DNS Service Provider is www no-ip com
Enable DDNS
Access Control L 1. Enterthe User Name for your DONS aceount
Advanced Routing Connection Status:  DDNS not launching! 2. Enterthe Password for your DDNS account
3. Enter the Domain Name you received from dynamic DNS service

provider.
Click the Login bution to Iogin to the DDNS senvice

Bandwidth Control

-

IP & MAC Binding

Connection Status - The status of the DDNS senice connection is

ynamic DNS
System Tools
Click Logout to logeut of the DDNS service.
Notice: If you wantto login again with anether account after a successful

login, please click the Logout butten, then input yeur new username and
password and click the Login button

10
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6.2.2

Configure DDNS to router

After you have applied the DDNS service, your will get the account information
which including username, password, host name, etc. Please enter the account
information to the DDNS configuration web page of your router to enable the
DDNS service.

Status
Quick Setup

Qss

Network

Wireless

DHCP

Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding

Dynamic DNS

System Tools

TP-LINK'

150M Wireless Lite N Router
Model No. TLWRT41N { TLWR741ND

Service Provider:
User Name:
Password:

Domain Name:

Connection Status:

NoP { www no-ipcom) v | Gotareaister

HI

(] Enable DDNS
DDNE notlaunching!

Save

DDNS Help

The Device offers a Dynamic Domain Name System (DDNS) feature.
DDNS lets you assign a fixed host and domain name to a dynamic
Internet IP address. It is useful when you are hosting your own website,
FTP server, or other server behind the Device. Befere using this feature,
you need to sign up width DDNS senice providers such as www.no-
ip.com. The Dynamic DNS client senice provider will give you a
password or key.

Follow these instructions to set up DDNS:
Ifyour selected dynamic DS Service Provider is www.no-ip com

1. Enterthe User Name for your DDNS account
Enter the Password for your DDNS account

Enter the Domain Name you received fram dynamic DNS service
provider.

4. Clickthe Login button to login to the DDNS senice

wr

Connection Status - The status of the DDNS senice connection is
displayed here

Click Logout to legout of the DDNS service
Notice: If youwant to login again with another account after a successful

login, please click the Legout button, then input your new username and
password and click the Login button.

11
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6.2.3  Reserve fixed IP Address for CG102BS

Power-up the CG102BS according to the section 3 of current document, and
then open the admin web page of the TP-Link router. From the “"DHCP Client
List” web page of the TP-Link router, find the "MAC address” and “Assigned IP”

of the CG102BS.

TP-LINK

150M Wireless Lite N Router
Model No. TLWRT41N { TLWR741ND

Status
Quick Setup
Qss
Network

HCP Clients List

DHCP Clients List Help

This page shows Client Name, MAC Address, Assigned IP and Lease
Time of each DHCP Client connected to the Device

frr— ID Client Name MAC Address Assigned IP Lease Time « Client Name - The name of the DHCP dlient
1 userVAID 54-40-49-A1-F3-50 182188.0.100 012625 « MAC Address - The MAC address of the DHCP client

DHCP - Assigned IP - The IP address that the Device has allocated to the
2 CG10285 T0-88-T8-FF-FF-36 192.188.0.101 01:20:43 DHCP dlient

- DHCP Settings
- DHCP Clients List

- Address Reservation
Forwarding

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control

1P & MAC Binding
Dynamic DNS

System Tools

192.168.0.1/userRpmy/AssignedipAddrListRpm.htm

Lease Time - The time of the DHCP client leased

You cannot change any of the values on this page. To update this page
and ta show the current connected devices, dick on the Refresh bution

Go to the “Address Reservation” page and click the “Add New"” button.

TP-LINK

150M Wireless Lite N Router
Model No. TLWRT41N { TLWR741ND

Status
Quick Setup
Qss
Network

Address Reservation

Address Reservation Help

When you specify a reserved IP address for a PC inthe LAN, that PC will
always receive the same IP address each fime when it accesses the
DHCP server. Reserved IP addresses could be assigned to servers that

D MAC Add R d IP Addi Stat Modi
Wireless ress eserve ress atus odity require permanent IP seftings.
DHCP « MAC Address - The MAC Address of the PC that you want to
- DHCP Setti Add New Enable All Disable Al Delete Al reserve an IP address for.
nas ) I I | + Reserved IP Address - The IP address that the Desice reseved
- DHCP Clients List « Status - It shows whether the entry s enabled or not
. aton = Modify - To modify or delete an existing entr.

Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
1P & MAC Binding
Dynamic DNS

System Tools

192.168.0.1/userRpm/FixMapCligRpm htm

To Reserve IP Addresses, you can follow these steps

Enter the MAG Address (The format for the MAC Address 1s J0G0C
JOHOHGCI) and the IP address in dotted-decimal notation ofthe
computer you wish to add

Clickthe Save bution.

S

To modify a Reserved IP Address, you can follovr these steps:
1. Select the reserved address entry as you desired, modfy it If you
wish to delete the entry, dickthe Delete link of the entry.
2. Clickthe Save bution.
Click the Add New... button to add a new Address Reservation entry.
Click the Enable All button to enable all the entries in the taole.
Click the Disable All button to disable all the entries in the tadle.
Click the Delete All button to delete all the enries in the table

Click the Next button to go to the next page, or click the Previous button
return to the previous page

Hote: The changes will not take effect until the Device rebaots

12
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Enter the "MAC Address” of the CG102BS and enter the desired IP address in
the “Reserved IP Address” field. The desired IP address could be the

“Assigned IP” in the "DHCP Client List” web page.

Status
Quick Setup

Qss

Network

Wireless

DHCP

- DHCP Settings

- DHCP Clients List

- Ad rvation
Forwarding

Security

Parental Control

Access Control

Advanced Routing
Bandwidth Control

1P & MAC Binding
Dynamic DNS

System Tools

TP-LINK'

150M Wireless Lite N Router
Model No. TLWRT41N { TLWR741ND

Add or n Address Reservation Entry

Status:

Address Reservation Help

When you specify a reserved IP address for a PC in the LAN, that PC will
always receive the same IP address each fime when it accesses the
DHCP server. Reserved IP addresses could be assigned to servers that
require permanent IP settings.

* MAC Address - The MAC Address of the PC that you want to
reserve an IP address for.

Reserved IP Address - The IP address that the Device reserved
Status - It shows whether the entry is enabled or not

Modify - To modify or delete an existing entry.

To Reserve IP Addresses, you can follow these steps

Enter the MAG Address (The format for the MAC Address 1s J0G0C
JOHOHGCI) and the IP address in dotted-decimal notation ofthe
computer you wish to add

Clickthe Save bution.

S

To modify a Reserved IP Address, you can follovr these steps:
1. Select the reserved address entry as you desired, modfy it If you
wish to delete the entry, dickthe Delete link of the entry.
2. Clickthe Save bution.
Click the Add New... button to add a new Address Reservation entry.
Click the Enable All button to enable all the entries in the taole.
Click the Disable All button to disable all the entries in the tadle.
Click the Delete All button to delete all the enries in the table

Click the Next button to go to the next page, or click the Previous button
return to the previous page

Hote: The changes will not take effect until the Device rebaots

13
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6.2.4  Port Forwarding

Open the Port Forwarding configuration page of the TP-Link router and click
the “"Add New” button.

TP-LINK 150M Wireless Lite N Router

‘Model No. TLWRT41N  TLWRT41ND

Status

Quick Setup Virtual Servers Virtual Servers Help

Qss Virtual servers can be used for setting up public services on your LAN

eTas A virtual server is defined as a service port, and all requests from
0 ErsEm IR Do ] St WModity Internet to this service port will be redirected to the computer specified

Wireless bythe server IP. Any PC that was used for a virtual server must have a

DHCP static or reserved IP address because its IP address may change
when using the DHCP function.

rding Add New. Enable All Disable All Delete All
fon (bp‘ ‘ ‘ | ‘ | = Service Port - The numbers of External Senice Ports. You can
- Virtual enter a senice port or a range of service ports (the format is

: 300~ YYY, 300K is Start port YYY is End por)

- Port Tniggering Next « Internal Port - The Intemal Senice Fort number of the PC
oMz running the senice application. You can lsave It blank f the
Internal Port is the same as the Senvice Port, or srtsr 3
Specific port number when Service Port is  single ne

Security « IP Address - The IP address of the PC running the service
application

Parental Control + Protocol - The protocol used for this application, either TCP,
" Control UDP, or All (all protocols supported by the Device)

iccess Control « Status - The status of this entry, "Enabled” means the viriual
‘Advanced Routing semver entry is enabled

+ Common Service Port - Some common services already exist

Bandwidth Control in the pull-down list
1P & MAC Binding « Modify - To modify or delete an existing entry.
Dynamic DNS To setup a virtual server entry:

System Tools

Click the Add New... button.

2. Select the senice you want to use from the Commen Service
Port list. If the Common Service Port menu does not list the
semice that you want to Use, enter the number of the service
port or Service portrange in the Service Port box

3. Enter the IP address of the computer running the service
application in the IP Address box

4. Selectthe protocol used for this application in the Pratocol box,
&ither TCP, UDP, or All

5. Selectthe Enabled option in the Status pull-down list

6. Clickthe Save button

MNote: It is possible that you have a computer or server that has more
than one type of available service. If so select another service, and
fune the sama IP addrass fr that camniter ar saner

14



Citygrow Energy Systems CG102BS User Manual

Add a new port forwarding configuration in the page, which the setting should
be:
Service Port: 10004
Internal Port: 10004
IP Address: 192.168.0.101 (Reserved IP address of the CG102BS)
Protocol: ALL (TCP & UDP)
Status: enabled
Common Service Port: --Select One—(Do not need to change)
Then save the setting to the router.

Tp_LINK 150M Wireless Lite N Router

‘Model No. TLWRT41N  TLWRT41ND

Status

Quick Setup Add or rtual Server Entry Virtual Servers Help

Qss Virtual servers can be used for sefting up public senvices on your LAN

— A virual sever is defined as a sewvice port, and all requests from
Service Port: |:| (XXX 0r XX) Internet to this service port will be redirected to the computer specified

Wircless ) by the server IP. Any PC that was used for a virual server must hiave
mternatPor: | | 00X, Onlyvalid or single Senice Fort or leave a blank) static or reserved IP address because its IP address may change

e pagwess || when using the DHCP function

= :

o) protwoor (AL . + Service Port - The numbers of External Senvice Forls. You can

~Virtual : enter a senice port or a range of service ports (the format is

= Status: | Enabled - X - YYY, XK is Start port, YYY is End port)
RO TTonEeg - Internal Port - The Internal Senice Port number of the PC
oMz running the senice application. You can leave it blank if the
Internal Port is the same as the Service Port, or enter a
Common Service Port: | ~Select One— M specific port number when Service Port is a single one
e « IP Address - The IP address of the PC running the service

application

Parental Control Protocol - The protocol used for this application, either TCP,
ccess Contro + Status - The status of this entry, "Enabled” means the virtual

Advanced Routing senver entry is enabled

+ Common Service Port - Some common services already exist
Bandwidth Control in the pull-down list

IP & MAC ing + Modify - To modify or delete an existing entry.

Dynamic DNS To setup a virtual server entry:

System Tools

Clickthe Add New... button.
Select the senice you want to Use from the Commen Service
Port list. If the Common Service Port menu does not list the
semice that you want to use, enter the number of the service
port or Service portrange in the Service Port box

Enter the IP address of the computer running the service
application in the IP Address box

Selectthe protocol used for this application in the Pratocol box,
&ither TCP, UDP, or All

Selectthe Enabled option in the Status pull-down list

Clickthe Save bution.

S

-

MNote: It is possible that you have a computer or server that has more
than one type of available service. If so select another service, and
fune the sama IP addrass fr that camniter ar saner

Tp_LINK 150M Wireless Lite N Router

‘Model No. TLWRT41N  TLWRT41ND

Status

Quick Setup Virtual Servers Virtual Servers Help

Qss Virtual servers can be used for setting up public services on your LAN

eTas A virtual server is defined as a service port, and all requests from
O Soem R TS Fom) G Modity Internet to this service port will be redirected to the computer specified

Wireless bythe server IP. Any PC that was used for a virtual server must have a
1 10004 10004 192.188.0.101 ALL Enabled  Modift Delete static or reserved IP address because its IP address may change

DHCP

(i « Service Port - The numbers of Exernal Senice Poris. You can
Virtual AddNew .. || EnableAl || DisableAl || Delete Al | enter a senvice port or a range of service ports (ihe format is
X - YYY, XK is Start port, YYY is End port)
« Internal Port - The Intenal Serice Port number of the FC
oMz running the senice application. You can leave it blank if the
Next Internal Port is the same as the Service Port, or enfer a
Specific port number when Service Port s a single ane
Security « 1P Address - The IP address of the PC running the service
application.
Protocol - The protocal used for this application, either TCP,
UDP, or All(all protocals supported by the Device)
« Status - The status of this entry, “Enabled” means the virual
YT — server entry s enabled
+ Common Service Port - Some common sevices already exist
Bandwidih Control in the pull-down list
1P & MAC Binding « Modify - To modiy or delete an existing entry:

when using the DHCP function.

- Port Triggering

Parental Control

Access Control

Dynamic DNS To setup a virtual server entry:

System Tools

Click the Add New... button.

2. Select the senice you want to use from the Commen Service
Port list. If the Common Service Port menu does not list the
semice that you want to use, enter the number of the service
port or Service portrange in the Service Port box

3. Enter the IP address of the computer running the service
application in the IP Address box

4. Selectthe protocol used for this application in the Pratocol box,
&ither TCP, UDP, or All

5. Selectthe Enabled option in the Status pull-down list

6. Clickthe Save button

MNote: It is possible that you have a computer or server that has more
than one type of available service. If so select another service, and
fune the sama IP addrass fr that camniter ar saner

15
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6.3 Configuration Example (NETGEAR Router)

This section shows the example of the remote access configuration with the
NETGEAR router (Model No. WNDR4500).

6.3.1  Apply DDNS

The TL-WR741ND TP-Link router supports DynDNS service, details of the DDNS
service please contact the NETGEAR router manufacturer.

NETGEAR genie —

WHNDR4500 Firmware Version

V1.0.1.20_1.0.40

ADVANCED

ADVANCED Home —
Setup Wizard [ oy > W XcCancel Show Status

» Setup #| Use a Dynamic DNS Service

Service Provider www DynDNS org

» Security HostName www.DynDNS.org
» Administration

» USB Storage

User Name

v Advanced Setup Password

Wireless Seftings
Wireless Repeating

Port Forwarding / Port
Triggering

Static Routes
Remote Management
UPnP

1Pv6

Traffic Meter

USB Settings
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6.3.2  Configure DDNS to router

After you have applied the DDNS service, your will get the account information
which including username, password, host name, etc. Please enter the account
information to the DDNS configuration web page of your router to enable the
DDNS service.

NETGEAR genie .

Firmware Version
[EIIRNA MR V1.0.120_1.040

ADVANCED | English |

ADVANCED Home

» USB Storage

» Security

» Administration
vAdvanced Setup

Wireless Settings

#! Use a Dynamic DNS Service

Service Provider
Host Name
User Name

Password

www DynDNS org ¥

Wireless Repeating

Port Forwarding / Port
Triggering

Static Routes
Remote Management
UPnP

IPvE

Traffic Meter

USB Settings
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6.3.3 Reserve fixed IP Address for CG102BS

Power-up the CG102BS according to the section 3 of current document, and
then open the admin web page of the NETGEAR router. From the “Attached
Devices” web page of the NETGEAR router, find the “IP Address” and “MAC
address” of the CG102BS.

e

NETGEAR genie

Firmware Version
'WNDR4500 V1.0.1.20_1.0.40

Internet 3
Wireless 3
CEZEED |
# [ IP Address [ Device Name | MAC Address

Parental Controls >
ReadySHARE >
>

Guest Network

19 | 192.168.1.220 | CG102BS | 70:8B:78:03:00:00

Wireless Devices (Wireless intruders also show up here)

# [ IP Address [ Device Name [ MAC Address
@ Help Center i, Show/Hide Help Center
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Go to the “"LAN Setup” page and click the “Add"” button to add a new address
reservation setting.

Logout

NETGEAR genie _ _

WNDR4500 V1.0.1.20_1.0.40

ADVANCED

ADVANCED Home
Setup Wizard
WPS Wizard
¥ Setup Device Name WHDR4500
Internet Setup
——— LAN TCPIIP Setup
WAN Setup
LAN Setup IP Address 192 |. (168 |. |1 .1
QoS Sefup IP Subnet Mask 255 |. 255 [. [255 |. [0
Guest Network

RIP Direction Both A
» USB Storage RIP Version Disabled v
» Security

¥ Use Router as DHCP Server
» Administration

Starting IP Address 192 |. (168 |. |1 . |101
»Ad d Sef

e Ending IP Address 192 |. [162 |. [1 198
Address Reservation
[ = ] IP Address Device Name WAC Address
Aﬂd # Edit X Delete
i Show/Hide Help Center
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Enter the desired IP address in the “IP Address” field, the *“MAC Address” of the
CG102BS in the "MAC Address” field and the name of this address reservation
setting. The desired IP address could be the “IP Address” in the “Attached

Devices” web page.

" Logout

NETGEAR genie , ,

V1.0.1.20_1.0.40

WNDR4500

ADVANCED

S—
Setup Wizard )
WPS Wizard

v Setup

Address Reservation Table

[ E Il IP Address Il Device Name [ MAC Address

Internet Setup
Wireless Setup
WAN Setup

QoS Setup
Guest Network

» USB Storage
» Security
» Administration

» Advanced Setup

IP Address
MAC Address
Device Name
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6.3.4  Port Forwarding

Open the Port Forwarding configuration page of the NETGEAR router and click
the “"Add Custom Service” button.

NETGEAR genie —

WNDR4500 Firmware Version

V1.0.1.20_1.0.40

ADVANCED  router firmware upgrac Dle [English |

[iovwcioio R oo o e
Setup Wizard 1

WPS Wizard 3 Please select the service type.

» Setup ® Port Forwarding

Port Triggerin:
» USB Storage o0 g

» Security Service Name Server IP Address

FTP v 192 |.|168 |. |1 m

Internal Start
P

» Administration

v Advanced Setup I 3 I

Service Name External End Port Internal End Port Internal IP address

External Start
Port

Wireless Settings
Wireless Repeating
Triggering

Dynamic DNS

Static Routes
Remote Management
UPnP

1Pv6

Traffic Meter

USB Settings

X botesovee

‘ =+ Add Custom Service .
Show/Hide Help Center
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Add a new port forwarding configuration in the page, which the setting should
be:

Service Name: Home Automation

Service Type: TCP/UDP

External Starting Port: 10004

External Ending Port: 10004

Use the same port range for Internet port: Selected

Internal IP Address: 192.168.1.220 (Reserved IP address of the CG102BS)
Then “Apply” the setting to the router.

NETGEAR genie =

WNDR4500 Firmware Version

V1.01.20_1.040

ADVANCED [ English |

ADVANCED Home Ports - Custom Services

Setup Wizard -
—— Xcance
WPS Wizard

» Setup Semvice Name

»USB Storage Senvice Type TCR/UDP +
» Security External Starting Port (1~65535)

» Administration Bxtarnal Ending Port (1-65535)

| Use the same port range for Internal port

Internal Starting Port (1~65535)
Wireless Settings Internal Ending Port

Wireless Reneating Internal IP address 192 168 1

Port Forwarding / Port X
Triggering Or select from currently attached devices

Jynamic DNS IP Address Device Hame
Static Routes
Remote Management
uPnP

1Pv6

Traffic Meter

USB Settings

wAdvanced Setup
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6.4 HomeNET App

iPhone
- Open the “Setting” of your iPhone and find the “HomeNET” setting page.
- Switch on the “Internet Access” option
- Input your host name (from your DDNS service provider) into the “Default
Internet” field.
- Input “10004” into the “Default Port” field.

Carrier 4:48 PM (—

¢ Settings  HomeNET
IP SETTINGS

Internet Access

Default Internet
Default IP

Default Port 10004
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iPad

- Open the “Setting” of your iPad and find the “HomeNET” setting page.

- Switch on the “Internet Access” option

- Input your host name (from your DDNS service provider) into the “Default

Internet” field.

- Input “10004” into the “Default Port” field.

Carrier ¥
Settings

General

CE

Privacy

D

iCloud

ol

Maps
Safari

Photos & Camera

"ee

Game Center

W Twitter

n Facebook

®® Flickr

m Vimeo

SKYEYE

Android

4:18 PM 100% -

HomeNET
IP SETTINGS
Internet Access
Default Internet
Default IP

Default Port 10004

- Open the “Setting” page of the “HomeNET”.

- Enable the “Internet Access” option in “Remote Setting”.

- Input your host name (from your DDNS service provider) into the “URL”

field.

- Input “10004” into the “Port” field.

Back Internet Access

Remote Setting
Internet Access D
URL RL
Port yort

Local Setting
P ip

Port 10004

End of document
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