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About this Administrator's Guide

The Quadro Manual is divided into three parts:

e Manual-I: Installation Guide
gives step-by-step instructions to provision the Quadro IP PBX and configure the phone extensions with the Epygi SIP Server. After successfully
configuring the Quadro IP PBX, users will be able to make SIP phone calls to remote Quadro devices, make local calls to the PSTN and access
the Internet from devices connected to the LAN.

e Manual-Il: Administrator's Guide explains all Quadro management menus available for administrators only. It includes a list of all System
Default Values.

e Manual-lll; Extension User's Guide explains all Quadro management menus available for extension users. A list of all call codes can be found
there, too.

This guide contains many example screen illustrations. Since Quadro IP PBXs offer a wide variety of features and functionality, the example screens
shown may not appear exactly the same for your particular Quadro IP PBX as they appear in this manual. The example screens are for illustrative
and explanatory purposes, and should not be construed to represent your own unigue environment.

Quadro’s Graphical Interface describes to the Quadro's graphical user interface and explains all recurrent buttons.

Administrator's Menus explains the Administrator's management pages according to the menu structure shown on the main page of the Quadro
management.

Administrator's Additional Features explains some input-options for administrators only that may be selected from the extension user's main
page.
PBX Services for Quadro’s Administrator explains PBX features for administrator accessible from the handset.

Appendix: Extension User's Welcome Page includes a form that allows the administrator to inform his extension user with all individually needed
addresses and phone numbers.

Appendix: System Default Values lists all factory defaults.

Appendix: Software License Agreement includes the contract for using Quadro's hardware and software.

Quadro6L; (SW Version 5.1.x) 4
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Quadro’s Graphical Interface

Administrator’s Main Page

When the administrator logs in, the Quadro Management page is displayed with a table of active calls (including information about call peers, call
duration and start time) at the startup. The button Terminate next to each active call is used to terminate the corresponding call. Here the
administrator may access the following settings and perform the actions:

Main System Users  Telephony Internet Uplink Network @epygl

quadra
Refresh in 570 seconds!

Quadro6L Management
Active Calls

Call Start Time | Call Duration | Calling Phone | Called Phone

Mo iterns in list

Boot loader: 4.0.5/Release
Firmmare Uersion: 4.1.25/Release

Internet connection status: DHCP Client Users current &1y logged in
- admin fzem 192.166.70.16. eapires 198:20
- admin from 192.168.0.201, res 18:12

Renew YWAN IP Address - aduin from 192.168.0.26, espires 13:22

Copyright (=) 2007 Epyai Technologies, Ltd. Al rights resened

Fig. Il-1: Quadro6L Management

By clicking on System, Users, Telephony, Internet Uplink or Network the administrator may access the following settings in each respective
category and perform actions specific to each category.

System Menu Telephony Menu Internet Uplink Menu Network Menu
o System Configuration Wizard o Call Statistics e PPP/ PPTP Settings * DNS Settings
e Internet Configuration Wizard o SIP Settings e VPN Configuration e DNS Server Settings
o Status o RTP Settings e Dynamic DNS Settings o DHCP Settings for the LAN
« [P Routing Configuration o NAT Traversal Settings e Firewall and NAT Interface
o Configuration Management o Line Settings o Filtering Rules
e Events e FXO Settings e IDS Log
e Time/Date Settings e Gain Control
e Mail Settings e SIP Tunnel Settings
o SMS Settings « Call Routing Users Menu
o Firmware Update o VoIP Carrier Wizard * Extensions Management Registration Form
o Networking Tools « RADIUS Client Settings e Receptionist Management (in menu tree only)
R ; . \Voi ; ; e Extensions Directory
" Diorostes - Dl plor Sotings + Authorized Phones Database  Loaout
e Features e 3PCC Settings
e Upload Language Pack e Key System Emulation
e User Rights Management e RTP Streaming Channels

The functional button Renew Wan IP Address appears on the administrator's main Quadro Management page if the Quadro device acts as a
DHCP client. The Renew WAN I[P Address button is used to obtain a new WAN IP address in case, e.g., the Quadro moves to another network.

The functional button Establish Your Internet Connection Now respectively Terminate Your Internet Connection Now occurs on the Quadro
Management page if PPPOE is used as WAN interface protocol.

The link Please Check Your Pending Events will be displayed on the administrator Main Menu page if new system events exist. The link leads to
the Events page that can be also accessed from the System menu.

The list of Users currently logged into the system is seen in the lower right corner of the Administrator's Main Menu. Information about IP address
user accessed Quadro GUI from, the username user is logged in and the time until the next automatically logout is provided herein. The current
version of the Quadro's firmware and of its boot loader is also available here. The idle session timeout is set to 20 minutes. If no action is performed
during that time, user will be automatically moved to the Login page and will be requested to login again.

The link Refresh in occurs in the upper right corner beside the field displaying the number of seconds until the next refresh and is used to perform a
manual reload of the page. If a page with a Refresh counter is left opened, the session time-out counter will be updated periodically and the logout
timeout will never expire.

Quadro6L; (SW Version 5.1.x) 5
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Administrator's Menus

Recurrent Buttons

Throughout this guide, you will see a variety of recurrent buttons. Below is a description of these buttons.

Button

Description

Button

Description

FPrevious

This button leads back to the previous
page of a fixed sequence of pages (used
mainly in wizards).

Back

This button returns you to the page you were
previously on.

[+ ext

This button leads forward to the next page
of a fixed sequence of pages (used mainly
in wizards).

EI
Eal

This button confirms an operation you started
before.

Cancel

This button discards the latest not yet
confirmed entries.

Yes

This button confirms an operation you chose
before.

Finish

This is the last button of a fixed sequence
of pages that completes and saves the
entries of an entire sequence.

M

This button discards an operation you chose
before.

Help

This button opens the help page
belonging to the currently active Quadro
management page.

0]
= .
= =]
[3¢]

This button saves the settings modified on the
currently active management page.

|IP-Clipboard

This button opens a window where the last
inserted IP addresses are listed. It allows
the user to make a quick selection of an IP
address that has been previously used.
This will avoid the user needing type it
again. The clipboard can hold up to 10 IP
addresses and a new IP address will
replace the oldest one from the list.

SIP-Clipboard

This button opens a window where the last
inserted SIP addresses are listed. It allows the
user to make a quick selection of an IP address
that has been previously used. This will avoid
the user needing type it again. The clipboard
can hold up to 10 SIP addresses and a new
SIP address will replace the oldest one from the
list.

Recurrent Functional Buttons

In connection with the tables, the following are the few buttons you will see:

Functional Button

Description

Allows adding a new record to the displayed table. A new page will be displayed to enter any new settings.

Allows modifying the settings of the record selected by a checkbox. Normally only one (1) record may be selected. A new

Edit page will be displayed to enter the modified settings.
Delete Deletes the selected entry(s) of a table. A warning message will ask for confirmation before deleting an existing entry.
Select All Selects all table entry(s) for example for further deletion.

Inverse Selection

Inverses (opposites) an existing selection of table entry(s). If no entries are selected, clicking the button will select all

records.

Refresh in...

May be shown in the upper right corner of a page. It displays the number of seconds remaining until the next refresh of the
page will occur. It may be used to reload the page manually.

Most of the tables offer the option to sort the entries in ascending or descending order by clicking the headings of the columns. A small arrow next to
the column heading indicates the direction of sorting - upward or downward. The entries of the table can be selected by using the corresponding
checkboxes in order to edit or delete them.

Entering SIP Addresses Correctly

Calls over IP are implemented based on Session Initiating Protocol (SIP) on the Quadro. When making a call to a destination that is somewhere on
the Internet, a SIP address must be provided.

SIP addresses needs to be specified in one of the following formats:

“display hame” <username@ipaddress:port>
“display name” <username@ipaddress>
username@ipaddress:port
username@ipaddress

username

For your convenience, the following combinations can be used:

® *@ipaddress - any user from the specified SIP server

® username@* - a specified user from any SIP server

® *@* - any user from any SIP server

The display name and the port number are optional parameters in the
SIP address. If a port is not specified, 5060 will be set up as the default
one. The range of valid ports is between 1024 and 65536.

A flexible structure of wildcards is allowed. In comparison with a
wildcard, the “?” character stands for only one unknown digit and the “*”
character stands for any number of any digits.

Please Note: Wildcards are available for caller addresses only. No
wildcard characters are allowed for called party addresses. Exceptions
are addresses in the Supplementary Addresses table that are used by
Outgoing Call Blocking and Hiding Caller Information Settings
services. To use “*" and “?” alone (as non wildcard characters), use “\*”
and “\?” correspondingly.

Quadro6L; (SW Version 5.1.x)
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Administrator’s Menus

System Menu

System Y
~@cpysi

Fig. Il-1: System Menu in Dynamo theme Fig. 11-2: System Menu in Plain theme

System Configuration Wizard

The System Configuration Wizard allows the administrator to define the Quadro’s Local Area Network settings and to specify regional configuration
settings to make Quadro operational in its LAN. The System Configuration Wizard MUST be run upon Quadro's first startup to make sure that it
works properly in its network environment. The Wizard allows navigating through the following basic configuration parameters and settings:

e  System Configuration (see below)
(] DHCP Settings for the LAN Interface

®  Regional Settings and Preferences (see below)

e  Emergency Codes and PSTN Access Codes Settings (see below)

Main  System  Uuers  Telaplway tornet Uplink— Metwork @L'P}'HI

System Configuration Wizard

Getting Started

DHCP Settings for the LAN are described in the chapters
below. The LAN configuration and regional settings will be
described later in this chapter.

Please Note: It is strongly recommended to leave the e [E5E) L
factory default settings if their meanings are not fully
clear to the administrator. e e i

Fig. 11-3: System Configuration Wizard - Start page

Quadro6L; (SW Version 5.1.x) 7
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Administrator's Menus

The System Configuration page contains the host name, IP
address and Subnet Mask information about the Quadro LAN
interface. These settings make Quadro available to the
internal network.

The System Configuration page offers the following input
options:

Host Name requires a host name for the Quadro device.

Domain Name requires the LAN side domain name which
the Quadro belongs to.

IP Address requires the Quadro host address for the LAN
interface.

Subnet Mask requires the Quadro hosts’ Subnet Mask.

The Regional Settings and Preferences are used to select
settings specific to the location of the Quadro. This is
important for the functionality of the voice subsystem.

The Regional Settings and Preferences page has two drop
down lists to select the Location (country) and a
corresponding Timezone. Quadro will support Daylight
Savings (DST) correction if it is available for the selected time
zone.

This page also has a manipulation radio button group to
choose:

System Language — selection is available only when the
custom Language Pack has been uploaded and it is used to
enable custom language for system voice messages or
returning back to the default language English.

GUI Theme - selection used to select the GUI theme style
of the web based configuration pages.

The Choose Theme on Login checkbox indicates whether
the GUI theme selection radio buttons should be displayed on
the Quadro Login page. Selecting the checkbox will allow
users to choose the GUI theme before logging into the
Quadro. Leaving the checkbox unselected will require the
administrator to run the System Configuration Wizard to
change the theme.

The Emergency Codes and PSTN Access Codes Settings
are used to configure the emergency dial plan.

The Emergency Codes text field requires the PSTN
numbers of the emergency or lifeline services. Multiple
emergency codes, separated by commas, can be inserted in
this field. For each emergency code, a routing pattern will be
generated in the Call Routing Table, which will allow faster
and easier calls to emergency destinations.

The PSTN Access Code drop down list allows you to select
the prefix code for accessing the PSTN line in the routing
mode. Dialing the digits inserted in this text field will provide
the PSTN dial tone when dialed from the handset.

Main  System  Usars  Talaphony Senarmet Uplink Matwork @"P.\H'

System Configuration Wizard

System Configuration

LEV-Guadra

envgl-conig com

30 0 1 IP-Clipbaurd |

55 155 (] (] IP-Clipbgard

Fig. 11-4: System Configuration Wizard - System Configuration page

@epyyi

t-Duadn

Main  Systen  sers  Telophany eenet Uplink  Metwork

System Configuration Wizard

Regional Settings and Preferences

ot lncale focation). | US -
Timezone: (3MT-08.00) Central Teme (IS & Canada) hed |

Chooge Srvem Language  Ghoose Defaull 8L Theme

(=) Blgven (Slovenia) O Plain

) Engesn (US) @ fynama

L) Choose Theme on Login

Cancsl Hglp

|_Prewous_| [t |

Cpyn (0D 20032000 Lival THEAAGH AL LIS A1 M tnsvivad.

Fig. 11-5: System Configuration Wizard - Regional Settings page

Main  System  Users  Teloplway tormet Uplink — Metwork

@y

System Configuration Wizard

Emergency Codes and PSTN Access Code Settings

G

Frevious_| [Crea ) [Ccancal ([ hen

Fig. 11-6: System Configuration Wizard - Emergency Codes and PSTN Codes Settings page

Quadro6L; (SW Version 5.1.x)
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Internet Configuration Wizard

The Internet Configuration Wizard allows the administrator to configure the WAN interface settings and to adjust Quadro’s connectivity with an
external network. The Internet Configuration Wizard MUST be run for Quadro to be connected to the Internet.

........ T @cpygi

Intetnet Configuration Wizard

All the settings of the Internet Configuration Wizard are
described in the chapters below except those for the IP
settings, which will be described in this chapter.

Please Note: It is strongly recommended not to change
the factory default settings if their meanings are not fully
clear to an administrator.

Fig. 11-7: Internet Configuration Wizard - Start page

The Wizard allows navigating through the following basic configuration parameters and settings:

e  Uplink configuration (see below)

For WAN Interface protocol PPPOE: For WAN Interface protocol PPTP: For WAN Interface protocol Ethernet:
e PPP/PPTP Settings ® WAN IP Configuration (see below) ® WAN IP Configuration
e WAN Interface Configuration (see below) e PPP/PPTP Settings ® WAN Interface Configuration (see below)
® DNS Settings e WAN Interface Configuration (see below) ® DNS Settings

® DNS Settings '

The Switch to Auto Provisioning link moves you to the Automatic Provisioning page where Quadro can be configured automatically.

The Uplink Configuration page allows you to select the Quadro's
WAN interface connection type and its bandwidth settings. These

settings will make Quadro available to the external network. Man Systen Users  Telephony  Wletnel Upank Network (c:*‘_]){{n!i_
Depending on the Uplink Interface Protocol selection, the page Internet Configuration Wizard

following the Uplink Configuration page is different. Thus if

PPPOE is selected, the next page will be PPP Configuration, while Uplink Gonfiguration

selecting Ethernet will bring up the WAN IP Configuration page.

The Uplink Configuration page offers the following components:

The WAN Interface Protocol radio buttons are used to choose the ors o —
protocol depending on the requirements of the ISP (Internet Service B Do VinDsaRate. [0

Provider):

PPPOE - turns on the PPP over an Ethernet connection.

PPTP — turns on the Point to Point Tunneling Protocol (PPTP)
interface used for the connection between Quadro and ADSL [Fresos ) (e [ (|
modem. A fixed IP address configuration is needed in this
case.

. Fig. 11-8: Internet Configuration Wizard - Uplink Configuration page
Ethernet - turns on the Ethernet connection. 9 9 P 9 pag

The WAN Interface Bandwidth settings allow the specification of the upstream and downstream speeds in kbit/s, helping to assure the quality of IP
calls. An IP call looses the voice quality if there is no available bandwidth. When approaching the limits of bandwidth capacity, another IP call will be
declined.

The bandwidth provided by the ISP has to be specified in the text fields Upstream Speed and Downstream Speed. The default entry in both fields
is 10000, the maximum bandwidth of a 10 MB Ethernet.

The bandwidth required by an IP call depends on the codecs used and these specifications are listed in the tables below:

Quadro6L; (SW Version 5.1.x) 9



Quadro Manual Il: Administrator's Guide

Administrator's Menus

Required Bandwidth for Standard Packets:

Packet
Size in
msec. G.711u/G.71la G.726-16 G.726-24
10 105 58 66
20 84 37 45
30 76 30 38
40 74 27 34
50 71 25 32
60 67 22 30

Required Bandwidth for Encrypted Packets when a VPN is used:

Needed bandwidth in kbit/s using the Codecs:

G.726-32 G.726-40 @ G.729a
74 82 50
53 61 29
45 53 22
42 50 19
40 48 17
37 45 15

Packet Needed bandwidth in kbit/s using the Codecs:

Size in

msec. G.711u/G.711a G.726-16 G.726-24 G.726-32 = G.726-40 G.729a
10 148 98 105 118 124 92
20 105 59 65 74 81 49
30 90 43 52 60 66 35
40 85 38 45 53 61 30
50 80 34 41 48 56 26
60 74 29 37 45 52 22

iLBC-13.33

27

20

iLBC-13.33

41

26

The Min Data Rate text field requires the amount of upstream bandwidth that ought to remain for data applications even if voice applications use the
entire available upstream bandwidth. The value selected here needs to be smaller than the upstream bandwidth and is measured in kbit/s.

The WAN IP Configuration page is only displayed if Ethernet or
PPTP has been selected to be the uplink protocol. It offers the
following components:

The Assign automatically via DHCP radio-button selection switches
to automatic retrieval of the WAN IP address from a DHCP server at
the ISP/uplink.

Please Note: DHCP referred to here is the one that runs on the
provider’s side and not the Quadro’s personal DHCP server.

The Assign Manually radio-button switches to the manual
adjustment of IP settings. This selection requests the following
parameters:

IP Address requires the IP address for the Quadro WAN interface.

Subnet Mask requires the subnet mask for the Quadro device WAN
interface.

Default Gateway requires the IP address of the router where all
packets are to be sent to, for example, to the router of the provider.

The WAN Interface Configuration page may be used to modify the
MAC address of the Quadro. This might be necessary if the ISP
(Internet Service Provider) requires a specified MAC address, for
example, for authentication. This page offers the following
components:

MAC Address Assignment manipulation radio-buttons:
e This Device turns to the default MAC address of the Quadro.
® User Defined requires user defined MAC Address.

The MTU drop down list allows you to select the maximum packet
size on the Ethernet (in bytes). MTU is used to fragment the packets
before transmitting them to the network. The MTU preferred value is
dependent on the Ethernet connection. The default MTU size is 1500
Bytes for Ethernet and 1400 Bytes for PPPoE.

Please consult with your ISP administrator to get the corresponding
settings.

Man  System Usess  Tobephomy  Wnberned Upink  Hetwork

Internet Configuration Wizard

@cpysi

WAN IP Configuration

275 F-Cipboand
o F-Cipboard
1] F-Ciphoard

[ Premieus [_ren

[ cancal

Help |

Fig. 11-9: Internet Configuration Wizard - WAN IP Configuration page

Main  System  Usses  Telphosy  memstUpink  Matwork

Internet Configuration Wizard

(Cf'?.\'.f%_i

WAN Intarface Configuration

1500

Provious [Nt

CLame |

Help

Fig. 11-10: Internet Configuration Wizard - WAN MAC Address Configuration page

Quadro6L; (SW Version 5.1.x)
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Administrator's Menus

Status

The system status window displays non-editable tables providing extensive system status information about Quadro: General Information, Network
Status,_Lines Status, Memory Status, Hardware Status, SIP Registration Status, |P_Lines Registration Status and License Status. The links on this

page lead to device Transfer Statistics, user mailboxes and supplementary services configuration pages.

The System Status page has several tables providing system information.

General Information

The General Information page includes the following
information:
Uptime duration - Period Quadro is on since last reboot.
Device hostname - Quadro device host name.
Quadro Operating System - Quadro operating system

version.

Application Software - Software and file system versions of

the Quadro.

Boot Loader - Quadro boot loader version.

DSP Software - Quadro DSP software version and the date

of build. T R e

Main  System  Users

Quadro Status - General Information

General Information

el Uplink  Hetwork

Uptime duration: 3 cay 1 hour 35 min 15 sec
Device hosname: QuadreT2

‘Ouadro Operating system: | 5.0.9 rool@Deita epypiloc

Appacation Software: £0.9- Relwase

Bt Loador: FFI 0 SPREMReseast

DSP Softearn: Fa_

WAF_FE) Version & 03 Date: Feb 26 3008 17:55

Language Pack: Armenian - 3.0.0

[ hew

Language Pack — this field is present only when the custom
language pack is uploaded and it indicates the version.

Network Status

The Network Status page includes the following information
about Interfaces:

Interface Name lists the Network interfaces available on the
Quadro (LAN, WAN, IPSec and a number of PPPs, depending on
the number of active PPP connections).

Fig. 11-11: Quadro Status - General Information page

IP Address lists the IP addresses corresponding to each network
interface.

Subnet Mask lists the subnet masks corresponding to each
network interface.

Properties will list either the MAC address corresponding to
each network interface on the Quadro or the PPTP, L2TP and
IPSec peer IP address if an active VPN (IPSec or PPP) interface
exists.

Monitor includes links to survey LAN, WAN, IPSec and PPP
traffic correspondingly. The VPN traffic link will be displayed only
if a VPN has been configured. The selection of these links will
open a new window with a table of network traffic statistics on the
following selected interfaces:

® Received Bytes ® Transmitted Bytes

® Received Packets ® Transmitted Packets

® Received Errors ® Transmitted Errors

® Received Drop Errors e Transmitted Drop Errors
® Received Overrun Errors ® Transmitted Carrier Errors

Main  System  Users  Telphony

Quadro Status - Network Status

nsemet Uplink  Network @ cp \"1']

Satigsn in 554 vasen

ntertaces
1 addrany st Mask | Properties Monitge
LAN 1722001 | G DO-FS-AD-00-77-00 | Wiatch LAN

L8 0 | MAC DO0-F5-AD-00-72-01 | Walch WA

WA 192 168 7382 | 256 7

Dufenit Gateway: 182,18
DN Servr 1"

Alternative DNS Server: 19215802

Services
Serdce Name  Status
HIP S4ree | Running
WIEGhent | Running
DHCP Serewr | Running
DHCP Client | Running
[T Running
Fitgweall Low
AT Running
FPP Stoppad

View VPN Stanes

Teaerstor Suavstics

Help

® Received MultiCast Packets @ Transmitted Collisions

Fig. 1I-12: Quadro Status Network Status page

When opening the corresponding interface statistics window, no traffic values are displayed at first. After opening the window, the tables will serve as

a counter and traffic statistics will be updated every minute.

DNS Server, Alternative DNS Server and Default Gateway - these display the Quadro settings corresponding to what has been configured with

the System Configuration Wizard.

Services (NTP Server and Client, DHCP Server and Client, DNS, Firewall, NAT, PPP, IDS) statuses: shows if they have stopped or if they are still

running.

The View VPN Status link refers to the VPN Configuration page where all VPN (IPSec, PPTP and L2TP) connections can be viewed and edited.

Transfer Statistics - link to the Transfer Statistics page.

Quadro6L; (SW Version 5.1.x)
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Main  System  Users  Telephony Enarnat Uplink Retiwork @[‘blnl}"sl

The Transfer Statistics page shows a user-defined statistics Transfer Statistics
table with the transmit/receive value (criteria), interface type
and time period. It contains the following components:

Intraday %
4 LAN &

Time range of statistic table - the drop down list includes the =

period (in days) statistics data that is to be collected and the o

corresponding diagram charts that are to be built.

B &
E E

Interface - the drop-down list offer the values:

WAN - Wide Area Network (WAN) events only e :
LAN - Local Area Network (LAN) events only 53 e Mt B Transini Camer Eron

Show | [ Bak | [CHee ]

1)
E

When Show also as readable values checkbox is selected,
an additional table with statistics values will be displayed on Fig. Il-13: Transfer Statistics page
the next page.

Mk System Users Teleplwary Mot nneed Uplink Hetwoik @L‘[J\"HI
_||_|" il |‘|| ||__|| II__II |||| PO T Ao o B e Bo o S do, |||| .
|
| W
- 1al
The area Receive Values provides the following: iy
Receive Bytes - number of received bytes.
Receive Packets - number of received Ethernet packets.
Receive Errors - number of received packets containing
errors.
Receive Drop Errors - number of received packets that
have been discarded.
Receive Overrun Errors - number of received overrun
errors that occur when the receive buffer is not large enough
to hold all incoming packets. This error usually appears due
to a slow receiving system.
Receive MultiCast Packets - number of received broadcast
packets.
The area Transmit Values provides the following:
Transmit Bytes - number of transmitted bytes
Transmit Packets - number of transmitted Ethernet
packets.
Transmit Errors - number of transmitted packets containing
errors.
Transmit Drop Errors - number of transmitted packets that
have been discarded. R
Transmit Carrier Errors - number of transmit carrier errors =
that occur due to a defective or lost connection on the e _
Ethernet link. [(ma ] |
Transmit Collisions - number of transfer errors that =
occurred during a simultaneous packet transmission from Fig. Il-14: Transfer Statistics Diagram Chart
both sides.

To see the Transfer Statistics Diagram Charts, select the desired criteria and click Save to generate the corresponding chart and the table
showing the transfer statistics values (if enabled). The letters M (millions) and K (thousands) used in the legend of the displayed diagrams show the
total number of specified criteria. The Reset Statistics button is used to reset the chart and the table (if enabled).

Quadro6L; (SW Version 5.1.x) 12
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Lines Status

The Quadro Status - Lines Status page shows the current status of each of the IP and FXO lines including details of the attached extension. Since
only one line of information can be displayed at a time, the IP Line and FXO functional buttons are used to navigate through the information

regarding other lines.

The Lines Status table displayed for IP lines includes a group of static and dynamic parameters. Static parameters are always displayed. Dynamic

parameters only appear when an event takes place on the extension.
Static Parameters:
Extension shows the extension number of the selected telephone line.
Display Name shows the corresponding name.

Phone State may have the value On Hook or Off Hook. For IP Line
Status, this field may additionally have Not Configured and Temporary
Offline values.

Number of Active Calls shows the number of calls that are currently
present on the phone.

Dynamic Parameters:
Call State shows the current state of the extension (in voice mail, in
call, waiting, busy, call out, ring in, etc.).

Caller Party appears when a call is received and indicates the caller
extension and the IP address or a phone number, depending on type of
call.

Called Party appears when a call is placed and indicates the
destination extension and the IP address or a phone number,
depending on type of call.

Call Type shows whether the call is Internal or External and whether it
isa PSTN call, PBX call or IP call.

Call Start Time shows the call start date and time.

Call Duration shows the current call duration.

Msin  Sysem  Users  Tesphony WemetUpSna Natwsrk @LT}\

Quadro Status - Lines Status

Flotd Eloed Eloes [Pl

Enensicn

Desplay Narma Test I ines
Phiods state O Hatk

Humber of acthe calls: 2

Registraon State
Ussmama:

Last registered

Call duraton
Sacond
Coll sty

o] Cre ]

Fig. I1-15: Lines Status - Lines Status page upon established call

RX Codec shows the codec used to encrypt the incoming packets. TX Codec shows the codec used to encrypt the outgoing packets. If RX and

TX codecs are the same, only one Codec field will be displayed.

For IP Line Status, the following dynamical parameters appear on this page:

Username shows the IP phone’s client name registered on the Quadro.

Last Registered shows the date and time, the corresponding IP phone has been last registered on the Quadro.

Expires In shows when the last registration of the IP phone will expire.

Binding IP Address shows the IP address of the IP phone within the Quadro’s LAN network.

The list of supplementary services provides the following additional status

information for each telephone line: Enabled or Disabled.

For Incoming and Outgoing Call Blocking, Speed Calling, Hiding
Caller Info, Voice Mailbox and Group List services, the number of
Entries will be displayed in the corresponding service table. For Voice

Mail Service, the voice mailbox configuration mode is displayed here.

This allows administrator to view the status and to be notified about
services running on Quadro for every line. The services are designed as
links that guide the administrator to the corresponding service page of the

selected user.

Msin  System Users  Telsphony  IdemetUpink  Network

Quadro Status - Lines Status

BlUnel Elne? Elned Elned Elioes Flios$ Eline] Elned

Humber of acthe calls: 0

Registraon State
Ussmama houti
Last registered 1M 2008 1851149 | C

Expires in

Binding IF a3dress

o] Cre ]

Fig. -16: Quadro Status - Lines Status
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The Lines Status table of each FXO Line provides information about the
Allowed Call Types, the extension number (attendant or routing client), to
whom the Incoming Call is Routed To and the State of the line (Free or
Busy).

The Onboard FXO Channel Usage Statistics link is only present for local
FXO lines (this option is not available for shared FXO lines) and leads to the
page where diagram chart of FXO lines usage can be viewed.

The Onboard FXO Channel Usage Statistics page consists of following
components used to define the chart parameters:

Trunk checkboxes are used to select the FXO line nhumber(s) over which
the FXO traffic chart will be built. At least one Trunk checkbox should be
selected, otherwise error message appears.

Time range of statistic table drop down list includes the period (in days)
statistics data that is to be collected and the corresponding diagram chart
that is to be built.

Incoming Calls and Outgoing Calls checkboxes are used to select
whether the FXO traffic statistics for only incoming or outgoing or for both
type of calls should be displayed in the diagram chart.

Maximum Active Calls checkbox is used to have the number of maximum
active calls displayed in the diagram chart.

At least one of these checkboxes should be selected, otherwise error
message appears.

Show button is used to generate an FXO channels usage diagram chart
over the parameters selected above.

When this button is pressed, Onboard FXO Channel Usage Statistics
chart appears. It represents dependency between the time frame and the
number of calls performed during that period. Additionally it may display the
maximum number of calls performed in the selected time frame.

(=

@-cpy

Fig. 11-17: Line Status - FXO Status page

Mo Syviem  Users  Telphomy et ples

FXO Channel Usage Statistics

0 Days &

Wetncr,

@cpygi

Fig. 11-18: Onboard FXO Channel Usage Statistics page

Mo Syviem Users  Telophosy el Uplnk

FXO Channel Usage Statistics

[T

@epysi

Fig. 11-19: Onboard FXO Channel Usage Statistics chart
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Memory Status

The Memory Status page includes tables with the available User
Space information for each extension. These tables display the
space used by the voice mailbox and uploaded/recorded system
greetings. It shows the free and total space (counted in
minutes/seconds) for every extension. This page includes the
following information:

Memory Size shows total memory space (counted in
minutes/seconds) available on the Quadro and assigned to all
extensions.

The table’s links lead the administrator to the extension settings
page where User Space may be altered.

The System Memory row indicates the space occupied by the
universal extension recordings. Link refers to the Upload Universal
Extension Recordings page where universal extension system
messages may be uploaded.

Call Statistics shows the current number of calls with recorded
statistic entries.

Hardware Status

The Hardware Status table displays a list of the hardware devices
present and currently available on the Quadro board. The hardware
device version number and additional comments about its state are
indicated here.

SIP Registration Status

Main  Systam Users  Telsphony  Wnbernat Uplink  Matwork

Quadro Status - Memory Status

(o]

Ut S fof Extenion ¥ | Weks Malhox | Syitem Moseaaes | Fith Seace | Tatdl Space

@«pysi

Snin A7 sec | 10 min 25 s

Haln

Fig. 11-20: Memory Status page

Man  System  Users  Tebephony inlemel Uik Network

Quadro Status - Hardware Status

VAN Ethernet | 10 MBps

Link i3 up

RO §Lines A

LANEthamet | 10100 Ubps | Linkis up { 10 LUinps, hall duples )

110 Mbps, hall duplex )

Fig. I1-21: Hardware Status page

The SIP Registration Status table includes the following information that may be sorted in ascending or descending order clicking the columns'

headlines:
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® Extension - the two-digit number of the extensions on the Quadro.
The extension numbers are created as links that lead to the page
Extensions Management — General Settings where the details Man Spsmem Users Telpeonr  btermet Uk Hetwock @t‘p_\'"{\
about the SIP registration of the correspondent extension can be St =44
found. This column also lists SIP registrations of the SLA lines. The Quadro Status - SIP Registration Status
links on the SLA line number leads to the Key System Emulation
page for the configuration details.

Rugistration on SIP Sarvers

Extension | Fed Name Sexver Hogsiereg B
1 720184100

® Reg. Name - the registration name used on the SIP server.

7218400

Ful T2RI8dz0

® Server - the name of the SIP server, where the correspondent
extension is registered.

® Registered - this column has to display the value Yes. Not
registered extension can't be part of this table.

® Registration Time - time of registration. The values in this column
will be refreshed automatically from time to time.

¥1-4kar-2008 183701

The links inside the table will link you to the Extensions Management
page where the SIP registration settings may be altered.

The Detected Connection Type field displays the connection type
Quadro currently is acting in (direct connection or behind NAT). If
Quadro is acting behind NAT, the NAT machine IP address is also
displayed. o

SIP Tunnels to Siave Devices

The SIP Tunnels to Slave Devices and SIP Tunnels to Master Loostane | SeeCeical® | Ses edce Poc | Aachmmnc S| Bectason caTune
Devices tables list the SIP tunnels between local and the remote kel sl s i ade '
Quadros (see SIP_Tunnel Settings). The SIP Tunnels to Slave
Devices table lists those tunnels where local Quadro acts as a master.
The SIP Tunnels to Master Devices table lists those tunnels where
local Quadro acts as a slave.

T2132000_ s

160 ConmcBen trpe. Full Cone NAT federmal IP: §1.150.247 3

S8 _Tunnel_TS237 | 152 MATE2T | 8132 Registined

(s ] g

Fig. 11-22: SIP Registration Status page

IP Lines Registration Status

M Gysten Uners  Telephomy bberet Uplk  etwaik

Quadro Status - IP Lines Registration Status

Unernme | Unrdng B Addess | e Heati st Drg o8 i1

bowt )

The IP Line Registration Status table includes the following =
information that may be sorted in ascending or descending order R ) P
clicking the columns' headlines: The IP Lines Registration Status

displays a table with the IP Lines registration information on the Quadro. =

Ga=g) Halp

The Registered IP Lines table lists the IP lines and remote extensions
registered on the Quadro, as well as all SLA lines registered from each
IP phone. The table indicates the actual IP addresses of the remote
devices, the usernames by which the devices have been registered on
the Quadro, as well as the registration status information.

Fig. 11-23: IP Lines Registration Status page
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License Status

The License Status page displays a table with all available licenses on
the Quadro and the corresponding settings for each license. (Currently
only QCM license status is displayed.)

This page includes the following information:
Type indicates the type of the license available on the Quadro.

Count indicates the number of the corresponding licenses available on
the Quadro.

In Use indicates the number of used licensed from the total available
licenses.

Extension lists the extensions that are using the corresponding license.
Links in this column move to the corresponding service configuration
page for the extension.

IP Routing Configuration

Routing is used to relay information across the Internet from a source

Main System Users  Telphony  bermetUpleh  fhetwork

@qj\' ai
Quadro Status - License Status

License informason

Tiee Count Inlse [atenssons

GCM License | 10

Fig. 11-24: License Status page

to a destination. Along the way, at least one intermediate node is typically

encountered. Routing is different than bridging. The main difference between bridging and routing is that bridging operates at the OSI Data Link
Layer (Level Two Media Access Control Layer) and routing operates at OSI Network Layer (Level Three).

Quadro’s IP Routing service allows you to route IP packets from one destination to another (or to a specified router) through Quadro or a Quadro

VPN.

The IP Routing Configuration page is used to make IP Static, IP Policy and VPN routes for IP packets routing. This page consists of three tables.
Entries in the tables are color coded according to the state of the route. For example, yellow indicates disabled routes, green indicates successful

routes and red indicates routes with an error.

IP Static Routes are used to forward IP packets from the
Network, where the Quadro is connected, to the specified
destination.

The IP Static Routes table displays all established IP static

routes with their parameters: Target State for the state of the
route (enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Route To for the subnet
where the incoming packets should be routed to and Via IP
Address for the router IP address where incoming packets should
be routed through.

Add opens the Add IP Static Route page where a new static
route can be established.

Enable/Disable is used to activate and deactivate a selected
route(s). At least one route should be selected in order to use

Main Systen  Users  Tolephiony Enpinet Lpled  Matwork (cLP\l';]

IP Static Routes

1P St Posdun. P Police Boudes PPTPALITP Roylss
Euabde Dssatde Add BB Dokl Soloctall Wnerss Secton
Tange Suts

Agtual State V1P Addrags

[ Hw ]

these functions, otherwise the following error message will
appear: “No record(s) selected.”

Fig. 11-25: IP Static Routing table

The Add IP Static Route page offers the following components:

Route To requires the IP address and subnet mask for the
destination the IP packet should be forwarded to.

Via IP Address requires the IP address of the subsequent router
for IP packet forwarding to the specified destination.

Attention: The rule with the longest subnet (smallest IP range)

Main  Sywiem  Users  Telephony et Upliek Hetwork

@cpysi
Add IP Static Route
16

[_iP-Cligboars

IP-Cliphoard

|_Hew |

will take effect when having two or more IP Static routing rules
with the coinciding subnets.

Fig. 1-26: Add IP Static Routing page
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IP Policy Routes allow IP packets forwarding to the specified
router depending on the source IP address as well as defining the
priority for the current routing rule.

The IP Policy Routes table displays all specified IP policy routes
with their parameters: Target State for the state of the route
(enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Priority for the route priority,
Route From is where the subnet, routed packets come from and
Via IP Address is where the router IP address incoming packets
should be routed through.

Add opens the Add IP Policy Route page to establish a new
policy route.

Enable and Disable are used to activate or to deactivate the
selected route(s).

Raise Priority and Lower Priority are used to increase or
decrease the priority of the selected policy route(s) by one. At
least one route should be selected to use these functions,
otherwise the error message “No record(s) selected” will appear.

The Add IP Policy Route page offers the following input options:

Priority requires a numeric value (from 1 to 252) to define the
priority of the routing rule. The lower the number, the sooner the
routing rule will take effect (higher priority).

From requires the packet source IP address and subnet mask of
the specified destination to match with the rule.

Via IP address requires the IP address of the subsequent router
for IP packet forwarding.

The PPTP/L2TP Routes allow IP packets forwarding through the
PPTP and L2TP tunnels of the Quadro. If PPTP/L2TP connections
do not exist on Quadro, VPN routes cannot be generated.

The PPTP/L2TP Routes table displays all generated VPN routes
with their parameters: Target State for the state of the route
(enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Route To for the subnet
where the incoming packets should be routed, Via Tunnel for the
VPN tunnel incoming packets should be routed through and
Tunnel State for the actual state of the route tunnel (up or down).

The Add button opens the Add VPN Route page where a new
VPN route can be generated.

The Add VPN Route page offers the following components:

Route Via contains the available PPTP and L2TP connections on
the Quadro. A connection selected from this list will be used to
route the IP packet from the Quadro’s LAN to the peer behind the
PPTP/L2TP tunnel.

Route To requires the IP address range of the possible peers
behind the PPTP/L2TP tunnel whereto the IP packets should be
routed.

Main Systemn Users  Telephony Tister it Uplink Hetwok
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Fig. 11-27: IP Policy Routing table
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Fig. 11-28: Add IP Policy Route page
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Fig. 11-29: VPN Routing table
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Fig. 11-30: Add VPN Route page

The Enable and Disable functional buttons are used to activate or to deactivate the selected route(s). At least one route should be selected to use
these functions, otherwise the error message “No record(s) selected” will appear.

To Add an IP Static Route

agpwhE

Select the IP Static Routes link on the Routing Configuration page.
Press the Add button on the IP Static Routes page. The Add Entry page will appear in the browser window.

Enter the destination IP address and subnet mask in the Route To text fields. Use the IP-Clip button to select a previously entered IP address.
Enter the router IP address into the Via IP Address text fields.

Press the Save button to make the static route with these settings.

Quadro6L; (SW Version 5.1.x)
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To Add an IP Policy Route

Select the IP Policy Routes link on the Routing Configuration page.

Press the Add button on the IP Policy Routes page. The Add Entry page will appear in the browser window.

Specify the policy routing rule priority in the Priority text field.

Enter the packet source IP address and subnet mask in the From text fields. Use the IP-Clip button to select a previously entered IP address.
Enter the router IP address into the Via IP Address To text fields.

Press the Save button to make the policy route with these settings.

ourwnE

To Add a VPN Route

Select the VPN Routes link on the Routing Configuration page.

Press the Add button on the VPN Routes page. The Add Entry page will appear in the browser window.
Choose the VPN connection from the Route Via drop down list.

Enter the destination IP address and the subnet mask into the Route To text fields.

Press the Save button to make the VPN route with these settings.

agpwhE

Configuration Management

The Configuration Management page assists the administrator with managing the system configuration settings and voice data. For example, the
administrator is able to backup and download the settings to a PC and then upload and restore them back to the Quadro. Additionally, this page
provides the possibility of restoring the factory default configuration settings.

@cpysi

QuadrosL

Main  System Users Telephony Internet Uplink Network

Configuration Management

Backup & Automatically Download all config & voice data

Backup & Download all config & voice data

Upload & Restore all config & voice data

Restore Default Configuration

Download current configuration in a legible format

The Backup & Automatically Download all config &
voice data link leads to the Automatically Backup
Configuration Settings page where the automatic backup
of the system configuration and the voice data can be
configured. The service allows you to setup Quadro so it will
automatically backup the system configuration and the voice
data and store it in the specified location.

The Automatically Backup Configuration Settings page
allows you to enable the automatic backup of the system
configuration and the voice data on the Quadro. With this
service, Quadro will automatically backup the system
configuration and the voice data and store it in the specified
location.

This page contains the following components:

The Enable Automatically Backup checkbox enables
automatic backup mechanism on the Quadro.

The following group of manipulation radio buttons allows you
to select whether the backup files will be delivered by email
or stored in some location:

The Send via Email radio button is used to send the
automatically backed up files via email. The selection
enables Email Address text field that requires the email
address of the administrating person to receive the
automatically backup files.

The Send to Server radio button is used to store the
automatically backup files on a remote server. This
selection enables the following fields to be inserted:

Upload a legible configuration file

Copyright (C) 2003-2008 Epyai Technalagies, Ltd. All rights resenied

Fig. 11-31: Configuration Management page
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The Server Name requires the IP address or the host name of the remote server.

The Server Port requires the port number of the remote server.

The Path on Server requires the path on the server to store the backup files in.

Fig. 11-32: Configuration Management page

The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the
authentication username and the password need to be inserted. In case these fields are left empty, anonymous authentication will be used.
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The Backup Interval Selection drop down lists are used to select the frequency and the time when the automatic backup of the Quadro's system
configuration and the voice data will take place.

Backup Now button is used to perform a manually immediate backup of the system configuration and the voice data.

The Backup & Download all config & voice data link generates a backup file with all configuration settings and user uploaded greeting messages.
It opens a file chooser window for immediate download to the users PC.

The Upload & Restore all config & voice data link opens a page that has a Browse button, (which opens a file chooser to select a backed-up file)
and a Configuration to Upload field requiring the file path to upload and to restore it immediately. Pressing Save will restore the selected backup
file, and delete all current user defined greetings and replace configuration settings.

The Restore Default Configuration functional button resets all configuration settings and restores the board's factory default configuration. By
restoring the default configuration you will replace your current configuration, lose all voice mails and reboot the device. You will not be automatically
redirected to the GUI start page. After the successful reboot you will need to enter into the management page and login again to access the Quadro’s
configuration. A warning message will ask you to confirm your selection before restoring the default configuration.

Please Note: Unlike the factory default settings restore procedure initialized from the Reset button on the Quadro board, this link will keep the
following data:

® Call Statistics

® Transfer Statistics
e System Events

® Feature Keys

® Device Registration state

The Download current configuration in a legible format and Upload a legible configuration file links leads you to the Legible Configuration
Management page where legible configuration can be downloaded and uploaded back after the required edits.

Legible Configuration Management

The Legible Configuration Management is used to manually manage the configuration on the Quadro. This will allow you to download a piece of
configuration from the Quadro in the way of legible file, to make necessary changes in that file and to upload it back to the same or different
Quadro(s). With this service, some pieces of configuration (like extension settings, NAT settings, etc.) of one Quadro can be used on another
Quadro. This also helps to apply the same group of settings to the several instances (for example, to apply the same SIP settings to multiple
extensions on the Quadro) on the same or different Quadros avoiding manual configuration of each of those instances (i.e. extension) from the web
management on each of the Quadros. The Quadro reseller, distributor, ISP or carrier usually uses this service.

The Download current configuration in a legible format link refers to the Configuration Summary page where a partial or complete
configuration can be defined and downloaded or viewed.

The Configuration Summary page is used to generate a piece of legible configuration and to download it to a PC or to view it directly in the
browser. This page consists of the following components:

The CGI Description drop down list includes a list of Web _— N . @cpyui
management pages for which the legible configuration can be R L
manually managed. For example, selecting "RTP Settings" Web
management page will generate a legible configuration file with
parameters present on the RTP Settings page. P Settings e

Configuration Summary

The Generate for Extension drop down list allows you to limit
the settings in the generated legible configuration file to one C
specific extension. For example, each of the extensions on the
Quadro have own SIP settings or Codecs. To download the
settings for a particular extension only, you need to choose the
corresponding extension from the list. The drop down may also
have a blank selection. In that case the legible configuration file
will contain the parameter of all available extensions on the
Quadro (if the selected parameter applies to the extension and
not to the overall system, like RTP settings).

St guneraing & legible conbguralion Wi 1

The Start generate a legible configuration file button start
parsing the configuration structure of the device for the defined
parameters. The progress will be displayed in the area below. Fig. 11-33: Configuration Summary — Parameters page
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The Cancel generation process button appears when the
configuration generation procedure starts and it is used to stop it.

Mam System Usess  Telepliony et Uplink Matwoik @(‘[J_\'I‘.’,l
The Download generated configuration button becomes e
available when the legible configuration generation is finished. It Configuration Summary
is used to download the generated file to the PC in a plain text
format. Necessary changes can be made in the downloaded
configuration file and then uploaded back to the system.

e ——

Attention: Make sure the changes you have done in the
downloaded legible configuration file are valid and will not
corrupt the system when being uploaded back to device.

The View generated configuration button becomes available
when the legible configuration generation is finished. It is used to
view the generated file directly in the browser.

[ Diowrioad genarated configuratont ] L igw gansratad condgaration ] |__ Reestart ganaration

The Restart generation! button becomes available when the e L e ]
legible configuration generation is finished. It is used to cancel
the generated configuration file and to start over.

Fig. 11-34. Configuration Summary Preview page

The Upload Legible Configuration page is used to upload a configuration file in a text format. The Browse button in the opened page is used to
browse certain legible configuration file to be uploaded and updated into the system. The configuration files to be uploaded should be in the *.txt
format, otherwise a system error occurs. Configuration file upload progress will be displayed in the area below.

Events
The Events page has two tables. All system events that have occurred will be displayed in one table and event settings will be displayed in the other.

The System Events page may be accessed through the Events
link from the main menu. It lists information about system events
that have occurred on Quadro. When a new event takes place, a

record is added to the System Event table. For failure events Boos loater: 3.0 L5/Relexse
(priority 2 and 3, see below), the warning “Please check your B

pending events!” will appear at the bottom of all management I Y s e
pages. Internet connection status: static P

. L. Please check vour pending events!
The system events and the warning message are visible only for Copyight (C) 2005 Epygi Technologis, Ltd. Al ights resemed

the administrator. The warning link, (which leads directly to the
System Events page) will disappear from the management
pages if the administrator has marked all new events as “read”. Fig. 11-35. Event Warning on the Main Menu page
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The System Events table is the list of new and read system
events. System events have corresponding coloring depending
on the nature of the event: success (priority 1, color green), low
importance failure (priority 2, color yellow), critical failure (priority
3, color red).

The table shows the Status of the event (new or read) as well as
the name of the application the event refers to, event description,
and the date when the event was received. For example, if the
event was caused by the IDS service, the Check IDS link
appears in the reference row that will lead to the IDS Log page,
or if the event has occurred due to incorrect mail sending or SIP
registration, the corresponding links will be seen in the
Reference column of the table. The administrator can view the
detailed log for each event that has occurred.

The System Events page offers the following components:

Current System Time displays the local date and time on
Quadro.
Mark all as read marks newly occurred events as “read”.

Reset LED switches off the flashing LED (if applicable) on the
board. An LED notification may appear (depending on the
notification type given) in the page Events page when a new
event occurs.

B Systemn Users  Telephoy  Inbernet Uplink.

System Events

SileinEatis Syl Sofioas

Cumeet Systen Tiene: Mon Sen 26 15:51:59 2005

|S|n150h!5 |,

0319432005 | TP

Capreight () 2008 g Taibnpiogia L1, Al #ghts imiarves
—

Hetwork

conmed tiure Blilum"li:':nuld notbe sel Russon Mone ofthe seurs |mUm

Fig. 11-36: System Events list
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Numerous circumstances may cause a certain application on
Quadro to flag an event.

The Event Settings page lists all possible events on the Quadro
and allows controlling notification (action) when an event takes
place.

Each entry in the events’ table has a checkbox assigned to each
row. By selecting the corresponding checkboxes, operations
such as Edit may be done for one or more events.

Edit opens the Edit Event Settings page to modify the event
action.

The Edit Event Settings page offers the following input options:

Application displays the application the event refers to. Multiple
is shown here if more than one event has been selected for the
action assignment.

Name displays the name of the event. Multiple is shown here if
more than one event has been selected for the action
assignment.

Description displays additional information about the event.
Multiple is shown here if more than one event has been
selected for the action assignment.

Action offers radio buttons to choose one of the actions to notify
the Quadro administrator when an event(s) takes place. The
following actions can be available:

Mam  Systemi Users

Tetephioiy Wbt Uplink— Hetwornk

©:oys

Event Settings

E

1o|o(O

a|r

=
Fig. 11-37: Event Configuration Settings page
W Sysen Users  Telptiom Wtemet Uik Metwork (c epyal
Edit Event Settings
Bris

Fig. 11-38: Edit Event Settings page

e Display Notification - A notification link will be displayed on the bottom of all pages and a record is added into the Events table. The
notification is executed as a link “Please Check you pending events!”. The link leads to the System Events page. This action also will take place
if Flash LED or Send Mail has been selected, even if not specifically selected.

® Flash LED - The second LED (yellow) will blink every second and a notification will be displayed on the bottom of all pages. For some events

the LED will start flashing after a delay.

e Send Mail — an e-mail natification about the new event on the Quadro will be sent to the e-mail address specified in the Mail Settings page.

® Send SNMP Trap — an SNMP notification will be sent to the traphost(s) listed in the SNMP Trap Settings table (see SNMP Settings).

® Send SMS - an SMS notification about the new event on the Quadro will be sent to the mobile phone specified in the SMS Settings page.
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Actions that are not allowed for the selected event (like mail notification if the PPP link is down or the mail server has been configured improperly)
are hidden. For multiple events editing, actions that are not appropriate for least one of the selected events will also be hidden.

Please Note: In case of an IDS (Intrusion Detection System) intrusion alert, only the first possible intrusion in each 10 minute period will initiate an
event. This helps to avoid flooding the System Events table, and flooding the user with various intrusion alerts that result from each possible Denial
of Service attack. When these events are displayed in the System Events table, the user can receive detailed information about the intrusions
through a link to the IDS log list.

If Quadro cannot receive an IP address from the DHCP or PPP servers, or cannot register an extension on the SIP or Routing servers, or cannot
reach an NTP server, it raises only one event for the entire period the action has failed, but will continue to try. When the required action is
successful Quadro raises an appropriate message.

To Assign an Action to the Event

1. Select the checkbox of one or more events to assign an action to them.

2. Press the Edit button. The Edit Event Settings page appears.

3. Select an action type from the Action radio buttons to notify the administrator about the event.
4.  Press the Save button to submit the changes or use Back to abort the selected action.

Time/Date Settings

The Time and Date Settings page provides information about the current system time and date. The settings may be updated through the
international time and date servers.

Time is used to set the local time (hour, minute).
Date is used to set the date (month, day, year).

Timezone provides a selection of world time zones and is used to select the local country time zone. Timezones are specified by GMT (Greenwich
Mean Time) and by specific timezones for the United States and Canada.

Enable Simple Network Time Protocol Server enables the SNTP (Simple Network Time Protocol) server on Quadro, thus Quadro becomes the
timeserver for its LAN.

Enable Simple Network Time Protocol Client enables the M System Users Telphony  Intesnet Uplink etwork (ct'p}'g_i
SNTP client on the Quadro, thus Quadro becomes a client to an )
external timeserver. A checkbox disables Date and Time drop Time / Date Settings

down lists and enables the following parameters:

The SNTP Servers table lists all defined NTP Servers.

G|

The Add functional button opens an Add NTP Server page i .
where a new NTP server can be defined. This page offers the 4 Fdn Detets Mo Mo dost
NTP Server radio buttons that are used to choose between a SNTP Sorvor

manual and a predefined NTP server. O |1 m

B8

=

Manual requires the NTP server's FQDN (Full Qualified
Domain Name) or its IP address.

[ saw | [ Bak [ Hup ]
Predefined is used to select the NTP server's host
address from the drop down list, where the most common
NTP servers are listed.

Fig. 11-39: Time and Date Settings page

The Move Up and Move Down functional buttons are used to .
sort NTP servers in the order they need to be accessed. If the | yvien Urors | Tomper | wam A Q”’},f_"?'
NTP server in the first position of the SNTP Servers table does
not answer, NTP server in the next position will try to be Add SNTP Server
reached.

Please Note: You can add another NTP server to the list if the st | oot appatcom
defined NTP servers are not functional (for example, Quadro's f
date/time is not being updated automatically).

[ S | [ Bk T
Polling Interval indicates the time interval for the periodical

synchronization between the timeserver and Quadro. It counts
in hours.

Fig. 11-40: Add NTP Server page

Attention: Time and Date Settings will be reset if Quadro has lost power.

Mail Settings

The System Mail Settings page allows you to send warnings automatically about the board status or problems to the administrator. System events
that require email notification are selected on the Events page. System mail must be enabled and the SMTP server needs to be configured for voice
message transmission to the extension user’s mailing account.
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Enable enables system mail sending and voice messages
transmission to the extension user’s mailbox.

SMTP Host requires the SMTP host IP address or domain T —— @ cpyai
name. The SMTP host needs to be configured to enable voice
message transmission. System Mail Settings

SMTP Port requires the SMTP host port number. Blens

Mail Sender Address text field requires the source address for
the Quadro notification emails. The email address defined here
should be an existing valid e-mail address registered on the
selected SMTP server or it should have permission to use that
particular SMTP server for e-mail transmission.

quadroadmin@ergi com
Aisna@esvaltom

admingyahoo com

Mail Recipient Address text field requires an active e-mail awan1019

address where system emails will be delivered. The e-mail erPassward [ssansas

recipient here can be a Quadro administrator or someone [ Sendwesimai |

responsible for network and system problems. [ Bork e

Mail Recipient Address (CC) text field requires an active email

address where a carbon copy (CC) of the system emails will be

. Fig. 11-41: System Mail Settings page
delivered.

Enable SMTP Authentication must be selected if the specified SMTP server requires authentication. In this case, authentication User Name and
Password configured on the SMTP server should be defined in the corresponding text fields.

Attention: The following symbols are not allowed for the Password field: '$', '(, )','/", ™", ‘&', '\', ™.

Send Test Mail is used to initiate a test e-mail transmission. This button will be enabled if correct values have been submitted and saved on this
page.
To configure the System Mail

Enable the system mail sending by the Enable checkbox selection.

Update or set the SMTP host in the SMTP Host text field.

Update or set the e-mail sender address in the Mail Sender Address text field.

Update or set the e-mail address in the Mail Recipient Address text field.

Enable SMTP Authentication if it is required on the server.

Insert into the corresponding text fields an authentication User Name and User Password defined by your SMTP server.
Press the Save button to submit these settings.

Use the Send Test Mail button to send a test e-mail with the configured settings.

ONoOGOA~WNE

SMS Settings

The SMS Settings are used to configure the SMS parameters that will allow Quadro to send the voice mail notifications or event notifications via
SMS to the extension user’s mobile phone. Every extension user can enable voice mail notifications when a new voice mail is received and they can
to define their own mobile numbers from the Voice Mail Settings or to set the certain Events notification to be delivered per SMS. However, for
Quadro to deliver SMS natifications, the SMS service should be enabled and SMS settings should be configured from this page.

Quadro6L; (SW Version 5.1.x)
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Wal Systen Users  Telephomy e Uplnk  Network @Lp\ f.’,l

SMS Settings

quad-usar

Enysns

0130222

Enable SMS Service enables the SMS service on the Quadro.

User Name and Password text fields require the authentication i
settings of the SMS server. Por m

SMS Sender Address requires the source address for the
Quadro notification SMS. The address defined in this field will
be seen in the “From” field of the SMS delivered to the mobile

phone.
SMS Recipient Address requires a destination mobile number
for a test SMS. [ Eendmamis ]
[ 5w Back [__Hup

SMS Gateway manipulation radio buttons allow to selected

between pre-defined Clickatell SMS gateway and the custom

; Fig. II-42: SMS Setti
defined SMS gateways. ig ettings page

e Clickatell — this selection allows to use a pre-defined SMS gateway. Selection enables the API ID text field which indicates a Clicatell specific
parameter obtained from the server and should match on both sides.

® Custom - this selection allows to use a custom SMS gateway. Selection requires following parameters to be inserted:
Resource text field requires the HTTP resource name on the SMS gateway, for example: /http/sms.cgi.
Parameters text field requires the parameters to be submitted to the resource address. The value of this field represents a string with
tokens (separated by percent (%) symbols) inside. Each token indicates a value of the certain field on this page. The value is dependent
on the SMS gateway requirements. For example:
user=%username%&password=%password%&to=%to%&from=%from%&text=%text%

The tokens are the strings that have the following dependencies from the field in this page:

%username% — indicates the username defined in the field Username

%password% — indicates the password defined in the field Password

%t0% - indicates the password defined in the field SMS Recipient Address

%from% - indicates the password defined in the field SMS Sender Address

%text% - indicates the SMS text generated by Quadro (voice mail notification, event notification, etc.)

Server text field requires the IP address or the host name of the SMS gateway.

Port text field requires the port number of the SMS gateway.

Use Secure HTTP checkbox enables access to SMS server via HTTPS. Checkbox selection enables a Secure Port text field that
requires the port number for HTTPS traffic.

Request Method manipulation radio buttons allow to select the HTTP request method used by Quadro the access the SMS gateway:
POST or GET.

Send Test SMS is used to send a test SMS to the defined SMS Recipient Address. This button will be enabled if correct values have been
submitted and saved on this page.

Firmware Update

This window allows updating the software of Quadro by installing new firmware (image). Users registered at Epygi will receive a notice when new
firmware is available and will be able to download it from the Epygi Technical Support WEB page.

Updating new firmware requires a working power supply. Quadro is provided with a battery (accumulator). If the battery is low or simply absent the
“There is no battery or voltage is low” warning is displayed.
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Please Note: Installing new firmware will take about 15
minutes. During this time, Quadro, telephony and Internet
access will be disabled.

The firmware update will cause the loss of the following
data:

e All internally stored voice mails and custom voice
messages

Please Note: If you do not wish to lose your voice data,
have it downloaded from Configuration Management page
prior to starting the Firmware Update.

® DHCP leases
e Transfer statistics
e (Call statistics

Please Note: If you consider the Call Statistics entries in
the displayed tables to be important, it is recommended to
download them from the corresponding page prior to
starting the Firmware Update.

e All pending events
® User specific GUI states

Main  System  Users  Telephony lrrbes vt Uiplinid. Hetwork

Firmware update

By procesding you will lose the following data

* Al irdomally storsd voice mails and cuslam volce messages

spacific GUI states

The followeng processes will Be stopned 10 e Sy3sem rasourtes

[ met | [ Back |

Copyight () T007 Epeal Teshnutpning L All fights imsareed

@ cpysi

0 Qi

Fig. 11-43: Firmware Update page 1

The following main processes will be stopped during the firmware update and will be restarted after the installation is completed:

® Voice Software
e Network Time Protocol Daemon
o Network Interface Statistic Daemon

® Dynamic DNS Daemon

The Automatic Firmware Update link leads you to the page where the automatic update of the Quadro's firmware (software image) can be

configured.

Next will move you to the second page of Firmware Update where the image file should be selected.

Attention: Pressing the Next button will stop some vital processes on the Quadro, therefore you will need to reboot your device manually even if you
have cancelled the firmware update procedure on the following steps.

The second page of Firmware update has a Browse
button used to browse the image file, and the Specify
Image text field that will display the selected image
filename.

Pressing Save will start uploading the image file to the
board and the next page will display results and verification
of the image being burned.

This page displays non-editable information about the
image validity. The Image Check field will display “invalid”
if the image does not correspond to the hardware version.

The Current Software Version field shows the old
software version. The New Software Version field shows
the new version of the software image.

This page needs to be confirmed in order to continue
image updating. If you are sure that the image version is
appropriate for your device press Save.

WMol Systen  Users  Teloplway teenet Uplink Hetwatk @('PI\'g]
Firmware update
o etaF radimages e BulnEonoBasUnes! [Bewe_ |
B | Hitlp

Fig. 11-44: Firmware Update page 2

Main  Systemn  Users  Telophomy ertenned Uplink, Hotwork

Firmware update

Yes | Bark

@cpysi

Help

Fig. 11-45: Firmware Check page
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Houme @ cpygi

Firmware update

If you have confirmed the firmware version, a new page
with firmware update progress will be displayed next.
There are no functions available on this page, just
information about the firmware update procedure. At some
point the connection with the device is being lost and you
need to wait until the firmware will be burned on the
Quadro.

You will not be automatically redirected to the Login page.
To access the Quadro’s Web GUI, you need to connect
Quadro again and login.

Attention: After the firmware update, all IP phones

Fig. 11-46: Firmware Update page
attached to the Quadro should be restarted. 9 paate pag

Automatic Firmware Update

The Automatic Firmware Update page allows you to configure an automatic update of the Quadro’s firmware (software image) as it becomes
available on the server. When this service is enabled, on the configured day and time Quadro will automatically check for a new available firmware
on the server and will either notify the administrator or update the firmware right away, depending on the configured settings.

The server configuration can be done manually or through the DHCP server. In case of DHCP server replying configuration, the corresponding
adjustments should be done on the DHCP server to automatically point the Quadro to the destination where the firmware is stored.

Please Note: Independent on the selected server type, there should be an “auto-update” folder in the root directory of the server. Quadro will check
for any new firmware in that specific folder only. Besides the firmware *.bin file, the “auto-update” folder should contain supplementary file(s) to point
to the correct firmware file.

The detailed instructions on the functionality of automatic firmware update as well as server configuration are described in the “Automatic Firmware
Update” document which you can find at the Epygi Web support portal.

This page consists of the following components:
The Enable Automatically Firmware Update checkbox selection enables the automatic firmware update service on the Quadro.
Attention: When the older firmware is installed on the Quadro, the system configuration will be lost and the device will be factory reset.

The first manipulation buttons group on this page allows you to choose between the manually configured firmware server and the server defined by
the DHCP server.

® Assign automatically via DHCP - choose this selection if the Quadro acts as a DHCP client in its WAN interface. In this case the
firmware server’s configuration will be automatically obtained from the DHCP server. This selection requires previous configuration on the
firmware server and will work only if the “auto-update” directory is created on the TFTP server. The DHCP server should also be
configured to provide the parameters of the TFTP server to the Quadro.

e Assign manually — this selection is used to manually configure the firmware server settings. The Server Name (the IP address or
hostname), the Server Port and the Update Method should be defined. The Update Method drop down list provides a possibility to
choose among TFTP, FTP, HTTP or HTTPS methods. For some of these selections, authentication Username and Password can be
entered.
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—
Main System Users Conferences Telephony Internet Uplink HNetwork @ e p :\l gl

quadio

Automatic Firmware Update

Info: Feedback will be given via the event system

Enable Automatically Firmware Update

Server Configuration,

© Assign manually Server Name.  |fip.epygi.com
The second manipulation buttons group on this page allows you

to select the frequency of checking for a new update. senerfart 21

Update Methad: | fip Ll
® Check and notify — choose this selection if you only
wish to be notified about the new available firmware

User Mame:

on the server. With this selection, on the indicated Passwiord.  |wessess
weekday and time, on daily or weekly basis, the
i 1 i O Assign automaticallyvia DHCP | Getthe TFTP server value fram DHGP server. This requires Quadro to be
Quadro will check for a new firmware available on the
g . . . configured as DHCP client, also the DHCP server should be configured to provide
server. The way of notification is configured from the the "TFTP server name” parameter (option 66).

Events page.
Check for updates:

® Check and update — choose this selection to check
and automatically install the new firmware on the
Quadro as it becomes available on the server. With
this selection, on the indicated weekday and time, on
daily or weekly basis, the Quadro will check for a new
firmware available on the server, will automatically

download and install it on the Quadro.

@ Check and notify -Every Dey | atfoon

O Gheck and update 5l

The Check/Update Now button is used to manually initiate
Check and notify or Check and update actions. The action to L2l DXmmm s T o or
be executed depends on the radio button selected above Fig. 1l-47: Upload Configuration page

Networking Tools

The Networking Tools page provides the possibility to check the Internet connection.

Ping sends four ICMP (Internet Control Message Protocol) T e e | T | @epyyi
requests with a default size of 64 bytes to the destination (IP o
address or host name) specified in the text field Ping Target. Networking Tools

The response times are logged, and the round trip time (the
time required from being sent until being received again) is
measured. The minimum and maximum round trip time and its
average as well as the percentage of lost and of received
frames results are displayed in the lower area of the page.

192.160.0.26 Pirg
1 sipepygicom Tracemutn

Traceroute checks the Internet connection by triggering the
routers (hops) that are passed to reach the destination
specified in the Traceroute Target text field. Trace routing
gives feedback on the routers passed by packets on the way
toward the destination and the round trip delay of packets to
these routers.

Attention: No Traceroute is possible if a high priority Firewall

. Fig. 11-48: Networking Tools page
has been enabled (see chapter Firewall and NAT). ¢ 9 pag

For the purpose of tracerouting, several IP packets are sent out. UDP (User Datagram Protocol) is used to send packets and ICMP (Internet Control
Message Protocol) is used to receive information about the routers. In their headers, the TTL (Time To Live) value increases from 1 to 30. When the
first IP frame is received by the first router, its IP address will be returned in its acknowledgement.

The second frame delivers the IP address of the second router and so on and so forth. The results of Traceroute are displayed on the lower area of
the page.

Ping Target requires the destination (IP address or host name) for the ICMP request.

The Ping button starts pinging the specified ping target.

Traceroute Target is used to enter the IP address or host name of the destination to be trace routed.
The Traceroute button is used to process the router triggering to check the Internet connection.

In the field below these, the output of the Ping or Traceroute procedure is shown.
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To Check the Internet connection

1. Specify the destination address for the ICMP request in the Ping Target text field.
2. Press the Ping button to process the ICMP request.

3.  Specify the destination address to trace the route.

4.  Press the Traceroute button to process the router triggering.

SNMP Settings

The Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the exchange of management information
between network devices and is used by network administrators to manage network performance, find and solve network problems, and plan for
network growth.

On Quadro, SNMP agent is running to allow administrators to remotely manage Quadro’s network and the device’s configuration. Remote
administration is being performed by means of special SNMP monitoring programs (SNMP Manager), which can automatically feedback by the
certainly configured actions on some events on the Quadro or remotely modify Quadro’s settings.

SNMP Settings page is divided into two pages: Global SNMP Settings and SNMP Trap Settings.

Global SNMP Settings are used to enable the SNMP agent on the Quadro, to select the SNMP protocol version for communication with the
administrating application and to define the community for administrating application to connect the Quadro.

Enable SNMP checkbox is used to enable SNMP agent on the Quadro.
System Location text field requires optional information to describe the network where SNMP management is performed.

System Contact text field requires optional information about
the contact person responsible for the SNMP management in

the defined network. Field may indicate the poir_1t persor_fs name, Main System Users Telephomy Internet Uplink r— @ep}-’ gi
email address, phone number or other contact information. quadre
Enable SNMP v1 / 2c checkbox is used to enable SNMP v1/2c .

protocol version for the messaging between Quadro’s SNMP Global SNMP Settings

agent and the administrating application. If this checkbox is not

Selected, SNMP v1 will be |mpI|ed Glohal SHMP Settings SMMF Trap Settings

SNMP v1 / v2c Read-Only Community text field is used to
insert the community description (public, private, etc.) for the
read-only management (like gathering information (events, Systern Lacation: Quadro Metwark
statistics, etc.) about Quadro’s). Field may contain some kind of

[ Enable SMMP

password which should be matching both on Quadro and on the System Contat Admin@sip epygl com
administrating application for successful SNMP management. [ Enable SMMP 1 | 2¢
Enable SNMP vl1 / 2c Read-Write Access checkbox SNMF ¥1 /v2c Read-Only Community.  |public

additionally enables a read-write access on the Quadro for the

SNMP monitoring application. With this checkbox enabled, FlEnable SNMP 11 2¢ Reat-Wrte Access

administrator will be able to remotely configure the Quadro via SMMP w1 | 2¢ Read-Write Community: | private

SNMP administrating program.

SNMP v1 / v2c Read-Write Community text field is used to

insert the community description (public, private, etc.) for the

read-write management (like gathering information (events,

statistics, etc.) about Quadro’s and remotely changing Quadro’s
configuration). Field may contain some kind of password which Copyright (€) 2003-2008 Epvai Technologies, Ltd. Al rights reserved.
should be matching both on Quadro and on the administrating
application for successful SNMP management.

The Service Restart button restarts the SNMP sub-system on the Quadro. Restarting the SNMP sub-system is recommended if it does not respond
to a SNMP manager's requests.

Fig. 11-49: Global SNMP Settings page

SNMP Trap Settings are used to define the traphosts that @cpyui
should be informed when certain events occur on the Quadro. SN, ey TR M et yg!
For the listed traphosts to be informed about the events on the
Quadro, Send SNMP Trap action should be configured for the
corresponding event(s) from the Events page. ALENME SeTiias SHI I Seftids

SNMP Trap Settings

SNMP Trap Settings page contains a list of all configured
traphosts with the referring information. =

Comntminity

Back | e

Fig. 11-50: SNMP Trap Settings page
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Add functional button is used to add a new traphost to the table
and opens Add SNMP Traphost page where the new traphost
might be defined. Page consists of the following components:

Traphost text field requires an IP address or the host name of
the traphost. Administrating application’s host address should be
inserted here.

Community text field requires community description (public,
private, etc.) for the administrating application to accept the
notifications about the certain events on the Quadro. Field may
contain some kind of password which should be the same both
on Quadro and on the administrating application for successful
SNMP management.

A group of radio buttons is used to select the SNMP protocol
version used for events notifications delivered by the Quadro to
the administrating application.

Diagnostics

Main  System  Users  Telephomy Wil Uplink  Hetwork

Add SNMP Traphost

191168036

t |mublic

@cpysi

[ Heir ]

Fig. 11-51:Add SNMP Traphost page

The System Diagnostic page gives a possibility of running Network and WAN protocol diagnostics to verify Quadro's connectivity and to download

all system logs for possible problems recovery.

The Start Detecting WAN Protocol button is used to initiate
WAN diagnostics that will detect the WAN IP configurations:
static or through DHCP and PPP servers. For static WAN IP
configuration, gateway availability is checked. When acting as a
client, DHCP and PPP servers' accessibilities are being verified.

The Start Network Diagnostics button is used to initiate
network diagnostics, i.e., to check the WAN link and IP
configuration, to verify gateway, DNS primary and secondary (if
configured) servers' accessibilities.

The field below will display the diagnostics results and the
connectivity conditions. The system should be reconfigured if
problems occur during the diagnostics.

The Download system logs button is used to download all logs
to the local PC as a *.tar archive file. These logs can then be
used by the Epygi Technical Support Office to determine the
problem that has occurred on your Quadro.

The Reboot this Device button is used to reboot the Quadro.
Please note that the session with the Quadro will be closed, i.e.,
the Quadro GUI should be newly opened and a new login will be
required afterwards.

The Start FXO Diagnostics button runs FXO diagnostic tests to
determine the optimal value for the FXO country specific
regional setting (CSRS) appropriate to the PSTN provider. Once
the FXO diagnostic is complete, the recommended value should
be set manually on the fxocfg hidden cgi. Setting this value may
resolve echo or poor audio quality issues on FXO lines.

Home

System Diagnostics

@cepysi

[ Startdetecting AN Protocol | [

Reboot this Device |

[ StartMetwork Diagnostics | [

Start FX0 Diagnostics |

[ Download systermn logs ]

Checking for physical link
Checking IP configquration
DHCP Client is running
Gateway (192,168.73.5):

Primary nameserwver (192.165.73.10):

Secondary nameserver (192.168.0.2):
Checking name service connectiwvity (DN3):

Primary nameserver (192.168.73.10):

Secondary nameserwver (192.168.0.2):

WL epYyl. com:

epygi-config. loc:

: WAN link ok
: dymamically via DHCP Client

reached
reached
reached

answered
answered
resolved and answered

Show Systern Loos

Copyright (£ 2003-2008 Epyai Technalagies, Ltd. Al rights reserved.

Fig. 11-52: System Diagnostic page

Show System Logs link leads to the page where Quadro’s logs might be viewed, downloaded and the logging setting may be adjusted.

System Logs

The System Logs page is accessible by pressing the Show System Logs link on the Diagnostics page. This page is used to adjust where system
logging settings, view system logs directly in your browser or download them locally to your PC.

The System Logs page consists of three sub-pages.
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The System Logs Settings page is used to adjust the system Main System Users Telephony Iternet Uplink  Network @ep}’SI
uadro
logging settings and contains the following components. !

e The Enable User Logging checkbox is used to enable user System Logs

level Iogglng This Iogglng contains brief information about System Logs Seftings System Remote Logs Seftings  Yiew Systern Logs
events on the Quadro.

[ Enanle User Logging
e The Enable Developer Logging checkbox is used to enable [JEnable Developer Logging
developer high level logging. This logging contains detailed

. . [ archived Logging
information about events on the Quadro.

Mark all logs Comment
® The Archived Logging checkbox is used to is used to keep
. . Diownload all logs
more logs on the Quadro. This option allows to collect more

system information in the log files and to keep them longer.
Attention: This option requires quite sufficient resources on
the QUadI’O It |S recommended tO use thls Opthn II"I Ul'gent Copyright (C) 2003-2008 Epyai Technologies, Ltd. All rights reserved

cases onIy. Fig. 11-53: System Logs - System Logs Settings page

e The Mark all Logs button is used to set a line marker in the logs. If you need to follow a certain piece of log, push this button to set a starting
mark in all logs and then perform the needed actions over the Quadro. When the actions are done, push this button again to set an ending mark
in all logs. This way you shall clearly see a piece of log between the staring and ending marks generated during the certain actions taken over
the Quadro. The Comment text field is used to insert some text information which will be displayed next to the marks inserted in the logs. This
comment may describe the problem captured in the following logs and may be useful for the Technical Support.

e The Download all Logs button is used to download all logs to the local PC as a *.tar archive file. These logs can then be used by the Epygi
Technical Support Office to determine the problem that has occurred on your Quadro.

yegi

Main Systems  Usérs  Comlerences  Telephony waemet Uglink  Network @'\P

System Logs

The System Remote Logs Settings page is used to adjust the
system logging settings and contains the following components.

[E] Enabie Cat Controling Log (] Enabie S User Agent Log

e The Enable Remote Logging checkbox is used to enable
remote monitoring of Quadro’s logs. When this option is

¥|Enable Media Steam Log  [¥] Enable DSP Leg

] Enable SIF Registiation Log  [¥] Enabie Spstemn Messages Log
selected, remote administrators may connect Quadro with [l Enabie FO Log Volos Mal stam Log
Telnet protocol (port number 645) and access the logs lEnsbia SPUG AgortLeg (2] Ensble CAS User Lag
selected on this page. This is done for remote Quadro’s 7 Enatie 45 et ¥l nutse 500 L2157
diagnostics and is mainly used by Epygi’s Technical Support EAEnatie ONL3Lop
Office. To make the Quadro’s logs open for remote access, e (—r

appropriate Firewall level or Filtering Rules must be created.

Ceynght 151 20013008 icehl Tahosioaian Lag Al HGhS Mk

®  Checkboxes below on this page are used to select those log
types that shogld be accessm_le remotely. Select only those Fig. I1-54: System Logs - System Remote Logs Settings page
logs that you wish to have monitored remotely.

Main Systens Users  Tebepheny et Uglink  Hetwork @L\l)?.gl

B usda

System Logs - DSP

o3 Seminns Wiow SwstenLogs

B
eching PORTI: Moda = 1, Coces = 0, Channels =
0 nemal moge, Ime: 251

268, state: 1, Ring slop Smeces 7000

In the View System Logs page you may view the generated logs e o NS

on the Quadro. System logs are useful to determine any king of 447 £ R 16 10 ST Dvtc o

problems on the Quadro as well as to monitor the user’'s access : et e
and the usage of it.

onhagk
ng 1ing detetion patiems, count ¥
ad. 17 CID FE Detect

On the left side of the page, a list of main logs is displayed.
Clicking on the needed link will display the log on the right side of
the page.

Copynight (0] 007 Lavms Tasfiralasas ki

The text field on the left side is dedicated for support personnel
only and is used to search a custom log not listed on this page. To
do so, insert a required log name to the text field and press Show
Custom Log functional button.

At ngsts resaread

Fig. 11-55: System Logs — View System Logs page
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Features

This page lists all features that may be activated by a software key, characterized by a Feature Description and provided with its Status:

® No Key Found - the feature is currently not available

e Reboot Needed - the feature key has been entered and Quadro needs to be rebooted

e Activated - the feature is now available on the Quadro

® Free trail — the feature is activated for evaluation. The evaluation period is 30 day.

Following features may be activated via the software key:

® Debug - enables Telnet connection towards the Quadro
for debugging purposes.

® 3pcc Support - enables Third Party Call Control feature on
the Quadro. The feature allows the call controlling
applications running on a user PC to remotely initiate and
handle calls on the Quadro and to subscribe for certain
event notifications from the Quadro.

® |P Phone support - enables additional LAN-sided IP
phones support on the Quadro. This feature key allows you
to activate a package of 8 IP lines support.

® QCM Support — allows Quadro’s extensions to be used by
Quadro Communication Manager after QCM trial period
expires. Depending on the feature key type, additional 4 or
10 QCM licenses can be activated on the Quadro.

To enter a Feature Key, click Add. A page with the Feature Key
text field is opened. Enter the key and press Save. The status of
the selected feature entry will change to Reboot needed. Reboot
the Quadro and the feature will receive the status Activated.

To receive a Feature Key, register the Quadro device and send a
corresponding request to Epygi's Technical Support. This request
must include the Unique ID that is displayed in the Features page
above the features list.

Upload Language Pack

4 r
Main System Users  Telephony Internet Uplink Network @ep‘) 81
quadre
Features
Unigue ID: 09-5.0.4-010900
Add
U, Additional Features Status
Hame
Debug Enahles Debug support Activated
2nce Supportfor Third Party Call Control Freeftrial
Support
IP Phane Support for additional LAN-sided IP Phones 8 users
support
Qck Full support for Quadro Communication Manager Free trial
Suppart pe d
Copyright(C)2003-2008 Epyai Technologies, Ltd. All rights resened
Fig. 11-56: Features page
Maln  System  Users  Tebephiony et Uipink Hetwork @‘P\‘—'.'
Features
AEUCUFRINLWGOFRILH T 15EVA W
[ s | [ Back Hulp |

Fig. 11-57: Features Add page

The Upload Language Pack page allows you to upload a custom language for GUI and Voice Messages of the Quadro. The language of voice
messages can be switched to the custom Language Pack language from the GUI setting page in the System Configuration Wizard. The language of
GUI session can be changed to the custom Language Pack language from the radio buttons on the login page. Uploading a language pack will also
change the language of some supported IP phones (Aastra, snom v.6.x, Grandstream GXP2000 ). After a custom Language Pack is uploaded onto
the system, reboot the IP phone to load a matching language onto the phone.

Uploading a Language Pack will cause the loss of the following data:

e All voice mails and custom voice messages
e Call statistics

® Pending events

® Transfer statistics

Please Note: Only one custom Language Pack can be uploaded
at the time. Uploading a Language Pack will remove the existing
one (if applicable) and will reboot the Quadro.

The Current Language Pack field displays read-only information
about the custom language pack uploaded. When no custom
language pack is uploaded, the field indicates “unknown”.

Below, there is a Language Pack File to Upload text field that
displays the selected image filename. The Browse button is used
to browse the custom language pack to be uploaded.

@cpysi

Quadrobl

Main  System Users  Telephony Internet Uplink Network

Upload Language Pack
Installing ar removing a language packwill cause:

Areboot

Anew language pack replaces the existing one
Losing all voice mails and custom voice messages.
Losing call statistics

Losing pending events

Losing the transfer statistics

sss s

Current language pack

Language packfile to upload: [eBuildiLangPacki_FRUangpack_r_FR_5.1 4.bir[_ Browse.. |

Remove current lanquace pack
Undate languades o IP phones

ATTENTION: After pressing "Save’, you'll have 10 reboot the device manually, even ifyou dontinstall the language packl

0032009 Epvai T

ies, Lid. All rights reserved.

Fig. 11-58: Upload Language Pack page

The Remove Current Language Pack link is only seen when a custom language pack is uploaded and is also used to remove it from the system.
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The Custom languages for IP phones link is only seen when a custom language pack is uploaded and is used to move to the Update Languages
for IP Phones page where a custom language pack may me uploaded to the IP phone.

Pressing Save will start uploading the custom language pack to the board.

Attention: Pressing the Save button will stop some vital processes on the Quadro, therefore you will need to reboot your device manually even if
you have cancelled the language pack update procedure on the following steps.

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom
language pack (if applicable). After final confirmation, the system will upload the selected custom Language Pack and it will reboot.

Update Languages for IP Phones

The Update Languages for IP Phones page is used to upload a custom language pack to the IP phone. This page only contains those IP phones
that support custom language pack uploading from the Quadro.

To upload the custom language pack, go to your IP phone related
page and Browse the custom language pack file. Save the Upditn imgringes (o P phites
changes to upload the custom language pack to the IP phone.

Attention: Pressing the Save button will stop some vital processes
on the IP Phone, therefore you will need to reboot your phone
manually even if you have cancelled the language pack update
procedure on the following steps.

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom
language pack (if applicable). After final confirmation, Quadro will upload the selected custom Language Pack to your IP phone. You should then
reboot your phone to make the new language pack active.

Fig. 1-59: Update Languages for IP Phones page

User Rights Management

The User Rights Management service sets restrictions on the GUI access for various users, permits or denies the access to certain Web GUI
configuration pages and creates multilevel user management of the Quadro. The feature is useful to the ISPs in order to set the restrictions for
certain customers to manage the Quadro’s configuration.

Two levels of Quadro GUI administration are available:

o Administrator — this is the main administrator’'s account. The administrator can configure to have the factory reset safe the default
password or choose not to. The administrator has access to all Web GUI pages and no one else has configuration permission to adjust
this account. The administrator is responsible for granting access to all other user groups.

o Local Administrator — this is a common (sub-) administrator's account. The password is not factory reset safe. Local Administrator can
have permission to adjust each GUI page.

° Extension — this account refers to all extensions created on the Quadro. The password for default extensions is not factory reset safe
but is contained in the backed up configuration. Permissions for an extension to access each GUI page can be adjusted here.

The User Rights Management page consists of two pages. The Users page is used to manage the available users on the Quadro. The Roles page
is used to assign the corresponding permissions to the users.

Main  Systemn  Users  Telephory Irdarriet Uplink Hetwork @

. . User Rights Management
The Users page contains a table where the Administrator and Local

Administrator users are listed. This page allows them to modify the '.'"..":‘Z...........L... o
passwords of available users in the table and to manage the Local o

Administrator's account. The following functional buttons are ol
available on this page: g

The Change Password functional button is used to change the
password of the Administrator and Local Administrator user's
account. Select one of the available users in the table by toggling the
corresponding checkbox and press Change Password to open the
corresponding page.

Fig. 11-60: Users page at User Rights Management
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The Change Password page is used to change the user's

password. It offers the following components:
Main  Systam Users  Telophony biteraret Uplmb Hetwork, @‘,[ul.g\]
The Old Password text field is only present when modifying the
Administrator account password and requires the current Change Password
password of the Administrator. An error message prevents Account Name: admin
entering the wrong password.
The New Password text field requires a new password for the il
Administrator or Local Administrator. Reentering the new g
password in the Confirm New Password text field will confirm the S
new password. N— H
The password can consist of numerical values only. Up to 20

digits are allowed. A corresponding warning appears if any other

. Fig. 11-61: Change Password page
symbols are inserted. P

The Enable User and Disabled User functional buttons are used to enable or disable the Local Administrator's account.

Please Note: The Administrator's account cannot be disabled.

M Syseen Ussts  Telaphory  deesanat Uplink Wstwoik @l'[!‘_.'_‘__il

User Rights Management

Fadts

The Roles page contains a table where the Local Administrator and 0 | toca
Extensions users are listed. This page allows you to set the EFLL) i)
permissions to the GUI pages for each user in the table.

The Edit functional button leads to the Change Access Rights

page where a list of user specific GUI pages is displayed. Select the Fig. II-62: Roles page at User Rights Management
user in the table and press Edit to manage the permission for the

corresponding user.

.
Main System Users  Telephony Internet Uplink Network @ep } Ej)l

quadro

User Rights Management
Changing access rights for role extensions

Grant Access Denv Access Selectall hwverse Selection

CGl Name CGl Description Access
[ | statistics Call Statistics Granted
[ | ripstatistics Call Statistics - RTP Details Granted
[ | faxstatistics Call Statistics - FAX Details Granted
[ | forwardadd Forwarding List- Add/Edit Entry Granted
[ | huntadd Call Hunting - Add/Edit Entry Granted
[ | sds Speed Calling Settings Granted
[ | userpsw Changing Password for adrmin or extension | Granted
[ | usersettings Esxtension Account Settings Granted
[ | vmail Extension Voice Mailhox Granted
[ |vms Extension Yoice Mail Settings Granted
[ | vmprofiles Extension Voice Mail Profiles Denied
[ | hald Basic Services - Hold Music Settings Granted
[ | redial Basic Senices - General Settings Granted
[ | dnd Basic Senices - Do Mot Disturh Settings Granted
[ | addressmanagement | Extension Caller ID Based Sernvices Table Granted
[ | supsenices Edit Extension Caller ID Based Services Granted

On the Change Access Rights page, Grant Access/Deny Access O | grouplist Extension Group List Granted

functional buttons are used to grant or deny access to certain GUI - - -

page(s) for the selected user. [ | grouplistadd Estension Group List- AddiEdit Member Granted

When access to a certain GUI page is denied for a user, the “You
are not authorized to access this page!” warning message will be
displayed.

Copyright ¢ 2003-2008 Epyai Technologies, Ltd. All rights resened.
Fig. 11-63: Edit Roles page at User Rights Management
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Users Menu

e — @cpygi| | Users .. @epygi

Quadroé

Active Calls

F Fig. 11-65: Telephone Users Menu in Plain Theme

Fig. 11-64: Telephone Users Menu in Dynamo Theme

Extensions Management

The Extensions Management page is used to create a variety of extensions and auto attendants on the Quadro. From this page, by clicking on the
user extension, the Administrator can go to the extension settings pages.

Mo System Users  Telephiony Wibernet Uplink  Hetwork @"-"P_\'.'—\'

When this page is accessed for the first time after the Choose Extenslons Length

Quadro’s initial boot-up or the default configuration
settings restore, an intermediate page is displayed.

The Change Extension Length page is used to define the Extursion Br ' o

extension settings applicable to all extensions on the

Quadro. This page disappears once being saved. S [t
The Change Extension Length page consists of a radio- Fio. 106, Extensions Management - Add Entry page

button selection:

® | eave Current Length radio-button selection is used to leave the current length of extensions on the Quadro. Per default the extensions
length on the Quadro is 2. In front of this selection, the actual configured length of extensions is displayed.

® Change Length radio-button selection is used to change the actual length of extensions on the Quadro. This selection enables the
following information to be defined:

The Extension Length drop-down list requires you to choose the length of the extensions on the Quadro. This number will apply to
all existing extensions on the Quadro as well as to any newly created extensions. The length of the extension can be 2, 3 or 4.

The Extension Prefix text field is used to define a prefix with which all existing extensions on the Quadro as well as to any newly
created extensions should start. The prefix cannot start with the digits O or 9, otherwise an error message appears.

Please Note: By saving the settings on the Change Extension Length page, all existing extensions will lose the custom voice messages and voice
mails in the voice mailbox. The device will be rebooted. You will not be automatically redirected to the login page, so you need to access it manually
again when reboot ends. After the reboot, the Change Extension Length page will disappear and the Extensions Management page will be
displayed. The Change Extension Length page will not appear again unless the default configuration settings are restored on the device.

Two types of user extensions, active and inactive, can be created on the Quadro. Active extensions are those that are attached to a line, can place
and receive calls and use available telephony services. Inactive extensions are those that are not attached to the line. They can use some available
telephony services but they cannot place and receive calls. Instead, inactive extensions have a voice mailbox available to store the messages from
callers.

Quadro6L has no FXS lines, only IP lines are available.

Attendant extensions are dedicated to the IVR system on the Quadro. These extensions are used by callers to reach Quadro’s users and use the
remote access and call relay services. It is possible to create Auto Attendants with the custom scenarios. By default, Quadro has one Auto Attendant
extension (00) which is undeletable.

Attention: The system is limited to 100 extensions. Once the number of extensions in the Extensions table reaches 100, there will be no more
possibility to add new extensions.

The Extensions table is a list of all extensions and their parameters.
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Extensions Management
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Fig. II-67: Extensions Management page

The following columns are present in the table:

® Extension - lists user or attendant extensions on the Quadro. This number is used for internal PBX calls.
e Display Name - indicates an optional display name to identify the caller.

e Attached Line - indicates the IP line corresponding extension is attached to. “R” is displayed in this column when SIP Remote Extension
(see below) functionality is enabled on the extension.

e SIP Address - displays the SIP address of the corresponding extension. The column displays the full SIP address, (i.e.,
username@sipserver:port) when the Registration on SIP Server checkbox is selected. If registration is disabled, the SIP address will be
displayed in the following format: “username, Proxy: sipserver:port”. If no SIP registration server or SIP server port is defined, corresponding
information will not be included in this column. If no username is defined, the extension number will be displayed instead.

® Percentage of System Memory - indicates the user space (in percentages) configured for each extension. The actual available duration (in
minutes) for the extension voice mails, uploaded/recorded greetings and blocking messages is also displayed here. The available minutes
corresponding to the selected user space are dependent on the Voice Recording codec selected from the Voice Mail Recording Codec
page. For example, for the same amount of marked out user space, selection of the G726 voice recording codec will provide more space for
voice mails and user defined voice greetings than the G711 codec selection.

® Call Relay - indicates whether or not the Call Relay option is enabled on the extension.

® Codecs — column lists the short information (full information is seen in the tool tip) about extension specific voice Codecs. Extension
codec’s can be accessed and modified by clicking on the link of the corresponding extension’s Codecs. The link leads to the Extension
Codecs page.

Clicking on each user extension in the Extensions table will open the extension specific Extension Settings menu. The Pickup Group, Call Park and
Paging Group extensions are displayed without a link in the Extensions Management table and extension pages. Additionally, the supplementary
services configuration pages will not be accessible for this type of extensions.

Add opens the Add Entry page where the type and number M Syston Ucers  Telophiy WAoot Uplik  Metwork @ cpysi
of the new extension should be defined. This page consists of o
the following components: Extensions Management - Add Entry

The Extension text field is used to enter a new extension Eaansion (17

number. If non-digit symbols have been entered, the error " User Extension

“Incorrect Extension: no symbol characters allowed” will oz ) (o) (Chee ]
appear. If an extension with the same number already exists

in the Extensions Management table, the error “Extension
already exists” will appear.

Please Note: Extension number cannot start with the digits 0. You can add extensions of up to 20 digits long. However, the Call Routing won't be
adjusted automatically; you may need to manually adjust the routing rules for extensions in custom length.

The Type drop down list is used to select the type of the extension (User Extension, Pickup Group, Call Park, Paging Group or Attendant) to be
created (for details see below).

Fig. 11-68: Extensions Management - Add Entry page

Edit opens the Edit Entry page where a newly created user or attendant extension settings might be adjusted. To operate with Edit, one or more
record(s) have to be selected, otherwise the “No records selected” error message will appear.

The Edit Entry page consists of two frames. In the left frame settings groups are listed. Clicking on the corresponding settings group displays their
configuration options in the right frame.

Please Note: Save changes before moving among settings groups.
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User Extension Settings

1. General Settings

Maln  System Users  Telephony et Uplink, Hetwoik @t |)\ :{_l
o auses

This group requires extension's personal information and has
the foIIowmg components: Extensions Management - Edit Entry

Display Name is an optional parameter used to recognize the
caller. Usually the display name appears on the called party’s
phone display when a call is made or a voice mail is sent.

General Settings - 11

Display Mame o Smith

Fasawon

Password requires a password for the new extension. ContemPasrsced  [euaseee
Azached Ling Line 1 -
The extension password may only contain digits. If non-numeric e Jusss Maeknses
symbols are entered, the “Incorrect Password: no symbol o 3l Ralay
characters allowed” error will prevent making the extension. 2} St om Pl Ciackoer
i Tix U Sattings Percentage of Tolsl Memory 4 %
Confirm Password requires a password confirmation. If the i Lo i Setinrs — e

input is not corresponding to the one in the Extension

Capyright (€200 3008 Epral Tashas

Password field, the “Incorrect Password confirm” error will

Fig. 11-69: Extensions Management - Edit Entry — General Settings page
appear.

Attached Line lists all free lines to where an extension may be attached.

Please Note: Extensions cannot be detached from the line if the SIP Remote Extension service is enabled on it. To detach the extension from the
line, disable the SIP Remote Extension service on the extension first.

Use Kickback checkbox enables the Kickback service on the extension for the blind call transfer. When the extension transfers the call to the other
extension and if there is no answer from the destination side, the call will automatically get back to the extension who initiated the transfer instead of
getting into the destination's voice mailbox or being disconnected.

Allow Call Relay enables the current extension to be used to access the Call Relay service in the Quadro’s Auto Attendant. It is recommended to
define a proper and non-empty password when enabling this feature in order to protect the Call Relay service from an unauthenticated access.

When the External Call Policy checkbox is enabled, all incoming IP calls to the corresponding extension will be handled by the external Policy
Server.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Il — Extension User’s Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the Snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for the extension’s voice mails and uploaded/recorded greetings
and blocking messages. The maximum value in the drop down list is equal to the maximum available space for voice messages on Quadro. When
editing an existing extension and decreasing the voice mailbox size, the system will check the present amount of voice mails in the mailbox of the
extension. If the memory required for these voice mails exceeds the size entered, the system will suggest either to remove all voice messages from
the extension’s voice mailbox or to select a larger size so that the existing voice messages can be stored in the mailbox.

The Enable Ringing Simulation checkbox is available on virtual extensions only and enables extra ring tones played to the caller before the voice
mail of the called virtual extension gets activated. If this checkbox is not enabled, the voice mailbox will get activated immediately the call arrives.
The ring tones will be played during the timeout specified in the Ringing Simulation Timeout text field.

2. SIP Settings

This group is used to configure extension’s SIP registration
settings and consists of the following components:

User Name requires a user name for the extension registration o T 1 e = i @cpysi
on the SIP server. The registration user name needs to be
unique on the SIP server and it is displayed on the called phone Extensions Management - Edit Entry
when performing an IP call. —

SIF Registration Settings - 11
Password indicates the password for the extension registration AR Sankuis

15t Masnp

on a SIP server.

Fasswni

Confem Fassword |

Registration Password is used to confirm the password. If the
entered password does not correspond to the one entered in the
Password field, the error message “The passwords do not
match. Please try again” will appear.

SIP Sarver

SIF P 5060

[El regiaanan on 59 Serer

i T Usion Safmings

SIP Server indicates the host address of the SIP server. The

G T Litne Sestinug il Back [ hep |

field is not limited regarding symbol usage or length. It can be

Copright (£3200%- 3008 Lpral Tashaniagias, ks Al gk semons

either an IP address such as 192.168.0.26 or a host address

. . Fig. 11-70: Extensions Management - Edit Entry — SIP Settings page
such as sip.epygi.com.

SIP Port indicates the host port number to connect to the SIP server. The SIP server port may only contain digit values, otherwise the error message
“SIP Server Port is incorrect” will be displayed when applying the extension settings. If the SIP server port is not specified, Quadro will access the
SIP server through the default port 5060.

Registration on SIP Server enables the SIP server registration option. If the extension has already been registered on an SIP server, its IP address
will be displayed in brackets.
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3. SIP Advanced Settings

This group is used to configure advanced SIP settings (Outbound Proxy, Secondary SIP Server and Outbound Proxy for the Secondary SIP Server
settings and to define other SIP server specific settings).

The SIP Outbound proxy is an SIP server where all the SIP requests and other SIP messages are transferred. Some SIP servers use an outbound
proxy server to escape restrictions of NAT. For example, Free World Dialup service uses an Outbound Proxy server. If an Outbound proxy is
specified for an extension, all SIP calls originating from that extension are made through that outbound proxy, i.e., all requests are sent to that
outbound proxy, even those made by Speed Calling.

\ The Secondary SIP Server acts as an alternative SIP registration server when the primary SIP Registration Server is inaccessible. If the connection
with the primary SIP server fails, Quadro will automatically start sending SIP messages to the Secondary SIP Server. It will switch back to the
primary SIP server as soon as the connection is reestablished.

Authentication User Name requires an identification parameter to reach the SIP server. It should be provided by the SIP service provider and can
be requested for some SIP servers only. For others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP
registration server accessibility to the verification mechanism.
Timeout indicates the timeout between two attempts for the SIP ) ]
registration server accessibility verification. If no reply is W Sysvr s | Toopory | et Uk | o @cpysi
received from the primary SIP server within this timeout, the
Secondary SIP server will be contacted. When the primary SIP
server recovers, SIP packets will resume being sent to it.

Extensions Management - Edit Entry

SIP Advanced Settings - 11
The RTP Priority Level drop down list is used to select the baancot Sests
priority (low, medium or high) of the RTP packets sent from a
corresponding extension. RTP packets with higher priority will
be sent first in case of heavy traffic.

Autnenbeaton Lisse Hama | 91KhIsglIaigknss)
Bl 9ona keep-alive Messages 1 Pravy

Tttt isc) |60

TP pritaty v e dirn (&

The Do Not Use SIP Old Hold Method checkbox enables the o netse 51 01 ol memoa
new recommended method of call hold in SIP, in which case the et Presy
hold request is indicated with the "a=sendonly" media attribute, Golotssenmar | Hostadinas s
rather than with the IP address of 0.0.0.0 used before. The fletpaismn | e o

Saconday SIF Serve

checkbox should be enabled if the remote party does not
recognize hold requests initiated from the Quadro.

Host addiess SIZ BpvgL Lo
] 5060

Cnustisoamnd Proy for Secorsdary SIP Serves

A group of Host address and Port text fields respectively
require the host address (IP address or the host name) and the
port numbers of the Outbound Proxy, Secondary SIP Server
and the Outbound Proxy for the Secondary SIP Server.
These settings are provided by the SIP servers’ providers and
are used by Quadro to reach the selected SIP servers.

Host address BIpa2 #gvgl com

Pent 5041

Capyright C) 2003-3008 Egcai Taihraligien Al Al 1

areed

Fig. 11-71: Extensions Management - Edit Entry — Advanced SIP Settings page

4. Remote Settings

This group is used to configure SIP Remote Extension functionality. This is an advanced telephony feature that allows Quadro users to remotely
operate Quadro. Users need to register a hardware or software SIP phone on the Quadro by defining the Quadro’s global IP address and an
appropriate Username/Password. A registered SIP Remote phone can act fully as a phone connected locally to Quadro, i.e. it can use Quadro’s PBX
features, place and receive calls, access voice mails, etc.

The Enable checkbox activates the SIP Remote Extension’s functionality.

Please Note: SIP Remote Extension functionality may be enabled only for active (attached to IP line) extensions.
Identification parameters used by the remote SIP device for registration on the Quadro should be defined in the Username and Password text
fields.

When the Enable RTP Proxy checkbox is selected, incoming
and outgoing RTP streams to and from the remote SIP phone T — @cpyai

will be routed through Quadro. When the checkbox is not o
selected, RTP packets will be moving directly between peers.

Extensions Management - Edit Entry

When the Fallback To Local Extension When Not Registered
checkbox is selected, incoming calls towards the corresponding
extension on the Quadro will be forwarded to the remote SIP
phone only if it is registered. Otherwise, when the remote SIP
phone is unregistered, incoming calls will be routed to the line
extension it is attached to. When this checkbox is not selected,
all incoming calls will be routed to the remote SIP phone only if it
is registered. Otherwise, if the remote SIP phone is
unregistered, calls will be forwarded to the extension’s voice i ToUsen St
mailbox. i T L St & |__Baee | L_Hep |

SIP Remote Extension Settings - 11

= Enatin

IsRmama 1

asawni

nable KTP Brow

sliback To Loc st Exension Wen Nol Registeng

Copyright (T3 20053008 Loral TAGhA0RERL kIS AN gk semsne

The Symmetric RTP checkbox should be selected when the

. . . . Fig. II-72: Extensions Management - Edit Entry — Remote Settings page
remote extension is located behind the symmetrical NAT.
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5. Call Queue Settings

This group is used to configure the Call Queue service that allows multiple incoming calls to be kept in the queue when being on the line and
enables the calls to be answered in the order they have been received. This feature can be also used within Receptionist Management (see
below for more details).

The Enable checkbox activates the Call Queue functionality on
the extension.

The Call Queue Size text field requires the length of the call
gueue. This is the maximum number of calls that will be
accepted into the queue and kept on hold while the extension

user is on a call. If a maximum number of calls are already held B e wer) TS ) o Ui B VI (c“"__\_'f'f'_
in the call queue, the next incoming call will be routed to the ) )
extension’s Voice Mail, if enabled, or will be disconnected. Extensions Management - Edit Entry

Please Note: By configuring Call Queue size, Call Forwarding if Call Guaue Settings - 11

Busy and Voice Mail telephony services will not take effect on
the corresponding extension until the call queue is not filled. J—— s
These telephony services will affect only the calls out of the call CollGuous Sotings | Max Call Queue Appearance

queue. 3608 | (] Enasss Redisction

[FEnatie

Call Gusue Messags Repatiton Count |5

The Max Call Queue Appearance text field requires the
maximum number of active calls on the line. For example, if 1 is

CallType [P w

configured in this field and the extension is in use, the next GoTolsss Saiga | Adoress  [191019@%0 ooyl com [CsP-Cisboara )

incoming call will go to the call queue. If 2 is configured in this GoToLins sesungs

field and extension is in use, the next incoming call alert will be Unload new call s wecome message Gunediaiaunuewtc wa (Bowme—]

heard in the background (if Call Waiting service is enabled on Fpnasnen e messas Cmessaseuamug (Bame.. ]

the corresponding extension) and the extension will hold the first Cem ] (s ) (o)

call to answer the second one or they can be joined for a call
conference. However, the next incoming call will again go to the
call queue.

30032008 Byl Tauneciogies L3 All gt seserves

Fig. 11-73: Extensions Management - Edit Entry — Call Queue Settings page

Enable Redirection checkbox is used to enable the call redirection to the other destination after some time spent in the queue. This will avoid the
caller to wait in the queue for too long. This checkbox selection enables the following components:

Call Queue Message Repetition Count text field requires the number of call queue messages (played during the caller is in the queue) after
which the call in the queue will be automatically redirected to the destination defined below.
Call Type lists the available call types:

® PBX - local calls to Quadro’s extensions

® S|P — calls through a SIP server

® PSTN - calls to a global telephone network

e Auto — used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN number) will
be reached through the Call Routing Table.

The Address text field is used to define the address where the call will be redirected. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field.
For the SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here. For the Auto
call type, a routing pattern needs to be defined.

Upload new call queue welcome message allows updating the active Call Queue welcome message (played when a caller joins the extension’s
call queue), downloading it to the PC, or restoring the default one.

The Remove call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and is
used to remove it and restore the default call queue welcome message.

The Download call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and
is used to download it to PC and opens the file chooser window where the saving location can be specified.

Upload new call queue message allows updating the active call queue message (played when a caller is being held in the queue), downloading it
to the PC, or restoring the default one.

The Remove call queue message functional link appears only when the custom call queue message is already uploaded and is used to remove it
and restore the default call queue welcome message.

The Download call queue message functional link appears only when the custom call queue message is already uploaded and is used to download
it to PC and opens the file chooser window where the saving location can be specified.

Browse buttons open the file chooser window to browse for a new Call Queue welcome message file. The uploaded files should to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it with the “Invalid audio file, or format is not supported”
warning message. The system also prevents uploading if there is not enough memory available for the corresponding extension, which will cause the
“You do not have enough space” warning message.
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6. Voice Mailbox Settings

This group is used to configure voice mailbox storage and consists of a group of manipulation radio buttons to define the location where voice mails
will be collected.

® Disable Voice Mail — disables the Voice Mail service for the corresponding extension. With this selection, the extension user will be unable to
reach their Voice Mail Settings, but will be able to access their Voice Mailbox and manage the existing voice mails.

® Use Internal Voice Mail — enables the Voice Mail service for the corresponding extension and defines the Quadro’s internal storage as a
location for the Voice Mails.

This selection also allows you to manipulate with the Voice Mail Configuration Wizard used by the extension’s user to setup personal settings
(the password, the voice mail greeting message and the user's name for Extensions Directory) from the handset. By default, the Voice Mail
Configuration Wizard is enabled when the Quadro’s is in the factory reset state. It can be manually enabled from this page by pressing the
Activate button. When the Voice Mail Configuration Wizard is activated, the extension’s user is prompted to insert personal settings as
he/she enters his/her Voice Mailbox for the first time. Unless the required information is not inserted, the button is changed to Deactivate and
the Configuration Wizard Status becomes Activated. Use Deactivate button to stop Voice Mail Configuration Wizard. When the user
inserted the required information, the Configuration Wizard Status on this page is changed to Passed and a Reactivate button appears.
Using Reactivate button you might re-enable the Voice Mail Configuration Wizard so the user will be again prompted about his/her personal
settings next time entering his/her Voice Mailbox.

Instructions on how to insert the information prompted in the Voice Mail Configuration Wizard are available in the Features Codes (see
Manual Il — Extension’s Users Guide).

The Shared Mailbox section is used to setup a mailbox sharing. The Edit Voice Mailbox Access List link goes to the page where a list of
PBX extensions can be defined for which the mailbox of the current extension will be shared and accessible without password authentication.
For more details on how to access Shared Mailboxes, see Feature Codes.

ol @©

Extensions Managemant - Edit Entry

® Use External Voice Mail — enables the Voice Mail service
for the corresponding extension and is used to define a
remote Voice Mail Server as a location for the Voice Mails. e
In this case recorded voice mails will be collected on the - —
remote server. Radio button selection enables a sub-group S Fra— o
of manipulation radio buttons: SRR ’:

If the remote Voice Mail Server is combined with the SIP
Proxy server, it is recommended to select Proxy
Controlled Mailbox Type. With this selection, SIP proxy
will keep the recorded voice mail on itself. When extension
accesses his mailbox by dialing *0, the call will be
redirected to the voice mailbox on the proxy server.

Fig. 11-74: Extensions Management - Edit Entry — Voice Mailbox Settings page

If the remote Voice Mail Server acts as a standalone location of voice mails, it is recommended to select Independent Mailbox Type. With this
selection, Quadro redirects the recorded voice mails to the defined remote Voice Mail server. When extension accesses his mailbox by dialing
*0, the call will be redirected to the remote voice mail server.

For each of these selections, it is required to enter the SIP URI of the Voice Mail Server where voice mails of the corresponding extension will
be collected.

The Transport Protocol for SIP messages radio buttons allow the transport protocol (UDP or TCP) for transmission of SIP messages to be
selected.

Attention: By choosing the Use External Voice Mail option, some internal voice mailbox services may become unavailable. Instead, the
services of the external voice mail server will become available to the user. Please consult with the external voice mail server administrator
before enabling this option.

7. Licensing S A S e 8 S ©cpygi

This page is only available if the corresponding licensing is
enabled from the Features page.

Extensions Management - Edit Entry

License Settings - 11

This group allows you to configure the extension to be used by
the Quadro Communication Manager (QCM) soft-phone
application.

| Enable OCM (Quadro Communicalion Munager) ivense

The page contains Enable QCM (Quadro Communication
Manager) license checkbox which allows you to set the
corresponding extension to be used by the QCM application.
When the checkbox is not selected on this page, the QCM will
be functional with the extension only during trial period.

G T Ul Sattings

Ga Ta Line Seftinag
Please Note: This checkbox can be simultaneously selected on oy (3 2082008 il L s
as many extensions as QCM licenses are available on the Fig. II-75: Extensions Management - Edit Entry — License Settings page
Quadro.
The Go to User Settings link is used to make a quick jump to the extension specific Extension's Main Menu page (see Manual Il — Extension User’s
Guide).

The Go to Line Settings link is used to make a quick jump to the Line Settings page of the corresponding extension.

Quadro6L; (SW Version 5.1.x) 41



Quadro Manual Il: Administrator's Guide

Administrator's Menus

Pickup Group Extension Settings
Pickup Group & Access List

The Pickup Group service is used to monitor calls addressed to a certain list of extensions and to pick up calls ringing on the listed extensions. This
service may be used when a group of extensions are located in the same area so the persons nearby can hear the ringing on one of the extensions.
This feature allows you to pick up the call ringing on a certain extension by dialing the number of the pickup extension.

The Pickup Group list is used to define the extensions that can be monitored by calling a certain pickup extension.

The Access List is used to define PBX, SIP or PSTN users that are allowed or forbidden to intercept calls ringing on extensions in the Pickup
Group.

If a user dials the pickup extension when several extensions of the pickup group are ringing, the first (oldest in time) call will be picked up. When the
user dials the pickup extension and no extensions of the pickup group are ringing, the “No call is available to pickup” message will be played to the
user. When the user that is not listed in the Access List dials the pickup extension, password authorization (of the pickup extension) will be required
to answer the call. When a denied user dials the pickup extension, the “Party does not accept your call” message will be played to the user.

For Pickup Group extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP

Settings pages. The SIP Settings and Advanced SIP Settings pages are the same as for regular extensions (see User Extension Settings)
described above. The General Settings page has a different content as follows:

1. General Settings (for pickup group extension)
This group requires personal extension information and has the

following components:

. . - . ain fen Users  Telephor ofiee etk cpygl
Display Name is an optional parameter used to recognize the e @©-<p) g
caller. U_suaIIy the dlsplay_ name appears on th_e_called party’s Extensions Management - Edit Enfry
phone display when a call is made or a voice mail is sent.

) ) Gewssemiss | General Settings - 12
Password requires a password for the new extension. it

The extension password may only contain digits. If non-numeric
symbols are entered an “Incorrect Password: no symbol

characters allowed” error message will prevent making the
extension.

Confirm Password requires a password confirmation. If the (i) (e | ST
input is not corresponding to the one in the Extension

Password field, the “Incorrect Password confirm” error message

. Fig. 11-76: Extensions Management - Edit Entry — General Settings for pickup extension page
will appear.

The Edit Pickup Group link leads to the page where a list of monitored extensions can be defined.

Main  System  Ulsis  Tebephony Wternet Uplink Mstwork @(‘])\'I\_’,l

Pickup Group of Extension 67

A Dolute Selectall Rrmise Selectiog

The Pickup Group of Extension page lists all extensions in
the pickup group, i.e. it lists those that can be monitored and =1
the calls addressed to that may be picked up by calling the =

corresponding pickup extension.

(o] Cre ]
The Add functional button opens an Add Entry page with a
drop down list containing all available extensions on the
Quadro.

Fig. II-77: Pickup Group of Extension page

The Edit Access List link leads to the page where permissions for the users to use the pickup service can be defined.

i s i T b A U e @cpyyi

Access List of Extension 67

B [t Delele Seloct ol e se Seloctiog

Back | Halp

The Access List of Extension page lists all users (or a
group of users if a wildcard is used) and the appropriate
permissions to pickup the calls ringing on the extensions from
the Pickup Group.

Fig. 11-78: Access List of Extension page for Pickup Group
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The Add functional button opens an Add Entry page where a
new user with corresponding permissions might be created. Man Systam Users Telsphoy  Wntemet Uplik  etwork (ct‘_i),\'s%i
This page consists of the following components: o
Call Type lists the available call types: Access List - Add Entry
® PBX - local calls from Quadro’s extensions iType [SIP_ 9
® S|P — calls through a SIP server assss (90200288 5o com ety
® PSTN - calls from global telephone network acsoer [ Allow 9
e Auto — used for undefined call types. The destination Sen ) Bk ]
(independent on whether it is a PBX number, SIP g 612708 G R TR
address or PSTN number) will be parsed through the Fig. II-79: Access List of Extension —Add Entry page for Pickup group

Call Routing Table.

The Address text field is used to define the address to be included in the Access List table. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field. For the
SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here.

The Action drop down list is used to select the defined user’s permissions (allow or deny) to use the pickup service for the extensions included in the
Pickup Group.

Call Park Extension Settings

For Call Park extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings, Advanced SIP Settings,
Park Access List and Retrieve Access List pages. The SIP Settings and Advanced SIP Settings pages are the same as for the regular
extensions (see User Extension Settings), while General Settings page has a different content: 1. General Settings (for call park extension)
This group requires personal extension information and has the following components:

Display Name is an optional parameter used to recognize the @cpyyi
caller. Usually the display name appears on the called party’s e st [ iy e p et A
phone display whenever a call is performed or a voice mail is _

sent Extensions Management - Edit Entry

Ganer Senmis

Password requires a password for the new extension. Gensra) gstings + 80

Disgplay Name CallPark Ext

The extension password may only contain digits. If non-numeric
symbols are entered an “Incorrect Password: no symbol
characters allowed” error will prevent making the extension.

PRETWEIE  esessss

Confum Password  sssasss

=] Sharw on Pubiic Directory

Confirm Password requires a password confirmation. If the Rakieve Timaout |15 i

input is not corresponding to the one in the Extension T |
Password field, the error will appear: “Incorrect Password

Confil’m". Capyrigh () 20032000 Egeii Tesbouleaini LId A iiybhi smsasrad

Fig. 11-80: Extensions Management - Edit Entry — General Settings for call park extension

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Ill — Extension User's Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the Snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

Retrieve Timeout text field requires a timeout (in minutes) during which the parked call will stay active, i.e. the parked user will remain on-hold.
When the call park retrieve timeout expires, the hold music stops playing to the parked user and a new call is being placed towards the extension
initiating the call park. If the extension initiating the call park does not answer the call, the caller which has been recently parked will reach the
extension’s Voice Mailbox, if enabled, otherwise will be disconnected.

2. Park Access List

This page is used to define a list of extensions that are allowed Man Systoin Users  Tekphiy  Wtened ok Wetwosh (C“J\w'
to park the call to the corresponding call park extension. The
wildcard is supported in the Address field to add a group of Extanstony Managemont - Edit Entry

extensions with one entry.

Park Access List- 35

If the extension is not in the Park Access List for the : Sofoas | 084 s Gelste Salacton s Sserhe
corresponding call park extension, it will not be able to park a Pk frcass st Etsnsion

call to this call park extension.

By default, this table contains a “*” entry which allows any PBX o=
users to park the call to this extension.

Attention: If you modify the Park Access List by adding new
extensions, do not forget to remove the default “*” entry from the
list for the new configuration to take effect.

Fig. 11-81: Extensions Management - Edit Entry — Park Access List for call park extension
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3. Retrieve Access List

This page is used to define a list of callers that are allowed to
retrieve a call parked to the corresponding call park extension.

If the caller is not in the Retrieve Access List for the
corresponding call park extension, it will not be able to pickup a
call parked to this call park extension.

By default, this table contains an “Auto-*" entry which allows any
caller to pickup the call parked to this extension.

Attention: If you modify the Retrieve Access List by adding new
callers, do not forget to remove the default “Auto-*" entry from
the list for the new configuration to take effect.

The Add functional button opens an Add Entry page where a
new caller can be added to the list. This page consists of the
following components:

Call Type lists the available call types:
® PBX - local calls from Quadro’s extensions
® S|P — calls through a SIP server
® PSTN - calls from global telephone network

e Auto — used for undefined call types. The destination
(independent on whether it is a PBX number, SIP address
or PSTN number) will be parsed through Call Routing
Table.

The Address text field is used to define the address to be
included in the Retrieve Access List table. The value in this field
is strictly dependent on the Call Type defined in the same
named drop down list. If the PBX call type is selected, the
Quadro extension number should be defined in this field. For the
SIP call type, the SIP address should be defined, for the PSTN
call type, the PSTN user number should be defined here. The
wildcard is supported in this field.

Paging Group Extension Settings
Paging Group & Access List

Main  System Users  Telephony Internet Uplink Network

Extensions Management - Edit Entry

@cpysi

Ouadiah3Z052

General Settings
Retrieve Access List -35

SIP Seftings
SIF Advanced Settings

Park Access List Addiess

Add Edit Delete Selectall verse Selection

Retrieve Access List PETH-*

SIP-s@rr

Auto-101

ojo|ojo

Auto-102

003-2009 Epygi T: Lid. All rights reserved

Fig. 11-82: Extensions Management - Edit Entry — Retrieve Access List for call park extension

Main  System  Users  Telephony Mtermet Uplink Hetwork

Retrieve Access Settings - Add Entry
Call Type | SIP v

Addregs | 19091 @rip egygi corn [ 8P-Cliphward ]

(wildeard suppored)

[Come ) oo ]

2006 Epal Teshnatagiss, Lig. All

@cpysi

Ousdiernns.as

Fig. 11-83: Extensions Management - Edit Entry — Retrieve Access List for call park extension

The Paging Group service is used to page a group of extensions by forcing extensions to go off-hook and opening one-way communication. The
service is particularly used for announcements addressed to a group of extensions. Service allows you to page multiple extensions by dialing the

Paging Group extension.

Please Note: The Paging Group service requires called extensions to use one of the following

automatically go off-hook:

SIP or analog phones which are able to

® SNOM 300 (SIP phone)
® SNOM 320 (SIP phone)
® SNOM 360 (SIP phone)
e SNOM 370 (SIP phone)
® SNOM 820 (SIP phone)
® Aastra 480i (SIP phone)
® Aastra 9133i (SIP phone)
® Aastra 9112i (SIP phone)
® Aastra 9143i (SIP phone)

e Aastra 9480i (35i) (SIP phone)

Aastra 51i (SIP phone)

Aastra 53i (SIP phone)

Aastra 55i (SIP phone)

Aastra 57i (SIP phone)

Aastra 6731i (SIP phone)
Aastra 480e (analog phone)
Grandstream BT200
Grandstream GXP2000
Polycom SoundPoint IP 300SIP
Polycom SoundPoint IP 330SIP

Polycom SoundPoint IP 331SIP
Polycom SoundPoint IP 501SIP
Polycom SoundPoint IP 550SIP
Polycom SoundPoint IP 601SIP
Polycom SoundPoint IP 650SIP
Polycom SoundStation IP 6000

The Paging Group list is used to define the extensions that will be paged. They will automatically go off-hook when the paging call comes in.

The Access List is used to define PBX, SIP or PSTN users that are explicitly allowed/forbidden to activate the call paging using the corresponding

extension.

When calling to the Paging Group extension, the call will be forwarded to the extensions listed in the Paging Group table. The phones of the called
extensions will automatically go off-hook (the phone speaker automatically becomes activated) and the caller will be able to make his announcement.
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Since the paging call opens one-way communication, the called extensions will not be able to give an answer to the caller. To terminate the paging

call, caller should simply hang up.

Attention: Call paging will not work if the called extension is in call.

When caller not listed in the Access List calls the Paging Group extension, password authorization (using the password of the Paging Group
extension) will be required to start the call paging. When a denied user tries to call the Paging Group extension, “Party does not accept your call”
message will be played to the caller. When caller dials the Paging Group extension with empty Paging Group table, “Number dialed temporarily

unavailable” message will be played to the caller.

For Paging Group extensions, Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP
Settings pages. The SIP Settings and Advanced SIP Settings pages are the same as for the regular extensions (see User Extension Settings),

while General Settings page has a different content:

1. General Settings (for paging group extension)
This group requires personal extension information and has the
following components:

Display Name is an optional parameter used to recognize the
caller. Usually the display name appears on the called party’s
phone display whenever a call is performed.

Password requires a password for the new extension.

The extension password may only contain digits. If non-numeric
symbols are entered an “Incorrect Password: no symbol
characters allowed” error will prevent making the extension.

Confirm Password requires a password confirmation. If the
input is not corresponding to the one in the Extension
Password field, the error will appear: “Incorrect Password
confirm”.

Mam Systemn Users  Tebephoiy Iitermet Uplink Metwonk

Extensions Management - Edit Entry

General Settings - 33

for Faging Group

[ Som | [ Back | |__Heln

@L'p\_l'gi_

Fig. 11-84: Extensions Management - Edit Entry — General Settings for paging extension page

The Edit Paging Group link leads to the page where a list of extensions to be paged is created.

The Paging Group of Extension page lists all to be paged,
i.e. those that will automatically go off-hook (by automatic
activation of the phone’s speaker) once the call to the paging
group comes in.

Add functional button opens an Add Entry page with an only
drop down list containing all available extensions on the
Quadro.

The Edit Access List link leads to the page where permissions for users to use the Paging Group service can be defined.

The Access List of Extension page lists all users (or a group
of users if a wildcard is used) and the appropriate permissions
to use the Paging Group through the corresponding extension.

Main  System Users  Telephomy Wil Uplink  Network

@cpysi

Paging Group of Extension 67

Add Dalsts Selsctal linverss Selectisn

Extonshn
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Fig. 11-85: Paging Group of Extension page
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Fig. 11-86: Access List of Extension page for Paging group
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The Add functional button opens an Add Entry page where a
new user with corresponding permissions might be created. Man Systam Users Telsphor  Wtemet Uplik  Metwork (ct‘_]?,\'!%i
This page consists of the following components: e
Call Type lists the available call types: Access List - Add Entry
® PBX - local calls from Quadro’s extensions Type [SP 9
® S|P — calls through a SIP server s (902002651 sprtom ERETTET|
® PSTN - calls from global telephone network acnor [ Allow [
e Auto — used for undefined call types. The destination L Bl Coes ]
(independent on whether it is a PBX number, SIP 481513008 i ARERTETe———
address or PSTN number) will be parsed through Call Fig. 11-87: Access List of Extension —Add Entry page for Paging Group

Routing Table.

The Address text field is used to define the address to be included in the Access List table. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field. For the
SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here.

The Action drop down list is used to select the defined user’s permissions (allow or deny) to use the Paging Group service for the extensions
included in the Paging Group table.

Attendant Extension Settings

For Attendant extensions, the Extensions Management - Edit Entry page consists of General Settings, Attendant Scenario, SIP Settings and
SIP Advanced Settings pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions described above.
The General Settings and Attendant Scenario pages are described below:

Mam  System Users Telephomy Inteamet Uplink Hetwork @Ul)}lgl

Extensions Management - Edit Entry

1. General Settings (for attendant extension) G of Settoms General Settings - 00
This group requires personal extension information and has the o
following components:

Atnaam

Display Name is an optional parameter used to define the Auto Eassnsion 1ot 1
Attendant’s description. Usually the display name appears on - .
the called party’s phone display when a call is made or a voice Pertantags of Total Mormory 15 4

mail is sent. o) oo

With the Enable FAX Forwarding checkbox enabled, the
system moves the incoming FAX to the selected extension if a
FAX tone is detected on the Auto Attendant.

Fig. 11-88: Extensions Management - Edit Entry — General Settings for Auto Attendant page

The Extension to forward drop down list is used to choose the extension where the incoming FAX addressed to the Quadro’s Auto Attendant will be
forwarded. The list contains only those extensions that have FAX support enabled. FAX support can be enabled from the Extension Codecs page.

Please Note: FAX forwarding is applicable only for incoming calls from PSTN and IP networks. It is not valid for PBX calls.

With the Show on Public Directory checkbox enabled, the details of the corresponding auto attendant extension will be displayed in the User
Settings table on the Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Il — Extension User’'s
Guide). Besides this, the details of the extension will be displayed in the Public Directories on the Snom and Aastra SIP phones. Leave this checkbox
unselected if this auto attendant extension is reserved or not used.

The Percentage of System Memory drop down list is used to define the space for the Auto Attendant’s system messages. The maximum value in
the drop down list is equal to the maximum available space for voice messages on Quadro.

2. Attendant Scenario

This group is used to select between default and custom attendant functionality scenarios. When the Default scenario is selected, a group of settings
should be adjusted. Here, the user defined Auto Attendant system messages can be uploaded and the list of Friendly Phones can be configured.
For Custom scenario, a scenario script file (in EpygiXML coding, the coding standard can be found at Epygi Technical Support) should be defined
and the custom voice messages can be uploaded.
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The Default manipulation radio button selection enables the following components:

e  The Send AA Digits to Routing Table checkbox selection switches the Auto Attendant to the routing mode. Any inserted digits on the Auto
Attendant prompt will be parsed through the Routing Table on the Quadro.

M S ey Ty stk Mk (c\|| l

® Redirection on Timeout - this group allows automatic Extensions Management - Edit Entry
call redirection in case no action has been performed ==
by the caller. The group offers the following options:

Enable Redirection on Timeout checkbox is used to
enable/disable the automatic call redirection.

Recurring Attendant Prompt Repetition Count text
field indicates the number of Recurring Attendant b
Prompts to be consecutively played to the caller with PPt
no action from his/her side. When the Recurring
Attendant Prompt is played the number of times
indicated in this text field, the call will be automatically R
redirected to the defined destination.

e BaanI 00
[respes B 3

[ —

e Call Type drop down list includes possible incoming o G
call types (PBX, PSTN, SIP or Auto). PBX selection v ey et et
means that the call will be redirected to the local
extension. SIP selection means that the call will be
redirected to the SIP destination correspondingly.
PSTN selection means that the call will be redirected
to the PSTN destination. Auto selection is used for
undefined call types: destination (independent on
whether it is a PBX number, SIP address or PSTN
number) will be reached through Routing.

Call To text field requires the destination number
dialed in the format depending on the selected Call
Type. The wildcard is supported in this field.

s T Brsseoms s

Fig. 11-89: Extensions Management - Edit Entry — Attendant Scenario page

®  ZeroOut — this group is used to configure call redirection service on the Auto Attendant. When a caller reaches the Auto Attendant, he may
want to accelerate the automatic redirection feature instead of using Auto Attendant features. To activate ZeroOut, caller should dial (©
digit (see Feature Codes) during the Auto Attendant welcome message. The caller will then be automatically transferred to the destination
specified in this page.
Enable ZeroOut checkbox selection enables the ZeroOut feature and activates the following fields to be inserted:
Redirect Call Type drop down list includes the available call types:
o  PBX-local calls between Quadro extensions and the Auto Attendant
o  SIP —calls through a SIP server
o PSTN-callsto PSTN
O

Auto — used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number)
will be reached through Routing.

The Redirect Address text field requires the destination address where the caller should be automatically forwarded to if activating the
ZeroOut feature.

Attention: The routing patterns in the Call Routing table starting with digit “0” will not work for incoming calls to attendant if both the
ZeroOut and Send AA Digits to Routing Table options are enabled. The ZeroOut feature has a higher priority. If it is enabled and used,
the system will forward all incoming calls to attendant to the specified redirect address. As a result, calls prefixed with 0 will never reach
call routing.

® Attendant Welcome Message - this group allows updating the active Auto Attendant welcome message (played only once when entering
Auto Attendant), downloading it to the PC, or restoring the default one. The group offers the following components:

Enable Welcome Message checkbox is used to enable/disable the Auto Attendant welcome message (the default one or the custom one
uploaded from this page or recorded from the handset (see Feature Codes) being played when callers enter Quadro’s Auto Attendant.

Upload new welcome message indicates the file name used to upload a new welcome message. The uploaded file needs to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it and the “Invalid audio file, or format is not
supported” warning message will appear. The system also prevents uploading if there is not enough memory available for the
corresponding extension and the “You do not have enough space” warning message will appear.

Browse opens the file chooser window to browse for a new welcome message file.

The Download Welcome Message and Remove Welcome Message links appear only if a file has been uploaded previously. The
Download Welcome Message link is used to download the message file to the PC and opens the file-chooser window where the saving
location may be specified. The Remove Welcome Message link is used to restore the default welcome message.

® Recurring Attendant Prompt - this group allows updating the active recurring Auto Attendant message (played after the Attendant
Welcome Message and then periodically repeated while being in the Auto Attendant), downloading it to the PC, or restoring the default
one. The group offers the following components:
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Upload new Recurring Attendant Prompt indicates the file name used to upload a new recurring auto attendant prompt. The uploaded
file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading and the “Invalid audio
file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough memory available
for the corresponding extension. This will cause the “You do not have enough space” warning message to appear.

Browse opens the file chooser window to browse for a new Recurring Attendant Prompt file.

The Download Recurring Attendant Prompt and Remove Recurring Attendant Prompt links appear only if a file has been uploaded
previously. The Download Recurring Attendant Prompt link is used to download the Recurring Attendant Prompt file to the PC and
opens the file-chooser window where the saving location may be specified. The Remove Recurring Attendant Prompt link is used to
restore the default Recurring Attendant Prompt.

Friendly Phones - the Edit Authorized Phones Database link refers to the Authorized Phones Database page where a list of trusted
external phones can be created. If external SIP or PSTN users are added to the Quadro Authorized Phones database, they are free to
access the Auto Attendant Services without passing the authentication or to use the Call Back services.

The Custom manipulation radio button selection allows you to upload Attendant’s custom scenario file and voice messages. The selections are:

The Upload Scenario File indicates the file name used to upload a new scenario file. The uploaded file needs to be in EpygiXML format
(the coding standard can be found at Epyai Technical Support) and is restricted to a 20KB file size. Browse opens the file chooser window
to browse for a custom scenario file.

Please Note: You may upload an attendant scenario file along with the voice prompt recordings as a single file. To do this, create an
archive file of the “tar.gz” type containing all the necessary files and upload it from the Upload Custom Scenario Voice Messages page.

The View/Download Scenario link appears only when a custom scenario file has been previously uploaded and is used to view or
download the scenario file. The Remove Scenario link is used to remove a custom scenario file and return to the default Auto Attendant
scenario.

The Upload Custom Scenario Voice Messages link refers to the page where voice messages used in the uploaded custom scenario

should be managed.

Man Systens Usars  Tebaphony  Iebernet Uplik Netmarh

Upload Custom Scenario Voice Messages
This page provides the possibility of uploading voice messages to be

played in the custom Auto Attendant scenario. It also removes and
downloads the uploaded files to a PC.

Attendant: 00

The Upload Custom Scenario Voice Messages page contains a
table where uploaded custom voice messages are listed. Use the
Download functional button to download and use Remove to delete
the corresponding custom voice message. Browse opens a file
chooser window to browse for a custom voice message or for an

@cpygi

[_hee |

archive file with the “tar.gz” extension containing the custom
attendant scenario and the voice prompt recordings.

The Edit functional button provides a possibility of editing multiple
extensions at the same time. In this case, fields that cannot be edited
for multiple records have Multiple values in the Edit Entry page.

Fig. 11-90: Upload Custom Voice Messages page

When editing user and attendant extensions together, the Edit Entry

page displays only those fields that are for both user extension and B o A e it O i i Bl T (‘:‘\P‘Si
attendant settings. Additionally, for the fields that need to be
modified, a Select to modify fields checkbox alongside the wsalsan: | General Settings - 11 21 22

corresponding field needs to be selected to submit changes,
otherwise the fields will not be updated.

Delete removes the selected extensions. If no records are selected

= . Dissa

an error message occurs. Deleting an extension from the Extensions ©

Table will automatically remove the name attached to the deleted

extension in

Extensions Directory. 2| Do

Hide extensions attached to disabled IP lines functional button is & g amory [0 8

used to hide extensions which are attached to the disabled IP lines.
When this functional button is pressed, it transforms to Show all
extensions functional button, which is used to show all hidden

Help

extensions. To enable the lines, install a feature key from the
Eeatures page.

Reset SIP Settings functional button is used to reset all SIP settings of the selected extension(s) to the default values, including all settings listed

under SIP Settings and SIP Advanced Settings pages.

The Upload Universal Extension Recordings link leads to the page where universal default voice messages for all extensions are defined.

Fig. 11-91: Extensions Management - Edit Entry page for multiple edit operation
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To Configure an Extension

1. Press the Add button on the Extensions Management page. The Add Entry page will appear in the browser window.

2. Enter the desired extension number in the Extension text field and select the extension type from the Type drop down list.

3. Press Save to create an extension with the defined number.

4.  Select the checkbox of the newly created extension in the Extensions Management table and press the Edit button. The Edit Entry page will
appear in the browser window.

Move through the extension’s configuration pages and fill the fields with the appropriate information.

To apply extension settings, press Save.

5.
6.

To Delete an Extension

1. Toremove an extension with all its settings select one or more checkboxes of the corresponding extensions that should be deleted from the
Extensions Management table. Press Select all if all extensions should be deleted.

2. Click on the Delete button on the Extensions Management page.

3. Confirm the deletion by clicking on Yes. The extension(s) will be deleted. To abort the deletion and keep the extension in the list, click No.

Extension Codecs

To establish IP voice communication, both partners have to use the same codec. When establishing the communication line, this codec is
negotiated. If the caller does not find an appropriate codec, the communication cannot take place. If you want to be reachable by all IP calls, it is
helpful to support as many codecs as possible. In this case, all the codecs that Quadro offers should be added to the Codecs table. Some codecs
require a high transfer rate of up to 64 kbit/s. If you are certain you do not want to use these codecs, make sure they are not listed in the table

Codecs.

. . . . Main  System Users  Telephony Internet Uplink Network ('cf'[)}'gl
The Extension Codecs page displays a list of Codecs with the state quadre
of the Out of Band DTMF and FAX Support features for Quadro
extensions and the Auto Attendant. Extension 11 Codecs
Please Note: Use_caution When configuring A_Uto Atte_ndant_ Codecs as EnableDisable Selectall lwverse Selection Move up Move down Make prefered
they are used by virtual extensions for redirecting the incoming calls. Cotlecs State
The tab|e Codecs |iStS aCtiVe VOice COdeCS for the SeIeCted |ine that [0 | G.711u (PCM audio coding standard, 8 kHz sample rate, & bits, 64 kbit/s data rate} (preferred)  Enabled
are Supported by Quadro. The order of records in the Active Codecs [ | 6.711a (PCM audio coding standard, 8 kHz sample rate, 8 bits, 64 kbit's data rate} Enabled
table is important for transmitting and receiving. A codec placed at the ] :

. [] | 6.729a (CS-ACELP speech coding at 8 kbit/s rate) Enabled
top of the table will be used as the preferred codec. If the remote party
does not support the preferred codec, the following codecs will be tried [0 | ®726-16 (ADPCM speech coding at 16 kbits rate) Disabled
in a top to down order in the Codecs table. [ | 5.726-24 (ADPCM speech coding at 24 kbitis rate) Disabled
Each record in the table has an assigned checkbox. They are used to [ | ©.726-32 (ADPCH speech coding al 32 Kbils rale) Disabled
select the record to be deleted or moved up or down. [ | 5.726-40 (ADPCM speech coding at 40 kbit's rate) Disalled
An error occurs if no records are selected and the user activates the [ | 1L8 dntemet Low Bit Rele Coder al 12,32 kails rate) Dieabled
delete button, the “No records selected” error message appears. At [l Out of Band DTHF Transport
least one codec must be attached to the line. When attempting to [ erble 198 Fax
delete the last codec, the “At least one codec should stay in the codec )
list” error message will appear. D) Ensble Pass Throush FAX
) . ) ) [ Enabla Pass Through Madem

Enable/Disable functional button is used to enable or disabled the

. . . . [IFarce self codecs Preference for Inbound Calls
corresponding codec for the extension. When the codec is disabled,
the extension user will not be able to use it for placing a call.

Copyright (C) 2003-2008 Epyai Technologies, Lid. All rights reserved

The Move Up/Move Down buttons are used to move the selected

. Fig. 11-92: Extension Codecs list
codec one level up/down in the table.

Make preferred moves the selected codec to the top of the table, setting its priority to the highest. Clicking the Make preferred button when a
disabled codec is selected will first enable the codec and then move it to the top.

The Out of Band DTMF Transport checkbox enables DTMF code transmission in parallel with the voice stream. The destination receiving the
DTMF code will play it locally if it supports the feature. This is helpful to avoid DTMF'’s loss upon bad traffic. This feature is valuable for all codecs but
it is especially recommended to enable it in case low bit rate codecs (G.729, G.726/16, etc.) are selected.

Enable T.38 FAX checkbox enables the FAX tone detection and the T.38 codec support for the FAX transmission from/to the FAX machine/modem
attached to the line. It also enables the T.38 codec support for incoming unified FAX messages.

The Enable Pass Through FAX checkbox enables the FAX tone detection and the G.711 codec support for the FAX transmission from/to the FAX
machine/modem attached to the line. It also enables the G.711 codec support for incoming unified FAX messages.

If both of the above checkboxes are enabled, the T.38 codec will be used as a preferred codec for FAX transmission. If it is not supported by the
peer, the G.711 codec will be used instead. If the extension is attached to the line that has no FAX machine/modem connected (the extension is
virtual or is attached to an IP line), the incoming FAX can only be stored in the extension's voice mailbox. To allow FAX to be stored in the voice
mailbox, the extension's user should not answer the incoming calls, so that they are forwarded to the voice mailbox.

Please Note: If both of the above checkboxes are disabled, no FAX transmission to the peer's voice mailbox will be possible. Enable Pass Through
Modem checkbox is only available for Auto Attendant and extensions attached to the FXS lines (it is not available for extensions attached to the IP
line). This checkbox enables the modem tone detection and the G.711 codec support for the data transmission from/to the modem attached to the
line. During data transmission, Silence Suppression (see RTP Settings) and Echo Cancellation are being disabled on the line.
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Please Note: If the extension/attendant is intended to accept modem connections, disable the Enable T.38 FAX checkbox to allow the system to
identify the modem tones correctly. Otherwise, the modem connection may fail.

The Force Self Codecs Preference for Inbound Calls checkbox enables the usage of your own preferred codecs (if available on both peers) for
the IP connection establishment on the extension.

Call Park Service

Call Park service is used to store a call on a specific number so that any other user on the system can retrieve it. For example, a user receives a call
but wants to take it in a conference room where it is possible to speak privately. Transferring the call to the conference room is not an option because
the conference room it is transferred to might be in use, or the user is unable to walk to the conference room in time to answer the call. The user can
use Call Park to place the call at a specific number and then retrieve when they reach the conference room.

To use the Call Park feature, at least one Call Park extension should be created in the Extensions Management table. Additionally, two lists should
be defined for the call park extension: Park Access List for users that might park a call to the corresponding Call Park extension and Retrieve
Access List for the users that can pick up calls parked to that extension. By default, both of these lists have entries so any PBX extension on the
Quadro can park the call, and any destination can retrieve the parked call. Any limitations to these settings should be done individually for each call
park extension.

To park a call, the Quadro user which has been previously added to the Park Access List for at least one of the available Call Park extension on the
Quadro should dial the appropriate digit combination (see Feature Codes) during the call. The active call will go on hold, while the PBX number and
the SIP username (if it is registered on the SIP server) of the first available call park extension where the user is added will be played to him/her. The
Call Parking is valid for the period defined in the Call Park Extension Settings. By default it is 15 minutes. During that time hold music (if configured)
will be played to the parked party. When the Retrieve Timeout expires, the phone that initiated the call parking will start to ring. If no one picks up
the parked call, or if the phone is off hook, the parked call will be automatically disconnected.

The pickup user will be able to pick up the parked call from any destination by calling the extension where the call has been parked (either by its PBX
number or SIP address). The authentication password will be prompted (if configured) of the call park extension in order to retrieve the parked call.

For example, the Call Park extension 77 is created which has been registered on the SIP Server under the 892220 registration username. The
Quadro user is added to the Park Access List, while the phone at the remote location is added to the Park Access List of that call park extension.

While being on a call with user A, the Quadro user dials the appropriate calling code. As a reply, Quadro will play the extension 77 and SIP
username 892220 to the Quadro user. The user A goes on hold. The Quadro user moves to a remote location and makes a call to the call park
extension. The Quadro user enters call park extension’s password and resumes the conversation with user A.

Please Note: Anyone who wishes to retrieve the parked call will be requested to pass a password authentication (if the password is defined for the
call park extension) to resume the parked call. The parked call will be disconnected if an incorrect password has been inserted and authentication
has been rejected. To avoid unexpected calls received on the extension used for call parking, it is recommended to use virtual extensions for the
Call Park service.

Upload Universal Extension Recordings

The Upload Universal Extension Recordings are to be defined by the Quadro administrator and will be present instead of the default voice
messages for all extensions on the Quadro. They will be used when no custom messages have been uploaded or recorded.

The following system messages can be uploaded from this page:

. Hold Music — played to the held user

Voice Mail Regular Greeting — played when a caller reaches the extension’s voice mailbox

Voice Mail Out-of-Office Greeting — played when a caller reaches the extension’s voice mailbox if the Out-of-office greeting is enabled
Incoming call blocking - played when a blocked user calls the extension

Outgoing call blocking — played when the extension dials a blocked destination

The Upload Universal Extension Recordings page consists of
a table where the universal voice messages are listed. (C pygi
L) "_’,

Maln  System  Useis Tedeplony Tt e Ul Hetwork
An Upload functional link is present for each voice message
recording that is not uploaded in the table and it is used to Upload Universal Extension Recordings
upload the custom system message. When a message is
uploaded, the Upload functional link is replaced by Download
and Remove functional links respectively. These are used to
download to the PC and to remove the uploaded system
message.

Memory Allocation

The Memory Allocation group includes a drop down list used arcentage of System Msmory (16

to specify the Percentage of System Memory for the universal [Csow ] e ) (CHe )
extension recordings. The maximum value in the drop down list
is equal to the maximum available space for voice messages on
Quadro.

Fig. 11-93: Upload Universal Extension Recordings page

Please Note: Changing the Percentage of System Memory on this page will stop any recordings of universal extension voice messages from the
handset.
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Receptionist Management

The receptionist feature on the Quadro offers a variety of services to manipulate with multiple calls, to keep the calls in the queue with the
perspective to be answered by the receptionist and finally to be forwarded to the corresponding destination, if needed.

The following services are available to the receptionist:

° Call Queue

. Extension Status

. Call Interception

. Voicemail Transfer

e  Multi-Company Receptionist

Call Queue

This feature allows keeping multiple incoming calls in the queue when being on the line and to answer calls in the order they have been received.
The usage of this service is not limited to receptionist only and can also be used by the extension user, if configured correspondingly.

The configuration of the Call Queue feature is done from the Extensions Management — Edit Entry page where the length of the call queue and the
call queue appearance is defined. When the Call Queue service is enabled, the second arriving call to the receptionist/extension user will be either
set into the queue (if call queue appearance is 1) or will be ringing in the background of the active call (if call waiting is enabled for the user and the
call queue appearance value is greater than 1). If the call ringing in the background isn’'t answered, it will be transferred to the user’s voice mailbox
or, if no answer forwarding is enabled, it will be forwarded to the corresponding destination.

If the call is set into the queue, the caller will hear a message asking them to wait until the call will be answered. Once the receptionist or extension
user terminates the call, the next call in the queue will ring to the user.

For regular IP users, indication about the callers in the queue is through the Call Waiting service (see Manual lll-Extension Users Guide). When a
new caller arrives to the call queue, the phone display (if available) of the phone connected to the IP will display the total number of callers in the
gueue along with the name/phone number of the last caller.

Extension Status

Quadro provides the possibility of controlling and determining the actual state of the managers phones’ through the receptionist's IP phone
(configuration of the IP phone is done automatically by Quadro through the Receptionist Phone Configuration Wizard). A programmable key on the
receptionist’s IP phone that is assigned to the corresponding manager will blink when an incoming call to the manager’s phone is currently ringing.
The key lamp will be ON when manager is on a call and will be OFF if the manager’s phone is in the idle state. The extension status can be watched
(viewed) by the receptionist to determine the availability of managers for incoming call transfers to them.

Call Interception

To use Call Interception service, the managers’ phones watch option should be enabled and each manager should have a programmable key
assigned on the receptionist’s IP phone. This is performed automatically by Quadro through the Receptionist Phone Configuration Wizard.

When an incoming call addressed to the certain manager comes in, the receptionist can see the corresponding programmable key blinking and the
caller's ID on the phone’s display. The receptionist is able to intercept the incoming call by pressing the blinking key. The caller will then be
connected to the receptionist. If the receptionist does not answer the call addressed to the manager, and if the manager does not answer it either,
the call will be directed to the manager’s voice mailbox if it is enabled. If the manager’s voice mailbox is not enabled, the call will be disconnected.

Kickback

Quadro allows the receptionist to forward the incoming calls to the manager’s extension and if there is no answer the call is returned to the
receptionist’'s phone, instead of getting into Voice Mail Service or being disconnected. To use this service, receptionist should simply transfer the
incoming call to the local extension. In case of no answer, the call will automatically get back to the receptionist.

Voicemail Transfer

Quadro allows the receptionist or extension user to forward incoming calls directly to the voice mail of the other attached extension. To do so, an
appropriate routing pattern should be added to the Call Routing table. Hence, when transferring a call to the assigned extension, incoming call will
directly go to the extension’s voice mailbox.

Multi-Company Receptionist

Quadro provides the possibility to use a single IP phone to manage the receptionist’s features for multiple companies at the same time. To do so, the
incoming line appearance for the phone should be created, attached to the IP line of the IP phone and be labeled to the corresponding company
name. Being busy with a call related to one company, the receptionist is able to also receive the calls related to other companies. While calls are
ringing in the background, the receptionist can switch between the incoming calls. If the receptionist does not answer the incoming calls, and if the
Call Queue service is enabled on the extensions, the incoming calls will be stored in the queue specific for each company line.
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The Receptionist Management page allows you to configure
IP phones to be used as a receptionist on the Quadro. This
page contains the list of configured receptionists with
information about the attached IP lines and watched extensions.

Mai System Users  Telephory  Wiermet Uglek Hetwork

Receptionist Managment

Wartched Extertines

@cpyyi

Fig. 11-94: Receptionist Management page

Add opens the Receptionist Phone Configuration Wizard where the new receptionist phone can be created and configured. The wizard consists

of several pages.

The Receptionist Phone Configuration Wizard - Page 1 has
the following components:

The Description text field requires the description of the
receptionist to be configured.

The Phone Model drop down list is used to select the IP phone
model to be used by the receptionist.

The MAC Address text fields require the MAC Address of the
corresponding IP phone.

Based on the selected IP phone model and the inserted MAC
Address, the IP phone can be automatically configured by
simple reset/reboot (for more information about IP phone
configuration, refer to the corresponding IP phone’'s users
manual).

The Attached IP Lines text field requires the numbers of
Quadro’s IP lines used by the receptionist. The IP lines should
be separated by commas.

Main  System Users  Telephomy el et Uik, Metwork @ ('|J}'f.’,l
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Receptionist Phone Configuration Wizard
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Fig. 11-95: Receptionist Phone Configuration Wizard — Page 1

The Use Session Timer enables the SIP session timer for the IP lines specified in the Attached IP Lines text field. This checkbox enables
advanced mechanisms for connection activity checking. This option allows both user agents and proxies to determine if the SIP session is still active.

The Use Kickback checkbox enables the kickback service on the corresponding receptionist. When this service is enabled, if receptionist transfers
the incoming calls to the extension and if there is no answer or if the called extension is busy on another call, the call is returned to the receptionist’s
phone, instead of getting into Voice Mail Service or being disconnected. To use this service, receptionist should simply transfer the incoming call to
the local extension. In case of no answer or busy, the call will automatically get back to the receptionist. When this service is not enabled, the
incoming call will reach the Voice Mail Service or the call queue of the called extension, depending on the extension user’s configuration.

If you have selected the 55i, 57i, Snom 360 or Grandstream
GXP2000 IP phones from the Phone Model drop down list, the
next page in the wizard will be the Receptionist Phone
Configuration Wizard — Hardware Modules. For all other
phone models, this page is skipped.

For Snom 360 and Grandstream GXP2000 IP phones, this page
contains a single checkbox only:

The Enable Expansion Module checkbox is used to enable the
supplementary module attached to the IP phone. The
Expansion Modules Count drop down list allows you to select
how many additional expansion modules will be connected to
the IP phone. When the module is selected, the number of
programmable keys on the next page of the wizard is multiplied
accordingly.
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Fig. 11-96: Receptionist Phone Configuration Wizard — Hardware Modules for Snom phone

Quadro6L; (SW Version 5.1.x)

52



Quadro Manual Il: Administrator's Guide Administrator's Menus

Main  System  Users  Telephomy Wil Uplink Network @L pyst
0 Quads

Receptionist Phone Configuration Wizard

Hardware Modules

Expansion Modules
Madule 1! | 53EM ¥
Madule 31 | S50M

Module 2 |536M ¥

For Aastra 55i and 57i IP phones, Receptionist Phone
Configuration Wizard — Hardware Modules page contains a (amones)
number of drop down lists to select the types of the expansion
modules and the sequence in which they are connected to the
IP phone.
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Fig. 11-97: Receptionist Phone Configuration Wizard — Hardware Modules for Aastra phone

The next page of the wizard is available for Snom and Aastra phones. This page is skipped for QCM Phone Model selection. The content of this
page depends on the configuration made on the first page of the Receptionist Phone Configuration Wizard.

The Receptionist Phone Configuration Wizard -
Programmable Keys Configuration page both for Aastra and
Snom phones is used to set the correspondence between the

selected Functions and the available Programmable keys on Wi Systom Users  Telephom  toret Uk Metwork @3‘[)[‘0‘-1‘
the IP Phone. To do so, assign a Function to each
programmable key from the drop down list on this page. Receptionist Phone Configuration Wizard
The following options are available in Functions the drop down Progr ble Keys €
list:
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Quadro’s Feature Codes). When configured from this page, the : R
key combinations become transparent for the IP phones too. e HohBa® *
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which the receptionist IP line is attached to. . ; . P |
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e DND - enables the Do Not Disturb service on the
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extension to which the receptionist IP line is attached to. Fig. 11-98: Receptionist Phone Configuration Wizard — Programmable Keys Configuration for Snom phone
® CallFwd - accessed Forwarding Management of the ]
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e . g . L] Watch Ext 71 \! L alch Exd = b
additionally contains the number of specified IP lines. That . B S

selection is used to set the correspondence between the
selected IP lines and the available Programmable keys on the _ _ _
IP Phone. To do so, select the IP lines corresponding to each (el b (Ecinon] o
programmable key from the Functions drop down list on this
page. Each programmable key on the Snom IP phone will now
be responsible for the selected IP line on the Quadro.
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Fig. 11-99: Receptionist Phone Configuration Wizard — SoftKeys Configuration for Aastra phone
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For Aastra phones (except the 9133i model), a Hard Key Line
4 (L4) drop down is available to use the default Hard Key Line 4
of the IP phone for the SLA lines. You may select the SLA line
to which the Hard Key Line 4 of your Aastra phone will be
assigned. The Hard Key Line 4 assigned to an SLA line will
work exactly the same way like the programmable key does.

Please Note: Once a new receptionist is created, the Call
Queue feature will be automatically enabled with the
corresponding Call Queue Size and Max Call Queue
Appearance settings on all extensions attached to the IP lines
defined in the Attached IP Lines text field.

The next page of the wizard is a Receptionist Phone
Configuration Wizard - Summary where the configured
settings for the receptionist should be verified. Additionally, this
page contains a Reboot IP Phone now checkbox which should
be selected if you wish to have your IP phone rebooted once the
corresponding receptionist is created. Reboot is needed for a
proper functionality of the IP phone. However, if you wish to
reboot the IP phone later, leave this checkbox unselected.

Extensions Directory

Main  System Users  Telephony Intermet Ugplink Hetwork @ “[ ]}.f"hl
Receptionist Phone Configuration Wizard
Summary
Descnpon My Desxiop phone
Phone Model Snom
MAC Adderss: AS1EEAC100E1
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WARNING: Amar deletng tis recaptionist record. call qQueus SERINGS of e EMENEIONS
B0 whikch the Bnes are aftached will be reset o their default values
[¥] Rekoot IP phone now
Prevous | [_Finish ] |_Cancel | |__Help
1 b o

Fig. 11-100: Receptionist Phone Configuration Wizard — Summary page

The Extensions Directory is a useful tool for callers to get direct access to the Quadro extensions by spelling the username with the help of the
phone keypad. The Extensions Directory can be accessed through Quadro’s Auto Attendant Services and it has its own manipulation buttons to

browse the directory.

The Extensions Directory Settings page allows you to make a list of names assigned to the extensions on the Quadro. If the name spelled by the
caller matches the one(s) listed in the Extensions Directory, the corresponding extension user name(s) will be played to the caller for verifying the
input and selecting the user to connect. Each extension’s user should record their name with the help of the handset (see chapter Update System
Messages), or they can upload a wave file from the Account Settings page.

The Custom Greeting column in the Extensions
Directory table displays whether or not a custom
greeting (user’'s name) is recorded or uploaded. Users
cannot be accessed through the Extensions Directory
and it is implied as being an inactive entry in the event a
custom greeting is not recorded or uploaded. Warnings
will be seen in the Extensions Directory table for inactive
entries. Extension numbers in the Extensions Directory
table are made as a link to move to the corresponding
extension's Account Settings page. This helps the

administrator access the extension's settings page
where a custom greeting can be manually uploaded.

Move Up and Move Down are used to move the
selected record one level up or down in the Extensions

Directory table. The sequence of the entries in the
Extensions Directory is important if several records
match the same spelled name. The Extensions Directory
table is parsed from the top down and the matched
entries will be played according to their position in the
table.

Add opens the Add Entry page where a new name may
be assigned to the extension. An error message
appears and prevents adding a new entry to the

Main  Systemn  Users  Telophony iteivet Uplink  Natwork @ ¢ [J\‘_;J
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Eon Delets Selectoll Mnmiss Sshection Moveum Move down
callte Curstean Gaaeting Dascription
[ Back | [ Hep |
Fig. 11-101: Extension Directory table
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Extensions Directory if no extensions are available in the
Extensions Management table.

The Add Entry page offers the following components:

Fig. 11-102: Extensions Directory - Add Entry page

Name requires the name of the extension owner. Several extensions can have the same name and a single extension may have several names.
User's Name is the identification parameter being searched within the Extensions Directory. You should use uppercases letters in this field,
otherwise the name will automatically be changed to uppercase when saving it to the Extensions Directory table.

Call to drop down list contains all extensions on the Quadro that should ring when selecting the specified Name.

Description can be used for any optional information requiring entry in the Extensions Directory.
Please Note: The entries in the Extensions Directory can automatically be deleted if the extensions assigned to the entries are removed from the

Extensions Management table.
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Authorized Phones Database

The Authorized Phones Database page is used to create a list of trusted external phones. If they are part of the Quadro Authorized Phones
database, external SIP or PSTN, then users are free to access the Quadro Auto Attendant services without requiring authentication. When adding a
trusted phone to the list, an existing extension has to be chosen. The parameters (extension number and password, as well as SIP and Speed
Calling Settings) will be used automatically for the trusted caller access of the Quadro Auto Attendant. A direct connection to the Call Relay menu
can be optionally provided.

Maly Systen Useis  Telephomy  Glerned Uplek  Metwark @L'l),\gl

Authorlzed Phones Database

Login Extenshon | Auonnmlcally Enger Cal Beloy Moo Calack Descigion

The Authorized Phones Database page displays the
Authorized Phones Database table where the trusted phones _
are listed. Only SIP and PSTN users can be added to the =
Authorized Phones Database.

The Authorized Phones Database table displays all trusted =

callers with their settings. For example, the call type, caller L pa e
address, extension they automatically login with, information if
they have automatic access to Call Relay Menu of the Auto
Attendant, etc.

Fig. 11-103: Authorized Phones Database

Each record in the table has an assigned checkbox. The checkbox is used to edit or delete the corresponding record. The “No records selected”
error message occurs if the user activates the edit or delete button with no records being selected. The error message “One record should be
selected” appears if the user tries to edit more than one record. The heading of each column in the table has a link. By clicking on the column
heading, the table will be sorted by the selected column. When sorting (ascending or descending), arrows will be displayed next to the column
heading.

The Add functional button refers to the Authorized Phones Database- Add Entry page where new trusted users may be entered.

The Authorized Phones Database- Add Entry page offers i v Tl i Ut @cpysi
two groups of input options: e

Caller Settings Authorized Phones Database - Add Entry

The Call Type drop down list includes possible incoming call
types (PSTN, SIP or Auto). In SIP, the caller connects Quadro
through a SIP server and PSTN means the caller is a PSTN
user. Auto is used for undefined call types and the destination i =
(independent on whether it is a PBX number, SIP address or

PSTN number) will be reached through Routing.

P—
E

113H g@jsip spyg com |_SiP-Chipboard |

Froen Horme

The Caller Address text field requires the caller's SIP address
(see chapter Entering SIP Addresses Correctly) or PSTN
number to be added to the trusted phones list. The PSTN
number length depends on the area code and phone number.
The wildcard is supported in this field. If the caller address
already exists in the Authorized Phones Database, the error
message “The record already exists” appears when selecting
the Save button.

&

PSTN »

(CECTIRELL]

[Ceave | [ maek ] Help

Fig. 11-104: Authorized Phones Database - Add Entry page

The Login Extension drop down list provides all existing extensions on the Quadro. When calling the Quadro Auto Attendant, a trusted user will
automatically be logged in as the selected extension, i.e., the extension number and its password will be automatically submitted by the Quadro
system. The trusted user will directly access the Quadro Auto Attendant services. The SIP settings of the login extension will be used when making
IP calls.

The Automatically Enter Call Relay Menu checkbox enables direct access for the trusted user to the Quadro Auto Attendant Call Relay menu. If
the checkbox is not selected, a trusted caller will be directed to the Auto Attendant's main menu, but will still be able to reach Remote Access (Voice
Mailbox of the specified extension) and Call Relay services (see Feature Codes) with no authentication.

Please Note: Login Extension drop down list and Automatically Enter Call Relay Menu checkbox have no sense for Auto Attendant with custom
scenario configured (see Attendant Extension Settings).

The Description text field allows entering an optional comment.
Callback Settings

The Enable Callback checkbox selection gives the possibility for a specified trusted caller to use the Instant Call Back service (see chapter Call
Back Services).

The Callback Call Type drop down list includes possible callback call types (PBX, PSTN, SIP and Auto).
The Callback Destination text field requires the destination number where Quadro should instantly call back to. The value inserted in this field is
dependent on the selected callback call type: for PBX, 2-digit extension is required, for SIP, the SIP address is requires and for PSTN, a PSTN

number is required. Auto is used for undefined call types: destination (independent on whether it is a PBX number, SIP address or PSTN number)
will be reached through Call Routing table. If this field is left empty, the callers address will be implied as a callback destination.

Please Note: The Call Back service is functional and enabled only for PSTN callers.
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To Add an Authorized phone to the database

Enter the desired Auto Attendant Settings page.

Select Edit Authorized Phones Database to enter the Authorized Phones Database page.

Press the Add button on the Authorized Phones Database page. The Add Entry page will appear in the browser window.
Choose the call type and enter a caller address in the corresponding text field.

Select a Login Extension and the Automatically Enter Call Relay Menu checkbox (if required).

Enable Call Back service if required and define a Call Back Destination in the same named field.

Fill in an optional Description in the appropriate field, if required.

Press Save to submit the settings.

ONoGOMONE

To Delete an Authorized phone from the database

1. Enter the desired Auto Attendant Settings page.

2. Select Edit Authorized Phones Database to enter the Authorized Phones Database page.

3. Toremove an authorized phone(s), select one or more checkboxes of the corresponding records that should be deleted from the Authorized
Phones Database table. Press Select all if all records should be deleted.

4.  Press the Delete button on the Authorized Phones Database page.

5. Confirm the deletion by clicking on Yes or cancel the action by clicking on No.

Call Back Services

With Call Back service, PSTN callers can save a call charge when calling to and through Quadro. Quadro provides the possibility of creating a list of
those trusted PSTN callers that are allowed to make free of charge calls to Quadro's Auto Attendant or through its Call Relay menu to the third party
IP or PSTN destination. Two types of Call Back services are available on the Quadro: Pre-configured Call Back and Remote Call Back
Configuration.

Pre-Configured Call Back

For Pre-configured Call Back, a list of trusted PSTN callers must be configured in the Quadro's Authorized Phones Database using Web
Management. The Call Back service should be enabled and a valid callback destination should be specified for each PSTN caller.

To use Pre-configured Call Back, the PSTN caller registered in the Authorized Phones Database simply calls to the PSTN number attached to the
Quadro from the global PSTN network. Let the call to ring twice and then hang up. Call Back will be instantly activated, and Quadro will call back to
the defined Call Back destination. By answering the incoming call the PSTN party will be connected to the Auto Attendant menu.

Remote Call Back

The Remote Call Back Configuration service is used by authorized PSTN caller to configure or reconfigure by an authorized PSTN caller using a
phone and calling to the Quadro's Auto Attendant. Remote Call Back Configuration is divided into two modes accessible from the Quadro's Auto
Attendant: Permanent Call Back and Non-Permanent Call Back.

Please Note: Remote Call Back Configuration services are only available when the Automatically Enter Call Relay Menu checkbox is disabled in
Authorized Phones Database for the trusted user.

Permanent Call Back service allows the callers registered in the Authorized Phones Database to create a new trusted PSTN Caller with Call Back
enabled. They can also modify the Call Back destination of an existing PSTN Caller in the Authorized Phones Database. By calling Quadro's PSTN
number (that is previously routed to the Auto Attendant) and entering the Auto Attendant menu, the caller can use the 06 code (see Feature
Codes) to create a new trusted PSTN Caller as well as to modify the Call Back destination for the already registered Caller in the Authorized Phones
Database.

Entering the Permanent Call Back reconfiguration menu, the system will ask the caller to login by dialing the number and an appropriate password
for the Quadro's extension that is used as login extension in Call Back settings. After entering the login successfully the PSTN callers should follow
the voice instructions for configuring a new entry or reconfiguring the existing entry in Authorized Phone database.

When the system accepts the settings, the corresponding entry will be logged to the Authorized Phones Database. The detected PSTN caller
address must correspond to the one applied by the caller, the FXO line must be available on the Quadro, there must be network connectivity and the
destination must be reachable. The PSTN caller will then be disconnected from the Quadro's Auto Attendant and the defined Call Back destination
will receive a call from the Quadro within the next 45 seconds. Answering the incoming call, the PSTN caller will be reconnected to the Quadro's
Auto Attendant.

Non-Permanent Call Back configuration service allows the trusted caller to organize one-time Call Back to the defined PSTN destination. In this
situation, no entry will be logged to the Authorized Phones Database.

By calling Quadro's PSTN number (that is previously routed to the Auto Attendant) and entering the Auto Attendant menu, the caller is able to use
the *5 menu (see Feature Codes) to modify the Call Back destination for the already registered Caller in the Authorized Phones Database.

The system will ask the caller to login by dialing the number and an appropriate password for the Quadro's extension that is used as login extension
in the Call Back settings. After successful login, the PSTN caller should follow the voice instructions for reconfiguring the existing entry in Authorized
Phone database.

The detected PSTN caller address must correspond to the one applied by the caller, the FXO line must be available on the Quadro, there must be
network connectivity and the destination must be reachable. The PSTN caller will then be disconnected from the Quadro's Auto Attendant and the
defined Call Back destination will receive a call from the Quadro within the next 45 seconds. Answering the incoming call, the PSTN caller will be
reconnected to the Quadro's Auto Attendant.
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Telephony Menu
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Fig. 11-105: Telephony Menu in Dynamo Theme
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o RTP Streaming Channels
» Internet Uplink
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Fig. 11-106: Telephony Menu in Plain Theme

The Call Statistics page displays four tables. They provide information on successful, unsuccessful and missed incoming and outgoing calls on the
first three tables, and statistics settings on the fourth page. Call statistics allows the collecting of call events on the Quadro with their parameters and

to search them by various criteria.

The Statistics Settings page offers the following input options:

The Enable Call Reporting checkbox enables Call Statistics reporting. The selected number of statistics entries will be displayed in the Call

Statistics tables.

The Maximal Number of Displayed Call Records drop down
lists are used to select the number of Successful, Missed and
Unsuccessful Outgoing statistics entries to be displayed in the
corresponding Call Statistics tables. If the record numbers
exceed the numbers specified in these drop down lists, the
oldest record will be removed.

The Download All Call Statistics link is used to download
whole displayed statistics in a file that can be viewed with a
simple text editor. This type of call statistics file is more easy-to-
read and can be aligned in a spreadsheet.

The Download All Call Statistics (CSV format) link is used to
download whole displayed statistics in CSV (Comma-Separated
Values) formatted file.

The Download All Call Statistics (old format) link is used to
download whole displayed statistics in an old formatted file. This
file can also be viewed with a simple text editor but contains
more intricately aligned content.

The Clear all
records.

Records button is used to clear all statistics

@epysi
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Fig. 11-107: Call Statistics Settings page

When the number of Call Statistics entries exceeds the numbers specified in the Statistics Settings page, the oldest entries are being automatically
deleted. In order to keep the call statistics entries safe, Quadro allows you to configure an automatic download service of the call statistics.

Quadro6L; (SW Version 5.1.x)

57



Quadro Manual Il: Administrator's Guide Administrator's Menus

The Automatically Download page is used to configure the
automatic downloading of the call statistics. Two options of
downloading the call statistics are available: uploading the call
statistics file to the server or sending it to the mailing address.
This page consists of the following components:

The Enable Automatically Download Call Statistics checkbox
enables automatic downloading mechanism of the call statistics.
Please Note: This service only refers to the statistics collected Gal Statisics - Autematically Downdowd
from the moment of enabling this service and forward; any s :
previously generated statistics will not be downloaded.

The Number of Call Records to Download drop down list is
used to select the portion size of the call statistics (including all
types of call statistic, i.e. successful, missed and unsuccessful
outgoing call statistics, in the timing order) which will be
downloaded to the server or send per email. The number
selected in this drop down list indicates the number of entries in
the single downloaded call statistics file. If there are no enough
entries in the call statistics table on the Quadro, the system will
wait until the necessary number of entries will be collected and
then will upload the statistics file to the server or send it to the
email address.

Fig. 11-108: Call Statistics — Automatically Download page

The following group of manipulation radio buttons allows you to select whether the call statistics files will be delivered by email or stored in some
location on the server:

® The Send via Email radio button is used to send the call statistics files via email. The selection enables Email Address text field that requires
the email address of the administrating person to receive the call statistics files.

® The Send to Server radio button is used to store the call statistics files on a remote server. This selection enables the following fields to be
inserted:
The Server Name requires the IP address or the host name of the remote server.

The Server Port requires the port number of the remote server.
The Path on Server requires the path on the server to store the call statistics files in.

The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the
authentication username and the password need to be inserted. In case these fields are left empty, anonymous authentication will be
used.

The Download Now button is used to perform a manually immediate download of the call statistics.

The Number of Records displays the current number of statistics entries in the table. For successful calls, Total Duration, Maximum Duration,
Average Duration and Minimum Duration statistics are displayed on top of the table.

The Call Statistics - Successful Calls, Missed Calls and Unsuccessful Outgoing Calls pages consist of the general information on successful,
missed and unsuccessful calls, search fields and the calls table. The search components are as follows:
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From and To text fields are used to search by date and time.
The data must be entered in either of the following formats: dd-
mm-yyyy hh:mm:ss or dd-Mon-yyyy hh:mm:ss. The time criteria
are optional. From requires an earlier date and time than the To
field. If the entered data does not meet this condition, the error
message “Minimal date should be less than maximal date”
prevents statistics filtering.

From and To drop down lists are used to search by duration.
The duration has to be selected from the list of values. From
field must indicate a shorter duration than the To field. If the
inserted data does not meet this condition, the error message
“Minimal duration should be less than maximal duration”
prevents statistics filtering.

Calling Phone and Called Phone respectively require the caller
and called party’s SIP address (see chapter Entering a SIP
Addresses correctly), extension or PSTN number as search
criteria. Wildcard symbols are allowed here.

The Call Statistics: Successful Calls, Missed Calls and
Unsuccessful Outgoing Calls tables are lists of successful,
missed and unsuccessful incoming and outgoing calls and their
parameters (Call Start Time, Call Duration, Call destinations).
Each column heading in the tables is a link. By clicking on the
column heading, the table will be sorted by the selected column.
Upon sorting (ascending or descending), arrows will be
displayed close to the column heading.

The Details column is only present in Successful Calls table
and provides the following information:

e  Brief information about the call quality, voice codec used to
receive and transmit packets and the close call reason. The
close call reason appears to provide more information
about the call termination reason which can be a network
problem, termination by one of the call parties, voice mail
service activation, etc. Clicking on the details information
will open the RTP Statistics page where all RTP
parameters of established call are provided.

e Authenticated By information about the callers that
passed an authentication on the Quadro as configured in
the Local AAA Table (see Call Routing).

e [nformation about FAX statistics for the calls that have a
FAX transmission handled. It only appears when there was
a FAX transmission during the call. Clicking on the FAX link Fig. 11-109: Call Statistics page
in the Details column will move to the FAX Statistics page.

The Call Detail column is present only in the Unsuccessful Outgoing Calls table and indicates the reason why the call was unsuccessful.
The Filter performs a search procedure by the selected criteria. The search may be done with several criteria at the same time.

The Download Call Statistics links are available below all Call Statistics tables and allows you to download the displayed call statistics in a text file.

To Enable/Disable the Statistics

1. Enter the Call Statistics Settings page.

2. Select or deselect the Enable Call Reporting checkbox to enable or disable statistics recording.

3. If enabling the statistics, the maximum number of records to be stored in the statistics table should be selected from the corresponding drop
down lists.

4.  Press Save to apply the new configuration.

To Filter the Statistics

1. Enter the desired criteria fields.
2. Press the Filter button to search the call reports within the Call Statistics table.
Please Note: To return to the complete Statistics Table, clear all search criteria and press Filter.

To Reset the Statistics

1. Press the Clear All Records button in the Call Statistics Settings page.
2. Confirm the deletion by clicking on Yes. The call statistics will then be deleted. To abort the deletion and keep the statistics information, click on
No.
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RTP Statistics

The RTP Statistics page provides detailed information about the established call is provided. When Quadro serves as an RTP proxy, this page
displays two groups (legs) of RTP statistics. For example, when calling from an IP Phone attached to the Quadro’s IP line to an external SIP
destination or from one external SIP destination to another through the Quadro’s Auto Attendant. Each group of parameters describes characteristics
of a piece of RTP stream composing an overall SIP session. Normally, one leg describes the RTP stream from caller to the Quadro and the other leg

describes the RTP stream from Quadro to the destination.

Quality - estimated call quality, which depends on RTP statistic.
Below is the legend for Call Quality definitions on the displayed RTP
Statistics:

excellent — RX Lost Packets < 1% & RX Jitter < 20
good - RX Lost Packets < 5% & RX Jitter < 80
satisfactory - RX Lost Packets < 10% & RX Jitter < 150
bad - RX Lost Packets < 20% & RX Jitter <200

very bad - RX Lost Packets > 20% or RX Jitter > 200

The Source and Destination fields indicate the two peers between
which the RTP stream is transmitted. The characteristics in the table
below describes to the piece of RTP stream between these peers.

Rx/Tx Codec - codec for received and transmitted RTP stream
respectively.

Rx/Tx Packets - number
transmitted respectively.

of RTP  packets received and

Rx/Tx Packet Size - size of RTP packet (payload) received and
transmitted respectively.

Rx Lost Packets - number of lost RTP packets for received stream.

Rx Jitter - inter-arrival jitter is an estimate of the statistical variance
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of the RTP data packet inter-arrival time, measured in timestamp
units.

Fig. 11-110: RTP Statistics page

The inter-arrival jitter is defined to be the mean deviation (smoothed absolute value) of the difference D in packet spacing at the receiver compared
to the sender for a pair of packets. If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then for

two packets i and j, D may be expressed as:

D(i.j) = (R - Ri) - (Sj - Si) = (R] - ) - (Ri - Si)

J(i) = J(i-1) + (|D(i-1,i)| - I(i-1))/16, where J(i) is Rx Jitter for packet i.
For more details about Jitter calculations, please refer to the RFC1889.

Rx Maximum Delay - maximum variance (absolute value) of actual arrival time of the RTP data packet compared to estimated arrival time,

measured in milliseconds.

If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then variance for packet i may be

expressed as following: V(i) = |(Ri - R1) - (Si - S1)| = |(Ri - Si) - (R1 - S1)|
Rx Maximum Delay = max V(i) / 8

RX Delay Increase Count — indicates the number of times the delay in jitter buffer is increased during the call.

RX Delay Decrease Count - indicates the number of times the delay in jitter buffer is decreased during the call.

Please Note: RTP Statistics is logged only when at least one of the call endpoints is located on the Quadro. For example, it will not be logged when:

e calls incoming from or addressed to the IP lines or remote extension,

e calls from an external user are routed to another external user through Quadro’s routing rules.

In the first case, RTP statistics will be logged if remote extension or IP line user is calling locally to the Quadro’s extension or auto attendant.

The Configure Call Quality Event Notification link leads to the Configure Call Quality Event Notification page where call quality control

notification specifics can be configured.

From the Configure Call Quality Event Notification page you may configure event notification policy when the call quality is lower than the allowed

level.

This page consists of a Notify checkbox, which enables the call
quality monitoring mechanism for the corresponding event
notifications, and a Call Quality less than drop down list where the
least satisfactory call quality should be selected. When a call with the
quality less than the level selected here is registered on the Quadro,
an event notification will appear. When the Notify checkbox is
disabled, no Call Quality events will occur on the Quadro.
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Please Note: The ways of notification for the Call Quality events
should be configured from the Events page.

Fig. 11-111: Configure Call Quality Event Notification page

The Configure System Events link leads to the Events page where the methods of notification for each system event can be configured.
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The FAX statistics page is accessed from the Call Statistics page by
clicking on the FAX link in the Details column for the calls that
contain T.38 FAX transmission.

The FAX statistics page provides information about received and B e
transmitted packets, lost, bad and duplicated packets. This statistics
refers only to the T.38 FAX transmission. The FAX statistics is not
available for the FAX transmitted with other protocols.

Fig. 11-112: FAX Statistics page

SIP Settings

The SIP Settings provide information on the SIP receive UDP and TCP ports and allows you to select DNS server configurations for SIP and the SIP
timers scheme.

The UDP Port indicates the SIP UDP (User Datagram Protocol)
receive port number. By default 5060 is selected and used. The
SIP UDP port cannot be in the selected RTP/RTCP port range for e e
FXS and IP lines (see RTP Settings), otherwise the “Mapped port SIP Settings

for SIP shouldn’t be in RTP port range” error message appears. o B2

The TCP Port indicates the SIP TCP (Transmission Control
Protocol) receive port number. By default, 5060 is selected and
used.

Please Note: Quadro will not use TCP protocol as a transport for
SIP messages if the TCP Port field is left empty.

The TLS Port indicates the SIP TLS (Transport Layer Security)
receive port number. By default, TLS port is not used and is
empty (coded to 0). TLS port number should be different from the
TCP Port number.

The Reaml text field requires messaging level information to be
included in SIP messages sent by Quadro. This information might
be used by remote side for authentication purposes.

Fig. 11-113: SIP Settings page

Enable Session Timer enables advanced mechanisms for connection activity checking. This option allows both user agents and proxies to
determine if the SIP session is still active.

The DNS server for SIP radio button group allows you to choose between regular DNS servers configured in the DNS Settings page and specific
DNS servers for SIP traffic.
. Use default is used to apply regular DNS servers for SIP traffic.

. Specific is used to enable SIP specific DNS servers. For this selection, both primary and secondary SIP DNS servers should be defined
in the SIP DNS 1 and SIP DNS 2 text fields. At the least, a primary DNS server should be inserted.

The SIP Timers radio button group is used to define the timeouts of the SIP messages retransmission.
e RFC 3261 will apply standard SIP timers described in the corresponding specification.

e High availability will apply SIP timers to shorten the call establishment, registration confirmation and registration failure procedures. This
selection provides more firmness to the SIP connection but increases the network traffic on the Quadro.

e Custom allows manually defining the Registration Timeout, Registration Failure Timeout, Transaction Duration and Session refresh
timeout SIP timers (in seconds).
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RTP Settings

The RTP Settings page allows the administrator to configure the codec’s packet size and silence suppression for each voice codec, to select the
G726 codec standard, to define RTP/RTCP port ranges, etc. All parameters listed on this page may be modified and submitted.

The Codec Properties table lists all codecs with the corresponding packetization interval and information about silence suppression.

Edit opens the Edit RTP Settings page where the codec settings can be modified. To use Edit, only one codec may be selected at a time,
otherwise the “One record should be selected” error message appears.

The Packetization Interval is the time interval between two
RTP packets of the same stream. If the interval is increased, the
overhead is decreased but the voice quality may deteriorate as
a result. If the interval is decreased, the network load is
increased and the delay is reduced.

Silence Suppression disables RTP packet transmission in
case of no voice activity. This feature helps to avoid extra traffic
if the RTP stream contains no voice activity. It is activated after
two seconds of silence and restarted immediately if any audio
appears.

The G.726 Standard radio buttons are used to select between
packaging the G.726 codewords into octets. If you experience
problems with the G.726 voice quality when one of these
packaging is selected, try a different one.

e |f Use ITU_T specification is selected, the ITU 1.366.2
(“AAL2 type 2 service specific convergence sublayer for
narrow-band services”) type packaging of codewords is
used, where packing code words into octets is starting from
the most significant rather than the least significant digit in
the octet.

e |f Use IETF RFC is selected, the IETF RFC (“RTP Profile
for Audio and Video Conferences with Minimal Control”)
type packaging of codewords is used, where packing code
words is starting from the least significant position in the
octet.

RTP/RTCP Port Range:
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Fig. 11-114: RTP Settings page

e Min - minimal port has to be higher than 1024 and lower than the maximal port range. Only even numbers are allowed.

® Max - maximal port has to be lower than 65536 and higher than the minimal port range. Only odd numbers are allowed.

Since the specified maximum port has to be higher than the minimum port, the error message “Min port number should be less than max port
number” will appear if this condition is not met. The port range must consist of digits only, otherwise the error “Incorrect Port Range: only Integer
values allowed” will appear. The difference between Max and Min RTP ports should be 100 ports or less (according to the system’s capabilities)
otherwise the corresponding warning appears. RTP/RTCP Port ranges cannot include the defined SIP UDP ports (see SIP Settings) otherwise an

error message will appear.

Telephone Event Draft Support enables telephony events transmission according to the draft-ietf-avt-rfc2833bis-04. The checkbox needs to be
toggled if the SIP destination party phone or IVR has problems recognizing DTMFs generated by the Quadro.

Enable RTCP Support enables Real Time Control Protocol support and allows for the RTCP packets transmission. RTCP protocol is used for
monitoring the RTP streams and changing RTP characteristics depending on Network conditions.

The RTP Settings — Edit Entry page offers a drop down list and a
checkbox.

Packetization Interval contains possible values (in milliseconds)
to be configured for the selected codec.

The Enable Silence Suppression checkbox selection enables
voice activity detection for the selected codec.

To Edit Codec Parameters
1. Select the codec from the Codecs Table that is to be edited.

Press the Edit button on the RTP Settings page. The Edit Entry page will appear in the browser window.
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2.
3. Change values in Packetization Interval and/or enable/disable Silence Suppression.
4. To save the codec settings press Save, or to keep the initial data click Back.

Fig. 11-115: RTP Settings - Edit Entry
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The NAT Traversal Settings page is divided into separate pages used to configure General NAT settings, SIP NAT parameters, RTP and STUN
parameters for NAT and a page where the NAT Exclusion table may be filled.

The General Settings page consists of a manipulation radio
buttons group to select the mode of the NAT Traversal usage for ©@-cpyei
the SIP traffic (any incoming and outgoing SIP messages from e o ) ) IO U M N epyst
and to the Quadro will be routed through the NAT PC).

NAT Traversal Settings

® Automatic — with this selection, system will analyze the
Quadro’s WAN [P address and if it is in the IP range
specified for local networks (according to RFC), the SIP
traffic will be routed through NAT. Otherwise, if Quadro’s
WAN IP address is outside the specified IP range, no SIP
traffic will be routed through NAT server.

Gonal Semings SIF Faamelers BIF Faameler

® Force — with this selection, all the SIP traffic will be routed eoe 11 e o
through the NAT server.

® Disable — with this selection, no SIP traffic will be routed
through the NAT server.

The SIP Parameters page is used to configure NAT specific settings for SIP and offers two independent groups of settings:

Fig. 1-116: General NAT traversal page

UDP Parameters:
Manipulation radio buttons allow you to select the type of connection over NAT:

Selecting Use STUN will switch to automatic discovery of Mapped settings for the SIP UDP traffic over NAT. STUN settings are configured on the
STUN parameters page (see below).

Selecting Use Manual NAT Traversal allows you to manually define the mapped settings for the SIP UDP traffic over NAT:

Mapped Host requires the IP address of the mapped host for SIP UDP traffic over NAT.

Mapped Port requires the port number on the mapped host

for the SIP UDP traffic over NAT. A P —
TCP/TLS Parameters: et St
Mapped TCP Host requires the IP address of the mapped - e

host for SIP TCP traffic over NAT.

Mapped TCP Port requires the port number on the mapped z
host for the SIP TCP traffic over NAT. ———

Mapped TLS Host requires the IP address of the mapped
host for SIP TLS traffic over NAT.

Mapped TLS Port requires the port number on the mapped ——
host for the SIP TLS traffic over NAT. Fig. I-L17: SIP Parameters page
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The RTP Parameters page is used to choose between the
STUN and Manual NAT traversal connection for the RTP traffic
and to define the RTP/RTCP ports for the connection over NAT.

Manipulation radio buttons allow you to select the type of LI I 0 | ==
connection over NAT: s T

Selecting Use STUN will switch to automatic discovery of
Mapped settings for the RTP UDP traffic over NAT. STUN

settings are configured on the STUN Parameters page (see
below). [T T Help

Selecting Use Manual NAT Traversal allows you to manually
define the RTP/RTCP port ranges for the RTP traffic over NAT:

Fig. 11-118: RTP Parameters page

® The Mapped Host text fields require the Mapped Host for RTP traffic over NAT.

® Mapped RTP/RTCP Port Range:
Min - minimal port has to be higher than 1024 and lower than the maximal port range. Only even numbers are allowed.
Max - maximal port has to be lower than 65536 and higher than the minimal port range. Only odd numbers are allowed.
Please Note: RTP/RTCP Mapped Port ranges should be greater than or equal to the RTP/RTCP port ranges defined on the RTP Settings
page.
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The STUN Parameters page enables automatic NAT
configuration through the STUN server and is used to configure
the STUN (Simple Traversal of UDP over NAT) client on the
Quadro. This page requires the following data to be inserted:

The STUN Server text field requires the STUN server's
hostname or IP address. The STUN Port text field requires the
STUN server port number.

The Secondary STUN Server and Secondary STUN Port text
fields respectively require the parameters of the secondary
STUN server.

The Polling Interval drop down list contains the possible time
intervals between referrals to the STUN server.

The Keep-alive interval text field provides the options to select
the time interval (in seconds) for keeping NAT mapping alive.
The value should be in the range of 10 to 300 seconds.

The NAT IP checking interval text field indicates the interval (in
seconds) between the NAT IP checking attempts (used to
distinguish the possible NAT IP address changes and to perform
registration on the new host). The value should be in the range
of 10 to 3600.
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Fig. 11-119: STUN Parameters page

The NAT Exclusion Table page includes a table where all possible IP ranges are listed that allows you to exclude some network addresses from
being NATed. For example, if a Quadro user needs to make SIP calls within the local network as well as outside of that network, all local IP
addresses are required to be excluded from NAT traversal settings by being listed in this table. Otherwise, a malfunction may occur in SIP
operations.

The NAT Exclusion Table page offers the following input
options:

Each record in the table has a corresponding checkbox
assigned to its row. The checkbox is used to delete or to edit the
corresponding record. Only one record may be edited at a time.
An error message will appear if no selection is made or more
than one is selected.
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The Add Entry page includes the following text fields:

Add opens the Add Entry page where a new IP range can be

Fig. 11-120: NAT Exclusion Table page
added.

Edit opens the Edit Entry page where the IP range can be modified. This page includes the same components as the Add Entry page.

The NAT Exclusion Table lists all possible IP ranges that are not included in the NAT process, but may be accessed directly. IP addresses that are
not listed in the NAT Exclusion Table are accessed over NAT.
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Subnet Mask requires the subnet mask corresponding to the
specified IP address.

Fig. 11-121: NAT Exclusion Table - Add Entry page

To Configure the NAT Exclusion Table

1. Press the Add button on the NAT Exclusion Table page. The Add Entry page will appear in the browser window.
2. Specify an IP Address and its Subnet Mask in the corresponding text fields.
3. Press Save on the Add Entry page to add the selected IP range to the NAT Exclusion Table list.

To Delete an IP Range from the NAT Exclusion Table

1. Select the checkboxes of the corresponding IP range(s) that should to be deleted from the NAT Exclusion Table. Press Select all if all IP
ranges should to be deleted.

2. Press the Delete button on the NAT Exclusion Table page.

3. Confirm the deletion by pressing Yes. The IP range will then be deleted. To abort the deletion and keep the IP range in the list, press No.
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The Line Settings page is used to configure IP lines for IP phones to be connected to the Quadro. Quadro provides the options to connect SIP
phones to its LAN side, assign the corresponding IP line to an active extension, and use SIP phones as a simple phone with all telephony services of
the Quadro (for example, call hold, waiting, transfer, etc).

There are 10 IP lines available on Quadro6L.
The Lines Settings page displays a table with the available IP lines on the Quadro.

Enable PnP to IP lines checkbox is used to setup the SIP phones connected to the Quadro via Plug and Play automatic configuration service. To
use this service, this checkbox needs to be selected. The SIP phone should be reset then. After a clean boot-up of the SIP phone, Quadro will detect
the SIP phone and all its characteristics, generate the automatic configuration file and will upload it to the SIP phone. The SIP phone will be then
configured on the first available IP line of the Quadro and will become completely functional.

Please Note: The Plug and Play service is only available for the supported SIP phones (see the list below). This service will not work in case the SIP
phone is already manually configured or if it is not reset after enabling the Enable PnP to IP lines checkbox.

Enable Firmware Version Control checkbox is used to control the firmware version running on the SIP Phone attached to the Quadro. This service
also allows you to have the new firmware automatically downloaded and installed on your SIP Phone (in case your SIP phone was running an old
firmware upon connecting to the Quadro or when the Quadro’s firmware has been updated and the compatibility was changed to the higher firmware
version of the SIP phone). Every new firmware of Quadro is compatible to a certain firmware version of each supported SIP phone. If you are running
older firmware on your SIP phone, this service will automatically download and install the newer firmware on your SIP phone.

Please Note: The Firmware Version Control service is only available for the supported SIP phones (see the list below).
Attention: Do not select this checkbox if you wish to run other firmware version on your SIP phone than the one compatible with the Quadro.
The Configure IP phones from drop down list is used to select the Quadro's interface where the IP phones are connected (LAN or WAN).

The alternating Hide disabled IP lines and Show disabled IP lines buttons are used to respectively hide or show the IP lines that have not been
activated with a feature key. To enable the lines, install a feature key from the Features page.

The Manage IP Phones Templates link takes to the |P_Phones Templates page where custom IP phone templates may be created.

The Upload IP Phones Logo link takes to the |P_ Phones Logo page where custom logo for the IP phone may be uploaded.
The IP Lines table lists all available IP lines with additional information about each of them: number of the extension attached to it, information about
the phone type and the configuration details.

Each column heading in the tables is link. By clicking on the column heading, the table will be sorted by the selected column. When sorting
(ascending or descending), arrows will be displayed next to the column heading.

By pressing on the IP line # link in the Available IP Lines column, the Edit IP Line page specific for the current IP line is opened. This page offers a
group of manipulation radio buttons that allows you to enable the IP line and to configure it to for use by the SIP phones.

Inactive — this selection disables the corresponding IP line.

SIP Phone - this selection configures the IP line for a SIP phone to be
connected to the Quadro’s LAN.

. Phone Model drop down list is used to select the IP phone

model to be used by the receptionist. The drop down list, _ _ @e vai
excluding Other selection, enables the MAC address text L) S BRI | L LA 1 o
fields used to insert the MAC Address of the corresponding
SIP phone. Use Other selection if your SIP phone is not in Line Settings
this list. o
IP Line Settings
e Line Appearance text field requires a number of [Enate PP orlP ines
simultaneous calls supported by the SIP phone. [ Enatie firmware version conrol
[ Cannect IP phanes fram WaN side
. Username and Password are required for this selection. Hide disabled P lines

They should match on both the Quadro and the SIP phone for
a successful connection.

Available IP Lines Attached Extension Twpe Details

1P Line 1 hsi Inactive | UserName: locext11, Model: 55i, 00:08:50:19:76:C3, Advanced Web

For automatic SIP phone configuration, the SIP phone should be IF Line 2 12 Inactive | UserName: locexti2, Model: 91331, 00:08:5D:18:15:95, Advanced Web
reset/rebooted. The appropriate configuration will then be automatically
downloaded from Quadro to the SIP Phone.

IPLine 3 13 Inactive | UserName: locext13, Model: 480i, 00:08:3D:03.DB:BC, Advanced Web

I Line 4 14 Inactive | UserName: locext14, Model: 480i, 00:08:3D:03:06:7C, Advanced Web

Please Note: For automatic configuration, some SIP phones may
require additional actions to follow the restart. For example, by default
the IP Dialog SIP Tone Il is in a non-auto-provisioning mode, so it
should be manually enabled on the phone. Refer to the user’'s manual 1PLine 7 E nactive | Useriame: locext17, Model: 571, 00:08:5D:19:5C:TE, advanced Wep
of the corresponding SIP phone for instructions on performing a factory \PLines 18 Inactive
reset or reboot on any of the supported phones, what additional
configurations are required for a specific SIP phone, and how to
manipulate with the GUI. __ ELnear @ nactive

IF Line 18 (disabled) | 28 avare

0032008 Epyai T. Ltd All fights reserved

IPLine 5 15 Inactive | UserName: locext15, Model: 480i, 00:08:50:03:DB:12, Advanced Web

IPLine & 16 Inactive | UserName: locext16, Model: 9133i, 00:08:50:18:15.CB, Advanced Web

UserName: locext18, Model: Polycom SoundPoint® IP 650, 11:11:11:11:11:11

IPLine 3 19 Inactive | UserName: locext19, Model: 480i, 00:00:00:00:00:00 Advanced

By pressing the Web link in the Details column for each configured SIP
phone will lead you to the Web configuration page of the corresponding
SIP phone.

Fig. 11-122: IP Line Settings page

Quadro6L; (SW Version 5.1.x) 65



Quadro Manual Il: Administrator's Guide

Administrator's Menus

Please Note: This link only works from the LAN side of the Quadro, i.e.
when the Quadro’s GUI is accessed from a PC located in the Quadro’s
LAN. If you wish to connect the SIP phone’s GUI through the WAN, an
appropriate Incoming Traffic/Port Forwarding Filtering Rules should
be added on the Quadro.

The Advanced link in the Details column appears for the Snom and
Aastra IP phones and takes you to the Programmable Keys
Configuration page where programmable keys for the corresponding IP
phone can be configured.

The Reboot link in the Details column appears for supported IP phones
and is used to remotely initiate a reboot of an IP phone attached to the
line.

Supported SIP Phones
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Fig. 11-123: IP Line Edit page

The following is the list of SIP phones that can be configured to work with Quadro IP PBXs using the Plug-and-Play option:

SNOM 300 (SIP phone)
SNOM 320 (SIP phone)
SNOM 360 (SIP phone)
SNOM 370 (SIP phone)
SNOM 820 (SIP phone)
Aastra 480i (SIP phone)
Aastra 9133i (SIP phone)
Aastra 9112i (SIP phone)
Aastra 9143i (33i) (SIP phone)

Grandstream BT100
Grandstream BT200

IP Phones Templates

Aastra 9480i (35i) (SIP phone)
Aastra 51i (SIP phone)
Aastra 53i (SIP phone)
Aastra 55i (SIP phone)
Aastra 57i (SIP phone)
Aastra 480e (analog phone)

Grandstream GXP2000

Polycom SoundPoint IP 300SIP
Polycom SoundPoint IP 330SIP
Polycom SoundPoint IP 501SIP
Polycom SoundPoint IP 550SIP
Polycom SoundPoint IP 601SIP
Polycom SoundPoint IP 650SIP
Polycom SoundStation IP 6000

The IP Phones Templates is used to create custom templates for the IP Phones. The templates contain a set of configuration settings that are
uploaded to the IP phone once it is registered on the Quadro. With the custom templates the most popular configuration settings may be adjusted
accordingly. The saved custom templates can be then configured from the Edit IP Line Settings page to be used on the particular IP phone.

IF Phones Templates

= Dateis

@y

The IP Phones Templates page consists of a table
where the available IP phone templates are listed. The

systemdefault template in this table indicates the

Quadro default template for all IP phones. This
template cannot be edited or deleted.

Add opens the Add Entry page where an IP phone
template can be created.

The Add Entry page includes the following text fields:

e Template Name text field indicates the name of the

Fig. 11-124: IP Phones Templates

template. This name will be visible in the Edit IP Line
Settings page when defining the template for the IP
phone.

Description text field requires optional information
about the template.

IF Fhones Tempiates - Add Entry

@y

Edit opens the Edit Entry page where the selected
template’s settings can be adjusted.

Fig. 11-125: IP Phones Templates — Add Entry

The Edit Entry page contains several subpages for each supported IP phone model for which the template can be managed.

Aastra configuration page contains the following components:
L]

Local Dial Plan — indicates the number and pattern of digits dialed by the user in order to reach a particular destination.

Send Dial Plan Terminator — is used to switch a dial plan terminator or timeout. When the IP phone is configured to use a dial plan

terminator (such as the pound sign (#)), the phone waits for 4 or 5 seconds after the handset is picked up or a key is pressed to place a

call.
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Play a Ring Splash - is used to switch a "call waiting tone" when there is an incoming call on the BLF (Busy Lamp Field) monitored extension. If the
host tone is idle, the tone plays a "ring splash".

Snom configuration page contains the following components:

. Dial-Plan String — indicates a dial plan string used to match dialed digits from the handset to the certain actions, e.g. dialing.
Dialog-Info Call Pickup - is used to switch a subscription to the status information of SIP URLs mapped as “Destination/Extension” on the
programmable keys.

e  Transfer on Onhook - is used to switch the call transfer when the handset is placed on hook.

. Call join on Xfer (2 calls) - when this option is enabled, you will connect the newly arrived incoming call to the call on hold by pressing
Xfer button. When this option is disabled and you press the Xfer button, you will have an option to choose the call on hold to transfer the
newly arrived incoming call to, or to dial a new destination manually.

. Message LED for Dialog State/Missed Calls — when this option is enabled, the phone will indicate missed calls and changing dialog
states using the message LED.

e Dialtone during Hold - when this option is enabled and the call is held the caller gets dial tone. Otherwise there will be no dial tone after
pressing Hold.

. Do not Disturb — this selection allows you to manipulate with the IP phone DND service. When the *72 is selected from this list, the DND
service of the IP Phone and the DND service of the Quadro for the corresponding extension will be activated when enabling the DND
service from IP Phone. This option is recommended. When keyeventF_DND is selected only DND service of the phone will be activated
when enabling the DND.

. Record Missed Calls — when this option is selected, the information about the missed calls will be displayed on the IP Phone.

Any parameters not listed above or parameters defined in this page for other IP phone models can be found in the user's manual of the
corresponding IP phone.

Please Note: Save changes before moving among the configuration pages.

IP Phones Logo

The IP Phones Logo page is used to upload a custom logo for the
IP Phones. This page contains only those IP phones for which
Quadro supports the custom logo upload. The uploaded custom e WS e ©ps.
logo will be visible on the display of the IP phone. # Phonas Loge

The Enable checkbox is used to enable the custom logo for the e
selected IP phone model(s). [ o] =]

The Browse button opens the file-chooser to select the custom

- Fig. 11-126: IP Phones Logo
logo file.

Programmable Keys Configuration

The Programmable Keys Configuration page is used to assign a function to the programmable keys of the IP phone. The design of this page
depends on the IP phone model.
Independently on the IP phone model, this page contains a number of the programmable keys and Functionality drop down list assigned to each of

them.
Wan  Sysiem Users  Telephomy et Uplnk Hetwork: @tp‘ﬁ.‘,
Jentn
Prog Keys © ion - IP Line 2
Top Keys

Wey  Fumctloaaliny Hey  Fanctionaity
' Frocontgued 1 Frocantgurmd

Fra

Frocanfguod » 8 Frocanfgued

The following options are available in the Functionality drop down

list: Bottom Keys
Ky Fanctionaity
n Call Bk b

®  SLA - use the functionality of the SLA line as configured
in the Key System Emulation page. It may be a direct 3
connection to the available PSTN lines on the Quadro or ! LTTH

Fracontqued

Freconfigued ¥

e “ Freconfiqured =

to the certain SIP server. ; o - 6 Inljl

e  Watch Ext. # - watch the extension on the Quadro and a T e

possibility to pickup the call addressed to that extension. s Calfnck % Proconigued [

e Call Park Ext # - watch the calls parked to the ! g ’ P
corresponding extensions and a possibility to retrieve the Hard Keya

Ui 1 8y SLAT | L 2030 SLAZ ¥ L 3030 5LAD ¥ Lisk dqLdy | SLAA >

calls parked to that extension.
This list also contains a number of PBX services available on the
Quadro and accessible with the * key combination (see Quadro's — — -
) . Fig. 1-127: P ble Keys Configurat th dividual for different IP ph
Feature Codes). When conflgured from this page, the key ig rogrammable Keys Configuration page (the preview is individual for differen ngoggg
combinations become transparent for the IP phones too.

s Lid Al bt e
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Vmail - accesses the voice mailbox of the extension to which the receptionist IP line is attached to.

DND - enables the Do Not Disturb service on the extension to which the receptionist IP line is attached to.
CallFwd - accessed Forwarding Management of the extension to which the receptionist IP line is attached to.
AutoReDI - auto redials the last dialed call.

CallBack - calls back to the last caller.

Linelnfo - gets the IP line information from the Quadro.

CallBIk - blocks the last caller.

Hard Key Lines drop down lists are present only for Aastra phones, and allow you to configure the hard keys on the IP phone. SLA line selection is
also available for these keys. The Hard Key assigned to an SLA line will work exactly the same way like the programmable key does.

Please Note: When saving changes on this page, the system asks for a confirmation to remotely reboot the IP phone. It is recommended to reboot
the IP phone after configuration changes on this page in order to make the new configuration effective on the IP phone.

FXO Settings
The FXO Settings are used to configure the FXO support that allows Quadro to connect to other PBXs or analog telephone lines.
The number of available FXO ports is dependent on the type of your Quadro. Quadro6L has 6 FXO ports available.

The FXO Settings also gives you the option to limit incoming or outgoing calls for the selected FXO line if required. Depending on the Quadro
model, several FXO ports will be available on the board, thus giving you the option connect several PSTN lines to the Quadro and to use them
simultaneously.

The administrator may assign a default recipient for each FXO line where calls from the Central Office (PSTN) will be routed. The assigned recipients
become the Quadro “default users”. If the Quadro Auto Attendant has been selected as a “default user”, a caller from the PSTN needs to go through
the attendant menu to reach the desired extension.

Main Syviem  Users  Tebephony Wtarnet Uik Network (ci']l!'.'-',l

. . . . FXO Settings
The FXO Settings page lists the available local FXO lines,

shared FXO lines on the remote devices (if any) and their GERLbws | Eusbied | Abaeesil ol Bt Bete b (2 | BT s
settings. If the FXO service has been disabled, the Allowed : =k
Call Type, Route Incoming Call to and PSTN number
columns are set to “N/A”.

The Enable FXO checkbox selection activates FXO support for
the selected FXO line.

The Allowed Call Type is used to choose the allowed call o o
directions for the corresponding FXO line. The administrator
may choose between:

Fig. 11-128: FXO Settings page

® Enabling incoming calls (prohibiting outgoing calls) for the selected FXO line.
® Enabling outgoing calls (prohibiting incoming calls) for the selected FXO line.
® Enabling both incoming and outgoing calls for the selected FXO line.

The Route incoming FXO Call to manipulation radio buttons group allows you to define the destination where incoming calls addressed to the
corresponding FXO line will be forwarded to.

® Extension — this selection allows you to choose the local
PBX user or auto attendant extension to forward calls. If an

inactive extension is chosen from this list, the voice mail

system will answer the call addressed to the corresponding M System Users  Telphor  Wternet gtk Wetwork (C“I’.\'f-’?'
FXO line. If the Auto Attendant extension is chosen, it will )
become the “default user” for the corresponding FXO line FXO Settings - FXO 1

on the Quadro. Blens

Both incorning and culgeing calls

® Routing — this selection allows you to forward the incoming
calls to the destination defined through Call Routing. This _ _
selection requires you to enter a routing pattern to the T e ratns | sora
corresponding field. Based on the registered PSTN users,
the caller will be able to reach the destination according to

#5012

configurations in Call Routing Table. ) =R [T
By choosing a destination, the Quadro administrator virtually . Tastnaloaiesig 1 sats
assigns a default number that will start ringing when a call is Fig. I1-129: FXO Line Settings page

initiated to the Quadro’s PSTN number.

The PSTN Number text field allows you to enter the PSTN number that the current FXO line is attached to. The field value is optional and used as
an identification parameter for FXO lines. The field value can be left empty.
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Alternative AC Termination Mode appears if the local country (Germany, Israel, France, etc.) selected for Quadro has two COs that use different
types of AC termination. Contact your CO to learn about your AC termination mode. Selecting the checkbox may help if the voice quality over FXO is
poor or an echo is noticed.

To modify the FXO Settings

1. Select the FXO line number from the FXO Settings table.

2. Enable the FXO line to receive calls from the PSTN. To reject calls from/to the PSTN, deselect the Enable FXO checkbox.

3. If FXO has been enabled, select the Call Type from the Allowed Call Type drop down list and the extension from the Route FXO Call to drop
down list to route the FXO calls correspondingly.

4. Insert a PSTN number in the same named text field to identify the FXO line.

5. Enable Alternative AC Termination Mode if this is a requirement of your CO.

6. Press Save to submit the FXO line settings.

Gain Control

Main  System Users  Telephomy el et Uik, Metwork @('p\gl

Gain Control
The Gain Control settings are used to define transmit and Restors Dot ane
receive gains. For FXO lines, Transmit Gain defines the level of Line 1 e 2
voice transmitted from Quadro to the PSTN network and Teansemie Gok: 6 19 Tranamh Gabe: |6 8
Receive Gain defines the volume of voice received by Quadro Recobe Gane |0 v Recee Gai: |0
from the PSTN network. Line 3 Lo 4

Transenit Gabn: £ ¥ Transindt Gl s
The Gain Control page offers Transmit Gain and Receive pecomie [53 necomion [
Gain drop down lists for each line that contains allowed gain
values, which can be set up by the administrator for every line. o1 o2

Transmi Gai: 0 Transmi Gaee 0
Please Note: If the gain control has been configured incorrectly, - e [F
DTMF digits may not be properly recognized. Gain control = s
settings are strictly dependent on the location (country) of -
Quadro and the phone type. If a private PBX is attached to the T Gan: [0

FXO port on the Quadro, the voice level in the handset of the noovetone [0 B
phone connected to the Quadro may be too loud (depending on P — —
the PBX type and configuration). This can be adjusted by Com ) Lo ] (o ]
decreasing the FXO Receive Gain to three or to zero. o e e B s

. Fig. II-130: Gain Control
The Restore Default Gains button restores the default values. 9 ain “ontrol page

SIP Tunnel Settings

The SIP Tunneling service is used to build a tunnel between Quardos and to use that tunnel for routing the SIP calls through the remote Quadros.
When this service is enabled, slave Quadros should be registered on the master Quadro with the corresponding username/password. With the
appropriate configuration done on the master Quadro, the master device can use the slave Quadros for routing the SIP calls through them and
accessing peers located behind the slave Quadro or recognized by it. This enables the master Quadro to locate the slave, even when the network
settings, like IP address, SIP port and other settings are changed on the slave Quadro.

When the SIP Tunneling service is enabled, virtual tunnels between the master and its slaves are created. A possibility to use the created SIP
tunnels will be automatically enabled in the Call Routing table.

Optionally, a SIP tunnel can be mutually established on two Quadros allowing to route SIP calls back and forth. A Quadro can be at the same time
configured both as a slave and as a master to the same remote device, i.e. the slave Quadro can act as a master for the master device it is
registered on. For example, the Quadrol can act as a slave for the Quadro2. In its turn, the Quadro2 can act as a slave for the Quadrol. With this
configuration and the corresponding routing rules added in the Call Routing table on both devices, the SIP calls will be routed from Quadrol to
Quadro2 and vice versa.

T —— @cpysi
D Qvad

) ) SIP Tunnel Settings
The SIP Tunnel Settings page is used to enable the Quadro as

a slave or master device for SIP tunneling. The page consists of ElGrmbde Tummots e Shem Ovces
the following components: AR =it Dty

2] Frabée Tunnals to Mastes Davicos

The Enable Tunnels to Slave Devices checkbox enables the
Quadro as a master device and allows you to configure the SIP

tunnels to the slave Quadros. When this checkbox is enabled ) T [ |

the Tunnels to Slave Devices table needs to be configured.

The link Tunnels to Slave Devices moves you to the page

. . - Fig. 11-131: SIP Tunnel Settings page
where a list of slave devices needs to be defined.
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T — @cpygi

. . SIP Tunnel Settings - Tunnels to Slave Devices
The Tunnels to Slave Devices page consists of a table where

slave devices are listed with the corresponding authentication
parameters.

A BN Delole Sebectall Ere

SIP Tl o

Syt
B Beatstiation e

SP_Tunnel_Guadrad3d $IFTunnel_spygly Cieab

_Tunnel_133 | SIFTunabl_nops

Add functional button leads to the Add Entry page where a new o
slave device parameters needs to be provided. O Tuwessiz | siPTume stz

[ meck | |__Hein |

The Add Entry page consists of the following components:

The SIP Tunnel Name text field requires the tunnel name for
the corresponding connection. System suggests you to start the
SIP tunnel name with the “SIP_Tunnel_" words, according to the
automatic prefix used for the SIP tunnels on the Quadro,
however this is not mandatory. Mol Srsien Useis  Teohomy Wt Uk Wetwiik @cpysi

0-Dad

Fig. 11-132: SIP Tunnel Settings — Tunnels to Slave Devices page

The User Name text field requires the authentication user
name. The field in front of this text field displays the default non-
editable prefix for SIP tunnels: “SIPTunnel_". SIP Tunne Name 5P _Tunnel_Qusdraan

Uisbr Mame o

SIP Tunnel Settings - Tunnels to Slave Devices - Add Entry

The Password text field requires the authentication password.

Paggwrd

Please Note: The User Name and Password should match
both on master and slave Quadros for the successful SIP tunnel
establishment. e

Heln

The Symmetric NAT checkbox should be selected when the

. . . Fig. 11-133: SIP Tunnel Settings — Tunnels to Slave Devices — Add Entry page
slave Quadro is located behind the symmetrical NAT. P

Main System  Users  Telephony et Updnk— Hetwork @“P_\ ity

SIP Tunnel Settings - Tunnels to Master Devices

0 BN (udetn Sabect ol fmees Selectiog

astur Dinice

0wt tame | e Begystiation

EIFTummel_is

The Enable Tunnels to Master Devices checkbox enables the O #F Tumel | ST
Quadro as a slave device and allows connecting to the master
Quadro via SIP tunnel. When this checkbox is enabled the
Tunnels to Master Devices table needs to be configured.

Back teip |

The link Tunnels to Master Devices moves you to the page
where a list of master devices needs to be defined.

Fig. 11-134: SIP Tunnel Settings — Tunnels to Master Devices page
The Tunnels to Master Devices page consists of a table where master devices are listed with the corresponding authentication parameters.

Add functional button leads to the Add Entry page where a new master device parameters needs to be provided.

The Add Entry page consists of the following components:

The Enable Registration checkbox selection is used to enable the registration to the corresponding master device.

) . Mo Spten Users  Tebephony  Weinet Uk Metwark @L'p_\'gl
The Tunnel Name text field requires the SIP tunnel name for bous

the corresponding connection. System suggests you to start the

s g SIP Tunnel Settings - Tunnels to Master Devices - Add Entry
SIP tunnel name with the “SIP_Tunnel_" words, according to the

automatic prefix used for the SIP tunnels on the Quadro, I Enatie Registrasan
however this is not mandatory. Tunneltame $F Tonnal
The User Name text field requires the authentication user Py—

name. The field in front of this text field displays the default non-
editable prefix for SIP tunnels: “SIPTunnel_".

Mister device IP 19216875235
MaBler device port 5061

| Swe | | Back | | Help

The Password text field requires the authentication password.

CappeghT} 2007 Epeyl Tasnnalugion Wi All sghis mesrsd

Please Note: The User Name and Password should match
both on master and slave Quadros for the successful SIP tunnel
establishment.

Fig. 11-135: SIP Tunnel Settings — Tunnels to Master Devices — Add Entry page
The Master device IP text field requires the IP address of the master device.

The Master device port text field requires the SIP port number of the master device.

The Registration State field displays information whether the slave device is registered on the master or not.

The Registration Date/Time field displays the time and the date of last registration on the master’s device.
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Call Routing

The Call Routing service simplifies the calling procedure for Quadro users, i.e., different types of calls (internal, SIP, PSTN or IP-PSTN) can be
placed in the same way. SIP registration is not needed for extensions to make routing calls.

The Call Routing page offers the following components:

When the Route all incoming SIP calls to Call Routing checkbox is disabled, for all incoming SIP calls Quadro will first search the incoming SIP
address in the Extensions Management table. If found, the incoming SIP call will ring on the corresponding extension. If not found, Quadro will look
for a matching routing rule in Call Routing table.

Mam  Systen Users Tedephory et vt Uil Metwork @L‘l)\lgl
When the Route all incoming SIP calls to Call Routing
checkbox is enabled, for all incoming SIP calls Quadro will Call Routing
directly look for a matching routing rule in Call Routing table and Eroat

will ignore the possible matches in the Extensions Management
table.

The Call Routing Table link leads to the Call Routing table [ oee ] [ | [ Hep
where routing patterns may be manually defined.

The Local AAA Table link leads to the page where local AAA
(Authentication, Authorization, and Accounting) database can be
managed.

Fig. 11-136: Call Routing page

Main  System Users  Telephony Internet Uplink Network @ep}'gl

quadre

Call Routing Table

[ show Detailed view == | [ Hide disabled records

Enable Disable Add Edit Duplicate Delete Selectall Inverse Selection MoveUp Move Down Move To

ID |State | Destination Number Pattern | Pattern Modfication | Call Settings. Failover Reason(s) | Local Authentication | SCurce Number Pattern/ <oy oo pype | pr |UES /URP | Metric | Description
Caller ID Modification
1 |Enabled |911 Fxo None No . PBX 10 Emergency Call
port(s): Any Port
2 |Enabled |07 NDS: 1 Fx0 Any o - PEX 10 Make PSTH Call
port(s): Any Port
[ |3 |enablea |5 NDS: 1 s None Ho URP:NG |10 Maks SIF cal
Si.epygL.com:5060
4 |Enablea |77 PEX None Mo 10 Callta Etensions
. P
[ |5 |Enablea |7 NDS: 1 o spyeocsoe0 | 1Vome Ho URP:No |10 Make SIF call
NDS - Number of Discarded Symbols ~ UES - Use Extension Settings RNSC - Restrict the Number of Simultaneaus Calls
URP - Use RTF Froxy AR - Authentication, Authorization, Accounting DT - Date/Time

0032008 Epygi T: Ltd. Al rights reserved

Fig. 11-137: Call Routing table — brief preview

Defining patterns in the Call Routing Table avoids registering Quadro at the routing management server and gives you an option to establish a
direct connection to the destination or to use a SIP server for call routing.

The Call Routing Table lists manually defined routing patterns along with their parameters (pattern number, state, routing and inbound caller
settings, RTP Proxy and Date/Time period settings, metric and description), as well as automatically created and undeletable patterns created from
the System Configuration Wizard.

The alternating Show Detailed View and Show Brief View buttons are used to display entries in the Call Routing table in detailed and brief views
correspondingly. The brief view displays the most important settings of the routing rules. The detailed view displays all settings of the routing rules as
they are configured in the Call Routing Wizard (see below).

The alternating Hide disabled records and Show all records buttons are used to respectively hide or show disabled records in the Call Routing
table. The system does not consider the disabled records when parsing the table for the call route.

If the route has an Authentication or an Authentication&Accounting selected from the AAA Required checkbox group, it will have a link to the
Users List in the Call Routing table. The Users List page contains a list of authorized users defined from the Local AAA Table and gives the
option to enable/disable authentication of each user for a particular route.

Since the Call Routing Table may have multiple entries that could match to same pattern, the table will be internally rearranged according to the
rules with the following consequences:

® The pattern matching best to the Best Matching Algorithm will have the higher position in the rearranged list,

e |f multiple patterns equally match to the Best Matching Algorithm, the pattern with the lower metric will get the higher position in the rearranged
list,

e |f the multiple patterns with the same metric have been matched to the Best Matching Algorithm, the pattern in the higher position in the table
will get the higher position in the rearranged list.

The pattern in the highest position of the rearranged list will be considered as the preferred one. The second and subsequent matching patterns will
be used, if the destination refused the call due to the configured Fail Reason.
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The Enable/Disable functional buttons are used to enable/disable the selected route(s). Disabled routes will have no effect. Enabled routes will be
parsed when initiating routing calls. The State column in the Call Routing Table displays the current state of the routes (enabled/disabled).

Add starts the Call Routing Wizard where a new routing pattern may be defined. The Call Routing Wizard is divided into several pages. Page 1
displays the following components:

The Enable checkbox is used to enable the newly created routing rule. By default, this checkbox is selected, so the newly created routing rule will be
enabled. But if you wish to create a routing rule for a later use, disable it from this page. The new routing rule will be added to the Call Routing Table
but will be disabled and will not be considered when placing calls through the call routing unless it is enabled again.

The Destination Number Pattern text field specifies calls to which the rule should be applied. If a call, either inbound or outbound, has a destination
number that matches the specified pattern, it will be completed according to the current rule. A routing pattern may contain wildcards. The complete
list of characters and wildcards allowed in this text field is given in the chapter Allowed Characters and Wildcards.

Number of Discarded Symbols (NDS) requires the number of symbols that should be discarded from the beginning of the routing pattern. The field
should be empty if digits do not need to be discarded. Only numeric values are allowed for this field, otherwise the error message “Error: Number of
Discarded Symbols is incorrect - digits allowed only” will appear.

Prefix requires entering the symbols (letters, digits and any characters supported in the SIP username) that will be placed in front of the routing
pattern instead of the discarded digits. The following tags can be used for this field:

M Sy vy Ty Sowmi ot ‘CI'-'

e <callerid:range> - used to apply the complete or a part of €3l Routing Wizard
caller ID (the caller’'s number detected during the call) as a
prefix. For example, <callerid:1-3> indicates that the first 3
digits of the caller ID will be considered as a prefix,
<callerid:3-end> indicates that the caller ID from its 3" digit
and up to the end will be applied as a prefix. This tag can
be used in combination with other digits at the beginning or
at the end, as well as with wildcards.

Reuting C0 Type - Aot Erary

e <dialednum:range> - used to apply the complete or a part
of dialed number (the number dialed by the caller to place
a call) as a prefix. For example, <dialednum:1-3> indicates
that the first 3 digits of the dialed number will be considered
as a prefix, <dialednum:3-end> indicates that the dialed
number from its 3" digit and up to the end will be applied
as a prefix. This tag can be used in combination with other . R
digits at the beginning or at the end, as well as with Fig. I1-138: Call Routing Wizard - page 1
wildcards.

A two-stage dialing allows successive numbers to be dialed one after another with a delay in-between. For example, 11,,,11018 will call 11, wait until
the call is established, wait for three seconds and then dial 11018. The capability of automatically dialing successive numbers allows the caller to
bypass the IVR system on the call path and establish a direct call. The two-stage dialing is available for PBX, ISDN, and E1/T1 (if available on the
model) call types.

Suffix requires entering the symbols (letters, digits and any characters supported in the SIP username) that will be placed in the end of the routing
pattern. For example, if the routing Pattern is 12345, the Number of Discarded Symbols is two, and the Prefix is 909 and Suffix is Oa, the final
phone number will be 9093450a.

Destination Type gives you the option to select the call type. The following call types are available:

® PBX - local calls to Quadro’s extensions

e PBX-Voicemail - calls directly to the voice mailbox of the local PBX extension

® PBX-Intercom - local calls to PBX extensions with the request of Intercom service (see Manual Ill — Extension Users Guide)
® S|P — calls through a SIP server

® SIP_Tunnel — calls through a SIP tunnels established (see SIP Tunnel Settings)

® |[P-PSTN - calls through the IP-PSTN provider to the remove PSTN global telephone network

® FXO - calls to a PSTN global telephone network

Metric allows entering a rating for the selected route in a range from 0 to 20. If a value is not inserted into this field, 10 will be used as the default. If
two route entries match a user’s dial string, the route with the lower metric will be chosen.

The Description text field requires an optional description of the routing pattern.

The Filter on Source / Modify Caller ID checkbox selection allows limiting the functionality of the current route to be used by the defined caller(s)
only. If this checkbox is enabled, source caller information (Source Number Pattern, Source Type, Source Host, etc.) will be required later in the
Call Routing Wizard. This option is enabled by default.

The Set Date / Time Period(s) checkbox selection allows you to define a validity period(s) for current routing patterns to take place and to define
pattern date/time rules. When this checkbox is enabled, the Call Routing Wizard - Page 5 will be displayed.

Set Tracing / Debug Options on This Rule checkbox is used to switch events notification on the certain execution results of the corresponding
routing rule. When this checkbox is enabled, the Call Routing Wizard - Page 6 will be displayed.
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Require Authorization for Enabling/Disabling checkbox is used to enable administrator's password authentication when enabler/disabler keys are
configured for the routing rule. The service can be used locally from the handset (see Feature Codes in Manual Il - Extension Users Guide) or
remotely from Auto Attendant (see Auto Attendant Services in Manual lll - Extension Users Guide). When this checkbox is selected, administrator’s
password will be requested to enable/disable the certain routing rule(s). If the administrator’'s password has been inserted incorrectly for 3 times, no
status changes will be applied to any of the routing record(s), even to those which have no authorization enabled.

Enabler Key and Disabler Key text fields request digit combination which should be dialed from the handset or Auto Attendant to enable or disable
the certain routing rules in the Call Routing Table. You can set the same Enabler/Disabler Key for multiple routing rules (the same key may be used
as enabler for one routing rule, and as disabler for another one) - this will allow managing several routing rules with the single key.

The second page of the Call Routing Wizard offers different
components depending on the Call Type selected on the
previous page.

Use Extension Settings drop down list is applicable to SIP and
IP-PSTN call types and allows you to select the extension (also
Auto Attendant) on behalf of the call that will be placed. The SIP
settings of the selected extension will be used as the caller
information. If an entry is not selected from this list, the original
caller information will be kept. When Keep original DID
checkbox is selected, the called destination will receive the
original caller's information and not the information of the

Main System Users  Telephony Internet Uplink Network

@cpysi

D-Quadio

Call Routing Wizard

Routing Call Settings - Add Entry

Use Extension Settings: | 11 |  [¥|Keep Original Caller ID

Transport Protocol for SIP messages

extension selected from the Use Extension Settings list. [ Add Remte Party ID © oo
When the checkbox Add Remote Party ID is selected, the Destination Hoat: \oanani0 Oer
Remote-Party-ID parameter is being delivered to the destination o — SIP Privacy
side upon call establishment procedure. Destination Port
O | Default Privacy
Usemame: guadro_user
SIP Tunnel drop-down list appears only when the “SIP_Tunnel” O | pisable Privacy

Password:

Call Type is selected on the previous page. The list is used to
select the particular SIP tunnel to route the calls through the
corresponding Quadro.

@ | Enable Privacy
Session Header

[Fluser o

Enable Activity Timeout
Activity Timeout: |95

Destination Host requires the IP address or the host name of Zuse RIP Proxy
the destination (for a direct call) or the SIP server (for calls
through the SIP server). This field is named Modified

Destination Host if the Pattern field on the first page of this

AAA Required: Regquire Privacy

[¥]Local authentication

RADIUE Authentication and Authotization

wizard contains “@” symbol.

Destination Port requires the port number of the destination or
of the SIP server. This field is named Modified Destination
Port if the Pattern field on the first page of this wizard contains
“@" symbol.

RAD\USAEmummg
Client Code Identification

[check with 3pce

Failover Reason(s)

O]

None

User Name and Password require the identification settings for
the public SIP server or servers requiring authentication.

@]

Failover Reason(s)

Busy Wirong Mumber

Enable Activity Timeout checkbox is used to limit time-to-live
period of routing pattern (makes sense if accept or failure
feedback arrives too late from the destination). Checkbox
selection enables the Activity Timeout text field which is used
to insert a routing pattern activity timeout (in the range from 1 to
180 seconds). When timeout is configured, the routing pattern
will be active within the defined time frame and if no response |
has been received from the destination during that period, the
pattern will be stopped and next routing rule might be optionally

Metwork Failure System Failure

Other

Any

o) | Cmee) | [Coma) [ Cew) |

Copyright (C) 2003-2008 Epyai Technologies, Ltd. Al rights resenved

considered (depending on the Fail Reason configuration on the

. Fig. 11-139: Call Routing Wizard - page 2
corresponding pattern).

The Multiple Logons (ML) checkbox is only available for the IP-PSTN call type and allows/denies multiple logon to the public SIP server with the

same username at the same time. The Allowed Call Count text field that allows you to limit the number of multiple logons to the public SIP server.
The field requires information in a range from 2 to 20. If you leave this field empty, no limitation will apply to the number of simultaneous logons.

The Use RTP Proxy checkbox is available for SIP and IP-PSTN call types and is applicable when a route is used for calls through Quadro between
peers that are both located outside the Quadro. When this checkbox is selected, RTP streams between external users will be routed through
Quadro. When the checkbox is not selected, RTP packets will move directly between peers.

The AAA Required checkboxes are used to choose one or more of the following Authentication, Authorization, and Accounting (AAA) settings:
® | ocal Authentication — with this checkbox selected, callers will need to pass authentication through the Local AAA table (see below) when
dialing the current pattern.

® RADIUS Authentication and Authorization — this checkbox is present when a RADIUS client is enabled. With this checkbox selected, callers
will need to pass the authentication through RADIUS server (see above) when dialing the current pattern.
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® The RADIUS Accounting checkbox is accessible when the RADIUS Client is enabled. With this checkbox selected, no authentication will take
place, but CDRs (call detail reports) of the calls made through this routing record will be sent to the RADIUS server. This checkbox selection
enables the Client Code Identification checkbox.
If the authentication is configured based on the caller’s address, callers will pass the authentication automatically; otherwise they will be
required to identify themselves by a username and a password.

® The Client Code Identification checkbox selection activates the code identification feature: a caller, after dialing the destination phone

number, may optionally enter ° and then an Identity Code. An Identity Code is an arbitrary digit string entered by the user to identify a
specific call or call group. The Identity Code is sent with CDR to the RADIUS server and might be used by a billing program for grouping the
calls having the same Identity Code.

The Check with 3PCC checkbox is used to request a 3PCC approval before placing a call with the specific routing rule. When this checkbox is
selected and the corresponding routing rule is used to place a call, Quadro sends a request to the call controlling application for the managing
person to accept or reject the specific call (it can be a popup window or any other type of dialog box, depending on the call controlling application). If
the request is accepted, the call will be placed. Otherwise, if the request is rejected, the call will be skipped. In case of no feedback from the call
controlling application, the call will be accepted after a timeout defined in the configuration of the call controlling application.

The Failover Reason(s) radio buttons indicate whether the system should use the next matching pattern if call setup with the current routing rule
fails and allows choosing the reasons to be considered as a failover.

e None - indicates that matching patterns should not be used regardless of the failover reason.

® Failover Reason(s) - indicates possible failure reasons. Failure reasons vary depending on the call type selected on the previous page. If the
call cannot be established due to selected Failure Reasons, the call routing table will be parsed for the next matching pattern and, if found, the
call will be routed to the specified destination.

O  Cannot Establish Connection - failure reason is available for FXO calls and indicates cases when connection cannot be established.
O  Busy - available for PBX, SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when the dialed destination is busy.

O  Wrong Number - available for PBX, SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when the dialed nhumber is wrong.
o

Network Failure - available for SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when system overload, network failure or
timeout expiration occurred.

O  System Failure - available for SIP, SIP Tunnel, and IP-PSTN call types and indicates cases indicated in Network Failure and Other fail
reasons.

O  Other - available for SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when authorization, negotiation, not supported or
request rejected or other unknown errors occur.

® Any stands for all failure reasons mentioned in the Failover Reason(s) group.

The Custom Profile text field is present if the PBX-Voicemail call type has been selected on the first page of the Call Routing Wizard. This field
requires the Voice Mail Profile name to activate the custom voice mail settings (see Voice Mail Profiles) on the extension when the corresponding
routing rule will be used.

Please Note: If an extension does not have a profile specified here or the specified profile name is incorrect, the default Voice Mail Settings of the
extension will be used.

The Transport Protocol for SIP messages manipulation radio buttons group is available for SIP or IP-PSTN call types only and allows you to select
the transport (UDP or TCP) to transmit the SIP messages through.

The SIP Privacy manipulation radio buttons group is only available for the SIP call type and allows you to select the security of the SIP route by
means of hiding (or replacing, depending on the configuration of the SIP server) the key headers of the SIP messages used to establish the call.

e Default Privacy — with this selection, Quadro specific SIP privacy will not be applied and all privacy will rely on the configuration of the SIP
Server.

® Disable Privacy — with this selection, SIP call security will not be disabled and all headers of the SIP message will be transparently visible to
the destination.

® Enable Privacy - with this selection, SIP privacy will be specified for the corresponding route. This selection enables a group of checkboxes in
order to choose the key headers that are to be fully or partly hidden or replaced. The Require Privacy checkbox selection is used to restrict the
delivery of the SIP message if any of the selected headers cannot be hidden (or replaced, depending on the configuration of the SIP server)
before being sent to the destination.

The Port ID drop down list is present for FXO call types and contains FXO line numbers. Any Local and Any@Any selections are only available for
the FXO call type and provides the option to route calls via the first available local FXO line or any FXO lines (including shared on other Quadro
boards) respectively.
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Call Routing Wizard

The Call Routing Wizard - Page 3 appears if the Filter on
Source / Modify Caller ID checkbox had been enabled on
Page 1 of the Call Routing Wizard. It will require
information about the source caller.

The Source Number Pattern field requires the caller
address for which the current route will be applied. The
complete list of characters and wildcards is allowed in this
text field (see chapter Allowed Characters and Wildcards).

Seurce Filtes | Modey Called I « &84 Entry

The Source Type drop down list gives you the option to e
select the call type (PBX, SIP, FXO, Any) used by the
source caller to reach the Quadro.

Fig. 11-140: Call Routing Wizard - page 3

The settings in the Caller ID Modification group allow Caller IDs of inbound calls to be modified.

The Number of Discarded Symbols (NDS) text field requires the number of digits that should be discarded from the beginning of the Source
Number Pattern. The field should be empty if digits do not need to be discarded. Only numeric values are allowed for this field, otherwise the error
message “Error: Number of Discarded Symbols is incorrect - digits allowed only” will appear.

The Prefix text field requires entering the symbols (alphanumerics and any characters supported in the SIP username) that will be placed in front of
the Source Number Pattern instead of the discarded digits. (For example, if the routing pattern is 12345, the Number of Discarded Symbols is two,
and the prefix digits are 909, the final phone number will be 909345.) Wildcards are allowed here (see chapter Entering SIP Addresses Correctly).

The Discard Non-Numeric Symbols checkbox is used to discard any non-numeric symbols from the Source Number Pattern.

The Display Name text field allows you to replace an original caller’s ID with the custom display name for the corresponding routing rule. This field is
optional and when it is left empty, an original caller ID will be displayed on the called destination’s phone, otherwise the name inserted here will
appear on the phone.

The Remove Display Name checkbox is used to remove caller IDs from calls made with this routing rule.

The Next button will open the Call Routing Wizard - Page 4 where different information about Inbound Caller will be required depending on the
selected Source Type. For the SIP source type, the Source Host text field will require one or more IP addresses or host names of the SIP server
where the caller is registered, or the caller's device if they are direct calls, separated by a space. If the FXO source type is selected, the Source Port
ID drop down list will require selecting the FXO line number.

The Call Routing Wizard - Page 5 appears if the Set Date / Time

Period(s) checkbox previously had been enabled on Page 1 of the

Local Call Routing Wizard. It will require information about the

pattern validity period(s).

This page provides selection between Typical and Custom ©cpygi
date/time rule definitions. Moo Syvem Unws Tolahiry  beneobk Metork PYS!

The Typical selection contains the following group of radio buttons call Routing Wizard
that are used to select the frequency of the corresponding routing
pattern that is to take place: Date/Time Rules - Add Entry

® Daily

® \Weekly — the preferred weekday(s) should be selected for
this option.

® Monthly — the calendar day should be selected for this
option.

Jan % Dec &
e Annually — the calendar day and month should be selected patsttedeys [T . OTE
for this option.

W e - (I 5 e

In the Available Time Period drop down lists, the time range of
the pattern validation should be defined. Any time selected in this
field will be considered corresponding to the Quadro’s Time/Date
Settings.

The Custom selection provides the option to manually define the
validity period(s). Use the following format to insert pattern T
date/time rule(s): Fig. Il-141: Call Routing Wizard - page 5
[Month,Month-Month,...][Day-Day,Day,...][nhh:mm-hh:mm,...]; ...

Please Note: Established patterns based on the Emergency Codes and PSTN Access Codes Settings in the System Configuration Wizard will be
marked in bold and will be placed in the first position in the Call Routing Table. Additionally, they cannot be modified and deleted from the Call
Routing Table.

The Duplicate functional button is used to create a routing pattern with the settings of an exiting one. This is to avoid configuring a new routing entry
completely by duplicating an existing entry with different settings. To use the Duplicate button only one record may be selected, otherwise the error
message “One row should be selected” will appear. The Duplicate button opens the Call Routing Wizard where all fields except the Pattern field
are already filled in. A Pattern for the new route will be required anyway.

Frevous e ) Coam ) Croe )
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The Move Up/Move Down buttons are used to move call routing patterns one level up or down within the Call Routing table. The sequence of the
routing patterns is important when making routing calls because the Call Routing table is parsed from the top down and routing will take place
according to the first pattern that matches the dialed number. The Move To button is used to move the selected entry to a different position in the
Call Routing Table. This will increase or decrease the selected pattern’s priority. Pressing the button will open the page where a row number should
be specified together with the position the selected entry is to be placed (before or after the defined row).

The Local AAA Table page allows you to manage local
authentication and the authorization database. Callers dialing the
routes which have an AAA (Authentication, Authorization, and
Accounting) option enabled, will pass the authorization on the

Local AAA Table by wusing a phone number or T —— @cpyyi
username/password, depending on the corresponding entry
configuration on this page. Call Routing - Local AAA Table

The caller passes authorization automatically if the detected phone A EN Debte Soloctal inesse Selection

number of the caller dialing a route has the AAA option enabled AUt e L $te sl D Ll
and is registered in the Local AAA Table. If the caller ID service is J ' . el
disabled or the caller's phone number is not registered, the caller is
asked to enter a registration user name and password.

(B ] (T
The Add functional button opens the Call Routing — Local AAA
Table - Add Entry page where a new local AAA record can be
created.

Fig. 11-142: Local AAA Table page

The Call Routing — Local AAA Table - Add Entry page offers a
group of manipulation radio buttons to select the type of

authorization and the following other parameters: Main Sysiom Uses  Tolephomy  intmetUpink  Wetwork @t[)\gﬁ
e Authentication by Caller ID — this selection is used to set Call Routing - Local AAA Table - Add Entry
the authentication based on the caller's phone number (which —
is considered to be automatically detected). The Phone S MMURAICAE |

Number/SIP User Name text field requires the caller’'s phone @ autnencaten by ke
number or the SIP username. Only numeric and wildcard
characters (see chapter Entering SIP _Addresses Correctly)

U Hame [TTIRRL]

Password

are allowed for this field. T, T, "', -, {’, } are used to define Exsitation Date and Time

a range or a quantity of numbers. For example, 2{13-17, ww, Blesessin [1ay 9] [059] [2003
a-c} means that the dialed number may be 213, 214, 215, COREL
216, or 217, 2ww, 2a, 2b and 2c to match the specified phone Descripton from hame

number; in the case of 2[3,7], the dialed number may be 23 or
27 to match the specified phone number. The {11, 15, 23, 38, Comiatt 152 ’
45} pattern means that the dialed number may be 11, 15, 23, Fig. II-143: Local AAA Table - Add Entry page
38 or 45 to match the pattern.

Back Help

e Authentication by Login — this selection is used to set the authentication based on the username and password inserted by the user upon
login. The Username text field requires the authentication username. Only numeric values are allowed for this field, otherwise the error
message “Incorrect Username - digits allowed only” will appear. The Password text field requires the authentication password. Only numeric
values are allowed for this field, otherwise the error message “Incorrect Password - digits allowed only” will appear.

The Expiration Date and Time drop down-lists are used to set the date and time when the registration will expire.
The Expires in checkbox is used to enable the Expiration Date and Time feature.

The Description text field requires an optional description about the calling party.

To create a new Call Routing rule

Click on the Call Routing Table link on the Call Routing page.

Press the Add button on the Call Routing page.

Specify the Pattern in the corresponding field.

Select the Number of Discarded Symbols and Prefix if required.

Select the Call Type from the drop down list.

Define the Metric or leave the default.

Enter a Description if needed.

Enable the Filter on Source / Modify Caller ID checkbox, if the route functionality should be limited. This is dependent on the source caller

information.

9. Enable the Set Date/Time Period(s) checkbox if a route should be functional within certain time/date intervals.

10. Press Next.

11. Select the user or attendant extension from the Use Extension Settings drop down list that the call will be placed on.

12. Specify the Destination Host and Port Number, Username and Password if an IP or IP-PSTN call type has been selected. For the IP-PSTN
call type, enable Multiple Logons if necessary. Enable the Use RTP Proxy checkbox if needed.

13. Choose the Authentication and Accounting method from the AAA Required drop down list.

14. Choose a Fail Reason from the corresponding drop down list.

15. Configure Transport Protocol for SIP messages and SIP Privacy parameters as needed.

16. Press the Next button.

17. If the Filter on Source / Modify Caller ID checkbox has been previously enabled, fill in the Source Number Pattern into the corresponding

text field. Choose the needed value from the Source Type drop down list, as well as the Number of Discarded Symbols and Prefix values.

ONoOGOMWONE

Quadro6L; (SW Version 5.1.x) 76



Quadro Manual Il: Administrator's Guide Administrator's Menus

18.
19.

20.

21.

Press the Next button.

If IP has been selected on the previous step in the Inbound Call Type drop down list, then Inbound Host should be inserted in the current
page. If FXO has been selected in the Inbound Call Type drop down list, then the FXO line number should be selected here.

If the Set Date/Time Period(s) checkbox has been selected on the first page, pressing Next will open the Date/Time Rules page where route
validity should be defined.

Press the Finish button to establish a local route with the inserted settings.

To create a local AAA entry

NogarwNE

Click on the Local AAA Table link on the Call Routing page.

Press the Add button on the Local AAA Table page.

Choose the Authentication type.

Enter the Phone Number or the Username and Password depending on the selected Authentication type.
Use the Expiration Date and Time checkbox to enable the expiration timeout.

Select the Expiration Date and Time from the corresponding drop down lists.

Press Save to apply these settings.

Allowed Characters and Wildcards

The following is the set of characters and wildcards allowed in the Pattern and Inbound Caller Pattern text fields of the Call Routing Wizard:

Characters:

0...9
a...z
A..Z
+=$/~_-.& ()'1*?{. 0]

Please Note: The symbols * and ? should be prefixed with a slash (\) if they are used as ordinary characters; otherwise the system will
interpret them as wildcards.

Please Note: The symbols |, {, }, [, ], - and , are used to define a range of characters and cannot be used as ordinary characters.

Wildcards:
* Any number of any characters
? Any single character
{} A character or a string from the specified set of characters and strings.
The following control symbols are used to specify a set:
. Use a comma (,) to separate the elements of a set.
Please Note: No spaces are allowed within braces.
Example:
The pattern is 9{1,3,11,a}.
Numbers matching the pattern are 91, 93, 911, 9a.
e  Use a minus sign (-) to specify a range of characters. Each successive element of the range is obtained by increasing the
previous element (the element code) by one.
Example:
The pattern is 2{11-15,a-d}5.
Numbers matching the pattern are 2115, 2125, 2135, 2145, 2155, 2a5, 2b5, 2¢5, 2d5.
. Use an exclamation point to exclude a character or a string from a set.
Example:
The pattern is 2{11-15,a-d,!14,!c}5.
Numbers matching the pattern are 2115, 2125, 2135, 2155, 2a5, 2b5, 2d5.
Please Note: You can use the wildcard ? within the braces, but not *. Thus, {12-104,15?,36?} is a valid pattern, whereas
{15*,36*} is not.
Please Note: The symbol ! cannot be used to exclude a range of symbols. For example 2{15-60,!23-32} or 2{15-60,!23-
132} are not valid patterns. To valid pattern will be to 2{15-22,33-60}.
0 The same as above with the exception that character ranges can include single-digit/character elements only.

Example:

The pattern is 2[1-5, a-c]5.
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Numbers matching the pattern are 215, 225, 235, 245, 255, 2a5, 2b5, 2¢5.

\ Precedes a control symbol (*, ?, -,  and , ) to indicate that it is used as an ordinary character, not a wildcard.

Example:

Please Note: Patterns cannot be prefixed with the * symbol. The system considers the patterns starting with * as feature codes

The pattern is 1\*[1-3]

Numbers matching the pattern are: 1*1, 1*2, 1*3

and does not parse them through the Call Routing table.

Best Matching Algorithm

All calls through and within a Quadro are made according to call routing patterns that specify a destination based on a dialed number. When a user
dials a number to make a call, the Quadro matches the dialed number against the existing patterns that are specified in the Call Routing table. If the
dialed number matches only to a single pattern, this pattern will be used to set up a call. If several patterns have been found to match the number,
the Quadro uses the Best Matching Algorithm to prioritize the matching patterns. Once the patterns are prioritized, the pattern with the highest
priority will be used as a preferred route for call setup. The successive patterns will be used only if the destination specified by a higher priority

pattern is unreachable.

To prioritize the matching patterns, the following criteria are sequentially applied to matching patterns. The criteria are ordered by their priorities:
Each consecutive criterion is calculated only for the patterns that take the same value for the preceding criteria: that is Criterion 3 is calculated only

for patterns that take the same value for Criterion 1 and Criterion 2.

The presence of asterisks (“*”) in a pattern
Criterion 1
The patterns without “*” have a higher priority.
The total number of matching digits/symbols inside and outside the braces/brackets
Criterion 2
The more matching digits a pattern contains, the higher its priority.
The number of matching digits/symbols outside the braces/brackets
Criterion 3 The more matching digits outside braces/brackets a pattern contains, the higher its priority.
Please note: This criterion is used only if several patterns take an equal but non-zero value for Criterion 2.
The total number of question marks (‘?’) inside and outside the braces/brackets
Criterion 4 ) ) ] o
The more question marks a pattern contains, the higher its priority.
The number of question marks (“?”) outside braces/brackets
Criterion 5 The more question marks outside braces/brackets a pattern contains, the higher its priority.
Please note: This criterion is used only if several patterns take an equal but non-zero value for Criterion 4.
The number of square brackets (“[]")
Criterion 6
The more brackets a pattern contains, the higher its priority.
The number of braces (“{}")
Criterion 7
The more braces a pattern contains, the higher its priority.
The number of asterisks (“*")
Criterion 8
The fewer asterisks a pattern contains, the higher its priority.
The value of the metric
Criterion 9
The lower the metric of a pattern is, the higher its priority.
The position in the routing table
Criterion 10
The higher the position of a pattern in the routing table is, the higher its priority.

Example. The user has dialed 1231 and the following matching patterns have been found.
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The list of patterns

*1*
123*
{11-15)3*
2271
1237
[1-3]*
[1-3]222
{100-150, asd, \"\?}1
12*31
1[1-3]3[0-8]
1231
%1

*

Step 1: The list is split into two groups separating the patterns with “*” from those without (Criterion 1). The patterns with “*” form a group with a
lower priority and are pushed back to the end of the list.

Criterion 1

The list split into two
subgroups

2221
1237
[1-3]77?
{100-150, asd, \\?}1
1[1-3]3[0-8]
1231

*1*
123+
{11-15}3*
[1-3]
12*31
Q%]

*

Step 2: The two groups of patterns are arranged separately from each other by the total number of matching digits inside and outside the
braces/brackets in the descending order (Criterion 2). The patterns that contain the same number of matching digits are grouped into sub-

lists.

Criterion 2
The list of patterns | Matching digits N | The list of patterns | Matching digits
2221 2 1[1-3]3[0-8] 4
123? 3 1| 1231 4
[1-3]77? 1 {100-150, asd, \*\?}1 4
1237 3
{100-150, asd, \*\?}1 4
1[1-3]3[0-8] 4 7271 2
[1-3]777? 1
1231 4
*1* 1 12*31 4
123* 3
123* 3
{11-15}3* 3 3
(3] ) {11-15)3* 3
12*31 4 *2*1 2
*2*1 2 4 *l* 1
* 0 [1-3]* 1
* 0

Step 3: The new sub-lists are arranged separately from each other by the number of matching digits outside the braces/brackets (Criterion 3). The
patterns that contain the same number of matching digits are grouped into sub-lists.
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Criterion 3
The list of patterns | Matching digits
1[1-3]3[0-8] 2
1231 4
{100-150, asd, \*\?}1 1
123? -
72271 -
[1-3]??? -
12*31 -
123* 3
{11-15}3* 1
*Q%] -
*1* 1
[1-3]* 0

The list of patterns

Matching digits

1231 2
1[1-3]3[0-8] 2
{100-150, asd, \\?}1 1
1237 -
2271 -
[1-3]272 -
12+31 -
123* 3
{11-15)3* 1
2] -
*1* 1
[1-3]" 0

The Best Matching Algorithm will stop after executing step 3 as no new sub-lists are formed. The resultant list of prioritized patterns will be the

following:

VolP Carrier Wizard

The VolP Carrier Wizard is used to define access codes for available VolP Carrier accounts which will particularly allow you to reach users over IP-
PSTN providers or to call to the peers registered on the certain SIP servers by dialing simple digit combinations.

The prioritized list

1231
1[1-3]3[0-8]
{100-150, asd, \*\?}1
123?
72?1
[1-3]7?7?
12*31
123*
{11-15}3*
*2*1
*l*
[1-3]

For each configured VolP carrier, the wizard creates a specific IP-PSTN routing rule in the Call Routing table. This entry is available to PBX users
only, which means only PBX users can make calls to the corresponding VolP carrier. Additionally, a virtual extension automatically generated in
Extensions Management will be registered on the defined VolP Carrier's SIP server. The settings of that extension will be used to make calls from

Quadro’s users towards the created VolP Carrier will be placed.

VolP Carrier Wizard — Page 1 provides a following option of

describing the VolIP carrier:

When predefined carrier is selected in the VolP Carrier drop
down list, the SIP Server and Port will be already predefined
in the next page. Manual selection allows you to manually

set up the VolIP Carrier settings.

The Description field allows you to insert an optional

description of the VolP Carrier.

Main  System Users  Telephony

Inteamat Uplink Hetwork

VolP Carrier Wizard

@cpysi

ValP Cantier: [\onage

Select VolP Carrier

Descilption: | ouadioMonage

e

[ Help |

Fig. 11-144: VolP Carrier Wizard page 1

Quadro6L; (SW Version 5.1.x)

80



Quadro Manual Il: Administrator's Guide

Administrator’s

Menus

Main Systen Users  Telphony  Itemet Upink Netwotk @“P__\'.‘—‘,I
VolP Carrler Wizard
VoIP Carrier Settings
VolIP Carrier Wizard — Page 2 is used to define VolP Carrier Aocernliwne: | i
Settings. The page contains following components: ool " oI
Coudin 58 i .- (@] Koep-albo Messages to Proxy
1. VoIP Carrier Common Settings TR
The Account Name text field requires a username for P Setvmifor: L2081
authentication on the defined SIP server. ASTIGRTAA2S
The Password text field requires a password for i Hn
authentication on the defined SIP server. il bty
10501091
The Confirm Password text field requires a password e
confirmation. If the input is not corresponding to the one in Cutboumi Proyfar Secondary SIP Serva
the Extension Password field, the error message “Incorrect Fi8 3511 160
Password confirm” will appear. s068
The SIP Server text field requires an IP address or the , = - _ —
hostname of the SIP server destination party it is registered e et e ) e )
on.

The SIP Server Port text field requires the port number of Fig. II-145; VoIP Carrier Wizard page 2
the SIP server destination party it is registered on.

2. VoIP Carrier Advanced Settings

The Use RTP Proxy checkbox is applicable only when a route is used for calls towards a configured VolP Carrier from a peer located outside the
Quadro. When this checkbox is selected, the RTP streams between external users will be routed through Quadro. When the checkbox is not
selected, RTP packets will move directly between peers.

UserID requires an identification parameter to reach the SIP server. It should have been provided by the SIP service provider and can be requested
only for certain SIP servers. For others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP registration server accessibility to the verification mechanism. Timeout indicates the timeout
between two attempts of SIP registration server accessibility verification. If a reply is not received from the primary SIP server within this timeout, the
secondary SIP server will be contacted. When the primary SIP server recovers, SIP packets will continue to be sent to the server.

A group of Host address and Port text fields respectively require the host address (IP address or the host name), the port number of the Outbound
Proxy, Secondary SIP Server and the Outbound Proxy for the Secondary SIP Server. These settings are provided by the SIP servers’ providers

and are used by Quadro to reach the selected SIP servers.

VolIP Carrier Wizard — Page 3 contains the following VolP
Carrier access code selection components:

The Access Code text field requires a digit combination by
dialing, which the corresponding VolP Carrier will be reached.
The Route Incoming Calls To drop down list allows you to
select an extension (or Auto Attendant) on the Quadro where
incoming calls from the configured VolP Carrier should be
routed to. For the selected extension there will be an
unconditional forwarding set up which will care for incoming
calls forwarding from the VolP carrier to the corresponding
extension.

The Failover to PSTN checkbox selection will route the call to
the PSTN through local FXO lines in case the VolP Carrier is
not available. When this checkbox is selected, an additional
entry will be added to the Call Routing table. This maintains
digit transmission to the local PSTN when an IP call towards
the configured VolP Carrier cannot be established.

Please Note: A warning message will appear when the
defined Access Code already exists in the Call Routing table
or causes a conflict with entries already in the Call Routing
table. In this case, when continuing through the VolP Carrier
Wizard, the existing entry in the Call Routing table will
automatically be overwritten by the new settings.

Main  Systern  Users  Telephomy iriel Ul Hetwork

VolP Carrier Wizard

(L

VolP Carrier Access Code

Access Code: m
Route Incoming Calls 123 [11 w

[ Falovet ta PSTH

Frivous Mo

Cancel

T

Fig. 11-146: VolP Carrier Wizard page 3
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RADIUS Client Settings

RADIUS (Remote Authentication Dial In User Service) specifies the RADIUS protocol used for authentication, authorization and accounting, to
differentiate, to secure and to account for the users. The RADIUS Server provides the option for a caller from/through Quadro to pass authentication
and to be able to dial a specific number.

When a RADIUS client is enabled on the Quadro, and according to the configuration of AAA Required option (see Call Routing table), the RADIUS
server will be used to authenticate user and/or to account for the call. This can be accomplished by automatic detection of the caller's number or a
customized login prompt where the caller is expected to enter a username and password.

Transactions between the client and the RADIUS server are authenticated through the use of a shared Secret Key, which is never sent over the
network. In addition, user passwords are encrypted when sent between the client and RADIUS server to eliminate the possibility of a party viewing
an unsecured network where they could determine a user's password. If no response from the RADIUS Server is returned after the Receive Timeout
expires, the request is resent numerous times as defined in the Retry Count list. The client can also forward requests to an alternate server(s) if the
primary server is down or unreachable. An alternate server can be used after a number of failed tries to the primary server.

Once the RADIUS server receives the request, it determines if the sending client is valid. A request from a client that the RADIUS server does not
recognize must be silently discarded. If the client is valid, the RADIUS server consults a database of users to find the user whose name matches the
request. The user entry in the database contains a list of requirements (username, password, etc.) that must be met to give access to the user. If all
conditions are met, the user gets access to the Quadro Network.

The RADIUS Client Settings page contains the Enable RADIUS Client checkbox that enables RADIUS client on the Quadro.

Please Note: The RADIUS Client cannot be disabled if there is at least one route with RADIUS Authentication and Authorization or RADIUS
Accounting values configured in the AAA Required drop down list at the Call Routing table. In order to be able to disable the RADIUS Client on the
Quadro, appropriate routes should be removed first.

The other RADIUS Client settings are divided into three groups:
1. Registration Settings

The Primary Server requires the IP address of the primary Radius e Lo L e M N (cvp""“’:'
Server. ) RADIUS Client Settings

The Secondary Server requires the IP address of the secondary . _

Radius Server. B

NAT Station IP text fields require the NAT PC WAN IP address. If e Ll AL
no NAT Station is specified here, Quadro’s IP address will be sent s HINSTM
to the RADIUS server. AT stator ws (s s |[1a|[(Pciemow )

Secret Key is used to insert the secret key between the Radius | " ™
client and the server. Contact the Radius server administrator to
get the secret key for your Quadro.

The Confirm Secret Key field is used to verify the secret key. If - ap

the entered Secret Key does not correspond to the one in the —
Confirm Secret Key field, the error message “The Secret Key

does not match. Please try again” will appear. Autesticaion Setings

Retry Count allows you to select the number of attempts
authorized before canceling the registration.

Receive Timeout allows you to select the timeout (in seconds) — p—
between two attempts to register. eman auadrorad

Encoding Type allows you to select the encoding type (PAP or sword. [nananae
CHAP) that should be unique on both the client and the server v Passwond: [sensnss
sides for the establishment of a successful connection. Encoding
type should also be requested from the Radius Server B
administrator.

The Authorization Port text field requires the port number on the
RADIUS server where Quadro is to send the authentication )
requests. (s | [ oax el
The Accounting Port text field requires the port number on the
RADIUS server where Quadro is to send the accounting
messages.

Fig. 11-147: Radius Client Settings page

2. Authentication Settings

The Enable common login for all users in time of by Phone authentication checkbox enables custom settings for the callers who passed an
authorization by phone on the Quadro. This checkbox enables Username and Password text fields to insert the custom settings that will stand
instead of the source caller’s settings when being delivered to the RADIUS server.

The Authentication on Destination RADIUS Server parameters group is used to insert a Username and a Password (followed by the password
confirmation) to pass authentication on the RADIUS Server of the destination Quadro. If these fields are left empty, the original authentication
settings that users enter for authentication will be used.

3. Accounting Settings

The Username field is dedicated for accounting services only. It is used to insert an identification username for accounting purposes. When no
username is specified in this field, the source username will be used for accounting.

The Send Accounting messages manipulation radio buttons group is used to select sending both Start and Stop accounting messages or only
Stop accounting message.
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Voice Mail Recording Codec

The Voice Mail Recording Codec page is used to configure
the codec for the Voice Mail recording.

This page offers the following components:

The Recording Codec drop down list contains the existing
codecs for voice mail compression. Changing the Voice Mail
recording codec will directly affect the allocated memory size
for users.

Dial Plan Settings

The Dial Plan Settings page is used to adjust the dialing
timeout setting.

The Routing Dial Timeout setting specifies a period of time
after the last dialed digit that the system identifies as a
completion of dialing. If the user does not press any key
within the specified timeout, the system assumes that the
dialing is complete and starts calling the dialed number. Only
predefined values included in the drop-down list can be used
for this setting.

Main  System  Users  Talaphony Inprmet Uplink  Network

Voice Mail Recording Codec

Recording Codec:
G.729a (CS-ACELP speech coding a 8 kbit's rate)
Save Back

1 12 2008 Eszal T

@-cpysi

Fig. 11-148: Voice Mail Coming Settings page

Main  System  Users  Teloplway tormet Uplink — Metwork

Dial Plan Settings

t (4 v

@-cpysi

Fig. 11-149: Dial Plan Settings page

The Routing Dial Timeout setting will also be applied to all the supported IP phones that are auto-configured with the Quadro and provide the
possibility of changing this setting through the auto-configuration file. The modified value of the setting will take effect after rebooting the IP phones.

3PCC Settings

The 3PCC Settings page is used to adjust the third party call
controlling settings. 3PCC service on the Quadro allows call
controlling applications to remotely initiate and handle calls on
the Quadro and to subscribe for certain event notifications
from the Quadro.

This page consists of the following components:

The Secure Connection checkbox is used enable a secure
encrypted connection between the call controlling application
and the Quadro.

Main  System  Users  Telephoany Inarmet Uplink Matwintk

3PCC Settings

[ Serure Connection

Ruguest Timeout (sec) 10

@cpysi

Fig. 11-150: 3PCC Settings page

Please Note: For successful connection, this option should be set up in the same way on both sides (enabled or disabled on both sides).

The Request Timeout text field requires the timeout (in seconds) during which the Quadro should receive a response to the request from the call
controlling application. If the response is not received during this timeout, Quadro will perform a request dependent default action. For example, if the
call controlling application is configured to handle incoming calls on the Quadro. Once the incoming call occurs, Quadro is trying to transfer the call to
the call controlling application. If the call controlling application does not response within the mentioned timeout, Quadro will answer the call or
perform an action configured for unanswered incoming calls. This setting is dependent on the network conditions therefore consult with your network
administrator before changing the default value.

The read-only Feature Key text field indicates whether the feature key for the 3PCC Support is installed on the system. The system will not accept
connections from 3PCC applications if no key is found. The 3PCC support is an optional feature and can be activated with a feature key from the
Features page.

The read-only WAN Port text field indicates whether there is a filtering rule specified for the Call Control Access. If a third-party call control
application connects to the Quadro from the WAN interface, a filtering rule for the corresponding host should be created on the Call Control Access
page to allow the application a remote access. Creating a filtering rule is not required if the firewall is not setup on the Quadro. The field shows
Opened if there is at least one enabled filtering rule for the Call Control Access.
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Key System Emulation

The Key System Emulation is a widely used service in legacy PBXs simplifying the direct connection to the available PSTN lines. On the Quadro, the
usage of Key System Emulation services is limited to the IP phones attached to the Quadro through the available IP lines and provides direct
connection to the available PSTN lines and SIP networks. In its turn, the IP phones are limited to the following models with the perspective to enlarge
the list of recommended IP phones in the future:

® Aastra 480i e Snom 320
® Aastra 9133i ® Snom 360
® Aastra 55i e Snom 370
® Aastra 57i ® Snom 820
® Aastra 480iCT

® Aastra 57iCT

® Aastra 9480iCT

® Aastra 6731i

The Key System Emulation feature allows to:

®  Have a direct connection to the available PSTN lines and SIP networks behind the Quadro by pushing the programmable keys
on the IP phone.

e Monitor the availability and status of all configured external lines via programmable keys on the IP Phones.

®  Place the call on hold from one IP phone and pick it from another IP phone attached on the Quadro.

How Key System Emulation works:

Depending on the model, the IP phone has a number of programmable keys available. Basically, all programmable keys should have an LED, which
can be switched ON, OFF or blinking. If an IP phone has a display, the programmable keys may also have an additional description (like what the
particular programmable key does or just a name) displayed on it.

On the Quadro, Shared Line Appearance (SLA) lines act as an intermediate link between the external PSTN lines or SIP servers on one end and the
programmable keys on the IP phones. The SLA lines should be first configured on the Quadro from the Key System Emulation page. Each SLA line
can correspond to one of the external PSTN lines or be a direct connection to a SIP server. Once configured, SLA lines can be assigned to the
programmable keys on the IP phones. For the incoming and outgoing calls to be handled, each programmable key will correspond to the particular
PSTN line or SIP network (server). The same PSTN line or SIP network can be configured on the different programmable keys for different IP
phones.

When the incoming call comes to an SLA line (from PSTN or SIP user), all IP phones that use the Key System Emulation are starting to ring and the
programmable key assigned to the corresponding SLA line is beginning to blink on all IP phones. To pick the incoming call push the blinking
programmable key on any of the ringing IP phones. The corresponding programmable key will stop blinking on all other IP phones, the IP phone
rings stop and the programmable keys go to the state ON indicating that the line is busy.

If a user of one IP phone holds an active call performed on the SLA line, the programmable key is starting to blink on all IP phones. The user who
has held the call can then inform the other IP phone to pick up the held call. To pick the held call, the user of the other IP phone should simply push
the blinking programmable key on his IP phone. Once the call is picked, the corresponding programmable key will show solid light (busy) on all other
IP phones.

To make an external call through the certain SLA line, the programmable key assigned to that SLA line should be in the idle state. The IP phone user
should then push the corresponding programmable key, depending on what line he needs to get, and wait for a dial tone. Once the dial tone is
heard, user can dial the number and the push the OK/Dial button on his IP phone. The call will be placed through the corresponding SLA line. During
the call, the programmable keys assigned to that SLA line on all other IP phones goes to the state ON indicating that the line is busy.

Please Note: If the IP phone is configured through the Plug-and-Play option while connecting to the Quadro, the first few programmable keys on the
IP phone will be by default assigned to the first SLA lines on the Quadro in the consequent order.

The Key System Emulation page is used to configure and setup the Shared Line Appearance (SLA) lines on the Quadro. The available SLA lines
and their configuration parameters are listed in the table on this page.

The Quadro6L product has 8 SLA lines.
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Q4Li109
Key System Emulation
Line External Trunk Advanced Settings
SLA1 Inactive Forwarding for 3LA1
SLAZ Inactive Forarding for SLAZ
BLAZ Inactive Forwarding for SLAZ
SLAd Inactive Forwarding for SLA4
SLAS Inactive Forwarding for SLAS
SLAB Inactive Forwarding far SLAG
SLAT Inactive Eoréarding for SLAT
Pressing on the SLA# link will open the corresponding SLA SLAS Inactive Forwarding for SLAS
line settlngs (See below). Advanced Configuration
The Advanced Configuration link moves to the Key
System Advanced Settings page that is used to Copyright (53 2003-2008 Epyai Technologies, Ltd, Al ights reserved
enable/disable the blind transfer service from SLA lines to

. . . . Fig. 11-151: Key System Emulation page
extensions or their voice mailboxes.

The Key System Emulation - SLA# page is used to configure the corresponding SLA line on the Quadro and contains the following components:

The SLA Name text field is used to insert the preferred name for the corresponding SLA line. On the IP phones with the display available, this name
is visible on the display next to the programmable key.

A group of manipulation radio buttons allow you to configure the SLA line:

Inactive - disables the corresponding SLA line.

PSTN - allows you to assign the SLA line to the available PSTN lines on the Quadro. This selection disappears when there are no more unassigned
PSTN lines available.

Attention: By assigning a PSTN line to an SLA line, it becomes unavailable for calls through Auto Attendant or Call Routing Table.
SIP - used to assign the SLA line to the certain SIP server. This selection has two sub-selections:
e  Custom Settings - used to define a SIP server and SIP registration parameters. The following parameters are required for this selection:

Username - the registration username on the SIP server.

Password - the registration password on the SIP server. .
Main System Users  Telephony Iternet Uplink Network @epygl
SIP Server - the IP address or the host name of the SIP DaLioe
server.
Key System Emulation - SLA1
SIP Port - the port of the SIP server.

SLA Name '}SDN1

Authentication User Name - an identification parameter to =
reach the SIP server. It should be provided by the SIP il
service provider and can be requested for some SIP @ PN | Lines [Trunk1(Timeslot1) |
servers only. For others, the field should be left empty.

O 5P
Custom Setings | User Mame

Outbound Proxy Host Address and Port - the IP address

or the host name and the port number of the outbound Pessun
proxy SIP server. For more details see Extensions 8IP Server
Management. SIF Pt

. Use SLA Settings - choose this selection to use the SIP
settings of another SLA line. This selection is also used to
allow multiple line appearances on the same ITSP provider.
The SLA drop down list is used to select the SLA line
whose SIP settings will be used for the corresponding SLA Hlostaddess
line. Fort
The DID text field requires an optional identification number
used by some ITSP providers to differentiate between the
call appearances on the selected line.

The Use DID for outgoing calls indicates whether the
specified DID number should be included in the Caller ID of
calls initiated from the SLA. If this checkbox is enabled, the
DID number will be sent along with the SIP username. This T
checkbox should be enabled if the IP-PSTN provider
authorizes the users by their DIDs.

The Forwarding for SLA# links in the Advanced Settings column refer to the Advanced Settings for SLA# page where the unconditional or no

answer call forwarding can be configured for each SLA line.

Use RTP Proxy
Authentication User Mame

Outbound Proxy

Use LA Seftings | gLa p

oD |

Use DID for outgoing calls

Lid. All rights reserved.

Fig. 11-152: Key System Emulation — SLA# page
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The Advanced Settings for SLA# page is used to configure the unconditional or no answer call forwarding for each When the forwarding is
enabled, all incoming calls to the corresponding SLA line will be redirected to the defined destination. If the call forwarding is activated, the
programmable key assigned to the corresponding SLA line will remain in the ON state until the call is disconnected.

The following ways of Call Forwarding are available for the SLA lines:

Unconditional - all incoming calls to the corresponding SLA line will be forwarded to the specified destinations.
No Answer - incoming calls will be forwarded to the specified destinations if the corresponding SLA line is not answered within 20 seconds.
The Enable Service checkbox selection on the related page activates corresponding call forwarding service on the current SLA line.

) ) _ Main System Users Telephony  IntemetUplink  Metwork @"P}'\‘-’.i
Attention: The following rules are applicable to all call

forwarding types: Advanced Settings for SLA1

° PSTN destinations (with PSTN or Auto call type)
have priority in Forward to list. If there are different

Unconaitonal Cal Forwardng | (<] Enatie Servce

Np Answer C:38 Forwaeding Enabiedisable Add EGl Delele Selectsl Mverse Selection
1Mo Angyer C38 Forwg

destinations in the Forward to list, the call will be State Fonearsie
forwarded to PSTN destination (in the same time any ) | Enabled 11204 8500000
available SIP or PBX destinations will receive a short 0 | Enabled P19

ring). If the PSTN destination was not successful, the 01 | Enabled PSTN-51151971

next PSTN destination will be dialed, otherwise if
there are no more PSTN destinations in the table, the
call will be forwarded to any available SIP and PBX

destinations simultaneously. Sam | [Bex [Heie
° If there are multiple entries with any combination of L E TR pTp——
PBX or SIP call types, then all destinations will ring
simultaneously and the call will be established with Fig. 1I-153: Advanced Settings for SLA# page

the destination that will pick up the call the first.

° Unconditional call forwarding service has higher priority versus to other forwarding types, i.e. when Unconditional Call Forwarding is enabled,
No Answer Forwarding services will not work even if they are enabled.

The table displayed in each page of Call Forwarding configuration lists the destinations where incoming calls addressed to the corresponding SLA

line will be forwarded.

Enable/Disable functional button is used to enable/disable the corresponding forwarding destinations. This is helpful to avoid removing forwarding
destination(s) if they are not applicable at the moment.

Add opens an Add Entry page where a new forwarding
destination may be specified by its Call Type (PBX, SIP,
PSTN or Auto) and depending on this call type, by its (C“ Jvei
extension number, SIP address or PSTN number in the Sed Omiem Toem Teechm hooellob: Nebek Pys!
Forward to text field. Only a SIP registration username can
be inserted here to forward calls to the user registered at the
same SIP server as the current extension is registered at, i.e. catpe (s M

if the S_IP server hostname is left empty, t_he system will T e
automatically set the current extension's registration server
hostname. The extension number should be inserted in the Sm ] (B e )
Forward to text field for the PBX call type. The PSTN
number length depends on the area code and phone
number. When Auto is selected as a Call Type, routing
pattern will be considered here and parsed through Call Fig. II-154: Advanced Settings for SLA# page
Routing table.

Forwarding List - Add Entry

Forward To

Please Note: System allows you to forward incoming calls to the Quadro PSTN lines, thus giving callers a possibility to make calls through remote
Quadro's PSTN lines. To do so, select PSTN from the Call Type drop down list and type pstn (capital and lower case letters allowed) in the
Forward to text field. Caller will connect to the available PSTN line, get the dial tone and be free to dial the PSTN number.

Key System Advanced Configuration

The Key System Emulation - Advanced Configuration page is used to enable/disable the blind transfer service from SLA lines to extensions or
their voice mailboxes.

The page consists of the following settings:
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e The Enable blind transfer to VM checkbox indicates whether
a call received to an SLA can be blind transferred to
extensions’ voice mailboxes. Selecting the checkbox will
enable the blind transfer functionality and will require a prefix
(digits only) that should precede the calls to voice mailboxes.
To call a voice mailbox, the user should dial the specified
prefix followed by the extension number.

e The Enable blind transfer to extension checkbox indicates
whether a call received to an SLA can be blind transferred to
extensions. Selecting the checkbox will enable the blind
transfer functionality to extensions. You may optionally specify
a prefix that should precede the calls to extensions. Specifying
a prefix is mandatory if the extension nhumbers have the same
length as the SIP usernames on the SIP server on which the
SLA is registered.

Main System Users  Telephony Internet Uplink Network

@-cpysi

quadro

Key System Emulation - Advanced Configuration

Enable blind transfer to Wi

Prefix |77
Enable blind transfer to exension

Prefix

Copyright (C) 2003-2008 Epwai Technologies, Lid, Al rights resenved

Fig. 11-155: Key System Emulation - Advanced Configuration page

Please Note: If the Enable blind transfer extension checkbox is disabled, all calls initiated from SLAs are routed to the SIP server on which
the SLA is registered (if any). If the checkbox is enabled but no prefix is specified, outgoing calls will be routed to the SIP server only if the
number of dialed digits does not math the extension length specified on the system.

RTP Streaming Channels

The RTP Streaming Channels page is used to configure
channels where the broadcast RTP streams are transmitted.

These channels may be then configured to be used as hold
music (see Manual Il — Extension User's Guide) or any
other type of music played to the caller.

RTP Streaming Channels

The RTP Streaming Channels page consists of a table

where RTP channels are listed.

Add opens the Add Entry page where a new RTP channel

can be added.

Fig. 11-156: RTP Streaming Channel page

The Add Entry page includes the following text fields:

The RTP Channel Name text field requires the name or the
number of the RTP channel.

The Port Number text field requires the broadcasting RTP
port number.

e S Vs

@yl

The Description text field requires optional information
related to the RTP streaming channel.

Fig. 11-157: RTP Streaming Channel — Add Entry page
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Internet Uplink Menu

o e Wiars  Telephen s Pys! o - i
e vos Ve R e @cpy; Internet Uplink " ._th‘])\'l},i

Quadro6l Managem

Active Calls

Fig. 11-158: Internet Uplink menu in Dynamo theme LBk

Fig. 11-159: Internet Uplink menu in Plain theme

PPP/ PPTP Settings

The PPP/PPTP Settings page is used to establish a connection over the DSL link, or any other type of uplink, to the ISP. A connection is needed to
set up and make or receive calls through PPP over Ethernet. The connection may be configured for manual setup or always up. Once a connection
has been established between the Quadro and the provider, Quadro users will be able to make and receive calls at any time.

The PPP/PPTP Settings page offers the following components:

The Advanced PPP Settings link refers to the same named page where certain parts of the negotiation process during connection establishment can
be adjusted. This link is not available when accessing this page through the Internet Configuration Wizard.

The PPTP Server text fields are only enabled when Quadro is running with the PPTP interface and require the IP address of the PPTP server.

The Encryption drop down list is only enabled when Quadro is running with the PPTP interface and it is used to select the encryption for the traffic
over the PPTP interface.

Authentication Settings require the Username and Password used for the authentication on the ISP server.

Dial Behavior radio buttons enables the following

selections:
. Dial Manually - if this radio button is activated, a
button will be displayed in the main management Man Systen Users | Tobphery el gl Netwark @epygi
window that serves to switch the Internet -
connection on/off. When accessing the Internet, PP IPPTP Settings

every station of the connected LAN has to
connect to Quadro first.

e  Always connected - Quadro stays in the always

connected mode. This will allow always being

online in the network. : e

IP Address Assignment radio buttons are used to define

the IP address assignment for the PPP interface with the

following options: E

. Dynamic IP Address — the IP address to the .

PPP interface will be assigned dynamically by the .

DHCP server. 2 s (s i e | (e-cigpewa)

. Fixed IP Address — the fixed user defined IP
address will be assigned to the PPP interface.

The Keep Connection alive checkbox enables keeping the R
connection allve_ _by _sendmg control packets dedicated for Fig 1160, PPP Dial Setings page
the link state verification.

Advanced PPP Settings

The Advanced PPP Settings are used to enable/disable certain parts of the negotiation process during connection establishment. These settings
are available only if Quadro has a PPPoE WAN interface.

Attention: Disabling any of the services below may cause problems when establishing a connection including the complete connection failure. The
default settings should be changed only if the ISP (Internet Service Provider) specifically requires it or if the peer system has problems with one of
the services listed below. More information about these services can be found at: http://www.protocols.com/pbook/ppp.htm.

The Advanced PPP Settings page offers the following group of checkboxes:
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Enable automatic PPP restart at checkbox is used to select the time when the PPP connection will automatically be restarted. The checkbox
selection enables LCP echo failures text field that indicates the number of the LCP echo failure packets received before the PPP connection will be
considered as dead and will be restarted.

Disable CCP (Compression Control Protocol) negotiation -
this option should only be selected if the peer system is not
working properly. For example, if it is not accepting the requests
from the PPPD (Point-to-Point Daemon) for CCP negotiation.

Disable magic number negotiation - with this option, PPPD

cannot detect a looped-back line. This option should only be
selected if the peer is not working properly.

Main Systom  Users  Telephony  deteied gk Hetwork @!':‘_b'\'_\."l

Advanced PPP Settings

Disable protocol field compression negotiation in both the
receive and the transmit direction — with this option, no
protocol field compression will take place.

Disable Van Jacobson style TCP/IP header compression in
both the transmit and the receive direction — with this option,
no negotiation of TCP/IP header compression will take place
and the header will always be sent uncompressed.

Disable the connection-ID compression option in Van
Jacobson style TCP/IP header compression - with this
option, PPPD will not compress the connection-ID byte from
Van Jacobson and will not ask the peer to do so.

Disable the IPXCP and IPX protocols - this option should only

be selected if the peer is not working properly and cannot

Opt Fig. II-161: Ad d PPP Setti
handle requests from PPPD for IPXCP negotiation. 9 vance eings page

VPN Configuration

A VPN (Virtual Private Network) is established to connect two local networks (intranets) securely over the Internet securely. The VPN routers
manage authentication between servers and clients and handle data encryption for the connection. Only authorized users may access the network
and the data exchange cannot be intercepted.

VPN connections are, in many ways, like every Internet connection, they are based on IP addresses, which means, the concerned VPN gateways
must authenticate the IP addresses of their respective partner’'s VPN gateways. Each time a specific VPN is to be established, usually the same IP
addresses are expected. This will not create problems if both VPN partners have fixed WAN IP addresses. There may be circumstances reasons to
prefer dynamically allocated IP addresses. To enable devices that use a variable IP address as part of a VPN, they are turned into “Road Warriors”.
For example, at this point they are able to reach their corporate network via authentication at the company's VPN gateway device. This VPN gateway
device must have a fixed IP address for Internet access. Every VPN needs at least one VPN gateway with a fixed IP address.

The partner devices of a VPN must have different WAN IP addresses, and if they are connected to local area networks, these LAN’s must have
different IP addresses. As all Quadro devices have the same default IP addresses on delivery, at least one of them must be reconfigured in order to
set a new IP address.

Quadro supports several kinds of VPN connections such as IPSec, L2TP and PPTP.

Main  Systein  Users  Telephomy et Uk Metworh @L‘p.\l.‘"\l

The VPN Configuration page offers IPSec Configuration and VPN Configuration
PPTP/L2TP Configuration links that lead to the corresponding
feature settings pages.

Attention: It is strongly recommended not to run different types
of VPN tunnels between the same endpoints simultaneously.

[ Bk | [_Hoin |

Fig. 11-162: VPN Configuration page

An IPSec connection includes authentication and encryption to protect data integrity and confidentiality. VPNs are “virtual” in the sense that
individuals can use the public Internet as a means of securely accessing an internal network. Once the IPSec connection is established, users have
access to the same network resources, addresses, and so forth as if they were connected locally. VPNs are “private” because the data is encrypted
between two VPN gateways. Encryption makes it very difficult for anyone to intercept data and capture sensitive information such as passwords. The
Quadro can be set up to act as a VPN router when connected to the Internet with a fixed IP address or as an IPSec connection Road Warrior when
using dynamic IP addresses.

Establishing an IPSec connection normally requires the functionality of a VPN gateway on each side of the communication line. An intelligent Internet
access router, for example Quadro, delivers this function but also PCs or workstations may also be equipped with VPN gateway functionality. Home
offices typically prefer dynamically allocated IP addresses.

When Quadro is connected to the Internet with a fixed IP address, it will be set up to act as a VPN gateway. Quadro is then prepared to establish an
IPSec connection with another VPN gateway device, but also allows access to Road Warriors. A notebook /laptop used by a traveling employee
could also be a Road Watrrior. Access to their company’s intranet via an IPSec connection can be obtained regardless of their location.
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Quadro can also be set up to act as a Road Warrior. If a home office is connected to the Internet via Quadro with PPPoE (Point-to-Point Protocol)
and dynamic IP addressing, setting up Quadro as a Road Warrior will allow an IPSec connection to the corporate network.

For the encryption and decryption of the data transmitted via the IPSec connection, a key is used. RSA used by Quadro is an asymmetric key
system. It has to be available on both sides of the IPSec connection and will generate a different pair of keys on each side, a private key and a public
key. During the connection establishment, some data is encrypted with the remote party’s public key. They can be decrypting the data with their
private key and the data encrypted there with Quadro’s public key can be decrypted with Quadro’s private key. Since the private key is never
transmitted, it stays completely unknown to everyone, thus the system remains safe. Even if someone gets the public key, decryption cannot be
possible without the private key. Quadro generates such a pair of keys automatically when it is set up. The user cannot see the private key, but must
know the public key because their IPSec connection partner will need it.

Please Note: A pair of keys will always be generated, a public one and a private one. The previously generated pair of keys will become invalid as
well as all existing IPSec connections that use RSA keying.

The IPSec Configuration link refers to the page where IPSec connections can be created and managed.
The IPSec Configuration page consists of two sub-pages: Connection and RSA Key Management.

The Connection sub-page provides an overview of all existing IPSec connections characterized by their Connection Name, the Remote Gateway
(the IP address or the hostname of the IPSec connection partner), the State of the IPSec connection (Stopped, Connecting, Activated, Waiting or
Connected) and the dedicated Keying Type (the encryption type). The content of the table can be sorted in ascending or descending order by
clicking on the header of the respective column. There is a checkbox for every IPSec connection to select it for further editing.

Start activates the connection establishment of the selected
IPSec connection. The State of the IPSec connection will
change into “Connected” or “Activated” depending on the IPSec
connection type. If no record is selected, the error message
“One Record should be selected” appears.

Attention: It is not recommended to simultaneously start a T e -
static and a dynamic connection configured to use the same e

secret key. A dynamic connection may capture the static S
connection peer and vice versa, depending on which connection
established first.

Stop disconnects the selected IPSec connection. The state of I
the IPSec connection will change into “Stopped”. If no record is
selected, the error message “One Record should be selected”

will appear. More than one record may be selected at a time to

Fig. 11-163: IPSec Connection Settings page
be stopped.

Add leads to the Add IPSec Connection wizard where a new IPSec connection can be defined and specified. The wizard provides several pages.

Edit leads to a set of IPSec Connection Properties pages to modify the parameters of the selected IPSec connection. The page includes the same
components as the Add IPSec Connection page. To operate with Edit, only one record may be selected, otherwise an error message “One row
must be selected” appears.

Restart all Connections restarts all active IPSec connections. The State of these IPSec connections will turn into Connected or Activated if the
restart procedure has been successfully completed.

The first IPSec Connection Wizard page Add IPSec Connection has the Connection Name text field that requires a new mandatory IPSec
connection name. If the text field is not filled in, the error message otherwise an error will occur “Error: Incorrect connection name” will appear.

Please Note: The input in the Connection Name field should only be in Latin characters, otherwise an error occurs and IPSec connection cannot be
created.

The Peer type drop down list is used to choose the remote
machine type for the IPSec Connection to be established. If the
list does not include the required type of machine, choose
Other.

The VPN Network Topology drop down list allows you to select
the location of the peers participating to the VPN connection.
The following options are present in the list:

IPSec Configuration Wizard

P48 Conmguismen WIEM - 20 Connestien

® Quadro<>Peer — direct connection between Quadro and a
peer.

® Quadro<>[Internet]<>Peer — connection between Quadro
and peer over Internet.

® Quadro<>NAT<>[Internet]<>Peer — connection between
Quadro and peer over Internet through Quadro provider's
NAT.

® Quadro<>[Internet]<>NAT<>Peer — connection between

Quadro and peer over Internet through peer provider’s Fig. Il-164: IPSec Connection Wizard - Add IPSec Connection
NAT.
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The second page of the IPSec Connection Wizard, IPSec
Connection Properties serves to specify the members of the
IPSec Connection and to set the basic parameters for
encryption.

A group of radio buttons are used with Dynamic IP/Road
Warrior and Static IP/ Remote Gateway to select if the remote
Quadro (or another VPN gateway device) is connected to the
Internet with a dynamic IP address and is acting as a Road
Warrior, or is connected to the Internet with a fixed IP address W e o ey i oot @opyy
and is acting as a VPN Gateway.

IPSec Configuration Wizard

If Dynamic IP / RoadWarrior is selected, the Remote Gateway L —
IP Address text field will automatically generate the value “any”, S it
to allow access independent from the sending IP address. Rt o

Selecting Static IP / Remote Gateway requires entering the IP fm——
address or the hostname of the remote Quadro (or another VPN =
gateway device) in the Remote Gateway text field.

Please Note: The Static IP/ Remote Gateway selection is not
possible if this Gateway is positioned behind NAT, since the IP-
address of the remote gateway is not reachable directly in this
case.

Fig. 11-165: IPSec Connection Wizard -IPSec Connection Properties

Quadro <> Remote Gateway allows access from the local Quadro to the remote VPN gateway (local subnet and remote subnet are not included).
This includes management access. The checkbox is disabled when “Quadro<>NAT<>[Internet]<>Peer” or “Quadro<>[Internet]<>NAT<>Peer” the is
selected from the VPN Network Topology drop down list on the first page of the IPSec Connection Wizard.

Local Subnet <> Remote Gateway allows access from all stations connected to the local network to the remote VPN gateway device (local Quadro
and remote subnet are not included). The checkbox is disabled when “Quadro<>[Internet]<>NAT<>Peer” is selected from the VPN Network
Topology drop down list on the first page of the IPSec Connection Wizard.

Quadro <> Remote Subnet allows access from the local Quadro to all stations of the remote LAN (local subnet and remote VPN gateway devices
are not included). The checkbox is disabled when “Quadro<>NAT<>[Internet]<>Peer” is selected from the VPN Network Topology drop down list on
the first page of the IPSec Connection Wizard.

Local Subnet <> Remote Subnet allows access from all stations of the local network to all stations of the remote LAN (VPN gateway devices are
not included). In this case, the local and remote subnet IP addresses and subnet masks have to be entered in the corresponding text fields Local
Subnet IP and Remote Subnet IP.

More than one of the above checkboxes may be selected to specify the desired communication relations.

The Stop Connection if not successful checkbox allows you to stop the IPSec connection attempts if the partner is still unreachable after the
timeout period. If the checkbox is not selected, the system will continue to try to reach the IPSec connection partner.

The Internet Key Exchange (IKE) and Encapsulated Security payload (ESP) parameters are used to define the security of your VPN tunnel. The
Internet Key Exchange (IKE) parameters group is used to select the Encryption, Authentication and Diffie-Helman Group. The Encapsulated
Security payload (ESP) parameters group is used to select the Encryption and Authentication.

The Encryption drop down list offers the following standards for selection:

e Triple DES uses three DES encryptions on a single data block with three different keys to achieve a higher security than is available
from a single DES pass (block cipher algorithm with 64-bit blocks and a 56-bit key).

e  AES 128 bit cryptography scheme is a symmetric block cipher, which encrypts and decrypts 128-bit blocks of data.

e AES 192 bit cryptography scheme is a symmetric block cipher, which encrypts and decrypts 192-bit blocks of data.

e  AES 256 bit cryptography scheme is a symmetric block cipher, which encrypts and decrypts 256-bit blocks of data.
The area Authentication offers the following parameters to be selected:

° SHA (Secure Hash Algorithm) is a strong digest algorithm proposed by the US NIST (National Institute of Standards and Technology)
agency as a standard digest algorithm and is used in the Digital Signature standard, FIPS number 186 from NIST. SHA is an improved
variant of MD4 producing a 160-bit hash. SHA and MD5 are the message digest algorithms available in IPSEC.

. MD5 (Message Digest) is a hash algorithm that makes a checksum over the messages. The checksum is sent with the data and
enables the receiver to notice whether the data has been altered.

The Diffie-Hellman parameter is used to determine the length of the base prime numbers used during the key exchange process. The cryptographic
strength of any key derived depends, in part, on the strength of the Diffie-Hellman group, which is based upon the prime numbers. The higher is the
group bit rate, the better is encryption. If mismatched groups are specified on each peer, negotiation fails.

The third page of the IPSec Connection wizard, Automatic Keying, is used to setup a type of password (Shared Secret) or the RSA public key to
secure your IPSec Connection. The functionality of Perfect Forward Secrecy (PFS) can be added to both. Following ways of automatic keying are
available.

. Shared Secret is a type of password consisting of any characters that both of the IPSec Connection partners must know. The
authentication will be done with this shared secret. All encryption functions below will remain concealed.
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Please Note: It is also not recommended to start multiple road warrior connections with the Shared Secret automatic keying selected.
For multiple road warriors to be started at the same time, it is recommended to use RSA keying with Local ID and Remote ID fields
configured.

. RSA requires the public RSA key of your IPSec Connection partner.

Please Note: System prevents to start a connection with Shared Secret automatic keying selected if there is already a connection with RSA
automatic keying started, and vice versa.

The Local ID requires an IP address, Quadro FQDN (Fully Qualified Domain Name) that is resolved to an IP address, or any @-ed string that is
used in the same way.

Remote ID also requires an IP address, the IPSec Connection partner's FQDN (Fully Qualified Domain Name) that is resolved to an IP address, or
any @-ed string that is used in the same way.

M S Dy Telphory  bwer U - Werman @' ;
The Local ID and Remote ID text fields may have the values Fer Sonliumtion Wisard
in one of the formats presented below: FOETE——
® |P address — example: 10.1.19.32.
® Host name - example: vpn.epygi.com. This form

requires additional resources to resolve the host name,
therefore it is not recommended to use this format.

® @FQDN - example: @vpn.epygi.com. This form is
considered as a string, and is not being resolved. It is
recommended to use this form for most applications. T T i ;

® user@FQDN - example: quadro@vpn.epygi.com. This e S it
form is also considered as a string, and 1S not being Fig. 1I-166: IPSec Connection Wizard - Automatic Keying Settings page
resolved. It has no advantages over the previous form.

Please Note: The Local ID and Remote ID values are mandatory for RSA selection and are optional for Shared Secret selection. However, it is
recommended to define the Local ID and Remote ID values for multiple road-warrior connections.

PFS (Perfect Forward Secrecy) is a procedure of system key exchange, which uses a long-term key and generates short-term keys as is required.
Thus, an attacker who acquires the long-term key can neither read previous messages that they may have captured nor read future ones.

Use IPSec Compression enables IPSec data compression. This option is displayed only if the IPSec-VPN partner supports it.

The RSA Key Management sub-page is used to see the current RSA key and to generate a new one. This page contains the following components:

The public key is displayed in the RSA Public Key text field
so that the user may inform their IPSec connection partner
about it, for example, via fax.

The user has the option of generating a new pair of keys by
specifying the key length with the corresponding radio buttons
Generate a new 1024bit RSA Key and Generate a new
2048bit RSA Key and then clicking the Generate Button.

A valid RSA key should fit to following requirements:

. RSA key doesn't start with "0s" Sec Contiguration

e  RSAkey doesn't end with "=="

. RSA key contains symbols other than Alphanum, +,
/’ =

The Email this to the peer text field requires the mailing
address of the IPSec connection partner. The Send button will
insert Quadro’s public RSA key into an e-mail and send it to
the IPSec connection partner.

Fig. 11-167: IPSec Connection Wizard - IPSec Connection RSA Key Settings page

PPTP (Point-to-Point Tunneling Protocol) is used to establish a virtual private network (VPN) over the Internet. Remote users can access their
corporate networks via any ISP that supports PPTP on its servers. PPTP encapsulates any type of network protocol (IP, IPX, etc.) and transports it
over IP. Therefore, if IP is the original protocol, IP packets ride as encrypted messages inside PPTP packets running over IP. PPTP is based on
point-to-point protocol (PPP) and the Generic Routing Encapsulation (GRE) protocol. Encryption is performed by Microsoft's Point-to-Point
Encryption (MPPE), which is based on RC4.

L2TP (Layer 2 Tunneling Protocol) is a protocol from the IETF, which allows a PPP session to run over the Internet, an ATM, or frame relay network.
L2TP does not include encryption (as does PPTP), but defaults to using IPSec in order to provide virtual private network (VPN) connections from
remote users to the corporate LAN. Derived from Microsoft's Point-to-Point Tunneling Protocol (PPTP) and Cisco's Layer 2 Forwarding (L2F)
technology, L2TP encapsulates PPP frames into IP packets either at the remote user's PC or at an ISP that has an L2TP remote access
concentrator (LAC). The LAC transmits the L2TP packets over the network to the L2TP network server (LNS) at the corporate side. Large carriers
also may use L2TP to offer remote POPs to smaller ISPs. Users at the remote locations dial into the modem pool of an L2TP access concentrator,
which forwards the L2TP traffic over the Internet or private network to the L2TP servers at the ISP side, which then sends them on to the Internet.
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For PPTP and L2TP Connections, two parties are required: a Client and a Server. The client is responsible for establishing the connection. The
server is waiting for clients, it is not able to initiate the connection itself.

Attention: L2TP tunnels have no data encryption mechanism.

The Host Name and a Password specify each side. The client should know the server’'s name and password (the Quadro server has no password)
and the server should set the client’'s host name and a password. The client and server settings have to match on both sides for successful
connection establishment.

Clients and Servers are identified by their hostnames, which means that only one client can be connected to the server in the same network. Servers
also define the range of IP addresses that are assigned to the Server and Client hosts participating in a connection.

The PPTP/L2TP Configuration link displays a page where a new PPTP and L2TP connection can be configured, as well as PPTP and L2TP server
settings can be adjusted. The page consists of 3 sub-pages.

The Connections page lists all existing connections are listed,
characterized by their Connection Name, Type of the
connection (PPTP or L2TP), the Client/Server mode, the State
of the connection and the Remote Hostname IP (the IP
address or the hostname of the connection peer). The state of
the PPTP and L2TP Connections, except for the “Stopped” ©@cpysi
state, is established as a link that refers to the page where N Srntn Uene Tesy. MK et PYS
logout information about the connection status is displayed. e
Logs can be useful to determine problems on PPTP or L2TP
connections failure. Conneclons £71F

Add functional button leads to the PPTP/L2TP Connection Ksmacied His huitciriei, ey ol i —
Wizard page, where a new connection can be established. 28 bk ooy ik ’ a

PPTPIL2TP Ceonfiguration

Please Note: After creating a PPTP server connection, PPTP 0
connections between devices placed on the Quadro LAN £ | aPsenercanns .
and external devices will no longer be possible. The PPTP pass- o) Cre ]
through service for incoming and outgoing traffic will be
automatically disallowed once a PPTP server connection is
created.

Fig. 11-168: PPTP/L2TP Configuration page

Main  System Users  Telephomy el Uplink  Network @L pyst

PPTPIL2TP Connection Wizard

Add PPTPILZTP Connection

o [MyConnaction

FFTP »

The PPTP/L2TP Connection Wizard consists of several pages
and allows you to create a new PPTP or L2TP connection.

The PPTP/L2TP Connection Wizard — Page 1 consists of the
following components:

Connection Name text field requires a connection identification
name. The name of the connection cannot start with a digit :
symbol, however it can contain digits further in the name.

Halp

Connection Type drop down list allows to select the type of the

. Fig. 11-169: PPTP/L2TP Connection Wizard — Page 1
connection (PPTP or L2TP). 9 9
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The PPTP/L2TP Connection Wizard — Page 2 consists of the
following components:

The Peer Name text field requires the connection peer name. If
you are about to create a client connection, then the server’s
name should be defined here. If you are creating a server
connection, then the client's name should be defined here.

Please Note: When creating a connection with a Windows
Server, ensure that a user with the Quadro’s host name and
Dial-in access exists on the server. When creating a connection
with a Windows Client, ensure that the Peer name specified on
this page matches the Dial-in connection’s username.

Please Note: The input in the Peer Name field should only be in
Latin characters, otherwise an error occurs and no connection
can be created.

The Password text field
connection establishment.

requires the password for the

Please Note: These authentication settings should be
identically configured on both peers for the successful
connection establishment.

The manipulation radio buttons selection on this page allows
you to choose whether the new connection will be a client or a
server. For the Client radio button selection, no further details
need to be provided. For the Server radio button selection, the
following information needs to be provided:

For PPTP connection, the PPTP Server text field requires an IP
address or a host name of the PPTP server. For L2TP
connection, the L2TP Server text fields require an IP address of
the L2TP server.

The Authentication manipulation radio buttons are only present
if the Connection Type selected on the previous page is PPTP.
They are used to select the corresponding authentication
protocol by which the client communicates with the server. The
MSCHAPvV2 selection enables the Encryption drop down list
where the encryption method can be selected.

Main  System  Users Tetephony Intermet Uphnk Hetwork @ € |)\|(': 1
PPTP/L2TP Connection Wizard
PPTP Connection Properties - PRTPConnection
Pesrame | quadnddn
Password | ses
O | senr
} | Client
FPTP Server [192.160.75.235
Authenticaton Encryption
MPPE 128 Bit |~
-m -m -_.'!Ar.tnl -m

Main  System  Users  Telephony Interret Ulink Hetwork (ct'P\ (L4
PPTP/L2TP Connection Wizard

L2TP C tion Properties - L2TPC

Pasetiama | Quadroddn

Passwerd | mees

3| sener

& | cllent

LITP Serer (192 168 75 235 MJ
Frevious Finish Cancel Hel

Fig. 11-171: PPTP/L2TP Connection Wizard for L2TP connection— Page 2

The Start functional button initiates the selected connection(s). If it is a client connection, then this button initiates a client activity of reaching the
server. The Start option is applicable for multiple connections selected at the same time.

The Stop functional button is used to stop the selected connection(s). Stopping the server connection will disconnect all connected clients and close
the PPTP/L2TP tunnel. The Stop option is applicable for multiple connections selected at the same time.

The PPTP Server Configuration page is used to configure the
PPTP server settings and offers the following components:

The PPTP Subnet text fields are used to enter the IP address
range for the PPTP server and clients within the PPTP tunnel.
The value specified for the subnet mask is fixed to 24 to restrict
the possible number of clients for the PPTP connection.

Please Note: The first address specified in the PPTP Subnet
will be assigned to the PPTP server; others will be assigned to
the clients. The PPTP server subnet should be different from the
L2TP server subnet, otherwise a corresponding error message
will appear.

The Authentication manipulation radio buttons are used to
select the corresponding authentication protocol by which the
client communicates with the server. The MSCHAPV2 selection
enables Encryption drop down list where the encryption
method can be selected.

Main  System  Users  Telephony  Wervel Uplek Network @ l'|)}':.’,i
D Drads

PPTPIL2TP Configuration

§ PPRIP Serve Conflmmations L2TP Sgrear
subenn 172 |0 1 0] :
Mantssanicasion Encryption
O cHap
MECHAR
MPPE 128 Bt ¥

Hulp

Fig. 11-172: PPTP Server Configuration page
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The L2TP Server Configuration page is used to configure the
L2TP server settings and provides the following input options:

The L2TP Subnet text fields are used to enter the IP address e e L B (c“p-\. 3
range for the L2TP server and clients within the L2TP tunnel.
The value specified for the subnet mask is fixed to 24 to restrict
the possible number of clients for the L2TP connection. et LT Sorem Conslmnaion

it 172 |31 1 0 FLI L

PPTPIL2TP Configuration

Please Note: The first address specified in the L2TP Subnet will
be assigned to the L2TP server; others will be assigned to the
clients. The L2TP server subnet should be different from the
PPTP server subnet, otherwise a corresponding error message
will appear.

gove | [ Back | [ heip ]

Fig. 11-173: L2TPServer Configuration page

To Specify an IPSec Connection

1. Pressthe Add button on the IPSec Connection Settings page. The IPSec Connection Wizard will appear in the browser window.

2. Select a VPN Peer Type and assign a name to the IPSec Connection. Press Next to go to the next page of the IPSec Connection wizard.

3. Enter the remote side IP parameters, check subnets/gateways for the connection, select the NAT traversal option (if needed), and the desired
keying type. Press Next to go to the next page of the IPSec Connection wizard.

4. If the Automatic Keying type has been selected, enter the automatic keying parameters and select the PFS and IPSec compression options (if
needed). If the Manual Keying type has been selected enter the encryption and authentication keys and SPI(s).

5. To specify an IPSec connection with these parameters, press Finish. Press Cancel to abort the operation.

To Manage an RSA key for the IPSec Connection

1. Press the RSA Key Management button on the IPSec Connection Settings page. The IPSec Connection RSA Key will appear in the
browser window.

2. Select the RSA key length and press Generate to generate a new RSA public key. This may take several seconds.

3. Enter a destination e-mail address in the Email this key to peer text field, then press Send to send the new RSA public key.

To Delete/Stop/Start/Enable/Disable a VPN Connection

1. Select one or more checkboxes of the corresponding connections that should to be deleted/stopped/started from the Connections tables.
Press Select all to delete/stop/start all connections.

2. Click on the Delete/Stop/ Start button from the table’s menu to perform the corresponding operation for the selected VPN connection(s).

3. If deleting, confirm it with pressing on Yes. The VPN connection will be deleted. To abort the deletion and keep the VPN connection in the list,
click No.

Dynamic DNS Settings

The Dynamic DNS (DynDNS) is a service that is used to map a dynamic IP address to a host name. This service is used if you are connected to the
Internet with a dynamic IP address (and PPP, DHCP client) and want to allow access from the Internet to a device behind the firewall. For example, if
you want to run your own WEB server.

To enable the DynDNS service on Quadro, you first have to choose a DynDNS provider and register at their website.

The Dynamic DNS Settings page provides the following
components:

Main e Users  Tebephony Iitemet Uplink Hetwork e J\f’l.
The Enable Dynamic DNS checkbox selection enables the ” " (c [ -

dynamic DNS service. Dynamic DNS Settings

The User text field requires the username specified during the < oma preeden by i ATy COMENIES. Y0U NESd 1 FEDIEtEr 3t MBI WED S453 0 GeLNg Inormaton
registration at the DynDNS provider. 9530 have 3100k st R umae | 210 9ot 2 sk of rdcs prowders, which are podafngd on s davis

The Password text field requires the password specified during
the registration at the DynDNS provider.

quadrouseri 01

The Max time between updates text field requires entering the Maxton bebeesn sptitas: (3
period between two updates (in hours). The values entered in
these fields should be greater than 24, otherwise the error
message “Update interval times smaller than 24 hours are too
small” will appear. Normally, whenever you set up a connection
to the Internet, the DynDNS is updated at least once in the
period indicated in this field.

The Use predefined service radio button leads to the manual ® Croate cusom HTTP & 1| um: PTG
configuration of the DynDNS service. The selection enables the o T
following optional settings:

The Service drop down list contains the provider list where the
administrator needs to select the one that it has been
subscribed to.

Fave [k Help

Fig. 11-174: Dynamic DNS Settings page

The Host text field requires the name of the host on the Internet.
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The TZO Connection Type text field is used for a special parameter required by the DynDNS provider TZO.

The DHS Cloak-Title text field is used for a special parameter required by the DynDNS provider DHS.

The Mail Exchange text field requires the address of the e-mail server where the DynDNS service provider will relay your e-mails.
Attention: If this service is used, ensure that there is port forwarding configured for SMTP (port 25) to the internal e-mail server.
The easyDNS Partner text field is used for a special parameter required by the DynDNS provider easyDNS.

Selecting the Create Custom HTTP GET Request radio button will switch to the custom settings of the DynDNS service. Normally, the DynDNS
provider uses HTTP get requests to map dynamic IP addresses to host names. If the HTTP receive request is known to you, choose the Create
Custom HTTP GET Request radio button and enter the appropriate value into the URL text field.

The selection enables the following optional settings:

The URL text field requires the complete request to be sent to the DynDNS server. Normally it has the following format:
http://www.server.domain:port/scriptpath/scriptname?paraml=value1&param2=value2

The request modifies the nameserver database so that the hostname will be resolved to the new IP address.

The Basic Authentication checkbox enables the encoding of the username and password entered in the text fields above, and then uses the Basic
Authentication method to notify the provider about the user authentication settings.

Most of the DynDNS providers require an authentication for security. Authentication parameters can be provided in the URL text field to be used for
the HTTP get request. The Basic Authentication checkbox can be selected if no authentication parameters to be provided.

Firewall and NAT
The Firewall Configuration page allows setting up a firewall, configuring the security level and enabling the NAT and IDS services of Quadro.

A Firewall is a security service configured by the Quadro administrator based on various criteria. The firewall allows or blocks traffic based on
policies, services and/or IP addresses. The firewall has several levels of security policies (low, medium or high). The administrator may add
additional service-based rules. Filtering rules will take effect only if the Firewall has been enabled and are independent from the selected firewall
security level.

NAT (Network Address Translation) is used to allow Quadro LAN members to connect to the Internet using Quadro's WAN IP address. The
Quadro/NAT also handles forwarding incoming packets from the WAN to the PCs or devices on Quadro’s LAN.

The IDS (Intrusion Detection System) is a type of firewall, but together with deleting dangerous packets or packets containing intrusion attacks, IDS
generates a log file with information about these dropped packets and the senders responsible for those packets. The log can be viewed on the IDS
Log page and notifications about them can be sent to the user in various ways such as e-mail, flashing LED and display notification.

The Firewall Configuration page offers the following components:

The Enable IDS checkbox selection enables the Intrusion Detection System. The Enable NAT checkbox selection enables Network Address
Translation.

The Enable Firewall checkbox selection enables the firewall security service. The firewall security level has to be selected, otherwise the firewall
cannot be enabled.

Wain System Users  Telephomy et Uplek  Metwork

The Firewall Security radio buttons are the following: @cpyyi

® | ow Security - Everything that is not explicitly forbidden
will be allowed. This security level doesn't block anything Firewall Configuration
by default. It is recommended if the device is already
located behind another firewall or if every filter has been
configured correctly.

g @ @

® Medium Security - Traffic originating from the LAN side
may pass and traffic from the WAN side will be blocked by
default. This is the recommended security level.

® High Security - Everything that is not explicitly allowed will
be blocked, including traffic from the LAN side.

The Advanced Firewall Settings link refers to the page where
Quadro’s privacy can be configured.

The View Filter Rules link opens the Filtering Rules page. Lewe |[ oo ) e )

Fig. 11-175: Firewall and NAT Settings page
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Advanced Firewall Settings

Advanced Firewall Settings are used to deny Ping and Portscanning operations addressed towards the device. With these features enabled,
Quadro will answer with inscrutable messages to the Ping and Portscanning operations.

Please Note: Operations are available only when the firewall is ©cpys
enabled from the Eirewall and NAT page. Mainn Systemn  Users  Teleghomy  ternet Uplink — Hetwork L ]. Y8l
This page offers the following components: Advanced Firewall Configuration

The Ping Stealth checkbox selection prohibits a Ping operation
toward Quadro from its WAN.

The Fool Portscanner checkbox selection prohibits Quadro Lo ) [ oot ] e
portscanning from its WAN. As a reply to a Portscanning
operation, "network unreachable” or "host unreachable"
feedback messages will be sent.

Fig. 11-176: Advanced Firewall Settings page

Filtering Rules
The Filtering Rules page allows you to configure the filters for incoming and outgoing traffic.

To prevent inaccurate configuration, only one rule per service is allowed. The user may use IP groups to include several IP addresses for this rule.
Since the filtering rules specify the operation mode of the firewall, they only take effect if the firewall has been enabled (additionally NAT should be
enabled to use the Port Forwarding function in the Incoming Traffic / Port Forwarding filtering rules). The filtering rules are independent from the
security level, so they will work if enabled, no matter what security level has been selected.

Please Note: Applying firewall rules will prevent the establishment of new connections that violate the rules. Applying rules does not kill existing
connections that violate the rule.

View All displays all configured filters specified by their State
(enabled or disabled), the selected Service, the set Action
(allowed or blocked), the IP addresses the filters apply to (if
Restricted) and the destination of port forwarding (Redirect to,
in case of Incoming Traffic/Port Forwarding). Since it is read-
only, no modifications are allowed and no functional buttons are View Filters for: Policy:
available. e

Man System Useis  Tobhory  lobssed Uplink  Hetwork (cL'|}_\'_l_"!

Flltering Rules

The Incoming Traffic/Port Forwarding filter is for incoming
traffic. The rules here allow or deny systems on the Internet to
reach the services of Quadro’s LAN. The NAT service should be
enabled on the Quadro to provide the possibility of Port
Forwarding in the Incoming Traffic/Port Forwarding filtering
rules. The Port Forwarding function will be unavailable if NAT is :
disabled on the Quadro. Packet Filter:

The Outgoing Traffic filter is for outgoing traffic. The rules here
allow or deny Quadro’s LAN users to reach external services.

Management Access is used to enable management access to
the Quadro from the Internet. A host on the Internet can be
allowed to reach the Quadro.

Call Control Access is used to enable the access from the call
controlling application from the Internet to the Quadro. The call | Cre )
controlling applications can be used to remotely initiate and
handle calls on the Quadro and to subscribe for certain event
notifications from the Quadro.

il State Sandce Al Fstiictad I Fiatd 1 I

Fig. 11-177: Filtering Rules page

SIP Access is to allow or deny the SIP access to or from the particular SIP servers, SIP hosts or a group of them. The SIP Access filtering rule may
prevent or allow incoming or outgoing SIP calls to or from specified SIP server(s) or host(s).

When Blocked IP List is used, traffic from specific hosts may be blocked, no matter what services are opened in the other filters. No traffic will be
allowed to the specified hosts. The Blocked IP List service has a higher priority if the same host is also listed in the Allowed IP List table.

Allowed IP List allows trusted hosts to reach your network and vice versa. It is an exception to other rules and only all services may be allowed for a
single host.

Restricted IPSec - Generally hosts in a VPN are allowed to have access to any service, i.e., no traffic will be blocked. They are treated as if they
were part of the Quadro LAN. However, this service can be manually denied here.

The Filtering Rules page provides several links. Each link opens its specific parameters on the same page. Only Change Policy (see chapter
Firewall and NAT), Manage user Defined Services (see chapter Service Pool) and Manage IP Pool Groups (see chapter |P_Pool) lead to separate
pages. The Filtering Rules page also includes the currently selected firewall security (Policy) level and its description.

The table displayed on the bottom of this page shows the filters selected above, specified by their State (enabled or disabled), the selected Service,
the set Action (allowed or blocked), the IP addresses the filters apply to (if Restricted) and the destination of port forwarding (Redirect to, in case of
Incoming Traffic/Port Forwarding). With the exception of View All, the table offers the following functional buttons:

Enable is used to enable the rule. If no records are selected the error message “No record(s) selected” will appear.

Disable is used to disable the rule. If no records are selected the error message “No record(s) selected” will appear.
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Add opens a filter specific page where new rules may be defined by a Service, an Action, a Restriction to certain IP address(es) or IP groups, and
if adding a rule for Incoming Traffic/Port Forwarding, the destination IP address for Forwarding.

The page to add a rule for Incoming Traffic/Port Forwarding offers the following input options:
Service includes a list of possible services to be configured. All user-defined services also will be displayed in this list.
Action includes possible actions to setup the rule.

Forward to IP requires the destination IP address where traffic should be transferred to if it comes from the restricted host. The IP address defined
in this field will be ignored for blocked action of the Incoming Traffic/Port Forwarding rule.

Please Note: It is not allowed to forward incoming packets when the NAT service is disabled on the Quadro.

Port Translation text field is available for “Allowed” action only
and optionally requires the port number that will stand instead of
the original port number when incoming packet is being
forwarded. If this field is left empty, the original port number will be

used When fOrWardlng the paCket' Maln  Systemn Usids Tebiphionmy Witttk Uik Hetwotk @“p\”})i
Restriction radio buttons: _ o
Add Filtering Rules - Incoming Traffic / Port Forwarding
® Selecting Any blocks or allows all host IP addresses. This
selection is not present for the Management Access, Eer
Blocked and Allowed IP List rules.
® Selecting Single IP will require the IP address of the allowed ':I:w - :
or blocked host. _ ) )
® Selecting IP/Mask will require the subnet to be allowed or o Tt T
blocked, specified by an IP address and the Maskbits. The
following are Maskbit examples:
255.0.0.0=1/8,
255.255.0.0 = /16,
255.255.255.0 = /24,
255.255.255.255= /32 —
® Single URL requires the hostname of the allowed or blocked
host. —
® Group indicates the user-defined groups that include IP = e )
addresses that should to be allowed or blocked. R
The Description field is used to insert an optional description of Fig. 1I-178: Filtering Rules - Page to add a rule for Incoming Traffic

the filtering rule.
To Add a Filtering Rule

1. Select the Filter link (Incoming Traffic/Port Forwarding, Outgoing Traffic, Management Access, SIP Access, Blocked IP List, Allowed IP List or
Restricting IPSec) to add a rule for it. The corresponding Filter table will appear in the same window.

2. Click Add on the Filtering Rules page. A page where a new rule may be added will appear in the browser window. The page will be named
corresponding to the selected filter.

3. Select a service name from the Service list to configure a rule for it. If the list has a default value, do not change the default values.

4.  Select an action from the Action list that is used in the rule. If the list has a default value, do not change the default values.

5. Enter the IP address in the Forward to IP field if an Incoming Traffic Rule is to be added.

6. Choose the restriction type by selecting Any, Single IP, IP/Mask or Single URL and enter the required information in the text fields or select a
group.

7. Insert a Description, if needed.

8. To add a rule with these parameters, press Save.

To Delete Filtering Rules

1. Select the Filter link to delete a rule from its table. The appropriate Filter table will appear in the same window.

2. Check one or more checkboxes of the corresponding rules that should be deleted from the rules table. Press Select all if all rules should to be
deleted.

3. Press the Delete button on the Filtering Rules page.

4.  Confirm the deletion by clicking on Yes, or cancel by clicking on No.
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Service Pool

The Service Pool table is a list of all created services and their
parameters. It is used to add new services with the appropriate
settings (protocol type and port range). New services can be
used to add a restriction or permission by defining a new filtering
rule with the following:

Add opens the Add New Service page where new services may
be added.

Edit opens the Edit Service page where the service parameters
(except for the service name) can be modified. This page
includes the same components as the Add New Service page.
To operate with Edit only one record may be selected, otherwise
the error message “One row must be selected” will appear.

The Add page is used to add new services and includes the
following text fields and buttons:

Service Name requires a name for the service that should be
added.

Protocol includes a list of possible protocols to be selected.

Port Range requires a port range for the defined service.

To Add a new Service

Main  System  Users  Tebephuoy Itesret Uplink Hetwork @l'li‘y'.‘-’.'

Service Pool Configuration

R B Dolale Sslectoll lmmies Selctin

Sandce Pratocol T Rt

Btk Help |

Fig. 11-179: Service Pool page
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Service Pool Configuration - Add

Games

TP

5010
5080

e [ ack Help

Fig. 11-180: Service Pool - Page to add a new Service

1. Select the Manage User Defined Services link on the Filtering Rules page.
2. Click on the Add button on the Service Pool Configuration page. A page where a new service may be added will appear in the browser

window.
Define a service name in the Service Name text field.

oukw

To add a service with these parameters, click on Save.

To Delete a Service

Select the protocol type for the service from the Protocol drop down list.
Enter the port range in the Port Range text fields or leave one of them empty to define a particular port for the service.

1. Select the Manage User Defined Services link. The Service Pool Configuration page appears with the table of services (if any).
2. Check one or more checkboxes of the corresponding services that should be deleted from the Service Pool table. Press Select all if all

services should be deleted.

3.  Click on the Delete button on the Service Pool Configuration page.
4.  Confirm the deletion by clicking on Yes, or cancel by clicking on No.

IP Pool

The Manage IP Pool Groups link opens the IP Pool Configuration page.

The IP Pool table is the list of all added groups and the members assigned to these groups. If a group is empty, EMPTY will be indicated in the

Members column. If hidden, the group members will still remain active but HIDDEN will be displayed in the Members column.
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The IP Pool Configuration is used to add groups of IP addresses
that have the same restriction criteria. When adding a new filtering
rule, groups may be used instead of several IP addresses. IP Pool
Configuration offers the following components:

View makes hidden groups visible.

Hide makes group members hidden and adds the HIDDEN
comment in the member column.

Add opens the Add Group page where a new group may be
added. This page consists of the Group Name text field (requiring
the group name) and the Group Description text field (requiring
the optional group description), as well as standard Save and
Back buttons to apply or abort changes.

Edit opens the Edit Group page where the service parameters
can be modified. It provides the same components as the Add
Group page. To operate with Edit, only one record may be
selected, otherwise the error message “One row must be selected”
will appear.

Please Note: Changing a group name will also change the
references to this group, including groups where this group is a
member of, and all affected filter rules (enabled and disabled ones,
in all chains). Deleting a group will also delete any reference to the
corresponding group, including filter-rules and member relations to
the other groups.

Clicking on the Group name will display an IP Pool Group
Configuration page with the Members list for the current group.

The IP Pool Group Configuration page displays a list of all the
added member IP addresses for the selected group. It offers the
following components:

Current Group provides read-only information about the current
group name the members are listed for.

Add opens the Add Member page where a new member may be
added.

Edit opens the Edit Members page where the service parameters
can be modified. This page includes the same components as the
Add Member page. To operate with Edit, only one record may be
selected, otherwise the error message “One row must be selected”
will appear.

The Add Members page provides the following radio buttons:

IPaddress requires the member IP address that is to be added to
the group.

IP Subnet requires the subnet specified by the IP address and the
Maskbits. See above for more information about Maskbits.

URL Address requires the member hostname to be added to the
group.

The User-defined Group includes previously added groups that
may also be added as a member to another group.

Member description text fields can be used to enter an optional
description of the member.

Main Syste Lsers  Tebephony et Uplink  Network

IP Pool Configuration

Ve Mide AdH BT Deble Safect ol Nesss Salection

- Metnbrs
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Help |

Fig. 11-181: IP Pool Configuration page
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Fig. 11-182: IP Pool configuration — Add Group page
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Fig. 11-183: IP Pool Group Configuration page
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Fig. 11-184: IP Pool Group Configuration — Add Member
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To Add a new Group with Members

Select the Manage IP Pool Groups link on the Filtering Rules page.

Click on the Add button on the IP Pool Configuration page. A page where a new group may be added will appear in the browser window.
Define a group name in the Group Name text field and fill in the Group Description, if needed.

To add a group with the given parameters, press Save.

Open the IP Pool Group Configuration page by clicking on the group name.

Select the Add button on the IP Pool Group Configuration page. A page opens where new members may be added to the group.

Enter an IP address for the member in the IP Address text fields, select a IP subnet or IP group from the User defined Group drop down list to
assign it to the currently selected group.

Enter a Member Description in the corresponding text field, if needed.

To add a member with these parameters to the selected group press Save.

Nook,rwdhpE

© ©

To Delete a Member

1. Select the Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).

2. Click on the desired members that should be deleted. The IP Pool Group Configuration list will appear.

3. Check one or more checkboxes of the corresponding members that should be deleted from the Members table. Press Select all if all members
should be deleted.

4.  Press the Delete button on the IP Pool Group Configuration page.

5.  Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.

To Delete a Group

1. Select the Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).

2. Check the one or more checkboxes of the corresponding groups that should be deleted from the groups table. Press Select all if all groups
should be deleted.

3. Press the Delete button on the IP Pool Configuration page.

4.  Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.

IDS Log

The IDS logging page contains information about dropped packets
and the senders responsible for those packets. IDS discards
dangerous packets or packets including intrusion attacks. It
generates a table with the IDS log report. The administrator can be
notified about newly logged entries in various ways (mail, display
notification and Flashing LEDs) depending on the settings in the
Event Settings page. To make an IDS log reporting table, IDS
needs to be enabled on the IDS Log page.

T —— @cpygi

The IDS Logs table is a list of new or read IDS entries and
descriptions referring to them. The table provides a status row that IDS Logs
has the value New if the entry is still unread or it is empty if the
entry has already been read.

Bhack o8 s e [iudets Lo

Mark All as Read marks all IDS logged entries as read and

removes the New status from the Status row of the IDS entries b T
table.
Delete Log is used to delete all entries from the IDS table. = ==
A detailed log of the selected entry can be seen by clicking on the
Description link of the corresponding entry in the IDS Entries Fig 11185, 1S Log page
table. . :
Main  System  Users  Teleghomy  Wdernet Upink  Netmork @lt)\l‘_ﬂ
IDS Logs
WEB.CGI test-cgi access
The IDS Logs detailed page has a following preview: st Rt & s & it

The Issue Detailed Log table is a detailed list of new and read IDS
entries. The table contains a Status row that has the value New if
the entry is still unread or that is empty if the entry has already been
read.

Beck | [ Heip

Fig. 11-186: IDS issue detailed preview
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Network Menu
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Fig. 11-187: Network menu in Dynamo theme

DNS Settings

The DNS Settings page provides the option of setting up a
name server for the Quadro. It offers the following
components:

The Nameserver Assignment radio buttons are as follows:

® The Dynamically by provider selection automatically
configures the assignment of the name server address
from the provider party.

® Fixed Nameserver address is a manually selected name
server. The Nameserver text field requires the IP address
of an external name server. The Alternative Nameserver
text field requires the IP address of the secondary name
server. The Alternative Nameserver is used if the main
name server cannot be accessed.

DNS Server Settings

Homa Lagowt
§he 3007 gy
Fig. 11-188: Network menu in Plain theme
Main  System Users  Telephomy e 1ved Uik Metwork @('P\:.’,l
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Fig. 11-189: DNS Settings page

The DNS Server on the Quadro provides the services to the hosts in the Quadro’s LAN. With this service, Quadro returns the correct IP address to
the requested domain name, so that any device in the LAN can be accessed by its hostname or alternative alias name.

The DNS Server Settings page is used to configure DNS server settings on the Quadro and to define a list of aliases for the devices in the Quadro’s

LAN. This page contains the following components:

Zone field displays the Quadro’s host domain name as it is
configured in the System Configuration Wizard.

Time to live (TTL) text field indicates the time (in seconds)
during which the DNS server will keep the resolved names in its
cache. During this time the same address will be resolved from
the cache of the DNS server. When this timeout expires, the
requested address will be resolved newly.

Mail Exchange (MX) text field indicates the mail server's
hostname. When resolving the email address, the reference will
go to the mail server defined in this field, before being sent out
to the external network. The value in this field will be used in the
MX record in the DNS server on the Quadro.

The table on this page lists aliases for each of the device in the
Quadro’s LAN to be resolves through the DNS server.

Main  System  Users  Telephony Tt it Uplink.

DNS Server Settings
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Fig. 11-190: DNS Server Settings page
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Add functional link opens the page Add Host where a list of
aliased can be defined for the certain device in the Quadro’s
LAN. The page contains the following components:

IP Address text fields require the IP address of the device in
the Quadro’s LAN.

Hostname text field requires the hostname of the device in the
Quadro’s LAN.

Alias text fields are used to enter up to 5 alias names by which
the device in the Quadro’s LAN will be resolved.

DHCP Settings for the LAN Interface

Main  System  Users  Telephony Edornet Uplisdi  Hetwork

DNS Server Settings - Add Host
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Fig. 11-191: DNS Server Settings — Add Host page

The DHCP Settings page provides the option of enabling a DHCP server and controlling the Quadro user's LAN settings. Therefore, Quadro LAN
users will automatically be provided with the following settings using the configured parameters:

® |P addresses

NTP (corresponds to the Quadro’s IP address)

WINS server

Nameserver (corresponds to the Quadro’s IP address)
Domain name

The DHCP Settings page offers the following input options:

Enable DHCP Server checkbox activates the DHCP server
on Quadro. With this checkbox enabled, Quadro will be able
to assign dynamic IP addresses to the devices in its LAN.

Give leases only to hosts listed in the static MAC
address binding table checkbox enables the DHCP
services only for the devices listed in the table below. With
this checkbox selected, no DHCP services will be provided
to the other devices.

Please Note: When this checkbox is selected, all IP phones
configured to use plug and play or auto configuration
services (see Line Settings) will keep their IP addresses
received from the DHCP server of the Quadro. The IP
phones that are configured manually should be added to the
Special Devices table to keep their IP addressed.
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Fig

. 11-192: DHCP Settings page for LAN interface

IP Address Range defines a range of IP addresses that will be assigned to the Quadro LAN users. The IP range must be at least 6, otherwise the
error message “Address Range too small” will prevent it from being saved. The error message “Address Range too large” will appear if the IP range

is greater than 254.

WINS Server defines a WINS server IP address for the Quadro LAN users.

The DHCP Advanced Settings link leads to the page where the advanced options of the Quadro's DHCP server can be configured.

The Special Devices table on this page allows you to set a static IP address binding on the MAC address of the device in the Quadro’s LAN. When
this table is configured, the devices with defined hostnames and MAC addresses will always get the same LAN IP address from the DHCP server.
Otherwise, devices not listed in this table will get dynamic LAN IP addresses. This table is also displayed in the System Configuration Wizard.

Add functional button opens an Add Host page where a
new static MAC address binding can be defined. The page

consists of the following components:

Hostname text field requires the hostname of the device in
the Quadro’s LAN.

MAC Address text fields require the MAC address of the
device in the Quadro’s LAN.

Static IP Address text fields require a fixed IP address of
the device in the Quadro’s LAN.

Please Note: If you leave this field empty, the device in the

Main  Systemn  Users  Telephomy Irdernet Uphrd; Hetwork

DHCP Settings for the LAN Interface - Add Host

quadrol§
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Quadro’s LAN will get the first available IP address from
range defined in the DHCP Settings page (see above).

Fig. 11-193

: Static MAC address binding — Add Host page
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View DHCP Leases leads to the page where the DHCP leased LAN IP addresses are listed.

The DHCP Leases page includes a list of the leased host
addresses that are part of the Quadro’s LAN. For these hosts,
Quadro acts as a server supplying them with a unique IP
address. It displays a read-only table describing all the leased
IP hosts and their parameters. The table contains the following
columns:

IP address - host IP address, assigned by Quadro.
MAC address - host MAC address, provided by the host itself. RS A G A Vo R WA L (cvp,-\‘-‘“.,

Lease Start - date and time when the leased IP address has DHCP Leases
been activated.

Lease End - date and time when the leased IP address has

been or will be deactivated. = ' ' B : S

Binding State — indicates the state of the DHCP lease.

. . Fig. 11-194: DHCP Leases page for LAN interface
Hostname - hostname, provided by the host itself. ¢ pag

DHCP Advanced Settings

Main Systern Users  Conferences Telephony Internet Uplink Network @ep}'gl
quadre
The DHCP Advanced Settings page is used to modify the
advanced options of the DHCP server on the Quadro. This DHCP Advanced Settings
page co'ntains a tablg where a list _of default DHCP server 0, DHGP Semer 1€ nor started conecll
options is already defined. More options can be added from Add Edit Delete Selectall Inverse Selection
this page, as well as settings of the existing options can be Ontion Name Option Value
modified. All options in the table on this page are then sent to 0 | cateways 1723001
the DHCP clients.
[ | subnetmask 255.255.0.0
e The Authoritative checkbox is used to enable/disable [ | pamain name servers 1723001
authoritative mode on the Quadro DHCP server. O] | e name servers 0000
Disabling the checkbox is recommended if several DHCP e P
servers are used on the network and the Quadro should S -
provide network parameters to IP phones only. [ | bumsin name "epyg-canfig loc”
. . [ | overload thp server name "72.30.001"
e The Ping Check checkbox enables checking the
availability of an IP address on the network before OHCP Sorver Statemant
providing it to a client. If this checkbox is selected, the erver Stalements
Quadro will first ping an IP address retrieved from the IP Hautnarialie
pool and wait for a reply. If no a reply is received within a HlPing check

timeout specified in the Ping timeout text field (by default
1 sec), the retrieved IP address will be provided to the
client. If otherwise, a new IP address will be retrieved
from the IP pool and the procedure will be repeated. If
this checkbox is not selected, the Quadro will provide an
IP address immediately when requested.

Ping Timeout{zec) |1

Copyright(C)2003-2008 Epyai Technologies, Ltd. All rights reserved.

Fig. 1-195: DHCP Advanced Settings

The following functional buttons are available:

Add opens a page Add Entry page where a new DHCP
server option can be defined. The Add Entry page contains a
group of manipulation radio buttons to select between the
predefined DHCP server options or to define your own DHCP

server 0pt|0n: Waln  System  Coafersncs Managament lngemet Uplink Retwaik (-ct‘l).\l.",si‘
. Predefined - this selection allows you to select from the

predefined DHCP server options. DHCP Advanced Settings - Add Entry

The Option Name drop down list contains the most © Predafined Ostane | ognon Hare

common DHCP server options. OstonValus

The Option Value text field requires the value for the @ cusmasters | camencse 1

selected option. The type and format of the value inserted OnfionVuliuTroe. [P Addrwss 3

in this field is dependent on the option selected from the Ostonvalue  [IS1110548

Option Name drop down list. &= ) (B ) [ |

. Custom - this selection allows you to define a new DHCP
server options. The following parameters are required to
be inserted for a new option:

Capyiqht (32000 Epesl Tashnalaciar, Lid, 5 rghts isaross

Fig. 11-196: DHCP Advanced Settings — Add Entry

The Option Code text field is used to insert a code of the option. It may have values in a range from 0 to 255.

The Option Value Type drop down list is used to select the type of the option value. It may be an IP address, a boolean or integer value, etc.
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The Option Value text field is used to insert the value of an option. Depending on the selected Option Value Type, this field should have the
corresponding value. Warning messages will prevent saving if the value inserted in this field does not correspond to the requirements of the
Option Value Type. If an array should be inserted here, the values should be separated with a comma.

Registration Form

The Registration Form page appears when administrating
an unregistered Quadro, and it has been created for
customer support purposes. The page requires customer
registration at the Epygi Technical Support Center. It provides
several links offering the following registration options:

Register now leads to the Epygi Technical Support System
Registration page and requires customer’s information to
submit the Quadro registration form.

Remind me later hides the registration notification in the
Quadro through System Configuration Wizard or [nternet
Configuration Wizard until the next administrating activities.

Don’t remind me more hides the registration notification
forever.

Administrator’s Additional Features

Main  System  Users  Telephiony brivernan Upleik Hatwork

Reglster Your Device In Technical Support Center

@ ep \_'Hi

Incoming Call Blocking and Outgoing Call Blocking

Fig. 11-197: Device Registration page

The Incoming Call Blocking and Outgoing Call Blocking pages offer extended features for the administrator to activate incoming/outgoing call
blocking services for certain callers. The users cannot change this information.

For more information on the Call Blocking Settings pages, see the Incoming Call Blocking and Outgoing Call Blocking chapters of the Extensions

Users Guide - Manual Il1.

The Call Blocking pages accessed from the Caller ID Based
Services table by clicking on the corresponding address, gives
the administrator the option to enable blocking services which
could not be disabled by the users.

Along with the components seen by the user, an additional
Protect this entry checkbox is available in the Call Blocking
- Add Entry pages for administrator access only. With this
checkbox selected, the user will be unable to deactivate the
blocking services configured by the administrator.

Main Ve Ml i Exteivshon Satpplemeitaly SerAces

Caller ID Based Services for SIP-192028?@slip.epygl.com

Extension: 11

[ Enate Semice

i Message 1o Callur Pary

Do a8 Dlocking o
[l Preoct mis antry

[ rostore Dataut Botking Message File

& Cimadwsiocking wiy | Biowis. |

©opys

TOusaszes)

Fig. 11-198

: Blocking Page for the Administrator
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Voice Mail Profiles

When the administrator accesses the Voice Mail Settings of Moin  VoiceMal  YouExtemson  Supplementary Services (ct'p__\':-’._i__
an extension, there is an additional Voice Mail Profiles link
present that leads to the page where custom voice mail Voice Mail Settings

profiles and their settings can be defined. This link is hidden
for the extension user's access.

Extension: 11

The Voice Mail Profiles page is used to define and configure Mamum mall massage duraton (k) (8 S
custom voice mail profiles. 1Ak paswind Dotons geantngfocal 4ccss 1 mall box Voice WalIndication

[7] Asx passwnrd before Granting remots access b mail Bax ElLamg inacation
The Voice Mail Profile is a group of most common Voice Mail B sena welcome message el enatie Zoreout
Settings which can be saved under a specific name. This EElPray volos Mail et Reanectcaltps |FEK %
allows you to have several versions of Voice Mail Settings B adormatcalypiay memsages coarectagaress 190

[ Sand maits coun

configurations per extension. fomatn messaze
[7] Sand dstetime intermation message
[=] 59nd beep at e end of message frasie e Rasrecen

Each Voice Mail Profile may have custom voice mail greeting, Redirsclta stension
maximum voice mail duration, new voice mail notifications and [P p— e duLoromco
Zero-Out settings. The Voice Mail Profiles are activated based (21800 s vl moas3ges i o-man [ Restors aetaun cunof ot sty e
on the call routing rule used to establish a call. This is limited Emalaccress [BamagvoroLoom Ubloadnew ot o xssnnates, Gmadssackcawav | (B
to the PBX-Voicemail type of calls used for a direct access to ressaters |1 eromaton Dot s T
the extension's voice mailbox. The Voice Mail Profile name T Bewisi
should be provided in the Call Routing wizard when defining a ol [FE %
PBX-Voicemail routing rule. When the rule is used, caller Hremers o s ensers o[l : 78
accesses the called extension's mailbox with the settings S et s et s
configured in the corresponding voice mail profile. Hobll sumber |TaaTMIS

Repeat every |1 man
With this service, you can pre-configure several versions of manmuen 1 umes

Voice Mail Settings and save them as Voice Mail Profiles. For
example, if a call is originated from the PSTN network to the
corresponding extension's voice mailbox, the greeting
message can tell the caller: "You have reached the ... Canly  |S2F0BERARG com Lo e |
company, please leave a message." and the maximum voice
mail duration is configured to 15 minutes. This voice mail

[¥] Send mew woice message nolifcations via phone call

= -

Repaat eviry |1 man

profile can be saved as "ForPSTN" and its name should be e

defined in the routing rule responsible for incoming PSTN calls CIRestors catau Heaticanan Message

distribution. In parallel to this voice mail profile, there can be Uslaad new Hotficabon Message. [Cimedisinaticaton wi [ Bows )
another profile designed for internal PBX calls. It will play the

following voice mail greeting: "Hi, you have reached Mike's
voice mailbox, please drop me a message and | shall call you
back.", the maximum voice mail duration is 5 minutes and
there is a Zero-Out feature configured to call Mike's cellular
phone. This voice mail profile can be saved as "ForPBX" and e o 8 e et L2t A e
its name should be defined in the routing rule responsible for Fig. 11-199: Voice Mail Settings for the Administrator
PBX calls distribution to the local extensions.

] Restore aetat gresting fie

Updoad naw greating fie |Cmaciaigreating way | [ Rewes

When the first routing rule is used and the call reaches the extension that has the corresponding voice mail profile, the settings of the ForPSTN voice
mail profile will be activated. For the second routing rule, when the call reaches Mike's voice mailbox, the settings of the ForPBX voice mail profile
will be activated.

The same profile name can be used to create profiles for different extensions. This is useful if the profiles have a similar purpose but differ in certain
user-specific settings, such as voice mail greeting, Zero-Out destination number, new voice mail notification options, and so on. Creating multiple
profiles with the same name gives a wide flexibility to have different voice mail settings activated depending on which extension is called.

Please Note: If an extension does not have a profile specified in a call routing rule or the specified profile name is incorrect, the default Voice Mail
Settings of the extension will be used.

Main  Voice Mail Your Extension Supplementary Serdces @l EJ\ 5

Voice Mail Profiles
Extension: 11
AdY EM Dudgle
Profie Namy
1 VMS for Home
1 | VME for Ofice

VRES far Lirgent Calls

. . . . [ Basx | [ e
The Voice Mail Profiles page contains a table where all e =
Voice Mail Profiles for the corresponding extension are o B Pt i Ml e
listed. The the following functional buttons are available: Fig. 11-200: Voice Mail Profiles page
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. T
Main  Voice Mail Your Extension Supplementary Serdces @t ])\ f‘?l

Voice Mail Profiles - Add Entry

Extension: 11
Add opens the Add Entry page where a new Profile Name Profle Name: (VIS for Ofice
should be defined. T |
Edit opens the Edit Entry page where Voice Mail Profile o
settings should be defined. Fig. 1I-201: Voice Mail Profiles — Add Entry page
The Voice Mail Profiles - Edit Entry page is used configure e — @ cpvgi
the profile specific voice mail settings. This page contains wbers

the following components: Voice Mail Profiles - Edit Entry
Maximum Mail Message Duration lists the possible values Extension: 11

for maximum mail duration (counted in minutes) during
which a voice mail will be recorded. The Unlimited selection

Mg mail mess-age Suraden (min) | § -

allows voice message to be recorded as long as the user's e et e o
space could hold. E-mail adaress | dlanagegygl com Redwscteainpe [PEX
Send new voice message via email is an option to send Fromrm £ mh Reamctassnss 00
new voice mail files via e-mail to the defined recipients. masmen 18] tmes
Mails will be automatically converted to the Windows PCMU EDRuanove Volow ak On S4n0
(CCITT u-law, 8 kHz, 8 bit Mono) wave format before being 7] Send new voice messape nolifcatons a SUS
attached to the e-mail. Checkbox activates the following T
input options: Repet every [1 min
® Email Address requires the mailing address(s) of madman 1 e
the person(s) that should to receive the newly 5] $6nd new voice message notfcatens via ghone call
arrived voice mails on their email accounts. Use a catme T

space or a comma to separate the mailing

addresses in the text field. aartg  PRS0EERE o e
® The next two fields are used for retransmission of - o

voice mails via email. Number of times text field . s

requires the maximum number of times the voice N

mail will be delivered via email to the recipient within e R e

the interval (in minutes) defined in the Repeat every UpIaq h omcaton lsssage. [Cnedamontcatond(Bome. |

text field. If the voice mail is required to be sent only (_===Less netitcaon ogions__]

once, insert "1" in Repeat every text field and "0" in T——

the Number of times text field.
® Remove Voice Mail on send removes the voice o T

mail from the user mailbox after sending it t0 the | e o ce rerimm 1w s

email recipient(s). Fig. 11-202: Voice Mail Profiles — Edit Entry page

Updoas e greeang &

Attention: The e-mail can only handle up to 3 minutes long voice mails. If the voice mail is longer than 3 minutes, it will be truncated and only the
first 3 minutes of it will be sent to the indicated e-mail address. However, in the e-mail body the recipient will receive the information that the attached
voice mail is truncated and the total length of the voice mail. Please note that the voice mails longer than 3 minutes will not be removed from the
voice mailbox once they are sent per e-mail even if the Remove Voice Mail on send checkbox is selected. This gives you a possibility to listen to
the ending of the voice mail directly from your voice mailbox (from the handset or by downloading it from the Web management).

Please Note: This service will work only when System Mail is enabled on the Quadro (see Mail Settings). Contact your system administrator, if you
have problems with voice mail delivery via email.

Send new voice message notification via SMS allows voice mail notification delivery via SMS to the defined mobile number. Checkbox activates
the following input options:

e Mobile Number text field requires the destination's mobile number.

® The next two fields are used for retransmission of SMS notifications. The Number of times text field requires the maximum number of times
the notification should be delivered to the recipient within the interval (in minutes) defined in the Repeat every text field. If notification is
required to be sent only once, insert "1" in Repeat every text field and "0" in the Number of times text field.

Please Note: This service will work only when SMS Service is enabled on the Quadro (see SMS Settings). Contact your system administrator, if you
have problems with voice mail notifications delivery via SMS.

Send new voice message notification via phone call enables the voice mail notification delivery via phone call to the defined phone number. The
checkbox activates the following input options:

e Call Type drop down list includes the available call types:
PBX - local calls to Quadro extensions;
SIP - calls through a SIP server;
Auto - for undefined call types. Destination (independent on whether it is a PBX number or SIP address) will be reached through Routing;
Callback - automatic call to the voice mail author. This can be used as notification that the recipient has received the voice mail but has
not yet played it.
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e Call To text field requires the destination's phone number depending on the selected call type. For Callback call type, no destination's phone
number is required.

® The next two fields are used for retransmission of phone notifications. The number of times text field indicates the maximum number of times
the notification should be delivered to the recipient within the interval (in minutes) defined in the Repeat every text field. If the notification is
specified to be sent only once, insert "1" in Repeat every text field and "0" in the Number of times text field. For Callback call type, the first
notification is sent to the voice mail author after the first expiration of the interval defined in the Repeat every text field. For calls with call type
different from Callback, the first notification will be sent immediately.

Restore default Notification Message restores the default notification message. If the checkbox is selected, the file upload will be disabled.

Upload new Notification Message will show the attached notification file selected by the current extension. Please note that a different
notification message can be uploaded in case this service serves as a natification to the extension user (to inform about the new voice mail
received) or if it serves as a notification for the voice mail author to be informed that the message has been received by the Quadro but is not
yet played by the extension user). The uploaded file needs to be in the PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the
system will prevent uploading with the “Invalid audio file, or format is not supported" warning message. The system also prevents uploading
in case not enough space is available on Quadro for the corresponding extension and gives a "You do not have enough space" warning.

Browse browses for the natification file that must be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format.

Download Notification Message appears only if a file has been uploaded previously. The link is used to download the audio file to the PC
and opens the file-chooser window where the saving location can be specified.

The ZeroOut voice mail feature allows a caller that has reached the called extension's voice mailbox to accelerate the automatic redirection feature
instead of leaving a message in the extension's Voice Mailbox. To activate this feature, the caller should dial O digit (see Feature Codes) during the
voice mail greeting which invites the caller to leave a message. The caller will then be automatically transferred to the destination specified in this

page.

Enable ZeroOut checkbox selection enables the ZeroOut feature and activates the following fields to be inserted:

e Redirect Call Type drop down list includes the available call types:
PBX - local calls between Quadro extensions and the Auto Attendant
SIP - calls through a SIP server
PSTN - calls through the FXO
Auto - used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number) will be
reached through Routing.

e Redirect Address text field requires the destination address where caller should be automatically forwarded in case of activating the
ZeroOut feature.

Restore Default Greeting File will restore the default greeting file. If the checkbox is selected, the file upload will be disabled.

Upload New Greeting File shows an attached greeting file selected by the current user. The greeting file will be played to a caller party when it is
entering the voice mail system. The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will
prevent uploading and the "Invalid audio file, or format is not supported" warning message will be received. The system also prevents uploading in
case not enough space is available on Quadro for the corresponding extension. In this situation, the "You do not have enough space" warning will be
received. Optionally, greeting file can be recorded from the phone handset (see Feature Codes).

The Browse button helps to choose the desired greeting file that should be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format.

Download Greeting File appears only if a file has been previously uploaded. The link is used to download the audio file to the PC and opens the
file-chooser window where the saving location can be specified.

Logout

This option is used to close the session between the user PC and Quadro and to leave the Quadro Web Management or to enter the management
with another login. By selecting the Logout button, the startup page will be displayed and the user needs to login again.
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PBX Services for Quadro’s Administrator

The following PBX Services are accessible at the dial tone, characterized by beginning with the key o:

Administrator Login

Allows to modify Auto Attendant greeting and menu messages, as well as to manage universal extension messages.

Enabling/disabling the Call Routing rules

006

Allows managing the routing entries in the Call Routing table, i.e. to enable/disable certain dialing rules by dialing key combinations pre-
configured on each routing entry. By dialing 000 you will be required to dial enabler/disabler key to enable or disable the routing
rule(s) correspondingly. Since multiple routing rules may have the same enabler/disabler key combinations (the same key may be used

as enabler for one routing rule, and as disabler for another one), dialing the certain key will affect all pre-configured routing rules.

000

If the routing record has an authorization enabled on the enabler/disabler key, administrator's password will be required to be inserted
after the key. Once the administrator's password is dialed, system plays a confirmation about the accepted configuration and the state of

the certain routing rule(s) is getting modified.

If administrator’s password has been inserted incorrectly for 3 times, no status changes will be applied to any of the routing record(s),
even to those which have no authorization enabled.

Administrator Login menu has the following sub-menus and the management keys:

o

Auto Attendant
Greeting

Dial
AA Number
(in case of
multiple AAs on
the Quadro)

(1)

Listen to
Current
AA Greeting

(2]

Record a New
AA Greeting

Restore Default
AA Greeting

]

Stop Recording
or Playback

Auto Attendant
Menu Message

Dial
AA Number
(in case of
multiple AAs on
the Quadro)

Listen to AA
Menu Message

(2]

Record a New
AA Menu
Message

[3)

Restore Default
AA Menu
Message

Stop Recording
or Playback

© @O Administrator’s Login

o

Greeting
Message

Listen to Current
Greeting
Message

(2]

Record a
Universal
Greeting
Message

®

Restore System
Default
Greeting
Message

0

Stop Recording
or Playback
Greeting
Message

Universal Extension Messages

3]

Incoming Blocking
Message

Listen to Current
Incoming Blocking
Message

(2]

Record a
Universal
Incoming Blocking
Message

®

Restore System
Default
Incoming Blocking
Message

0

Stop Recording or
Playback
Incoming Blocking
Message

Outgoing Blocking
Message

Listen to Current
Outgoing Blocking
Message

(2]

Record a
Universal
Outgoing Blocking
Message

®

Restore System
Default
Outgoing Blocking
Message

0

Stop Recording or
Playback
Outgoing Blocking
Message

© ® Administrator's Logout

(5]

Your Name

o

Listen to
Current
Name
recorded

(2]

Record a
Universal
Name

(3]

Restore

System

Default
Name

o

Stop
Recording or
Playback
Name
Message

(6]

Out of Office
Message

o

Listen to
Current
Out of Office
Message

(2]

Record a
Universal
Out of Office
Message

(3]

Restore
System Default
Out of Office
Message

0

Stop Recording
or Playback
Out of Office

Message
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Appendix: Extension User's Welcome Page

This welcome page may be helpful, if administrators want to inform their extension users about individual data, they need to use the extensions.
Such as phone numbers, phone lines, IP addresses and SIP numbers. To get a word form that may be edited and sent by mail, double-click on the
paperclip sidewise.

Welcome

You are using a Quadro6L IP PBX made by Epygi Technologies, Ltd. This product
incorporates SIPVoice™ Digital Signal Processing technology to send crystal clear voice
around the globe without associated fees for long distance. But, you will soon learn, it
does much more. Your Quadro IP PBX, The Global Phone Network in a Box,
operates in much the same way as systems with which you are already familiar: a
telephone, a PBX, voice mail, a phone book, et cetera. Beyond that the Quadro6L IP
PBX provides capabilities you never believed were accessible in a customer premise
telephony product. Soon you will experience the freedom and power of the Quadro6L
IP PBX, The Global Phone Network in a Box.

To get started the following information is helpful.

PHONES

Your extension number is and your password is (optional).

Remember to type the Auto Attendant number when you pick up your phone receiver to find THE
WELCOME SPOT. *0 will take you directly to voice mail for your extension. *74 will confirm your extension
number.

LOCAL PHONE LINES

The Quadro6L offers 6 external phone lines. They are:

1.: 2.: ESNE 4.:
Bat 6.:
IP
To reach your Quadro Voice Router from a network connection inside your office, home or place of utilization,
connect a Web browser to IP address: (172.30.0.1 is the default IP address).

The email address of your Quadro Voice Router System Administrator is

The phone number of your Quadro Voice Router System Administrator is

SIP

Your SIP number (an Internet phone number) is @sip.epyagi.com.

This is a number you can give others in order for them to reach you.

The SIP number to reach the Auto Attendant of your local Quadro is @sip.epygi.com.
Your SIP group link which provides you a phone directory of numbers to call is:

http://www.epyqgi.com/sip/grp_view.php?viewgrp= <groupname=>

The email address of your SIP System Administrator is

The phone number of your SIP System Administrator is
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Appendix: System Default Values

Administrator Settings

Parameter
Admin Settings

Quadro Hostname

Quadro Domain Name

LAN IP Address

DHCP Server

Regional Settings and Preferences

Emergency and PSTN codes

WAN Interface Protocol

WAN Interface Bandwidth

WAN IP
Mac Address

DNS Server
IP Routing Configuration

Configuration Management

Event Settings

Time/Date Settings

Mail Settings

SMS Settings

Firmware Update

SNMP Settings

System Logs Settings

Features

Language Pack

User Rights Management

System Default Value

Login name -admin
Password - 19

guadro

epygi-config.loc
172.30.0.1
Subnet Mask - 255.255.0.0

Disabled.
No special devices defined.

Locale — US,

TimeZone — Central Time (US&Canada),
Theme — Dynamo,

Theme on Login — disabled.

Emergency code - undefined,
PSTN code - 9.

Ethernet

Upstream — 10000,
Downstream — 10000,
Min Data Rate — 0.

Automatically through DHCP

Assigned by device,
MTU - 1500 Bytes.

Dynamically

No Routes

Automatically Backup Configuration — disabled.

"Display natification” for all except Login, SIP Subscription Limit and Firmware

Update. Those events have “Do nothing” action assigned.

NTP Server and Client — enabled,
Predefined NTP Server - ntpl.epygi.com,
Polling interval — 6.

Disabled

Disabled

Enabled, Manual server configuration,
Server Name — ftp.epygi.com,

Server Port — 21,

Update Method - ftp,

User Name - anonymous, Password — empty,
Check and notify — Every Day at 0:00.

SNMP - disabled, no SNMP traps defined.

User Logging — enabled,
Developer Logging — disabled,
Archived Logging — disabled,
Comment — undefined,
Remote Logging — disabled.

3pcc support — no key found
IP phone support - no key found
QCM support — no key found

Default — English,
Custom Language Pack - none

Users - admin (enabled), localadmin (disabled).

Roles - Extension (all accessible pages for extension), Local Administrators (all

accessible pages for localadmin).
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Parameter System Default Value

Extensions Management Extension Length — 2, once applied extensions 00, 11-28 appear.

Display name — none,

Password — empty,

11-28 extensions attached to the IP lines 1-18,
Use Kickback - disabled,

Call Relay — disabled,

Show on Public Directory — disabled,
Percentage of Total Memory — 5%.

Extension Settings — General

Registration username and password - automatically generated,
SIP server - sip.epygi.com,

SIP Server port — 5060,

SIP Server Registration — enabled.

Extension Settings — SIP

Authentication User Name — undefined,
Send Keep-alive Messages to Proxy — disabled,
RTP Priority Level — medium,

Extension Settings — SIP Advanced Do Not Use SIP Old Hold Method — disabled,

Outbound Proxy, Secondary SIP Server and Outbound Proxy for Secondary SIP
Server — undefined,

Secondary SIP Server Port - 5060.

Extension Settings — Remote Remote Extension — disabled

Extension Settings — Call Queue Call Queue — disabled

Voice Mailbox - Internal Voice Malil,
Extension Settings — Voice Mailbox Configuration Wizard Status — activated,
Voice Mailbox Access List — empty.
Codecs - G711u (preferred), G711a, G729a— enabled, G726/16, G726/24, G726/32,
G726/40, iLBC, H.263, H.263 — disabled,
Out of Band DTMF Transport — enabled,
Extension Settings — Codecs T.38 FAX — disabled,
Pass Through FAX — disabled,
Pass Through Modem — disabled,
Force Self Codecs Preference for Inbound Calls - disabled.

Display name — Attendant,
Attendant 00 Settings — General Show on Public Directory — enabled,
Percentage of System Memory — 5%.

Scenario — default,
Send AA digits to Routing Table — disabled,
Redirection on Timeout — disabled,
Attendant 00 Settings — Attendant ZeroOut — disabled,
Scenario Welcome Message — enabled,
Attendant Ringing Announcement — disabled,
Welcome Message, Recurring Attendant Prompt and Attendant Ringing
Announcement — default,

Attendant 00 Settings — SIP and SIP

Same as for an extension.
Advanced

Codecs - G711u (preferred), G711a, G726/16, G726/24, G726/32, G726/40, G729a,
iLBC — enabled, H.263, H.263 — disabled,

Out of Band DTMF Transport — enabled,
Attendant 00 Settings - Codecs T.38 FAX — disabled,
Pass Through FAX — disabled,
Pass Through Modem — disabled,
Force Self Codecs Preference for Inbound Calls - disabled.

Universal Extension Recordings Default, Percentage of System Memory — 1%.
Receptionist Management No entries
Extension Directory No entries
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Parameter

Authorized Phones Database

Call Statistics

SIP Settings

RTP Settings

NAT Traversal Settings

Line Settings

FXO Settings

Gain Control Settings

SIP Tunnel Settings

Call Routing

RADIUS Settings
Voice Mail Common Settings

Dial Timeouts

3PCC Settings

System Default Value

No entries

Enabled, 100 entries for all type of calls.
Automatic Downloading of Call Statistics — disabled.
UDP and TCP Port — 5060,
TSL Port — undefined,
Realm — quadro,
Session Timer — disabled,
DNS Server for SIP — default,
SIP timers — RFC 3261.
Properties for all Codecs except iLBC :
Packetization -20ms
Silence Suppression -yes
iLBC properties:
Packetization - 30ms
Silence Suppression — yes
G.726 Standard - ITU-T specification
RTP/RTCP port range - 6000-6099
RTCP Support - disabled
NAT Traversal for SIP — Automatic
SIP and RTP Parameters - Use STUN
SIP TCP Port — 5060
STUN Parameters:
Primary STUN Server - stun.epygi.com
Primary STUN Port — 3478
Secondary STUN Server — undefined
Secondary STUN Port - undefined
Polling Interval: 1 hour
Keep-alive interval: 120 seconds
NAT IP checking interval: 300 seconds
No entries in NAT Exclusion table
IP Lines Configuration:
PnP for IP lines — enabled,
Firmware version control — enabled,
Network Interface - WAN,
IP Phone Templates — no custom templates,
IP Phone Logo — disabled, no custom logos uploaded.
Disabled IP lines — displayed.
1-18 IP Lines attached to 11-28 extensions. IP Lines 1-10 enabled, others
enabled for a trial period. All IP lines are in inactive mode.

6 FXO lines — enabled, incoming and outgoing calls allowed, attached to SLA1 —
SLAS.

FXO lines:
Transmit Gain: 0
Receive Gain: 6
Voice Mail:
Recording Gain: 0
Playback Gain: 0

Enable Trunks to Slave Devices — disabled,
Trunks to Slave Devices — no entries,
Enable Trunks to Master Devices — disabled,
Trunks to Master Devices — no entries.

Route all incoming SIP calls to Call Routing - disabled

Local Routing table - 3 entries defined for PBX, SIP and PSTN calls establishment.

Local AAA Table - no entries.
RADIUS client — disabled.

Voice Mail Recording - G729a.

4 seconds.

Secure Connection — disabled,
Request Timeout — 10,
Feature Key — not added,
WAN port — not opened.
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Parameter

Key System Emulation

RTP Streaming Channels

IPSec, PPTP and L2TP

Dynamic DNS

Firewall

IDS

NAT

Filtering Rules

DNS Server Settings

DHCP Advanced Settings

System Default Value

8 SLA lines, SLA 1-6 are attached to FXO 1-6 correspondingly,
Forwarding —disabled on all SLAs.
SLA 7and 8 are inactive.
Advanced Configuration:
Blind transfer to VM — disabled,
Blind transfer to extension — disabled.

Undefined.

No connections.
PPTP Server Configuration

Subnet — 172.31.1.0/24,

Authentication - MSCHAPV2, MPEE 128 bit
L2TP Server Configuration

Subnet — 172.31.2.0/24.

Disabled

Firewall — disabled,
Ping Stealth — enabled,
Fool Portscanner — disabled.

Disabled.

Disabled.

Outgoing Traffic - MS File Sharing (Blocked for all),
SIP Access (Allowed for all),
No user defined services and IP pool groups

Time to live (TTL) — 86400 seconds,
Mail Exchange (MX) — undefined,
No aliases defined.

DHCP Options:
Gateways — 172.30.0.1
Subnet mask — 255.255.0.0
Domain name servers — 172.30.0.1
NBT name servers — 0.0.0.0
NTP servers —172.30.0.1
Domain name — epygi-config.loc
Overload tftp server name — 172.30.01
DHCP Server Statements:
Authoritative — enabled,
Ping Check — enabled,
Ping Timeout — 1 sec.
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Extension Settings

Parameter System Default Value

Maximum mail message duration - 5 min,
Ask password before granting local access to mail box — disabled,
Ask password before granting remote access to mail box — enabled,
Send welcome message — disabled,
Play Voice Mail help — enabled,
Automatically play messages - enabled,
Send mails count information message — disabled,
Send date/time information message — enabled,
Voice Mail Settings Send beep at the end of message — enabled,
Silent VM recording — disabled,
Send new voice messages via e-mail — disabled,
Send new voice message naotifications via SMS — disabled,
Send new voice message notifications via phone call — disabled,
Voice Mall Indication — enabled,
Zero Out — enabled, to 00 default Attendant,
Out of Office — disabled,
Greeting message — default,
Profiles for Voice Mail Settings — no entries.

Group List No entries

Speed Calling No entries

Display Name — undefined,

User Password Protection — disabled both for incoming and outgoing calls,
User's Name for Extensions Directory — default,

Custom Voice Messages — default.

No entries in the table.

For Any Callers — all services disabled,
Blocking Voice Messages — default,
Intercom — Allow Activation on Request.
No answer timeout — 20 sec,

Call Waiting Service — enabled,
Autoredial Interval - 10 sec,

Autoredial Period - 15 min.

Send Hold Music to remote party — disabled,

Account Settings

Caller ID Based Services

Basic Services - General

Basic Services - Hold Music Hold Music - Own Music.
Music file — default
Disabled.

Basic Services - Do Not Disturb Timeout - 30 min,

Send message to Caller Party — enabled.
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Appendix: Software License Agreement

EPYGI TECHNOLOGIES, LTD.
Software License Agreement

THIS IS A CONTRACT.
CAREFULLY READ ALL THE TERMS AND CONDITIONS CONTAINED IN THIS AGREEMENT.
USE OF THE QUADRO HARDWARE AND OPERATIONAL SOFTWARE PROGRAM
INDICATES YOUR ACCEPTANCE OF THESE TERMS AND CONDITIONS. IF YOU DO NOT
AGREE TO THESE TERMS AND CONDITIONS, YOU MAY NOT USE THE HARDWARE OR
SOFTWARE.

1. License. Epygi Technologies, Ltd. (the "Licensor"), hereby grants to you a non-exclusive right to use the Quadro Operational Software
program, the documentation for the software and such revisions for the software and documentation as the Licensor may make available to you
from time to time (collectively, the "Licensed Materials"). You may use the Licensed Materials only in connection with your operation of your
Quadro. You may not use, copy, modify or transfer the Licensed Materials, in whole or in part, except as expressly provided for by this
Agreement.

2. Ownership. By paying the purchase price for the Licensed Materials, you are entitled to use the Licensed Materials according to the terms of
this Agreement. The Licensor, however, retains sole and exclusive title to, and ownership of, the Licensed Materials, regardless of the form or
media in or on which the original Licensed Materials and other copies may exist. You acknowledge that the Licensed Materials are not your
property and understand that any and all use and/or the transfer of the Licensed Materials is subject to the terms of this Agreement.

3.  Term. This license is effective until terminated. This license will terminate if you fail to comply with any terms or conditions of this Agreement or
you transfer possession of the Licensed Materials to a third party in violation of this Agreement. You agree that upon such termination, you will
return the Licensed Materials to the Licensor, at its request.

4.  No Unauthorized Copying or Modification. The Licensed Materials are copyrighted and contain proprietary information and trade secrets of
the Licensor. Unauthorized copying, modification or reproduction of the Licensed Materials is expressly forbidden. Further, you may not reverse
engineer, decompile, disassemble or electronically transfer the Licensed Materials, or translate the Licensed Materials into another language
under penalty of law.

5. Transfer. You may sell your license rights in the Licensed Materials to another party that also acquires your Quadro IPPBX product. If you sell
your license rights in the Licensed Materials you must at the same time transfer the documentation to the acquirer. Also, you cannot sell your
license rights in the Licensed Materials to another party unless that party also agrees to the terms and conditions of this Agreement. Except as
expressly permitted by this section, you may not transfer the Licensed Materials to a third party.

6. Protection And Security. Except as permitted under Section 5 of this Agreement, you agree not to deliver or otherwise make available the
Licensed Materials or any part thereof to any person other than the Licensor or its employees, without the prior written consent of the Licensor.
You agree to use your best efforts and take all reasonable steps to safeguard the Licensed Materials to ensure that no unauthorized person
shall have access thereto and that no unauthorized copy, publication, disclosure or distribution thereof, in whole or in part, in any form, shall be
made.

7. Limited Warranty. The only warranty the Licensor makes to you in connection with this license is that the media on which the Licensed
Materials are recorded will be free from defects in materials and workmanship under normal use for a period of one (1) year from the date of
purchase (the "Warranty Period"). If you determine within the Warranty Period that the media on which the Licensed Materials are recorded are
defective, the Licensor will replace the media without charge, as long as the original media are returned to the Licensor, with satisfactory proof
of purchase and date of purchase, within the Warranty Period. This warranty is limited to you as the licensee and is not transferable. The
foregoing warranty does not extend to any Licensed Materials that have been damaged as a result of accident, misuse or abuse.

EXCEPT FOR THE LIMITED WARRANTY DESCRIBED ABOVE, THE LICENSED MATERIALS ARE PROVIDED ON AN "AS IS" BASIS.
EXCEPT AS DESCRIBED ABOVE, THE LICENSOR MAKES NO REPRESENTATIONS OR WARRANTIES THAT THE LICENSED
MATERIALS ARE, OR WILL BE, FREE FROM ERRORS, DEFECTS, OMISSIONS, INACCURACIES, FAILURES, DELAYS OR
INTERRUPTIONS INCLUDING, WITHOUT LIMITATION, TO ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, LACK OF VIRUSES AND ACCURACY OR COMPLETENESS OF RESPONSES, CORRESPONDENCE TO
DESCRIPTION OR NON-INFRINGEMENT. THE ENTIRE RISK ARISING OUT OF THE USE OR PERFORMANCE OF THE LICENSED
MATERIALS REMAINS WITH YOU.

8. LIMITATION OF LIABILITY AND REMEDIES. IN NO EVENT SHALL THE LICENSOR OR ANY OTHER PARTY WHO HAS BEEN INVOLVED
IN THE CREATION, PRODUCTION OR DELIVERY OF THE LICENSED MATERIALS BE LIABLE FOR ANY CONSEQUENTIAL,
INCIDENTAL, DIRECT, INDIRECT, SPECIAL, PUNITIVE OR OTHER DAMAGES, INCLUDING, WITHOUT LIMITATION, LOSS OF DATA,
LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY LOSS,
ARISING OUT OF THE USE OF OR INABILITY TO USE THE LICENSED MATERIALS, EVEN IF THE LICENSOR OR SUCH OTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. YOU AGREE THAT YOUR EXCLUSIVE REMEDIES, AND THE
LICENSOR'S OR SUCH OTHER PARTY'S ENTIRE LIABILITY WITH RESPECT TO THE LICENSED MATERIALS, SHALL BE AS SET
FORTH HEREIN, AND IN NO EVENT SHALL THE LICENSOR'S OR SUCH OTHER PARTY'S LIABILITY FOR ANY DAMAGES OR LOSS TO
YOU EXCEED THE LICENSE FEE PAID FOR THE LICENSE MATERIALS.

The foregoing limitation, exclusion and disclaimers apply to the maximum extent permitted by applicable law.
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9.

10.

11.

12.

13.

14.

Compliance With Laws. You may not use the Licensed Materials for any illegal purpose or in any manner that violates applicable domestic or
foreign law. You are responsible for compliance with all domestic and foreign laws governing Voice over Internet Protocol (VolIP) calls.

U.S. Government Restricted Rights. The Licensed Materials are provided with RESTRICTED RIGHTS. Use, duplication or disclosure by the
Government is subject to restrictions as set forth in subparagraphs (c)(1) and (2) of the Commercial Computer Software—Restricted Rights
clause at 48 C.F.R. section 52.227-19, or subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at DFARS
252.227.7013, as applicable.

Entire Agreement. It is understood that this Agreement, along with the Quadro Installation Guide and User’'s Manual, constitute the complete
and exclusive agreement between you and the Licensor and supersede any proposal or prior agreement or license, oral or written, and any
other communications related to the subject matter hereof. If one or more of the provisions of this Agreement is found to be illegal or
unenforceable, this Agreement shall not be rendered inoperative but the remaining provisions shall continue in full force and effect.

No Waiver. Failure by either you or the Licensor to enforce any of the provisions of this Agreement or any rights with respect hereto shall in no
way be considered to be a waiver of such provisions or rights, or to in any way affect the validity of this Agreement. If one or more of the
provisions contained in this Agreement are found to be invalid or unenforceable in any respect, the validity and enforceability of the remaining
provisions shall not be affected.

Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the state of Texas, without regard to
choice of law provisions that would cause the application of the law of another jurisdiction.

Attorneys' Fees. In the event of any litigation or other dispute arising as a result of or by reason of this Agreement, the prevailing party in any
such litigation or other dispute shall be entitled to, in addition to any other damages assessed, its reasonable attorneys’ fees, and all other costs
and expenses incurred in connection with settling or resolving such dispute.

If you have any questions about this Agreement, please write to Epygi at 6900 North Dallas Parkway, Suite 850, Plano, Texas 75024 or call
Epygi at (972) 692-1166.
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