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Welcome to the CardinalCommerce Centinel
Authentication Software for Merchants Version
3.2.6

The Centinel Authentication Software allows
merchants to easily participate in the Verified by
Visa and MasterCard SecureCode programs. The
software was designed to be used with Microsoft
Internet Explorer 5.0 or higher.

This user manual will guide you through the
software and provide instructions on how to utilize
the Merchant Administration interface.
Screenshots of the various interfaces are presented
throughout the User Guide to aid in identifying and
recognizing the terms, navigation and other
elements used in the software.

Thank you for choosing CardinalCommerce.
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GEMNG

The Cardinal C

gateway to the Merchant services.

STARTED

entinel

welcome screen serves as a
The Merchant

Registration process also begins on this screen.

CARDINAL

COMMERCE

CARDINAL™
|JCENTINEL

As a Cardinal Centine™ Merchant,
you are now eligible 1o participate in
the Verfied by Visa™ , MasterCard
SecureCode™ and JCE J/Securs™
payment initiatives

VERIFIED Mastercard. TS
byVISA SecureCode

LESEQURITV PGV
| PRIVACY PoLicT Y
LIRNESTTAES |

| N

Please Enter Yol

Username : |

Password : |

nformation 6

The Self Service

MERCHANT REGISTRATION - - - - - - - -

Please Enter Your In§

n To Complete
Registration

Pracessor Id : |

MerchantId : |

License Key: |

Home Fage

This screen also provides links to important information
about the Security Policy, Privacy Policy, and Terms of Use

of the Cardinal C

entinel program.

This website is designed o support IE versions 5.0 and higher
Clicc here to donnlogd the latestversion of ntemet Explorer

0 Account

Login: For  registered
Merchants. Enter the username and
password to enter the Merchant
Administration application.

Click w to login.

Merchant Registration: For Merchants
who have not yet registered with the
Cardinal Centinel program. Enter the
Processor Id, Merchant Id, and License
Key assigned by the MSP.

Click w to begin the enrollment

process for the Cardinal Centinel
payment authentication program.

CARDINAL CENTINEL VERSION 3.2.6
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MERCHANT ADMINISTRATION

The Merchant Administration application enables a
registered Merchant to download software, view
transaction reports and manage their account profile.

For NEwLY REGISTERED MERCHANTS

The first time a Merchant logs into the Merchant
Administration application, they will be presented with the
License Agreement. In order to continue using the
Cardinal Centinel software at this point, the License
Agreement must be accepted.

CARDINAL
COMMERCE

CARDINAL™
CENTINEL

Review the User Agreement and
dlick'ccapt to accept the fems
and canditions.

User Agreement Terms and Conditions

LICENSE AND SERVICE AGREEMENT FOR USERS
OF CARDINALCOMMERCE CENTINEL THIN CLIENT™®
OR EASY CONNECTTE
v1.0
L INTRODUCTION

CasfinalConuneyee Corporation (“Caxdinal’) provides certain suthentication sexvizes
(the “Services”) farilitated with software called Centinel Thin Client™ or Easy
Comnest™ (eollectively, the “Software”) which +nsbles merchants (“Merhants”) to
participate in Visa and Mastercard branded payment arthentication programs and,
potentially, other payment suthenticstion iutiatives that may be offesed by thid
parties from time fo time. The Services are being provided in connection with 2
Hershant Savice Provider Ageewent ox siwdlar agamant betmesn you, fhe |

Printer Friendly Version Decline Accept

CARDINAL
COMMERCE

CARDINAL™
CENTINEL

Enter the required inform ation
to ac0ept the User License
Agreement. Click the Nest
button fo continue.

User Agreement Infr.mation

Please complete the fallowing form ta a€Cept the User License Agreement
We are also capturing your P Address to simply identify wha is accepting
the agreement. You can view or print your license agreement at any time
through the Merchant Admin website.

*“First Name : |Mark
*Last Name : |lliotetto J

= Indicates 2 required fiald.

*Email Address : [mdi@menterprises. com

IP Address : 192 165168 34

4 CARDINAL CENTINEL VERSION 3.2.6

0The License Agreement is displayed.
Click Printer Friendly Version to view the
full License Agreement in a format
suitable for printing. To accept the
terms of the License Agreement, click
Accept. To decline the terms of the
License Agreement, click Decline. If the
Agreement is declined, the Merchant
Administration account will not be
available.

@ After accepting the License
Agreement, the Merchant is required to
confirm acceptance of the license
agreement. To do so, enter the first and
last name of the person accepting the
agreement. Each field must be
completed. Foridentification purposes,
the IP address of the Merchant Contact
will be recorded.

Click @ to accept.

Once the license agreement has been
accepted, the Merchant will be taken
to the Merchant Administration main
menu.



MAIN MENu

CARDINAL
COMMERCE

Choosa an Option fram the
Menu.

Documentation and Software Doynlgads
For additional infarmation

egarding e use of s Download Gentinel Integration foftwske and documentation

wabaita, pl2ass feter 1 the Transaction Reports
User Guide. ~ransaction Teports
Report on transaction acthity] View Efyrollment Verification and Payer
Y ussicuse ication results for payment initiatives
- st

Manage Profile
Manage your merchant profilp informatipn, payment initiative
configuration, account password and cpntact informatian

Payment Initiatt aterial

2 Download images and docurrlentation fovering the use of the payment
initiatives supported by the syistem.
2 View

Sfiew your user license agreembnt

This screen serves as the main menu for the Merchant
Administration application. By clicking on the links,
Merchants will be taken to features of the application that
will enable them to download Thin-Client/EasyConnect
software and related software updates, track their
participation by generating transaction reports, manage
their Merchant profile, and download marketing materials
for the payment authentication initiatives.

A User Guide for this application is available for download.
Click on the desired User Guide link to download the
Adobe Acrobat PDF file.

0 Documentation and

Software
Downloads: Provides access to
Merchant integration software and
integration documentation.

Transaction Reports: Provides access to
transaction activity reports. The
Merchant will be able to view
Enrollment Verification and Payer
Authentication results for their
supported payment initiatives.

Manage Profile: Provides access to the
Merchant profile main menu. The
Merchant will be able to manage their
profile information, payment initiative
information, account password and
contact information.

Payment Initiatives Marketing Materials:
Provides access to payment initiative
documentation and images.

View Agreement: Provides access to
the License Agreement accepted by
the Merchant.

CARDINAL CENTINEL VERSION 3.2.6
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THIN CLIENT/EASYCONNECT DOWNLOADS

CARDINAL
COMMERCE

Dawnload Centinel Integration
Software and Easy Connact
integration templates.

Uncertain as to which approach is right for you 2 Geffmore information
the Centinel™ Integration Options : Which Approach is Right

oldFusion Thin Client

Clickthe link"Which Approach Is
Right For Me” far helpful
information regarding your

CaoldFusion
integration ptians.

Frequently Asked Coming Saon i

User Guide ‘Website User Guide

HERRITTROLICY .}
\CPAIGARY BALIETEES §

Thin Client Download
AZP, ColdFusion, PHF
Mew Dowload File
Perl

PHP

EasyConnect Downloads

EasyConnect ASP ASP 32

e ColdFusion 32
ISP I Sendsts
Perl

PHP

XML Integration

Samples

ML Integration

This screen provides the Merchant access to the software

they will use to integrate and process payment
transactions through their website. Access to related
documentation detailing implementation instructions and
sample code are provided.

File Download x|

Seme fles can ham your computer. I the fl informaion belor
lacks suspicicus, or you da not full trust the sorce, da not open or
save this fie

File name: .|COM EasyConnect v2.0.2p
File type:  WirZp File

Fram: test2

‘would you ke to open the fil or save i o your compute:?

Open

Cancel Mare Info

Note: For instructions on how to install the Thin-Client or
EasyConnect software, please view the documentation included
with the download.

CARDINAL CENTINEL VERSION 3.2.6

Which Approach is Right For Me? Click
to access information to help determine
which integration approach best fits the
Merchant website.

@Documentation: A list of available

documentation, their descriptions and
version numbers are displayed in this
section. Click the link to download the
desired documentation..

@Thin Client, EasyConnect and XML

Downloads: A list if Thin Client,
EasyConnect and XML software sets for
various web applications are displayed
in this section. Click the link to
download the desired software set..

The Thin-Client/EasyConnect file
downloads contain the software and
implementation documentation (in
Adobe PDF format) in separate files that
have been zipped using Winzip to
minimize download time.

Click to initiate the download
process. Save the file to the Cardinal
Centinel directory of the server where
the software is to be installed (e.g.
C:\Centinel\) and unzip to the same
directory using Winzip.



TRANSACTION REPORT MAIN MENU

0 Enrollment Verification Report: Reports
P CEL enrollment status of the issuers and
) cardholders, for a given date range.
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Report can be filtered by Personal
Kc”wm Authentication Number (PAN) and
CENTINEL P .
participation status.
Select a report for processing. ansa on Repo
Enrollment Verification Report Payer Authentication Report: Reports
View detailed information for thg Enrollinent Yerification transactions . . .
LESERDRITEPRLIEYE processed successful and failed authentication
N Payer ication Report B
e | attempts, for a given date range.
processed Report can be fitered by PAN and
Payer Authentication Lookup Report . .
View datailed information for tfo Payer Authentication Lookug authentication status.
transactions processed.
Jransactlon Serjes Report Payer Authentication Lookup Report:
View detailed information for a bpecific ransaction. Displays all . N
messages processed within the transgction. Reports information on the Payer
Summary Report . . .
View Surnmary infarmation for all sefisactions processed Authentication Lookup transactions
processed. Report can be filtered by
PAN.

Transaction Series Report: Reports a

Transaction reports allow the Merchant to view Enrollment detailed list of all transactions for a
Verification and Payer Authentication results for their specific payer authentication attempt.
supported payment initiatives. Transaction reports can be filtered by

) Order Number, PAN and Transaction Id.
The Merchant may select the type of transaction report to

generate through this application. Summary Report: Reports a summary
count of all transactions for a given
date and time range.

CARDINAL CENTINEL VERSION 3.2.6 7
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ENROLLMENT VERIFICATION REPORT

CARDINAL
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CARDINAL™
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“From Date :

Iy spacity

complete or partial PAN to “ToDate:

* Filter : [AllTransactions

Pan Filter :

Back to Reporting Menu

This screen allows the Merchant to generate a report of
enrollment transactions. Reports are generated for a
specified date and time range and can be filtered by PAN.

Note: Fields with asterisks (*) are required

Click Back to Reporting Menu to return to the Reports
menu.

CARDINAL CENTINEL VERSION 3.2.6

0 From Date: Enter the start date for the

report query.

Click ) to display a calendar with
selectable dates. To choose a specific
start time of the report, select the time
from the available list.

To Date: Enter the end date for the
report query.

Click ) to display a calendar with
selectable dates. To choose a specific
finish time of the report, select the time
from the available list.

Filter: Select the filter type from the drop
down menu:

All Transactions - Include all transactions
within the selected dates and times.

Cardholder Enrolled - Only Include
transactions where the Cardholder is enrolled
in the payment initiative program.

Cardholder Not Enrolled - Only Include
transactions where the Cardholder has not
enrolled in the payment initiative program.

Cardholder Unable to Authenticate - Only
Include transactions where the payment
authentication program was unable to
authenticate the Cardholder.

Cardholder Enrolled Status Not Returned -
Only Include transactions where the
Cardholder’s enrollment status is unknown.

Transaction Processing Error - Only include
transactions that encountered a processing
error during the enrollment verification
process.

PAN Filter: Enter the PAN to generate a
query by PAN. Partial PANs (0-6 digits)
and full PAN searches are supported.

Click @ to generate the report.



ENROLLMENT VERIFICATION REPORT

CARDINAL
CONMERCE
CARDINAL™
CENTINEL

Enrollment Verification Report

From Date : 5112004 00:000]

To Date : 5192004 00:000]
Filter : All Transact ons

Back to Verification Report
Fests 36 0°5/192004 63821

123456189 ,,,:ﬁgﬂﬂﬂﬂﬂﬂﬂﬂﬂﬁ
Detail Transact] Order Number Credit Card Number Cardholder Status  Payment Initiative
sz s 10 o Res semaom et

05/13/230¢ 09113 13 10720 L hetEmslac

1372304 03:13 12 5 30000

hot Enm lec WasterCard SecureCods

S/13/230¢ 09,13 09 431551432307350128050214462787 2237701 63360873554 500007 Kot Enrolec WastarCard se

05/13/230¢ 09:13 03 55 - L hetEmslac WastarCard se

05/13/200¢ 09113 0 331¢31352207250262024 2214472607203 TIOLOSE2E00E4SS SOO0DITHRRIOOOL Nk Enno lec WssterCgdEavecods

05/13/230¢ 09113 05 L hatEmslec 1Card SeausCods

/L1230 09,32 59 6547€48355515025252275475: 5011336 - -
/J Cardinal Centinel - Merchant Admin’-cration 5[]

OSL/230e 092 59 D3SHETOEEIIE S
] Cardinal Centinel - Merchank - Microsoft Internek E:
Verify Enrollment Request:

<ThresbIscure><lessags =]
1d="63/qY3 IESI TepOP42bF+"><VEReq><versia
n>1.0.2</version><pan>5012001011000776</
pan><Nerchant ><acqBIN>548595</ acqBIN><me
rID>23423424333 ppp33</mer Ih></ Herchant ><

Erousers<deviceCategory>0</deviceCategor
y><userigent>Javal.3.1_03</userigent></B
rowser></VEReq></ Nessage></ ThreeDSecure> - |

Verify Enrollment Response:

<ThreeDSecures<Nessage =
16="63/ 4T3 1ES3 Tep0P421P+"> (VEReS> <verain
nr1.0. 14/ veraiony <CH<enrol led»T</enroll
0tz <anet TDrahG IaIMGRChT yaHE ZaSORE 0PG4/
acotID-</ CHr<ur Lyhetp:// 192 . 166. 166, 1411
6080/ pardinal/VisaStart</ur Lr<protoos 1>T
hresDSecure</ protoon L4/ VERes»</ Neasager
</ ThreeDsecures =

Close Window

A summary of the report parameters will be displayed at
the top of this screen, with the transaction report below it.

The report is generated based on the parameters that
have been selected by the Merchant. The report displays
a summary of each transaction. Detailed information on
each transaction can be viewed by clicking the detail box.

If multiple pages are generated by the report, a list of
clickable links allow access to each page. This list is
available at the beginning and the end of each page of
the report.

@ betail: Clicking the detail box will

display a pop-up window containing
detailed information about the
selected transaction.

Transaction Date : 03/13/2004 09:13:13

Order Number : 08618 756188711 111)

Transaction 1d : tuKeyFouSQUORAiIrgSio
Credit Card ¢ 500000 +#4# 440001
Enroliment : ot Envalled

Payment Initiative : MasterCard SecureGode

ACS URL:

Raw 3-D Secure Message : View VEReq / VERes Messages

Raw Message: Click to view the Raw
Log. The Raw Log displays the VEReq
and VERres. The Raw Log can be used
by the Merchant or MSR to present an
“out-of-band” dispute resolution.

Transaction Date: The purchase date for
this transaction.

Order Number: The order number
assigned to this transaction by the
Merchant.

Credit Card Number: The credit card
number that was used for this
transaction (masked).

Cardholder Status: The cardholder
participation status for this transaction.

Payment Initiative: The payment
initiative used for this transaction.

Click Back to Verification Report to
return to the Verification Report menu.

CARDINAL CENTINEL VERSION 3.2.6 9
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PAYER AUTHENTICATION REPORT

CARDINAL
COMMERCE

CARDINAL™
JCENTINEL

Ects i Erom Data T bt Payer Autherication Repust
and salect a repot it
Clidcthe Enter button to vien

e rapot “ From Date : |B/2§/2003 @ [oooo ok Am =

*Indicates 3 raquired fisld “To Date : [330/2003 % [oonoonfau =

“Filter : |All

Pan Filter :

Back to Reporting Menu

This feature allows the Merchant to generate a list of
authentications made through the Merchant. This report is
fiterable by authentication success and by PAN. Partial
PAN and full PAN searches are possible. Any PAN entry
with 0-6 digits will be considered a partial PAN.

Note: Fields with asterisks (*) are required

Click Back to Reporting Menu to return to the Reports
menu.

10 CARDINAL CENTINEL VERSION 3.2.6

0 From Date: Enter the start date for the

report query.

Click ) to display a calendar with
selectable dates. To choose a specific
start time of the report, select the time
from the available list.

To Date: Enter the end date for the
report query.

Click ) to display a calendar with
selectable dates. To choose a specific
finish time of the report, select the time
from the available list.

Filter: Select the filter type from the drop
down menu:

All Authentications - Include all transactions
within the selected dates and times,
regardless of the authentication results.

Successful Authentications - Only Include
transactions where the Cardholder was
successfully authenticated by the payment
initiative program.

Failed Authentications - Only Include
transactions where the Cardholder could not
be authenticated.

Unavailable Authentications - Only Include
transactions where authentication was not
available.

Attempted Authentications - Only Include
transactions where authentication was
completed through attempts processing.

Status Not Returned - Only includes
transactions where the authentication status
was not returned.

Transaction Processing Error - Only include
transactions that encountered a processing
error during the authentication process.

PAN Filter: Enter the PAN to generate a
query by PAN. Partial PAN (0-6 digits)
and full PAN.searches are supported.

Click @ to generate the report.



PAYER AUTHENTICATION REPORT

0 Detail: Clicking the detail box will
display a pop-up window containing
detailed information about the
selected transaction.

CARDINAL
CommERCE

CARDINAL™
CENTINEL

Authentication Report
From Date : 5/11/2004 00:00.00
To Date : 5/19/2004 0000:00
Filter : All Authentications

Transaction Date : 05/12/2004 19:36:51

Order Number : 83153146320737028200532144837370137702160361073555)

Transaction Id | USLUZBIGZINTaGe0VMHG
Credit Card : 400000%**++¥0001

Displaying 1 to 50 of 3242 results)

123456789101112131415161718192021222324 Amount: $632.35USD

Order Number. Credit Card Number  Amoun CorEire T GRS

Signature Status

$632:38U5D

s sonoooresermonos _ seszaous CAVY / ARV
ST sy sz 7 P — Ecr:
05/12/2004 19:36:37 %1D : otzIUhhQ7w)WisSBIEDG4XWDSSk=
— saon.ceuso Rav 3-D Secure Message s sy PARed / PARS: Msssagss

s o o Raw Message: Click to view the Raw 3D

A Corcinal Centinel - Merchant Administration <o IR Y Secure Log. The Raw Log displays the

S AmhencaﬁnnMemgeRawLug PAReq and PARes. The Raw Log can

ayer Authentication Request:

R T be used by the Merchant or MSR to
33?'.'E?f?fi:?i??:’ifﬁiil’i:ﬁi:i:?iﬁiiiiij present an *“out-of-band” dispute
</ acqBIN> cwer ID>cardinal</mer ID><name>T,

et resolution.
Merchant</neme><country>840</country><ur
1l>http://asdf.come/url></Merchant><Purch
aze><xid>RA1IRGOHVEHXIQFXBONOVEWIWIZS=</X v |

Payer Authentication Response:
<Thcecbsecures <Hessage | @ Transaction Date: The purchase date
id="VQzLfx40eCv+PznPPwP5"><PARes . . .
id="11Mt3/0iyolHtg==2"s<version>1.0.1</v and time for this transaction.

ersions<cHerchant><acqBIN>449449</acqBIN>
<mer ID>cardinal</merID></Herchant><Purch

aser<xids11iRgIMVEHxIgFXBonOYSWHWISs=</x Order Number: The Order number

id><date>20030418

03:59:36</date><purchimount>3145¢/purchi v| assigned tO th|5 transaction by the
Close Window M erchant

|[& ] pere [ [ P Localinganst ) |

Credit Card Number: The credit card
number (masked) that was used for this
transaction.

A summary of the report parameters will be displayed at

the top of this screen, with the transaction report below it. Amount: The currency type and
amount for this transaction.
The report is generated based on the parameters that

have been selected by the Merchant. The report displays Authentication Status: The
a summary of each transaction. Detailed information on authentication status for this transaction
each transaction can be viewed by clicking the detail box. (Y orN).

If multiple pages are generated by the report, a list of Signature Ste_ltus: The signature status for
clickable links allow access to each page. This list is this transaction (Y or N).

available at the beginning and the end of each page of

the report.

Click Back to Authentication Report to
return to the Authentication Report
menu.

CARDINAL CENTINEL VERSION 3.2.6 11
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PAYER AUTHENTICATION LOOKUP REPORT

CARDINAL
COMMERCE

CARDINAL™
CENTINEL
Enterthe Frem Date, To Date
and select a tepart filter,
Click the Enter button 1o view
the rzpon *From Date : [5/16¢2004
* Indicates a required fisld =To Date : [5/192004

Pan Filter :

LHERITERUCY:

Back to Reporting Menu

This feature allows the Merchant to generate a list of
authentication lookups made through the Merchant. This
report is filterable by card number (PAN).

Note: Fields with asterisks (*) are required

12 CARDINAL CENTINEL VERSION 3.2.6

0 From Date: Enter the start date for the

report query.

Click ) to display a calendar with
selectable dates. To choose a specific
start time of the report, select the time
from the available list.

To Date: Enter the end date for the
report query.

Click ) to display a calendar with
selectable dates. To choose a specific
finish time of the report, select the time
from the available list.

PAN Filter: Enter the PAN to generate a
query by PAN. Partial PAN filters are
permitted.

Click @ to generate the report.

Click Back to Reporting Menu to return
to the Reports menu.




AUTHENTICATION LOOKUP REPORT

0 Report Results: The report is displayed
with summary information based on the
filter option selected by the Merchant.
Detailed information for a particular
transaction can be obtained by
clicking the detail box.

CARDINAL
COMMERCE
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Authentication Lookup Report

Merchant: 100 : Test Merchant
From Date : 5/11/2004 00:00:00 ) . . . )

To Date : &/18/2004 00.00.00 @ Detail: Clicking the detail box will

display a pop-up window containing

detailed information:

(Displaying 1 to 8 of 8 result;

Detail Transaction Date Tra Authentication Date

05/17/2004 09:22.

GGOYLZoggMIgyHIRNUY 401200+ 447778 $1,00USD

05/17/2004 16:50:51 GGLOYLZaggNOSyHIRxuY 401200%F4H4#7776  $1.00USD DS/17/2004 03:22:34

GGHOYLZo0gNORYHIRKUY 40L200MRHHNRITIE  §1,00USD OS/L7/2004 09122124 Transaction Date: The purchase date and
0VLZoggNOgyHIR xuY 401200%*kssr77s $1.00USD 05/17/2004 09:22:34 time for thiS transaction.
05/17/2004 10:16:40 GGOYLZoggHOs yFIR 401200"**ktx777g $1.00USD 05/17/2004 09:22:34 Authentlcatlon Date The date and tlme thls

™ $1.00USD 05/17/2004 03:22:34 X X

transaction was authenticated.

Transaction Id: The transaction Id for the
selected transaction.
Credit Card Number: The credit card number
P08 ERalcemnes LudinalConmag (masked) used for this transaction.
CAVV/AAV: The cardholder authentication
verification value for this transaction.

05/17/2004 16:5074

05/17/2004 03:34:18

401200%HRRN7 77 1,00 U9B0g/17/2004 09:22134

401200447775 £1.00USD 05/17/2004 03

(Displaying 1 10 8 o8 results)

Transaction Date : 05/17/2004 16150152 ECIl: The e-commerce indicator for this
Authentication Date : 05/17/2004 09122134 transaction.
Transaction Id 1 @@t0YLZ2ggNOSvHIR Y XID: The XID for this transaction, if available.

Credit Card Number : 401200%***++%777g

Amount = $1,00Us0

CAVY [ ARV : CAACCYLIRKIVFRVNINeGAAAAAAAS Click Back to Transaction Series Report
ECI: 05 to return to the Transaction Series

®ID = OZnbeddf oBTIAMIMNgatntH 7MW HK=

Report menu.

A summary of the report parameters will be displayed at
the top of this screen, with the authentication lookup report
below it.

The report is generated based on the parameters that
have been selected by the Merchant. The report displays
a summary of authentication lookup results for the full life
cycle of a transaction, arranged by PAN if specified by the
Merchant. Detailed information may be obtained by
clicking the detail box.

If multiple pages are generated by the report, a list of
clickable links allow access to each page. This list is
available at the beginning and the end of each page of
the report.
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TRANSACTION SERIES REPORT

CARDINAL
COMMERCE

CARDINAL™

authent

Cliskthe Enter button to wiew
the report

“Filter :

* Indicates 2 required field

Back to Reporting Menu

This screen allows the Merchant to generate a report of all
specific transactions of cardholders enrolled in the
available payment authentication programs. Reports are
generated in a specific date and time range according to
PAN, Order Number or Transaction Id.

Note: Fields with asterisks (*) are required

Click Back to Reporting Menu to return to the Reports
menu.

14 CARDINAL CENTINEL VERSION 3.2.6

0 From Date: Enter the start date for the
report query.

Click ) to display a calendar with
selectable dates. To choose a specific
start time of the report, select the time
from the available list.

To Date: Enter the end date for the
report query.

Click ) to display a calendar with
selectable dates. To choose a specific
finish time of the report, select the time
from the available list.

Filter: Select the filter type from the drop
down menu:

PAN - Filter transaction series by cardnumber.
Partial PAN and full PAN searches are
supported.

Order Number - Filter transaction series by
order number.

Transaction Id - Filter transaction series by
Transaction Id.

After selecting the filter type, enter the
corresponding PAN, Order Number, or
Transaction Id.

Click @ to generate the report.



TRANSACTION SERIES REPORT

Transaction Series Report Results
From Date : 51172004 0000.00
To Date : 51972004 000000
Filter : Orderho - 086187026863835847551867 1 4E34466034576258965301 11

ansaction Series Report

(Dirplaping £ 0 50 of 764 rasule
1234567891011121

Detail  Transaction Date Order Number.

o5/13/2004 0s:08:05.
os/a3/2004 03i07i51
[ covaarzons osiomuse
2] eovarzons oerzeuss

2] eovarzons oeissioe.

Transaction Date : 05/13/2004 09:13:13

Order Number : 08613 75618871 111

Transaction Id : tuKeyFUuS QUOP4IrSio
Gredit Gard : S00000%<*+**0001
Amount :
ACS URL:
Enroliment : N
Authentication Status :
Signature Status :
CAVY / ARV
Ec1:
®ID ¢
Ravs 3-D Secure Message : View VEReq { WERes Message View PAReq / PARes Messages

A summary of the report parameters will be displayed at
the top of this screen, with the transaction series report
below it.

The report is generated based on the parameters that
have been selected by the Merchant. The report displays
a summary of the transaction results for the full life cycle of
a transaction, arranged by PAN or Order Number, or
Transaction Id. Detailed information may be obtained by
clicking the detail box.

If multiple pages are generated by the report, a list of
clickable links allow access to each page. This list is
available at the beginning and the end of each page of
the report.

0 Report Results: The report is displayed

with summary information based on the
filter option selected by the Merchant.
Detailed information can be obtained
by clicking the detail box.

@ petail: Clicking the detail box wil

display a pop-up window containing
detailed information:

Date: The purchase date and time for this
transaction.

Order Number: The order number assigned to
this transaction by the Merchant.

Transaction Id: The transaction Id for the
selected transaction.

Credit Card: The credit card number
(masked) used for this transaction.

Amount: The amount for this transaction.
ACS URL: The card issuer’s URL.

Enrollment: Displays the enrollment status of
the cardholder.

Authentication Status: Displays the
authentication status of the transaction.
Signature Validation: Displays the signature
validation status of the transaction.
CAVV/AAV: The cardholder authentication
verification value for this transaction.

ECI: The e-commerce indicator for this
transaction.

XID: The XID for this transaction, if available.
Raw 3D Secure Message: Click to view the
Authentication Raw Logs. The Raw Logs
display the VEReq/VERes that was sent from
the MAPS to the ACS and the PAReq/PARes
that was sent from the ACS to the MAPS. The
Raw Log can be used by the Merchant or
MSR to perform more detailed research.

Click Back to Transaction Series Report
to return to the Transaction Series

Report menu.
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SUMMARY REPORT

0 From Date: Enter the start date for the
report query.

[
Click ) to display a calendar with
selectable dates. To choose a specific
start time of the report, select the time
from the available list.

CARDINAL™
CENTINEL

Enter the Fram Date, Ta Date
and olick the Enter button 1o
view the report

Summiary Report

From Date: AT B [rdT To Date: Enter the end date for the
“ToDate: [3/1520@ L [11:3000PM = report query.

* Indicates a required field

Click ) to display a calendar with
/‘ selectable dates. To choose a specific
finish time of the report, select the time
from the available list.

Click @ to generate the report.

Back to Reporting Menu

This screen allows the Merchant to generate a report of all
Verify Enrollment Requests (VEReq), Verify Enrollment
Responses (VERes), Payer Authentication Requests (PAReq)
and Payer Authentication Responses (PARes) sent and
received. A summary of all transaction are also
generated. Reports are generated for a given date and
time range.

Note: Fields with asterisks (*) are required

Click Back to Reporting Menu to return to the Reports
menu.
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SUMMARY REPORT

CARDINAL™
CENTINEL

Summary Report
From Date : 9¢15/2003 00:00:00
To Date : 9/16/2003 23:30:00

Tetal Enrellmert Varification Transaction Court

Back to Summary Report
Results as of 9/30/2003 1:12:56 P

a0 sse2 sc02//]

Total Transactions Enralled Gount

£ 481 5514 7|

Tetal Tranzactions Net Enrelled Court

Total Transactions Unavailable Count

Tetal Tranzactions Unprossssad Court

Total Transactions Error Count

Total Authentication Transaction Court

33 saa1 5514~

Tetal Transactions Susesssful Ahertication Count

Total Transactions Failed ALthertication Court

z3 sa6a sasa |

Total Transactions Attampts Authenticstion Court

Total Transactions Unavailable Authertication Count o o o
Total Transactions Unproosssed Autherticstion Court 4 " 15 4
Total Transactions Error Count o 0 o
Authentication Transactions Total Value
EUR o EUR11.121,75 EURS.OT755 EUR15.193,30
usp o 43568 87411238 $574,149.08
zaR o RE121.75 REs2 90 75,804.55
T i Total Value
uso o i 115 48115
Failed Authentication Transactions Total Value
EUR o EURa 538,88 EUR4.EE1 68 EUR12293,50
uso o 33563 873,936 00 $873 37289
288 o Ra 43885 Resz80 R5,121.75
Attempts Authentication Transactions Total Value
uso o [ $1223 #1223
Ti i Total Value
o o 0 o
T i Total Value

EUR o EUR1482,30 EURaz280 EUR1 306,50
usp o o 410305 $103.05
28R o R8E2.50 o Reaz.90
Error Authentication Transactions Total Value

o 0 o o

VTTERNS\Y

e @ & @

@G

Enrollment Verification Summary:
Total enroliment verifications processed.
=@ +9+0+0+0

Number of enroliment responses where
Cardholder enrolled in is true for the
responses received.

Number of enrollment responses where
Cardholder enrolled in is false for the
responses received.

Number of enroliment responses where
Cardholder enrollment unavailable.

Total of enrollment requests where a
response was not returned.

Total of enrollment requests where an
unspecified error has occurred.

Authentication Summary:

Total authentication requests.

R R R R

Number of successful cardholder
authentications.

Number of failed cardholder
authentications.

Number of cardholders where
authentication was attempted.
Number of cardholders where
authentication was unavailable.
Number of authentication requests

where a response was not returned.

 Number of authentication requests that

encountered an unspecified error.
Authenticated Transactions Total Value:

Total monetary value for each currency
for the above parameters is displayed.
The report displays a summary of all
VEReq,VERes, PAReq and PARes sent
and received for the given date range.

Click Back to Summary Reports to return
to the Summary Reports menu.
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PrROFILE MENU

CARDINAL
COMMERCE

CARDINAL™
CENTINEL

Manage all aspects afyour Profile
Merchant Prafile Inform ation

using the links provided iansgs Distile Intarmabion

Séiew your Merchant If and Processor l credentials. Manage your
Merchant Name, Wepsite Unl, City, Stale, Country and Time Zone
information

Manage Payment Inifiative Ct

Manage your acquirbr information for all fayment initiatives supported
by the sytem

Manage Technical Chntact

1 for your merchant acoount

Update Password
Update your user passwid

This screen provides the Merchant with access to features
that allow them to maintain their profile information.

18 CARDINAL CENTINEL VERSION 3.2.6

GManage Profile Information: Provides

access to the most recent Merchant
Profile information.

Manage Payment Initiative
Configuration: Provides access to the
most recent payment initiative
information.

NOTE: This option will only appear if the
Merchant was defined in open mode. Menu
will state “VIEW” if in read-only mode and the
menu item will not appear at all if the
Merchant is in locked mode.

Manage Technical Contact:

Provides access to the most recent
technical contact information. This
information may be updated.

Manage Business Contact:

Provides access to the most recent
business contact information.  This
information may be updated.

Update Password: Allows the Merchant
to change their account password.



MANAGE PROFILE INFORMATION

CARDINAL
COMMERCE

CARDINAL™
CENTINEL

Manage Profile Information

Processor Id : 100
Merchant Id : ga3

*Merchant Name : |Testherchant

= Merchant URL : [hitp/wwaoce.com ’

* City : [Mentor

“ State/Province : [OH

* Country : | United Stites -l

“Time Zone : [-05:00: US| Eastem : Indisfia (Easy |
* CAVV/XID Format : [Hex -

Back to Profile Menu

This screen allows Merchants to update the information
provided during registration. To ensure that the Merchant
can continue to process transactions, it is important to
keep their profile updated should any of the data elements
change while the Merchant continues to be registered
with their MSP.

Note: Fields with asterisks (*) are required.

0 Processor Id: Merchant may view their

current Processor Id.

Merchant Id: Merchant may view their
current Merchant Id.

Merchant Name: Merchant may
update the Merchant name they have
registered with their MSP.

NOTE: This name will appear on the
authentication window.

Merchant URL: Merchant may update
the website address they use to
conduct business.

NOTE: The Merchant URL must be fully
qualified with either http:// or https://.

City: Merchant may update the city
where they are based.

State/Province: Merchant may update
the state/province where they are
based.

Country: Merchant may update the
home country of their business should
they change location.

Time Zone: Merchant can update the
time zone of their business should they
change location.

CAVV/XID Format: Merchant can select
Hex or Base64 Encoded formatting for
the CAVV/XID.

Click @ to update.

Click Back to Profile Menu to return to
the Merchant Administration Profile
Menu.
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PAYMENT INITIATIVE CONFIGURATION

CARDINAL
COMMERCE

CARDINAL™
CENTINEL

Manage your payment

iniiativs sonfiguration -

information = Warning = : Madifying your Payment Initiative Copfifration may impact
your ability to process transactions.

Clickthe Enter button to save

any ehanges If you have any questions regarding yeaAcquirer Configuration please

 ndicats e eld contact your provider
Create Payment | _@ Configuration
| SECURITY POLICY Y Create @ new Plyment Inative Configuration
N Update Paymend Initiative i

Update an existing Paymelt Initiative Configuration.
Delete itiati' il

Delete an existhg Paymet Initiative Configuration
Payment Initiativk Configyration Report
Report on existing Payifent Initiative Configurations

Back to Profile Menu

2004 CardinalCommerce

This screen allows the Merchant to manage Payment
Initiative Configurations. The MSR may create, edit and
remove Payment Initiative Configurations. A report of a
Payment Initiative Configurations may also be generated.

Note: Fields with asterisks (*) are required.

Warning: Modifying the Payment Initiative Configuration
may impact the ability to process transactions.
Modification is possible only if the MSP has enabled this
option (Open mode). Read-only mode allows for viewing
of all information.

Click Back to Profile Menu to return to the main Merchant
Profile screen.

20 CARDINAL CENTINEL VERSION 3.2.6

0 Create Payment Initiative Configuration:

Create a new Payment Initiative
Configuration for the Merchant.

Update Payment Initiative
Configuration: Update an existing

Payment Initiative Configuration for the
Merchant.

Delete Payment Initiative Configuration:

Delete an existing Payment Initiative
Configuration for the Merchant.

Payment Initiative Configuration Report:
Generate a report on existing Payment
Initiative  Configurations for the
Merchant.



CREATE PAYMENT INITIATIVE CONFIGURATION: Z
Step 1 3
0 Payment Initiative: The Merchant may g
[ Ca select a Payment Initiative from the a
A dropdown menu. @
Pyl

KE?Z?IZ‘HM Currency Code: The Merchant may

select a currency code for the selected
Payment Initiative. A Currency Code
value of 'Default’ will apply to all

Payment Initiative and

* Payment Initiative : [ Seleft Paymelt nitiative | currency codes that do not have a
 Currency Code : | Selaly Gurenfy Codls = Pay_ment Ir?i_tiative Configuration
) defined specifically for that currency
code.
Back to Payment Initiative Configuration Menu ClICk @ to create.

Back to Profile Information

This screen allows the Merchant to select a Payment
Initiative and Currency Code for the new Payment
Initiative Configuration.

Note: Fields with asterisks (*) are required.

Click Back to Payment Initiative Configuration Menu to
return to the Payment Initiative Configuration Menu.

Click Back To Profile Menu to return to the main Merchant
Profile screen.
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g:REAZTE PAYMENT INITIATIVE CONFIGURATION:
TEP

CARDINAL
COMMERCE

CARDINALY
CENTINEL

Merchant Payment Initiative Configuratin

Verified by Visa Configuration
* Acquirer : | Select f Acquirkr =

= Acquirer Merchant Id ; |

Currency Code : MGF - AW gasy Franc )

Back to Payment Initiative Configuration Menu
Back to Profile Information

This screen allows the Merchant to specify configuration
details for the selected Payment Initiative.

Note: Fields with asterisks (*) are required.

Click Back to Payment Initiative Configuration Menu to
return to the Payment Initiative Configuration Menu.

Click Back To Profile Information to return to the main
Merchant Profile screen.

22 CARDINAL CENTINEL VERSION 3.2.6

0 Acquirer: The Merchant may select an

available acquirer from the dropdown
menu.

Acquirer Merchant Id: The Merchant
may enter a Merchant Id in this field.

Currency Code: Displays the currency

code selected for this payment
Initiative Configuration.

Click @ to create.

A confirmation message will be
displayed.



gPDAIE PAYMENT INITIATIVE CONFIGURATION:
TEP

CARDINAL
COMMERCE

JecarDinaL™
JcenTineL

Select a Merchant Payment Initiative Configur=tion

* Configuration : | Select Payment Initiafue Configuration

N Back to Payment Initiative Configuration Menu
Back to Profile

This screen allows the Merchant to select a Payment
Initiative Configuration and make changes to its
parameters.

Click Back to Payment Initiative Configuration Menu to
return to the Payment Initiative Configuration Menu.

Click Back To Profile Information to return to the main
Merchant Profile screen.

0 Configuration: The Merchant may

select a Payment Initiative
Configuration to update from the
dropdown menu.

Click @ to update.
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gPDAéE PAYMENT INITIATIVE CONFIGURATION:
TEP

CARDINAL
COMMERCE

Merchant Payment Initiative Configur=tion

Verified by Visa Configuration

* Acquirer : [ Cardingl Bank Achuirer Alias (441)
* Acquirer Merchant Id : [1171
Currency Code : HK

Back to Payment Initiative Configuration Menu
Back to Profile Information

This screen allows the Merchant to specify configuration
detalils for the selected Payment Initiative.

Note: Fields with asterisks (*) are required.

Click Back to Payment Initiative Configuration Menu to
return to the Merchant Payment Initiative Configuration
Menu.

Click Back To Profile Information to return to the main
Merchant Profile screen.

24 CARDINAL CENTINEL VERSION 3.2.6

0 Acquirer: The Merchant may select an

available acquirer from the dropdown
menu.

Acquirer Merchant Id: The Merchant
may enter a Merchant Id in this field.

Currency Code: Displays the currency

code selected for this payment
Initiative Configuration.

Click @ to update.

A confirmation message will be
displayed.



g)ELET:E PAYMENT INITIATIVE CONFIGURATION:
TEP

CARDINAL
COMMERCE

JecarDinaL™
JcenTineL

Select a Merchant Payment Initiative Configur=tion

* Configuration : | Select Payment Initi&live Configuration

N Back to Payment Initiative Configuration Menu R
Back to Profile

This screen allows the Merchant to select a Payment
Initiative Configuration to delete.

Note: Fields with asterisks (*) are required.

Click Back to Payment Initiative Configuration Menu to
return to the Payment Initiative Configuration Menu.

Click Back To Profile Information to return to the main
Merchant Profile screen.

GConfiguration: The Merchant may

select a Payment Initiative
Configuration to delete from the

dropdown menu.

Click @ to continue.
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26

EELETZE PAYMENT INITIATIVE CONFIGURATION:
TEP

CARDINAL
COMMERCE

CARDINAL™
CENTINEL
ayment

Delete the merchants pay
an

Merchant Payment Izitiive Configuration
sontigurat

Verified by Visa Configuration

ad fieid
Acquirer : Visa Arquirer
Acquirer Merchant 1§l : 456664

~ ' Currency Code,: AED /784 - UAE Dirharn
— Back to Payment Ini Configuration Menu \)

Back ta Profile Information

This screen displays the parameters of the selected
Payment Initiative Configuration before continuing the
deletion process.

Note: Fields with asterisks (*) are required.

Click Back to Payment Initiative Configuration Menu to
return to the Payment Initiative Configuration Menu.

Click Back To Profile Information to return to the main
Merchant Profile screen.

CARDINAL CENTINEL VERSION 3.2.6

0 Acquirer: Displays the acquirer for the

selected Payment Initiative
Configuration.
Acquirer Merchant Id: Displays the

Merchant Id for the selected Payment
Initiative Configuration.

Currency Code: Displays the currency

code selected for this Payment Initiative
Configuration.

Click @ to delete.

A confirmation message will be
displayed.



PAYMENT INITIATIVE CONFIGURATION REPORT

0 Payment Initiative: The Payment
Initiative of the configurations.

CARDINAL
COMMERCE
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Currency Code: Displays the currency

codes selected for the Payment
Initiative Configurations.

CARDINAL™
CENTINEL

Payment Initiative Configuration Report Fpment Initiative Configuration Menu

Filter : All Configurations Defined Results a5 of 51132004 7:31114 AM Acquirer Name: Displays the acquirer

T e ‘ names for the Payment Initiative
Configurations.

Verified by Visa AUD - 036 - Australian Dollar Cardinal Bank Acquirer Aliax443) 32323

Utfsd by Viea  MKD-34. Hang Kang Dellar Cardnat Bank Acquirer AlLa0a) o Acquirer Merchant Id:  Displays the

sonssasa Merchant Ids for the Payment Initiative
Configurations.

This screen allows the Merchant to view a summary of all of
the current Payment Initiative Configurations associated
with the Merchant.

Click Back to Payment Initiative Configuration Menu to
return to the Payment Initiative Configuration Menu.

CARDINAL CENTINEL VERSION 3.2.6 27
MERCHANT USER GUIDE

SCC190504



MANAGE TeECHNICAL CONTACT

R

CARDINAL
COMMERCE

Manage Technical Contact

“First Name : |Jeff

h
applied to the Technioal
Cantast Infarmation,

Middle Name :

* Last Name : [Skood

* Indicates a required field

“Phone : [444-444.4441

Fax: | _j
= E-mail : |asdlas¢@,§&f:7

Back to Profile Menu

This screen allows a Merchant to update the technical
contact information provided during registration.

Note: Fields with asterisks (*) are required.

28 CARDINAL CENTINEL VERSION 3.2.6

0 Technical Contact Name: Contains the

technical contact’s First Name, Middle
Name and Last Name.

Phone Number: Contains the technical
contact’s phone number.

Fax Number: Contains the technical
contact’s fax number.

E-Mail: Contains the technical
contact’s e-mail address.

Click @ to update.

A confirmation message will be
displayed.

Click Back to Profile Menu to return to
the Merchant Administration Profile
Menu.



MANAGE BusINESS CONTACT

CARDINAL
COMMERCE

CARDINAL™
CENTINEL

Update Business Contact
Information and click the
Enter button s save shanges.

Manage Business Contact

“First Name :
Thasa ehanges wil only be

applid to you Businass Middle Name :
Contact informatian.

* Last Name : [Jacksbr|

* Indieates 2 required field

* Phone : [424-442-2442

Fax: | )
*E-mail : IaadfﬁW

Back to Profile Menu

This screen allows a Merchant to update the business
contact information provided during registration.

Note: Fields with asterisks (*) are required.

0 Business Contact Name: Contains the

business contact’s First Name, Middle
Name and Last Name.

Phone Number: Contains the business
contact’s phone number.

Fax Number: Contains the business
contact’s fax number.

E-Mail: Contains the business contact’s
e-mail address.

Click @ to update.

A confirmation message will be
displayed.

Click Back to Profile Menu to return to
the Merchant Administration Profile
Menu.
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UPDATE PASSWORD

CARDINAL
COMMERCE

CARDINAL™
CENTINEL

Update the acoount password
and click the Enter buttan,

* Indicates a Required Field

*0ld Password : |

= New Password : |

* Verify Password : [\ ]
Back to Profile Menu _j

BB

This screen allows the Merchant to change the password
they use to access the Merchant Administration database
functions. When selecting a password, a Merchant should
choose a word or series of characters that is easy for them
to remember, but hard for others to guess.

Note: The MSP has defined rules for the password format (e.g.
length, mixed case, etc.) that must be followed when creating a
password.

Note: Fields with asterisks (*) are required.

30 CARDINAL CENTINEL VERSION 3.2.6

0 Old Password: Enter the old password.

New Password: Enter the new password.
Passwords are case sensitive and
cannot include spaces.

Verify Password: Enter the new
password again to confirm.

Click @ to update.

A confirmation message will be
displayed.

Click Back to Profile Menu to return to
the Merchant Administration Profile
Menu.



PAYMENT INITIATIVE MARKETING MATERIALS

CARDINAL
COMMERCE

CARDINAL™
CENTINEL
View and download mabeting

matedials for the supported payment

initiatives. Verified by Visa™ Marketing Materials

Werified By Visa 448KB .zip
The download contains progrdm documehtation, %R!F.'ED
graphics and usage guidelings for markeling the by VISA

Werified By Visa program onfyour website
3 [ 4 learn more

LSHENITTESLIEYINN
| PRivacY Potier

MasterCard SecureCode™ Marketing Materials

MasterCard SecureCode 1.|7 MB .zip
The downlzad contains prodram documentation,  asterCard.
araphics and usage guidelifes for markelig the ¢ o0
MasterCard SecureCode prbgram on your

Yo oo more

JCB J/Secure™ Market ng Materials

JCB J/Secure Coming Soon
The download contains progry ¢ ; JCcB
graphics and usage guideline for markgting the
JCB J/Secure program en yourwebsits

This screen allows a Merchant to download
documentation and usage guidelines for each of the
payment initiatives on their website.

Note: Files are zipped.

0 Verified By Visa: Contains marketing
documentation for the Verified By Visa
program.

MasterCard SecureCode: Contains
marketing documentation for the
MasterCard SecureCode program.

JCB J/Secure: Contains marketing
documentation for the JCB J/Secure
program.
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USeER AGREEMENT TERMS AND CONDITIONS

0 Agreement: Allows the Merchant to
view the on-line License and Service for
Users of Cardinal Centinel, Thin Client
and EasyConnect.

SR

CARDINAL
COMMERCE

CARDINAL™
CENTINEL

Printer Friendly Format: Displays the User
Agreement in a printer friendly format.

oulare abig ko Ui o Riint the User Agreement Terms and Conditions
User Agrasment that you accaptad
at any time.

LICENSE AND SERVICE AGREEMENT FOR USERS
OF CARDINALCOMMERCE CENTINEL THIN C|
OREASY CONNECTTS

1 INTRODUCTION

CantinalCotrumerss Corporation (“Camdinal’) peovides sertain anthesticstion ssrrizes
(the “Services”) facilitated with software called Centinel Thin Client™ or Easy
Comnect™ (collectively, the “Seftware™) which ensbles mezchants (“Merchants”) to
paticipate in Visa and Mastercard branded payment anthentication programs ani,
potentially, other payment anthentization intiatives that may be offered by thind
parties from time to time. The Services are being provided in comnection with 2
Mewhant Servies Provider Agreement or similar agsement between yow the
Merchant, and your service provider (the “Merchant Services Agreement”). Fouruse
of the Services andlor the Software is govemed by the terms of this Ageement and
your Merchant Services Agreement. By accepting and using the Software and Services,
you expressly agree to be bound by the tems of this Agreement <3

PErinter Friendly Format

The Merchant has the ability to view and print the
agreement at this time or to view and print the agreement
from the Merchant Administration Main Menu at a future

time.
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CardinalCommerce Corporation
6119 Heisley Rd.

Mentor, OH 44060

USA
www.cardinalcommerce.com



