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Manual Version history

\ersion Date Changes
1.05 2010-12-16 1)Fix document errors.
1.04 2010-8-2 1)Fix document errors.
2)Simplify description
1.0.3 2010-3-7 Fix document errors. Thank John
Metten
1.0.2 2010-2-23 Fix document errors
1.01 2009-12-21 1) Add some new screenshots
2) Add content about some features:
import/export...
3) Add content about self diagnoses
1.00 2009-1-23 1) Add content for Mac OS X users
(0.97,0.98,0.99 are internal 2) Update some VPN-X 24
versions) screenshots
3) Remove useless content
0.96 2008-9-18 Add more screenshots
0.95 2008-6-6 1) Add examples
2) Add forum address
0.94 2008-5-14 1) Add proxy feature
2) Change some screenshot and
description
3) Add NAT and bridge example
0.93 2008-3-6 Add server configuration parameters
instruction
0.92 2008-2-27 Change VPN-X Mac OS X version
instruction
0.91 2008-1-12 Initialization

1. Overview

This User Manual tells you how to install, use, and manage the VPN-X

Server/Client.

2. Understand VPN-X

VPN-X is a cross-platform VPN solution which can help you make a secure LAN/intranet with
peers over the internet.




VPN-X supports following platforms:

1. Windows: Windows 2000 sp4/XP /2003/Vista (32bit or 64bit), Windows 7(32bit or 64bit)

2. Linux: needs TUN/TAP kernel module. For example: Debian 3 or above, Ubuntu 6 or
above ...

3. Mac OS X: Mac OS X 10.4.* or above (Tiger, Leopard and Snow Leopard).

4. FreeBSD/PC-BSD:

5. Solaris 10(x86)

3. Install VPN-X Server/Client

This manual only describes Windows/Mac OS X install process.

3.1. System Requirements

Before you install VPN-X, you should verify VPN-X System Requirements:

CPU main frequency: >= 600MHZ.

Memory size : >=512M

Disk space: >= 512M

OS: Please refer to platforms which VPN-X supports.

Network (only for VPN-X server): You should have a public IP address for VPN-X server setup,
dynamic public IP also works.

3.2. Install on Windows

1) Get VPN-X installer package. You can download the latest VPN-X version
on http://www.birdssoft.com .

2) Click Next and Next

3) Installer will help create a virtual VPN device. Please click “Continue Anyway”. Notes:
Sometimes the “hardware installation” dialog is hidden by another window, you can minimize
other window/dialog to find the “hardware installation” dialog.



http://www.birdssoft.com/�
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IMNSTALL wpn-x

al [
L ] "_l., The software you are inztalling far this hardware;
[

0

has not paszed Windows Logo testing to verify itz compatibility
with W indawes =P, [Tell me why this besting iz important. |

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop thiz installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

Continue Anpaway ] [ STOF Installation

4) Click next until the install process is finished.

3.3. Install On Linux/FreeBSD

Preparation/Precheck:

Run the following commands in a command terminal

modprobe tun

Ismod | grep tun

If you can get a reply like this (Don't care about the number)
debian:~# Ismod | grep tun

tun 10208 3

Congratulations! Your Linux kernel is ready for installing our VPN-X .

Download our VPN-X tar package and uncompress the package in some path.
debian:~#tar -xzvf vpn-x*.tar.gz

start VPN-X Client by input command "sudo runclient.sh™

start VPN-X Server by input command "sudo runserver.sh"

For other configurations, please refer to the Windows configuration description

If you are using PC-BSD, please just download the VPN-X-*.PBI, and install PBI, clicking “next”
will always work.



3.4. Install On Mac OS X

VPN-X supports Mac OS X Tiger, Leopard, Snow Leopard or above..
Install VPN-X Client:

Just click the “VPN-X_client.app.zip”.
Install VPN-X Server:

Just click the “VPN-X_server.app.zip”

Note: When you launch VPN-X first time, Mac OS X will ask you input your password, please
input correctly.

4. Configure VPN Server

Tips: VPN-X has the same GUI on Windows, Mac OS X, Linux, and FreeBSD/PC-BSD . So
we just describe the Windows platform.

Make sure you have basic knowledge about network, or you should ask somebody to help you
finish the setup. It’s not complex. For our customers, we can provide free technical support and
test services when you encounter setup problems, please see the Technical Support section.
Warning: You should not run VPN-X client/server on the same machine.

4.1. Create VPN Account

If you don’t want to setup a VPN server, please skip this section and read “Connect to VPN with
VPN-X Client” directly.

1) Click Desktop VPN-X Server Shortcut to start VPN-X server.

Vista (or above such as Windows 7) user should use administrator role to run VPN-X (just click
the right button on the VPN-X shortcut link, and you will see the menu).

Linux should also use administrator/root to run VPN-X.

VPN-X Server will take 10~30 seconds to prepare the first run environment on a Windows
platform. For other platforms, the time is a little shorter. The waiting flower will glitter during the
preparation process.



k* VPN-X Server--Version 2.2.1.21 =13

2) When the preparation is finished, you can see the VPN-X server is online.

* YPN-X Server---Version 2.2.1.21

:X Configuration VPN Chat Room {3 Access Control () Log Q Software Update
Q) Status | &4 User Management 9 License
Feer WYEM Virtual IP Fublic IF Protocol Running Status Private Chat WView share file
SERVER 182.168.240.1 protacal=UU.. @ [ I =7
< | >

BirdsSoft VPMN-X: P2P Cross-platform 351 VPN solution. hitpe/birdssoft. com or httpo/favavpn. com
email supportd@hirdssoft. com

3) Create VPN account for VPN-X client
Click “User Management” Tab, and Click “Add” button. Fill the new user name and other fields.



k% |VPN-X Server---Yersion 2.2.1.21

T
5% configuration | VPN ChatRoom | (G AccessControl | Q) Loy | () Software Update |
| @), status | 43 UserWanagement ‘ @ License
| Refesh || add || Delete || mosity |

User Mame |richard |

Passwordi®) sseeee |

Confirm Password(®) |oooooo |

Full Name Richard Xing |

Email |supp0n@birdssuﬂ.cnm|

Address | |
. Detail Information | | | ,
Zi:jssii . com or hitp./favavpn. com

4) When finished, fill new account information and click “Ok”

“ YPN-X Server---Yersion 2.2.1.21

L B
3¢ configuration | VPN ChatRoom | (3 AscessCortrol | Q Loy | () Somware Update |
| @), Status ‘ 4 User Management ‘ @ License
[ Refresh H Add H Delete ” Madify ]
D UgerMame IP Full Marme Email Address Group
1 |richard 192.168.240.2 Richard ¥ing |support@hirdssoftco.. o

4.2. Setup network for internet access

If the VPN-X server is run on a machine which has a public address, please skip this section.

If the VPN-X server is run behind a (A)DSL modem/route or other route, you should configure the
(A)DSL modem/router and setup “Port Mapping"/"Port Forwarding”.

4.2.1. Gather the VPN-X Server local information

By default, VPN-X listens on 25000 UDP/TCP, and 25443 TCP(SSL/TLS).



" YPH-X Server——Yerszion 2.2.1.26

AP :

i .
@, Status E User Management Licenze

% Configuration | VPN Chat Room | |'é| heocess Control || Q Log || QSoftware Update |

|General Configuration| VPN Server Setting | Route Configuration|

VFH Server ¥irtual Address I 192 . 163 . 240 . 1

VFH Hetmask I 255 . 255 . 255 . 1}
Compression |Auto e
Use Bridge D

Eridge IF I

Usze (¥irtual)DHS ¥

(¥irtual DS IF I

Mlow Register YEN Account From Hetwork D

——————————————————— About Multi-Liztener Fort Setting(need to restart VEH)

Refrash | [ Add | [ Dalete
Protocol Port
i 25000
1CP 25000
TCP (SSL/TLS) 25443

BirdsSoft VPN-X Cross-platform P2P/3EL/TLE VPN solution. http/hirdssoft. com or hitp:/favavpn.com
email support@@birdssoft. com or Technical Support( Skype) or Technical Support( Q0N

If your VPN-X server is behind a router, you need to get real local/LAN IP address of VPN-X
server machine. Because port-forwarding need this information.

1) Please see “Local Area Connection” properties

.,'_\ Network Connections

File Edit ‘“iew Favorites Tools Advanced Help

=

(€ \_}) l.@ ijearch {7 Folders v

Address

‘}_,_ Metwork Connections

A Mame Type Status
Network Tasks LAN or High-Speed Internet

Lreats & new W L&M or High-Speed Inter...  Connected
conneckion % Disable )

% Set up a home or small L Locar area g Status LAaM or High-Speed Inker...  Cannected
office network Repair

& Change Windows
Firewall settings

ﬁ Disable this network,

Bridge Connections

device Create Shortcut
% Repair this connection
Iim Rename this connection Rename
f_’) Wigws status of this Properties

conneckion
Change settings of this

2) Select “Internet Protocol (TCP/IP)”
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k- Local Area Connection Properties

Gereral |.-'1‘-.uthenti|:ati|:|n Advanced

Connect uging:

BS Mware Accelerated AMD PCHet Ad

Thiz connection uzes the fallowing items:

fg', Clignt for Microsoft Metworks

.El File and Printer Sharing for Microzoft Metwaorks
BQDS Packet Scheduler

Internet Protocal [TCPAP]

[ Ingtall... rinztall Froperties

D ezcrption

Tranzmizzion Control Protocol/ntermet Protocol. The default
wide area nebwork, protocal that provides communication
acrogs diverse interconnected networks.

[] Show icon in notification area when connected
Matify me when this connection has limited or no connectivity

OE. H Cancel ]

3) Click the “Properties” button

Internet Protocol (TCP/IP) Properties

"

e
[Feneral |

Y'ou can get IP zettings azsigned automatically if pour nebwork, supparts
thiz capability. Othemsize, vou need to azk vour network, administratar for
the appropriate |P settings.

("3 Obtain an IP address automatically
(%) Usze the following IP address:

IP address: 192 168, 1 . 27 |
Subnet mask: | 295255 .255. O |
Default gateway: 192168, 1 .10 |

Obtain DMS zerver address automatically

{#) Use the following DMS zerver addresses:
Preferred DNS server: 192 168, 1 .10 |

Alternate DMS zerver | . . . |

[ ak, ][ Cancel ]
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4) Remember these settings in your mind. We recommend you write them down.

For the professional user, you can use Windows commands, Linux or FreeBSD or Mac OS X
commands.

Windows command: ipconfig /all

Linux/BSD/OSX command: ifconfig

4.2.2. Firewall settings

VPN-X can help you set Windows built-in firewall automatically. If you are using a
third-party firewall, we recommend reading this section first then read the third-party user manual.
Almost all firewall has the same mechanism.

Windows XP or above versions have a built-in firewall. You should let the VPN-X listening
ports be excluded, so an outside user can access the VPN-X server running on Windows. For other
platforms, there may be other firewalls as well, so you should check the firewall setting on your
OS platform.

‘¥ Windows Security Center |Z| |E| E|

& Security Center
Help protect your PC

Security essentials

Security Center helps vou manage vour Windows security settings, To help protect waur

corputer, make sure the three security essentials are rarked O, IF the settings are not OR,

= iGet the latest security and virus Follows the recommendations, To return ko the Security Center later, open Control Panel,
informnation From Microsoft What's new in Windows to belp protect my computer?

»

@J Resources

= Check for the lakest updates from

windows Update @ Firewall o ON | ¥

et support For security-related
issUEs

QAutomatic Updates © ON

= Get help about Security Cenker

Change the way Security Center # Virus Protection © NOT FOUND | 2
Slerts me -

Windows did not Find antivirus software on this computer, Antivirus software helps protect
your computer against viruses and other security threats, Click Recommendations Far
suggested actions you can kake. How does antivirus software help prokect riy compuker?

i

Moke: Windows does not detect all antivirus programs,

Recommendations. ..

Manage security settings for:

AL M ft, we care about your privacy, Pl

Click the “Windows Firewall” to manage the security settings.
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W Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz blocking incoming network, connections, except for the
programsz and services selected below. Adding excephions allows some programs

ko wark, better buk might increase your security righ.

Programs and Services:

M arne

File and Printer Sharing
JavalTH] Platform SE binary
Remote Assiztance

Femote Desktop

[ UPHP Framework.

| 4ddProgram... | | addPot.. ||  Edi.

Digplay a notification when YWindows Firewall blocks a program

What are the rizkz of allowing exceptiong?

]9 ] [ Cancel

Click “Add Port...” to add VPN-X listening ports.

M.dd a Port E'

|lze these settings to open a port through *Windows Firewall. To find the port
number and protocol, consulk the documentation for the program or service pou

want ko use.

Mame: |vF-N->< TCF listering port |

Fart number: | 25000 |

& TCP O UDP

What are the rizkz of opening a port?

e

13



Add a Port

Y

s
|1ze these settingz to open a port through *Windows Firewall. To find the part

number and protocol, consult the docurmentation far the program or service you
want bo use.

Name: |\-’F'N->< UDP listening port |

Fart number: | 26000 |

CITCP (® UDP

What are the rizkz of opening a port?

-

it a Port E'

Ilze theze sethings to open a port through YWindows Firewall. To find the port
number and protocol, conzult the docurmentation far the program or service you
want to use.

Mamme: |VF‘N->< 5SL listening port |

Part number: | 20443 |

® TCF O uDP

“What are the nizkz of opening a port?

Change scope...

4.2.3. Port Mapping/Forwarding

Each type of (A)DSL modem has a different operation/administration webpage. Please read your
(A)DSL modem manual for more information.

If you can’t understand the port forwarding or port mapping, here are some references:

1) http://en.wikipedia.org/wiki/Port_forwarding

2) http://www.portforward.com/help/pfprogression.htm

Maybe you can find your route in this list: http://portforward.com/routers.htm

In this manual, we will use SMC (A)DSL modem to explain how to configure port mapping.
Open page: “NAT->Virtual Server”.
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23 http://192.168.1.10/setupa.stm - Microsoft Internet Explorer,

Wiew Favorites Tools  Help

] eBack - -\-) @ @ {h pSearch *Favorites @ Bv % ."3

address | &] http:/192.168.1,10{setupa.stm v B Lnks *

SMC"

* System
* WAN
* LAN

- Wireless You can configure the Barricade as a vitual server 5o that remote users accessing senices such
as the WWeb or FTP at your local site via public |P addresses can be automatically redirected to
; local servers configured with private IP addresses. In other words, depending on the requested

[ service (TCPAUJDP port number), the Barticade redirects the external service reguest to the

[ appropriate server (located at another internal IP address). This tool can support both port ranges, =
- Routing multiple ports, and combinations of the two.

MM Home @

Virtual Server

* Firewall
- SNMP

" ADSL s Port Ranges: ex. 100-150
* IDDNS e Multiple Ports: ex. 25,110 80
* UPnP e Combination: ex. 25-100 80

- Tools

For example:

* Status

1 192168127 |[TcPauDP v |25000 |[z5000 | a
@ htkp: f v, sme, com) & Internet

4.3 Set DNS or DDNS for your public IP

This manual just gives a brief way to setup your own DNS or DDNS.

If you have a static public IP address, you can setup DNS for the IP. If the public IP address is
dynamic, you should setup DDNS, and install DDNS client for updating the public IP.

If you don’t have the DNS or DDNS, the client can only use the long, hard to remember public IP
address to access the VPN-X server. It’s just inconvenient, and not a fatal problem to setup a VVPN.

5. Connect to VPN with VPN-X Client

Warning: You should not run VPN-X client/server on the same machine.

1) Click Desktop VPN-X Click Shortcut to start VPN-X client.

Vista (or above, such as Windows 7) user should use the administrator role to run VPN-X (just
click the right button on the VPN-X shortcut link, and you will see the menu).

Linux should also use administrator/root to run VPN-X..

15



“ VPN-X Client---Version 2.2.1.26 [- [B[X]

S YH
Z, status ;%
WREMN Server Host |birdssuft.3322.urg | —
Refresh
Peer VPN Server Port 25000 | I view shard
UJser Mame |tDn\,r |
Password |oooooo |
Protocol | DR v |
Encryption | Auto v |
Compression | Auto w |
Save Password
[ Register new YWFM Account ] [ MNetwork Progy ] [ Login ] [ Cancel ]
< | b3
Birds3oft WPN-2{ Cross-platform P2P/SEL/TLS VPN solution. http/fhirdssoft. com or hitp/fjavavpn. com
ernail support@birdssoft. com or Technical Support! Skoyped or Technical Suppo

2) Fill in the VPN server host and port, user name and password and select the proper protocol.
You can obtain all of this information from your VPN-X server administrator.
3) After inputting the correct information, you can login to the VPN.

- °2 VPN-X Client---Version 2.2.1.26(Login as "tony” using protocol UDP) Z||z|
L YARHE |y
) Status | ;% Configuration || WPM Chat Room || {3 access Cantral H (J Log H Q Software Update‘
Pear WPM Wirtual IP | Pu...  Protocol Traverse MAT Status | Private Chat Yienw share file
tany 192.168.240.81/192.... lUDP (&} ( JI [l -
SERVER 192,168.240,1 [192.... & [ Il =]
DanHome 192.168.243..., |142.... |UDP (&) [ I il
wxgtm1 192.168.249,.., [218.... |UDP e [ I
WHGLT2 192.168.249..., |218.... LUDP (&) [ I il
rolancily1 192,168.244..., [222.... UDP () [ I
gucxlf 192.168,245..., [222.... |JDP (&) [ I il
eyl 192.168.245..., [222.... |UDP e [ I
gip_6708 192.168,240.78/58.2... LUDP (&) [ I il
chenzn 192,168.246..., |121.... [UDP (5] [ JI J
mmmnrcscd 192.168.247.... |122.... \JDP 8] ( I = )
gundamO079  [192.168.250.... [218.... |UDP (5] [ JI J
hosto 192.168,245..., [220.... LUDP (&) [ I il
ZENGYan 192.168.250..., [218.... |UDP (3] [ I
nndsibgs 192.168.245.42 222.... |UDP O [ Il il | &
Birds3Soft WPN-3 Cross-platform PZPSS5L/TLE WP solution. httpo/ibirdssoft com or http2fawavpn com
ernail support@hirdssoft com or Technical Supportd Skorped or Technical Support] Q0
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You can ping 192.168.240.1(or your Server VPN virtual IP) to verify whether the VPN works

properly.
4) Enjoy the secure LAN/Intranet powered by VPN-X.

6. Security suggestions

1) If you don’t want to let anyone can register a VPN account on your VPN server,please disable
“Allow Register VPN Account from Network”. By default, the feature is diabled.

2) If you don’t care about the VPN network speed, please use SSL/TLS protocol to connect
VPN-X server.

3) Change the VPN-X server listening port to some other unpopular port number. By default,
VPN-X server listen on following ports: 25000(UDP/TCP) 25443(TCP).

4) Generate your own SSL certification or key. BirdsSoft can provide this generation
certification service for customers. Because this is a very special requirement, this service is
not free. Most users need not care about how to generate SSL certification, because the
built-in certification is safe until you think you are doing business with the FBI.

You can read this section to know some VPN-X parameters for security.

7. Performance

This section just want to tell you, VPN-X is a high performance VPN solution. Better hardware
machine(new PC, for example dual-core CPU) or network environment will get better
performance.

The following data is our test result.

Test environment:

Windows XP * 2

CPU AMD 1700+ * 1

CPU AMD 3000+ * 1

Memory 1G * 2

LAN speed:100Mbit/s, the real transfer speed is 64Mbit/s

VPN-X: 2.2.1.26

Speed
UDP 56Mbps or higher
TCP 40Mbps or higher
TCP(JSSE SSL/TLYS) 32Mbps or higher
In a LAN environment, the speed ranks:
UDP>TCP>SSL

If you have a better machine and network, the test data should be better.

On the Internet, the VPN transfer speed should be 92%~500% or higher of the WAN speed,
because the VPN will compress the network data before transfer on the Internet. After the data
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reaches the target machine, the data will be uncompressed automatically.

UDP is preferred and default, if you care about VPN speed, but sometimes if your internet
connection is not stable, TCP or TCP (SSL) is a better choice for VPN speed.

8. User Interface

Tips: VPN-X has the same GUI on Windows, Mac OS X, and Linux, so we just describe the
Windows platform.

8.1 VPN-X Server

8.1.1 VPN-X menus on start

Please refer to client menus section.

8.1.2 VPN-X Server Toolbar

Minimize to tray icon

- About VPN-X

Exit/Quit VPN

8.1.3 VPN-X Status Tab

Please refer to VPN-X client interface description.

8.1.4 VPN-X Server Configuration Tab

General Configuration

18



. YPN-X Server---Version 2.2.1.26

L B
fs QL status 6 User Management 9 License
% Canfiguration VPN Chat Room (5} Access Contral @ Log () software Uprate

General Configuration | WP Server Setting | Route Configuration

Start with Windows O
Register &s Windows Service O
Language English v

Hide Blocked Peers

Flash Main Frame on nesy chat room message arrival (German
[talian
Flash Private Chat Window Frame on new private message arrival lay
Morwegian
Palish
FLissian v

BirdaSoft VPIM-X Cross-platform PAP/ZSL/TLE VPN zolution. hitphirdzsoft. cotn or hitpeasavpn. cotn etnailsupporti@birdzcsoft. cotn
o Technical Support(Slyped or Technical Support( QO

(1) Start with Windows: When Windows starts up and login is successful, it will bring up
VPN-X server automatically.

(2) Register as Windows service: VPN-X server can be installed as a Windows service on a
Windows platform. When Windows starts up, it will bring up the VPN-X server. The
VPN-X tray icon will show on your local console. If you are using Windows Remote
Desktop service, you should connect to your local console or you will not see the VPN-X
tray icon. On  Windows Vista/7 the tray icon can’t be shown, this is normal, please read
this document “VPN-X Vista and Windows 7 Special Document”.

If you run VPN-X server on the Windows 2003, you can use local monitor to view
VPN server status. You can also use Windows Remote Desktop to view the server status,
but you should use special option to view the remote windows internal session, or you
can’t see the tray icon of VPN-X server.

For example, your windows 2003 server is running on 192.168.240.1, you can use
following command to connect the local screen/monitor/console

For windows xp sp2 client:

mstsc -v 192.168.240.1 /F -console

For windows xp sp3 or vista/7 client:
mstsc /admin

(3) Language: VPN-X supports many languages.
Chinese (Simplified or Traditional)
Dutch
English
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German
Italian
Malay
Norwegian
Polish
Russian
Vietnamese

but only the English and Chinese languages are provided by the official . The other
languages are contributed by our warmhearted customers. If you find some

translation errors, please tell us ASAP.

(4) Apply: After you change something in this panel, you should apply to make it take effect.

VPN Server Setting

" YPH-X Server——Yerszion 2.2.1.26

D uw
B S
'@ Status Q User Management Q Licenze
fal . . 5
& Configuration | VPN Chat Room |'9| heocess Control Q Log QSoftware Update

General Configuration| VPN Server Setting | Route Configuration

VFH Server ¥irtual Address I 192 . 163 . 240 . 1

VFH Hetmask I £S5 . 55 . 255 . 1]

Compression |Auto e

Use Eridge D

Eridge IF I

Use (Virtual)DHS [P

(¥irtual DS IF I

Mlow Register YEN Account From Hetwork D

——————————————————— About Multi-Liztener Fort Setting(need to restart VEH)

Refrash | [ Add | [ Dalete

Protocol Port
1p 25000
TCP 25000
TCF (S5L/TLS) 25443

These settings are very important for VPN-X server. You should read this section carefully.
(1) VPN server virtual address:
It’s virtual IP address, not real IP address. The virtual address is valid in the VPN (Virtual
Private Network). If you are administrator, you should not let your client peers fill in the
virtual address on his/her login dialog. You should tell them to input your public real IP
address. After the VPN client is logged in, he/she can use this virtual address to access the
VPN service.

BirdsSoft VPN-X Cross-platform P2P/3EL/TLE VPN solution. http/hirdssoft. com or hitp:/favavpn.com
email support@@birdssoft. com or Technical Support( Skype) or Technical Support( Q0N
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3)
(4)
(5)
(6)

()

@)

9)

This virtual address is the beginning of the virtual IP address pool. All client peers’ virtual
addresses will be auto-generated from this address.

For example: The server virtual address is 192.168.240.1, and the first VPN account
virtual address will be 192.168.240.2. The second VPN account virtual address will be
192.168.240.3, and so on.. The VPN-X Server administrator has the right to change the VPN
account to any other virtual address, even if the virtual address is not in the same network.
For more information, please refer to the “User Management” section.

Virtual Network mask: 255.255.255.0 is preferred.

Bridge: This is an advanced setting. If you are a beginner, we suggest you don’t use it.

Bridge IP: This is an advanced setting. If you are a beginner, we suggest you don’t use it.

User (Virtual) DNS: VPN-X can provide DNS service or redirection. By default VPN-X
disables this feature.

(Virtual) DNS IP: the default IP is the VPN-X server virtual address. You can change it to a
real DNS server and let all clients use the DNS server.

Allow Register VPN account from network: This feature can help VPN client peers register
his/her new VPN account on this VPN server. For security purposes, we recommend you
disable this feature. By default, VPN-X server disables this feature.

Add listening port and protocol:

VPN-X has a powerful feature that can allow VPN-X to listen on many ports with
different or same protocols at the same time. You can click this button to add your desired port
and protocol.

If you are administrator, you should choose the proper protocol and port to let client peers
login. For security purposes, we recommend you select TCP(SSL) protocol. For network
speed or you just want to use VPN-X to play games etc. , you can select UDP protocol.

Delete listening port: delete your selected records.

(10) Listening ports table: VPN-X provides an easy way to see the listening ports on this VPN-X

Server.
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8.1.5 User Management Tab

* YPN-X Server---Version 2.2.1.21 =3
L) B

(;‘{ Configuration YRM Chat Room E, Access Cantrol Q Log Q Software Update

), Status | &% User Management ‘ Q License
| Refresh || add || Delete || mocity |

D User Mame IF Full Marne & Email Address

1 |richard 1921682402 Richard Xing support@hirdssaftco... o
< | >
BirdzSoft VPMN-X PZP Cross-platform S5L WP zolution. httpfbirdssoft. com or httpavavpn. com
ermail support@@birdszoft. cotn

This panel will provide an easy way to create a VPN account for client peers. Clicking “Add”
will pop up the new account information dialog. You should fill them in properly. All the fields
labeled “*” are required. You can tell your clients to modify other fields themselves after they
login successfully.

g )

Llser Mame

Fassword™)

Canfirm Password(™)

Full Mame

Email

Address

Detail Infarmatian

0] I Cancel ]

VPN-X server allocates a default virtual IP address for client peers automatically. You can
check these virtual addresses on the VPN account list table. If you want to change a peer’s virtual
address, just double click the peer record or select the peer record and click the “Modify” button.

Tips: VPN-X client’s virtual address can be allocated any virtual address, even if the address
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is not in the same network.
For example:
VPN-X server virtual address is 192.168.240.1
Client Peer 1 (CP1): 192.168.240.2
Client Peer 2 (CP2): 192.168.240.3
Client Peer 3 (CP3): 10.10.0.2
Client Peer 4 (CP4): 10.10.0.3

Server, CP1 and CP2 are in the same network.
CP3 and CP4 are in another network. CP3 or CP4 can’t access the Server, CP1, and CP2, CP3
and CP4 can access each other.

8.1.6 VPN Chat Room Tab
Please refer to VPN-X client interface description.
8.1.7 Access Control Tab

Please refer to VPN-X client interface description.

8.1.8 Log Tab

This tab will print all important log messages on the screen. If you want to figure out problem, you
should check the log tab first and watch to see if there is something wrong with VPN-X.

This entire message will be logged in one file named “run_server.log” located in VPN-X installed
directory.

8.1.9 Software Update Tab

Please refer to VPN-X client interface description.
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8.2 VPN-X Client

8.2.1 VPN-X menus on start

@' Set Program Access and Defaults

@ windows Catalog

“ ‘Windows Update

EB Programs

i
o
o
0. =
= -
w
=
=]
B
=
=

B wPn- client

‘ WPMN-1 Server

W8 Add YPN-X Yirtual Device

b Remove ALL VPN-¥ Yirtual Device
€5 Uninstall YPR-%

Help and Suppart

Run...

Log OFf richard...
E Turn OFf Computer. ..

‘4 Start = e 8

(1) VPN-X Client: start VPN-X client program
(2) VPN-X Server: start VPN-X server program (Only VPN-X server has this menu)
(3) Add VPN-X virtual device:
If you want to run multiple virtual network devices, it is possible to do this on a Windows
platform.

(4) Remove all VPN-X virtual device:

Remove all virtual network devices. Generally, VPN-X uninstaller will remove all VPN-X
virtual devices automatically. Disregard this menu until you know you can deal with the result.
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8.2.2 Login Dialog

VPH Serwer Host (11 I‘fnur‘.lTH]{Server]]nsl:erubli cIF
VEW Server Fort (2] |zs000

Uzer Hame 3 It-:-n}'

Fassword (47 I*********

Protocel &) =

Encryption =] IAut-:n ll
Compre=sion (Tl IAut-:- ll
(8]
¥ Save Paszword
(3} (10) (11) 12
Begister new VPN Account | Hetwork Proxy Lozin Cancel |
1

Figure 6.2.1: Login Dialog

(1) VPN server host: You should input the real server public IP address or VPN server DNS name.

(2) VPN server port: Input VPN server listening port. Our demo server port is 25000.

(3) User name: Input VPN account name created by VPN-X server or register online.

(4) Password: Input VPN account password created by VPN-X server or register online.

(5) Protocol: VPN-X supports many protocols (UDP, TCP or SSL...). You should get the server
listening protocol from the VPN-X server administrator. Our demo server port is UDP.

(6) Encryption: VPN-X has the intelligence to encrypt your network data automatically.

(7) Compression: support two types: Auto (default), No compression.

Auto (default and recommend): VPN-X will judge whether the network data should be
compressed or not automatically. This feature can help save your network bandwidth
significantly.

No compression: VPN-X will not compress network data at all.

(8) Save password: Save the login information for next login convenience. Login password has
been encrypted and stored in the history file. If you think it’s not safe for your environment,
please uncheck this checkbox. VPN-X will not save the password.

(9) Register new VPN account: VPN-X can allow you to register a new account on VPN-X server.

Before you register, you should make sure the online register feature is enabled on VPN-X server.

For security purposes, VPN-X server should close this feature at daily running.
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(10) Network Proxy: If you are behind a proxy server to access the Internet, you can use this
feature to let VPN-X client use the proxy server to access the VPN-X server on the Internet.
VPN-X supports almost all proxy server types. (http<only TCP>,socks 4/5<UDP or TCP>).

(11) Login: Clicking this button will send a login request to VPN-X server. Client user should wait
for VPN-X server’s reply result. Before clicking this button, the client user should check the data
filled in this login dialog and make sure it is correct.

(12) Cancel: Just close the login dialog without any extra action.

(13) Extend panel: click the up arrow and you will see the following panel. Then you can use the
Import/Export feature

VFH Serwer Haost I‘f-:nur‘.l"PE{Serveansl:erublir_'IP
VEH Server Port |zs000

User Hame It-:-n}'

Fassword I*********

Protacel =

Encryption Iﬁ.ut-:n “'l

Compression Iﬁ;ut-:- vl

|7 Sawve Pas=zword

Begister new VPN Account | Hetworle Proxy Login Cancel

F %

Import (14) | Export (1s)

(14) Import: Import client configuration (the export file you saved before). The postfix of the
exported file is “.cfg”. Please use “Export” to backup your client settings before you use the
“Import” feature.

(15) Export: Export the current client configuration for backup purposes, or quick switching client
settings. For example; If you want to login to different VPN-X servers at a different time or place,
you can export each login configuration to exported files and import them the next time. You need
not input the long VPN IP host number, user name and password.

8.2.3 Register new VPN Account online

Before you register, you should make sure VPN-X server has enabled the online register feature.
For security purposes, VPN-X server should close this feature at daily running.
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‘1 Register new YPN Account r>_(|

VPN Server Host YourVVPNXServerDNSOrPubliclP

¥ou are ready to register one VPN account on the abowve VPN
Gerver.Please £ill some information, the "*" is required.

Llser Mamei™*)

Passwiord (™)

Confirm Passwordi*)

Ernail(*)

| |
| |
| |
Full Mame(*) | |
| |
| |

&ddress(*)

[ Cik: ][ Cancel ]

a. VPN server host: This field can’t be edited. If you want to change it, you should
fill in your desired value in “Login Dialog”.

User name: Client can choose his /her VPN account user name.

Password: Password for this account.

Confirm password: Should be same as password.

Full name: Input your real name.

Email: Input your email address.

Address: Input your home or company address.

Click Ok to send the registration request. If the server enabled the online feature,
VPN-X server will process the request.

S@e@ e oo o

8.2.4 VPN-X Client Title and Tray Icon

VPN-X client title:

“2 VPN-X Client---Version 2.2.1.26{Login as "tony” using protocol TCP(SSL/TLS)) M=

VPN-X client tray icon:

After logging into the VPN, the VPN-X title and tray icon will tell the VPN user which account
and protocol he/she is using. “Title” can also tell you which VPN-X version you are using.

You should move the mouse to the VPN-X tray icon, and the tray icon will show a message.
Double clicking the tray icon will show the VPN-X main frame/window.
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8.2.5 VPN-X Client Toolbar

Minimize to tray icon

Connect 10 VPN <o @ Gl 2x 48 L 5 About VPN-X

I Exit/Quit VPN
Disconnect VPN

8.2.6 VPN-X Status Tab

*1 ¥EN-X Client-—Yersion 2.4 1.43(L.ogin as *sun” using protocol ICP(SSLITLS)) |; E Z|

Peer YEN Virtual P Public P Protocol Traverse NAT Stat.. Private Chat  Windows/Samba Shared File

sun 10101000 1121061, TCR(3SLALS) &)
SERVER {00000 [123.2044.. 0
i 1010104 112108.1.. UDP n
peole  (10.1010.100  [112.106.1... |UDP A

Birds3oft VPN-X Cross-platform P2P/3RLTLS VBN solution. hitpeihirdssoft. c om email suppor@birdssof. com or Technical
aupport{ Skype) or Technical Suppo

(1) Peer: Peer VPN account name
(2) VPN Virtual IP: Peer VPN virtual IP.
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VPN users can use this IP to access the peer machine.

(3) Public IP: Peer public IP address. You can use this information to know where the peer comes
from.

(4) Protocol: This information indicates which protocol the peer is using to connect to the VPN-X

server. VPN-X supports UDP, TCP, JSSE SSL, TLS and (OpenSSL) protocols.

(5) Traverse NAT Status: VPN-X supports UDP traverse NAT. VPN-X does not support TCP
traverse NAT. In other words, with TCP or TCP (SSL) protocol logins, client peers can’t
traverse other peer’s NAT device. That is not an error, it’s normal.

ﬂ : Traverse NAT successfully. All network data will be sent to this peer directly.

& : Traverse NAT unsuccessfully. All network data will be relayed by VPN-X server. So
you should not worry about this status.

ﬁ: You deny the peer access to your computer.
Traverse NAT success will help VPN-X server save the server bandwidth. For example;
Richard and Tony are two client peers. If the peers can traverse NAT successfully, Richard can

send share files to Tony without the server in an active state, even if the server now is not
online or down.
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[

Richard YPN-X Cligpt )
o VPN-X Client ~ 1on¥

VPN-X Client oo

Figure 6.2.3.2: VPN-X UDP P2P work mode.

Traverse NAT fail doesn’t mean the connection between two peers is bad. All network data
can be relayed by the server. It’s also a good status for VPN communication.

There are many reasons that can cause the status to become yellow.

1) The peer forbids access to his/her computer.

2) You and your peers should use UDP to connect VPN-X server for traversing NAT, or the
status will always be yellow.

3) Wait two minutes, then check the status to see if it turns green.

4) Both you and your peer have un-traversable NAT devices. Disregard this, because VPN-X
server will transfer/relay the network data for you and your peer.

(6) Private chat: Chat with somebody. Only your chatting peer can see the chat messages. Other
peers can’t see them. All chat messages are encrypted automatically. Don’t worry about some
monitor detecting it. This chat feature can be named secure chat.

(7) View share file: For Windows peers, you can click this button to view the peer’s Windows
share folder. Of course, you should know the peer’s Windows share user name and password.
For Linux, MAC OS X and BSD peers, the share is “SAMBA”. All Unix-like OS’s call
Windows shares as “SAMBA”.
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(8) Refresh peer list: This button can help you retrieve a peer list from VPN-X server.
Tips: Double clicking the table records will show the peer’s detail information.

8.2.7 VPN-X Client Configuration Tab

General Configuration Panel:

“4¥PE-XI Client—Verszion 2. 4.1.40 (Login ax "3 ong” using protocoel TCP. . !El

aw =
J HE k2]
VI'H Chat Room | ﬂ fhecess Controel | Q Log | i;; Software Update
= ) . .
'l Status % Configuration

eneral Configuration | Proxy Configuration| Fersonal Informationl

Apply |

Start with Windows r
Login automatically r
Register As Windows Serwice I
Language IEng;li sh LI
Hide Blocked Feers -
Flash Main Frame on new chat room message arriwal r
Flash Priwate Chat Window Frame on new priwate message arriwal v
Update Hotification v

Birds3oft VPM-X Cross-platform P2R/AEL/TLE VPH solution. hitpubirdzzoft. com

ernail support@hirdssoft. com or Technical Supportd Skeype) or Technical Support QO

(1) Start with Windows: If the checkbox is checked, VPN-X client will start with Windows.
(2) Login automatically: If the checkbox is checked, VPN-X client can login automatically. The
precondition is that you should set “save password” in “Login Dialog”.

(3) Language: VPN-X supports many languages.

Chinese (Simplified or Traditional)

Dutch

English

German

Italian

Malay

Norwegian

Polish

Russian
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Vietnamese

but only the English and Chinese languages are provided by the official . The other
languages are contributed by our warmhearted customers. If you find some
translation errors, please tell us ASAP.

(4) Hide Blocked Peers: This will help you hide your denied peers. They will not be shown on

the status panel.

(5) Flash Main Frame: Only for Windows users.

(6) Flash Private Chat Frame: Only for Windows users.

(4) Apply: After you change something in this panel, you should apply to make it take effect.

Proxy Configuration Panel:
You can configure the client side proxy setting here. You can also change client proxy setting on
the Login Dialog.

“? VPN-X Client---Version 2.2.1.26(Login as "tony” using protocol TCP(SSL/TLS)) M=E
Go 2% 4 P
(Zl, Status ¥’ Configuration WP Chat Room | (5} Access Contral| ) Log Q Software Update

General Configuration | Proxy Configuration | Personal Information

Froxy Type MHone w
Proxy Host 127.0.0.1

Froxy Fort a0

Lser Mame default

Fassword

Confirm Password
Lze Windows dormain in HTTP NTLM authentication

Domain defaultdomain

Birds3oft VPMN-X Cross-platform P2R/EEL/TLE WEN solution. httpofhirdssoft. com or hitpfavavpn com
etnail supp ort@birdssoft. com or Technical Supportd Sloype) or Technical Suppo

VPN-X supports Socks. VPN-X has the intelligence to select socks type. Just input what you
know and don’t care about the socks type.

VPN-X supports HTTP proxy, and supports the following authentication methods:

Digest, BAISC, NTLM and NONE

VPN-X also has the intelligence to select authentication method automatically.

If you don’t want to use a Proxy server just select “None* proxy type.
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After your configuration, don’t forget to click “Apply”.

Personal Information Panel:
You can change your personal information stored on the VPN-X server.

| Gereral Configuration | Prowy Configuration | Personal Information |

[ Apply ” Refresh

Lzer Marme | |
Password(*) |uuu |
Corfitn Passward(*) lessees |
Full Marne(*) |ton\,r |
Ernail(*) |tDnv@birdssuftl.cDm |
Address(*) |U5f-‘~ |

Birds3oft VPHN-X: Crozs-platformn P2PSESL/TLE VPN solution. bttpe/birdssoft. com or hitpAavavpn. com
errail support@birdssoft com or Technical Support! Skoyped or Technical Support( Q0%
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8.2.8 VPN Chat Room Tab

“SYPH-I Client——Version 2. 4.1 40(Login ax “HemmglEnz" nsing protecel ICP. . =] E3

e e
J gyl [ (mm ﬂ @
R -:E"s s -
il Status ﬁ Configuration
VFH Chat Eoom | & Boecezs Control | Q Log | QSoftware lpdate
Femind wou: A11 VEH pk@rs will see the content
¥ 7 ng[2009-12-15 17:33:40]:
hella
Franceseo[2003-12-18 17:33:57]:
Hi
i

BirdsSoft VPN-I Cross-platform P2R/SSL/TLE VPN solution. hitpuibirdssoft. com
ernail: support@birdssoft. com or Technical Support! Sloppe) or Technical Suppo

(1) Message display area: Display public chat messages.
(2) Message input area: Input message and press “Enter” key to send the message.
(3) Split bar: You can drag this bar to make two areas more comfortable for you.
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8.2.9 Access Control Tab

“SYFE-XI Client——¥erzion 2. 4.1 40(Login ax WgSnz" using protoecel TC. .. !EE

am H
| gyl | (2= ﬂ g)
= el
Ul Status | ﬁ\i Configaration
VFH Chat Eoom IEI hecezz Contral | Q Log | Qﬂoftware Tpdate

% Refresh |

Dlelete | Work Mode IBlacklist vI

Feer Aetion

BadGuy B Deny

Birds5oft VPMN-I Cross-platform PIR/SSL/TLS VPN solution. httpAhirdssoft com
ernail suppott@hirdszoft com or Technical Supportd Skeped or Technical Support QO

1)

)
©)

(4)
)

Add access control rule: Clicking this button will pop up an input dialog for the peer user
name.

“2 E3
Feer I Bad_G*u}'_El il I
Ok Cancel |

After inputting or selecting a peer user name, you should click ok. Then you will see he/she
are listed on the Access Control list table. If you don’t want to add another peer, click
“Cancel”.

Delete access control rule: Delete your selected rule.

Work mode: VPN-X supports two Access Control work modes.

Blacklist (default): This mode will deny all peers listed in the Access Control table. They will
not be able to access your computer at all from the VPN.

Whitelist: This mode will allow all peers listed in the Access Control table. Only the listed
peers can access your computer from the VPN.

Peer column: VPN account user name

Action column: You should always check whether the action is proper for the peer.

8.2.10 Log Tab

This tab will print all important log messages on the screen. If you want to figure out problem, you
should check the log tab first and watch to see if there is something wrong with VPN-X.
This entire message will be logged in one file named “run_client.log” located in VPN-X installed
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directory.

8.2.11 Software Update Tab

If you installed a latest VPN-X version, the panel will look like this.

“AYPH-I Client———Y¥ersion 2.4.1_40(Login ax “HiSaglEng" using proto. .. M=l E3

= =
Ié_a% Status | % Configuration
VFH Chat Room | |£n| hecess Control | Q Log QSDHW&TE Update
Update Manually Dffline) | Checle Update

Current ¥Version(Z. 4. 1.40)

-
-
- . - s . - 2 ) . 2

BirdsZoft VPN-X: Cross-platform PIP/EELTLE VP solution. httpaihirdssoft com
etnail supportd@hirdssoft. com or Technical Support) Sloypey or Techiical Support{ OO0

If the VPN-X detected a higher VPN-X version, VPN-X will tell you the latest version
information which includes:

1) Version number;

2) Where to download the latest update package. The update process is automatic, so you don’t
need to worry about this.
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£ YPN-X Client---Yersion 2.2.1 .19{Login as “tony" using protocol UDP)

), status (;‘{ Configuratian VPN Chat Room | (3 Accass Cantrol | Log| Q Software Update ‘

5 Check Update

Update is available for currentversion(2.2.1.19). Please selectthe download site.

Mote:
1WPKN-2 RC4ME should not select 2.2* update package It's designed for 2.2.1.8 Beta2 or higher.

1l
WPN- RC 46 update route - WPN-3 RC4/6 --== 2.2 1 8 Betad --== 2.2.1.19 ar higher
Dait for WPM-X anline update package is your best choice, ifyau are not familiar with YPR-3.
2.2 1*Upgrade to2.2.1.21(F01 Kh) A
BIRDSSOFT.COM @) () Download and Upgrade |
JANVAYP NGO (O Download and Upgrade

VPMN-¥ 2.2.1.21 Release naotes
Enhanced Features:
1)rmake connection rmore gquick when you are using DMNSODMNS name 1o connect VREN-X server

(4)

‘BirdsSoﬁ VPN-X P2P Croszs-platform 551 VPN solution. http/fhirdssoft. com or hitpofavawpn. com email: suppont@birdssoft. com

(5) Announcement area: BirdsSoft will post announcements here.

(6) Download site selection list: You can check the radio box to start the update process with
the web site.

(7) Progress bar: In the process of an update, this bar will show the download progress.

(8) Update progress information output area.

After an update is finished, you should restart VPN-X to make the new version take effect.

9 Advanced Topic

Warning: This section is not for the VPN-X beginner.

9.1 Tune VPN-X performance

There are some parameters that can help VPN-X work in your way.
Important: All parameters are case sensitive. You should stop the VPN-X program before setting
these advanced parameters in the configuration file.

VPN-X client configuration file: config_client.properties
VPN-X server configuration file: config_server.properties

Heartbeat (Server Side): heartbeat interval. Default value is 10 seconds. This parameter was
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introduced in version 2.2.1.25. For a small scale VPN, 10 is the best choice, but for a large scale
(supports 20 concurrent clients or more), the value should be 20 or more.

Notes:
Server side: The parameter can only be configured on server.
Both sides: The parameter must be configured on server and client side.

Parameters Default Value Table

heartbeat 10 10 10 >=10, supports
from 2.2.1.25

9.2 Tune VPN-X security

There are some security parameters to tune and make VPN more secure.
Example:

javassl.keyStore=default/serverkeystore
javassl.keyStorePassword=ENC\:e70tWalJVcg\=
javassl.needClientAuth=false

javassl.ssIName=SSLv3

javassl.trustStore=default/clienttruststore
javassl.trustStorePassword=ENC\:e70tWalJVcg\=

If you generated your own SSL certification or key, you should change those parameters.
Tips: javassl.keyStorePassword and javassl.trustStorePassword can be inputted plain-text word.
VPN-X will encrypt the password automatically.

10 Examples/How to

Here are some examples for special cases. You can use these examples to understand VPN-X
better. Keep in mind, VPN-X is a SSL/P2P VPN solution with ease of use in mind. If you just
want to let your VPN-X server and VPN-X clients communicate with each other just as they
are in the same LAN (virtual), please use the default setting in VPN-X server and create
VPN accounts in the VPN-X user management panel, you need not touch any unknown
setting on VPN-X server. Disregard the NAT, Bridge or Route configurations or other advanced
settings until you know you have to use these features and has basic network knowledge. Please
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read “Section 4” carefully first before you study the following advanced examples.

10.1 NAT configuration (For advanced VPN system administrator)

Notes: Please use VPN-X 2.2.126 or above version, 2.4 version is preferred.

Purpose: Use the VPN-X server IP address to access the Internet or remote LAN.
Typical cases:
1) 1 live in the USA and work in Australia, but | want to use a USA IP address to surf the
Internet, because some USA websites only accept native customers.
2) Our employees want to access a company LAN resource from home or other places.

Network assumed topology:

The LAN network: 192.168.1.0 (192.168.1.1 ~ 254)

Network mask: 255.255.255.0

LAN/WAN gateway: 192.168.1.1

VPN-X Server LAN IP: 192.168.1.28

VPN-X Server Virtual IP address: 192.168.240.1

The public IP address for this LAN is: 61.173.25.162 (assumed)

Run VPN-X server on your platform
Setup Port Mapping (Forwarding) on your route:

192.168.1.28 25000 25000 UbP
2 192.168.1.28 25000 25000 TCP
192.168.1.28 25443 25443 TCP

You can use commands to test whether your PORT Forwarding/MAP operation is successful.
You should run the following Test commands on the client side

telnet 192.168.1.28 25000

telnet 61.173.25.162 25000

The first command should be run on another machine in your LAN. That command will check
whether VPN-X is working properly in your LAN.

The second command should be run in another place (not in same LAN with VPN-X server),
The second command will check whether the VPN-X is working properly on the Internet. If it
fails, you should check your firewall settings (both your router or hardware firewall or other type
network device, your Server Operation System), and port mapping/forwarding on the router.

If all of these ports work, it’s time to configure your VPN-X NAT server.
We prepared two platforms examples for you.
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10.1.1 How to configure VPN-X server act as a NAT server on Mac OS X

Tiger/Leopard

VPN-X provides a friendly GUI for Mac OS X and FreeBSD users to make a NAT server more
easily. If you encounter any problem, please contact us.

000 VPN-X Server---Version 2.2.1.27
%
Z
! @, Status &4 User Management ! License é@ Configuration VPN Chat Room - »
I General Configuration = VPN Server Setting = Route Configuration ]
% Apply
Act as a NAT Server v
MNAT Interface eni
Act as a Gateway I

(‘Refresh ) ( Add ) ( Delete ) ( Modify )

Network Netmask GCateway & Metric
192.168.1.0 255.255.255.0 192.168.240.1 5

BirdsSoft VPN-X: Cross-platform P2ZP/SSL/TLS VPN solution. http://birdssoft.com or http://javavpn.com email:support@birdssoft.com
r Technical SupportiSkvoe) or Technical Support(OQO)

VPN-X on Mac OS X Tiger screenshot

A

Open VPN-X "route configuration" panel and do the following configuration.

Act as gateway: checked
Act as NAT server: checked
NAT interface: en0

Notes: Since VPN-X 2.4.1.35VPN-X can help you get the default NAT interface
automatically. You need not run the command to check.

The NAT interface should be your LAN interface name on your Mac OS X (Tiger/Leopard).
You can use the command "ifconfig" to check.

ifconfig
For example: In our Test Mac OS X, we get the following information

apple-computer:~ root# ifconfig
l00: flags=8049<UP,LOOPBACK,RUNNINGMULTICAST> mtu 16384
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inet6 ::1 prefixlen 128
inet6 fe80::1%Il00 prefixlen 64 scopeid 0x1
inet 127.0.0.1 netmask 0xff000000
gif0: flags=8010<POINTOPOINT,MULTICAST> mtu 1280
stf0: flags=0<> mtu 1280
en0: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
inet 192.168.1.28 netmask Oxffffff00 broadcast 192.168.1.255
ether 00:0¢:29:18:9d:70
media: 10base T/UTP <full-duplex> status: active
supported media: 10baseT/UTP <half-duplex> 10baseT/UTP <full-duplex>
tap0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1400
inet 192.168.240.1 netmask Oxffffff00 broadcast 192.168.240.255
ether d2:63:3a:d9:22:4f
open (pid 217)
NAT interface name is very important,or your VPN-X server will not work properly.

Add a route rule on “Client Route Table” for your VPN clients.

network: 192.168.1.0
netmask: 255.255.255.0
gateway: 192.168.240.1
metric: 5

if you want to access internet with server side IP, you should add route rule like this:
network: 0.0.0.0

netmask: 0.0.0.0

gateway: 192.168.240.1

metric: 1

Don't forget to click "Apply". After change route setting, you’d better tell your clients to restart

VPN-X client to make sure the new route rule is working.

10.1.2 How to configure VPN-X server act as a NAT server on Windows

Windows 2003, Mac OS X, FreeBSD and Linux supports acting as a NAT server. Unfortunately
Windows XP does not support this method.

If you are using Windows 2003, please follow these steps:
1) Stop Windows Firewall/Internet Connection Sharing (ICS), and disable it.
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B (=1[E9

File~ Action Wiew Help

mEFERE @ »

% Services (Local)

Services (Local)

Windows Firewall/Internet Mame: A
Connection Sharing {ICS) %Terminal Services
Start the sarvice %;:rminal Services Session Direckory
Emes
%Uninterruptihle Power Supply
Deescription: %Virtual Disk. Service

Provides network address translation, )
addressing, name resolukion andfor %VMware Tools Service
inkrusion prevention services for a home %'\l’dume Shadow Copy

ot small office network, %Webclient

%Windaws Audio
Firewall/Internet Connection Sha
%Winduws Image Acquisition (WIA)
%Windaws Installer
%Windows Managerment Instrumentation =
%Winduws Managernent Instrumentation Driver Exten 3

£ I »

\ Extended /‘: Skandard ,/

3) Control Panel-> Administrative Tools-> Routing and Remote Access
Open the configuration window like this.

< Routing and Remote Access ._ E|E|
File Action Wiew Help

- BEXEE @

‘Bl Routing and Remote Access TEST-LSZYAZHAVI (local)
Server Skatus |

aind Remote

and Enable Routing and Re

cocess, on the Action menu, click

All Tasks * nd Remote Access,

Vigw p Ingup a Routing and Remote
- and troubleshooting, see Help.
Delete

Refresh

Properties

Help

Configures Routing and Remote Access for the selected server

4) Configure Routing and Remote Access
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Hﬁuting and Remote Access Server Setup Wizand

Welcome to the Routing and Remote
Access Server Setup Wizard

Thiz wizard helps you zet up vour server 2o that you can
connect to ather networks and allow connections from
remate clients.

To continue, chok Mest.

MEHD |[ Cancel

Next
Select network address translation (NAT), then Next

Routing and Remote Access Server, Setup Wizard

Configuration

=
Y'ou can enable any of the fallawing combinations of services, or you can ?I,_J
cuztomize this server.

" Bemate access [dial-up or YPM)

Allow remote clients bo connect to thiz server through either a dial-up connection or a
zecure Yirtual Private Metwork, [WPM] Intermet connection,

0+ Metwork address translation [MAT]
Allows internal clients to connect to the Internet uging one public IP address.

" Wirbual Private Metwaork, [WPN) access and NAT

Allow remote clients bo connect to this server through the Internet and local clients to
cohnect to the Internet using a single public P address.

" Secure connechion between bwo private network s
Connect thiz network to a remote network, such az a branch office.

" Custom configuration
Select any combination of the features available in Bouting and Remote Access.

For maore information about these optionz, see Bouting and Bemaote Access Help.

< Back ” Memt » ][ Cancel
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Keep in mind, the VPN-X virtual device is a virtual Network interface connection (NIC), but you
can deal with it just like a real NIC.

Choose the real NIC to be the public interface to the Internet. Windows will use the VPN-X NIC
to be the private connection automatically.

Routing and Remote Access Server Setup Wizand

MAT Internet Connection o
Y'ou can select an exizting interface or create a new demand-dial interface for &J
client computers to connect to the Intermet.

* |ze this public interface to connect to the Intermet:

I ame D'escription IF Address

Local Area Connection IntellF] PROA000 MT... 192.168.1.28
Local Area Connection 30 WPM-= Yitual Metwork...  192.168.2401

" Create a new demand-dial interface to the |ntermnet

& demand-dial interface iz activated when a client uses the [ntermet. Select this
ophion if this server connects with a modern or by using the Point-to-Paint Protocol
aver Ethermet. The Demand-Dial Interface \Wizard will start at the end aof this wizard.

[ Enable security on the selected interface by setting up Basic Firewall:
Bazic Firewall prevents unauthorized users from gaining access to this server
through the [nternet.

Far mare infarmation abaut netwark, interfaces, zee Bouting and Bemate Access Help.

< Back ” et » l[ Cancel
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Routing and Remote Access Server Setup Wizard

Name and Address Tranzlation Services .
“fou can enable basic name and address services. %

windowes didn't detect name and addreszs services [DMS and DHCP] an thiz netwark.,
Haow do pou want to obtain theze servicesz?

{* i hable basic name and address services

Routing and Remote Access azsign: addreszes automatically and fonwardz name
rezolution requests to a DMS zerver on the Intermet.

" | will zet up name and address services |ater

Choose thiz option if you have zet up the Active Directory on your network, o if you
hawve DHCF or DMS zervers in your nebwork.

[ < Back ” Met > l[ Cancel ]

Routing and Remote Access Server Setup Wizand

Address Assignment Range .
% YWindows haz defined a range of addrezses for vour netwark. ?I,_J

Fiouting and Femote Access will provide an address to any computer on your network,
which requestz one. These addreszes will be selected from the range defined below.

Metwork Address: 192.168.240.0
Metwork Mask: 255 255 26510

Thiz addresz range was generated from the P address of your netwark. adapter. 'ou
zah change the address range by defining a new static address for this netwaork, adapter
through the Metwork, Connections Folder.

Click Mest if the address range iz acceptable. Click Cancel if you wizh to exit the wizard
in order to define a new static address.

< Back ]MEHD |[ Cancel




Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote
Access Server Setup Wizard

You have successfully completed the Routing and Femote
Arccess Server Setup wizard.

Surnmary:;

Configured AT for the following [nternet interface; Local
Area Connection

Clients on the local-area network, vill be azzigned IP
addrezses fram the following range:

Mebwaork, address: 192168, 240.0; nebwark, mask: w

To enable zervers to rezpond to Intermet requests,
configure port mappings and update your firewall. For more
information about port mappings and firewall exceptions,
zee Houting and Remaote Access Held.

To cloge thiz wizard, click Finizh.

¢ Back ” Finizh l[ Cancel

Next, finish the Windows NAT configuration. You can disable the NAT firewall or write an
exception rule to make your NAT work properly. Note: The NAT firewall is not the same thing as
Windows built-in general ICS firewall.

The client does not know how to access the remote LAN through the VPN server, so you should
add a route configuration for clients, and click “Apply”
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K" YPN-X Server---Version 2.2.1.26

HL) B

2, Status 3 User Managerment * License
% Configuration ‘ WPM Chat Room {3 access Contral ) Log Q Software Update

General Configuration | WYFM Server Setting| Route Cunﬁguration|

ACt as a Gateway F]
——————————————————— Cliernt Route Tabl
[ Refresh ][ Add ” Delete ” Maodify ]

Metwork MNetmask Gateway Metric

192,168.1.0 255.255,255.0 | 192.168.240,1

Birds3oft VPN-IX: Cross-platform P2P/SSL/TLS VPH solution. hitpihirdssoft. com or hitp/favavpn. corm
ernail supporti@birdasoft. cotn or Techmical Support] Skopped or Techtical Support] QOO0

Add a route rule on “Client Route Table” for your VPN clients.
network: 192.168.1.0
netmask: 255.255.255.0
gateway: 192.168.240.1
metric: 20

if you want to surf internet with server side IP, you should add route rule like this:
network: 0.0.0.0
netmask: 0.0.0.0
gateway: 192.168.240.1
metric: 1

Don't forget to click "Apply". After change route setting, you’d better tell your clients to restart
VPN-X client to make sure the new route rule is working.

10.1.3 Test your NAT server from VPN-X client

Run VPN-X client.
Assumed your VPN-X server public/Internet IP is 61.173.25.162

For SSL VPN:
VPN Server host: 61.173.25.162
VPN Server port: 25443
protocol: TCP(SSL/TLS)
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user name and password

For P2P VPN:
VPN Server host: 61.173.25.162
VPN Server port: 25000
protocol: UDP
user name and password

After your VPN-X clients logon VPN-X server, they will access your remote LAN easily.
ping 192.168.240.1
ping 192.168.1.1

10.2 Bridge (For advanced VPN system administrator)

Purpose: Lets you use a remote LAN IP address, and you can use that IP to communicate with
other machines in the remote LAN directly.
Typical cases:
I need to access our office LAN from an airport or other place, and also let remote LAN
computers access my laptop.
VPN-X server on the Windows platform supports Bridge operation.

Network topology:

Note: You should have a very special LAN ip address to avoid conflicting with
another local network. It’s a bad idea to use bridge mode with 192.168.1.0 or
192.168.0.0 network, because your coffee bar or airport local wireless network
may also be using this network address.

The office LAN ip range: 192.168.100.1~254.
192.168.100.1~199 for real machine IPs
192.168.100.200~254 for VPN users.

The VPN-X Server LAN IP : 192.168.100.50
Gateway: 192.168.100.1
The public IP address for this LAN is : 61.173.25.162 (assumed)

After the network interface cards (NIC keep in mind, VPN-X is a Virtual NIC) are installed and

connected, go to the bridging computer and open Control Panel, click Network and Internet
Connections, and then click Network Connections.
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® Control Panel |'._||'E|r5__(|
File Edit Wjew Favorites Tools  Help -:,'
(JBak - ) IO search |I'['f Folders | (&5 [ < ¥) [X-
Address |[} Conkraol Panel b | 0
Falders ® Marmne Commenkts L
@' Deskkop ~ | | [Zf)Folder Options Customize the displ...
@ My Documents i [ﬁFDnts add, change, and ...
= .j My Computer B came Controllers Add, remove, andc...
g 314 Floppy (4:) anternet Opions Configure your Inte. ..
e Local Disk (C) @Kevboard Customize wour key, ..
2L D%D Drive (1) '~ Licensing Changes licensing o. ..
=l I:} Conkral Panel '_'_}Mu:uuse _uskamize wour mo,.
48 Administrative Taols sihletwork Connections Connecks ko other c...
EI Fonks LPthe and Maderm Opkions Canfigure yaur tele, .. L3
t:-._ MNetwork Conneckion: ™ ‘%Puwer Options Configure energy-s...
2 Printers and Faxes C__;;Printers and Faxes Shows installed prin...
% Scanners and Camner W Regional and Language Options Custamize settings ...
A el T s %Scanners and Cameras add, remove, andc...
4 | * [ Y R N R [ L .. ‘_’

',_5. Hetwork Connections

File Edit Yew Favorites Tools  Advanced  Help -ﬂ'
() Back - 0 Search [ Folders [ 0 3 ) [T
Address |t:', Metwaork Connections v o Lnks
Mame Tvpe Device Mame Skatus
LANM or High-Speed Internet
<L Local Area Conneckion LAM or High-Speed Internet  Intel{R) PROS1000OMT M...  Connected

<L Local Area Connection 25 LAMN or High-3peed Internet  WPM-¥ Virkual Device Inte... Mebwork cable unplugged

Wizard

EENEW Connection Wizard |

a3

‘Wizard

| >

Note: To create a network bridge you must select at least two network connections that are not
being used by Internet Connection Sharing (ICS) or the Internet Connection Firewall (ICF).

Next click both network connections (if you have several segments, hold down the Ctrl key and

click all the connections that correspond to all the LAN segments you want to bridge), right-click

one, and then click Bridge Connections.
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™ Network Connections ._ E| E|
File Edit Wew Favoribes Tools  Advanced  Help -"f
(QJBak - ) T | O Search [ Folders | [ 30 X E) | [
Address |'£g, Mebwark Connections A | Go  Links ¥
Marme Tvpe Device Marme Status
LAN or High-Speed Internet
LaM or High-5peed Internet  Intel{R) PROS1000 MT M.,.  Connected

Ll e Hinh-Speed Internet

Wizard

@ Mew Connection Wiz

Bridge Connections

5

<

WPM-% Wirtual Device Inke. ..

Mebwork cable unplugged

After the bridge configuration is complete, you'll end up with a Network Connections window that

looks like the one below.

= . R = )|
= Network Connections = | E|E|
File Edit Miew Favorites Tools Advanced  Help 11.’
€] d%k | & T D Gearch [ Falders | [ 0 X ) [G-
Address |£}, Metwark Connections v Go | Links **
Marne Type Device Mame Status
Metwork Bridge
B#-MNetwork Bridge (MNetwork Bridg...  Mebwork Bridge MAC Bridge Miniport Connected
JLiLacal Area Connection 25 | Metwork, Bridge WPM-% Wirtual Device Inte.,.  Metwork cable unplugged
L Local &rea Connection Mebwork, Bridge InteliR) PROSI00O MT N...  Connected, Bridged
Wizard
Mewe Connection YWizard Wizard

4

|

We should set the Network Bridge manually. Because we want to use the same IP address as the

Local area connection setting: 192.168.100.50.

Right-Click the Network bridge and select the “Properties”, then select “Internet Protocol

(TCP/IP)”, and change the IP address and gateway...

windows.

click “Ok” and close all configuration
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:3 Metwork Connections
Edit

File Faworites

@Back A > | O search

igt Tools

Address |®.- Metwork Connections

Mame

MNetwork Bridge

8. Network Bridge (Mebwork Bridge) 2
L Local Area Connection 25
<M Local Area Connection

Wizard

Mew Connection Wizard

[ T R S,
i}

-4~ Network Bridge (Network Bridge) 2 Properties IE”Z|

General | Authentication | Advarced|

Adapters:

on your local network,

Select the adapters you want to use to connect to computers

g Local Area Connection
g Local Area Connection 25

Thig connection uges the following itg

gclient for Microsoft Network:
O Q Metwork Load Balancing
g File and Printer Sharing for
%= Internet Frotocal [TCPAP)

Inztall... Uninstal

[ Show icon in notification area wh

Internet Protocol (TCP/IP) Properties

General

‘fou can get IP settings assigned autamatically if vour netwark supparts
this capability, Otherwise, you need ko ask vour netwark administrator
for the appropriate IP settings.

() Obtain an IP address aukomatically
() Use the Following IP address:

IP address: 192 . 163 . 100 . 50

Subnet mask: 255,255,255, 0

Default gateway: 192 0165 . 1 . 1

Obtain DNS server address automatically
() Use the Following DNS server addresses:

Preferred DNS server: 192 168, 1 . 1]

Alkernate DS server:

.

[ OK ] [ Cancel

]

Startup VPN-X server and change the VPN server setting as follows:
You should use the same network address to the VPN virtual Address as the LAN IP.
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% YPN-¥ Server—-Version 2.2.1.26

HE) B
Q Status Q User Management Q License
2l ) -
&g Configuration | WP Chat Room [ access Contral ) Log Q Software Update
{| Route Configuration
Apply
WPN Serwer Wirtual Address I 192 . 168 . 100 . 200
WPN Netrask I 295 . 235 . 235 . u]
Carnpression | Auto b
Use Bridge
Bridge IP I 192 . 162 . 100 . S0
e (WirtualiDMS Il
(irtual)DNS TP |
Allowe Register VPN Account From Metwaork (|
------------------- About Multi-Listener Port Setting(need fo restart YPN)---------mmmeeee oo en
Refrash ] [ Add ] [ Delete
Protocol Port
LIDF 23000
TCP 23000
TCP(SSLITLS) 23443

BirdsZoft VPMN-X Cross-platfortn P2R/SSL/TLE VPN solution. http/fbirdssoft com or http/ijavawpn. com etnail support@hirdssoft. com
o Technical Support! Skeppey or Technical Support 000

Click “Apply” to make your VPN server use the new settings.

Create a new VPN account in User Management Panel. The first account IP should be
192.168.100.201. The second account IP should be 192.168.100.202, and so on. You can change
the IPs as needed, but you should make sure all VPN accounts’ addresses are in the same network,
for example: 192.168.100.0 netmask 255.255.255.0

You can use the VPN account to login VPN-X from the remote VPN-X client.

Run this command on your client after client login:
Ping 192.168.100.1

If you receive a response, your VPN-X server with a Bridge office network is configured
successfully.

Note: In this example, you should use 192.168.100.50 to access the VPN-X server. Don’t use
192.168.100.200, because the “192.168.100.200” is a dummy address for starting the VPN
account IP pool.
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10.3 Proxy server

Purpose: Let you access remote LAN computers with the special ports for example FTP, Web
Server and Remote Desktop...
Note: With this method, you can only access some special applications.
Typical cases:
1) | just want to access the web server in our office LAN. When need to configure a proxy
server before accessing that resource.

You can use third-party software to do that. VPN-X just helps you create a VPN for you and your
proxy server. There is a great software to do that, but not easy to configure:
Squid (http://www.squid-cache.org/)
BirdsSoft can provide a Proxy solution for customers.
Proxy server provided by BirdsSoft supports:
HTTP Proxy, FTP Proxy, Socks 4/5, Telnet, Proxy,SMTP Proxy POP3 Proxy, TCP Map and
UDP Map...
If you need this solution please contact us.

10.4 Route (gateway)

Note: The Gateway feature should always be worked in conjunction with a NAT
server, or you will have to configure a route rule for each computer, and tell them
where to send the Ethernet packages. We don’t recommend using this method to
make a network.

VPN-X gives a GUI for all platforms about this. VPN-X can help OS act as a Gateway easily.
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't YPN ¥ Server—-Version 2.2.1.26

L) BN

QQ, Status Q Uzer Management * License
& i -
@é Configuration ‘ YPM Chat Room [ &ccess Control @ Log Q Software Update

General Configuration | WPN Server Setting| Route Configuration |

Act as a Gateway
——————————————————— Client Route Tabl

[ Refresh ” add ” Delete ” Modify l

Metwiork Metrmask Gateway Metric

192.168.1.0 : 255, 192.1658.240.1

Click “Apply”, Linux, FreeBSD and Mac OS X will take effect without rebooting the machine,
but Windows needs to reboot to take effect.

BirdsSoft VPM-X: Cross-platform P2P/SSL/TLS VP solution. hitpfbirdssoft. com or hitp/javavpn com
email: support@hirdssoft com or Technical Supportd Sloype) or Technical Suppo

11 Self Diaghoses

11.1 Open Virtual Network Device Error!

Lrror

e Open Wirtual Metwark device error!
Please check WPN virtual device status and nurnber!
Possible reason:
11The VPN virtual device don't exist.
2Meed more WPM virtual devicedif you want run more than one YPH programe )
3vou don't have the priviege to run YPN-X on system ou should use administratar role to run YREM-X.
For example: administrator (Windows ), root (Linux, Mac OS5 X, FreeBsD)

x)

For detal ervor message, please view log file "wprnx_core.log” which in INSTALL DIR.

Basic knowledge: Each VPN-X program should use one virtual network device (named “vpn-Xx)
with administrator role.
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Ask yourself following questions before report us this is a bug:
1) Are you the administrator user or user with administrator/root role on this platform/OS?

Tips: Windows Vista (or above, such as Windows 7) user should use administrator role to
run VPN-X (just click the right button on the VPN-X shortcut link, and you will see the
menu).

Mac OS X users should not care about it, because VPN-X can help you to detect the user
role.
Linux users should use command “sudo” or root role to launch the VPN-X server or client.

2) Do you have enough virtual devices for each VPN-X program.
Windows users:
By default, VPN-X Windows installer will help you install a virtual network device on
Windows.

Mac OS X users:
Please refer to “Understand VPN-X" section.

Linux users:
Please refer to “Understand VPN-X" section.

11.2 VPN-X client always reports “Can't connect to VPN-X

server, and report time out error!

There are two methods to check whether your VPN-X server is on the Internet, or can be accessed
by clients.

® Method 1: Using Telnet to check
Please run the following command from a remote machine (Please don't run this command in
the same network of VPN-X server. You should run it at another place or network ):
telnet <your vpn-x server public/internet IP> 25000

You can find the public IP from the VPN-X server status panel or visit this
page http://checkip.dyndns.com from VPN-X server machine.

For example:
telnet 74.125.127.100 25000

If you got a response from the VPN server side, then you can access your VPN-X from
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anywhere. In other words, your VPN-X server is on the Internet.
This method can’t detect UDP protocol. If you want to check UDP, please use method 2.

® Method 2: Using VPN-X client to check the network status
Input public IP of VPN-X and port, corresponding protocol, and random user name and
password.
You can find the public IP from VPN-X server status panel or visit this
page http://checkip.dyndns.com from VPN-X server machine.
By default:
Port 25000, the protocol can be UDP or TCP
Port 25443, the protocol should be TCP(TLS/SSL)

After filling in all of these with a random password and user name, please click the login
button. If you receive a password or user name error dialog, congratulations! Your VPN-X
server is on the Internet/public. You can use the correct user name and password to login. If you
receive a timeout error dialog, the VPN-X server is not on the Internet/public.

12 Technical Support

12.1 FAQ(Frequently Asked Questions)

Please read section 11 first. That can cover 90% of potential problems.
You can find more here: FAQ from BirdsSoft Website

12.2 Contact Us

We would like to kindly remind you that we are NOt birdsoft. we are BirdsSoft!

To save your time, please contact us with Email.

Email: support@birdssoft.com (Recommended)
SKYPE: birdssoft
QQ: 184058240

Official VPN-X club Forum: http://forum.birdssoft.com/forum/
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