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10 Cool Things You Can Do With EtherPeek NX

EtherPeek NX isthefirst protocol analyzer to offer both expert diagnostics and frame
decoding in real time, during capture. WildPackets EtherPeek NX has been carefully
designed to help IT Professionals analyze and diagnose increasingly diverse volumes of
network data, providing precise, contemporary analysis of the problems facing today's
networks.

Here are ten cool things you can do today with EtherPeek NX!

therPeek NX - [Capture 1]

@ File Edit Wiew Capture 3Send Statistics Tools Window Help
O-&- MEaE S 2V 2HOM +
[ 82,271 || [ a0 | ]
[ 52271 || | = [accept all packets | Sl (a3l
I I r 18;3} B 53 E'  (Using MyExpertProfile exp)
Het Hode 1 (Client) Het Hode 2 Problems Packets Bytes Duration Aug Delay TCP Status ”~
‘= UDPPort 2462=-=3nimp 8,336 1415302 00:03:33.805
= GARY-PC 6321413738 107 1551 695,509
= TCPPort 25348=->rtsp 107 1551 695508 00:03:45722 192 800 ms Cpen
) TCP Slow Acknowledgement a0
@ Low Server-to-Cliert Through 22
) TCP Retransmission 1
o Slowe Server Response Time 4
= 104.58.18 6321413736 113 1,551 535,509
El TCP/Part 62688=-=rtsp M3 1551 695,509 00:03:45.721 191.675 ms Qpen
) TCP Slow Acknowledgement 6
) Low Server-to-Client Through 22
) TCP Retransmission 1
o Slove Server Response Time 4
= g 10.4.58.18 65.113.29.68 362 1,393 664,571
] g TCP/Port 61750=-=ms-streaming 362 1,383 664,571 00:03:44.967 5737 ms Qpen a
Problem Summary  Problem Log \ Mocke Details
T i
Date/Time Description Het Hode 1 Het Hode 2 Packet ProtocoliApp ~
0971772002 at 16:57 . TCP Fast Retransmission 1921681104 B412184 25 10459 TCPPort 3859=-=http
037172002 at 16:57... TCP Fast Retransmission 1045816 641215425 10454 TCR/Port G4435=-=hitp
031752002 at 16:57 . TCP Zero Window 1045518 B412184 25 10465 TCPPort 64435=-=hitp
0371772002 at 16:57... TCP Zero Window 192.168.1.104 641218425 10460 TCR/Port 3859=-=http
09172002 &t 16:57... Slow Server Response Time (165 ma from Packet 10... 192168153 B6.133.152.191 10544 TCPPort 2821 =-=netwieve-aix-6 0
Packets Jy Nodes §y Protocols j, Size f, Summary fi History f Log b Expert £ Peer Map J Fiters
‘Capkuring Packets: §2,247 Duration:  00:03:46
X [ JELE: oz Mo [ 3]
Date Message -~
@ mnizom: bt 6412174 1 S3contert B0 TR TL 2L UT0_ow3xmiigi snsadRRNkes_S. .
O o7 hitp: #7207 188 7 201 fobshowPlaying S te=1 132307 1508:5/=0)2,7H xg,&10323
o 094 7/2002 hittp: 4207 168.7. 201 hhsMowPlaying S ts=103230715085=0X2,7H =0 ,810323..
o 0941772002 hittp: diclata my wip.sc3 yahoo.comifeedipgd Pa=cuates from JULIEKIM
€ ez | hitp: didater] .my vip 55 yahon.com/feedipgd 7s=guotes from 10.4.55.15
: v
For Help, press F1 B8 3Com 3C920 Integrated Fast Ethernet Controller (3C305C-T: Compatible)

Main window of EtherPeek NX, showing the Expert view
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1. Capture and view packets

Though you can see global network statistics without capturing packets, for most analysis
sessions you' || want to capture packets. One of EtherPeek’s many strengthsisin its
flexibility. Thisisimmediately apparent in the packet list display, where you can easily

Show Packet List

Show Decode View

Show Hex View

customize the display.

Click on the New Capture button on the
Start Page, or pull down File...New from the
menu bar. Click OK in the Capture Options
Dialog, then click the Start Capture button.

EtherPeek provides several waysto
customize your view of traffic with asingle
click.

a. The auto scroll option (Ctrl-K) allows you
to see packets asthey comein, which is
useful if you'relooking for particular
information in the Summary or Expert
columns.

b. The Show Packet List, Show Decode

Capture Options

Caphure title: | Capture 1]

Continuous capture
Buffer options
() Discard all packets when wiapping

(3) Discard oldest packets first [use ring buifer)

[ 5ave to disk

[ Limit each packet to bytes
Buffer size: | 24000 kilobytes

Show this dislog when creating a new capture window

I QK H Cancel H Help ]

View, and Show Hex View buttons allow

you to pick the content you want to seein real-time. Most other analyzers show all
three (and not usualy in real time) and do not allow you to toggle between the

different views.

*© EtherPeek MX - [Capture 1]
&h Fle Ecit Wew Capture Send Stabistics Tooks Window Help

D-S-UE W=Eg &b 272080 H +

[ 93,737 [ [ 100% [ Stop Capt ]
[ 95,737 || | = [Accept =l packels D

E‘ A &

Destination Size Delta Time
i = 2.168.1.204 DEVX S 64 00.001379
~1P-192.168.1.204 DEVX {1518 00.008035 !

{ DEVX IP-19z.165.1.204 205§ 00.000271

Protocol | Summary — =
Ret...  .h....,5= 63dv77azl,| ¥ PAcel

- 634777821, | ¥ FOUCe

AP....5-1355732661, Source Logical

| IF-192.168.1.204 DEVX . 1518 00.002967 \B....,8= 6347792681, SourcePhysical
93640 | IP-192.168.1.204 DEVX 316! 00.000031 AP...,%= 634780741,  SourcePort
93641 | DEVY IP-192.168.1.204 641 00.000230} B, $=1855732828, v Destination
93642 | £40l.mail.yahoo.com  IP-10.4.58.13 64: 00.003567 ¢ WAL ..,5=1710136118, Dest, Logical v
< = = = = Dest, Physical 5
Dest, Port
8| b O ? Flags
=-% Packet Info v Size -~
@ Flags: 0x00 IP Length
& Status: 000 hichis}
§ Packer Length: 1518 Date
§ Timestamp: 11:25:12. 263986 09/168/2002 Absoluts Tims
=¥ Ethernet Header v Deka Time:
B Destination: 00: 50: 86 40:41:37 Relative Timg
HR Source: 00:03:93: 94: 1A:BC Curnulative Bytes
§ Protocol Type: 0x0e00 1P + Protocol
=% IP Header - Intermet Protocol Datagram Fiter
0000: 00 50 56 40 41 37 00 03 93 94 LA BC 08 00 45 00 . PVEAT..““.4. E. v Summary
0016: 05 DC EE 70 40 00 40 06 BE 2F 04 04 34 0Z 0k 04 .U.pR.@.30..:... Analysis Module Mame
0082: 3A 12 13 8B FL 7C IF 52 A7 08 71 8E €7 71 80 10 :..c.|.R§.afgql.
0048: FF FF 08 ED 00 00 01 57 CO €6 62 6F 6E 63 74 61 ..... . -WhEbonita v Expert
0064: 02 80 13 0L 57 CO CE 62 6F 73 74 6F 6E 0Z 80 2B ....UhEboston..+ Packet List Optians. ..
0080: 01 §7 €D Ch 62 72 €F €F €D 66 €3 65 £C 64 02 80 WA broomtield..
0096: 12 01 §7 CO €8 62 72 6F 73 73 61 72 64 65 01 57 . .Whibrossarde.V v
N\ Packets f{ Nodes J Protocols J Size Jy Summery b itory J, Log J, Expert b Pecr tap , Fiers /
Capturing Packets: 44,070 Durakion: 00:04:41

c. Right-click on one of the columns in the packet list to customize the column display.

1. Capture and view packets
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2. Capture filtering the easy way

EtherPeek ships with aset of common, pre-defined filters, but itsreal power isin the ease
with which you can create your own filters.

1. Aspackets are coming in, choose something you might want to filter on, such asa
protocol or source | P address. Right click on that packet (stop the scrolling, if necessary,
by keying Ctrl-K).

4 Capture 1 g@@
[ Packe 663,620 | [T
| 83,820 || fter | == | &ccept all packets el

] & sl =%

Packet | Source | Destination

663752 aiedomload.cps.... | GARY-PC 5
663753  GARY-PC {aiedotmload. cps....

Delta Time | Protocol | Summary Expert A
00.000640  TCF .. ,5=2552807223, 1=
00.000197

4 Ip

Decode Packet

663755 | aiedovmload.cps. . 00.014895 | TCP Jh....,5=25528086583,L= 1460,4= 0.
663756 | aiedovmload.cps. . 00.000891 | TCP Sh...., 5=2552808653,L= 1460,4= 0...
663757 | aiedovmload.cps. . 00.011490 @ TCP Jh...., 3=2552810143,L= 1460,4= 0.,
663758 | aiedownload.cps. . 00.000622 @ TCP .A....,3=2552810143,L= 1460,4= 9...
663759 | GARY-PC Select Related Packsts » 00.000198 ' TCP «A....,8= 954665635,L= 0,h=25...
663760 TP-10.4.58.18 00.000280  TCP WA....,8= 954665635,L= 0,h=25...
Select all Ctrl+a H

663761 wuw. livejournal.c
663762 wum. livejournal.c — Select None 4D
663763 IP-192.168.1.104  [Invert Selection

00. 006837 © HTTP WA, L F,3=1660402554, L= 0,4=28...
00.000227 ° HTTP WA, F,5=1660402334, L= 0,4=28...
.000152  HTTP WAL ..., 5=2837742204, L= O0,a=16...

663764 IF-10.4.58.18 00.000301  HTTE . ,8=2037742204,1=  0,A=16...
663765  aiedommload.cps. . Set: Send Packet 00.007766  TCP Jh... ,5=2552811603,L= 1460,4= 5...
663766  amiedowmload.cps..  Send Selscted Packsts 00.000618  TCF .h....,3=255281160%,1= 1460,4= 9...

663767 | aiedomload.cps. . 00.023187  TCP Jh....,3=2552813063,L= 1460,4= 5...

EE S0 000 e s 0@ 0 0
=
S

663768  aiedommload.cps.. 00.00071%  TCP ; =2552813063,1= 1460,4= 9...
663769  GARY-PC ) Insert Inko Name Table... 00000220 TCP .A....,5= 954665635,L=  0,h=25...
663770 IP-10.4.58.18 ga . oo . 00000283  TCP .A....,8= 954665635,L=  0,k=25...
663771 | IP-205.188.10.11% = ) 00.006964 ¢ A0L SA. ..., 5=4190782958, L= O0,4=12...

663772 IP-205.188.10.11%  APPlY Analysis Module 00.000294 © A0L 0,4=12... @
e | Make: Threads 1 i
Packels Protocals Jy Size  Protocol Infe., fer Map J Fitters [
Capturing Set Relative Packet Packets: 35,327 Duration: 00:26:57

Packet List Options. ..

2. Click on Make Filter — notice that the information on the packet you choseis already set
up in the Edit Filter dialog for you.

Edit Filter

Filter: |A Mew Filted | Color: 1 '| Tope: | Simple -

Comment: | |

Address filter

Addrezs 1 Type: Addrezs 2
IF -
fosss vl © [rommmreies] ]
ko d
Both directigns O Any address
Pratocal filter
“world \wide Web HTTP Protocal
Fart filter
Pt 1 Type: Port 2
TCRUDP &
sr vl O —
= () Ay port

Both directions

[ QK ][ Cancel ][ Help ]

3. Namethe filter and make modifications. You may wish to restrict the data to only one
attribute, for example, source | P address or protocol.

4. Click OK to savethefilter.

2. Capture filtering the easy way Page 3



5. Click ontheFilters tab and find your new filter in thelist. Check the box next to thefilter.
You will now be capturing only packets that meet the criteria of that filter. (Alternatively,
you can reject only those packets matching the filter criteria by clicking on the Reject
Matching button.)

ap o]
25 572 4% [
| 20,027 | | +f+ [mccept only Sl (i

Accept Matching [#e[# g a0

Filter Comment s
Reject Matching A New Fitter

] 2ppl=Talk AppleTalk packets

1 &ppl=Talk Broadcast Packets to the AppleTalk broadoast adoress

] Broadcast Physical layer brosdcasts

[ DECret DECnet packets

[ DHCP DHCF packets

[ ons DMZ packets

[ Error Error packets

1 FTP FTP data or cortrol packets

[ HTTP HTTP packets (web)

1 Icup ICHMP packets

Or IP, AR, or RARF packets

] Multicast Phrysical layer multicast packets

[ my web server

] ner AppleTalk NBP packets

[ MetBIOS NetBIOS packets

] metvvare Metiare packets

[ osl OF packets

1 PoP POP packets (email)

] =mB SMB packets

] smTP SMTP packets (email)

] TCP TP packets

Telnet Telnet nacket b

Packets A Modes A Protocols A Size A Summary A History A Loo A Expert i Peer Map A Fiters |

Capturing

Packets: 20,021 Duration:  00:02:12

6. Go back to the packet list in the Packets view. You should only be seeing packets that
meet your filter criteria. Notice the packet counts differ in the upper |eft corner (Packets
Received vs. Packets Filtered).

2. Capture filtering the easy way
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3. Advanced filtering

EtherPeek’s advanced filtering is easier to use than most analyzers' simple filtering.
Filtering on specific protocol decode fields, for example, can be accomplished in just a
couple of mouse clicks. Suppose you wanted to view all packets with a Time To Live
(TTL) of under 128. A packet witha TTL of less than 128 indicates the packet has most
likely traversed arouter. When dealing with network slowdowns, it's interesting to
understand where the packet came from and whereit'sgoing. TTL helps us understand
the packet's path. Here’'s how to build the filter:

1. Click onthe Packet List Tab.
2. Choose any IP packet and double-click to open the decode view.
3. Right click onthe TTL field under the IP Header section and select k.
4. An advanced filter is already made for you!
5. Double Click on the Value box.
6. Changethe Operator to ‘<’ (other LAN analyzers do not have this capability).
B apture 1 - Packel #/037875] - = %]
O-@- L& == 4@ d 2V 2ATH -+
== \éﬂ Q- Edit Filter
-‘: e na:-x;m:: P i Fite: | United —
s ouit e |
& Packer Length: 13 L
L T?t).l::iit:zi;u 11:20:86.794826 03/16/2002 4 Length-'i =5 3
R il e e =
i P“tn::iinn Ir Mask: | O<FF
T [ signed
§ Header Length 5 (20 bytes) ] Network byte order
2% 'lérpe of Service: WDEEEW,U, - Gperst
¢ B3 Vale: |50 =
L 0 5
9 S
9 EE it -
o ﬁ,tﬂ faasii: T e And b o b [ ma alste (¥ e o o
Q Tdentifier: 13831
B Tlgagmntaunn Flags: *WE, _— [ oK. ] [ Cancel ] [ s
G .0, May Fragment
G ..0 Last Fragmemt
§ Fragment Offset: 0 (0 bytes)
9 Time To Live: £0
6) Protocol: 6 TCP - Transmission Control Protocsol
Q Header Checksumn: 0xDFOS
E Source IP Rddress: £4.85.240.104
E Dest. IP hddress: 10.4.588.18
% No IP Options
= ¥ TCP - Transport Comtrol Protocol
§ Source Port: 5631 poamywheradata >

7. Namethefilter and click OK.

8. GototheFilters Tab and click on the filter you just created. Packets will then be filtered
on thefly!

9. Thesamefilter can be used for post capture analysis, too. EtherPeek doesn’t force you to
define filtersin multiple places.

3. Advanced filtering Page 5



4. Who are the Top Talkers?

Top Takersis acommon troubleshooting statistic. The network is slow, for example, and
you may want to see which stations are using the most bandwidth.

1. Click onthe Nodes Tab. By default, the View Type is Hierarchical, where logical
addresses and symbolic names are nested beneath their physical addresses along with
their transmit and receive statistics. However, you can easily change the default view to
one showing the Top Talkers.

2. Pull down IP from the View Type, then click on a column to sort on Bytes or Packets sent
or received. Right click on the columns to customize the display.

3. Toview asubset of the talkers, choose avalue in the Display Top drop down.

% Capture 4

ickets receied: 92,527 nory [ 100% T
| Packetsfiltered: | 92,597 || i | +— | Accept all packets Elatbails
[ o HIER)]__ OIERIGEERENEE -
Hode | BytesSent | TopS ketsSent | Bytes ived | Packets i Packets icast Packets
mail.wildpackets. com : 7,199,9 v Tap 10 11,072 7,947,083 10,954 i 0!
IP-64.46.110.57 6,711,4  Tapzo 4,682 152,448 | 2,376 o 0!
IP-10.4.58.18 6,656,7  Topsn 22,573 15,572,690 | 24,035 20 0
IP-152.168.1.109 3,462,4  Top 100 2,493 138,775 1,757 i} 0.
DEVX . 3,045,7 2,401 ; 213,399 1,695 0;
imap.wildpackets. con : 2,771, 2l 3,848 ¢ 319,230 3,577 [} 0!
IP-64.200.92.135 : 2,300,776 2,740 175,180 | z,728 i} 0!
ebb.ops.placevare.com | 2,006,392 3,954} 220,720 | 3,316 o il
IP-10.4.58.2 1,633,665 3,897 282,156 3,698 i] 0
i, speedstacks. con . 1,531,892 2,068 ; 539,596 | 1,956 il T
Packets b Modes A Protocols )\ Size )\ Sumimary )\ History )\ Log )\ Expert ,)\ Peer Map )\ Fitters ﬁ
(Zapkuring Packets: 58,756 Duration: 00:06:43
4. Notethat you can seethetop 5 or 10 or 100, etc. Double-click on ahost to view its
protocolsin Detail Statistics.
tatistics g|@@
[ ackets: | 40,024 arge icket: | 1,518] R~
| il bytes: | 24,543,915 | 3 cket: | B4 - 3 i
| oad: | 44,037 982 | ge packet size: | 613
Percentage Bytes Packets |~
20, 645% - 5,116,150 4,087
- 164,544 z,571
% - 4,340,654 17,862
B g = 20,203,261 22,162
mail.vildpackers. con :__' 3222
IP-207. 46 ZFE. LG0T o : 3,085,300 2,172 |y
Protocol Percentage Bytes Packets = A
=l Ethernet Type 2 { 0.000% [1] 0
= 1P 0.000% i 0 -
= TCP 1 20.540% 5,115,086 10,335
HTTP 14,066,657 19,611
CIFS 14.z28% 3,492,185 4,279
FT3P 3.839% 942,193 2,172
FileMaker [ B 2.753% 675,795 1,893
== o — =t Eere

Make afilter, build an alarm, or construct a graph for any of these hosts with just aclick
of the mouse. EtherPeek provides you with an amazing amount of flexibility. Other
analyzers decide for you what statistics will be displayed.

4. Who are the Top Talkers? Page 6



5. What protocols are on your network?

Perhaps, instead of wanting to know what users are using the most bandwidth, you want
to know what applications are using up bandwidth. Are any protocol ratiostoo high? Are
there any protocols that shouldn’t be on the wire?

1. To seewhich applications are on your network, click on the Protocols Tab.

% Capture 4

¢ 482 370 ory | 100% oS
| Packet | 452,370 [ | +— | Accept all packets Op Cope

: 136 e R s E

Protocol Percentage Bytes Packels -

SlEthernet. Type 2 | 0. 000% ] 0

= 1p 0. 000% i i}

= TCP 41.469% 120,170,987 174,447 ¢

=l NetBIOS 32.513% 24,215,166 97,496 ¢

+ SessMag . lans 17,907,956 20,748

DU Dgram 0. 195% 572,506 388

Query Req 0.132% 382,596 255

Neg Sess Rap 0.128% 371,060 749

Neg Query Rsp 0.116% 337,116 228

Seas Reg 0.109% 316,594 22l ¢

Pos Sess Rap 0.107% 310,348 218

Dyran Err 0. 106% 306,716 206

Brast Dgran 0.102% 294,572 198

Retarg Sess Rsp N 0.102% 294,532 196

DG Dgram 0.099% 286,922 190 ¢

Keep Alive 0. 084% 242,964 163

Pos Query Rsp 0.083% 230,884 160

FileMaker 3. 624% 10,502,994 70,831

HTTE 7.566% 21,926,304 38,496

SMTP 5. 453% 10,008,476 19,549

CIFS 1.219% 3,532,526 16,366 ¢
Retrospect ] 1.126% 3,263,670 4,089 v

T i

Packets A Modes A Protocols ,f\ Size )\ Sumimary )\ History )\ Log )\ Expert ,)\ Peer Map )\ Fitters ﬁ
(Zapkuring Packets: 36,611 Duration: 00:15:39

2. Double-click on aprotocol to see the % of usage by each host.

[ T | 241,930 | arge icket: | 1,518]
| 1 | 232,214,724 | <et; | 6] 3~
| | R | e iz6: | 553 -
Hode Percentage Bytes Packets |~
L3315 - 112,232,238 78,084
L lparlonald I 1. 6eds = 3,663,006 42,755
L 06: BB A0 AT: . 331% - 112,232,238 78,084
ROsREsRREEEAN 10 ‘ 1.664% + 3,863,886 | 42,755
S0Z:3F: 76160 1.157% N - 2,687,638 38,779
sy ee— ke 1057592 063 74502
AR I e R buem]  mm
Protocol Percentage Bytes Packets = A~
= Ethernst Type 2 { 0. 000% o 0
= IpP { 0.000% o 0
= TCP 0. 000% i 0
= NetBIOS 185,436,504 | 194,934
= SessHsy 3. 468% 21,964,564 | 17,272
= SME 0. 000% 0 0
Read & x! 5.244% 12,178,066 15,078

3. Returnto the Protocols Tab, right-click on a protocol, and Select Related Packets. This
isatwo-click method of choosing al the packets in the packet list that are talking this
protocol. Select Related is available throughout the program: the nodes stats, expert
problems, Peer Map, etc.

5. What protocols are on your network? Page 7



6. Make multiple graphs

EtherPeek’s extensive graphing ability enables you to correlate useful statistics. For
example, are broadcast packets a significant portion of your utilization?

1. Click onthe Summary Tab.

2. Right-click on Total Broadcast, and choose Graph... Name the graph in the Graph Data
Options dialog and click OK.

ey Capture 4
543,362 100%
543,362 |[ | #= | ~ccept al packets m
[Fackes “...L "o e
Statigtic Current Lo
= General
Start Date 09/18/2002
Start Time 12:57:05
Curation 00:22:13
Total Bytes
Total Packets
: R B,
Save Summary Skatistics... l
L Er:]::age LHtilizetion (kbitsis) Z,253.249 Copy Summary Statistics I
Tatal o l
CRC o l
Frame Alignment [ I
g‘\‘»re“rslze E Expend:il |
2 Counts Collapse all i
Physical Addresses Seen 127 |
T
AppleTalk Addresses Seen 9 = |
IPTddresses Seen 399 Make Alarm... i
DECnet Addresses Seen a
Protocols Seen 165
=l Size Distribution 7
Packets Nodes Prcrtucols Slze Summary’ H\story Log Expert Peer Map A Filters
Captur\ng Packets: 46,764 Duration: 00:22:14
3. Right-click on Average Utilization and choose Graph... Name the graph in the Graph
Data Options dialog and click OK.
4. Minimizethe capture window and then choose Window...Tile Horizontally. (EtherPeek is
one of the few analyzers that complies with M S Windows conventions, which is certainly
helpful here!)
“S EtherPesk NX [B=E
File EdE View Capture Send Statistics Tools Window Help
0~ =& & = (=] 2] @ & ¥V 2 QMM >
ta s [ [=]x]

[ [ i e e ] | i o) .
I 1 Toozi0]| T Toer] (M|kA A W
I I F cocond] | i 258

Total Broadcast: Packets

e e e e e e L e

6. Make multiple graphs Page 8



7. Find problem packets through “Select Related”

EtherPeek NX's Expert Tab is by far the easiest to use and most up-to-date on the market.
Problems are arranged by conversation, rather then by OSI model level. ProblemFinder
tests and settings are just one right-click away, as are problem descriptions and possible
remedies. Other analyzers force you to hunt and peck for the information you need.
EtherPeek NX delivers thisinformation to you automatically. It pinpoints the packets
related to a network communicationsissue, tells you why it’s probably happening, and
suggests waysto fix the problem.

1. Click onthe Expert Tab.
2. Right-click on the first host, and choose Expand All.

1, Capture 4

ts receive 2,638,249 [R5 E T 100% Stop Capture
¥ T | 23| | e= | Accept al packets el

| r || 16000] @ 53 g&'  Maximum Conversations Reached at
I ected: | 3547 | Packet 2,067,404 - 09182002 at 14:00:26 >0 MyExpertProfie exp)
Het Hode 1 (Client) Het Hode 2 Problems|  Packets Bytes| Duration| AvgDelay TCP Status -~
= = 1045818 ‘e pomods com ] 651 560,526
= STCPP 1 154 127,351 000200159 78.A433ms Closed
1
_shitp 2 By Source and Destination
© TCP Slow Acknowledgement 1 L R —— By Conversation
@ HTTP Slow Response Time f ited 't
£ BB TCRPart 615754 xhitp 5 Save Selected Statistics... 43ms Clased
@ TCP Slow Acknoveledgement 1 Copy Corwersation Statistics
@ HTTP Slow Resgonse Time 1 opy Selected Seatistics
= SR TCPPart B1577<->http 1 21 ms Ciosed
@ TCP Slow Acknowledgement 1 v Show Names
5 104,588 asia.cnet.com 25 |[w Show Colars o
Problem Summary | Problem Log - Mode Detsils Show Routed
Gt 2] Insert et Nodet Into Hame Table. .
Description o 2] Insert Net Hodz 2 Inko Name Table... =
1P Header Checksum Enar 1720 ] Make Fier...
Slow Server Response Time 6957 B2 ProblenFinder Settings
IF ICHF Enor Reports 16,982 visible Columns »
TCF Slow Acknonledgemert 9021 A
ICMP Port Unreachable 16,883 "
: Show Grid
HTTP Slow Response Time 2872 how £l
ou Elipsis
TCP Retiansmission 32 " "
v
[l st Expand All
Fackels J Nodes J\ Frotocols J Size f\Summary ) Hifory Loa p\ Expert fFee '; i
ollspse
Capturing Packets: 51,662 Duration: 01:27:19

Scroll down until you find a particular problem you'd like to ook at.

4. Right-click and Choose Select Related Packets by Source and Destination or by
Conversation.

5. Alternatively, you can go straight to the Problem Summary Log and select all packets
related to a particular problem. Note how the conversations having thisissue are
highlighted when you return to the Packets view.

7. Find problem packets through “Select Related” Page 9



8. Determine Application Response Time

Application Response Time is available viathe Expert Tab, where detailed round trip
analysis of command-response packets is available, showing you the best, worst, and
average delay. In asimilar fashion, throughput is aso analyzed.

1. Click onthe Expert Tab

2. Click on the Node Details tab.

2 BE mory o[ 100% m
2,528,266 | [ +— | #ccent all packets el
|| Conversations Analy [ 16,000] B 58 Mazximum Conversations Reached at - .
| roblems Detected: | 92,954 Packet 2,067,404 - 09182002 at 14:00:26 o9 MyExpertProfiie.exp)
Het Hode 1 (Client) Het Hode 2 Problems Packets Bytes Duration Awg Delay TCP Status fod
) HTTP Slow Response Time 1
= TCPPort G1576=-=hitp 2 163 72,213 00:02:00.057 90.843 ms Closed
@ TCP Slow Scknowledgement 1
@ HTTP Slow Respanse Time 1
= TCP.I'Port B1577=-=http 1 120 93767 00:02:00208 83.321 me Clozed
8 TCP Slow Acknowledgement 1 a
Problem Summary  Problem Log  Mode Details
Het Hode 1 Het Hode 2 A~ Delay| Hode :I..)2 Throughput, Hode 1‘<-2 Throughput |
Mame 1045818 Wi pomods.com Best £4.935 ms 54,256 bpz 220,728 bps
Network Address 10.458.18 216.234.235.187 Warst 114.375 ms E4d bps 1.944 bps
Packets Sent x} E7 Average 83321 mz 921 bps 5,656 bps
Bytes Sent 13.833 84934 Samples 16 packet pair 53 packets B7 packets
Average Size (Bytes) 261 1.268
Phyzical Name 00:50:56:40:41:37 00:50:88:91:25:70
Physical Address 00:50:56:40:41:37 O0:50.88:91:28:70
First Packet Time|  09/18/2002 at 12:27:27 09/18/2002 at 13:27.27
Last Packet Time  03/18/2002 at 13:23:28 09/18/2002 at 132328
£ |
Packets p Modes A Protocols )\ Size )\ Summary)\His‘tory )\ Log )\ Expert A Pect Map )\ Fiters /
(Capturing Packets: 73,774 Duration: 01:35:30

3. Right-click on thefirst host in the conversation tree, and choose Expand All.

4. Wak down the tree until you see an interesting analysisin the Delay and Throughput
Analysis display in the lower right.

8. Determine Application Response Time Page 10



9. Visualize your network with expert mapping

The Peer Map is agreat way to get avisual perspective of your network. Not only can
you select related packets from hosts on the map, but you can easily create ad hoc filters

or look at Top Talkers.

1. Click onthe Peer Map Tab.

S EtherPeek NX - [Capture 1]

& Fle Fdt View Capture Send Statistics Tools Window Help

BEE

O- - WAy dd s TIOMM »
[ 620,752 [ e I |
I 20,269 [ ¢ | Accept anly pachets matching one fiter Stop Caplure
(s " "
1045838 Display Options a
205.188.8.95 Map Type: [P M v
BULD L "
RLEENTAYLOR Mode Visiiity Crieria
204178120 64 MaxModes: O shsohte & Percent
JEFFEIRSCHTEIN 50 4
1921621151 Traffic Type: | &l v
1921681 242
1921681153 Groer. Highesst 3
newwisongle yahoo akadns net Statistic: Total Packets K
ssh.cloudfactory org
scionnetcom % Flow Directiors | Sent v
e vierstion com Hode Counts Summary
GRANTHAKATAN g Showing S0% of totsl IP nades with the
66.133.152.191 highest total packets sert.
1921881114 Visible a0
ryan-dev.wikpackets.com User Hidden: o
DOLG-Pe Invisitie: 60
6420082135 wimbicast koed spesdera.net Tatel: 160
imap wildpackets.com
mail wildpackets.com Protocols A
a3 02 hotmail.com [
S | Alon O anort Invert All
e wildpackets com P b
104552 K 1cme
PULSET | = HTee v
CoPLON 4 _ —
192168121 " wiilthachets-1 mvwcat -t genuity net Usor Hidden odss (0) 2
ZIG-TSLAELK
peannaTEANG &Y
BHECKMAN-PC
WP-FIMANCE Inuisible Hodes: (80} A
1921681122 10.4.5829 -~
1921681167 1045561
e specificoffers.com 4n 4 sa B4 b
popé preery.net
152163.206.185
1921661128
21623953102
data.msg yahoo skadns net
v
Packets J\ Modes J, Protocals i Size J, Summary J, History J Log Ji Expert J, Peer Map Jf Fiers
Packets: 20,269 Duration: 00:18:26

Capkuring

) 3Com 3C520 Inkegrated Fask Ethernet Controller (3CS0SC-T Compatible)

For Help, press Fi

2. Choose IP Map from the Map Type pull down in the upper right hand corner.
3. Inthe Node Visibility Criteria area just below, you can choose Top Talkers via absolute

number or, say, top 10%.

The amount of traffic through a node is represented by the size of adot. And if thereis
one host, such asamail server or aweb server,Top Talkersthat is skewing the results you
are looking for, you can drag that node into the Hidden Node field.

9. Visualize your network with expert mapping
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10. Find that slow web server fast

With EtherPeeks Expert System, you can easily spot slow servers. Here's an example of

how to troubleshoot a slow web server.

1. Start anew capture.

2. EtherPeek NX shipswith many standard filters, including HTTP. Click on the Filters Tab

and check the HTTP filter to immediately activate it.

3. Goback to the Packets view. Enable Scrolling (Ctrl-K) so you can see incoming packets.

Verify that they are HTTP packets.

Pack d 360,305 T 43%
| Packef . | 32,423 | " € | Accept only packels metching ot least one o 2 fiters T Sien Ceriare
| bl @ oW =%
Packet  Source Destination Size Delta Time Protocol Summary »~
21166 ; lawS.oe.hotmail.com  IP-10.4.58.18 6 00.066672 | HTTP R PORT=54574 HTML Data
oe.hotnail.com  DESIGH P4 ; 64 00.000333  HTTP R PORT=1727 HTML Data
T P4 lawd.oe hotmail. com 64 00.0001358 HTTP WA, ... ,5=185225769], L= 0,4=11..
lagd.oe.hotwail.con | 64 00.000150 @ HTTP A Mevis =1852257691,L= 0,4=11..
lawd.oe.hotwail.con | 64 00.001597 @ HTTP T 0,4=11..
layd.oe.hotmail.con | 64 00.000384 | HTTP WA, .. F,%=1852257601,L= 0,4=11..
lawd.oe.hotwail.con | 13 00.016185 | HTTP e...5.,5=1852367083,L= 0,4= .
lawd.oe.hotwail.con | 1) 00.000004 | HTTP e...3.,3=1852367083,L= 0,4= .
IP-10.4.58.18 ; 54 00.08078%  HTTP ¥y =1170525123,L= 0,4=18.
DESIGN_P4 64 00.000243 ° HTTP ady =1170525123, L= 0,4=18.
IP-10.4.58.18 1 66 00.005633 @ HTTP WAL L5, 8= 47489667, L= 0,4=18.
DESIGN_P4 66 00.000269 © HTTP WAL L5 8= 47489667, L= 0,A=18.
lawd.oe.hotwail.con | 64 00.000087 | HTTP Jh.. =1852367084, L= 0,4= .
lawd.oe.hotwail.con | 64 00.000236 | HTTP I N =1852367084, L= 0,4=
lawd.oe.hotwail.con | 1518 00.000221 | HTTP C PORT=1728 HTML Data
lawd.oe hotmail. com 263 00.000024  HTTP C PORT=1728 HTHML Data
law.ne.hotmnail. com 344 00.000026 ° HTTP C PORT=1728 HTHML Data
lagd.oe.hotwail.com | 1518 00.000729 © HTTP C PORT=64575 HTML Data
2118 P-10.4.58.18 layd.oe.hotmail.con | 263 00.000035 | HTTP C PORT=£4575 HTNL Data
2118 P-10.4.58.18 lawd.oe.hotwail.con | 344 00.000124 | HTTP C PORT=54575 HTHL Data
2118 aws.oe. hotnail. com 64 00.079434 | HTTP Iy N = 474580668, L= 0,4=18..
awd.oe. hotnail, com 64 00.000556  HTTP 47463668, L= 0,4=158.. 3
< >
Packets A Moces A Protocols )\ Size )\ SLMMary. )\ History )\ Log )\ Expert )\ Peer Map )\ Fiters [
Capturing Packets; 32,423 Duration: 00:04:43

4. You may see HTTP access from web traffic not associated with your web server, so you
will need to add a new filter. Open a browser and go to your web server. You should see
your web server in the packet list display. Create afilter by right-clicking on that packet

and choosing Make Filter.

5. Go tothe Filters Tab and enable the filter you just created.

35%

Stop Capture

SE

1t g 26,555 | — | #l¢ [Accept only packets matching at Jeast one of 2 fiters |
(e[l 0 mx &4 &
Filter Comment ]
[ AppleTalk Broadeast Packets to the AppleTalk broadcast address
[ Broadcast EPh‘f’SlCa' layer brogdcasts
[ DECnet i DECniet packets
[] pHcP { DHCP packets
[ ohis | DNS packets
[ Errar EErmr packets
O FrP {FTP data or control packets
HTTP | HTTP packets (web)
[ 1chp {ICMP packets
P 'IP, ARP, or RARP packets
[ mutticast yaical layer mullicast packets
1 my web ssrver i
[ nerP  AppleTalk NEP packets
[ MetBIns | NetBIOS packets
[ Metvvare éNe’N\l’are packets
Oos | 05l packets
O por { POP packets (emai)
[ smB | SMB packets
[ smMTP | SMTP packets (email)
O tce | TCP packets
[ Telnet ETeInet packets

[ uor | UDF packets

Protocols )\ Size )\ Summary )\ History )\ Log )\ Expert )\ Peer Map )\ Fiters ||’

]\ Packets A Modes

Zapturing

Packets: 26,655

Duration:  00:02:43

10. Find that slow web server fast
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6. Now go to the Expert Tab. Click the Problem Summary pane and check for TCP Resets

or HTTP Slow Response time diagnoses.

[ ] vosdosi] 1003 |
I [ 79,113 ]| [ e | rccep.. Sl 3l
I I ;:;S} -] 5; (Using MyExpertProfie exp)
Het Hode 1 (Client) het Hode 2 Problems Packe
+ 2B TCPPort 61251 =-=http 2
+ & TCPPrt il ORie-=httn 4 L
< >
Problem Summary ‘ Problem Log  Mode Details
[T 237
Description Count A
IP Header Checksum Emar 12
Busy Metwork. ar Server 3
TCP Fast Retransmission 24
Low Client-to-Server Throughput 2
Low Serverto-Client Throughput 18
TCP Retransmizsion 1
TCP Reset Inactive Connection 127
TCP Slow First Retransmission 12
IP Lacal Routing 12
TCF Too Many Retransmissions 94
TCP Irwvalid Checksum 1
TCP Low Window L
TCP Zero Window 30 s
Packets A Modes b Protocols )\ Size )\ Summary’}\H\s‘tDrv )\ Log )\ Expert A Peer Map )\ Filters: ,l'
Capburing Packets: 49,904 Duration: 00:20:20

7. TheProblem Log pane provides more detail, including actual time delay between specific

packets (e.g. 6.472 seconds from Packet 4).
8. Right-click and select related packets by See Packet.

FEX

Kets ’ 1,053,524 [0 100% p—
ackets: il | 71 563 [ | #f& [accept only packets matching st least one of 2 fiters OR. S BRNI2)

09482002 at 1545 By Source and

094182002 at 1545
094182002 at 1545
091872002 at 1545

HTTF Slow Response Tims (151 ms from Packst 443
Low Server-to-Client Throughput (2,514 bps)
Low Server-to-Client Throughput (2,914 bps)

save Prablem Lag...
Save Selected...

TCP Slow Acknowledgement (503 880 secs from Pa

| Conversations fin: 2 [ EFIFI Q- (Using MyExpertProfile.exp)
| roblems cted: | 2.276]
Het Hode 1 (Client) Het Hode 2 Problems Packets Bytes Duration Avg Delay TCP Status N
+ TCPPort 63778=-=ms-streaming 27 11 53484 00:00:17.571 Open
+ & DOLG-PC winbeast koed speede.. 27 11 53404
+mm 104587 JI5-1 APTOP 2 128 bt
Problem Summary  Problem Log | Mode Details
Date/Time Deseription Het Hode 1 Het Hode 2 Packet Protocol/App A
09182002 at 15:43... TCP Reset Inactive Connection RELT-DELLAG6-2 dey wildpackets .com 44393 TCRPort 1042<-=http
I 03y 45.. nse Time (152 ms from Packet 443.. o

Destination

; e =it

By Conversation =
o

Selected Entries ﬁ i
B<-hitp
e

Capy Problem Log
Copy Selected
Clear Log

0941872002 at 1545
0941872002 at 15 45
091872002 at 15:45..

1
1
1
1
TCP Slow Acknowledgement (509 979 =ecs from Pa.. O
TCP Too Many Retransmissions (29995 secs fromP._
TCP Too Many Retransmissions (29.997 secs fromP... 1
1
1
1
1

|

44583 TCPPort 2499=->hitp
44582 TCPPort 2499=-=hitp
44581 TCPPort B2386=->hitp

09/18/2002 at 15:45... Low Server-to-Cliert Throughput (1,173 bps) ProblemFinder SEtngs  gaers com 44589 TCP/Port 50466=-=hitp

091862002 ot 15:45... Low Server-to-Client Throughput (1,173 bps) Adta Column Widths 3ers com 44588 TCPMPort 84040+ =hitp

09/18/2002 8t 15:45... TCP Reset Inactive Cannection v Show Grid %1 3 44585 TCPIPort G4967--hitp

0811872002 o 15:45... TGP Sioww Acknowledgemert, (305,210 secs from Pa,..| 1Y 0% Elbsis 55 44505 TCPPort B4777<-=http v

< 3
Packets J, Nodes i Protocols J Size b Summary b History b Log ) Expert f{ Pesr Map J, Fiters J

Capturing Packets: 52,885 Duration: 00:18:47

9. Gotothe Packets view and your problem packet is highlighted!

10.

From there, try and figure out what sort of packet it is. Doesit say Datain the Summary

Column? What is this packet in response to? Click through the packets that preceded the

bad packet.

Unlike other analyzers, EtherPeek’s NX expert system ignores the ACKs when
determining the HTTP Slow Response diagnosis. Look to seeif the ACK was received
right away. If so, and it was the data packet that triggered the diagnosis, you know it was

the web server that was slow and not the network.

10. Find that slow web server fast
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WildPackets Professional Services

WildPackets offers afull spectrum of unique professional support services, available on-site,
online or through remote dial-in service.

WildPackets Academy

WildPackets Academy provides the most effective and comprehensive network and protocol
analysistraining available, meeting the professional development and training requirements of
corporate, educational, government, and private network managers. Our instructional methodology
and course design centers around practical applications of protocol analysis techniques for
Ethernet and 802.11 wireless LANSs.,

In addition to classroom-taught Network Analysis Courses, WildPackets Academy also offers:
»  Web-Ddlivered Training

* On-site and Custom Courseware Delivery

» The Technology, Engineering, and Networking Video Workshop Series

» On-site and Remote Consulting Services

 Instruction and testing for the Network Anaysis Expert (NAX ™) Certification

For more information about consulting and educational services, including complete course
catalog, pricing and scheduling, please visit www.wildpackets.com/academy. NAX examination
and certification details are available at www.nax2000.com.

Live Online Quick Start Program

WildPackets now offers one-hour online Quick Start Programs on using EtherPeek NX/EtherPeek
and AiroPeek NX/AiroPeek, led by a WildPackets Academy Instructor. Please visit
www.wildpackets.com for complete details and scheduling information.

About WildPackets, Inc

WildPackets, a privately-held corporation, was founded in 1990 with a mission to create software-
based tools to simplify the complex tasks associated with maintaining, troubleshooting, and
optimizing evolving computer networks. WildPackets' patented, core "Peek" technology isthe
development base for EtherPeek™, TokenPeek™, AiroPeek™, and the NX™ family of expert
packet analyzers. All are recognized as the analysis tools of choice for small, medium, and large
enterprise customers, allowing IT Professionals to easily maximize network productivity.
Information on WildPackets, WildPackets Academy, Professional Services, products, and partners
is available at www.wildpackets.com.

WildPackets, Inc.
925-937-7900
www.wildpackets.com
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