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This document contains proprietary information that is protected by copyright. All rights reserved. No part
of this document may be photocopied, reproduced, or translated into another language without express
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©Copyright 2005, CommandCenter, RaritanConsole, Dominion, and the Raritan company logo are
trademarks or registered trademarks of Raritan Computer, Inc. All rights reserved. Sun and Java are
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Export Notice
CommandCenter model CC3002 operates with either 56-bit or 128-bit encryption software. Export of this

product is restricted under U.S. law. Information is available from the U.S. Department of Commerce,
Bureau of Export Administration at www.bxa.doc.gov.

CC Version 2.2

CommandCenter V2.2 fully supports the Dominion family, the Dominion SX family, IP-Reach M1 and IP-
Reach TR361. CommandCenter V2.2 offers partial support of IP-Reach M2 and IP-Reach TR362 and
TR364. CommandCenter can launch only the first KM port of the IP-Reach device. So, in case of devices
with multiple KVM ports like IP-Reach M2, TR362, and TR364, CommandCenter provides access to only
the first KVM port. CommandCenter supports Raritan's Remote Power Control device. Access to Power
Control is provided through Raritan’s Powerboard Application via the Dominion Serial port.

Users desiring Cerebus KVVM interoperability with CC V2.2 should upgrade firmware to version 3.01.

Default Login Name and Passwords

Application default login: Login Name: ccroot Password: raritan0

Client Browser Requirements
Please see your CommandCenter Application Notes for the most current matrix of Client Browser
and PC Platform Requirements.

For assistance in the U.S., please contact the Raritan Technical Support Team
by telephone (732) 764-8886, by fax (732) 764-8887, or by e-mail tech@raritan.com

Ask for Technical Support — Monday through Friday, 8:00am to 8:00pm, EST.

For assistance outside the U.S., please contact your regional Raritan office.
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Chapter 1: Introduction

CommandCenter Overview

Congratulations on your purchase of CommandCenter, Raritan’s convenient and secure method for
managing various UNIX servers, firewalls, routers, load balancers, Power Management devices, and
Windows servers. CommandCenter provides central management and administration, using a set of serial
and KVM appliances. It is designed to operate in a variety of environments, from high-density Data
Centers to Service Provider environments to corporate environments handling large remote offices.
CommandCenter, when used in conjunction with Raritan’s Dominion or IP-Reach port-level management
appliances, streamlines and simplifies the management of the target devices, easing administration of data
center equipment by connecting to the IP network and presenting the serial console and K\VVM ports of all
the target devices within the managed network.

Product Photos

Figure 1 CommandCenter

Figure 2 CommandCenter - rear panel

Product Features and Benefits

e CommandCenter offers seamless management of Dominion series and Paragon management
appliances through Paragon remote User Stations (UST1R/UST2R) — leverage your embedded base
with a CommandCenter to draw substantial incremental value:

Constantly updated to keep up with changing needs.

Streamlines, provides wider process focus and offers productivity improvements, organization
wide.

Reduces Total Cost of Ownership (TCQO); cost savings from high-availability of applications (high
cost for downtime); front-ends and secures and improves reliability of high economic value
equipment.

Handles scalability elegantly — multiple data centers (primary and backup), growing number of
locations.

Provides centralized management, Role-Based Access and Control (RBAC), and Reporting
Capabilities.
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Uncompromising Security: secure 128-bit encryption (both intranet and Internet); flexibility of access
via SSL, access restriction (by time of day, and/or maximum session duration) as part of user profile in
user management:

— Has the ability to restrict login access to products based on time of day, the ability to restrict
duration of on-line sessions, handle password expiration, and prompt for password changes. All
user operations, including access to port history buffer and access to logs, will be granted or
denied based on user authorization level.

— IP ACL (IP-Filtering) — grants/restricts access by domain name or IP addresses.

—  Grants or restricts access on an individual user basis.

—  Supports primary and secondary servers.

— Fallback authentication through local database

Single IP address access: reduces the complexities of managing multiple IP addresses with associated

user names and passwords.

Broadest support for third party authentication: leverages existing investment in authentication

protocols and allows centralized authentication and authorization. Streamlines deployment of large

multi-unit systems and centralizes administration and control. Supports LDAP (including AD, iPlanet,
eDirectory), RADIUS, and TACACS+.

Support for Active Directory authorization and the importing of user groups.

Comprehensive administration tools: reduces TCO for managing IT infrastructure; found time can be

used for proactive maintenance:

—  Provides powerful multi-tired user and permissions grouping (user/leaf nodes, targets by topology
and by function); CommandCenter’s powerful, user-customizable categorization allows you to
easily tailor your solution and security, for example, create a “Location” attribute and assign all
users in a given LDAP or Active Directory group access to servers in that Location). The
possibilities are limitless!

—  Provides powerful user-customizable views of all devices connected to CommandCenter; supports
automatic and manual device discovery.

—  Simplifies administration — device upgrade, reset, diagnosis, ping, auto discover, edit, delete —
firmware upgrades, monitoring and access for back up, retrieval and push-down of configuration
to leaf nodes (Dominion Series); simplifies daily maintenance and firmware management.

Flexible reporting: provides adjustable ways to view active devices, users, ports, and asset inventory;
reports include Audit Trail, Error Log, Firmware Report, Ping Report, View By Groups, and Users in
Groups.

Comprehensive logging:
— Logs events locally.

— Can use an external syslog server for event logs (events are immediately posted or exported) and
the ability to have other Raritan products use it as a syslog server.

—  Provides full auditing and tracking capabilities.

— Keeps an audit trail for tracking user activity.

Support for SNMP traps.

— Provides System level trap notification of CommandCenter’s operational events.

— Provides Application level trap notification regarding the monitoring of managed devices,
availability events, and the audit events of user access and authorization to CommandCenter.

Infrastructure support for customizable applets via GUI:
—  Customizable applets control ranges of devices including power strips, HPs iLO / RILO cards, etc.

— Target systems accessed through applets — remote access to servers and other data center
equipment managed by Raritan management appliances through downloadable applets/fCOM
controls.

Power strip outlet user authorization setting, mapping, parameter-passing, target server-mapping.

Operatlonal Flexibility/Ease of Use/Administrator presentation: enhanced system setup entirely
through graphical user interface (state-of-the-art Ul standards with professional look and feel).

De5|gned for high availability:

ATA Raid-1 card and two ATA hard drivers to provision for fault-tolerance at the hardware and
OS level.

— Two network interfaces for failover or to be configured for public and private IP addresses on
separate NICs.
— Redundant power supplies and ECC memory.
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— Auto-recovery (watchdog timer).
— Modem access for emergency administration.
— Support for primary and secondary servers.

e Support for Clustering and Geographic Redundancy, enabling backup availability with
CommandCenters located on the same or different networks.

e Internationalization: language, keyboard, scope of support; documentation available in French,
German, Japanese, Traditional Chinese, Simplified Chinese, and Korean.
Package Contents

CommandCenter is a fully configured stand-alone product that fits in a standard 1U 19” rack mount chassis.
Each CommandCenter unit ships with the following contents:

(1) CommandCenter unit

(1) CommandCenter Quick Setup Guide

(1) CommandCenter User Manual on CD ROM

(1) Set of rack mounting brackets (installed on the unit)

(2) Power cords
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Chapter 2: Installation

Prepare Network for Remote Operation

Network/Firewall:
To make CommandCenter accessible from outside a network firewall, the following ports must be opened:

Port 443: for https connection
Port 8080: for CommandCenter server operations

Please note that Port 80 is not required, as CommandCenter will forward the data from Port 80 to Port 443.

Depending on the connecting devices, the following ports should be opened:

Port 5001: for IP-Reach/Dominion KSX/Dominion KX event notification

Initial Configuration

Figure 3 CommandCenter Connections

Connect the network LAN cable to the LAN 0 port on the rear panel of the CommandCenter unit.
Connect the other end of the cable to the network.

Attach the included AC power cord to the Primary port on the rear panel of the CommandCenter unit.
Plug the other end or the cord into an AC power outlet.

Power ON CommandCenter.

Connect your keyboard, video, and mouse cables to the corresponding ports on the rear panel of the

CommandCenter unit. When you see the login prompt on the video output, log on using username root
and password raritan.

When the Network Configuration screen appears, click YES and configure your network settings.
When finished, click OK.

CommandCenter will restart (this may take up to 5 minutes).

Once CommandCenter has restarted, launch an Internet browser at any workstation, launch
CommandCenter (see Chapter 3: Operation, Browser-Based Access) and login using the default
login username and password:

— Username: ccroot

— Password: raritan0
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Change Administrator Password

After logging on to the CommandCenter unit with the default login name and password (ccroot/raritan0),
we recommend that you change the default user account. Please follow these steps:

1. From the Session menu, click Change My Profile.
2. Click on the checkbox marked Change Password.
3. Inthe OId Password field, type raritanO.
4

In the Password field, type your new password. By default, the system requires a strong password (the
strong password setting can be changed in your Security Manager screen). Your password must be
between 6-16 characters in length and consist of alphanumeric characters and underscores, without
spaces.

5. Re-type the password in the Retype Password field.
6. Click OK to submit the changes. A message will confirm the success of the modification.

Strong Password Rules

Strong password rules require users to observe strict guidelines when creating passwords, which makes the

passwords more difficult to guess and, in theory, more secure. Administrators can enable or disable this

feature, and when enabled, a password change will be rejected unless it meets the following criteria;

e  Passwords must be at least six characters long.

e Passwords must contain at least one alphabetical character and one non-alphabetical character (number
or punctuation symbol).

e The first four characters of the password and the username may not match.

Strong password rules apply only to user profiles stored locally. Password rules on an authentication server
must be managed by the authentication server itself. Passwords stored on CommandCenter should be
managed by CommandCenter and whatever rules it defines.

Confirm IP Address

1. From the Setup menu, click Configuration Manager. The Network Setup screen should be visible; if
not, click on the Network Setup tab.

2. Ensure that the network setting values default to your personal specifications; if not please follow the
steps below. For detailed instructions, please see Chapter 5: Administration Tools, Configuration
Manager, Network Configuration.

3. Click Update to submit the changes. A confirmation window asks if you wish to restart
CommandCenter in order to apply changes.

4. Click OK to log out from your current session and restart CommandCenter.
5. Access CommandCenter using the new IP address.

Configuration Manager

gjﬁg Pleaze provide ganeral network informn ation.
U
Il
Metwork Setup | Logs | Inactivity Timer | TimefDate | Modem | Gonnection Mode | Device settings | SHMP | Licenses
Host name:  [CommandCentar
Primary DNg: | Secondary DNS: |
Dormain Suffix: [
% Primary/Backup mode ) ActivefActive mode
Caonfiguration: !Static ¥ | configuration: | S
IP address: [tsz1e5.0.192 IP address: [
Subnet rmazk:  [255.255.255.0 Subnet mask: |
Default gateway: [192.168.0.192 Default gatawsy: |

Figure 4 Set IP Address with Configuration Manager Commands
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Prepare Devices for Remote Operation

Please make sure all devices are installed according to their manufacturers’ instructions.

These instructions, in addition to those in the section Prepare Network for Remote Operation, above, are
required to bring other devices into the unified view of the CommandCenter unit.

CommandCenter works with Raritan’s Dominion product family (Dominion KX, Dominion KSX, and
Dominion SX), with Raritan Remote Power Control strips, with Raritan’s IP-Reach product family (IP-
Reach TRx and IP-Reach M1 and M2), and with Raritan’s Paragon Il System Controller as well as HP
iLO/RILO servers.

1. Ensure that the device being added to the CommandCenter is already installed on the network.

Important: Make certain no other users are logged into the device being
installed during CommandCenter configuration.

2. Create an Administrator account on the device. This is a prerequisite for CommandCenter to be able to
manage the unit.
— Note the User Name and Password.
— Note the IP address and the port of the unit.

3. Ensure that at least one other Administrator account exists on each Dominion Series unit that is to be
connected to CommandCenter.

Note: CommandCenter will remove the Administrator account from the Dominion SX
that is being configured and add a randomly generated login account for increased
security.
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Add New Devices

1. Log onto CommandCenter as an administrator.
2. Click on the Devices tab.

3. On the Devices menu, click on Device Manager, and then click Add Device. The Add Device
selection screen appears.

Add Device

Device type: ||Dominion KSX -

Figure 5 Add Device screen

4. Click on the Device Type drop-down arrow and select a device from the list.

5. Click Next to proceed. The Add Device description screen appears. Depending on the type of device
you selected, you will see a Raritan device, a Dominion, or an iLO/RILO screen. For additional details
on different devices, please see Chapter 4: CommandCenter Management, Device Manager, Add
Device.

Type the new device name in the Device name field.

Type the IP Address or Hostname of the new device in the Device IP or Hostname field.
The TCP port number value will be populated automatically based on the device type.
Type a description (or location) of the new device In the Description field.

10. Type the name used to log onto this device in the Username field.

11. Type the password needed to access this device in the Password field.

12. Type the time (in seconds) that should elapse before timeout between the new device and
CommandCenter in the Heartbeat timeout (sec) field.

13. Click OK to add the new device. A confirmation message indicates new device creation.

Note: You will not see a TCP port number or Heartbeat timeout field for Dominion SX
and HP iLO/RILO devices.

Add Device
ﬁ' Please select device properties to add,
ay

Device type: [Baminion K101
Device name: [

Device IP or Hostname: |

TECP port number: [so00

Description [

Usernarme: |

Passward: [

Heartheat timeout (sec): [500

Davice Associations-

Categor Elernent Apply To Ports

Countties of the world
US States and territories

| Previous | ! || Cancel

Figure 6 Add New Device screen
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CommandCenter Window Components

CommandCenter

IZ!; Usar: ccRost English (Unitad States)

1. Ports Selection tab: Click on the Ports tab to display all known target Ports in a Ports tree view. Click
on the + and - signs to expand or collapse the tree.

2. Users Selection tab: Click on the Users tab to display all registered Users and Groups in a Users tree
view. Click on the + and - signs to expand or collapse the tree.

3. Devices Selection tab: Click on the Devices tab to display all known Raritan devices in a Devices tree
view. Different device types have different icons. Click on the + and - signs to expand or collapse the
tree.

4. Quick Commands toolbar: This toolbar offers some shortcut buttons for executing common commands
rapidly.

Note: The Quick Commands toolbar has been upgraded in CC v2.1 and higher to include
“Back” and “Forward” buttons, the left and right-pointing arrows. Please use these as
you would use the Back and Forward commands in your Internet browser. The Back <
arrow button will return you to the last screen you viewed, and the Forward = button
moves you forward to the next screen you viewed, after you have used the Back command.

5. Operation and Configuration menu bar: These drop down menus offer commands to operate and
configure CommandCenter. Please Note: You can also execute some of these commands by right-
clicking on the icons in the Ports/Users/Devices tree view.

6. Main Display area: The commands you select from the menu bar and/or the tool bar will display in this
main area. Displays here are referred to as ‘screens’ and screens may be broken down into ‘panels.’

7. User ID: Identification of current logged-in user.

8. Language Information: Indication of which language version of CommandCenter you are currently
using.

Important: This user guide is written to address CommandCenter
Administrators in the second person. Any phrase that addresses the
reader as “you” is referring to users with Administrator permissions.
Administrators can assign subsets of Administrator permissions to other
users.
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Chapter 3: Operation

Overview

Once you have configured CommandCenter with the correct IP address as outlined in Chapter 2, and have
defined at least one user, as described in Chapter 4: User Manager, Add New User, the CommandCenter
unit can be placed at its final destination. Make all necessary hardware connections to make the unit
operational. This section provides a quick overview on how to operate the application.

You can access CommandCenter in several ways, each described in this chapter:

e Through a browser: CommandCenter supports numerous Web browsers (please see Appendix D:
Troubleshooting for a complete list of browsers and platforms).

e Through a standalone client: Install the executable from the included CD and run this instead of using
the browser-based applet. This executable functions exactly like the downloaded applet.

e Through SSH: Please note that remote devices connected via the serial port can be accessed using this
approach.

Users can be connected simultaneously, using the browser, standalone client, and SSH while accessing the

application.

Browser-Based Access

1. Using a supported Internet browser, enter the URL of the CommandCenter: https://<IP address> (for
example, https://10.0.3.30). When the security alert window appears, click Yes to continue with the
procedure. CommandCenter is always SSL enabled; when you connect via IE, the Security Alert is
displayed because the CA root certificate is not installed in the browser.

Warning - Security x|

Do you want to trust the signed applet distributed by "Raritan"?

Fublisher authenticity verified by "Unknown issuer”

_x% The security cerificate was issued by a company that is not trusted.
#00

J;Lg The security cerificate has not expired and is still valid.

Caution: "Raritan” assens that this content is safe. You should only accept this

cantent ifyou trust "Raritan” to make that asserion.
More Details

| Yes || Mo || Always |

Figure 7 Security Alert Window

2. The Login window appears.

Lagin

<= Login ‘ [Esd] et

Figure 8 Login Window
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Type your Username and Password and click Login.

Upon valid login, the CommandCenter application window appears. The menu bar and tool bar, which
contain commands for operating and configuring CommandCenter, are at the top of the screen. The
Ports tab, Users tab, and Devices tab, which contain the Ports selection tree, Users selection tree, and
Devices selection tree, appear on the left side of the window. The central panel is where operations and
configuration screens will appear (this window is described in more detail in the next chapter).

CommandCenter

s Devices Ports Associations Reports Setup Windew View Help

HE2 Bl@m @G d -

Ports | users | Davices |
=)

- AL kna32-85 Pawer Supply
B3 Linux 9.0

A7 outet 1

— A7 outlet 10
A7 outlet 11
A7 outlet_12

A outlet 13

L 47 outlet 14 =)
T |
Usel

vt ceRoot English (Unitad Statas)

Figure 9 CommandCenter Application Window (with Devices tree displayed)

Standalone Client Access

The standalone CommandCenter client allows you to connect to CommandCenter devices by launching a
Java application instead of running an applet through a Web browser.

1.
2.

Install the standalone CommandCenter client located on the included CD ROM onto your PC.

Double click on the CC Client icon on your desktop to launch the CommandCenter client. An address
specification window appears.

i CommandCenter - |EI|1|

IP to connect [192.168.53.111 | = ‘

[v] Secure Socket Laver (SSL)

[] Show debug pane

‘ Start || Close ‘

Figure 10 IP Specification Window

Type the IP address of the CommandCenter unit you wish to access in the IP to Connect field and
press Start. Once you have connected to a CommandCenter device, its IP address is automatically
saved in CommandCenter’s History file and can be selected from the drop-down menu in the future.

After the standalone client connects to CommandCenter, the standard login menu appears, and the
client looks and behaves just like its browser-based counterpart. Type your Username and Password
and click on Login to proceed.
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Connection to Console and KVM Management Appliances

CommandCenter may interface with the Console and KVM management appliances of the Dominion
series and the IP-Reach series. Both serial and KVM devices are supported.

Raritan provides a standard console access, a vt100 Java terminal emulation for remote target devices
that require a serial connection. In addition, Raritan offers a variety of specialized applications that
allow users to set up a customized look and feel.

The application interface varies, depending on device type selected. In the case of the KVM device,
Raritan provides the complete keyboard, video, and mouse (KVM) of the remote target system through
the CommandCenter.

CommandCenter can also interface with HP servers that have iLO or RILO access capabilities. In this
case, CC will launch HP’s own Java management applet when connecting to these devices and log into
iLO/RILO without prompting the user to re-authenticate.

Serial Port Access

To access a remote target device that is connected via a serial port, click on the appropriate device in the
Devices selection tree, under the Devices tab. If the port is configured for a console application, a Security
Warning appears, indicating that the console applet is a signed applet from Raritan Systems. Click Yes and
the console port appears.

Security Warning 1'

Do you want to install and run "CADOCUME~1%WENMIF~
TALOCALS~14Temph)y3E tmp" signed on 6/26/2003
10:14 Ak and distributed by:

Fiaritan Computer Inc.
Publisher authenticity verified by Thawte Server T,

Caution: Raritan Computer Inc. azzerts that thiz content iz
zafe. v'ou should only installview this content if wou bust
Raritat Computer Inc. to make that azzertion.

SIGMHED ‘WITH PERMISSIOMNS
Full Permizsions

[T Abways tust content fram Faritan Cormputer Inc,

e | Mo I tore Infa |

Figure 11 Security Warning for Signed Console Applet

i RaritanConsole - Portl_Dom111

Emulator Edit Tools Script Chat  Help

Wite ACcess Terminal Type: VT100 Ling: 24 Column: 3 Logging:  Off Users: 1

Figure 12 RaritanConsole Application
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Warning: The security warning display (appearing in IE only) appears the first time the
user connects to a serial port. Click Yes when this display appears; if you click No, the
console application will not launch and you must exit CommandCenter, close the
browser, re-launch the browser, and connect to the CommandCenter again.

For additional details about RaritanConsole operation, please refer to Raritan’s RaritanConsole User Guide.

When a custom application is associated with a KVM or serial port, selecting that port launches the
associated application. Raritan Remote Control and RaritanConsole are examples of custom applications
that can be integrated into CommandCenter.
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Chapter 4. CommandCenter Management

Overview

In addition to providing the capability to aggregate and manage multiple Dominion series serial units and
IP-Reach units from a central location, CommandCenter has powerful built-in features and capabilities for
management and configuration:

e  Contains administrative tools to manage the application

e Runs health checks on all Dominion and IP-Reach access devices it manages

o Automatically refreshes the Ports, Users, and Devices tress when new components are added

e  Queries and sorts information as it is presented on the display

e Configures various authentication schemes, based on operational environment needs

o Allows addition, deletion, and modification of users

o Allows addition, deletion, and modification of Dominion and IP-Reach access devices managed

o Allows addition, deletion, and modification of the applications associated with ports

Menu Bar
(Operation and
Configuration
commands)

Toolbar

(shortcuts for
commands)

CommandCenter

J/
Selection tabs
(Ports, Users,

and Devices)

iagnostic
|- BB oiagnostic Screen Display Area

B emec
(M 1PR-201 Power Supply

kk

=) KM Target 1

=
=

Selection tree
(expandable /
collapsible
using + and —
signs)

A7 outlet_11

A outlet 12

A7 outlet 12

F A outlet_14 =]
B T

User: ceRoot English (United States)

Figure 13 CommandCenter Application Window

The CommandCenter menu bar displays all operations and configuration commands. Active commands are
based upon the privileges of the user, as established by the CommandCenter Administrator. The user’s
privileges also determine the ports and devices that appear in the Ports and Devices trees.

Clicking on the Ports tab displays the Ports selection tree, clicking on the Users tab displays the Users
selection tree, and clicking on the Devices tab displays the Devices selection tree. Expand and collapse
these trees by clicking on the + and — buttons in front of the icons to view all or a specific set of Ports,
Users, or Devices.

Administrators must configure Ports, Users, and Devices in the CommandCenter system upon setup and
before executing any commands. Please see Appendix B: Initial Setup Process Overview for an overview
of this process.
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Note: The Quick Commands toolbar has been upgraded in CC v2.1 and higher to include
“Back™ and “Forward™ buttons, the left and right-pointing arrows. Please use these as
you would use the Back and Forward commands in your Internet browser. The Back <
arrow button will return you to the last screen you viewed, and the Forward - button
moves you forward to the next screen you viewed, after you have used the Back command.

Configuring CommandCenter Manager Components

In order to use CommandCenter effectively, you must complete the following configuration steps, as

described in this and the next chapter:

e Configure and install Dominion series and IP-Reach appliances (both serial and KVVM devices).

Configure the devices and establish them on your network.

— Load and associate customized applications for serial ports.

Load and associate customized applications for K\VM ports.

Install and load the KVVM client application.

Define and configure categories and elements to display the information under the all tabs.

o Create and define users with appropriate permissions and devices they can manage (please see the
section User Manager, in this chapter, for additional information).

e Establish the appropriate security and authentication policies. Only an Administrator who has root
privileges in CommandCenter can do this (please see Chapter 5: Administration Tools, Security
Manager for additional information).

Configurable Parameters

These fields are mandatory and must follow the guidelines as listed:
User Name: Alphanumeric text, 1 — 16 characters in length, underscores permitted.

Password: Alphanumeric text, 6 — 16 characters in length. The first six characters of the password must
contain at least two alpha and one numeric character, and the first four characters cannot be the same as the
user name.

User Manager

User Manager commands are listed in the Users menu and allow you to define the CommandCenter user
list and assign user permissions for performing various functions. CommandCenter maintains a centralized
user access list. Only an Administrator (a user with Administrator privileges) can manage user accounts.

Important! Many of the menu bar commands can be accessed by right-
clicking on a User icon in the Selection tree (on the left side of your
CommandCenter window) and choosing a command from the shortcut
menu that appears.
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Add User

1.

10.
11.

12.

On the Users menu, click Add User. The Add User screen appears.

Add User

gjé Choose user properties to add,
(i

ot

Usarname: [

[T Remotz authantication

Passward: |

Retype password: |

Dial back nurnbar: [4se7520

V Login enabled
[T Force change password on nesxt lagin

[~ Force change password periodically

Expiration period (in days) [

[~ Force strong passward chack

Ernail address: |

Figure 14 Add User Screen

Type the user’s name in the Username field (4-16 characters, alphanumeric characters or underscores,
no spaces).

Check the Remote Authentication check box only if the user should be authenticated by TACACS+,
RADIUS, or LDAP (please see Chapter 5: Administration Tools, Security Manager for additional
information).

Note: Checking the Remote Authentication box implies that a remote server is being
used for authentication. If so, a local password is not required.

For local CommandCenter authentication only, type the new password into the Password field (6-16
characters, alphanumeric characters and underscores, no spaces).

Re-type password in Retype Password field.

Type a dial back number in the Dial Back Number field, if needed.

Check the Login Enabled check box to authenticate against the system (if not, user cannot enter the
system).

Check the Force Change Password on Next Login check box if you want this user to be forced to
change password the next time he or she logs in to CommandCenter.

Check the Force Change Password Periodically check box if you want this user to have to change
his or her password from time to time.

Type the expiration period for this user’s password in the Expiration Period field.

Click OK to add this user to the system, or Cancel to exit without saving. A User Created
Successfully message indicates the user has been added to the system.

Note: If New User submission fails, an error message appears. Possible explanations
include:

» New password is too short. Password should be at least six characters in length.

» User Name or Password does not conform to requirements as stated above.

» Password and Confirm Password do not match.

» A user account with same User Name already exists on CommandCenter.

Repeat steps 1 through 11 to add other users.
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Edit User

This command allows you, as Administrator, to edit a user’s parameters.

1. Click on the Users tab. In the Users tab area, a Group icon shows multiple figures, and a User icon
appears as a single person; click on the + sign before a group name to expand and view all users within
it. Select a user from the Users tree.

2. On the User menu, click Edit User. The Edit User screen appears.

Edit User
ﬁf'_ Choose user proparties in order to edit this usar.
i ]
Ly
Username: Pennifer
Dial back numbar: [4se7230

W Login enablad
[ Farce change password on next login

[T Force change password periodically

Expiration period [in days: |

[™ Force strong password check

Ermnail address: hennifarl@raritan.com

Figure 15 Edit User Screen

3. Edit the Dial Back Number or type a new Expiration Period (in days).

4. Click on the appropriate check boxes to Force Change Password on Next Login or Force Change
Password Periodically.

5. Click OK to submit the changes or Cancel to exit without saving. An Updated Successfully message
confirms the edits were submitted.

6. Repeat steps 1 through 5 to edit other users.

Change User Password

This command allows you to change any user’s password.
1. Click on the Users tab and select a user from the Users tree
2. On the User menu, click Change User Password. The Change User Password screen appears.

Change User Password
A8 select nav password for this user,

=

Usernarme: pennifar

Passward: [

Retype password: [

Figure 16 Change User Password Screen

3. Type the new password in the Password field.
Re-type password in the Retype Password field.

5. Click OK to change user password or Cancel to exit without saving. A User Password Updated
Successfully message confirms the password has been changed.

6. Repeat steps 1 through 5 to change other users’ passwords.
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Change Own Password

For security reasons, you may choose to change your own password.
1. On the Session menu, click Change My Profile. The Change My Profile screen appears.

Change My Frofile
4B supply new information for vaur profile.

w

Change Password: [

Usernamea: [eeract

Old password: [

Passward: [

Retype password: |

Cial back number: 4567830

Email address; |

Figure 17 Change My Profile Screen

Type your old password in the Old Password field.
Type your new password in the Password field. You cannot re-use your old password.
Re-type your password in the Retype Password field.

Click OK to change your password or Cancel to exit without saving. A User Profile Updated
Successfully message confirms that your password has been changed.

6. Repeat steps 1 through 4 to change your password whenever necessary.

AR <

Delete User

As an Administrator, you can remove a user account that is no longer needed.
1. Click on the Users tab and select a user from the Users tree.
2. On the User menu, click Delete User. The Delete User screen appears.

Delete User

Username: [lennifer

Warning: this cammand will delsts this user from CommandCantar parmanantly!

Figure 18 Delete User Screen

3. Click OK to delete the user or Cancel to exit without deleting. A User Deleted Successfully message
confirms that user has been deleted.

4. Repeat steps 1 through 3 to delete other users.
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Logoff User(s)

Use this command to disconnect any logged-in user from CommandCenter.
1. Click on the Users tab and select a user from the Users tree.

Note: To select more than one user, hold the <CTRL> key and click on additional users.

2. On the Users menu, click Logoff User(s). The Logoff Users screen appears.

Logoff Users

Jennifer
dernouserl

user?

T T
[al,9 Cancel

Figure 19 Logoff Users Screen

3. Click OK to disconnect the users or Cancel to exit without disconnecting users. A User Logged off
Successfully message confirms that the users have been logged off.
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Bulk Copy
To save time, use the Bulk Copy command to duplicate user profiles or port assignments when creating
new users.
1. Click on the Users tab and select a user from the Users tree whose properties you want to copy to
another user(s).
2. On the Users menu, click Bulk Copy. The Bulk Copy screen appears.
Bulk Copy
g%' . Sslact users for bulk copy.
Usernarme: bannifer
Al Users | ) ~Selected Users
= o
[ <
| £ 44
Figure 20 Bulk Copy Screen
3. In the All Users list select the user name(s) that will be adopting the profile of the user listed in the
Username field.
4. Click Add to move user name(s) to the Selected Users list.
5. To remove any user names from the Selected Users list, click on the name(s) and click Delete to move
them back to the All Users list.
6. Click OK to copy user properties or Cancel to exit without copying. A User Copied Successfully
message confirms that the user profile has been copied.
7. Repeat steps 1 through 6 to make other bulk copies of user properties.

Add User to Group

To manage users with similar privileges, you can assign them to groups. When you add a user to any group,
you are assigning the group’s privileges to that user (please see the section Add User Group, in this
chapter, for more information about groups).

1.

2.

Click on the Users tab and select a group (the Group icon displays multiple people and a User icon
displays a single person).
On the Users menu, click Add User To Group. The Add User To Group screen appears.

Add User To Group

User group name[Dacumentation Group

Username: |ccRnDt b

Figure 21 Add User To Group Screen
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3. Click on the Username drop-down arrow and select a user from the list to add to the group shown in
the User Group Name field.

4. Click OK to add the selected user to the group or Cancel to exit without adding. An Added
Successfully To Group message confirms that the user has been added to a group.

5. Repeat steps 1 through 4 to add more users to this or to other groups.

Delete User from Group

This command removes a user from a specific group, but not from the system. If a user is not assigned to
any other group, that user is moved to Users Not In Group, a non-specific category shown at the base of
the Users tree.

1. Click on the Users tab and select a user to be deleted.
2. On the Users menu, click Delete User From Group. The Delete User From Group screen appears.

Delete User From Group

User group namelDocumentat\on Group

Usarnama: pannifar

Figure 22 Delete User From Group Screen

3. Click OK to delete the user or Cancel to exit without deleting. A Deleted Successfully From Group
message confirms that the user has been deleted from the group.

4. Repeat steps 1 through 3 to delete other users from this or other groups.
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Add User Group

Use the Add User Group command to create specific groups and assign them different privileges,
depending on the needs of your work environment. Groups can help you keep your system organized.

Assign privileges, or features, to Groups upon creating them. These Select Features are features of either a
command type or an event type. Command type features permit users to see and execute commands. Event
type features permit users to view events in the Ports and Devices trees.

Users inherit the features privileges assigned to the group to which they belong. No user can have any
rights other than those assigned to the group. As an example, if a group is assigned the User Management
feature, all users in that group can see and execute the User Manager commands in the Users menu: Add
User, Edit User, Change User Password, etc.

In order to see Ports and Devices trees, a user group has to be assigned the Device and Port Management
feature. To view other events that occur in the system, those privileges must be selected upon Adding or
Editing a User Group. This chapter explains how to assign privileges to groups; please see Appendix C:
User Group Features for more information on what each privilege means.

1. On the Users menu, click Add User Group. The Add User Group screen appears.

Add User Group

'§J§ Choose usergroup properties o add.
LR
o

User group nams|

Description [
Saledt Privileges

Has It | Marme Type
|CC Setup And Contral |Cammand

|Device And Fort Management |cammand
.DEUICE Configuration Aﬁd Upgrade Managerent :Command
[Parts Access B ] |cornmand
:CC Configuration .Euent
|c¢ConnetionManagement [Event
DeviceGroupManagerment Event
|DeviceManzgamant [Event
PortGroupManagement Event
|partManagement [Event

B L .

|UserGroupManagement Event
|Usermanagement Euent

Figure 23 Add User Group Screen

2. Type the group name in the User Group Name field (1-16 characters, alphanumeric characters and
underscores).

3. Type the group description (for example, based on department, region, or assignment) in the
Description field.

4. Inthe Select Features section, check the check box(es) in the Has it column to assign the specific
feature line items to the group. The Type column indicates whether the feature is a Command type
feature or an Event type feature (please see Appendix C: User Group Features for more information).

5. Click OK to add the group or Cancel to exit without saving. A Group Created Successfully message
confirms that a group has been created.

6. Repeat steps 1 through 5 to add other groups.
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Edit User Group

This command allows you to rename group and modify its Features.

Important: Please remember that you must be an Administrator to
modify User Groups. The category Users Not In Group cannot be
modified. Members of that group have observation rights only.

1. Click on the Users tab and select a group.
2. On the Users menu, click Edit User Group. The Edit User Group screen appears.

Edit User Group
#8 choose usergraup properties to add.

Ly

=

User group name[Documentation Group

Description |Fabu|ous h’ech writers and Writing Contractors
Selact Privileges
Has It | Marna | Typa
¥4 CC Setup And Contral Cormrmand
N |Device And Port Managemant [command
V Device Configuration And Upgrade Management |cormmand
N o st e e e = e
N |cc canfiguration [Event
V CCCénnect\onManagement Event
N |peviceGroupManagement [Event
N |DevicaManagament [Evert
N |Part@reupManagameant [Event
N |[PortManagement [Event
N |UserGroupmanagement [Event
N |UserManagement |Event

Figure 24 Edit User Group Screen

3. Type a new group name in the User Group Name field.
4. Type a new description in the Description field.

5. Check the Select Features check box(es) in the Has it column to assign the specific feature line items
to the group (please see Appendix C: User Group Features for more information).

6. Click OK to update the group features or Cancel to exit without saving. A Group Updated
Successfully message confirms that group features have been updated.
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Edit User Group Policies

Groups can be assigned policies, or permissions, that allow them to view and/or control devices and ports.
Depending on which policies are assigned to them, groups might have: No Rights, Some Rights, Control
Rights, or Full Administration Rights. Policies can be set up using Policy Manager commands, as
described in the section Policy Manager, later in this chapter.

1. Click on the Users tab and select a group.
2. On the User menu, click Edit User Group Policies. The Edit User Group Policies screen appears.

Edit User Group Folicies

User group namelDocumentation Group
Al Policies

Day(s) |
Sun Mon Tue Wed Thu Fri  Sat
Full Access Policy |4l Devices (8l Ports 0o:00:00 - 2355 N N N | N KN TN TN [contral

Palicy Device Graup Port Graup Time Permission

Selected Policies

Day(s) |
Sun Mon Tus Wed Thu Fri Sat Beimis=lon

Palicy Device Group Port Group Time

Figure 25 Edit User Group Policies Screen

3. Click on a line item in the Policies list (under the All Policies panel) that you wish to assign to the
group. Scroll up or down to view all policies in this list. Click on the Day(s) check boxes to select
which days of the week the policy should be assigned.

4. Click Add to add the policy to the Selected Policies panel and assign it to the group.

5. To remove an assigned policy from the Selected Policies list, select the policy line item and click
Delete.

6. Click OK to add the policy or policies to the group or Cancel to exit without editing. A Group
Policies Updated Successfully message confirms that policies have been updated.

7. Repeat steps 1 through 6 to edit other groups’ policies.
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Delete User Group

This command allows you to remove a group name from the system. Users from the deleted group will be
re-assigned to the category Users Not In Group, displayed at the base of the Users tree.

1. Click on the Users tab and select a group.
2. On the User menu, click Delete User Group. The Delete User Group screen appears.

Delete User Group

User group namelDecurnentation Group

Figure 26 Group Delete User Group Screen

3. Click OK to delete the group or Cancel to exit without deleting. A Group Deleted Successfully
message confirms that group has been deleted.

4. Repeat steps 1 through 3 to delete other groups.

Assign Users to Group

Use this command to assign users who are members of one group to a different group. Users can be
members of more than one group.

1. Click on the Users tab and select a group to which you want to add users.
2. On the User menu, click Assign Users To Group. The Assign Users in Group screen appears.

Assign Users to Group

User group namelDocumentation Group
Users not in graup Usars in group
ccRoot J Hennifer
test $0Y
testl

[

|

| «

e | cancel

Figure 27 Assign Users in Group Screen

3. All users in the system are listed in the Users not in group list. Select a user or users to assign to the
group listed in the Group Name field.

4. Click Add to add the user name to the Users in group list.
5. Toremove any user names from the Users in group list, select the user names and click Delete.
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6. Click OK to assign users to the group or Cancel to exit without saving. A Users Assigned
Successfully message confirms that users have been assigned.

7. Repeat steps 1 through 6 to assign users to other groups.

Device Manager

Device Manager commands allow you to configure Dominion series and IP-Reach units and their
individual ports. From a CommandCenter perspective, connection to a remote target device is made via a
serial or KM port. You can configure the system on a port-by-port basis in order to easily access remote
target devices.

When you click on the Devices tab and select a device from the Devices tree, the View Device screen will
automatically appear, displaying information about the selected device. For easier identification, KVM,
Serial, and Power devices have different icons in the Devices tree. In addition, availability status of each
device also has a different icon. For a description of what the icons represent, please see the table below.

Icons in Device Tree

MEANING

o
‘
z

Device available

Port available

KVM port connected — in current user session

Port paused — because device is paused

Port unavailable — because device is unavailable

Port busy — other user connected to port

Serial port available — not connected

Serial port connected — in current user session

Serial port busy — other user connected to port

Serial port unavailable — device is down and unavailable
Serial port paused — because device is paused

B & W & 8 | & e i s ©

Device paused
Device unavailable — device restarted and e = 33 is thrown

Power strip available
Outlet port available
Power strip paused
Outlet paused

RERE q0

Important! Many of the menu bar commands can be accessed by right-
clicking on a Device icon and selecting a command from the shortcut
menu that appears.




COMMANDCENTER USER GUIDE

28

Add Device
Use this command to add a new device to the system.

1. Click on the Devices tab.
On the Devices menu, click Device Manager, and then click Add Device. The Add Device selection

2.
screen appears.
Add Device
Cevice type: |[Dominion KSX -
| Mext | | Claose ‘
Figure 28 Add Device Selection Screen
3. Click on the Device Type drop-down arrow and select a type of device from the list.
4. Click Next to proceed. The Add Device description screen appears. Depending on the type of device

you selected, you will see a Raritan device, a Dominion, or an iLO/RILO screen.

Add Device
AE . Please selact device properties to add,

.J;;g}.

Device type: [Powerstrip

Device name:

Description [
=

i
Nurnber of ports: | &

Device Associations
Element Apply To Ports |

Categor

Countries of the world
US States and territories

|| Topan

Figure 29 Add Device Screen for PowerStrip
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Add Device
ﬁﬁ. Please select device properties to add,
1

Device type: |D0mini0n ki
Device name: |

Device IP or Hostname: |

TCP port nurmber: [s000
Crescription |

Usernarne: [

Password: [

Heartbeat timeout (s2c): [500

-Device Associations-

Categor

Element

Countries of the world
U5 States and territories

Apply To Ports

[Lemwoes ||

|| cancel

Figure 30 Add Device Screen for Raritan Devices

- Add Device
A5 please select device properties to add.
b4
Device type: [LasriLa

Device narnet [

Device IP ot Hostname: |

Description [

Usernarne: |
Password: [

Device Associations

Category

Elerment

Apply To Pors

Countries of the warld
US States and territories

| Previous ||
|

|| Tenas

Figure 31 Add Device Screen for iLO, RILO

Type the new device name in the Device name field.
Type the IP Address or Hostname of the new device in the Device IP or Hostname field.
The TCP port number value will be populated automatically based on the device type.
Type a description (or location) of the new device In the Description field.
Type the name used to log onto this device in the Username field.

. Type the password needed to access this device in the Password field.

. Type the time (in seconds) that should elapse before timeout between the new device and
CommandCenter in the Heartbeat timeout (sec) field.
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12. Click OK to add the device or Cancel to exit without saving. A Device Created Successfully message
confirms that device has been added.

13. Repeat steps 1 through 12 to add other devices.

Note: You will not see a TCP port number or Heartbeat timeout field for Dominion SX
and HP iLO/RILO devices.

Edit Device

Use this command to rename a device and /or modify its properties.
1. Click on the Devices tab and select a device from Devices tree.
2. On the Devices menu, click Device Manager, and then click Edit Device. The Edit Device screen

appears.

Edit Device

gg]&jl . Please select device propertias to add.
=

Device IP or Hostname: [192 168 51,223

Davice type: [Baminian ks

Device narne: [ksn-z23

Description |

Subnet mask: [z55.255.255.0

Default gatevay: [tez 16851126

TCP part number: [5oo0

Heartbeat timeout (sac): [120

Device Associations

Categar Elernent £pply To Ports
Countries of the world

U5 States and territories

[
I Lo13 ! Cancel

Figure 32 Edit Device Screen

3. Type the new device properties in the appropriate fields on this screen, up to and including selecting
different or new Category and Element properties from the Device Association panel.

4. Click OK to edit the device or Cancel to exit with modifying. A Device Updated Successfully
message confirms that device has been modified.

5. Repeat steps 1 through 4 to edit other devices.

Delete Device

1. Click on the Devices tab and select a device from Devices tree.

2. On the Devices menu, click Device Manager, and then click Delete Device. The Delete Device screen
appears.

Delete Device

Device name: |SX16-111

Figure 33 Delete Device Screen

3. Click OK to delete the device or Cancel to exit without deleting. A Device Deleted Successfully
message confirms that the device has been deleted.

4. Repeat steps 1 through 3 to delete other devices.
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Bulk Copy

The Bulk Copy command allows you to copy the assigned categories and elements from one device to
multiple other devices. Please note that categories and elements are the only properties copied in this
process.

1. Click on the Devices tab and select a device from Devices tree.

2. On the Devices menu, click Device Manager, and then click Bulk Copy. The Bulk Copy screen
appears.

Bulk Copy

Device name: [5H16-111

rall Devices Selected Devices

|

¥

.

<«

i | cancel .

Figure 34 Bulk Copy Screen

3. Inthe All Devices list, select the device(s) to which you are copying the categories and elements of the
device in the Device Name field.

4, Click Add to add a device to the Selected Devices list.
5. Toremove a device from the Selected Devices list, select the device, and click Delete.

6. Click OK to bulk copy or Cancel to exit without copying. A Device Copied Successfully message
confirms that device categories and elements have been copied.

7. Repeat steps 1 through 6 to copy other categories and elements of other devices.

Backup Device Configuration

Use this command to back up all user configuration and system configuration files. If anything happens to
your system, you can restore your previous configurations from memory.

1. Click on the Devices tab and select a device from the Devices tree.

2. On the Devices menu, click Device Manager, and then click Backup Device Configuration. The
Backup Device Configuration screen appears.

Backup Device Configuration

Device name; [SR16-111

Backup name: |

Description: |

Figure 35 Backup Device Configuration Screen
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3. Click OK to back up the device configuration or Cancel to exit without backing up. A Device
Configuration Backed Up Successfully message confirms that device configuration has been backed

up.
4. Repeat steps 1 through 3 to back up other device configurations.

Restore Device Configuration

This command allows you to restore a previously backed-up device configuration.
1. Click on the Devices tab and select a device from the Devices tree.

2. On the Devices menu, click Device Manager, and then click Restore Device Configuration. The
Restore Device Configuration screen appears.

Restore Device Configuration

Device name; [SX16-111

Backup dater | hd

Backup name: |

Description: |

Figure 36 Restore Device Configuration Screen

3. Click on the Backup Date drop-down arrow and select a date from the list of when you last made a
back up of the device.

Click OK to restore the back up or Cancel to exit without restoring.

5. When the Restart message appears, click Yes to restart the device or No to close the window without
restarting. A Device Configuration Restored Successfully message confirms that all user and system
configuration data has been restored.

6. Repeat step 1 through 5 to restore other devices’ configurations.

Copy Device Configuration

This command allows you to copy configurations from one device to another.

1. Click on the Devices tab and select the device whose configuration you wish to copy to another device
from the Devices tree.

2. On the Devices menu, click Device Manager, and then click Copy Device Configuration. The Copy
Device Configuration screen appears.

Copy Device Configuration

Device narne: [eH1e-111

Copy configuration ta: | -

Figure 37 Copy Device Configuration Screen

3. Click on the Copy Configuration To drop-down arrow and select the device to which you want to
copy the configuration of the device in the Device Name field.

4. Click OK to copy the configuration or Cancel to exit without copying. A Restart message appears.

5. Click Yes to restart the device or No to close the window without restarting. A Device Configuration
Copied Successfully message confirms that device configuration has been copied.

6. Repeat steps 1 through 5 to copy other devices’ configurations.
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Upgrade Device

Use the Upgrade Device command to download new versions of device firmware.
1. Click on the Devices tab and select a device from the Devices tree.

2. On the Devices menu, click Device Manager, and then click Upgrade Device. The Upgrade Device
screen appears.

Upgrade Device

Device name: [5¥16-111

Firmears name | -

Figure 38 Upgrade Device Screen

3. Click on the Firmware Name drop-down arrow and select the appropriate firmware from the list
(Raritan or your reseller will provide this information).

4. Click OK to upgrade the device or Cancel to close the Upgrade Device screen. A Restart message
appears.

5. Click Yes to restart the device or No to close the window without restarting. A Device Upgraded
Successfully message confirms that the device has been upgraded.

6. Repeat steps 1 through 5 to upgrade other devices.

Ping Device

You can ping a device to determine if the device is available in your network.
1. Click on the Devices tab and select a device from the Devices tree.

2. On the Devices menu, click Device Manager, and then click Ping Device. The Ping Device screen
appears, showing the result of the ping.

Fing Device

Device narme: [erte-111

Device IP or Hostnarme: |192‘168‘51‘111

Ping status: [accessible

Figure 39 Ping Device Screen

3. Click Close to clear this screen.
4. Repeat steps 1 through 3 to ping other devices.

Reset Device

Use the Reset Device command to reset device configurations to factory default.
1. Click on the Devices tab and select a device from the Devices tree.

2. On the Devices menu, click Device Manager, and then click Reset Device. The Reset Device screen
appears.

Reset Device

Device name; ‘les-lll
Figure 40 Reset Device Screen

3. Click OK to reset the device or Cancel to exit without resetting. A Device Reset Successfully
message confirms that device has been reset.

4. Repeat steps 1 through 3 to reset other devices.
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Pause Device

You can pause a device to temporarily suspend CommandCenter’s control of it without losing any of the
configuration data stored with CommandCenter.

1. Click on the Devices tab and select a device from the Devices tree.

2. On the Devices menu, click Device Manager, and then click Pause Management. The indicator of
the device being paused is its icon changing from a grey ‘active’ state to a red ‘paused’ state in the
Devices tree.

Resume Device

After pausing a device, have it continue with its normal activity by commanding it to resume.
1. Click on the Devices tab and select the paused device from the Devices tree.

2. On the Devices menu, click Device Manager, and then click Resume Management. The device icon
changes from the red ‘paused’ state to a grey ‘active’ state.

View Devices

Reqular View

Select this command to view devices in the Devices tree grouped in default view (you can change the
regular view by assigning new criteria in custom view, see next section).

1. Click on the Devices tab.

2. On the Devices menu, click Change View, and then click Regular View. The Regular View of the
Devices tree appears.

Session Users Devices Ports A
= ¢ ®la @
Forts Cevices Users

7]

&P Dominion KSH 1
&P Dominion KSH 2
&P Dominion SX 8

&P Dorninion ¥ 16

&P Dominion ¥ 32

&P DominionSK32

& ipsimulator19z
m PowerStripl

:.ﬂ Powerstrip2

Uszer: ccRoot

Figure 41 Devices Tree Regular View Screen
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Custom View

You can customize the Devices tree by organizing devices to appear in a particular format. You might want

to view devices by Country, by Time Zone, or by any other option that helps you differentiate between

them. Set up a Custom View using the next few sessions. Please also see the section Association Manager,

later in this chapter, for more details on adding Categories to CommandCenter.

1. Click on the Devices tab.

2. On the Devices menu, click Change View, and then click Custom View. The Custom View screen
appears.

CommandCenter '

Session Users Devices Ports Associstions Reports Setup Window View Help |

< E|2 e - |

[orts [users | powss | oyistom View

B @ sx1s-111
i sx111_portio Customn View
— 5X111_Portll
I - | Marme: | Regular vientDafault) -
— 5X111 Portl3 fii ‘ ‘ 2dd || ‘ ‘ ‘
[~ SH111_Portls |
— SX111_Portis - - -
[ S¥111_Portie_ps ~Custom Wiew Details — =
— SM111_Port2_Linux ‘ g ‘
(N 5x111_Portz_Linux |
B sx111_Portz_Linux pown. ||
— SX111_Portd
- sx111_Pors
— 5X111_Porté
[~ SH111_Port7
R 52111 _ports_Linus
— 5X111_Portd

L Af su16-111 Power Supply

{
e gery rames - H Undste |‘

4 ol ‘ Sat Currant ‘ Close

User: ceRoot English (United States)

Figure 42 Custom View Screen

3. To customize your view, click on the Name drop-down arrow and select a custom view that has
already been saved in the database. Details of the View categories appear in the Custom View Details
field.

4. Click Set Current to arrange the Devices tree to reflect the selected custom view.
5. Click Close to close the Custom View screen.
Repeat steps 1 through 5 to change custom view.

o
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Add Custom View

1. Click on the Devices tab.

2. On the Devices menu, click Change View, and then click Custom View. The Custom View screen
appears.

3. Inthe Custom View panel, click Add. An Add Custom View window appears.

Add Custom View X|

Add Custom Wiew

%F Please enter custorn view name
4

Enter custorn view nare!

|Raritan Sormerset Devices

| DK | | Cancel

Java Applet Window

Figure 43 Add Custom View Window

4. Type a new custom view name and click OK or click Cancel to close the window. The new view
name appears in the Name field.

5. In the Custom View Details panel, click on the drop-down arrow at the bottom of the panel. This list
contains categories that you can use to filter custom views. Select a detail from the drop-down list and
click Add to add the detail to the Custom View Details panel. Select as many details as needed.

6. To re-order the details in the Custom User Details panel, select a detail and use the Up and Down
buttons to arrange details in the order you want devices sorted. To remove a detail from the list, select
the detail and click the Delete button in the Custom User Details panel.

7. Click Update to update the custom view. A Custom View Updated Successfully message confirms
that the custom view has been updated.

8. Click Set Current to arrange the Devices tree to reflect the selected custom view.
9. Click Close to close the Custom View screen.
10. Repeat steps 1 through 9 to add a new custom view.

Edit Custom View

1. Click on the Devices tab.

2. On the Devices menu click Change View, and then click Custom View. The Custom View screen
appears.

3. Click on the Name drop-down arrow in the Custom View panel and select the custom view to be
edited. Click Edit. An Edit Custom View window appears.

Edit Custom Yiew B3
Edit Custom wWiew

g@ Please enter new custom view name

Enter new name for custor view:Docurmentation View

|D0cumentati0n Wiew

i Lol | | Cancel

Java Applet Window

Figure 44 Edit Custom View Window

4. Type a new custom view name and click OK to confirm or Cancel to close window.

5. In the Custom View Details panel, click on the drop-down arrow at the bottom of the panel. This list
contains categories that you can use to filter custom views. Select a detail from the drop-down list and
click Add to add the detail to the Custom View Details panel. Select as many details as needed.
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6. To re-order the details in the Custom User Details panel, select a detail and use the Up and Down
buttons to arrange details in the order you want devices sorted. To remove a detail from the list, select
the detail and click the Delete button in the Custom User Details panel.

7. Click Update to update custom view. A Custom View Updated Successfully message confirms that
the custom view has been updated.

8. Click Set Current to arrange the Devices tree to reflect the selected custom view.
9. Click Close to close the Custom View screen.
10. Repeat steps 1 through 9 to edit other custom views.

Delete Custom View

1. Click on the Devices Tab.

2. On the Devices menu click Change View, and then click Custom View. The Custom View screen
appears.

CLISLOm Wiew

rCustorn View-

| Mame: | Raritan Sormerset Devices - |

| sstpefautt || add H Edit || Delete |

Figure 45 Custom View Screen

3. Click on the Name drop-down arrow in the Custom View panel and select the custom view to be
deleted.

4. Click on the Delete button in the Custom View panel. A Delete Custom View window appears.

Delete Custom Yiew

Lelete custom view:Documentation Yiew

Java Applet Window

Figure 46 Delete Custom View Window

5. Click Yes to delete the custom view or No to close the window.
6. Click Close to close the Custom View screen.
7. Repeat steps 1 through 6 to delete other custom views.
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Topological View

Use the Topological View command to view the structural setup of all the connected appliances in your
configuration.

1.
2.

3.

Click on the Devices tab and select a device from the Devices tree.

On the Devices menu, click Topological View. The Topological View for the selected device appears.

Session Users Devices Ports Associations Repotts Setup Window View Halp

= ¢ Bld @

| Parts | Devices | Usars |
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&P Dominion KSX 1
[ &4 American Samoa
&P Dominion % 32
B Pawerstrip
B Pawerstripy
] Paverstripz
[} 2 Argentina
BT Hext pawerstip
[ cf United States
L @ Dorminiongkaz

&P Dominion KSX 2
&P Dominion SX &
@ Dorninion ¥ 16
@ ipSimulatorlsz

B vsx P

4__mmmms |

- =4 Countries of the world Unas

Uszer: ccRoot

Topological View

& Dominion KSX 1

B} @ 1P -Reachlid=IP-Reach)
Serial Target 1(id=5er_0)
Serial Target 2(id=Ser_1)
Serial Target 3(id=5er_2)
Serial Target 4(id=5er_3)
Adrnin(id=Ser_4)
PowerPorfid=Ser_5)
&P (id=Compuswitch]

B port 1(id=s0T0)
B port 2(id=5s0T1)
B port 3(id=s0T2)

= port a(id=s0T3)

Figure 47 Topological View Screen

Close

Navigate through the Topological View in the same way you navigate through the Devices tree; click
on the + or — to expand or collapse the view.

4. Click Close to close Topological View screen.



CHAPTER 4: COMMANDCENTER MANAGEMENT 39

Special Access to Paragon Il System Devices

Paragon Il System Controller (PIISC)

Paragon Il System Integration users can add their PIISC devices to the CommandCenter Devices tree and
configure them via the Paragon Manager application from within CommandCenter. For more detailed
directions on using Paragon Manager for PIISC configuration, please see Raritan’s Paragon Manager /
Paragon Il System Controller User Manual.

After adding your Paragon System device (the Paragon System includes the PIISC device, connected UMT
units, and connected IP-Reach units) to CommandCenter, it will appear in the Devices tree. Right-click on
the Paragon System icon in the Devices tree and select Launch Admin to launch the Paragon Il System
Controller application in a new browser window and configure your PIISC UMT units.

[lports [lusers | oevices | \jiew Device
| 1

&P PIT
Z: [ Add Device

+b o Edit Drevice
B Celete Device

| Bulk Copy

e Configure Parts
3 Delete Paorts

Launch Admin

Paragon II Systermn Controller IPR Admin (s=

Pauze Managerment ns-

— Device Group Manager
o Custom View
[ 111 Portd | |"‘ A R

arh

Figure 48 Paragon System Launch Admin Menu Option
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| Fle Edl Vew Favortes Taok Hep Il Linksﬁ
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Hack Eeanmar Stop Refresh  Home Search Favortes  Media  History LET] Print Edit Discuss  Research  AlM
JAddless I@ hitp: //192.166. 22.8/cgi-bin/psatdmin. cai?3 essionl D=6 ession206S essionk ey=rBE HKNIAMS WA T ONecd0RA% 3D % 30EPaitNumber=50008| PAddress=192. 168, 2j @ Go
| msa® - | =]| /Seach ~ #Highight | JOptions | 57PopapsBlocked (3] + - Hotmal 3 Messenger ”H S Snagh |
E
Session Users Yiew Setup Help
Hlele(lEs =)
PISC
X
Powver Strips:
-
200503.04 at 11:50:33 EST : User User logged in to System Controller Admin
For help press F1 o
|@ Applet Paragonl| SystemControllerddmin started ’7 ’7 ,7 |° Internet 4

Figure 49 Paragon Manager Application Window
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IP-Reach and UST-IP Administration

You can also perform administrative diagnostics on IP-Reach and U
Paragon System setup directly from the CommandCenter interface.

After adding the Paragon System device to CommandCenter, it appears

Admin screen appears, listing all connected IP-Reach and UST-IP units

device configuration screen in a new window.

[ Parts | usars | Davices | ier
& pzsc 71

&P pP2sc 7-2 Dauira
&P Pzs| Add Device

& pza| Edit Davice

Celete Device

Bulk Copy

Configure Parts
Delete Parts

Launch Adrmin

Remote User Station Admin

Pause Managerent

Device Group Manager

Custorn View

ST-IP devices connected to your

in the Devices tree. Right-click on
the device icon in the Devices tree and select Remote User Station Admin. The Remote User Station
. Click the Launch Admin button
in the row of the device you want to work with to activate Raritan Remote Console and launch the blue

Figure 50 Remote User Station Admin Option

ERaritan Remote Client - [ - IP-Reach at 192.168.21.11 : Admin] = IEI|1|
#B Conrnection Tools Wiew Window Help =
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Figure 51 IP-Reach Administration Screen
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Device Power Manager

Before using the Device Power Manager view, make a physical connection of a PowerStrip to a Dominion
SX or Dominion KSX unit. When you add the PowerStrip device, define this connection in
CommandCenter. Once the PowerStrip is added, you can associate it with the Dominion SX serial ports or
with Dominion KSX dedicated power ports. The Device Power Manager view displays outlets connected to
devices’ ports and allows you to remotely power on or power off associated ports, as well as monitor power,
voltage, current, and temperature of the device.

1. In the Devices tree, select a device, then on the Devices menu, click Device Power Manager. The
Device Power Manager screen appears.

[Lpons [ users | oevices |

Device Power Manager

Lo @ P5C-233-1 -
= 1234
7% 233-porti2 Device name: [PS18
A7 inuxs.o Unit 1D [PCR-18--new
7% Linux8.0 Systemn statusigverage Power: 41 wiatks Apparent Power: 59 VA
4 Linuxs.0 True RMS Valtage: 212.4 Yolts
A7 Linuze.o [True RMS Gurrent: 0.5 Amps  Maximum Detected: 0,5 Amps
A7 Linuze.o Internal Temperature: 23,5 C
L f p5c-233-1 Power 5U Gutlet Circuit Breaker: Good
L8 psczaa-p2e Outlets Status
EF &P RILC-40-136 T
E et [outlet_17 [ D on @ Off | Recyce
&) RILO-40-136 KVM T
%RILO,W,BE ik [outlet 16 [ S on (O off | Recyde
Gl @ 5%-53-205
N [outiet_15 [ D on 3 Off | Recyds
8 Linux 3.0
e =
Eronz [outiet_12 [ v on D Off ‘ Recycle
- ps1e(ports)
A outlet 1 [outiet 12 I @ on O off | Recyde
A outlet1
Outlet 12 [outier_1 I @ on (O off | Reeyde
A outlet_13
stidaTe [outiet_a I @ on (O off | Reyds
A outlet 16 _ ~ i
e [outiet_a [ T on (D Off | Recyds
ﬂo“tleu [outlet_7 [ T on @ Off | Recyce
Outlet_3
A outiet_d [outlet & [ T on (D Off | Recyde
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A outlet 6 [outiet_ s [ on (O Off | Recyds
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Figure 52 Device Power Manager Screen

The outlets will be listed in the Outlets Status panel. You may have to scroll to view all outlets.
Click on the On or Off radio buttons for each outlet to power ON or power OFF the outlet.
Click Recycle to restart the device connected to the outlet.

Click Close to close the Device Power Manager screen.

Repeat steps 1 through 5 to monitor and control other devices.

o 0~ wDd

Note: CommandCenter automatically recognizes the outlets of PowerStrips attached to
Dominion KX and PIISC devices as additional ports of those devices; no PowerStrip
association is necessary. These outlets are added and configured the same as any other
device port. See Port Manager, later in this chapter, for instructions on adding and
editing ports.
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Discover Raritan Devices

Use this command to initiate a search for all Raritan devices on your system. The search will automatically
detect all newly attached, and previously existing Raritan devices on your network, including Paragon,
PIISC, IP-Reach, Dominion KX, and Dominion KSX units. After locating the devices, you may connect
them to your CommandCenter system if they are not already connected.

1. On the Devices menu, click Discover Raritan Devices. The Discover Raritan Devices screen appears.

Discover Raritan Devices

5]
i

Please provide IP range.

Device type: |ALL -

Frorn addrass: [ To addrass;: |

Mask: [

Figure 53 Discover Raritan Devices Screen

2. Click on the Devices Type drop-down arrow and select the type of device you wish to find. Type the
range of IP addresses where you expect to find the devices in the From Address and To Address
fields. To search for all Raritan devices, select ALL from the drop-down list.

3. Click OK to start the search or Cancel to exit without searching. Discovered devices appear in a
Discover Raritan Devices list.

Discover Raritan Devices

1P Address ] Type Marne ] Status Description
192.168.5L,202 [Darninian kow [oKex Unkrawn Dorminien KSH madel Ri..,
192 168.51,184 |Darninian KSx [Darminian Kex Unkrawn Darninien KSK madel R¥E..,
192 168.5L,157 |paminian Kex [kana40 Unknown Dominion KSR model Ri4..,
192,168.51,200 |Darninian Kk [Darminian-kx Unkrawn Darminien KX radel DX ...
192 166,51, 120 Dorminion Kx |bills-kxzaz Unknown Dorminion KX model DEE v,
192 168.5L,187 |Darninian kX [Darminian Kkx Unkrawn Dorminien KX radel DA ...
192.168.5L.224 |Dorninion K |kx-224 Unknown Dorninion KX model DKK ...
192.168.5L,176 |Darninian kx |Darminian-kx Unkrawn Darminien KX radel DA ...
192‘163.51‘.213 .D.nrmnlnn 244 :Eng-KX Unknown Dorminion KX model |£)K>< [T
192.168.51,204 |Darninian kx |oKuzoe Unknawn Dorminien KX radel DA ...
152.168.51.207 |1P-Reach |Tachsuppor-1pR Unknown IP-Reach model TR36x v...
192 168.5L,206 |1P-Reach [tP-Reach Unknown IP-Reach model TROL ver...
192,168.51,225 |1P-Rezch |IPResch-225 Unkrawn IP-Reach model TROL ver...
192 166,51, 101 IP-Feach |TRO1 Unknown IP-Reach model TRO1 ver..,
e [erm |
| | |
Please wait while dizcovering devices. .. onidz B English (United States)

Figure 54 Discovered Raritan Devices List Window
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4, Select a Raritan device from list and click Add to add the device to CommandCenter or click Close to
exit without adding the device. If you clicked Add, the Add Device screen appears.

Add Device

iﬁj} Please select device properties to add.
i

Device typa: [paminion kx101

Device nama: Jkx_Kim-o00S

Device IP or Hostname: ‘192.168.51.139

TCP pork number: [5000

Description ‘letll rmodel KX_KIM ver, 4.3

Usernarna: [

Passward: [

Heartbeat imeout (sec): [600

Cevice Associations

Categor Elerment Apply To Ports
Countries of the world [

US States and territories

e [pem— R—

Figure 55 Add Device Screen

5. Type the user name and password (that were created specifically for CommandCenter in the device) in
the Username and Password fields to allow CommandCenter to authenticate the device when
communicating with it in the future. Select a Category or Element to apply to the device.

6. Click OK to add the new device or Cancel to exit without adding. To return to the previous screen,
click Previous. A Device Added Successfully message confirms that the device has been added.

7. Repeat steps 1 through 6 to find and add other devices.
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Device Group Manager

Use the Device Groups Manager screen to add, edit, assign, and remove device groups and the rules that
govern them. First add a Device Group, then add a Device Rule(s) to make working with and viewing

devices easier.

Add Device Group

1. On the Associations menu, click Groups Manager, and then click Device Group Manager. The

Device Group Manager screen appears.

Device Groups Manager

@raup

[
Graup name | All Devices

v'|

| Add || Edit || Delate || shou contents
Prefixt Categary! Operatort  Element:
'||Dewce Narne v|! - v|| ‘v|| Add Rule ‘
Prefix Categor Operation | Value I Rule Name | e
|Device Marne LIKE 3 Ruled

Short axprassion:

Fiulel

Mormalized expression:

Walidate

Device Nare LIKE %

| Update

Cloze

Figure 56 Device Groups Manager Screen

2. Click Add in the Groups panel. The Add Device Group window appears.

Add Device Group x|

Add Deyice Group

lease enter device group narme.

Enter dewice group nare:

| | Cancel

Java Spplet Window

Figure 57 Add Device Group Window

Cancel to close the window. The new group name will appear in the Group Name field.

4. Click Close to close Device Groups Manager screen.
5. Repeat steps 1 through 4 to add other device groups.

Type a device group name in the Enter Name for Device Group field. Click OK to add the group or
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Edit Device Group Name

1. On the Associations menu, click Groups Manager, and then click Device Group Manager. The
Device Group Manager screen appears.

Device Groups Manager

Group

Group marmer | Pellinore Group = |

| Add || Edit ‘ | Delete || Show Contents ‘

Figure 58 Device Groups Manager Screen

2. Click on the Groups drop-down arrow and select the group to be edited from the list. Click Edit and
the Edit Device Group window appears.

Edit Device Group x|
Edit Device Group

%

Pleaze enter device group nare.

Enter new narne for dewice group:Pellinore Group

|De||in0re Groupl

| Ok | | Cancel

Java Applet Window

Figure 59 Edit Device Group Window

3. Type the new name for the device group in the Enter New Name for Device Group field. Click OK

to edit the device group or Cancel to close the window. The new name appears in the Group Name
field.

4. Click Close to close Device Groups Manager screen.
5. Repeat steps 1 through 4 to edit other device group names.



46 COMMANDCENTER USER GUIDE

Delete Device Group

1. On the Associations menu, click Groups Manager, and then click Device Group Manager. The
Device Groups Manager screen appears.

Device Groups Manager

Group

Group marmer | Pellinore Group = |

| Add || Edit ‘ | Delete || Show Contents ‘

Figure 60 Device Groups Manager Screen

2. Click on the Group Names drop down arrow and select the device group to be deleted. Click Delete
and the Delete Device Group window appears.

Delete Device Group
| F% Celete device group:Pellinore Group

Yes Mo

Figure 61 Delete Device Group Window

3. Click Yes to delete the group or No to Cancel and close the window.
4. Click Close to close Device Groups Manager screen.
5. Repeat steps 1 through 4 to delete other devices.

Add Device Rule

After adding a device group, apply one or more rules to the group so that devices can be grouped by
matching parameters and you have a navigable Devices tree.

1. On the Associations menu, click Groups Manager, and then click Device Group Manager. The
Device Groups Manager screen appears.

Device Groups Manager

Group

Group narme: |Pe|linore Group - |

| Add || Edit || Delete || shew contents

Prafix: Categary: Cparatar:  Elemant:

V|!Deuica Narne V|| = VH |v|| add Rule |

Prafix Catagory Operation | Value | Rule Narne | s
|Device 1P Address | = 162,200,200.5 |Ruled

Figure 62 Device Groups Manager Screen

2. Click on the Group Name drop-down arrow and select the device group for which you want to set
rules.

3. Click on the Prefix, Category, Operator, and Element drop-down arrows to set up a rule, and type
the name of the rule in the Rule Name field.

4. Click Add Rule. The new rule appears in the rule table as a short regular expression.
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Important: You can combine the application of two or more rules by
using operators such as ‘& meaning ‘and’ or ‘|’ (vertical bar that shares
the <\> key on your keyboard) meaning ‘or.’

Note: When you select a category, make sure you select a proper operator that relates to
the element in order for the rule to take effect. For example, if countries of the world
category is selected, relate it to ‘=’operator to equal only the country you pick as an
element of the rule. Devices are grouped according to this rule once added to the system.

5. Click Validate and the short regular expression expands into a normal expression of the rule in the
lower field of the screen.

6. Click Update to update the device group. The new rule is associated with this device group from now
on, and any new devices will also comply with rules assigned to this device group.

7. Click Close to close the Device Groups Manager screen.
8. Repeat steps 1 through 7 to add other rules to device groups.

Edit Device Rule

1. On the Associations menu, click Groups Manager, and then click Device Group Manager. The
Device Groups Manager screen appears.

Device Groups Manager

Group

Group name: |F‘e||inore Group - |

Add | | Edit | | Delete | | Show Contents |
Prefix: Category: Operator: Elernent:
V|!Deuica Name v|| = VH |v|| #dd Rule |
Prefix Categor Operation I Walue | Rule Name | EaiErerss
Device IP Address = 1E8,200,200.5 Rulen L

Figure 63 Device Groups Manager Screen

2. Click on the Group Name drop-down arrow and select the device group with the rule that must be
edited.

3. Change any of the fields by clicking on the Prefix, Category, Operator, and Element drop-down
arrows and change the rule as necessary.

4. Click Add Rule. The edited rule appears in the rule table as a short regular expression.
5. Click Close to close the Device Groups Manager screen.
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Delete Device Rule

1. On the Associations menu, click Groups Manager, and then click Device Group Manager. The
Device Groups Manager screen appears.

Device Groups Manager

Graup

| Group narme: | Pellinore Group = |

| Add || Edit || Delete || o o |

Prefix: Categary: Cperatori  Element:

'||Deuice Narne V| - vH |v|| add Rule |

Prefix Categor Operation ] Walue | Rule Mame | it riis
|Device 1P Address = 168,200,200.5 [Rulen

Figure 64 Device Groups Manager Screen

2. Select a rule to be deleted from the rule table and click Delete Rule. The Delete Rule window appears.

Delete Rule

@% Would you like to delete the selected Rula?

XE_S' Mo

Figure 65 Delete Rule Window

3. Click Yes to delete the rule or No to close the window.
4. Click Close to close Device Groups Manager screen.
5. Repeat steps 1 through 4 to delete other rules.
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Port Manager

Port Manager commands allow you to configure, connect to, and disconnect from ports of serial and KVM
devices in your CommandCenter system.

Once configured, CommandCenter provides centralized access to Dominion and IP-Reach units through
these attached target device(s). CommandCenter supports Raritan products, as listed in the table below.

RARITAN UNITS ‘ NUMBER OF IPS  NUMBER OF PORTS SSL ‘
Dominion SX4 1 4 Always On
Dominion SX8 1 8 Always On
Dominion SX16 1 16 Always On
Dominion SX32 1 32 Always On
Dominion KSX440 | 1 8 Always On
Dominion KSX880 | 1 16 Always On
Dominion KX116* | 1 16 Always On
Dominion KX216* | 1 16 Always On
Dominion KX232* | 1 32 Always On
Dominion KX416 | 1 16 Always On
Dominion KX432 1 32 Always On
IP-Reach 1 Model Dependent | Always On
PIISC 1 Varies Always On

*Requires DKX firmware support

When you click on the Ports tab, the Ports tree displays information about the Ports connected with
CommandCenter. For easier identification, different ports have different icons in the tree. In addition,
availability status of each port also has a different icon. For a description of what the icons represent, please
see the table below.

o
‘
b

MEANING

Device available

Port available

KVM port connected — in current user session

Port paused — because device is paused

Port unavailable — because device is unavailable

Port busy — other user connected to port

Serial port available — not connected

Serial port connected — in current user session

Serial port busy — other user connected to port

Serial port unavailable — device is down and unavailable
Serial port paused — because device is paused

@& i E | e .

Power strip available

Outlet port available

Power strip paused

RERE

Outlet paused

Important! Many of the menu bar commands described in this section
can be accessed by right-clicking on a Port icon and selecting a
command from the shortcut menu that appears.
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Configure Port

Configure a Serial Port
1. Click on the Devices tab and select a serial device from the Devices tree.

2. On the Devices menu, click Port Manager, and then click Configure Ports. The Configure Ports
screen appears.

Configure Ports

Device name: [GH-53-205

Ports
Raritan port 1D Port narne Port type

mil [Pertio [cerial Port | cenfigurs
il [Part1a [zerial Port | configure
| [Part1z [serial Port | configure
el [Pert1z [eerial Port | cenfigurs
Ol [Part1a [serial Port |__configure
e [Part1s [gerial Port | canfigure
| [Fertze [gerial Port | cenfigurs
Ol [Parta [serial Port |__configure
[T [Parta [serial Port | cenfigurs
| [parts [erial Fart | configure
& [Parte [serial Part |__configure
[ [Partz [serial Port | configure
| ] [windaws 2000 [gerial Port | cenfigurs

| =
Select All || Clear All 1 171 | L] | -

Figure 66 Configure Ports Screen

3. Click the Configure button that corresponds to the serial port line item you wish to configure. The
Configure Serial Port screen appears.

Configure Serial Port
A8 Pleaze zelact port properties to add,

o

Device narme: [sx-53-205

Device IP or Hostname: ‘192‘168.53.205

Port number: a

Port narme: JParts]

Application name: } RaritanConsale - |
Baud rate: ‘ 600 — |
Parity/Data bits: | Hone/s hd |
Parity chack: [C] Enabla

Recy/Hmit pace: [] #ondxaff

Hiw flow control: [[] Enable

Az=neiatetnaiart=ir o o = -

Port Azsodations

Categor Elernant

Countries of the world
Systern Type
US States and territories

‘ Ok | Cancel

Figure 67 Configure Serial Port Screen for Dominion Unit

4. Type a port name in Port Name field.
5. Click on the Application Name drop-down arrow and select an application name.
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Click on the Baud Rate drop-down arrow and select a rate.

Click on the Parity/Data Bits drop-down arrow and select a parity value.

Click on the Parity Check check box to enable the parity check.

Click on the Recv/Xmit Pace check box to enable the pace Xon/Xoff if necessary.
10. Click on the H/W Flow Control check box to enable flow control.

11. Select the associated category and element from the Device Associations table.

12. Click OK to configure the serial port or Cancel to exit without configuring. A Port Created
Successfully message confirms that port has been created.

13. Repeat steps 1 through 12 to configure other serial ports.

Configure a KVM Port
1. Click on the Devices tab and select a K\VVM device from the Devices tree.

2. On the Devices menu, click Port Manager, and then click Configure Ports. The Configure Ports
screen appears.

Configure Ports

Device name: [PSC-233-1
Ports

Raritan port 1D Port name Port type -]
[] [p_Ece40z34_12 [z23-part1z v part | configure
[ [p_Ece+nsz4 4 [+2548 [k port | configure
[ [P_Ece4nz34_10 [Part 11 [k part |_configure
[] [p_Ece40334 26 [Psczas-pz7 [fwira pare | configure
[ [p_Ecesn3z4 2 [some Port [k port |_configure
[ [p_Ece4nz3a_13 [urnamed [ewira pare | configure
[ [P_ECe4n334_14 [Urramed [rwm Pore Configure
[ [p_Ece«nz34_15 [unnamed kv Port |__configure
[] [p_Ece4nz34_16 [urnamed v part | configure
[ [P_ECe4n33a_17 [Urramed [rwm Pore | &onfigure
[ [p_Ece4nz34_15 [unnamed fwra pare |__configure
[] [p_Ece4nz34_13 [urnamed kv pare | configure
[ [P_Ece4nazs_z0 [Urramed [rwm Pore | &onfigure
[ [p_Ecesnzza_z1 [unnamed [ewr Part |__configure
[ [p_Ece4nzza_22 [urnamed v pare Configure
[] [P_ECeanzza_z3 [Unnamed [kvm Port e
[ [P_Ecesnz34_za [urnarmed [k part |__configure
[ [p_Ece4nzza_27 [urnarmed [ part |__configure || ~|

I Select All || Clear All ‘ 1 1fz ! & )

[rreviews | woe [ o6 ][ cencal |

Figure 68 Configure Ports Screen
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3. Click the Configure button that corresponds to the KVM port line item you wish to configure. The

N o gk

Configure KVM Port screen appears.

Configure K\VM Port
g‘?@ Please selact port properties to add.
I

Device name: [Psc-z33-1
Device IP o Hostname: [192,168.51.233
Raritan port 1D [P_Ec=40334_10
Port name: ‘Port 11
Application narme: |RRC

Port Associations

Category Elemnent

Countries of the world
Systarn Type
US States and territaries

Figure 69 Configure KVM Port Screen

Type a port name in the Port Name field.
Click on the Application Name drop-down arrow and select name.

i (=18 i Cancel

Select the associated category and element from the Device Associations table.
Click OK to configure the KVM port or Cancel to exit with configuring. A Port Created

Successfully message confirms that port has been created.
Repeat steps 1 through 7 to configure other K\VM ports.
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Configure an Outlet Port

1. Click on the Devices tab and select a PowerStrip device from the Devices tree.

2. On the Devices menu, click Port Manager, and then click Configure Ports. The Configure Ports
screen appears.

. Configure Ports

Device narne: [PS18
Parts

Raritan port ID Port name Part type
BT [outi=t_10 [outlet Port | configure
Ol [outlet_t4 [outlet Port | configure
\EE] [outlet_158 [cutlet Port | configurs

Select Al | | clearai f i & ! P

| rEvi || Mext | | s || Cancel |

Figure 70 Configure Ports Screen

3. Click the Configure button that corresponds to the outlet port line item you wish to configure. A
Configure Outlet Port screen appears.

Configure Qutlet Port
ﬁ Please select port properties to add,
4

Device name:  [PS1E

Port number: L0

Port name: [outlet_10

Associated part: | None

Part Azzaciations

Category Elerment

Courtries of the world
Systern Type
US States and territories

Ok | Cancel

Figure 71 Configure Outlet Port Screen

4. Type the port name in the Port Name field.
5. Click on the Associated Port drop-down arrow and select a name.
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6. Click OK to configure the outlet port or Cancel to exit without configuring. A Port Created

Successfully message confirms that outlet port has been created.
7. Repeat steps 1 through 6 to configure other outlet ports.

Delete Ports

Delete a port to remove the port entry from the Ports tree and Cancel all accessibility of the remote target

device.

1. Click on the Ports tab and select a port to be deleted.

2. On the Devices menu, click Port Manager, and then click Delete Port. The

appears.

Delete Ports

Parts

Device namme: Raritan port 1D Part nama Part type
[ [er1e-111 [ [s#111_Partio [gerial Part
[ [sute-111 [ [s%111_Partii [gerial Part
[ [prre-111 [ [s#111_Portiz [serial Port
[ [er1e-111 [ [sx111_Partiz [serial Port
[ [erte-111 [ [sx111_partid [gerial Part
[ [ex1e-111 [ [5%111_Pors [serial Part
[ [sr1e-111 [ [s%111_Portie_Ps [serial Part
[ [er1e-111 [ [s%111_Partz_Linux [serial Part
[ [srte-111 [ [5¥111_Partz_Linux [gerial Part
[ feris-111 [ [5%111_Portz_Linux [5erial Port
[0 rre-111 [ [sx111_Parta [erial Part
[ [sr1e-111 [ [s111_Pans [gerial Part
[ [sute-111 [ [s111_Parte [5erial Part
[ [sx1e-111 [ [s%111_Part7 [serial Part
[ [rie-111 [ [5%111_parts_Linux [5erial Part
[ [srte-111 [ [g111_parts [zerial Part
[ [er1s-111 [ [5%16-111 Power Supply [
selectAll || clesral | O 71 L 4 || 2 |

3. Click OK to delete the port or Cancel to exit without deleting. A Port Deleted Successfully window

confirms that port has been deleted.

Figure 72 Delete Port Screen

4. Repeat steps 1 through 3 to delete other ports.

Delete Port screen
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Bulk Copy

To save time, use the Bulk Copy command to duplicate Port names or associations to other ports.
1. Click on the Ports tab and select a port whose data you want to copy to another.

2. On the Ports menu, click Bulk Copy. The Bulk Copy screen appears.

Bulk Copy

Part narme: [Linux 9.0

All Ports Selected Ports

-

1234 (PSC-233-1) 7
233-portl? (PSC-233-1)

Admin (KSK-223)

iLO-40-21 (iLo-40-21)

iLO-40-21 KVM Target (iLO-40-21]

iLO-40-21 Power Supply (iLO-40-21)

iLO-RU-15% (iLO-RU-153)

iLO-RU-15% KWM Target (iLO-RU-153)

iLO-RU-159 Power Supply (iLO-RU-153)

KSX-223 Power Supply (KSX-223)

KM L-test [KSH-223)

KVM 2 (KS¥-223)

EWM Target 3 (KSK-223) =)
KAVM Target 4 (KSH-223)

Linux8.0 (PEC-233-1)

Linux8.0 (PEC-233-1)

Linux2.0 (PEC-233-1)

Linux8.0 (PEC-233-1)

Linux8.0 (PEC-233-1)

Outlet 1 (PS18)

outlet_1 (PS18)

Outlet_12 (PS18)

Outlet_12 (PS18)

outlet_15 (PE18)

Outlet_16 (PS18)

Mt 17 (05180 =

»

L

D Copy port name |Z Copy port elerments

I | cancel

Figure 73 Bulk Copy Screen

3. In the All Ports list select the port name(s) that will be adopting the profile of the port listed in the
Port Name field above.

4. Click Add to move port name(s) to the Selected Ports list.

5. To remove any port names from the Selected Ports list, click on the name(s) and click Delete to move
them back to the All Ports list.

6. Click OK to copy port properties or Cancel to exit without copying. A Port Copied Successfully
message confirms that the port profile has been copied.

7. Repeat steps 1 through 6 to make other bulk copies of port properties.
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Connect Port

Having just configured ports in the previous section of this chapter, you are now ready to connect to these
ports and manage them through the RaritanConsole application.

Connect to a Serial Port
1. Click on the Ports tab and select a serial port to connect to and manage.
2. On the Ports menu, click Connect Port.

3. The Raritan Remote Client or JRRC application will launch in a new window. Use the application to
manage the devices and ports.

EgRaritan Remote Client - [ - IPR-201 at 192.168.53.201 : Serial Target 1] -3 _3<j
Wl Conmection  Serial Tools View Window Help =13 x|
[EEFEs 2N EEE - =mOmal7|

Write Access  Code Set LS ASCH Line: 1 Columm. 1 Logging:  Off

Applet amp. arulaconsole.AmpApp started T i

Figure 74 Raritan Remote Client Window

4. When you are finished using RRC to manage the port, on the RRC Connection menu, click Exit.
5. Repeat steps 1 through 4 to connect to and manage other serial ports.



CHAPTER 4: COMMANDCENTER MANAGEMENT 57

Connect to a KVM Port
1. Click on the Ports tab and select a KVM port to connect to and manage.
2. On the Ports menu, click Connect Port.

3. While Raritan Remote Client or JRRC launches, a Connection Status window will inform you of
connection status. Once a connection is established, RC/JRRC opens in a new window.

EgRaritan Remote Client - [ - IPR-201 at 192.168.53.201 :: K¥M Target 1] -3 5[
Wl Connection Keyboard Video Mouse Tools View Window Help @ x|

OEM o= EEE L EMAmHal?

Log On ko Windows i

;7 Windows Server2003
¥ Enterprise Edition

User name: | Administratar

password: |

1, Caps Lockis On
Having Caps Lock on may cause you ko enter your password
incorrectly,

‘ou should press Caps Lock to turn it off before entering your
password,

[ L N T 0 5 O

Figure 75 Raritan Remote Client Window

4. When you are finished using RRC to manage the port, on the RRC Connection menu, click Exit.
5. Repeat steps 1 through 4 to connect to and manage other KVM ports.

Note: If the KVM port is on sleep mode and indicates ““no video signal,” press the space
bar on your keyboard until you ‘wake up’ the port.
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Connect to an iLO/RILO Port

1. Click on the Ports tab and select an iLO or RILO target to connect to and manage.
2. On the Ports menu, click Connect Port.

3. Anew java applet, HP’s Remote Console will launch, once the applet loads, you have KVM access to
the iLO/RILO-enabled server.

A Remote Console - Microsoft Internet Explorer _ @ %]
File Edit View Favorites Tools Help

bk - = - (@ [F] A | Dsearch Garavortes Tveda (4| Bh- S =1 H 4

Aeldress [ ] https:/{152. 16653, 202/ CommandCentsreblspplication] #7ccssssorid—E SCB 37644 165BEE4E 463 2TE664C 45 BConmectionld—566 1 4315CC250DFEDSC CEE 46, 7 | | ©onaglt 12| Links

[‘ﬂm Remote Console ?_;I

invent

Right mouse drag whenever necessary to align the local and remote cursors,

Refresh | CirkAIRDEl | AltLock [T Character Set - |437: U8 7

[&] Applet ARCHIVE started R

Figure 76 HP's Remote Console Applet

4.  When you are finished using Remote Console, close the browser window.
5. Repeat steps 1 through 4 to connect to and manage other HP iLO/RILO ports.
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Managing an iLO/RILO Power Port

1. Click on the Ports tab and select an iLO or RILO Power Supply node for the iLO/RILO target you
want to manage.

2. On the Ports menu, click Power Port Manager.
3. The Port Power Management screen for the iLO/RILO target appears.

FPort Power Management

Patt name: [RILOE-52

an

o off | Recyds

Close

English (United Statas)

Figure 77 Port Power Manager for iLO/RILO targets

4. Click on the On or Off radio buttons for each outlet to power ON or power OFF the target.
5. Click Recycle to restart the device connected to the target.
6. Click Close to close the Port Power Manager screen.

Disconnect Port

To disconnect any serial, KVM, or outlet port in the Ports tree, use the Disconnect Port command.
1. On the Reports menu, click Active Ports. The Active Ports report is generated.

Active Ports
Session ID | User Device Port Allowed | Opened | User IF
192.168.32.11:1... |ccRoot KSX4a0_Derno Winkp [KSx44...Tue Feb 17 06:0... |Tue Feb 17 06:03...|192.168.50.168

Disconnect || Close

Figure 78 Active Ports Report

2. Select the active port to be disconnected from the list.
3. Click Disconnect to disconnect the port or click Close to exit without disconnecting.
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4. Repeat steps 1 through 3 to disconnect other ports.

Edit Port

Edit a Serial Port

1. Click on the Ports tab and select a serial port to be edited.
2. On the Ports menu, click Edit Port. The Edit Serial Port screen appears.

Edit Serial Port
A& Please selact port properties to add,

L 1T

g

Port number: |10

Part narme: [s%111_Partio

Application narme: %Raritancansole - ‘
Baud rate: 59600 - ‘
ParityfData bits: | Mone/a - ‘
Parity check: [[] Enable

Recw/Rmit pace: [] ®onfHoff

Hfw flaw contral: [[] Enable

Assodate paver stript | None - ‘

Port Associations

Category Elernent |

Countries of the world
Systermn Type
US States and territories

! (ol.8 | Cancel

Figure 79 Edit Serial Port Screen

3. Type the new port name in the Port Name field.

4. Click on the Application Name drop-down arrow and select a new application name.
5. Click on the Baud Rate drop-down arrow and select a new rate.

6. Click on the Parity/Data Bits drop-down arrow and select a new value.

7. Click on the Parity Check check box to enable or disable.

8. Click on the Recv/Xmit Pace check box to enable or disable Xon/Xoff.

9. Click on the H/W Flow Control check box to enable or disable.

10. Click on the Associate Power Strip drop-down arrow and select a new power strip.
11. Select a new category and element from the Device Associations table.

12. Click OK to edit the port or Cancel to exit without saving the changes. A Port Updated Successfully
confirms that port has been updated.

13. Repeat steps 1 through 12 to edit other ports.
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Edit a KVM Port

1.
2.

o oA~ w

Click on the Ports tab and select a K\VM port to be edited.
On the Ports menu, click Edit Port. The Edit KVM Port screen appears.

Edit KM Port
/@' . Please select port properties to add,

L
Raritan port ID: |
Pott narne: fLa-40-21 KM Targed
Application name: | RileE2 Rematedonsale -]
Port Assacistions -
Catagory | Elarnent I
Countries of the world |albania

Systern Type
US States and territories

| (o], | Cancel

Figure 80 Edit KVM Port Screen

Type a new port name in the Port Name field.
Click on the Application Name drop-down arrow and select an application from the list.
Select a new category and element from the Device Associations table.

Click OK to edit the port or Cancel to exit without saving the changes. A Port Updated Successfully
confirms that port has been updated.

Repeat steps 1 through 7 to edit other ports.
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View Ports

Reqular View

Select this command to view the Ports tree grouped in default view (you can change the regular view by
assigning new criteria to a custom view, see next section).

1. Click on the Ports tab.

2. On the Ports menu, click Change View, and then click Regular View. The Regular View of the Ports
tree appears.

Ports | Users Devices

— B8 dbs01

|:|-£I Daominian 5% & Power Supp
b B3 pomotuse

B EVM Port 2

—% Outlet_3

® port 1

2 Pork 1

2 Port 2

= port 4

HEd Portt 5% 8

@8 Porti4UpBu
-G8 parts

— FowerPort

— FowerStripPort-m
@3 serial Target 3

L @3 serial Target 4

T T

J | 2]

Figure 81 Ports Tree in Regular View
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Custom View

You can customize the Ports tree view by organizing your ports to appear in the format of your choice. You
might want to view ports by device, or by rack, or by any other option that helps you differentiate between
them. Set up a Custom View following the instructions in the next sections.

1. Click on the Ports tab.

2. On the Ports menu, click Change View and then click Custom View. The Custom View screen
appears.

Custom Wiew

FCustorn View

Mame: | Regular view(Defaul)

Custarn Wiew Details

-]

|
i
I

T

Category name: v || |

I [
Set Current | | Close ‘

Figure 82 Custom View Screen

3. To customize your view, click on the Name drop-down arrow and select a custom view that has
already been saved in the database. Details of the View categories appear in Custom View Details
field

4. Click Set Current to arrange the Ports tree to reflect the selected custom view.
5. Click Close to close the Custom View screen.
6. Repeat steps 1 through 5 to change custom view.
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Add Custom View

1. Click on the Ports tab.

2. On the Ports menu click Change View, and then click Custom View. The Custom View screen
appears.

3. Inthe Custom View panel click Add. An Add Custom View window appears.

Add Custom Yiew x|

Add Custom Wiew

Pleaze enter custom view name

Enter custom view name:

| | | Cancel

Java Applet wWindow

Figure 83 Add Custom View Window

4. Type a new custom view name and click OK or click Cancel to close the window. The new view
name appears in the Name field.

5. Under In the Custom View Details panel, click on the drop-down arrow at the bottom of the panel.
This list contains categories that you can use to filter custom views. Select a detail from the drop-down
list and click Add to add the detail to the Custom View Details panel. Select as many details as
needed.

6. To re-order the details in the Custom User Details panel, select a detail and use the Up and Down
buttons to arrange details in the order you want devices sorted. To remove a detail from the list, select
the detail and click the Delete button in the Custom User Details panel.

7. Click Update to update the custom view. A Custom View Updated Successfully message confirms
that the custom view has been updated.

8. Click Set Current to arrange the Devices tree to reflect the selected custom view.
9. Click Close to close the Custom View screen.
10. Repeat steps 1 through 9 to add a new custom view.

Edit Custom View

1. Click on the Ports tab.

2. On the Ports menu click Change View, and then click Custom View. The Custom View screen
appears.

3. Click on the Name drop-down arrow in the Custom View panel and select the custom view to be
edited. Click Edit. An Edit Custom View window appears.

Edit Custom Yiew x|
Edit Custom Wiew

’gjﬁ Fleaze enter new custorn view narme
4

Enter new name for custorn viewiMaortheastern LS,

|N0rtheastern u.s,

| Ok | | Cancel

Java Spplet Window

Figure 84 Edit Custom View Window

4. Type a new custom view name and click OK to confirm or Cancel to close window.

5. In the Custom View Details panel, click on the drop-down arrow at the bottom of the panel. This list
contains categories that you can use to filter custom views. Select a detail from the drop-down list and
click Add to add the detail to the Custom View Details panel. Select as many details as needed.
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6. To re-order the details in the Custom User Details panel, select a detail and use the Up and Down
buttons to arrange details in the order you want devices sorted. To remove a detail from the list, select
the detail and click the Delete button in the Custom User Details panel.

7. Click Update to update custom view. A Custom View Updated Successfully message confirms that
the custom view has been updated.

8. Click Set Current to arrange the Devices tree to reflect the selected custom view.
9. Click Close to close the Custom View screen.
10. Repeat steps 1 through 9 to edit other custom views

Delete Custom View

1. Click on the Ports tab.

2. On the Ports menu click Change View, and then click Custom View. The Custom View screen
appears.

3. Click on the Name drop-down arrow in the Custom View panel and select the custom view to be
deleted.

4. Click on the Delete button in the Custom View panel. A Delete Custom View window appears.

Delete Custom Yiew | x|

@% Celete custorn view:Mortheastern LLS,

Ies Ma

Jawva Applet Window

Figure 85 Delete Custom View Window

5. Click Yes to delete the custom view or No to close the window.
6. Click Close to close the Custom View screen.
7. Repeat steps 1 through 6 to delete other custom views.
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Port Power Manager

Manage the power to outlet ports directly using this screen.
1. Click on the Ports tab and select an outlet port from the Ports tree.
2. On the Ports menu, click Port Power Manager. The Power Port Management screen appears.

Port Power Management

Port narme ‘iLO-RU-lSS Power Supply

"~ on = Off | Recycle

jiLo-rU-153 Junknewn

Ports

| close

Figure 86 Port Power Management Screen

Click the On option button to power ON the port.

Click the Off option button to power OFF the port.

Click Recycle to recycle power to a port, that is, power it OFF, and then power it back ON again.
Click Close to close the Port Power Management screen.

Repeat steps 1 through 6 to manage power for other ports.

N o gk~ w
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Port Group Manager

Add Port Group

1. On the Associations menu, click Groups Manager and then click Port Group Manager. The Port
Groups Manager screen appears.

Port Groups Manager

~Group

| Group narme: |'_A|| Ports - |

| add || Edit || Dalata || shon contants

Prefix: Categary: Gperator:  Element:

VHDﬂrtNumbEr v||= V|| |v|| add Rule |

Prefix | Category Operation | value | Rule Marne | e
|Port Mame | LIKE |26 |Ruled

Short axprassion:

Fuled Validate

Mormalized exprassion:

Port Mame LIKE % Update

e

Figure 87 Port Groups Manager Screen

2. Click Add in the Group panel to add a new group. The Add Port Group window appears.

Add Port Group X|

Add Fort Group

lease enter port group name,

Enter pork group name:

| | Cancel

Java Spplet Window

Figure 88 Add Port Group Window

Type the name for the new Port Group in the Enter Name for Port Group field.
Click OK to add the new group or Cancel to close the window.

Click Close to close Port Groups Manager screen.

Repeat steps 1 through 5 to add other port groups.

o gk~ w
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Edit Port Group

1. On the Associations menu, click Groups Manager and then click Port Group Manager. The Port

Groups Manager screen appears.

2. Click on the Group Name drop-down arrow and select a group to edit. Click Edit in the Group panel.

The Edit Port Group window appears.

Edit Port Group

Edit Port Group
Flease enter new port group narme.
L

Enter new narme for port group:Sweatbox Rack

|Sweatb0x Rack|

| Ok | | Cancel

Java Applet Window

Figure 89 Edit Port Group Window

Click OK to update the change or Cancel to close the window.
Click Close to close the Port Groups Manager screen.
Repeat steps 1 through 5 to edit other port groups.

o 0k~ w

Delete Port Group

Type a new name for the group in the Enter New Name for Port Group field.

1. On the Associations menu, click Groups Manager and then click Port Groups Manager. The Port

Groups Manager screen appears.

2. Click on the Group Name drop-down arrow and select a group to delete from the list. Click Delete to

delete the group. The Delete Port Group window appears.

Delete Port Group

;%“ Delete port group:Sweathox Rack

ved | [ 2o |

Figure 90 Delete Port Group Window

3. Click Yes to delete the port group or No to close the window.
4. Click Close to close the Port Groups Manager screen.
5. Repeat steps 1 through 4 to delete other port groups.
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Association Manager

Association Manager commands allow you to add, modify, or delete Categories and Elements. In
CommandCenter, each device or port has an associated IP Address and Port Name by default. For further
differentiation, additional types of attributes, known as categories, are associated to the device or port for
ease of administration. Each Category has elements associated with it.

For example, the category “Country” might have the elements “USA,” “Japan,” and “Germany” associated
with it; the category “Location” might have the elements “San Jose,” “San Francisco,” and “New York”
associated with it, and so on. Once the tree view is customized using these attributes, you can easily find,
for example, all Firewall devices located in the New York location without searching through an extensive
list of managed devices/ports.

Once you add a new category and its elements, you can associate CommandCenter’s configured
devices/ports. When configuring devices/ports, you can choose one element from each category to
associate with each device/port.

Please see Appendix B: Initial Setup Process Overview for a summary of this process within
CommandCenter.

Add Cateqgory

1. On the Associations menu, click Association Manager. The Association Manager screen appears.

Aszsociation Manager

Category

J— =
Category narne: || Sountries of the world - |

Walus type: [tring

Applicable for:  [Both

add || ean || Delete

Elements For Gategory

Albania -
Arnerican Samoa
Andorra

Argentina

Aruba

Australia

Austria

Belgium

Bermuda

Bolivia

Bosnia and Herzegaovina
e Sl
Bulgaria

chila

China

Colombia

Costa Rica

Croatia

- El

Figure 91 Association Manager Screen
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2. Click Add in the Category panel to add a new category. The Add Category window appears.

Add Categary

Please enter a category name,

Category name: |

Walue type: |String - |

Applicable for: |Both - |

Java Applet Window

Figure 92 Add Category Window

3. Type a category name in the Category Name field (note that spaces are not permitted).
4. Click on the Value Type drop-down arrow to select a value type of String or Integer.

5. Click on the Applicable For drop-down arrow to select the type of device this category applies to:
Device, Port, or Both.

6. Click OK to create the new category or Cancel to exit without creating. The new category name
appears in the Category Name field.

7. Repeat steps 1 through 6 to add other new categories.

Edit Cateqgory

1. On the Associations menu, click Association Manager. The Association Manager screen appears.
2. Click on the Category Name drop-down arrow and select the category to be edited.

3. Click Edit in the Category panel of the screen to edit the category. The Edit Category window
appears.

; Edit Category B4
Edit Category
ﬁ 1 Pleaze provide category properties,

Category name: |LIS States and territoriesl

Applicable for: | Both - |

Ok || Cancel |

l-_la\-'a Applet Window

Figure 93 Edit Category Window

4. Type the new category name in Category Name field.

5. Click the Applicable For drop-down arrow to change whether this category applies to Device, Port,
or Both. Please note that a string value cannot be changed to an integer value, and vice versa. If you
must make this type of change, please delete the category, and add a brand new one.

6. Click OK to edit the category or Cancel to exit without editing. The updated category name appears in
the Category Name field.

7. Click Close to close the Association Manager screen.
Repeat steps 1 through 7 to edit other categories.
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Delete Cateqgory

Deleting a category deletes all of the elements created within that category. The deleted category will no

longer appear in the Devices tree once the screen is refreshed or the user logs out and logs back into
CommandCenter.

1. On the Associations menu, click Association Manager. The Association Manager screen appears.
2. Click on the Category Name drop-down arrow and select the category to be deleted.

3. Click Delete in the Category panel of the screen to delete the category. The Delete Category window
appears.

Delete Category

This will also delete all elerments for this category, Would vou like to continue?

EIes Mo

Figure 94 Delete Category Window

4. Click Yes to delete the category or No to close the window.
5. Click Close to close the Association Manager screen.
6. Repeat steps 1 through 5 to delete other categories.

Add Element

1. On the Associations menu, click Association Manager. The Associations Manager screen appears.

Association Manager

Cateqgory

Gategory name: |[Sountries of the world = |

Value type: [5tring

Applicable far:  [Both

add || Edit || Dalata
Elernants For Category
Albania -]
Arnerican Sarnoa
mancan Samez.
Argentina ]
aening
muistealia
Austria
fustns
Bermuds
Bolivia
Bosnia and Herzegovina
Boifia and Harsegavine.
Bulgaria
Chile
china
Colarmbia
Sorin i
Croatia
gl =
| | |
Clase

Figure 95 Association Manager Screen
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2. Click Add in the Element for Category panel to add a new element. The Add Element window
appears.

Add Element
Add Element

Please enter an element value,

Enter value for element:

| | Cancel

Java Applet Window

Figure 96 Add Element Window

3. Type the new element name in the Enter Value of Element field.

4. Click OK to add the element or Cancel to exit the window. The new element appears in the Elements
For Category panel.

5. Click Close to close the Association Manager screen.
6. Repeat steps 1 through 5 to add other elements.

Edit Element

1. On the Associations menu, click Association Manager. The Association Manager screen appears.

2. Select the element to be edited from the Element For Category list and click Edit in the Elements
For Category panel. The Edit Element window appears.

Edit Element x|

Edit Element
@ Please provide element value,

Enter new value for elermentiEastern - L. 5.

|Eastern - U5,

(o] 3 | | Cancel

Java Applet Window
Figure 97 Edit Element Window

3. Type the new name of the element in the Enter New Value of Element field.

4. Click OK to update the element or Cancel to close the window. The new element name is displayed in
the Element For Category list.

5. Click Close to close the Association Manager screen.
6. Repeat steps 1 through 5 to edit other elements.
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Delete Element

Deleting an element removes that element from all Port associations, leaving association fields blank.
1. On the Associations menu, click Association Manager. The Association Manager screen appears.

2. Select the element to be deleted from the Element For Category list and click Delete in the Elements
For Category panel. The Delete Element window appears.

Delete Element E3

Deleta elarmentiEastern - .S,

ves || Mo

Figure 98 Delete Element Window

3. Click Yes to delete the element or No to close the window. The element name disappears from the
Element For Category list.

4. Click Close to close the Association Manager screen.
5. Repeat steps 1 through 4 to delete other elements.

Note: Deleting an element removes the element from all device and port category
associations, leaving all pre-associated element fields blank.
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Policy Manager

Policy Manager commands allow you to add, edit, delete, and assign policies to Device and Port groups.
Policies give users rights to control, view, or deny access to groups. Please see Appendix B: Initial Setup
Process Overview for more information on using Policies.

Add Policy

1. On the Associations menu, click Policy Manager. The Policy Manager screen appears.

Policy Manager

Palicy

Marne: |[Full Access Policy = |

Add || Edit H Delete |

Device graup: | All Davices = |
Port group! iAII Parts — |
Start time:  |00:00:00 = end tirme: [23:59:59 =
Day(s)

O Any 3 ‘Weekend

o weekday fs Customn

N Monday W Tuesday

V wednesday V Thursday

V Friday

V Saturday V Sunday

Parmission: !Cnntrnl

Figure 99 Policy Manager Screen

2. Click Add to add a new policy. The Add Appliance Policy window appears.

Add Falicy

Pleaze enter policy name.

Enter policy nare:

| O | | Cancel

Java Spplet Window

Figure 100 Add Appliance Policy Window

3. Type the name of the new policy in the Enter Name for Appliance Policy field.

4. Click OK to add the new policy or Cancel to close the window. If you clicked OK, the new policy
name appears in the Name field.

5. Click on the Device Group drop-down arrow and select a device group.
6. Click on the Port Group drop-down arrow and select a port group.

7. Click on the up or down arrows in the Start Time and End Time fields to assign a starting time and an
ending time during a 24-hour period for this policy to be in effect.

8. Select the appropriate option buttons for this policy to be in effect: Any to apply policy every day,
Weekday to apply policy every working day, Weekend to apply policy Saturdays and Sundays, and
Custom to manually choose the days policy to be applied. If you choose Custom, check on the days of
the week to apply the policy.

9. Click on the Permission drop-down arrow to select a permission type: Deny, View, or Control.
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10. Click Update to add the policy. The Update Policy window appears

Update policy | x|
% Update policy:Beta Usars Policy

Yes || Mo |

Figure 101 Update Policy Window

11. Click Yes to add the policy or No to close the window.
12. Click Close to close the Policy Manager screen.
13. Repeat steps 1 through 12 to add other policies.

Edit Policy

1. On the Associations menu, click Policy Manager. The Policy Manager screen appears.

2. Click on the Name drop-down arrow to select a policy to edit. Click Edit to edit the policy. The Edit
Appliance Policy screen appears.

Edit Policy
Edit Folicy
@

Please enter new policy name.

Enter policy name:Beta Users Policy

|Beta Users Polict,-|

| O, | | Cancel

Java Applet Window

Figure 102 Edit Appliance Policy Window

3. Type a new name for the policy in the Enter Name for Appliance Policy field.
4. Click OK to rename policy or Cancel to close the window.
5.  Modify other policy elements and click Update to submit changes. Update Policy window appears.

Update policy | x|
% Update policy:Beta Usars Policy

Yes || Mo |

Figure 103 Update Policy Window

6. Click Yes to update the policy or No to close the window.
7. Click Close to close the Policy Manager screen.
8. Repeat steps 1 through 7 to edit other policies.
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Delete Policy

1. On the Associations menu, click Policy Manager. The Policy Manager screen appears.

2. Click on the Name drop-down arrow to select a policy to be deleted. Click Delete to delete the policy.
The Delete Appliance Policy window appears.

Delete Policy Ed

Delete policy:Beta Users Palicy

Yes| || Mo

Figure 104 Delete Appliance Policy Window

3. Click Yes to delete the policy or No to close the window.
4. Click Close to close the Policy Manager screen.
5. Repeat steps 1 through 4 to delete other policies.

Note: Deleting a policy removes the policy and its association from user groups.
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Chapter 5. Administration Tools

Application Manager

Add Application

You can upload different custom applications to CommandCenter and assign the applications to different
ports in order to access them individually, as needed.

1. On the Setup menu, click Application Manager. The Application Manager screen appears.

Application Manager

~Applications
|#pplication name: | iLe/RiLe RemoteConsole - |
add || eaie || patete |

Details

Location: | | Browse

|Ounar namea: [eerant

|Date: [n1s1a/z00s

Cornpany: [Raritan

|Wersion: 1o

|pplication template; | Rilofen . =Fa |

|Application type: | ¢ (Bropser pen in new windaow = |
B ) e ]

Figure 105 Application Manager Screen

2. Click Add to add a new application. The Add Application window appears.

Add Application
Add Application

lease enter application name.

Enter narne for application:

| QK | | Cancel

Java Applet Window
Figure 106 Add Application Window

3. Type the new application name in the Enter Name for Application field.
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Click OK to add the new application or Cancel to close the window. If you clicked OK, a search
window appears.

x|
Look In: | [T Entire Netwaork - | IEI I@ IEI @E
3 Micrasoft Windows Network,
File Hame: [
Filss of Typs: | All Files -]
Spen Cancel

Figure 107 Search Window

Click on the Look In drop-down arrow and navigate to locate the application in your system. When
you find the application, select it, and click Open. The application name will appear in the Location
field in the Application Manager screen.

Click Upload to upload the application. A progress window indicates that the new application is being
uploaded. When complete, a new window will indicate that the application has been added to the
CommandCenter database and is available for configuration and attachment to a specific port.

Click Close to close the Application Manager screen.

Note: Once the application has been loaded into CommandCenter and assigned to a port,
verify that the application is operational.

Edit Application

Use this command to modify an application name or change the location where the application is stored in
your system.

1.
2.
3.

N o g ks

On the Setup menu, click Application Manager. The Application Manager screen appears.
Click on the Application Name drop-down arrow and select the application to be edited from the list.

Click Edit in the Applications panel of the screen to rename the application. The Edit Application
window appears.

Edit Application (%]

Edit Application
g%' . Plzaze enter new application narne.
fE

Enter new nare for application:iLo/Rilo RemoteConsole

|iL0.eriL0 RemoteConso|e|

| Ok | | Cancel

Java Applet Window

Figure 108 Edit Application Window

Type the new application name in the Enter New Name for Application field.

Click OK to edit the application name or Cancel to close the window.

Modify parameters in the Details panel and click the Update button. The parameters will be updated.
Click Close to close the Application Manager screen.
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Delete Application

Deleting an application from the Application Manager removes it from the CommandCenter database,
although it is still retained in the local directory. When you delete a custom application, the serial port
reverts to using RaritanConsole.

1. On the Setup menu, click Application Manager. The Application Manager screen appears.
2. Click on the Application Name drop-down arrow and select the application to be deleted.

3. Click the Delete button in the Applications panel to delete the application. The Delete Application
window appears.

Delete Application

yﬁ JRRC Application is associated with port(s) but currently not selected as default. Do you want to delete it?
Foo
| res | Ha

Figure 109 Delete Application Window

4. Click Yes to delete the application or No to close the window.
5. Click Close to close the Application Manager screen.

Firmware Manager

Upload Firmware

This command allows you to upload current versions of firmware to your system.
1. On the Setup menu, click Firmware Manager. The Firmware Manager screen appears.

Firmware Manager
Firmwares

Firrnware Marne: |ID-Reach Upgrade, ver. 3.2 - |

Add Delete
Details
Version: [z.2
Date: [ozr1es2004
Uploaded by [ccRoot
Devics Type: [[P-Reach
Cloze

Figure 110 Firmware Manager Screen
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2. Click Add to add a new firmware file. A search window appears.

|

Look In: |3 Local Disk (<:) v| =/ || [=3] |BR &=

3 <<

3 cocumern ts and Settings

=3 Program Files

=3 wrmnT

File Marne: [

Filos @f Ty ‘pr Fila = |
Spen Cancel

Figure 111 Search Window

3. Click on the Look In drop-down arrow and navigate to locate the firmware file in your system. When
you find the firmware, select it, and click Open. The firmware name will appear in the Firmware
Name field.

4. Click Close to close the Firmware Manager screen.

Delete Firmware

1. On the Setup menu, click Firmware Manager. The Firmware Manager screen appears.
2. Click on the Firmware Name drop-down arrow and select the firmware to be deleted.
3. Click Delete. The Delete Firmware window appears.

Delete Firmware |

Delete Firmware:Tr0l Kernel Update 2.0

Tes Ma

Figure 112 Delete Firmware Window

4. Click Yes to delete the firmware or No to close the window.
5. Click Close to close the Firmware Manager screen.
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Security Manager

Authentication and Authorization

CommandCenter supports the new Raritan Authentication and Authorization Standard. This standard
specifies password rules, login rules, and IP access list rules to be followed by all products.
CommandCenter conforms to all features in this standard. As a means to slow down hackers, after three
failed attempts, the IP connection is disconnected and the source IP address is temporarily blocked (for
approximately five minutes).

User Accounts must be added to the authentication server in order to use LDAP/TACACS+/RADIUS
authentication. To use CommandCenter for port level authorization, a local account with assigned ports
must be added. The user’s user name on both the authentication server and on CommandCenter must be the
same, although the passwords may be different, and the local password is used only when the
LDAP/TACACS+/RADIUS is disabled. If remote authentication is used, users have to contact their
Administrators in order to change their passwords on the remote server. There is no password to be
changed on the CommandCenter.

Active Directory servers may be used for remote authorization in addition to remote authentication. If a
setup uses Active Directory authentication and authorization there is no need to add users to the
CommandCenter.

When LDAP/TACACS+/RADIUS is enabled, authentication and authorization follow these steps:

1. The user logs in with the appropriate user name and password.

2. CommandCenter connects to LDAP/TACACS+ or RADIUS server and sends the user name and
password.

3. User name and password are either accepted or rejected and sent back. If authentication is rejected, this
results in a failed login attempt.

4. If authentication is successful, local authorization is performed where CommandCenter checks if user
name entered matches a group or “users not in group” and grants privileges per the assigned policy. In
the case of Active Directory authorization, the LDAP server will return a list of group names.
CommandCenter will then match the groups and assign the appropriate privileges.

When LDAP/TACACS+/RADIUS Authentication is disabled, both authentication and authorization are
performed locally on CommandCenter.
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General

The General properties allow you to set the order of your authentication databases. If the first checked
option is unavailable, CommandCenter will try the second, then the third, and so on, until it is successful.

1.

On the Setup menu, click Security Manager. When the Security Manager screen appears, click on
the General tab.

Security Manager
%j; Please provide general security information,
Ly

= 4
General | Lpap | Tacacs+ | repius | cemficate | 1p-acL |
Authentication Modules
Marna | Type I Authentication Authorization N
Idapi LDAP [ [ L
radiusl RADIUS [ |
tacacs1 TACACE+ =
|dapz LDAP = E
tacacs2 TACACS+ [
radius2 RADIUS [
CC Local CC Local Database N N
CommandCenter Settings
[¥] Use SEL for client connactions
[¥] Force strang passwaord chack for the entire systarm and all uszars
Update
Close

Figure 113 Manager General Screen

Check the Use SSL For Client Connections check box if you want SSL encrypted connections to
CommandCenter.

Check the Force Strong Password Check check box, if needed.

The modules in the table represent the multiple authentication options available in CommandCenter.
Select a name from the Modules table and click Up and Down to prioritize the sequence of
engagement.

Check the box under the Authentication column to use a selected module for user authentication.

If the selected module is an Active Directory server or the CC Local Database, check the box under
the Authorization column to use that module for user authorization as well.

Click Update to update the changes.
Click Close to close the Security Manager screen.
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LDAP

Once the CommandCenter applet is started and a user name and password are entered, a query is forwarded
either through CommandCenter or directly to the LDAP server. The username and password match those in
the LDAP directory and the user is authenticated. The user will then be authorized against the local user
groups, or if Active Directory authorization is enabled, the Active Directory server will return a list of user
groups to be matched against the CommandCenter user groups.

1. On the Setup menu, click Security Manager. When the Security Manager screen appears, click on
the LDAP tab.

Security Manager
#B7. Pleace provide LDAP security information,
I

i}

| @eneral | LDAP |TACACS+ RADIUS | Certificate | IP-ACL

LDAPL | Loapz |

[¥] Use Active Directory

IP Addrass/Hostname: 1921685192

Port: 289

Sacure Cannection for LDAP ||

Anonyrmous Bind ]

User narne: [en=Administratar,cn=Users,de=testradius,dc=camn

By [

Confirmn Password: |***>k>k’kak

Directary Search for Users

Base DN: [ cn=Users,dc=testradius,dc=com

Filter: |(0bjectc|ass=user]

| | |
| Advanced.. | [Test connect., | Update

[

| Close

Figure 114 Security Manager LDAP Screen

Click on the LDAP1 tab to configure the first LDAP server.

Check Use Active Directory if this server is an Active Directory server.

Type the IP address and port value of the LDAP server in the IP Address and Port fields.
Check Secure Connection for LDAP if using a secure LDAP server.

Type parameters for authentication with LDAP and subsequent search of username entered in Login
screen into the User name and Password fields. Please note: If using Active Directory 2000 or earlier,
use a space to separate the user’s last name and first name; example: cn=Lynch Jennifer). However, if
using Active Directory 2003, you must type a backslash and then a comma (\,) to separate the user’s
last name and first name: example: cn=Lynch\,Jennifer.

7. Type user base parameters in the Base DN field.

8. Type user filter parameters in the User Filter field.

9. Click Test Connect if you want to test your connection to the LDAP server using the given parameters.

o g~ wDd
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10.

11.

12.
13.

14,

15.

Click Advanced to set advanced configuration options for the LDAP server.

Advanced LDAP Options i x|
Advanced LDAP Options
%j: Please provide LDAP security information,

Il

Passwords

W Baze 64 () Plain Text

Default Digest: | MDS hd

Directory Search far Users-

User Attribute: |samAccountName

Group Mernbership Attribute: |member0f

Directory Search for Groups-

Baze DM |cn=Users,dc=testradius,dc=com

Filter: |0bjectc|ass=group

| Import User Groups, ..

Other-

Bind username pattern: |
[[] use bind

[¥] Use bind after search

| Apply | | Cancel |

Figure 115 LDAP advanced configuration options

Click the radio button for Base 64 or Plain Text depending on whether you want the password to be
sent to the LDAP server with encryption or as plain text.

Click on the Default Digest drop-down arrow and select the default encryption of user passwords.

Type the user attribute and group membership attribute parameters in the User Attribute and Group
Membership Attribute fields. These values should be obtained from your LDAP directory schema.

If you are using Active Directory authorization on this server, type group base parameters in the Base
DN field here.

Type group filter parameters in the Filter field.
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16.

17.
18.

19.

20.

21.
22.
23.

Click Import User Groups to retrieve a list of user group values stored on the LDAP server. If any of
the user groups are not already on the CommandCenter unit, you can import them here and assign an
access policy.

4} Import Groups x|
Import Groups
ﬁj— Flzase select groups to import and their policies, if applicable,
11,
Select | Group | Dolicies
N Domain Computers
[ Cornain Controllers
N Scherna Adrins Linu=Palicy
4 Enterprise Admins Full Access Policy
r Cert Publishers
[ Comain Admins
r .Dom.aln Users
[ Domain Guests
r Group Policy Creator Ow... |-
r RAS and IAS Servers
[ CnsAdmins
[ DnsUpdateProxy
Irnpaort Cancel

Figure 116 Importing user groups from LDAP to CommandCenter

a. Check the boxes next to the groups you wish to import to CommandCenter.

b. In the Policies column, assign those groups a CommandCenter access policy (see
Chapter 4: CommandCenter Management, Policy Manager for details on adding
access policies).

c. Click Import to import the selected user groups or Cancel to exit without importing.
Type the bind pattern in the Bind Username Pattern field.

Check Use Bind if you want CommandCenter to send the username and password entered at login to
the LDAP server for authentication. If Use Bind is not checked, CommandCenter will search the
LDAP server for the user name, and if found, will retrieve the LDAP object and locally compare the
associated password with the one entered.

On some LDAP servers such as Active Directory servers, the password cannot be retrieved as part of
the LDAP object. Check Use Bind After Search to instruct CommandCenter to bind the password to
the LDAP object again and send it back to the server for authentication.

Note: If you are using an Active Directory server you must uncheck Use Bind and check
Use Bind After Search.

Click Apply to save the changes made to the Advanced Options dialog, or click Cancel to exit without
saving.

Click Update at the bottom of the screen to save the settings for this server.

Click on the LDAP2 tab and follow steps 3-21 to configure a second LDAP server.

Click Close to close the Security Manager screen.
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TACACS+

1.

O N o g wd

On the Setup menu, click Security Manager. When the Security Manager screen appears, click on

the TACACS+ tab.

Security Manager

eruar name 1 iz invalid,

General | LDap | TACACSY | RADIUS | Certificate | IP-ACL |

Primary Server

Server name: flacalhost

Fort number: |49

Authentication port: frty01

Shared key: |ww**wwwwww

Shared key confirm: |******************

Secondary Server

Sarvar nama: [localhost

Port nurnbar: [+2

Authentication port: [ty 01

S [

Shared key confirm: [FRemrRTEm R R R

Figure 117 Security Manager TACACS+ Screen

Type the server name in the Server Name field.

Type the port number in the Port Number field.

Type the authentication port in the Authentication Port field.
Type the shared key into the Shared Key field.

Repeat steps 2 through 4 for Server Two fields.

Click Update to update changes.

Click Close to close the Security Manager screen.

1

Close
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RADIUS

1.

N o o~ wDd

On the Setup menu, click Security Manager. When the Security Manager screen appears, click on

the RADIUS Tab.

Security Manager
gjﬁ' Please provide RADIUS security information,
I

| @eneral | Lpap | Tacacs+ | RADIUS | cedificate | 1p-AcL

Prirnary Server

Servar! [i0.0.0.85
Part number: 181z
Shared key: skt et ettt
Shared key confirm; skt
Secondary Server
Server! [10.0.0.52
Part number; 112

Shared key: [tk

Shared key confirm: ‘******

‘ Update

Figure 118 Security Manager RADIUS Screen

Type the server name in the Server Name field.
Type the port number in the Port Number field.

Type the shared key into the Shared Key and Shared Key Confirm fields.

Repeat steps 2 through 4 for Server Two fields.
Click Update to update changes.
Click Close to close the Security Manager screen.

[ clors
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Certificate

1. On the Setup menu, click Security Manager. When the Security Manager screen appears, click on
the Certificate tab.

Security Manager
{&6 This panel allows you to manage certificate,

iy

| General | LDAP | Tacacs+ | RapIUs | Certificste | p-acL
%, Export current certificate and private key
7 Impott pasted certificate and private key
7 Generate cerificats signing requast

7, Generate self signed certificate

Certificate

Private Key

| Export
| ctose

Figure 119 Security Manager Certificate Screen

2. Please select from one of the following option buttons:

a.

Click on the Export Current Certificate Private Key option button. The certificate appears in
the Certificate panel and the private key appears in Private Key panel. Copy the text of the
Certificate and Private Key and submit it by clicking Export.

Click on the Import Pasted Certificate and Private Key option button. You can paste Certificate
and Private key and click Import to import them.

Click on the Generate Certificate Signing Request option button and click Generate. The
Generate Certificate Signing Request window appears. Type the requested data for the self-
signed Certificate into the fields. Click OK to generate the request or Cancel to exit the window.
If generated, the Certificate Request will appear in the corresponding fields of the Certificate
screen.
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d. Click on the Generate Self Signed Certificate option button and click Generate. The Generate
Self Signed Certificate window appears. Type the data needed for the self-signed Certificate into
the fields, then click OK to generate the certificate or Cancel to exit that window. If generated, the

Certificate and Private Key will appear encrypted in the corresponding fields of the Certificate
screen.

Generate Self Signed Certificate

Inwvalid petiod.

Certificate Details

Private Key Bit Strength: ‘_51_2_ -

Certificate Walidity Period (in days): ‘

Cornrmon Marne: ‘

(dormain name, for example, www, poursitename, com )

Country Mame (2 letters]:

Statef/Province Mame:

Jrganization:

Grganization Unit:

\
\
Locality: I
\
\
Ernail Address: I

[ Cancel

Java Applet ‘Window

Figure 120 Generate Self Signed Certificate Window

3. Click Close to close the Security Manager screen.
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IP-ACL

1. On the Setup menu, click Security Manager. When the Security Manager screen appears, click on
the IP-ACL tab.

Security Manager
gj’é Plesse provide Access Control List Information
Iy

[ @eneral | LoAP | TACACS® | RADIUS | Cerfificats | IP-ACL |

“Access Control List
Starting IP | Ending IP ] Group Action I ‘ :
Starting IP Ending 1P Group Action
<all Groups> - |!Allow - ‘
i ] e
| close

Figure 121 Security Manager IP-ACL Screen

2. To change the order of the line items in the Access Control List, select the line item and click the Up
and Down buttons.

3. Toadd a new item to the list, type a starting IP in the Starting IP field and an ending IP in the Ending
IP field. Select a Group to apply this range to, and under Action select whether they are allowed or
denied access. Click Add to add this item to the list.

4. Toremove any line item, select it and click Remove.

5. Click Update to update your system with the new access control(s). A confirmation window will
display indicate a successful update. Click OK to close the window.

6. Click Close to close the Security Manager screen.
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Configuration Manager

Network Configuration

1.

© N

On the Setup menu, click Configuration Manager. When the Configuration Manager screen
appears, click on the Network Setup tab.

Configuration Manager

AE. Please provide general network information,

o

Network Setup | Logs | Inactivity Timer | TimefDate | Modern | Connection Mode | Device settings | smmp |

Host name:  [CemmandCenter

Primary DHS: |192.168.51.1 Secondary DNS: |192.168.50.114

Domain Suffix: frest

s Primary/Backup mods () Active/Active mode
Canfiguration: | Static ¥ | configuration: |
1P addrass: [t9z.168.51.215 Tponddraey [
Subnet mask:  [255.255.255.0 Subnet mask: |
Dafault gateway: [192.168.51.126 Default gatewsy: [192.168.51.126

Figure 122 Configuration Manager Network Settings Screen

Type your domain name in the Domain Name field.

If you have a DNS setup, type your primary DNS in the Primary DNS field. Once the Primary DNS
field is active, the Secondary DNS field can be populated with your secondary DNS value.

Type the string for your domain setup in the Domain Suffix field, for example, a Raritan
Administrator would type raritan.com.

Click appropriate option button for either Primary/Backup Mode or Active/Active Mode (for
security reasons, you may want to use Active/Active Mode; in the case of an unstable network adapter
data transfer can continue through a stable adapter).

Click on the Configuration drop-down arrow and select a configuration type from the list.
Type an IP Address, Subnet Mask, and Default Gateway.

Repeat steps 4 and 5 for the second adapter if you selected Active/Active Mode.

Type in your Destination Net/IP Address, Mask, and Gateway IP Address.

10. Click Update to update the Network Setup of your system.
11. Click Close to close the Configuration Manager screen.
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Log Configuration

1. On the Setup menu, click Configuration Manager. When the Configuration Manager screen
appears, click on the Logs tab.

Configuration Manager
f& Please provide log configuration.
B ]

| Metwork setup | Legs | Inactivity Timer | Time/Cate | Modem | Connection Mode | Device settings | SHMP |

Sys Log
Primary Server

Server address: |

Level To faruard: | OFF -
Secondary Server

Sarvar address: |

Level Ta faruard: | OFF -

CommandCenter Log

Level To forward: | DEBUG - ‘

Figure 123 Configuration Manager Logs Screen

Type IP addresses into the Server Address field.

Click on the Level to Forward drop-down arrow to select a level.

Repeat steps 2 and 3 for Server Two fields (note that Server Two is optional).
Click Update to save the server addresses to the system.

Click Close to close the Configuration Manager screen.

o 0, wb

Note: These address changes will not be applied to the system until CommandCenter is
rebooted.

Inactivity Timer Configuration

Use this screen to time out inactive sessions.

1. On the Setup menu, click Configuration Manager. When the Configuration Manager screen
appears, click on the Inactivity Timer tab.

Configuration Manager
A8 Pleasze enter inactivity timeout
L [

ot

| MNetwork Setup | Logs | Inactivity Timer TirnelDate Maodem Connection Made Device settings sHMp |

Inactivity time (in seconds)i [0

Figure 124 Configuration Manager Inactivity Timer Screen

2. Type the desired time limit for inactivity in the Inactivity Time (in seconds) field.
3. Click Update to apply the changes to the system.
4. Click Close to close the Configuration Manager screen.

Note: This change will not be applied to the system until CommandCenter is rebooted.
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Time/Date Configuration

CommandCenter’s Time and Date stamps must be accurately maintained in order to provide credibility for
its device-management capabilities. Network Time Protocol (NTP) is the protocol used to synchronize the
attached computers’ date and time data with a referenced NTP server. When CommandCenter is configured
with NTP, it can synchronize its clock time with the publicly available NTP reference server and maintain
correct and consistent time.

Only Administrators and ccroot users can synchronize Time and Date.

1. On the Setup menu, click Configuration Manager. When the Configuration Manager screen
appears, click on the Time/Date tab.

Canfiguration Manager
g? Please provide TimefDats sattings.
i

| Metvark Setup | Logs | Inactivity Timer | Time/Date | Modem | Gannection Made | Device settings | snme |

Date Time
| = i N N N
[ march - “ z005/] || Current time: 15:03:30 :
Hour: ‘ l4|,£‘
Sun_ | Man Tue | wed |  Thu |  Fri Sat
1 2 3 4 5 Minutes: I 54—
& i 8 = 0 11 b Seconds: ‘ 30}%
13 14 15 16 17 18 19
20 21 22 23 24 25 26 e Zenes ‘(GMT—DS:DD) Arnerica/New_York -
27 28 29 30 31
[[] Enable Matwark Tirme Protacal (NTR)
Primary serveri |
Secandary server: |
| Update

Figure 125 Configuration Manager Time/Date Screen

a. To set the date and time Manually: To set the Date, click on the drop-down arrow to select the
Month, use the up/down arrows to select the Year, and click on the Day in the calendar area. To
set the Time, use the up/down arrows to set the Hour, Minutes, and Seconds, and then click on
the Time Zone drop-down arrow to select the time zone in which you are operating
CommandCenter.

b. To set the date and time via NTP: Click on the Enable Network Time Protocol check box and
enter the IP addresses for both the Primary (NTP) Server and the Secondary (NTP) Server.

2. Click Update to apply the time and date changes to the system.
3. Click Close to close the Configuration Manager screen.
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Modem Configuration

1. On the Setup menu, click Configuration Manager. When the Configuration Manager screen
appears, click on the Modem tab.

Configuration Manager
gJﬁ Please provide Maodarn settings.
I,

| Metwark Setup | Logs | Inactivity Timer | TimefDate | Modem | Connection Mode | Device settings | swmp |

Server address: [10.0.0.11

Client addrass: [10.0.0.22

Client phone:  [toz-1

Figure 126 Configuration Manager Modem Screen

2. Type the Server Address, Client Address, and Client Phone.
3. Click Update to save the modem information to the system.
4. Click Close to close the Configuration Manager screen.

Connection Mode

When connected to a device, you have the option to pass data back and forth directly with that device
(Direct Mode) or to route all the data through your CommandCenter unit (Proxy Mode). While Proxy
Mode increases the bandwidth load on your CommandCenter, you only need to keep the CommandCenter
TCP ports (80, 443 and 2400). Open in your firewall.

1. On the Setup menu, click Configuration Manager. When the Configuration Manager screen
appears, click on the Connection Mode tab.

2. Click on the radio button before the connection mode you prefer.
a. Click on the Direct Mode radio button to connect to a device directly.
b. Click on the Proxy Mode radio button to connect to a device via your CommandCenter unit.

Configuration Manager
AE pleaze select a connection mode.

{0 ]
I
| Metwark Setup | Lags | Inactivity Timer | TimefDate | Modem | Connaction Mode | Device settings | shmp |

fa Direct mode O Proxy mode (O Both

Met Address Met Mask

| | -

Figure 127 Configuration Manager Connection Screen — Direct Mode or Proxy Mode
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c. Click on the Both radio button if you want to connect to some devices directly, but others through
Proxy Mode. Then specify settings for the devices you wish to connect to directly:

i Type the device’s IP Address in the Net Address field at the base of the screen.
ii. Type the devices’s net mask in the Net Mask field.

iii. Click the Add button to add the Net Address and Mask to the screen. You may have to use
the scroll bar on the right side of the screen to view the Add/Remove/Update buttons)

Configuration Manager
gjﬁ Please select a connection mode,
I

| Metwork setup | Logs | Inactivity Timer | TimefDate | Modem | Connection Mode | Gavice settings | SMMP |

() Direct mode ) Proxy mode % Both

Use Direct Mode to connect port if client IP is in the following range, otherwise use Proxy Mode,

Net Address | Met Mask

Met address: | Met maszk: |

ey em—————

Figure 128 Configuration Manager Connection Screen — Both
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Device Settings

1. On the Setup menu, click Configuration Manager. When the Configuration Manager screen
appears, click on the Device Settings tab.

2. To update device Default Port, select a Device Type in the table and double-click on the Default Port
value. Type the new Default Port value.

3. To update device timeout duration, double-click on the Heartbeat (sec) value at the base of the screen.
Type new timeout duration for this device.

Configuration Manager
§j§ Please provide devices default port and heartbeat infarmation,
L

] Metwork Setup | Logs ‘ Inactivity Timer | TimefDate Madern ] Connedtion Mode Device settings SNMP |

Device Tupe | Default Part
IP-Reach s000
Paragon 11 System Controller 5000
Darninion KX s000
Dorninion KN101 5000
Dorninion KSH SO000

Heartbeat (sec): [L20

| uUpdate

Figure 129 Configuration Settings Device Settings Screen

4. Click Update to save the new device values. You may have to scroll down the screen to view the
Update button. A success message will appear to confirm the update of all associated device settings.
5. Click Close.
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SNMP

Simple Network Management Protocol allows CommandCenter to push SNMP traps (event notifications)
to an existing SNMP manager on the network. Only a CommandCenter Administrator trained in handling
an SNMP infrastructure should configure CommandCenter to work with SNMP.

Setting up for SNMP

Because CommandCenter pushes its own set of Raritan traps, you must update all SNMP managers with a
custom MIB file that contains Raritan trap definitions. This custom MIB file can be found on the CD
included with your CommandCenter unit.

Configuring SNMP in CommandCenter

1. On the Setup menu, click Configuration Manager. When the Configuration Manager screen
appears, click on the SNMP tab.

Configuration Manager
A5 Please, provide SNMP configuration settings

il
| Metwork Setup | Lags | Inactivity Timer | Time/Date | Modern | Connection Mode | Device sattings | SMMP
W Enable sHMP

) SHMP V1 Mo, SHMP V2

Read-Only SNMP Cernmunity: [public Read-Write SHMP Community: [private
Trap Sources

[ gystern Log N [Application Lag

selected | Mame Description [
[v] CCImageUpgradeResults < Image Upgrade results j
vl CCIrmagellpgradeStarted ¢ Image Upgrade started
[ CCLeafModesAvailable CC detected leaf node reachable
'Z CCleafModelUnavailable CC detacted a connectioin failure to a leaf ...
[v] CCPortConnectionStarted CC Session started ~|
| select all || Clear Al ‘
Trap Destinations
Host Part |
192.168.51.79 162
Trap Destination Host: Port: |162
Update

Figure 130 Configuration Settings Device Settings Screen

2. Check the box marked Enable SNMP to enable the SNMP feature of CommandCenter.

3. Click on the radio button before SNMP V1 or SNMP V2, depending on which protocol your SNMP
managers use.

4. The Read-Only Community and Read-Write Community will populate automatically depending on
your SNMP V1 or V2 selection.

5. Check the box(es) before the trap(s) you want CommandCenter to push to your SNMP managers:
Under Trap Sources, there is a list of SNMP traps grouped into two different categories: System Log
traps, which include notifications for the status of the CC unit itself, such as a hard disk failure, and
Application Log traps for notifications generated by events in the CC application, such as
modifications to a user account. To enable traps by type, check the boxes marked System Log and
Application Log. Individual traps can be enabled or disabled by checking their corresponding
checkboxes Use Select All and Clear All to enable all traps or clear all checkboxes.

6. Type the Host IP address and Port number used by SNMP managers in the Trap Destination panel.
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Click Add to add this server to the list of configured managers. To remove a manager from the list,
select the manager and click Remove. There is no limit to the number of managers that can be set in

this list.
When all SNMP traps and destinations are configured, click Update.



CHAPTER 5: ADMINISTRATION TOOLS 99

Cluster Configuration

CommandCenter clustering is using two CommandCenter nodes, one Primary node and one Backup node,
for backup security in case of Primary CommandCenter node failure. Both nodes share common data for
active users and active connections, and all status data is replicated between the two nodes.

Devices in a CommandCenter cluster must be aware of the IP of the Primary CommandCenter node in
order to be able to notify the Primary node of status change events. If the Primary node fails, the Backup
node immediately assumes all Primary node functionality. This requires initialization of the
CommandCenter application and user sessions (all existing sessions originating on the Primary
CommandCenter node will terminate). The devices connected to the Primary CommandCenter unit will
recognize that the Primary node is not responding and will respond to requests initiated by the Secondary
node.

To Set Primary CommandCenter Node:
1. On the Setup menu, click Cluster Configuration. The Cluster Configuration screen appears.

Cluster Configuration

This Cornmand Center iz not a member of any cluster,

Cluster Narne | Hode Address Mode Gtate CornmandCenter version

Cluster Management

CommandCenter address: [ ; ‘ | Discover CommandCenters

Cluster Narne: [

‘ Create Cluster | | ‘ ‘ |

Close

Figure 131 Cluster Configuration Screen

2. The CommandCenter unit from which you create a cluster is automatically considered the Primary
Node. Type a name for this Primary Node in the Cluster Name field near the bottom of the screen.

3. When finished, click Create Cluster.
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4. The Primary Node Cluster Name will appear in the Cluster Configuration table, with the Node Status
(see table headings): Primary.

Cluster Configuration

This CommandCenter is a member of cluster: TestClustar

Cluster Nare | Mode Addrass Mode State | CormmandCanter varsion
TestClustar 192.1£8.53.193 Prirnary 2.20.1.16

Cluster Management

CommandCenter address: | | ; || Discover CommandCenters |

P ETTE— —— | . |

Clase

Figure 132 Cluster Configuration Screen indicating Primary Node

To Adjust Advanced Settings:
1. Select the Primary node just created.
2. Click Advanced. The Advanced Settings window appears.

Advanced Settings ) x|

Advanced Setfings

Heartbeat settings

Time Interval: 60| seconds (min.S, max,60)
Failure Thrashold: |5 consecutively missed heartbe ats,
Recaver After: & consecutive heartheats,

| Ok | | Cancel |

Java dpplet Window

Figure 133 Cluster Configuration Advanced Settings

3. For Time Interval, enter how often CommandCenter should check its connection with the other node.

Note: Setting a low Time Interval will increase the network traffic generated by heartbeat
checks. Also, clusters with nodes located far apart from each other may want to set
higher intervals.

4. For Failure Threshold, enter the number of consecutive heartbeats that must pass without a response
before a CommandCenter node is considered failed.

5. For Recover After, enter the number of consecutive heartbeats that must successfully be returned
before a failed connection is considered recovered.

6. Click OK to save the settings or Cancel to exit without saving.
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To Set Secondary CommandCenter Node (In The Same Subnet):
1. Click Discover CommandCenters at the bottom of the screen. Your CommandCenter will scan the
local network and add any other CommandCenter units it finds to the table above.

2. Select a CommandCenter to add to the cluster as a Secondary Node from the Cluster Configuration
table. This second CommandCenter’s version under the CommandCenter Version column must
match your primary node’s version.

3. Enter an administrator username and password for that unit in the Backup Username and Password
field.

Cluster Configuration

This ComrmandCentar is a2 member of custer: TestClustar

Cluster Narma | Mode Addrass | Node State CornmandCentar version

192,168.52.176 standalone 2.11.5.2
192‘168‘53.1.29. S:tar\dalnns 2.2‘D.‘1.16
TestCluster 152,168,53,.193 TPrimary 220,116
192 168.53.98 Standalons 2.20.1.15
192 168.53.200 standalane 2.11.5.2
192 168.52.202 standalans 2.20.1.18
192.168,58.77 standalone |z.201.16

Cluster Management

CommandCenter address: | | ‘ ; || Discover CommandCenters ‘

Backup usernarme: [adrin Password: [Fsmsons

| |
Remove Cluster || Join "Backup” Hode || Aduancad |

s

Figure 134 Selecting Secondary Node from Cluster Configuration table

4. Click Join “Backup” Node.

5. A confirmation message will appear. Click Yes to assign Secondary status to the selected node, or
click No to Cancel.

warning x|

ﬁ This node will be added to cluster as a backup member.
o Doing so will erase all data currently configured within this node.

Lo you want to continue?

res HMa

Java Applet Window

Figure 135 Confirmation of Secondary Node Selection

6. After you click Yes, CommandCenter will restart the newly selected Secondary node. This process can
take several minutes. When restart is complete, a confirmation message appears on your screen.

7. On the Setup menu, click Cluster Configuration to view the updated Cluster Configuration table.



102 COMMANDCENTER USER GUIDE

Geographic Redundancy:

CommandCenter can add backup nodes from different subnets or different networks entirely, allowing
installations to avoid issues affecting a single network or physical location. However, since
CommandCenter can only discover other units on the same subnet, these external nodes must be added
manually:

1. Enter the IP address of the external CommandCenter node in the CommandCenter Address field.

Cluster Configuration

This ComrmandCenter is a member of cluster: TestClustar

Cluster Narne | Mode Addrass | Mode State CommandCenter varsion
TestCluster 192.1£8.53.193 Prirnary 2.20.1.16
192,168.51.71 standalone 2.20.1.16
Cluster Managernent
CommandCenter address: [192.168.51.71] Add CommandCenter || Discover CommandCenters

| Remove Cluster || || |

s

Figure 136 Adding a CommandCenter unit manually

2. Click Add CommandCenter. If CommandCenter successfully detects the unit at the specified address,
it will be added to the table above.

3. Select the newly added CommandCenter and set it as a Secondary Node as described in steps 2-7 in the
Set Secondary CommandCenter Node section above.

To Remove Secondary CommandCenter Node:

1. To remove Secondary Node status from a CommandCenter unit and reassign it to a different unit in
your configuration, select the Secondary CommandCenter Node in the Cluster Configuration table and
click Remove Backup.

2. When the confirmation message appears, click Yes to remove Secondary Node status, or click No to
Cancel.

Note: Clicking Remove Backup does not delete the Secondary CommandCenter unit
from your configuration; it simply removes the designation of Secondary Node.
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To Remove Primary CommandCenter Node:

1.

2.

3.

To remove Primary Node status from a CommandCenter unit and reassign it to another unit in your
configuration, select the Primary CommandCenter Node in the Cluster Configuration table and click
Remove Cluster.

When the confirmation message appears, click Yes to remove Primary Node status, or click No to
Cancel.

Cluster Configuration action

fﬁ Cluster will be deleted, Would you want to continue?

£o
was || mo

Java spplet Window

Figure 137 Remove Cluster Confirmation Window

Note: Clicking Remove Cluster does not delete the Primary CommandCenter unit from
your configuration; it simply removes the designation of Primary Node. Remove Cluster
is only available when no backup nodes exist.

Click Close to exit the Cluster Configuration screen.

To Recover a Failed CommandCenter Node:

When a node fails and failover occurs, the failed node will recover in Waiting status.

1.
2.
3.

Select the Waiting node in the Cluster Configuration table.
Add it as a backup node by clicking on Join “Waiting” Node.

A confirmation message will appear. Click Yes to assign Secondary status to the selected node, or
click No to Cancel. If you click Yes, you will need to wait for the Secondary node to restart just as
with Join Backup.

Note: Once a node is in Waiting mode, it can be started in either Standalone mode or
Backup mode.

Cluster Configuration
This CornrandCenter iz a member of cluster: clusterl92,168.51.97
Cluster Name | Mode Address | Mode State | CornrmandCenter version
clusterisz,165.51,.97 1922.168,51.97 Prirnary 2,201.17
cluster1i92,168,51,97 192.,168,52.62 Waiting 2,20,1.17
Cluster Management
CommandCenter address: | | | Discover CommandCenters |
Backup usernarne: | Dassword:l
T
| Start As "Standalone" | | Join "Waiting" Mode | | Advanced |
| Close

Figure 138 Recovering a node from Waiting status.
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Setup Manager

Reset CommandCenter

Use the Reset CommandCenter command to reset CommandCenter database data — please note that this
command will not reset system configuration data.

1. On the Setup menu, click Reset CommandCenter. When the Reset CommandCenter screen
appears, click OK to reset your CommandCenter unit.

Reset CommandCenter

Click OK to reset CormmmandCenter database to its initial state!
Figure 139 Reset CommandCenter Screen

2. Asuccess message will appear to confirm the reset.

Backup CommandCenter

1. On the Setup menu, click Backup CommandCenter. When the Backup CommandCenter screen
appears, click OK.

Backup CommandCenter

Click OK to rake a backup copy of CommandCenter database!

™ Do not backup logs,

Figure 140 Backup CommandCenter Screen

2. The backup file will be saved in the CommandCenter file system, and can be restored at a later time.
3. Assuccess message will appear to confirm CommandCenter backup.



CHAPTER 5: ADMINISTRATION TOOLS 105

Restore CommandCenter

1. On the Setup menu, click Restore CommandCenter.

2. When the Restore CommandCenter screen appears, click on the backup that you want to restore to
your CommandCenter unit, and then click OK.

Restore CommandCenter

Date | Marne Info I Size
03/12/200S 04:26:26 backup_18_03_2005_04_24_22 ... |[CommandCenter backup made o... 33719kE

[T Do not restare logs.

| Upload || T || e || oK || Close

Figure 141 Restore CommandCenter Screen

Saving and Uploading Backup Files

You can also save and load CommandCenter backups to and from your local PC using the Restore
CommandCenter screen.

1. Click on the backup you wish to save to your PC, and then click Download.
2. Specify a location to save your CommandCenter backup file.

3. To upload a backup to a CommandCenter unit, click Upload on the Restore CommandCenter screen
and browse your system for the backup of your CommandCenter configuration.

Look In: ||j Dezktop i ‘ @ @ @ @E
|jJapanese

|j MozillaFirehird
T servSwitch
UG and ©5G Timeline and Taszks

File MName: |

Files of Type: |pr File - |

Spen || Cancel |

Figure 142 Browse to Upload a Backup of CommandCenter
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4. When you have located the file, click Open to add it to the list of available backups on
CommandCenter.

Note: Saving and restoring can be used to move a backup from one CommandCenter unit
to another.

Reports

Reports can be sorted by clicking on the column headers. Click on a column header such as User Name,
Access Time, etc., to sort report data by that value. The data will refresh in ascending order alphabetically,
numerically, or chronologically. Click on the column header again to sort in descending order. Please note
the arrowhead pointing upwards or down next to the cell name, indicating how the report is sorted.

The column width in all reports can be sized by resting your mouse pointer on the column divider in the
header row until it becomes a double-headed arrow. Click and drag the arrow to the left or right to adjust
column width.

The sorting value and column width you use becomes the default report view the next time you log in and
run CommandCenter reports.

Active Users Report

The Active Users report displays current users and user sessions. You can view users and disconnect them
from this report.

1. On the Reports menu, click Active Users. The Active Users report is generated.

Active Users
User Name | Access Time Register Time |Remote Address{ Rermote Host | Server Mode | Cluster Node |
ccRoot 2004.02,16 a.., |2004,02,16 &,.. (10.0.0.158 bgsafhadevl... (10.0.0.24
| Manage Report Data | | Logoff | | Close

Figure 143 Active Users Report

2. To disconnect user, select the user name to be disconnected and click Logoff to disconnect the selected
users from their current sessions.
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3. Click Manage Report Data to save or print the report. Click Save to save the report to a location of

your choice or Print to print the report.

Manage report E3
User Mame | Access Time | Register Time |Rernote Addr.| Rermote Host | Server Mode | Cluster Node

ccR oot 2005.02.18 ... |2005.02.18 ... |192.168.50.... |engr-168.rar... [192.168.51....

ccRoot 2005,03,18 .., |2005,03.15 .., |192,165.51,79 |engrd1-7%.r., 192,165.51....

ccRoot 2005.03,1% .., |2005.03,18 ... |192,168.51.55 |engr-ghosh.... (192.168.51....

| Save || Print || Close ‘

Figure 144 Manage Report Window

4. Click Close to close the Manage Report window.
5. Click Close to close the Active Users report.

Active Ports Report

The Active Ports report displays ports that are currently in use. You can view or disconnect ports from this

report.

1. On the Reports menu, click Active Ports. The Active Ports report is generated.

Active Ports

Active Seszions

User Device Port

Allowad

Gpanad User IP Addrass

| | Close

Figure 145 Active Ports Report

ports from their current sessions.

To disconnect a port, select the port to be disconnected and click Disconnect to disconnect the selected

Click Manage Report Data to save or print the report. Click Save to save the report to a location of
your choice or Print to print the report. Click Close to close the window.

Click Close to close the Active Ports report.
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Asset Management Report

The Asset Management report displays data on current devices.
1. On the Reports menu click Asset Management Report. The Asset Management report is generated.

Asset Management

Filtar-
Device type

[ &l Davices - ‘ | apply ‘
Narne Description Type 1P Address TCP Fort Firrnware T
5W16-111 | Dominion 5% [152.188.51.111 5080 |z.00.803
| Manage Report Datan., ‘ | Refresh || Close

Figure 146 Asset Management Report

2. Click on the Device Type drop-down arrow to display a list of possible devices for which to run the
report. Select one and click Apply to run the report.

3. Press Refresh to update the query and generate a new report. Please note that the report may take
several minutes, based on the size of your system configuration.

4. Click Manage Report Data to save or print the report. Click OK to save the report to a location of
your choice or Print to print the report. Click Close to close the window.

5. Click Close to close the Asset Management report.
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Audit Trail Report

The Audit Trail report displays audit logs and access in CommandCenter. It captures actions such as
adding, editing, or deleting devices or ports, and other modifications.

CommandCenter maintains an Audit Trail of the following events:

¢  When CommandCenter is launched

e When CommandCenter is stopped

e When a user logs on CommandCenter
e When a user logs off CommandCenter
e When a user starts a port connection

1. On the Reports menu, click Audit Trail. The Audit Trail screen appears.

Audit Trail

Logs Filter

Start date: |EI3,|'EI7;'2EIEI5 18:22:41 l:ﬁl End date: |E|3,|'D7,|'2EIEI5 18:22:41 ljﬁl

Messaga: |

Username: |

Class: [

Host: [

Levali  |ALL i
I CHK N

Figure 147 Audit Trail Screen

2. Select the date range for the report by either typing the date and time in the Start Date and End Date
fields using the format yyyy/mm/dd hh:mm:ss, or by using the <->> key on your keyboard to
advance through the sections and click on the up/down arrows to build the date and time.

3. Type the criteria with which to filter the report in the Message, User Name, Class, or Host fields.
4. Click on the Level drop-down arrow to select a tracing level for the report.
5. Click OK to run the report.

Note: Leave some or all fields blank, depending on information desired. Leaving all
fields blank retrieves the audit trail for the entire system.
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6. The Audit Trail report is generated, displaying data about sessions that occurred during the designated
time period.

Audit Trail
Mo | Date User Host Class Level | Message |
1 2004,08,17 at .., [ccRoot 192,168,50,168 |com.raritan o, |[DEBUG Wwrite object val... = Q
2 2004,08.17 at .., |[ccRoot 192,168,50,168 |comn,raritan,cc... |DEBUG write | BEGIN
3 2004,08.17 at ... |ccRoot 192,168,50,168 |corn.raritan,cc... |DEBUG Fead object of ..,
4 2004,08.17 at ... |ccRoot 192,168,50,168 |corn.raritan,cc... |DEBUG Write object of ...
5 2004.08.17 at ... |ccRoot 192.168.50.168 |com.raritan.co.... DEBUG read object begin
& 2004,08,17 at .., |ccRoot 192,1658,50,168 |com.raritan cc... |DEBUG read!BEGIN
7 2004,08.17 at .., |[ccRoot 192,168,50,168 |comn,raritan,cc... |DEBUG read BEGIN
8 2004,08.17 at ... |ccRoot 192,168,50,168 |corn.raritan, DEBUS write | BEGIN
9 2004,08.17 at ... |ccRoot 192,168,50,168 |corn,raritan, INFO Get log records...
10 2004.08.17 at ... |ccRoot 192.168.50.168 |corn.raritan. DEBUG wirite object of ... |—
11 2004,08.17 at .., |[ccRoot 192,168,50,168 |corn.ratitan, DEBUG read object begin
iz 2004,08.17 at .., |[ccRoot 192,168,50,168 |comn.raritan, DEBUS “Write object val..
1z 2004,08.17 at ... |ccRoot 192,168,50,168 |corn.raritan, DEBUS Fead object of ..,
14 2004,08.17 at ... |ccRoot 192,168,50,168 |corn.raritan,cc... |DEBUG read BEGIN
15 2004.08.17 at ... |ccRoot 192.168.50.168 |com.raritan.co.... DEBUG Read obhject of ...
16 2004,08,17 at .., [ccRoot 192,168,50,168 |com.raritan o, |[DEBUG Wwrite object of ...
17 2004,08.17 at .., |[ccRoot 192,168,50,168 |comn,raritan,cc... |DEBUG write | BEGIN
is 2004,08.17 at ... |ccRoot 192,168,50,168 |corn.raritan,cc... |DEBUG Write object val..,
19 2004,08.17 at ... |ccRoot 192,168,50,168 |corn.raritan,cc... |DEBUG read object begin
20 2004.08.17 at ... |ccRoot 192.168.50.168 |com.raritan.cc... DEBUG raad object begin
21 2004,08,17 at .., [ccRoot 192,168,50,168 |com.raritan, DEBLG Wwrite object val...
22 2004,08.17 at .., |[ccRoot 192,168,50,168 |comn.raritan, DEBUS read BEGIN
23 2004,08.17 at ... |ccRoot 192,168,50,168 |corn.raritan, DEBUS Fead object of ..,
24 2004,08.17 at ... |ccRoot 192,168,50,168 |corn,raritan, DEBUS write |BEGIM
25 2004.08.17 at ... |ccRoot 192.168.50.168 |com.raritan, DEBUG wirite object of ...
26 2004,08,17 at .., |ccRoot 192,1658,30,1658 |com.raritan DEBUG read!BEGIN
27 2004,08.17 at .., |[ccRoot 192,168,50,168 |comn,raritan,cc... |DEBUG read BEGIN
28 2004,08.17 at ... |ccRoot 192,168,50,168 |corn.raritan,cc... |DEBUG “Write object of ..,
29 2004,08.17 at ... |ccRoot 192,168,50,168 |corn.raritan,cc... |DEBUG read object begin
20 2004.08.17 at ... |ccRoot 192.168.50.168 |com.raritan.cc... DEBUG wirite object of ... j Mext |
Manage Report Data | Clear | Close |

English (United States)

Figure 148 Audit Trail Report

7. Click Manage Report Data to save or print the report. Click Save to save the report to a location of
your choice or Print to print the report. Click Close to close the window.

8. Click Clear to clear the contents of the report.
9. Click Close to close the Audit Trail report.
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Error Log Report

CommandCenter stores error messages in a series of Error Log files, which can be brought up and used to
help troubleshoot system problems.

You can filter the search criteria by date, message type, username, class, host, and level. Messages can be
grouped by fatal, error and warning level. Once filters are selected, you can view the report results and take
precautionary actions.

1. On the Reports menu, click Error Log. The Error Log screen appears.

Error Log

Lags Filter

Start dste: [03/07/2005 18:23:43 = End date: [03/07/2005 18:23:43 =

Message: |

Usernama: |

Class:

Host: [

T
Level: ‘ FATAL

|
I =13 | cancel

Figure 149 Error Log Screen

2. Select the date range for the report by either typing the date and time in the Start Date and End Date
fields using the format yyyy/mm/dd hh:mm:ss, or by using the <> key on your keyboard to
advance through the sections and click on the up/down arrows to build the date and time.

3. Type the criteria with which to filter the report in the Message, User Name, Class, or Host fields.
. Click on the Level drop-down arrow to select a tracing level for the report.
5. Click OK to run the report.

Note: Leave some or all fields blank, depending on information desired. Leaving all
fields blank retrieves the logs for the entire system.
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6. The Error Log report is generated, displaying data about sessions that occurred during the designated
time period.

Error Log
Mo Date User Host Class Level Message |
1 2004,08.16 « [ceRoot 192,168.51.75 cornraritan.ccowe. . | ERROR write: Somebody .., 1=
2 2004.08, ccR oot 192.162.50.168 corm.raritan.ccowe... | ERROR write: Sormebody ...
3 2004.08.12 ccRoot 192.168.51.75 corn.raritan.coowe... ERROR write: Sormebody ...
4 z2004.,08.12 ccRoot 122,168.51.73 cormraritan,coowe, . ERROR write: Somebody ...
3 2004.05.11 ccRoot 192,168.51.73 comuraritan.ccwe,.. | ERROR write: Somebody ..,
& 2004,08.07 « [ceRoot 192,168.51.66 corm.raritan.ca bl ERROR SQLException: or..
7 2004,08.07 « [ccRoot 192,168,511, 66 corn.raritan.co bl [ERROR SQLException: or..
] 2004.08.07 . |ccR oot 192.168.51.66 car.raritan.co bl [ERROR SQLException: or..
a 2004,08.07 . (ccRoot 122,168.51 66 corn.raritan.cc bl ERROR SQLException: or..
10 2004,05.07 + |ccRoot 192,168.51.66 com.raritan.co bl ERROR SQLException: or..
11 2004,08.07 « [ceRoot 192,168.51.66 corm.raritan.ca bl ERROR SQLException: or..
iz 2004,08.07 « [ccRoot 192,168,511, 66 corn.raritan.co bl [ERROR SQLException: or..
1z 2004.08.06 . |ccRoot 192.168.51. 66 corn.raritan.cc bl.... [ERROR SQLException: or..
14 2004.08.06 ccRoot 122,168.51 66 corn.raritan.cc bl ERROR SQLException: or..
15 2004,05.06 ccRoot 192,168.51.66 comuraritan.ccwe,.. | ERROR write: Somebody .., B
ig 2004,08.05 ccR oot 192,168.51.66 cornraritan.ccowe. . | ERROR write: Somebody ..,
17 2004,08.05 ccR oot 192,168,511, 66 cornraritan.ccowe.. . | ERROR write: Somebody ..,
is 2004.08.04 ccRoot 192.168.51. 66 corn.raritan.cc bl.... [ERROR SQLException: or..
13 2004.08.04 . |ccR oot 192.168.51. 66 carn.raritan.co bl [ERROR SQLException: or..
20 2004,05.04 + |ccRoot 192,168.51.66 com.raritan.co bl ERROR SQLException: or..
21 2004,08.04 « [ceRoot 192,168.51.66 corm.raritan.ca bl ERROR SQLException: or..
22 2004,08.02 « [ccRoot 192,162.51.79 cornraritan.ccowe.. . | ERROR write: Somebody ..,
22 2004.,028.02 . [ccRoot 192.162.51.47 com.raritan.ccowe.,. | ERROR write: Sormebody ...
24 2004.08.02 . |ccR oot 192.168.51.47 carn.raritan.co bl [ERROR SQLException: or..
23 2004,05.02 + |ccRoot 192,168.51.47 com.raritan.co bl ERROR SQLException: or..
26 2004,08,02 « [ceRoot 192,168.51.47 corm.raritan.ca bl ERROR SQLException: or..
27 2004,08,02 « [ccRoot 192,168.51.47 com.raritan.ca bl ERROR SQLException: or..
=3 2004.,028.02 . [ccRoot 192.162.51.47 corn.raritan.cc bl.... [ERROR SQLException: or..
29 2004.08.02 ccRoot 192.168.51.47 car.raritan.co bl [ERROR SQLException: or..
30 2004,05.02 + |ccRoot 192,168.51.47 com.raritan.co bl ERROR SQLException: or.. j
Manage Report Data | Clear Clase |

English (United States)

Figure 150 Error Log Report

7. Click Manage Report Data to save or print the report. Click Save to save the report to a location of
your choice or Print to print the report. Click Close to close the window.

8. Click Clear to clear the contents of the report.
9. Click Close to close the Error Log report.
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Ping Report

The Ping Report displays the status of all connections, showing devices by name and IP address. This
report gives you the full accessibility picture for all devices on your system, and will supply information
that could be useful in case troubleshooting is necessary.

1. On the Reports menu, click Ping Report. The Ping Report is generated.

Ping Report

Narmne 1P Address Status
SH16-111 |192.168.51.111 |Mot Accaszsible

| I
| Msanage Report Data.., || Cloze

Figure 151 Ping Report

2. Click Manage Report Data to save or print the report. Click Save to save the report to a location of
your choice or Print to print the report. Click Close to close the window.

3. Click Close to close the Ping Report.
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Accessed Devices Report

Run the Accessed Devices report to view information about any accessed devices, when they were
accessed, and the user who accessed them. Filters will help you define the search criteria for a more concise
report.

1. On the Reports menu, click Accessed Devices. The Accessed Devices screen appears.

Accessed Devices

Logs Filter

Start date: [n3/07/2005 18, 25:19 = Erd daste: [na/07r2005 18:25:19 =
Message: [
Device name: |
Port name: |
Usernarna: [
User IP addrass: |
Leuval: [ FaTaL -
| ok | Caneal

Figure 152 Accessed Devices Screen

2. Select the date range for the report by either typing the date and time in the Start Date and End Date
fields using the format yyyy/mm/dd hh:mm:ss, or by using the <> key on your keyboard to
advance through the sections and click on the up/down arrows to build the date and time.

3. Type the criteria with which to filter the report in the Message, Device Name, Port Name, Username,
or User IP fields.

4. Click on the Level drop-down arrow to select a tracing level for the report.



CHAPTER 5: ADMINISTRATION TOOLS

115

5.

Click OK to run the report.

Accessed Devices

Na. | Date Device | Part | User [ User 1P Address| Message | Level ]

1 2004-08-17 00...[A-PSA targat-z ccRoot 192.168.51.75 |Cennechon INFO =

Fi 2004-08-17 00... A-PSA G-RMPS2-W ccRoot 1922.168.51.75 Connection INFO

3 2004-08-17 00...[A-PSA E-RMPSZ-W ccRoot 192.168.51.75 |Cennechon INFO

Ll 2004-08-17 00... A-PSA D-RMPS2-W ccRoot 1922.168.51.75 Connection INFO

s 2004-08-17 00...[A-PSA D-RMPSZ-W ccRoot 192.168.51.75 |Cennechon INFO

& 2004-08-17 00... A-PSA C-RMPS2-W ccRoot 1922.168.51.75 Connection INFO —

7 2004-08-17 00...[A-PSA E-RMPSZ-W ccRoot 192.168.51.75 |Cennechon INFO

8 2004-08-16 23... PSA_yvong LinuxYong ccR oot 192.168.51.37 Connection INFO

B 2004-08-16 23...|PSA_yong Linuxang ccRoot 192.168.51.37 |Cennechon INFO

10 2004-08-16 23... PSA_yvong LinuxYong ccR oot 192.168.51.37 Connection INFO

11 2004-08-16 23...|PSA_yong Linuxang ccRoot 192.168.51.37 |Cennechon INFO

1z 2004-08-16 23... PSA_yvong LinuxYong ccR oot 192.168.51.37 Connection INFO

1z 2004-08-15 20...|PSA_bill G-RMPSZ-W ccRoot 192.168.51.37 |Cennechon INFO

14 2004-08-15 00...|PSA_hbill G-RMPS2-W ccR oot 192.168.51.37 Connection INFO

15 2004-08-15 00...|PSA_bill G-RMPSZ-W ccRoot 192.168.51.37 |Cennechon INFO

16 2004-08-15 00...|PSA_hbill G-RMPS2-W ccR oot 192.168.51.37 Connection INFO

17 2004-08-15 00...|PSA_bill G-RMPSZ-W ccRoot 192.168.51.37 |Cennechon INFO

hE:) 2004-08-15 00...|PSA_hbill target-2 ccR oot 192.168.51.37 Connection INFO

13 2004-08-15 00...|PSA_bill G-RMPSZ-W ccRoot 192.168.51.37 |Cennechon INFO

20 2004-08-15 00...|PSA_hbill E-RMPS2-W ccR oot 192.168.51.37 Connection INFO

71 2004-08-15 00...|PSA_bill D-RMPSZ-W ccRoot 192.168.51.37 |Cennechon INFO

22 2004-08-15 00...|PSA_hbill C-RMPS2-W ccR oot 192.168.51.37 Connection INFO

23 2004-08-15 00...|PSA_bill C-RMPSZ-W ccRoot 192.168.51.37 |Cennechon INFO

24 2004-08-15 00...|PSA_hbill D-RMPS2-W ccR oot 192.168.51.37 Connection INFO

25 2004-08-15 00...|PSA_bill E-RMPSZ-W ccRoot 192.168.51.37 |Cennecion INFO

26 2004-08-15 00...|PSA_hbill G-RMPS2-W ccR oot 192.168.51.37 Connection INFO

z7 2004-08-15 00...|PSA_bill D-RMPSZ-W ccRoot 192.168.51.37 |Cennecion INFO

28 2004-08-15 00...|PSA_hbill E-RMPS2-W ccR oot 192.168.51.37 Connection INFO

z3 2004-08-15 00...|PSA_bill C-RMPSZ-W ccRoot 192.168.51.37 |Cennecion INFO

30 2004-08-15 00...|PSA_hbill G-RMPS2-W ccR oot 192.168.51.37 Connection INFO j
Manags Report Data | Claar Closs |

Figure 153 Accessed Devices Report

English (United States)

The Accessed Devices report is generated, displaying data about devices accessed during the

designated time period.

Click Clear to clear the contents of the report.
Click Close to close the Accessed Devices report.
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Group Data Report

The Group Data report displays user, port, and device Group information. View user groups by name and
description, view port groups by name, and view device groups by name, all in one screen.

1. On the Reports menu, click Group Data. The Groups report is generated. Use the scroll bars to scroll
through the lists and view all entries.

Groups
User Group Marme | Group Description Privilages | Policies |
Dacurnentation Group Tach Writars and Writing Contrac... [CC Setup And Control, Device An... [Full Accass Palicy, Beta Users Policy
Product Management | Device And Port Management, D... |
Systarn Administratars |Da Mot Delete |cC Setup And Control, Device An... [Full Accass Palicy
| Manage Report Data...
Paort Group Mamne Full Rule String ]
All Ports Port Marme LIKE %
Rack Seven
| Manage Report Data...
Dievice Group Mams | Full Ruls String |
All Devices |Device Marme LIKE %
Pellinore Group |IPAaddress = 168,200,200,5
| Manage Report Data... || Claze

Figure 154 Groups Report

2. Click any of the Manage Report Data buttons to save or print the report for any particular section.
Click Save to save the report to a location of your choice or Print to print the report. Click Close to
close the window.

3. Click Close to close the Groups report.
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User Data Report

The User Data report displays data on all users in the CommandCenter database. Under the User Name
field you can see the name of every user. The Phone field lists user dial back telephone numbers, and the

Enabled indicates if the user is allowed access to CommandCenter. The Password Expiration shows that
user’s password expiration period in days.

1. On the Reports menu, click User Data. The All Users’ Data report is generated. Use the scroll bar to

scroll through the list and view all entries.

All Users' Data

User Name | Phone Enabled | Pazswaord Esxpirati... Groups | Privilages Ernail
ccRoot 4557890 [true | Systern Adrministr.. Full Adrninistrativ, .
test |ase7a90 true |Systern administr... FUll Adrinisteativ,..
testl 4567890 [true [systermn Administr... |Full Administrativ...
ennifer |ase7a90 true |Docurnentation G... Parts Access, Devi.. jennifer @raritan....
Charlis |4567830 Jerue h

|Praduct Manage... Parts Access, Devi... charlesme@rarita. .

| Manage Repatt Data... || Clase

Figure 155 All Users’ Data Report

2. Click Manage Report Data to save or print the report. Click Save to save the report to a location of

your choice or Print to print the report. Click Close to close the window.
3. Click Close to close the All Users’ Data report.
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Users In Groups Report

The Users In Group report displays data on users and the groups with which they are associated.

1. On the Reports menu, click Users In Groups. The Users In Groups report is generated. Use the
scroll bar to scroll through the list and view all entries.

Users In Groups

User Group Marne | User Mame

Cocumentation Group

Product Managerent

Systern Adrinistrators

Users Not In Group

I Manage Repart Data.. || Clase

Figure 156 Users In Groups Report

2. Click Manage Report Data to save or print the report. Click Save to save the report to a location of
your choice or Print to print the report. Click Close to close the window.

3. Click Close to close the Users In Groups report.
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Query Port Report

The Query Port Report displays all ports according to port status.
1. On the Reports menu, click Query Port. The Query Port screen appears.

Query Port

Filtar-

Select port status

[ Hew [ Awailable [~ Busy
™ Unused ™ Unavailable

Ports-

|| i

Figure 157 Query Port Report

2. Click on the checkbox to customize the port information you want to see on the report.
3. Click Apply to generate the report.
4. Click Close to close the Query Port report.
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Refresh CommandCenter Display

Any edits or modifications made to users, ports, categories, elements, and other system components are not
reflected in the system until the database is updated. If you are logged in while another user is updating the
database, you will not see these changes unless you refresh your screen (or log out of CommandCenter and
log back in).

1. Click on the Refresh shortcut button in the CommandCenter toolbar to refresh your browser.

CommandCenter

Session Users Devices Ports Associations Reperts Sstup Window Miew Help
= B &) B | & @

Ports | Us

—E8 dbso1

B8 conotuse

A7 outler 1

[EM etz Refresh
A g”::et—z shortcut
o utlet_

47 outlet_4 button

— Qutlet_5
A part 1
A part 1

-8 port14fsd
- (28 portr
L8 powerstripPort-m

Figure 158 Refresh Shortcut Button
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Upgrade CommandCenter

Note: If you are operating a CommandCenter cluster, you must remove the cluster first
and upgrade each node separately.

1. On the Setup menu, click Upgrade CommandCenter. The Upgrade CommandCenter screen
appears.

Upgrade CommandCenter

Location: | |__Browse
ok | Cancel

Figure 159 Upgrade CommandCenter Screen

2. If you are upgrading from CommandCenter 2.1, click Browse and navigate to the current location of
your CC files.

3. Click OK.
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Restart CommandCenter

1. On the Setup menu, click Restart CommandCenter. The Restart CommandCenter screen appears.

Restart CommandCenter

yjﬁ Please enter password and timeout to confirm CommandCenter restar,
Il

" [

Broadcast massage: |CDmmandCenter will be restarted in 5 minutes!

Restart after (sech [300]

(o1.8 Cancel

Figure 160 Restart Screen

2. Type your password in the Password field.

3. Type a message to display to any users currently online in the Broadcast Message field (for example,
you might give users a brief time period to finish their tasks in CommandCenter or tell them why you
are restarting the system). All users will be disconnected when you restart CommandCenter.

4. Type how much time (in seconds) should pass before CommandCenter restarts in the Restart after
(sec) field.

5. Click OK to restart CommandCenter or Cancel to exit the screen without restarting. Once you restart
CommandCenter, your Broadcast Message appears.

warning x|

CommandCenter will be restarted in 5 minutas!

ox |

Figure 161 Info Window

=

6. Click OK to restart CommandCenter.
7. CommandCenter will restart, and is ready for use.



CHAPTER 5: ADMINISTRATION TOOLS 123

Shutdown CommandCenter

These are the recommended method for Administrators to shut down and restart CommandCenter.

1.

On the Setup menu, click Shutdown CommandCenter. The Shutdown CommandCenter screen
appears.

Shutdown CommandCenter

A8 Please enter password and timeout to confirm CommandCenter shutdawn,
L

Ca—. [

Broadcast message: |C0rnmandCenter will be shut dawn,

Shutdown after (sec):[z40]

(o198 Cancel

Figure 162 Shutdown CommandCenter Screen

Type your password in the Password field.

Type a message to display to any users currently online in the Broadcast Message field (for example,
you might give users a brief time period to finish their tasks in CommandCenter and tell them when
they can expect the system to be functional again). All users will be disconnected when you restart
CommandCenter.

Type how much time (in seconds) should pass before CommandCenter shuts down in the Shutdown
after (sec) field.

Click OK to shut down CommandCenter or Cancel to exit the screen without shutting down. Once
you shut down, the CommandCenter login window appears.

Log on to CommandCenter again to continue working, or click Exit on the login screen to shut
CommandCenter down completely.

To shut down CommandCenter from the local console port (also called Manual Shutdown):

1.
2.
3.

Log on to the CommandCenter host computer as the root user.
At the /root/> prompt, type shutdown —h now and press the Enter key.

When the Power Down message appears at the bottom of the window, power OFF the
CommandCenter chassis.

Note: If using a Raritan console appliance, make sure Datacomm Baud Rate is set to
9600 and console emulator window is open.
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Restart CommandCenter after Shutdown

After shutting down CommandCenter, use one of these two methods to restart the unit:
1. Log on to the CommandCenter Console as user root (default password is raritan).
2. At the prompt, type service cc start.

OR

1. Recycle the power to your CommandCenter unit.

End CommandCenter Session

Log Out

To exit CommandCenter at the end of a session, or to refresh the database in case you or another user has
made changes while you were logged in, log off from CommandCenter entirely, then log in again.

1. On the Session menu, click Logout. The Logout window appears.

% Are vou sure vou want to log off CormmandCenter?

Tes Mo

Figure 163 Logout Window

2. Click Yes to log out of CommandCenter or No to close the window. Once you log out, the
CommandCenter login window appears.

3. Logonto CommandCenter again, or click Exit to shut down CommandCenter completely.

Exit CommandCenter

If at any time you want to exit CommandCenter, you can exit.
1. On the Session menu, click Exit. The Exit window appears.

CEE x

@i Are wou sure pou want to exit CormmmandCenter?

Tes Mo

Figure 164 Exit Window

2. Click Yes to exit CommandCenter or No to close the Exit window and continue working..
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Appendix A: Specifications

DIMENSIONS WEIGHT

(WxDxH)
CommandCenter 22.1"x 17.32” x 1.75” 24.071b (10.92kg)
563mm x 440mm x 44mm

Environmental Requirements

Temperature 0deg C-40deg C (32deg F - 104 deg F)

Humidity 20% - 85% RH

Altitude Operate properly at any altitude between 0 to 10,000 feet, storage 40,000 feet (est.)
Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle; 30 minutes for each axis (X, Y, Z)
Shock N/A

NON-OPERATING
Temperature 0deg C-50deg C (3232 deg F -12232 deg F)

Humidity 10% - 90% RH

Altitude Operate properly at any altitude between 0 to 10,000 feet, storage 40,000 feet (est.)
Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle; 30 minutes for each axis (X, Y, Z)
Shock N/A

Electrical Specifications

INPUT
Nominal Frequencies 50/60 Hz
Nominal Voltage Range 100/240 VAC
Maximum Current AC RMS 2A
AC Operating Range 100 to 240 VAC (+-10%), 47 to 63 Hz
+5VDC, +12vDC N/A
-5VDC, -12vDC N/A
Maximum DC Power Output N/A
Maximum AC Power N/A

Consumption

Maximum Heat Dissipation N/A
Volt-Ampere Rating N/A




126 COMMANDCENTER USER GUIDE




APPENDIX B: INITIAL SETUP PROCESS OVERVIEW 127

Appendix B: Initial Setup Process Overview

Pre-requisites:
e Add Devices with Category/Element clearly identified.
e Add Ports with Category/Element clearly identified.

Create Group(s)/Add User(s)

Add Device Group with rule based on Category/Element

Add Port Group with rule based on Category/Element

Add Policy (links 2 and 3 together; controls access time and permission)
Link Groups/Users to Policy of choice

oo~ wDd

1. Groupsilsers 2. Device Group 3. Port Group 4. Create Policy

T 9. Link1tod }4

Figure 165 Association Management Process
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Appendix C: User Group Features

USERS GROUP FEATURES

CommandCenter
Setup And Control

AVAILABLE COMMANDS
Application Manager

USER CAPABILITY

Users are able to add new application to
CommandCenter.

Security Manager

Users are able to configure security
parameters.

Configuration Manager

Users are able to make general configuration
of CommandCenter.

Restart CommandCenter

Users are able to restart CommandCenter.

Shutdown CommandCenter

Users are able to shutdown CommandCenter.

Add Device

Users are able to add new devices.

Edit Device

Users are able to modify devices name and
parameters.

Delete Device

Users are able to delete devices.

Bulk Device Copy

Users are able to device parameters to other
devices.

Ping Device

Users are able to ping other devices.

Reset Device

Users are able to reset other devices.

Topological View

Users are able to display the actual topology
of devices.

Device Power Manager

Users are able to turn on and off devices.

Discover Raritan Devices

Users are able to manually discover Raritan
devices.

Change Port View

Users are able to customize port view.

Edit Port

Users are able to modify port name and
parameters.

Active Ports

Users are able to view active users.

Asset Management Report

Users are able to view asset management
report.

Ping Report

Users are able to view ping report.

Accessed Devices

Users are able to view report of accessed
devices.

Port/Device Trees

Users are able to view ports and devices tree.

Device Configuration And
Upgrade Management

Backup Device
Configuration

Users are able to perform back up of device
configuration.

Restore Device
Configuration

Users are able to perform restore device
configuration.

Copy Device Configuration

Users are able to copy device configuration.

Upgrade Device

Users are able to upgrade device.

Firmware Manager

Users are able to upload firmware.

Devices Tree

Users are able to view devices tree.

Port Access

Connect Port

Users are able to see port and connect to it.

Disconnect Port

Users are able to see port and disconnect it.

Port Power Manager

Users are able to turn on and off a port.

Change Port View

Users are able to customize port view.

Ports Tree

Users are able to view ports tree.
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USERS GROUP FEATURES

User Security Management
*Note that these commands
do not appear onscreen; they
are CommandCenter defaults.

AVAILABLE COMMANDS
Association Manager

USER CAPABILITY

Users are able to associate categories and
elements.

Device Group Manager

Users are able to rename groups and add rules
to device groups.

Port Group Manager

Users are able to rename groups and add rules
to port groups.

Policy Manager

Users are able to add and edit policies.

Edit User Group Policies

Users are able to modify and assign policies
to groups.

Group Data Users are able to view group parameters.
Users Tree Users are able to view users tree.
User Management Add User Users are able to add user to the system.
*Note that these commands  |Edit User Users are able to modify user name and

do not appear onscreen; they
are CommandCenter defaults.

parameters.

Change User Password

Users are able to change other user password.

Delete User

Users are able to delete user from the system.

Logoff User

Users are able to logoff user.

Bulk User Copy

Users are able to copy user’s parameters.

Add User To Group

Users are able to add user to a group.

Delete User From Group

Users are able to delete user from group.

Add User Group

Users are able to add user group.

Edit User Group

Users are able to modify user group name and
parameters.

Delete User Group

Users are able to delete user group.

Assign Users To Group

Users are able to assign users from other
groups.

Active Users

Users are able to view active ports.

Users Data

Users are able to view users parameters.

Users In Groups

Users are able to view users logged in the
system.

Users Tree

Users are able to view users tree.




APPENDIX D: TROUBLESHOOTING 131

Appendix D: Troubleshooting

In order to launch CommandCenter from your web browser, it requires Java Plug-in 1.4.0 and later. If
your machine does not have Java runtime installed or and has an earlier version of Java Plug-in
installed, CommandCenter will guide you through the installation steps. If your machine has a lower
version of Java2 runtime installed, but no Java-plug in, CommandCenter cannot automatically launch,
and you must uninstall or disable your old Java version to allow CommandCenter serial port
connection to run properly.

If the CommandCenter applet does not load, check your Web browser settings.

— In IE: on the Tools menu, click Internet Options and click on the Advanced tab. Ensure Java
(Sun) is enabled.

— Open Java Plug-in in your Control Panel, click on the Browser tab, and adjust the settings for
your browser.

If you cannot log on to CommandCenter using ccroot/raritan0, and get the error "Unable to login,
incorrect username and/or password," check if the server database is up and running properly.

— Run service postgresql status to see server is running.
— Ensure 127.0.0.1 cc_db exists in file /etc/hosts.
If you have problems adding devices, ensure the devices have the correct firmware versions.

Client Browser Requirements

Please see your CommandCenter Application Notes for the most current matrix of Client Browser
and PC Platform Requirements.
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Appendix E: FAQs

QUESTION: ANSWER:

General

What is CommandCenter?

CommandCenter is a network management device for aggregating and
integrating multiple servers and network equipment typically deployed
in a datacenter and which are connected to a Raritan IP-enabled
product.

Why would | need
CommandCenter?

As you deploy more and more datacenter servers and devices, their
management becomes exponentially complex. CommandCenter allows
a systems administrator or manager to access and manage all servers,
equipment, and users from a single device.

Which Raritan products does
CommandCenter support?

CommandCenter supports all Dominion products
- Raritan’s KM over IP products - Dominion KX
- Raritan’s Secure Console Server products - Dominion SX

- Raritan’s Remote office management products - Dominion KSX
CommandCenter also supports Paragon Il when used with the optional
IP user stations.

How does CommandCenter
integrate with other Raritan
Products?

CommandCenter uses a unique and proprietary search and discovery
technology that identifies and connects to selected Raritan devices with
a known network address. Once CommandCenter is connected and
configured, the devices connected to CommandCenter are transparent,
and operation and administration is extremely simple.

Is PDA access possible?

Generic answer: "Yes", as long has PDA has a Java-enabled browser
and supports 128-bit (or lower strength for some geographies) SSL
encryption. Call Raritan Tech Support for further information. No
testing has been done in this area.

Is the status of
CommandCenter limited by
the status of the devices which
it proxies?

No. Because CommandCenter software resides on a dedicated server,
even if a device being proxied by the CommandCenter is turned off,
you will still be able to access CommandCenter.

Can | upgrade to newer
versions of CommandCenter
software as they become
available?

Yes. Contact your authorized Raritan sales representative or Raritan
Computer, Inc. directly. CommandCenter 2.0 has a CD/ROM drive to
facilitate upgrades. New version upgrades can also be done via FTP.

How many target devices
(ports) and/or Dominion units
and/or IP-Reach units can be
connected to
CommandCenter?

There is no specified limit to the number of ports and/or Dominion
and/or IP-Reach units that can be connected, but the number is not
limitless: the performance of the processor and the amount of memory
on the hosting server will determine how many ports can actually be
connected.

Is there any way to optimize
the performance of Microsoft
Internet Explorer if it is my
preferred Web browser?

To improve the performance of Microsoft IE when accessing the

console, disable the “JIT compiler for virtual machine enabled,” “Java
logging enabled,” and “Java console enabled” options. From the main
menu bar, select Tools > Internet Options > Advanced. Scroll down
until you see the above items and make sure that they are not checked.

What do | do if | am unable to
add a console/serial port to
CommandCenter?

Assuming the console/serial device is a Dominion, ensure that the
following conditions are met:

- The Dominion unit is active.

- The Dominion unit has not reached the maximum number of
configured user accounts.
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QUESTION:
Which version of Java will

Raritan’s CommandCenter be
supporting?

ANSWER:

The earliest version CommandCenter will support will be at least the
Java 2 platform. Users must download the Java 2 plug-in if using IE.
By default, Netscape will use Sun JVM.

For server side, CC supports Java 1.4.0 and later version.

At client side, CC2.0 supports Java 1.4.0 and later versions. The
current version from the Sun’s website is version 1.4.x.

An administrator added a new
port to the CommandCenter
database and assigned it to me,
how can I see it in my Ports
tree?

To update the tree and see the newly assigned port, click on the
Refresh shortcut button on the toolbar. Remember that refreshing
CommandCenter will close all of your current console sessions.

How will the Windows
desktop be supported in the
future?

Accessing CommandCenter from outside the firewall can be achieved
by configuring the right ports on the firewall. The following ports are
standard ports:

80: for HTTP access via Web browser

443: for HTTPS access via Web browser
8080: for CommandCenter server operations
2400: for Proxy mode connections

5001: for IPR/DKSX/DKX/PIISC event notification

If there is firewall between two cluster nodes, the following ports
should be opened for cluster to be worked properly:

8732: for cluster nodes heartbeat
5432: for cluster nodes DB replication

What are some design
guidelines for large-scale
systems - any constraints or
assumptions?

Raritan provides two models for server scalability: the data-center
model and the network model.

The data center model uses Paragon to scale to thousands of systems in
a single data center. This is the most effective and cost-efficient way to
scale a single location. It also supports the network model with IP-
Reach and the IP User Station (UST-IP).

The network model scales through use of the TCP/IP network and
aggregates access through CommandCenter, so users don’t have to
know IP addresses or the topology of access devices. It also provides
the convenience of single sign-on.

Authentication

How many user accounts can
be created for
CommandCenter?

Check your licensing restrictions. There is no specified limit to the
number of user accounts that can be created for CommandCenter, but
the number is not limitless. The size of the database, the performance
of the processor, and the amount of memory on the hosting server will
determine how many user accounts can actually be created. These user
accounts can be any combination of Administrators and Operators with
at least one Administrator account.

Can | assign specific port
access to a specific user?

Yes, if you have Administrator permissions. Administrators have the
ability to assign specific ports per user.

If we had more than 1,000
users, how would this be
managed? That is, do you
support active directory?

CommandCenter works with Microsoft Active Directory, Sun iPlanet
or Novell eDirectory. If a user account already exists in an
authentication server, then CommandCenter supports remote
authentication using TACACS+ /RADIUS/LDAP or LDAP(S)
authentication.

What options are available for
authentication with directory
services and security tools
such as LDAP, AD, RADIUS,
etc.

CommandCenter permits local authentication as well remote
authentication.

Remote authentication servers supported include: TACACS+,
RADIUS, and LDAP
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QUESTION: ANSWER:

Security

Sometimes when | try to log
on, | receive a message that
states my “login is incorrect”
even though | am sure | am
entering the correct User
Name and Password. Why is
this?

There is a session-specific ID that is sent out each time you begin to
log on to CommandCenter. This ID has a time-out feature, so if you do
not log on to the unit before the time-out occurs, the session 1D
becomes invalid. Performing a Shift-Reload refreshes the page from
CommandCenter. Or, you may close the current browser, open a new
browser, and log on again. This provides an additional security feature
so that no one can recall information stored in the Web cache to access
the unit.

How is a password secure?

Passwords are encrypted using MD5 encryption, which is a one-way
hash. This provides additional security to prevent unauthorized users
from accessing the password list.

Sometimes | receive a “No
longer logged in” message
when I click on any menu in
CommandCenter, after leaving
my workstation idle for a
period of time. Why?

CommandCenter times each user session. If no activity happens for
pre-defined period of time, CommandCenter logs the user out. The
length of the time period is pre-set to 60 minutes, but can be
reconfigured. It is recommended that users exit CommandCenter when
they finish an operation.

As Raritan has Root access to
server, this may potentially
cause issue with Government
bodies. Can customers also
have root access or can
Raritan provide a method of
auditability / accountability?

No party will have root access to server once the unit is shipped out of
Raritan Computer, Inc.

Is SSL encryption internal as
well as external (not just
WAN, but LAN, t00)?

Both. The session is encrypted regardless of source, i.e. LAN/WAN.

Client Certificate Request?

Does CommandCenter support | No.
CRL List, that is, LDAP list of
invalid certificates?

Does CommandCenter support | No.

Accounting

The event times in the Audit
Trail report seem incorrect.
Why?

Log event times are logged according to the time settings of the
computer that CommandCenter is installed on. You can correct this by
adjusting the computer’s time and date settings.

Can audit/logging abilities
track down to who switched
on or off a power plug?

Direct power switch-off is not logged, but the power on -off through
the CommandCenter GUI can be logged to audit logs.

Performance

As a CommandCenter
Administrator, | added over
500 ports and assigned all of
them to me. Now it takes a
long time to log on to
CommandCenter.

When you, as Administrator, have many ports assigned to you,
CommandCenter downloads all port information for all ports during
the logging process, which slows the process considerably. It is
recommended that Administrator accounts used primarily to manage
CommandCenter configuration/settings do not have many ports
assigned to them.
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QUESTION:

What is the bandwidth usage
per client? Particularly as they
aggregate up over many
systems.

ANSWER:

Remote access to a serial console over TCI/IP is about the same level
of network activity as a telnet session. However, it is limited to the
RS232 bandwidth of the console port itself, plus SSL/TCP/IP
overhead.

The Raritan Remote Client (RRC) controls remote access to a KVM
console. This application provides tunable bandwidth from LAN
levels down to something suitable for a remote dial-up user.

Grouping

Is it possible to put a given
server in more than one
group?

It should be possible. Just as one user can belong to multiple groups,
one device can belong to multiple groups.

Edge port groups are simply boolean expressions of attributes. For
example, a Sun in NYC could be part of Group Sun: "Ostype =
Solaris" and Group New York: "location = NYC"

What impact to other usage
that would be blocked through
the active usage of the console
port, for example, some UNIX
variants not allowing admin
over network interfaces?

A console is generally considered a secure and reliable access path of
last resort. Some UNIX systems allow root login only on the console.
For security reasons, other systems might prevent multiple logins, so
that if the administrator is logged in on the console, other access is
denied. Finally, from the console, the administrator can also disable the
network interfaces when/if necessary to block all other access.

Normal command activity on the console has no greater impact than
the equivalent command run from any other interface. However, since
it is not dependent upon the network, a system that is too overloaded to
be able to respond to a network login may still support console login.
So another benefit of console access is trouble-shooting and diagnosis
of system and network problems.

How do you recommend the
issue of CIMs being moved /
swapped at the physical level
with changes to the logical
database?

Each CIM includes a serial number and target system name. Our
systems assume that a CIM remains connected to its named target
when its connection is moved between switches. This movement is
automatically reflected in the system configuration and is propagated
to CommandCenter. If, instead, the CIM is moved to another server,
an administrator must rename it.

Interoperability

How does CommandCenter
integrate with Blade Chassis
products?

CommandCenter can support any device with a KVVM or serial
interface as a transparent pass-through.

To what level is
CommandCenter able to
integrate with 3rd party KVM
tools, down to 3rd party KVM
port level or simply box level?

3 party KVVM switches integration is typically done through keyboard
macros when the 3" party K\VM vendors do not publicize the
communications protocols for the 3" party K\VM switches. Depending
on the capability of the 3 party K\VVM switches, the tightness of
integration will vary.

How would I mitigate the
restriction of four
simultaneous paths through
any IP-Reach box, including
the roadmap for the potential
8-path box?

Currently, the best possible implementation is to aggregate IP-Reach
boxes with CommandCenter. In the future, Raritan plans to increase
simultaneous access paths per box. These plans have yet to complete
development as other projects have taken priority, but we welcome
comments about the market demand and use cases of an 8-path
solution.

Will the current Paragon
boxes work with
CommandCenter? If not, what
is the upgrade path?

The CommandCenter V2.0 will work with Paragon that has 3.0 HW
and firmware version 3.2 and above. If older versions exist, they must
be replaced.

Authorization

Can authorization be achieved
via RADIUS/TACACS/

LDAP?

LDAP and TACACS are used for remote authentication only, not
authorization.
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QUESTION: ANSWER:

User Experience

How will | know if someone
else is logged in to leaf nodes?

CommandCenter can present the list of users logged in to leaf devices
and can show which users are currently accessing an edge port through
the active users on a edge port features.

Does CommandCenter have
the ability to loOK at multiple
screens for devices?

If there are many devices under CommandCenter, the user can scroll
through the screens to view them all. A user is able to open many
screens, each one corresponding to one edge port, but the user is
restricted on the KVM side by the actual capacity of K\VM over IP
channels to be able to access multiple KVM screens.

Regarding console
management via network port
or local serial port (for
example, COM2): What
happens to the logging, does
CommandCenter capture local
management or is this lost?

Logging on to CommandCenter through the CommandCenter console
itself is the same as gaining the root privilege of the operating system
(Linux) upon with CommandCenter is running. Syslog will record
such event, but what the user types at the CommandCenter console
itself will be lost.
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