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1
1.1

Introduction

Reporting a bug

You can report the bugs you discovered to helpdesk.webncts @minfin.fed.be.
Please be kind to give the following information:

@)

O O O O O O

OS and version

Browser type and version

JRE version

The Certification authority

Date and time you had the problem

Do you use a proxy server and/or a firewall?

A screenshot of all relevant screens concerning the error and a description of the
different operations you made.

This information could help us give you a quick answer and/or workaround.

2 The certificate.

2.1 Obtain a certificate

You can obtain a certificate level 3 from the following certification authorities (CA).
Certipost Homepage Certificate level 3

Global Sign Homepage Certificate level 3

Isabel Homepage Certificate level 3
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2.2 Import your certificate.
Most of the time, your certificate is delivered in a file. There are 2 ways to import this

certificate into your browser:

2.2.1 Via ‘Windows Explorer’.

Through windows explorer, get your certificate file name. This file can have the
following extensions: *.cer, *.crt, *.pfx, *.p12, or *.p7b.

For files with extension ‘*.cer’ or ‘*.crt’

Mame

[{EDtclass Open

|
I
| Install Certificate
[
|
|

. Scan for Wiruses. ..
i Cpen With
i3 Add to Zip

Send To
Cut
Copy

|

: Create Shortcuk
i Delete

! Rename

|

Properties

BB classs - D ShmER g Felies

| 1n Folder Right-Click on the icon,
= MINNT and click ‘Install
T MINNT certificate’ for files with
INNT extension ‘*.cer’ or ‘*.crt’

You get the ‘Certificate
Import Wizard’. Follow the
, steps of point 2.2.3.
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For files with extension ‘*.pfx’ or ‘*.p12’
Mame In Folder

e AM.pl ~ADOCUME

Qpen Containing Folder

Scan for Viruses, ..

Cpen With »
63l Add to Zip
) Add to AM.zip

Send To 4

Cuk
Copy

Create Shortout
Delete
Rename

Properties

2.2.2 Via your Internet Browser.

From your Internet browser :

a S.P.F.FINANCES - F.O.D.FINANCIEN - F.O.D.FINANZEN - F.R

(File  Edt  View Favortes | Tools  Heln :

_ Mail and News 0k
erBack v o - @ @ Syrichronize. .. :

é;-':'-d.EiFESS I@ http: ffminfin.fgow.b - Windows Lipdate

Showe Related Links
100 Lite
Sun Java Consale-

Internet Opkions...

Right-Click on the icon,
and click ‘Install PFX” for
files with extension “*.pfx’
or “*.pl2’

You get the ‘Certificate
Import Wizard’. Follow the
steps of point 2.2.3.

Select the ‘“Tools’ menu
Click on ‘Internet Options’
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#e8 5.P.F. FINANCES - F.O.D.FINANCIEN - F.O.D.FINANZEN - F Click on the ‘Content’ tab

File Edit View  Favorkss | Took  Help i Click on ‘Certificates’
TR L e U e R button
iBatk v - rale el
‘G:’ el : * @ @ Synchronize. .. el
address [ @] hetpfjminfin Faov Windows Updste [

Show Relsted Links

160 Lite :

: -Enn-]avg.[:;fnsule-' i

Certificates R 2=l You get a list with you

e [ -|  2[rcady installed

Persanal |0t|-.ari:-e-uph1 Intemeduate Cartifcation Autharkies | Trusted Rock Cemficatior 4 1£3 il Certl)flcates (none in this
Ccase).

e [ sssuediy | Expiatio... | Frendhy rame | Click on the ‘Import’
button. You get the
‘Certificate Import
Wizard’. Follow the steps

of point 2.2.3.
Impoet, . [ Espartae e Advanoad...

rcartl’ﬁ:ate intendad purpasss

|

i AL
|

|
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2.2.3 The ‘Certificate Import Wizard’.

Certificate Inport Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy cartficabeas, cerlificate brust
kists, and carkficate resvocation ists from your disk to &
certificate store,

A certficabe, which is issued by a certification authoety, is
& carfirmation af your identity and contsns information
used bo protect data o ko establish secure network,
connactons. & oarkficabe stoes |s the system anea whare
certificates one kepk,

Tao continue, chck Next,

Canesl

Certificate Inpork Wizard

File Lo Import
Spacity the fle you wank bo impart.

Fils name:
Ciifty DocumentsiAdrien, Marlé,pl2

Browse. .

Mo More than one certficabs can be stoved ina single file in the Following Formats:
Parsona Information Exchange- PECS #12 [PFX, PLE)
Cryptographic Massage Syntax Standard- FKCS #7 CertiFicates (P78)
Microsoft Serialized Certificate Store (55T)

< Back 1 Hext = I

Cencel

The first screen is a
welcome screen followed
by a dialog box asking you
to enter the certificate file
name.

Click on ‘Next’

Enter your certificate
filename, preceded by the
path.

If you don’t know the path
exactly, click on the
‘Browse’ button to get
help.

Click on ‘Next’.

WebNCTS configuration and set-up guide.
Version 1.0 - 06/08/2003

P 6/24



How to connect to the WebNCTS application?

Enter the password you
received from your
Certification Authority.

Be sure to check the second
checkbox (‘Mark the
private key as exportable’)
allowing you to export the
private key in the future.
Click on ‘Next’

I:-_' rtificate Impork Wizard ] Check ‘Automatically
select the certificate ...’
Click on ‘Next’
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Certificate Impork Wizard 73 x| You geta confirmation

Completing the Certificate Tmport screen aqd a final status
Wizard popup window.
Click on ‘Finish’

Yau have successfully coenpleted the Certificate Impark

wilzard,

fou have specfied the Folowing setings:

Certificate Store Selecked  Autamatically determingd by b
Content FFx

File Mams CoiDoouments and S=ttingsiLe
E [baisestmns ]

Certificates R 2=l The name contained in the
i eeioad st <sll> =] certificate appears now on

the ‘Personal’ folder of the
‘Certificates’ screen of

Issued Ta [ Isgued By | Expirakio. .. i Frisnadly Mame [ your Internet OptiOIlS.
ElMartt fcvien Ludien ... Belgscam E-Trust Prim...  27-May-04  cllanes

Persanal | Gther Peaple | Intermediate Cartifcation Authorkies | Trusted Fiack Certificatior 4.0+
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2.3 Check your certificate.

You can check if your certificate is correctly installed in the following way:
From your Internet browser:

/3 S.P.F.FINANCES - F.0.D.FINANCIEN - F.0.D.FINANZEN - F.H Select the ‘Tools’ menu
File Edit View Favorites | Tools  Help Click on ‘Internet Options

{apack + = - @ Mail and Mews 3

Synchronize. ..
Address I@ hitkp: fiminfin.fgov.b - Windows Update

b

Show Related Links
10 Like
aun Java Console

Internet Cptions. ..

Internet Options R il e Click on the ‘Content’ tab
Genaral | Securly | Fivacy Cortent | Conneciions | Frograms | Advanced | Click on the ‘Certificates’
- Corilent Acvizor button.
Ristngs help pau canlrol Ihe Inbsinet cantent that can be
wienwad on this compuier.

~ Cenfficalas

E Uze cealificates b pozitteely iderlifp poweseli, cenificalion
g cuthonties, and publizhers.

Catticates. . | Pubishers.. |

r— Perzonal information

- AutoComplate siores plevious ardlies AutaComokata.
B and suggests mabches for you s i

Microzalt Profle Azsizlant stores polr
: o By Picfle... I
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Certificates S : 2%l The certificate you want to

e [N -] USc is listed into the

13 9
Persanal | Sther People | Intermediate Cortiication futharkles | Trusted Roct Certificatior <[+ Person'al tab.
Otherwise you have to

ig“d IE [ sssuedey | epratio.. | rendy ame | install it again. Ask your
Marlé Advien Lucien ... Be E-Trusk Prim... 27-May-04 Ma . .
¢ A Luen . Belgacom E-Tust B e e certificate provider for help

Lmport, [ Expartas AT Adwancad, .,

Certificats intended purpasss

i
!
]
|
I
|
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3 The Java Runtime Environment (JRE)

The first time you connect to the application, you will probably have to download the
JRE version 1.4.2. Open your Internet explorer browser and go to http://minfin.fgov.be.
Choose your language and Click on the web-NCTS link.

2 welkom op de portaalsite van de Federale Overhoidsdienst FINANCIEN - Microsolt Internel Exphorer .. o o0

| vk - - QY [E) G [ [areetes B FB-SE-E&G 0 s ™
e [-';'_lrtrp vt i e Snfportat frlfcackanl bim =]l e

L steman L i tenkack ] Andeeeites L ek [FRJE [Ex)

‘iﬁﬂ

Fodarale owarhuids@angt Welkom op de por'taalslt& vah de Federale Overheidsdienst I'INN\ICII:N =
FINANCIEN B

oma _ m T

Dol mirrvar o da gitas wan ds Didier REy'nders

Abgemeen secretarant BT nng-ﬂnn wia Intemat Bl flﬂﬁlcClEN
R * Al r balaik li ki : i
Organigram atasbinaplichige sfhamess
E-gevaimmank BT mangiften aia 4400

IETmn P EISCOMET parsonenbelasting - Inkoresten
infermaticaplan

Fiscala Databank 2002 - Aanslagiear 2003
B FINEOEM P Bxpsmngdedelinggn

Elabtrorapche formuliaran P lndi fg

v ygnngotzchapsbelastiog

P EINEEOF ropoalilk tos 17 september

sangifte BV via Internet P [Dé brochuwss wan het Dupartermunt
B Computesized Trensik (Dousne en

Acdjnzen) P Ouarhsidropdrachan

P TS

@ L) Crernieus,, s or ime disnet voor Bt indisnsn van ds
mr et s borekaning da R mangdte in de parionenbelaatio

» 3 _E‘ in d bulasting

weezchuldiode bedriffaegdoffing - Uw rening over Taeon-web
P YAT an s-Serviesr

(in da wraganlijat, hied earit da Taal)
E:":x:i‘a;:'fm;ﬁfpmf;‘ I Oe asngifte in de personenbelasting (deel 1
Coliowe ons be oo P, en deel ) aanslagiaar Z00F
. FIMFORM is beschikbas op de website
wia OES519 EE AT e
Gidune da workdagen Wiseen €an 20
uwr, eanturdayg wan 8 ot 17 uar.
r ¥ruis Of vakje @an om bet popup
nigt maar te laten varschijnan
=
] [T It

If the JRE version 1.4.2 is not installed on your PC, you will be asked to download and
install it.

3.1.1 Download the Java Runtime Environment version
In that case, you will get the following screen (otherwise skip this chapter)

ar.lm wzers download - Fecrosolt Inbernet Exporer
| Fie E,:H: Yiew  Favorites ]'_uoh I:H:!
e @R @ e Gt (B B

| Adress [8] hitp: jocffz. snfin.foo b CIFF,_puthenticationdviews hopinfusdatedemn ikm = | /G0 | Links ™|

=10l Click on the ‘download’ link

-

version of the Java Runtime Ervaranment not supported

Please download the JRE 1.4.2 &t the following link download
and then push on the button Ogsn.
This is for Windows users anly.

rry o B R T
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)

File Download

@ “'ou are downloading the fis;
o2l 4 2-windows-BEE e liom celf02 minfin looy. be

Wauld vou like o open the file or save itio your compites?

MoreInio |

i i .4

® .

Dpering:

214 Zwindows-588. exe from el minfin fooy. be
AENREENEENENENEENEEEEE 00000
Estimated time left: 8 sec (5.95 ME of 13.5 MB copied)

Download too Temporary Folder
Transier rate: BEE KE/Sec

r Llose this dialog bow when downioad completes

[pefn [l per Eofder | Cancel I

[ Java 2 Runtime Environment, SE v1.4.2 - License

License Agreement

Flarse: read thae Following licerse agreement cancfully,

Sun Microsystems, Ine. E{
Binary Code License Agreement

for the

TAVA™ 2 RUNTIME ENVIEONMENT (J2EE},
STANDAED EDITION, VERSION 1.4.2 X

ST MICROESTSTEME, INC, (ST I3 WILLING TO LICENZE
THE SOFTWARE THENTTETED RELON T ViOTT CmT.Y TTROHT |

T gcost the baring in the Ioenss agrasment
T g ok accepk thee terms in the boerse agresment

fry=Emk Shi=d Leanll AN LI e RATH SR

Click on ‘Open’

Tick ‘I accept the terms ...’

Click on ‘Next’

WebNCTS configuration and set-up guide.
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; : : fic Tick ‘Typical’
Setup Type N Click on ‘Next’
Choose the setup byps that bedt suls your nesds, j

Installing lava 2 Runtime Environment, SE ¥1.4.2
The program Fesburas vou selected are being irstaled,

This step can take a long time

Installing lava 2 Runtime Environnent, SE ¥1.4.2
The pragram features you sslecked are being rstaled,
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riﬁ lava 2 Runtime Enviromument, S8 w1.4.2 - Enmp‘lztf . ;_ E Chck on ‘Finish,
InstaliShield Wizard Completed You now have to restart
your computer !

The Enstalithield Wizard has successfully instaled Jaws 2
Furgime Enviromiment, SE w1 4.2, Clok Finish bo ek the
wizard.

3.1.2 Check the Java Runtime Environment

You may want to check the JRE you have on your PC.
Start Internet Explorer and select the Sun Java Console option in the Tools menu.

Start Internet Explorer Go to ‘Tools’

3 5.P.F.FINANCES - F.O.D.FINANCIEN - F.0.D.FINANZEN - F.H Click on ‘Sun Java Console’.
File Edit “iew Favorites | Tools  Help If the option is not available,
Sy @ Mail and News , you don’t have a JRE installed

a|: - -
-~ Synchronize. .. (cfr2.2.1).

Address I@ hktpefiminfin.fgov.b Windows Update
Showe Related Links
IC0 Lite
Sun Java Console
Inkernet Cptions. ..
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& Java Console T ~|0lx] The version number is shown

Java(Tht) Flug-in: Version 1.4.2 on the top of the window. You

Using JRE warsion 1.4.2 Java HotSpot(Th) Client Wk .
User home directory = CADocuments and Settings'\Loozel need version 1.4.2 to run the

Praxy Configuration: Mo proxy WebNCTS application.

¢ clear console window

. finalizé objects on finalization quaue
o garbage collect

i displaythis help message
I dump classloader list

m;  print memory usage

o trigger logaing

. reload proxy configuration
. hide console

r- reload palicy configuration
5. dump system properiies
t dump thread list

v, dump thread stack

¥ clear clazsloader cache

| Clear j { Copy | I Closg |

3.1.3 Check your Java Plug-in Options.

; Click on the following:
Mew Office Document ‘Start’
Cipen ﬂi’ﬂm Document e e ‘Settmgs s
. al des Control Panel
ntlichen Dienstes
sNZEN
: ﬁl. Bebwork and Dial-up Cannections
: (&1 Printers : R
Help - B Taskbar & Start Manu...
&, Logoif posken..
[ § @ hat Down L e e L
:mstart-;ir;f‘l.& Il@@@@ > |Jf§.|':1 | b,
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E|:||I: Wig Fam:ﬂ:es Tm!s

& Euntrul Panel

Help

'iBack bl @[ @5&3111 @Falders @ | %

I .ﬁ.dd,l'RemDve Programs
N [ Adrministr ative Taols
i @ Date/Time

@Fax

@Fnlder Dptions
Fanks

! @Game Controllers
i 'ﬁ'lnternet Opkions

it Addrais Cantrol Panel e
I Mame - | comment |
[l accessibility Options Customizes accessi, .
i %F’-dd!Remwe Hardware Installs, removes, a...

Installs and remove. ..
Configures adminisk., . ,
Sets the date, time, ...
Customizes wour de...
Fax Properties
Customizes the disp. ..
Displays and manag. ..
&dds, removes, an...
Configure wour Inke, .,
Java Plug-in Contral.,,
Cuskomizes wour ke...

L Fr maakla=l 1

¥ Llze Browsar Setlings

Frodocol Addrass

Pod

HTTF
Secure
FTP

Gopher -
ik

o Proey Hast (Lise comma ba separata muliple hosis)

Automatic Prooy Configuration URL. -

Double-click on ‘Java Plug-in’

In the ‘Java Plug-in Control
Panel’, click on the ‘Proxies
tab.

‘Use Browser Settings’ must
be ticked.

If not, tick it and click on
“Apply’

Close the window

b
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4 Your Internet Options.

Some Internet Options must be set to enable Java Applets on your system.

Start your Internet Explorer Browser
Go to ‘Tools’
2} S.P.F.FINANCES - F.O.D.FINANCIEN - F.0.D.FINANZEN - F.H

File = Edit ‘iew  Favorites | Tools  Help

2 Mail and Mews 3
Back - - o*
b 2 @ Synchronize. ..
Address I@ http:iminfin. foov.b Windows Update
Showw Related Links
100 Lite

sun Java Console

Internet Cptions. ..

Internet Options

21X
General - Security |F"|Wanj,-| I:nnlanll I:nmactinnsl F'mgamsl .ﬁ.dvanmdl

Select a'wWeb content zone bo specify it secunty settings.

® & 0 @

| nkemnet Local mbtraret  Trusted sites Restncted
sites
Internet
i Thiz zone containg all 'Web sites pou

{oF:7 3 [

haven't placed in other zones

— Secunity level for this zone
Mowve the slider to zet the security level for thiz zone,
= | - Medium
= Safe browsing and still functional
S - Prompls befare downloading potentially unsafe contant
- Unzsigned Activex cantrols wil nat be downloaded
- Anpeopriate for most Intesnet sites

[ Customievel. |  Deniiicoe |

e |

Click on ‘Internet Options’

Click on the ‘Security Tab’
Click on ‘Custom Level’
button

WebNCTS configuration and set-up guide.
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Security Settings R : 2 x|
Setkings:
{) Disable ;I
{3} Enable
) Prompt

E} Microsoft Wi
|:§3 Java permissions J

)} Custom
{7) Disable Java
(%} High safety
) Low safeby
) Medium safety

18] Miscellaneous

& Access data sources across domains

{*} Disable
s T e [ b
4| | »
Reset custom setkings
j Resek |
| O I Zancel |

Feset bo: IMedium

Security settings R 2 x|

Setkings:

Scripking :I
Active scripting
{C} Disable
{=} Enabls
) Prompt
Allowr paste operations via soript
)} Disable
{*} Enabls
) Prompt
Scripting of Java applets

) Disable J
{*} Enable
) Prompt

I Lmmie Pn skl mm i = fm e [n7

4| | 3
Reset custam settings
j Reset |
| O I

Fesek o lMedium

Zancel |

Check the following:

In the ‘Microsoft VM,
‘Java permission’:
‘Disable Java’ may not be
ticked

‘Scripting’
‘Active scripting’: enable

‘Allow paste operations via
script’: enable

‘Scripting of Java applets’:
enable

Click on ‘OK’

WebNCTS configuration and set-up guide.
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Internet Options

2|x|  Click first on ‘Apply’
ity | P - then ‘OK”.
Gierral - Security |F'|waq,-| I:nmnl.l Dnmectu:nsl Hngms' Advanu::adl

Select 3 \Web content zone to specify its secunty settings.
- DG
o
| nfemet Local mbraret Trusted sites Restricted
sites

Internet

@8 This zone contans al \Web sites pou i
hawen't placed in other zones

— Secunity level for this zone

Move the slider to et the security level for this zone,
= | - Medium
- Safe browsmng and shll funchional
- Prampls before downloading patentially unzafe content
- Urganed Activex contiols will nol be dovnloaded
= |- - pppeopriate for ozt Inteingt sites

[ Customievel. | = et |

e |
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5 Start the application.

5.1 Connect to the application
Open your browser and go to http://minfin.fgov.be. Click on the web-NCTS link

2 Wllor o dis partaalsite van de Federale Dverheidsifienst FINVCIEN - Microsolt Interel Explarer 3 =181x|

{ fekdress [-';'_lrtrp Jnmwmﬂnrm_n:_'-iw ailﬁ’lj'ca:l-e him =]l e

L steman L i tenkack ] Andeeeites L ek [FRJE [Ex)

‘iﬁﬂ

Fodarale owarhuids@angt Welkom op de portaalsite van de Federale Overheidsdienst FINANCIEN =
EINANCIEN )

Hormne

Dol mirrvar P INTERWAT P Hi i o da gitas wan ds

Abgemeen secretarant BT sangiften wia Intemet Bl flﬂﬁlcClEN

R * Al r balaik li ki : i
Organigram atasbinaplichige sfhamess
E-gevaimmank BT mangiften aia 4400

IET mn P FISCOMET parsonenbglasting - Inkoresten
infermaticaplan

Fiscala Databank Z00Z - Aanslagisar Z003
F FINFORM P Dzesmededelingen
Elaktrorpche formulisran » Indi fig |
B EINERDE wrw ygnngetechapsbalasting
ropgolilk tos 13 septembar
Bangifte BY via Intemet P s brochumss wan hat Cepartarmart
B Computesized Trensik (Dousne en
Acdjrizen) P Ouarhsidropdrachan

L) CrErnCus,, D= on lime disnct veor Bet indisnsn van ds
» o "'_E‘“‘ mangifte in da parsonenbaelasting
- Ll rzning aver Tax-on-web
P YAT an s-Serviesr
(in da wraganlijat, hied earit da Taal)
Ean wraig ovier Interval, Edivat, e .
Prof? I Oe asngifte in de personenbelasting (deel 1
FI::““ .Eoﬂmmmn en deel ) aanslagiaar Z00F
win 02510 22 13 T:fgnmr:besd.‘ilkbav op de website
Gidune da workdagen Wiseen €an 20
awr, enturdag wan 8 tot 17 uur.
r ¥ruis Of vakje @an om bet popup
nigt maar te laten varschijnan
-]
P - - - s fewasaseas -
] [T It
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5.2 Register your certificate and personal information

Connect to the application. You get a first screen asking you to log in.

Bl Edit ~ Mjew  Faworites | Tooks Heh |

S Back v osp o @. ﬁ|@5&m:h mFmites “Hi Media @“% i
Address I@ 39 (FforwardContext=]CORF J @ao | Links >

F

Federale Overheidsdienst Financién

CCFF Login

Informations
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Click on ‘Log in’

If no certificate is stored on your PC, your will receive the following screen

In case a certificate is stored on your PC, the following screen appears
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Click on ‘Yes’ and the application will start.
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Ik ben mij ervan bewust dat de identificatiegegevens die verbonden zijn aan mijn digitale handtekening, door de administratie van Douane
en Accijzen zullen worden bewaard, samen met de gegevens met betrekking tot de verschillende operaties die ik uitvoer via het systeem
"web-MCTS" in naam en voor rekening van de voornoemde onderneming,
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and click on the ‘Log in’ button.
In a final step, you have to confirm your personal information
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6 Read and save the user manual

You can obtain a copy of this user manual from the application.

When you click on the ‘Manuel d’utilisateur’ or ‘Gebruikershandleiding” button, the
manual is opened on your PC. You can alternatively save it on your hard disk by right-
clicking on the menu option and selecting the ‘Save Target As..."” option.
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