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1 SecurusWeb

Welcome to the SecurusWeb 4.3.0 Users Guide.

This guide provides procedural and reference information for the SecurusWeb application. To get the
most out of this documentation, you should be familiar with:

¢ Normal application usage (Outlook, Word, etc...)

The Microsoft Windows 2003 Server (and greater) environments
General Programming and SQL concepts and usage

The concepts of access control and building automation

Working knowledge of HID's VertX and Assa Abloy's AHG420 hardware

Before you begin programming and administering the SecurusWeb system, please read this guide
completely in order to awoid clerical and system configuration errors. If you are unsure of a
programming procedure, please contact your installing dealer.

11 Release Notes
SecurusWeb 4.3.0:

Major Features/Enhancements

Support for HID EVO product line.

Updated VertX’EVO Performance Counters

Made HID data encryption call thread safe

Mapped cards sets (removed previous ceiling of 254 total card sets)

Set AHG420 anti-tailgating feature to OFF (default)

Magnetic strip format modifications

Firmware of AHG20 locksets in now stored in the database (more secure)
AHG420 "callback" functionality enabled

Bug Fixes

e Numerous bug fixes and cosmetic changes.

Fixed senice Start/Stop windows event messages

Stopped logging senvice interrogation windows event messages
Updated DST rules during start up

Card refresh performance optimizations

Fixed minor memory leak and data synchronization holes

SecurusWeb 4.1.0:

Major Features/Enhancements

¢ Added AES Encryption between AHG420 hardware and software.
¢ Improved network scalability related to the total number of AHG420 controllers.
¢ Added feature and licensing for Visual Verification.
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Implemented AHG420 support for iClass CSN, Felica, MiFare and DESFire cards.
Added System Notification to the Home page.

Support for more than 250 Access Levels.

Compatible with IE7, IE8, Safari, FireFox and Chrome.

Added ability to bulk add cards.

Bug Fixes

¢ Numerous bug fixes and cosmetic changes.
¢ Fixed issue when renaming reader in Web Client.

SecurusWeb 4.0.0:

Major Features/Enhancements

Added Encryption between VertX hardware and software.

Improved network scalability related to the total number of VertX controllers per hardware server.
Added licensing for ADImporter feature.

New database schema (from 4 databases to 1).

Compatibility with 32bit and 64bit versions of Windows Vista, 7 and Server 2008.

Support for SQL Server 2008

AVHS Support (AXIS video)

Bug Fixes

Added indexes to improve event history reporting.

Partitions listbox in WebClient is now sorted.

Numerous bug fixes and cosmetic changes.

Install modified to handle both Default or Named Instance of SQL database.

SecurusWeb 3.3.0

Major Features/Enhancements

¢ Use of disconnected recordsets to improve speed (reporting).
¢ Added "Card and Pin" and "Pin Only" reader types.

Bug Fixes

¢ Numerous cosmetic adjustments.

SecurusWeb 3.2.0:

Major Features/Enhancements

e Added ability to change hardware names via Web Client.

Added ability to define users and assign roles via the Web Client.
Changed the available Commands on the Status screen.

Added simple alarm definition to the Web Client.

Added the display of Tamper, Battery and AC Fail in the Web Client.
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¢ Added ability to configure local inputs on a controller.
e Added the 37bit No Facility code card format.
e Added compatibility for VertX firmware version 2.2.7.49

Bug Fixes

Fixed a delayed Web Client Ul issue introduced in 3.1
Removed a 250 item limit in Web Client UL

Changed the default Keypad type from Essex to HID.
Replaced archived reports

Fixed bug with NO Facility code card sets.
Addressed Event Report time outs.

SecurusWeb 3.1.0:

Major Features/Enhancements

Installation Privatization

Partition Privatization

Custom card format definition in the WebClient

Partition Administrator Utility (assign multiple Administrators of a single partition)
Native SQL 2005 support

Bug Fixes

¢ Numerous cosmetic and scalability fixes.

SecurusWeb 3.0.0:

Major Features/Enhancements

Added support for HID VertX firmware versions 2.2.7.33, 2.2.7.38 and 2.2.7.39
AHG420 Lockset support

ONSSI Video support

Full system auditing

Additional Web-Browsers supported (Chrome, FireFox, IE and Opera)

Additional WebClient functions (change password, view/modify alarm details, card set
configuration)

Bug Fixes

¢ Numerous cosmetic fixes

SecurusWeb 2.8.0:

Major Features/Enhancements

e Added support for HID VertX firmware version 2.2.7.20
e Updated VertX driver
o Handles incoming events while waiting for CMD response
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o Shorten timeout for card modifications

o Immediate disconnect on a timeout

o Added 2 new connection related events

o Added 3 counters for better diagnostics

o Correction of synchronization (Ul/database/hardware)

Addition of diagnostic reports

Added the # of readers per partition on the “Home” page of the web client.
Added a uninstall utility. (Start > Programs > WeBrix)

Added PDF and links for Edge reader documentation.

Added event/alarm comments and details to the web client.

Addition of partition filtering in web client

Added additional registry entries for better troubleshooting (gateway cache)
Added connection timeout setting in registry

Added additional support for users in a “workgroup” for setup.exe

Bug Fixes

Remowved unneeded event bindings and added new “connection” related ones.

Made the default SA password strong

Fixed “Scheduled Commands” cross link bug.

Modified UDL script to be more defensive

Deleted cards are now shown in the rich client (once a “Refresh Cards” has been administered
from the rich client.)

Corrected visible events and hardware depending on partition rights

Corrected the ability to save a cardset without a name.

Modified Alarms Reports to show “Remowved” alarms and user comments.

Corrected the ability to assign access levels as an administrator of a second partition
Updated HID VertX pdfs with the most current documents.

Numerous cosmetic fixes

SecurusWeb 2.6.0:

Major Features/Enhancements

Added support for HID VertX firmware version 2.2.7.18
Added support for HID Edge Reader

Bug Fixes

Validation added to card number input field.

Added support for EEPROM values formerly provided by Program Data

Fixed Scheduled Commands edit error

Validating Encoded ID is unique per cardset vs. globally

Modified Card Detail page

o When editing an existing card and the card has been assigned to a cardholder, AND the total
number of cardholders available in the partition is under the limit for maximum number of items
to display in a dropdown list, then the cardholder dropdown list should be populated with all
available cardholders and the currently assigned cardholder selected. (Note: If the total number
of cardholders available in the partition is OVER the limit for maximum number of items to
display in a dropdown list, keep the current behavior--the cardholder dropdown list should be
populated with ONLY the currently assigned cardholder.)
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¢ Eliminated the possibility of duplicate Encoded IDs with leading zeroes
¢ Removwved the automatic addition of firmware versions to the software.
e VertXfirmware that’s supported by SecurusWeb 2.6.0

0 2.2.7.18

0 2257

0 2.2.3.2

0223

0222

0221

0220

0211

o0 2.01

0 2.0.0

1.2 Installing SecurusWeb

SecurusWeb is a modular software, meaning it can be installed on one server or spread across
multiple servers on a network. Every SecurusWeb system must include the following features.

e Client Application: Also called the Rich Client. It's acceptable to have more that one server
running the client application feature.

¢ Field Hardware Server: Also called the DCS (Device Communication Server). It's acceptable to
have more that one server acting as a Field Hardware Senrwer.

e Database Server: Only one Database Sener is allowed per SecurusWeb system.

e Web Server: Multiple Web Servers are allowed per SecurusWeb system, but typically only one is
present.

Quick Links:

PC Requirements
Network Requirements
User Permissions
Starting the Install
Post Install Checklist

1.21 PC Requirements

A typical SecurusWeb Server has the following requirements:

Memory 2GB 4GB+
Storage 5 GB of free space 25 GB for every 150
devices
(v1000, v2000, Edge or
AHG420 Lockset)
Processor Pentium Il Compatible -|3+Ghz
1Ghz Clock Speed
Screen 1024 x 768
Recommended

Required hardware: Network Card
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Supported Operating System:

Windows XP (32bit)

Windows Server 2003 (32bit)
Windows Vista (32bit)

Windows Vista (64bit)

Windows 7 (32bit)

Windows 7 (64bit)

Windows Server 2008 (32bit)
Windows Server 2008 (64bit)
Windows Server 2008 R2 (64bit)

Additional requirements: Internet Explorer 7.0 or later (Chrome and Firefox are also supported),
IIS (Internet Information Senvices).

NOTE: Additionally, the following will be installed or upgraded by setup:

¢ Windows Installer 4.5
e NET Framework 3.5

Tech W [f installed on a XP machine, lIS limits the connection to 10. If the system is
Ip. intended for more than 2 web-based users at any given time, use a Windows Server
class operating system.

Tech If installed on a server class machine, make sure the server has the Web Server and
Tlp. Application Server roles applied. In addition, the ASP.NET feature of the Web
Server role must be enabled.

1.22 Network Requirements

It very important to verify that the network is configured to accept and work with SecurusWeb.
In summary, verify the following:

e TCP port 4050 (from PC to VertX) and port 4070 (from VertXto PC) are available and not being
blocked by a firewall or router.

e TCP port 2571 (AHG420 Lockset) is available and not being blocked by a firewall or router.

e Port 80 (for HTTP communication) is available and not being blocked by a firewall or router.

e Ports 23 (for Telnet) and Port 20 & 21 (for FTP) are available and not being blocked by a firewall or
router.

¢ |[PMulticasing using port 4555 is allowed on the network and not being blocker by a firewall or
router.

Average VertX/Edge/EVO Packet Sizes:
The following explains the average packet size for common network communications between a
VertXEDGE/EVO controller and SecurusWeb.

Packet Sizes
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Total Traffic Controller Send Host Send (estimates)

Card Add/Modify/Delete [ 326 bytes 76 bytes 250 bytes
Discowery Process * 34 Kbytes 7 Kbytes 27 Kbytes
HerelAm Exchange 300 bytes 221 bytes 76 bytes
Single Event/Alarm 326 bytes 250 bytes 76 bytes
Command (open door) |[326 bytes 76 bytes 250 bytes
Average Traffic Total |1 Kbytes per second

* Determined by as average V1000 installation that includes a controller, two V100 panels, four
Wiegand readers, four schedules, and 100 cards.

Below is a diagram the visually outlines some of the key network configurations:

Field Site "N

c

B

Warksiation

Works{ation

Ethernet

Field Site 1 Workstations
Software requirements:
IE 6.0 SP1 for Cardholder & Card definitions
Windows Terminal Server Client for rich client features (all other features)
Communication requirsments:
HTTP Port 80 for Web browsers
TCP on Port 3389 for Windows Terminal Server
Worksfation  Workefation  Worksfation TirE Workslation
Workstations can obtain IP address dynamically (DHCP) or statically
o fa)
Ethernet
O I J LV
VertX V1000s & V2000s Vertx V1000s & V2000s
Communication reguirements:
See The Intemet’ — T, — T See The Intemet
o e o = s
VR .
0o e | IP-Addressing: P Addressing
e WMust obtain IF address statically

Must obtain IP address statically

=

AMT Support

‘Waorkstation

Reguired connections:

The Internet/WAN

Between stafically |P addressed VertX's & Server
TCP on Port 4070 (from Verix IP to PC Server)
and 4050 (PC Server to VertX IP)
HTTP on Pert 80 - GET & POST cgi commands (for operation & support)

Corporate

Vertx
|:cn-s_|‘v23:n-s-

Between Workstations and host
Ses Workstations above

=

Telnet on Port 23 (for supgort) A
FTP on Ports 20 & 21 (for support) / J
/ rkstation

=

|

rkstation

Ethemet

L

Application Service Provider

Ethemet

-

@ .

saL

Server

1] 2000
=N —

Win 2K Server
OpenFoundation (running server processes)
Wiindows Terminal Server (running OF Client sessions)
IS, NET Framework 1.1 (for ASP Net, etc.)

V1000(s)

20005}

1.2.3 User Permissions

When installing SecurusWeb, log into the server as a local Administrator. In other words, a user
that is a member of the local Administrators group. This user must have a password (not blank)
as it's required when using DCOM.

During the installation of SecurusWeb you'll be prompted to enter the username and password for
the user who's authority the needed senices will run under. This user also needs to be a local
administrator. The machine you're installing SecurusWeb on can fall into one of two categories.
The server can either be part of domain or part of a workgroup. There are some "best practice" rules
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that apply to both scenarios.

v Workgroup: When installing SecurusWeb across multiple machines in a workgroup environment
you should create a user that's part of the Administrators group on every server inwolved. This user
must have the same username and password on each server. This user should be the one who's
authority the needed senices will run under.

v Domain: When installing SecurusWeb across multiple machines in a domain environment you
should create a domain user and had this user to the Administrators group on every server
involved. This user should be the one who's authority the needed senvices will run under.

Tech & When installing the database feature on a machine that has a default instance of
Tlp. SQL already installed, the install will require the input of the sa password. If the sa
password is incorrect or not known, the install will not complete successfully.

Starting the Install

To install SecurusWeb, run the setup.exe from the CD (or resource location). The install will ask
some basic questions that will vary on the PC state. The install will also install needed components
if necessary (MDAC, .NET, etc.).

Continue through the basic setup screens until reaching the “Features” screen (see figure Features).
If you're doing a “all in one” install, all features should be checked. SecurusWeb is a modular
software, meaning these features can be spread across multiple machines, but each SecurusWeb
system must have ALL features (including the database) installed and communicating on the
network in order to function properly. When installing a modular system (a system spread across
multiple PC's), it's recommended to install the SecurusWeb database first and then continue on with
the other features. If you have questions regarding setup, please contact support.

The features screen also asks to install a SecurusWeb database or attach to an existing one.

© 2013 SecuriCo
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WebBrix Setup

Select Features
Flease zelect the function(z) which this machine will perform.

----- Client Application This festure installs the web application on the wekb
Field Hardware Server server. Thiz enables broveser bazed access tathe

..... Wish Server application.

— Database
& Install the WebBrix databaze.

" Attach to an existing YWebBrix databasze.

The WebBrix databaze will be inztalled.
By default, the QL Server Express databaze engine will installed locally and the WebBrix
databaze will be installed on it

— Destination folder to install application to:

C:Pragram FilesiehBrix | Browse... |

= Back Mext = Cancel

If attaching to an existing database (see figure Existing), select the database server from the list and
click the "Test Connection" button to verify.

© 2013 SecuriCo
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WehBrix Setup

DESTIMNATION Database Instance

Select the SGL Server instance for the databasze attach.

=10l x|

—Select a database server instance:

SEL Server instances:

==elect or enter g databaze server=

zervice iz not running on that instance ar if a
firewvall is blocking the gquery. &n instance of

zimiliar to this:
"FourComputerbametL T

alternative:

=

Your S0L Server instance may not appear inthe
lizt it t'= ot on your network or if the =L Browser

SEL

Server Express installed by setup should ook

Uze these commands on the command line as an

Test Connection

ZH:

Cancel |

4

Existing

If installing the database (see figure Install), either click "Next" to install the database locally (on
current machine) or click "Advanced" to select another SQL machine.
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WebBrix Setup

Database Browser

Inztall SEL Server Express onthis computer ar zelect an existing SGL Server instance

—SQL Server Express instance to be installed locally:
ADMIN-E9C2619CEAMT

Aninstance of SGL Server Express named 'A0MIN-ESC2E61 SCELMT' will be installed on this
computer and the YWehBrix databaze will be inztalled on that neww 0L Server Express instance. This
instance will be your WebBrix application database server.

= Back Ment = Cancel

Install

Again, if installing the database, select the location and set the Administrator (sa) password and
click "Next"

© 2013 SecuriCo




16 SecurusWeb

WebBrix Setup

Database Engine
The follovwing information needs to be provided to install the databaze

Destination folder to install the database engine to:

CProgram FilesWicrozoft QL Server

Set database administrator password:

v Leave database administrator password

= Back Mext = Cancel

Destination

The SecurusWeb install might need to reboot the PC depending on what was installed. This screen
prompts for the password for the current use in order to automatically log back into the PC if a
reboot is necessary.

© 2013 SecuriCo
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Password for User Account
Enter the password for the currently logaed on user.

Windows Operating System User Account Password

The ingtallation wizard may need ta rebaoot the maching one ar mare limes during setup. [F you want the
inztallation wizard to automatically logon and continue the setup process after a reboot, pleaze enter the
paszward for the currently logged on user.

Pazsword: ||

Confirm Pazswaord; |

The next screen is the “Configuration Editor”. This allows you to specify a user that the needed
SecurusWeb senices will run under. It's recommended you keep the default “Automatic” setting.
Click Next to continue.

© 2013 SecuriCo
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Configure Service Setlings
Select the startup mode far each service.

AMTMetworkComm
f* Automatic [Fecommended)

" Manual

DCs
f« Automatic [Recommended]

" Manual

Set Default Help

Enter the user who’s authority the senices will run under. This user needs to be an Administrator on
the local machine. If your SecurusWeb system is spread across multiple machines, it's
recommended this user be a domain user that’s part of the Administrators group on all SecurusWeb

machines. You'll then use the same user to run the services on all PC’s.

© 2013 SecuriCo



SecurusWeb 19

Configure Run As Settings
Select uzer under whose authonty DCOM components and services will wn,

User Account for Run As

Uzer Account: |INTsflood [Farmat: 'DOMAINY zermams’]

Paszword: |

Re-enter Paszword: |

MOTE: The account MUST have adminiztrative autharity on THIS machine [the account must be a
member of the local administrators group).

The install will complete and will prompt you to reboot the computer. Congratulations, once
rebooted, you're no ready to start working with SecurusWeb.

© 2013 SecuriCo
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1.2.5

1.3

Post Install Checklist

After the SecurusWeb installation is completed and the PC has been rebooted, there should be 3
senices running. To check this go to Start>Settings>Control Panel>Administrative Tools>Services.

File Action  Wiew Help
2
2 Services {Local)
Select an item to wiew its description. Mame | status | Startup Typel
%.ﬁ.lerter Disabled
%AMTLicenseMgr Skarted Automnatic
%AMTNetwnrkCnmm Skarted Automnatic
YACSErce arte Automatic
%Application Layer G... Skarted Manual
%Application Manage. .. Marual
8 ASPMET State Serv.., Manual
%F\utnmatic Updates Starked Aukomatic
%MG E-rnail Scanner Started Autormatic
%F\'\-‘G? Alert Manage. .. Started Automatic
%A\-‘G? Resident Shiel... Skarted Autormatic
%MG? Update Service Started Automatic
%Backgrnund Inkellig. .. Marual
%Clipﬁook Disabled
%COM+ Ewvent System Started Marwal
%COI\'H Syskem Appli,. Manal
%Computer Brinuser Sukamatic
%Cryptographic Seri,,, Started Aukomatic
DCOM Server Proce.., Started Automatic
%DCS Skatted Automatic
%DHCP Client akarted Aukamatic
%Distributed Link Tra... Started Automatic
Services

The Senvices window should show the AMTLicenseMgr, AMTNetworkComm and DCS senices
having the "Started" status (see figure Senices). If your PC isn't a Hardware Sener, the DCS
senice isn't necessary.

In addition to checking the senices, checking the contents of the AMTErrorlog.txt file is
recommended. Every time the PC is rebooted (or the AMTNetworkComm seniice is restarted),
SecurusWeb will create a new error log. The default location of this log file is C:\Documents and

Settings\All Users\Application Data\SecurusWeb.

Using SecurusWeb

The SecurusWeb application is made up of two separate sets of screens, or user interfaces.

¢ Rich Client

e Web Client

The functionality of the SecurusWeb system is similarly divided with the system setup provided via
the Rich Client and the day-to-day operations of the SecurusWeb system provided through the Web
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1.31

Client. This design allows all the complexity of the system set up and database management to be
segregated from the screens that are most commonly used. It should be noted that certain functions
such as reporting are available from both the Rich and Web client screens.

In addition to the Rich Client and the Web Client, there are numerous Utilities that add functionality
to your SecurusWeb system.

Rich Client

Start the SecurusWeb rich client by double clicking the desktop icon or browsing to Start > Program
Files > SecurusWeb. The default login for SecurusWeb is Admin for the username and nothing for
the password.(see figure Login) It's recommended this be changed to something more secure during
system configuration.

Operator Login

Lzer Mame |Admin

Pazsword |

oK | Cancel

Login
If this is the first time logging in or SecurusWeb isn't yet licensed, you will see the Licensing screen.

(see figure Licensing) SecurusWeb has a 14 grace period before it's required to be licensed. To
learn more about licensing, see the License Editor section of this help. Click OK to continue.

Licensing

ﬂ Your zaftware iz running in grace period.

Licensing

Once logged in, there are three main areas of the Rich Client user interface. These areas are the
Menu Bar, Explorer and System Grid. (see figure Rich Client)

© 2013 SecuriCo
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1311

J_| File Edit Database Yiew Help .
@ & & 3 I B I
Exit Cloze Users Eventz  Reportz Partions | Explorer  System ME n |.| Ba r

Current User: Admin - Current Partition: System

[ Explorer ]

@ Transactions Digplaying Live Transactions  Alams I il e Al I S ound0n
DakeTime | Description | Location | Mame:
[ System Grid ]
< i I 5
For Help, press F1 ,— ’— l_ Y
Rich Client

It's important to be familiar with the functions of each of these areas:
¢ Menu Bar - To start and close SecurusWeb utilities and navigate the Rich Client UI.

¢ Explorer - To view and command system hardware.
e System Grid - To view transactions and alarms.

Menu Bar
The Menu Bar has two main functions.

¢ To open/close Rich Client documents or SecurusWeb utilities.
¢ Navigate the Rich Client user interface.

By default the Menu Bar will show 3 individual ribbons. (see figure Ribbons)
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File Edit, Database Yiew Help

@ = 4] iy £l [ = =
: 4 " Standard {large button) Menu
Exit Cloze Users Events  Reportz Partions | Explorer  System

JJCurrent ser: Admin Current Partition: System

Text Menu Current User Partition Menu

Ribbons

Standard Menu
The Standard Menu is the most used menu. (see figure Standard Menu)

@ o @& AN I B = B8

Exit Cloze sers Everts Reportz  Parttions | Explorer  System

Standard Menu

Here's a list of the default icons and their function.

Exit - Will exit the SecurusWeb Rich Client application.
Close - Will close the top most Rich Client document.
Users - Will open the Users (Admin Tools) document.
Events - Will open the Events document.

Reports - Will open the Report Generator document.
Partitions - Will open the Partitions document.
Explorer - Will show/hide the Explorer.

System - Will show/hide the System Grid.

Current User Partition Menu
The Current User Partition Menu will show general information about the logged in user and the
current partition. (see figure Partition Menu)

JJ Current Uset: Admin Current Partition: System

Partition Menu

Current User is the user that's currently logged into SecurusWeb. Current Partition is the partition
the Current User is working in. Clicking anywhere on the Current User Partition Menu will open the
Change User's Active Partition screen. (see figure Active Partition)
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Change User's Active Partition

Select Partition Swskem

Active Partition

Use this screen to select which partition you'd like to administer.

Tech
Tip Only partitions the user has access to will appear in the list.
o

Text Menu
The Text Menu is the only menu ribbon that cannot be remowved. (see figure Text Menu) That said,
this ribbon can still be configured by adding or removing options.

File Edit Database \jew Help I

Text Menu

Here are the default menu items and sub-items:

File Edit Database View Help

e New ¢ Design e Change active e Explorer e About
e Open Partition e System Bar

e Close e Users e Status Bar

e Sawe e Events e Show IDE

e Sawe As ¢ Reports

e Database * Partitions

Maintenance
e Data Archiving
e Exit

1.3.1.2 Explorer
The Explorer as three main functions:
¢ Allows the adding or deleting of system hardware.
¢ Allows the ability to command system hardware.

¢ Graphically represents the state of system hardware.

Here's a list of all possible hardware. (see figure Hardware Icons)
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Hardware | Default Icon (normal | Descirption
Type state)

Computer E The Computer object is the parent to all other object in the
Jen | Explorer. You must first add a computer (Hardware Server)
before any additional hardware can be discovered.
E400 | - | The E400 or Edge controller is a child of the Computer. The
o E400 is a 1 Reader/1 Output controller.
V2000 | - | The V2000 controller is a child of the Computer. The V2000
o is a 2 Reader/2 Output controller.
V1000 | - | The V1000 controller is a child of the Computer. This
o controller has no readers or outputs, but will have
downstream devices attached to it (V100, V200 and V300).
V100 ‘ The V100 is a child of the V1000 and is a 2 Reader/2 Output
panel.
V200 ‘ The V200 is a child of the V1000 and is a 16 input panel.
V300 ‘ The V300 is a child of the V1000 and is a 12 output.
Reader |_| The Reader is a child of the V2000, E400 or V100.
Output Q The Output is a child of the V2000, E400, V100 and V300
Input l; The Input is child of the V200 panel.
a
AHG420 <q The AHG420 lockset is a child of the Computer. The
. AHG420 lockset doesn't have any children.

Hardware Icons

The Icons shown (see Hardware Icons) indicate the default or normal states of the hardware types.
To modify the icons for the different hardware types and their states, right click on the object in the
Explorer and select Properties and then select the Profiles tab.

This is a Explorer that is populated with a Computer, V2000, V1000 and E400. (see figure Explorer)
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= |~ Flood_vzo00
T
|_-| Flood_W2000 Reader 1
|_-| Flood V2000 Reader 2
Q Flood %2000 Output 2
Q Flood_%2000 Output 4
=1 : | Fiood 1000
= - 100 0 Flood_41000
|_-| %100 (0) Flaod_4/1000 Freader 1
|_-| %100 (0) Flood_¥1000 Reader 2
Q %100 (0] Flaod_¥1000 Qutput 2
g %100 (0) Flaod_¥1000 Qutput 4
=] 7| Flocd_e400
T

|_-| Flood_E400 Reader 1

Q Flood_E400 Output 2

Explorer

1.3.1.2.1 Discovering VertX/Edge Hardware

In order to add hardware to the SecurusWeb system, the hardware server(s) must be added to the
Explorer. To do this, right click in the Explorer and select New and then Computer. This will open
the Computer Definition window. (see figure Computer Definition)

Computer Definition

Computer:

[FLOODMP

Remate MName:
[\\FLODDAM 2P

M ame:
[FLOOD-#M <P

Ok Cancel

Computer Definition

When the Computer Definition window first opens, the defaults are for the local computer. If the local
machine isn't the hardware server, click the Select button to select the hardware server to be added.
Click OK to add the selected computer to the Explorer.

Tech ' The Name field is the text that will show in the Explorer as the Name of the

Tip. computer.
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Once the hardware server computer has been added to the Explorer, hardware can be discovered or
attached to it. To do this, right click the computer and select Discover New VertX Controllers. This
will open the Install Hardware window. This window will show all VertX hardware that's available for
discowery. (see figure Install Hardware)

= Install Hardware to System Partition

Hardware Found: Hardware ta Install:
Model Host Mame Model Host Mame

WalO0  Flood Wa00o0
Y1000 Flood_ 1000
E400 Flood_E400

>3

LEL

Mew Hardware |nformation: Settings:
Controller Type: Mame: |
e Time Zone: | J
MAC Address:
Current IP Address: r
Last Contact Time: MAC Address:
Firmware Version: Curent |P Address:

Fefresh List
Close

Install Hardware
This window can be broke down into two sections; Hardware Found and Hardware to Install.

Hardware Found

This section will lists all VertX controllers that the SecurusWeb system has found. In order for the
SecurusWeb software to see the controller(s), the controller must be configure to point to the
hardware server and the HerelAm value must be set to something other the zero. Clicking on the
controllers in this list will show details below in the New Hardware Information section.

Hardware to Install

This section list all VertX controllers ready to be installed. To place controllers in this section select
them from the Hardware Found section and click the > button. Clicking the >> button will move all
controllers from the Hardware Found section to the Hardware to Install section. Once the controller
(s) are in the Hardware to Install section, clicking on them individually will allow changes to the
controllers Name and Time Zone.

Tech ' The Time Zone of a controller cannot be changed after discovery without

-
Tlp. going directly to the database.

Clicking the Install All button will start the discovery process for all controllers in the Hardware to
Install section. Highlighting a specific controller and clicking the Install/Replace One button will
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open a list of existing controllers. Use this option to replace a faulty controller without having to
modify door groups and access privileges.

1.3.1.2.2 Commanding Hardware

Commands can be sent to most hardware objects in the Explorer. To issue commands, right click
the hardware object in the Explorer and select the desired command. Here is a list of hardware
object types and their available commands.

Computer No available commands.

Controllers ¢ Refresh Cards Only - Issues a Database Changeover which updates all the
(E400, V1000 or cards for the selected controller.

V2000) ¢ Refresh Configuration and Reboot - Issues a Database Changeover and

resends all controller configuration data.

* Reboot - Sends a reboot command to the controller

e Set Time - Sends the current time to the controller based on the hardware
server time and the GMT offset value.

¢ Query Status - Queries the status of the controller and all attached
devices.

e APB Forgive - Resets ALL APB status's for this controller.

¢ Discover Downstream Devices - Queries the controller for missing or
newly added hardware.

Panels e Reboot - Sends a reboot command to the controller.

(V100, V200 or * Query Status - Queries the status of the controller and all attached
V300) devices.

Readers e Grant Access - Unlocks the door for the defined "Normal Access Time"

value. (default is 6 seconds)
® Lock - Locks the door indefinitely.
* Unlock - Unlocks the door indefinitely.

Outputs e Activate - Activate the output.

¢ Deactivate - Deactivate the output.
Inputs No available commands.
AHG420 Lockset |e Lock

® Unlock

In addition to the object specific commands, every Explorer object has the following commands
available.

e Cut - This will copy the object to memory (clipboard) and remove it from the Explorer. You can
then paste it to another location in the Explorer.

e Copy - This will copy the object to memory (clipboard) and leave it in the Explorer. You can the

paste it to another location in the Explorer.

Paste - This will paste a copied or cut object to a specific location in the Explorer.

Rename - This will rename the selected object.

Delete - This will delete the selected object. USE WITH CAUTION

Properties - Will open the selected objects Properties window.
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Tech If a hardware object is deleted by mistake or new hardware was added to a
Tip controller, issue a Discover Downstream Devices from the target controller to
- bring these hardware objects into the Explorer.

1.3.1.3 System Grid

The System Grid shows all defined transactions and alarms. To toggle between viewing
transactions or alarms, click the appropriate radio button (see figure System Grid). To pause
viewing live event/alarm, toggle the "Display Live Transactions" or "Display Live Alarms" buttons.
The Sound button (upper right corner) will toggle the playing of a sound when a new alarm is logged.

@ Trarzactions | Displaying Live Transactions " Alatms | Displaying Live Alams | Sound=0n
DateTim& | Description | | Encodedin <
§/7/2009 12:45:50 EEPROMYaluesChanged

5712009 12:45:50 PM EEPROMY aluesChanged

§/712009 12:45:51 PM EPROMYaluesChanged

8/7/2009 12:45:52 PM
§/712009 12:56:32 PM
/712009 12:56:34 PM
§/10/2009 5:01:03 AM
§/10/2009 5:01:06 AM
8/10/2009 9:38:00 AM
§/10/2009 9:35: 18 &AM
8/10/2009 9:38:20 AM
§/10/2009 10:30:01 AM
§/10/2009 10:30:01 AM
8/10/2009 10:30:01 AM

<

OMyaluesChanged

Flood_wz000%utput 2
Elond w2000 Mkt

Toggle between viewing events N
(transactions} or alarm by click the

Egmmﬂ:i:ggz appropriate radio button.
ComrunicationConnected Hood_‘v‘ (au]u]
TimeSet Flood w2000
TimeSet Flood 1000
TimeSet Flaod_E400

Far Help, press Fi

=
| B
MM

System Grid

When viewing transactions or alarms, right click any column header to view the sorting options for
that column (see figure Sorting Options).

{* Tranzactions

Dizplaving Live Tranzactions

| Do cuicbioo

8/10/2009 9:35:20 AM
§/10/2009 10:30:01 AM
8/10/2009 10:30:01 AM

DateTime "

B/10/2009 B:0L,06 M| 2% 501 Ascending onnecked
Bin/z000 9:38:00 am " & Sort Descending brnected
a110/2009 9:35: 16 AM Autosize Columns onnecked

=ommancaraneonnecked
TimeSet
TirneSek

Sorting Options

Both transactions and alarms have 4 filtering options that can be viewed by right clicking a cell in the
grid (see figure Filtering Options).

& sort Ascending by Description
&l Sort Descending by Description

= Wiew only records For which Description = CommunicationConnected
5 Wiew Al

Filtering Options
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1314

When right clicking Alarms these addition options are available:

Acknowledge & Remove: Will indicate the alarm has been acknowledged and will remowe it
from the grid.

Acknowledge Only: Will indicate the alarm has been acknowledged and leawe it in the grid.
Unacknowledge: Will change an acknowledged alarm to unacknowledged.

Add Comment: Will open of the User Comments window, allowing the user to add a comment to
the selected alarm.

e View Comment History: Will show the comment history for the selected alarm.

Te!.:h Acknowledged alarms will appear in GREEN and Unacknowledged alarms will
Tlp- appear in RED.

Users

The Users document (also referred to as Admin Tools) is used to add, modify, delete or set
permissions for SecurusWeb users and roles. The main SecurusWeb security settings are also
configured using this document.

The Users document can be broke down into four separate areas:
Security

Users

Roles

Settings

TEEI'I When reviewing this section, the term "user” is referring to a user of the
Tlp- SecurusWeb application, NOT a card holder.

1.3.1.4.1 Security

The Security tab of the Users document (Admin Tools) is used to set the security permissions for
users and roles. Selecting either Users or Roles from the drop down list (see figure Dropdown List)
will populate the list below with all the available users or roles.

Security l Llsers] Fh:nles] Settings]

i
| Isers j 3
i

Ui

TSR TR Tew SR N TR SN SRR S g e v
Dropdown List
WebBrix installs with only one user, Admin. This default user belongs to the Administrators role.

WebBrix also installs with five roles. These roles are Administrator, Data Entry, Guard,
Headquarters Administrator and View Only. The only required role is Administrator. The other
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default roles are placeholders for what a WebBrix system might hawe.

Security cannot be modified for the Administrator role or any users that
belong to the Administrator role. There must be at least one user that's a
member of the Administrator role at all times.

Tech
Tlp_

Selecting either User or Roles (see figure Dropdown List) and selecting a User that isn't part of the
Administrator role or a role other than Administrator will expose the Security Setting for that entity.
(see figure Security Settings)

Security settings

- Al Objects A | Type Name A
[(]%, Flood_2000 [ view uio
[(J&, Flood V2000 Reader 1 m Exzcute Add
D% Flood 2000 Reader 2 m Evecite Update
[ & Erecute Delete
(%  Flood 2000 Output 4 (T8, “iew Description
[(]%, Flood /1000 L
[ & Change D ezcription
[(]J% %100 (0] Flood_%1000 : o
o, view Comrnunication...
[(]%, %100 (0] Flood_%1000 o
(]&, Flood_E400 [ 1% Change Communicatior...
0%  Flood E400Reader] | |10 Wiew Tamperstate
(1%, Flood F4000uput2  [CF Change  TamperState
L D% Report Generatar 15 “iew FaultState
D% Advanced Optionz I:% Change FaultState
[ &,  Define new reports 18 “iew LastE vertD ate. .
D% Save Reports 2 [ 1% Change LaztEventDate. ..
< —— = 3 18 “iew LastResponzeT... o,
-

Security Settings

The Security Setting section will show all the securable entities and the current security setting
based on the selected user or role. Highlighting an entity in the tree view (left side) will populate the
property list (right side) with all securable properties for that entity. The icons by each entity and
property indicate what permissions the selected user or role has for that object. A icon outside of
the box indicates the security for this object has been inherited. A icon inside the box indicates the
security for this object as been set individually or not inherited. The order of security inheritance,
starting at the top, is the security default, roles and finally users. In other words, all roles inherit the
security default and all users inherit their security from there role. If a user hasn't been assigned a
role they inherit the security default.

Tech
Tlp_

The WebBrix security default can be found in the settings tab of the User
(Admin Tools) document.

Unchecking the "Advanced" checkbox will hide the selected entities properties. This is often times
desired when security is only needed at high level.

Here's a list of possible icons:
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¢ Green Key - Admin
¢ Red X - Denied
¢ Green Check - Granted

1.3.1.4.2 Users

The Users tab of the Users document (Admin Tools) is used to add, modify or delete users. The
Users tab has three core sections. (see figure Users Tab).

2 Users Listed Login Name  [rfand r

Admin Last Lagin l [ Dizable Accaunt

Details I T Raoles I T Frojects

— ———

First Mame |F|ic:k

hiddle [

Last |Flacd

Description |5_.'JS_ Admin

Activation Date j

Expiration Date ﬂ

Pazsword

Canfirm

Last Modified | 81342009 B 36:28 AM

Muodified By |Admin

[ User Must Change password at nest login

[~ Password Mever Expiras

[ Mewver Lackaut Accaunt

Add User ‘
Delete User ‘ ‘ Cloze ‘
Users Tab
Details Tab

The Details tab contains basic user information.

Roles Tab

The Roles tab contains two lists of roles, Available Roles (right side) and Assigned Roles (left side).
To assign a role to the selected user, highlight the role in the All Available Roles list and mowe it to
the Assigned Roles list.

Projects Tab
The Projects tab contains three drop down lists that assign certain project to the selected user.
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1.3.1.4.3 Roles

The Roles tab of the Users document (Admin Tools) is used to assign users to roles. Users can be

assigned multiple roles. Use the Add and Remowe buttons to assign users to the selected role. (see
figure Roles Tab)

5 Rales Listed Rale Mame |Administrat0r

A a Description — |System Administrators

Data

Guard |zerz in Role Avvailable Users
Headguarters Administrator :

Wiew Only Admin tflood

<< Add all uzers
Remove all users -+

Add FRole

‘ Cloze ‘

Roles Tab

Use the Add Role and Delete Role buttons to add or delete roles from the SecurusWeb system.

Tech When assigned a user to multiple roles, the most secure setting will apply. In
Tip other words, if John was assigned the Data Entry role and the Guard role and
- the Data Entry role denied the view of all hardware and the Guard role granted
viewing of all hardware, John would not be able to view hardware because
that's the most secure option.

1.3.1.4.4 Settings

The Setting tab of the Users document (Admin Tools) is used to set overall SecurusWeb security
and policies.

Password Age

The Password Age setting can either be set to never expire or expire after Xamount of days. (see
figure Password Age)

Frov

Account Lockout Policies
Security Default
Auditing

e

Ak o AL A A bbb s b e e B b ek o A A )

Password Age

Password Length
The Password Length setting can allow blank passwords or require a password be X characters in
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length. (see figure Password Length)

Security Default
Auditing

A A i s o bih et e AR AR ot 3, b

;
Account Lockout Policies

" At least characters long

Lk L e

Password Length

Account Lockout Policies
The Account Lockout Policies setting can be set to never lockout accounts or lockout accounts

based on the defined policy. (see figure Account Lockout)

Paszzword Age
Pazzword Length

" Mever lockout accournts

Account Lockout Policies
Security Default
Auditing

% Lockout accounts [zet policy below)

Lockout Palicy

Lockout account after | bad attempts
" Lockout aceount until Admin ressts

* Forgive lockout after |30 minutes

Account Lockout

Security Defaults
The Security Defaults setting will configure the overall SecurusWeb security default. (see figure
Security Defaults)

Pazzword Age
Pazzword Length

ety Default

\Account Lockout Policies

" Denied
™ Granted
* Admin

" Conditional Select Conditiar...

B LA R L

i

rﬁdministratol

Security Defaults

Tl

If there are users or roles that inherit from the security default, changing this

setting will effect those entities.

Auditing

The Auditing setting can enable or disable System Auditing. Auditing is enabled by default.
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1.3.1.5 Events

The Events document is used to create, modify or delete either events (transactions) or alarms. This
document contains four lists. (see figure Event Configuration)

Objects: l Awailable Actions: Configured Actions: I
=Friects [ElwEpE record to Ristary
Flaod 2000
O Stark Task
Flaod_%2000 Reader 1 Reload Task
Flood_%2000 R eader 2 Card Updated
Flood_%2000 Output 2 Databagze Changeover
Flond_2000 Output 4 EEF‘F‘UEVaIuesDChanlg
Flood %1000 ronze Pragram Downlc Add >
- B EEFROMD awnl
Y100 (1) Flaod 1000 Tompe o
%100 [0) Flood_1000 Reader 1 Clear Tamper
%100 (0] Fload_1000 Reader 2 ACFaled
Y100 (1] Flaod_Y1000 Olutput 2 Clear fj@ﬁiiﬁd
%100 (0] Fload_1000 Output 4 Clear Batterp Fallre
Flood_E400 T ask Stopped
Flood _E400 Reader 1 Canfiguration File Chane
Flood E400 Qutput 2 Deny Access Unknown

Card Update F ailed

Card Deleted w

e

This event nccurs ~
when communication

Close

Event Configuration

Objects
The Objects list contains all the objects in the Explorer that can produce events.

Events
The Events list contains all the events for the selected object in the Object list.

Available Actions

The Available Actions list contains all actions that can be applied to an event. The two actions that
come with SecurusWeb are "Track as an Alarm" and "Record to event Log". To assign an action to
the selected event, highlight the desired action and click the Add button.

Tin/

By default, all events for all objects are set to use the "Record to event log"
action. In other words, all events will be recorded to history.

Configured Actions

The Configured Actions list contains all the configured actions for the selected object and event. It is
possible to have multiple configured actions, but not of the same type. To configure a configured
action, select the desired configured action and click the Configure button. To remove an action,
highlight the action and click the Remove button.
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1.3.1.5.1 Configuring an Event

When configuring an event, there are 3 options. (see figure Event Logging)

When should the Communication Disconnected event be logged for Flood_E400 Output 27 i
3

* Alwayz ;}

i~ Mever [dizable) 3

" Only when the following condition is TRUE: 3

| Select Conditior... 3

k

T o T A S T U T U PP T P T S T P T SR TT P a WP ST YRPPT POY.

Event Logging

e Always (default): Will always track this event to history.
¢ Newer (disable): Will never track this event to history.
¢ Only when the following condition is TRUE: Not implemented in this version of SecurusWeb

1.3.1.5.2 Configuring an Alarm

When configuring alarms, there are three main areas. (see figure Configuring an Alarm) These areas
are Alarm Info, Routing and Actions.

Routing I Achions I

When

(¢ 'Communication Disconnected' is always an Alarm
" 'Communication Disconnected' iz never an Alarm [dizables]

" 'Communication Disconnected is an &larm when this condition is TRUE:

Select...

Settings
User Commetts

™ Reguest comments
[” Require comments

Pricrity Multiple Dccurences

= (¢ |lpdate the count of occurnences each time
= " Track each occurence ag a separate Alam

Save Close

Configuring an Alarm
Alarm Info

e When - Specifies when the event should be an alarm. The choices are always, never or when a
condition is true. Remember, conditions aren't used in this version of SecurusWeb so the only 2
valid choices here are always or never.

e Settings - Specifies if a user comment is requested, required or both. This will occur when the
user acknowledges the alarm.

¢ Priority - Specifies the priority of the alarm. The range is from 1 to 99.
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¢ Multiple Occurrences - Specifies if the alarm will update the existing alarm by incrementing the
count field or log a completely separate alarm.

Routing (see figure Alarm Routing)

This tab configures which user, roles or PC's the alarm will be routed to.

Alarm Info HDUNHQI Actions]

* Route to all Users on all Computers

" Route to all Users in Rale: ﬂ

" Route az follaws:

= |

o O O

Save Cloze

Alarm Routing
There are three routing options.

¢ Route to all Users on all Computers - Will route the alarm to all users on every SecurusWeb
computer.

¢ Route to all Users in a Role - Will route the alarm to all users in the selected role.

¢ Route as follows - Enables the Route Destination and When sections. (see figure Routing
Destination)
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Alarm Info Houting] Actions]

" Route to all Users on all Computers

" Route to all Users in Rale: ﬂ

* Route as follows:

Route destinations:

When
FLOOD AW 2P [Computer | " Always

" Mever [dizablg]
(* After |5 j Minutes = | if hot acknowledged.

" When this condition is TRUE:

| Select...

Add Delate

Save Close

Routing Destination

The Route Destination list can contain any combination of Users and/or Computers. To add or
delete users or computers to this list use the Add or Delete buttons.

The "When" section specifies when the alarm will be routed. Each entry in the Route Destination
list has it's own "When" settings. The available settings are always, never or after X minutes/hours/
days if not acknowledged. The option "When this condition is TRUE" isn't enabled in this version of
SecurusWeb.

In this example (see figure Routing Destination), the alarm will be routed to the Admin user if the
alarm isn't acknowledged within 5 minutes.

Actions (see figure Alarm Actions)

The Action tab allows will allow the assignment of actions to an alarm.

© 2013 SecuriCo



SecurusWeb 39

Alarm Infa| Routing  Actions

Anailable Actions: Caonfigured Actions:

The 'Show uzer instructions' action will show a document containing user instructions when it's alam iz active.

Save Cloze

Alarm Action

The two available actions are:

e Show User Instructions - Will show text instructions when an alarm occurs.
¢ Send an Email - Will send an email when an alarm occurs.

Tech Using the "Send an Email" action requires the setup of an SMTP server. Use
Tip the Email Action Configuration utility to set this up prior to adding an email
- action to an alarm.
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1.3.1.6 Reports

The Reports document is used to create, modify or delete reports. This document will list all the
default reports and separate the selected report properties into five, tabbed categories. (see figure

Reports)
Reports Set Up T Criteria T Sait / Group T Columhz T Layout
Alarm Hiztory - Summary
Cards Listed by Cardholder Mame
Cards Listed by Encoded ID Report Title: | 41am History - Detail

Diagnostic - Werts BronzeProgramC
Diagnostic - Wert< Controllers
Diagnostic - Yerts DityEntities
Diaghogtic - Werts Orphang
Diagnostic - Yerts WhowhereWwhe
Ewents Histary Report

Ewents In the Past 24 Hours
Ewents, User LoginAgudit Histary
taster Alarm Histany - Detail

b aster Alarm Histony - Summany
Master Cards Listed by Cardholder
taster Cards Listed by Encoded IC
I aster Events History Report
Master Events In the Past 24 Hour:
Master Events, Uzer Loginsdudit H
I aster Systern Corfiguration, Acce
aster Systen Comfiguration, Doorl
aster System Configuration, Holid
I aster Systern Configuration, Time
Master Systen Hardware

Master Users List, Listed by Mame
b aster Uszers List, Listed by Folex
Spztem Configuration, Access Leve
System Configuration, DoorGroups %

New

Description: |.ﬁ|arm Ewvent Activity with User Comments

Type: |&larm History

[~ Print the following information on the report header (0 ptional]

Wiew SOL

| Mext »» ‘ Preview Export... ‘

‘ Cloze ‘

Reports

Use the New and Delete buttons to add or remove reports from the SecurusWeb system. Use the
Preview button to preview the selected report in PDF format. Use the Export button to save the
selected report to a specific format. The available formats are PDF, RFT, TXT, XLS and HTML.

Tech

T" None of the default reports can be deleted.
Ip-

Creating a new report

Clicking the New button will open the Select Report Type window. (see figure New Report)

S Select Report Type

Alarm Histarny
CardH older D efinition:
CardHolder Information

Diagnostic - Wert< Controllers
Diagnostic - Werts DityEntities
Diagnastic - Werts Orphans
Diagnostic - Wert whowhereWwhen
DoorGroup Definitions

Event Histary

Holiday Defiritions

Master Access Level Defintions
taster Alarm Histary

Master CardHaolder D efinitions
Master CardHolder Information
taster DoorGroup D efinitions

Diagnastic - Yert< BronzeProgramCodedndl

Cancel

New Report
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Select the report type the new report will be based on and click the OK button. Use the tabs to
configure the properties of the newly created report and click the Save button when done.

1.3.1.6.1 Setup Tab

The Setup tab allows configuration of the reports title and description. The type property is a read
only value that represents the report type this report was derived from. (see figure Setup Tab)

Set Up T Criteria T Sort # Group T Colurnns T Layout

Repart Tile:  [Alam Higtory - Detail

Description: |.-’3«Iarm Ewvent Activity with User Commenits

Tope: |&larmm History

Iv Fririt the following information on the report header [Optionalf

Wiew SEL

Setup Tab

If the "Print the following information on the report header" checkbox is checked, the text in the
below text box will be placed in the header of the report.

To view the SQL statement used to generate the selected report, click the View SQL button.
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1.3.1.6.2 Criteria Tab

The Ciriteria tab is used to filter the selected report. Reports can be filtered by dates and/or objects.
(see figure Criteria Tab)

Set Up Criteria T Sort / Group T Columns T Layout

Date Range For Report

¢ Seiedt Date Range
" Prewvious Period

|HardwareDescription j | Event j |Name j
FLOO ! BronzeFrogramD ownlofs
Flood_E 400 CardUpdated
Flood_E 400 Reader 1 ClearACF ailed
Flood w2000 ClearBatteryF ailure
Flood 2000 Output 2 ClearDoorForcedOpen
Flood 2000 Reader 1 ClearDoorHeldDpen
Flood %2000 Reader 2 ClearFaultLineSupervis

ClearT amper
CommunicationConnec
CommunicationDisconr
CommunicationDizconr %

Check Al | Check Al | Check Al |
Check Mone | Check Mone | Check Mone |

Criteria Tab
The available date options are as follows:

¢ All Dates - This will NOT apply any date filtering to the selected report.

¢ Select Date Range - This will apply a configurable start and end date to the report.

¢ Previous Period - This will apply a predefined date range to the selected report. The available
periods are previous hour, day, week, month, quarter or year.

Reports can also be filtered on up to three of any of the visible columns. Visible columns are
configured using the Columns tab of this screen. When filtering on specific report data, select the
data to be reported on. Anything that isn't checked will NOT show in the report. If nothing is
checked for a specific column, the report will include all the data for that criteria.
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1.3.1.6.3 Sort/Group Tab

The Sort/Group tab is used to sort and/or group the selected report. You can group and/or sort on
up to three of any of the visible columns in the selected report. (see figure Sort/Group)

SetUp T Criteria T Sort / Group T Columns T Lapout
Group By:
Encoded D ﬂ | <Monex ﬂ | J
(+ Azcending Order i i
" Descending Order lﬁ lﬁ
[ Lines [ Totals ™~ I r I
[~ Indent | Large - I r -
[~ Bold [ Itdlic - I r I~
Sort Report By:
L ateTime ﬂ |<N0ne> ﬂ | J
(¢ Agcending Order T i
" Descending Order e -
Sort/Group

1.3.1.6.4 Columns Tab

The Columns tab is used to set which of the available columns are visible in the selected report. (see
figure Columns Tab)

Set Up T Criteria T Sort / Group T Columns Lapout

Awailable Columnz Colurnng on Report
Partition| D ateTime
HardwareD ezcription
Ewent
M ame

Add >y EncodedD
<< Remove

Columns Tab

To add or remowe report columns, use the Add>> and <<Remowe buttons.
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1.3.1.6.5 Layout Tab

The Layout tab is used to configure the layout and appearance of the selected report. (see figure
Layout Tab)

SetUp T Critenia T Sort / Group T Columnz T Layout

Select Field Fieport Layaut

CateTime [ Print zelection criteria
HardwareD ezcription
Ewent

Narme [¥ Leave space after each row
‘EncodedD

[ Print lines after each rawm

Orientation
+ Partrait

" Landscape

Rieport Details

Line |1— J
Up =~

Column ‘width - |1 ﬂ [Meazured in Inches)

Layout Tab

The Select Field box will list all of the columns in the report and the order they will appear. To
change the order, use the Up or Down buttons.

The Report Layout and Orientation sections contain general configuration options. The Report
Details section defines what line and width the selected field will be placed on in the report.

1.3.1.7 Partitions

The Partition document is used to create, edit or delete partitions (see figure Partitions Document).
Partitions are ultimately a set off rules that define visibility. In other words, partitions define which

users can see what information. This is accomplished by following a two step process; first sharing,
then consuming.
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Partitiors:
H Name & Description T Itemns available to other Partitions T Items shared from other Partitions
two
three
faur
Partition Mame: IS}'Stem
Partition Description: ISystem Partition
MNew [elete Edit Adminiztrators Save Cancel

Partitions Document
The Partitions box will contain all the partitions that are available to the logged in user.

To add or delete a partition, use the New and Delete buttons located underneath the partitions box.
When creating a new partition, the Partition Name field is required. When saving a new partition, the
Partition Administrator screen will appear (see figure Partition Administrator). An administrator is
needed for every partition in the SecurusWeb system.

£ Creating an Administrator for the new partition

A new partition needs at least one user. This user is needed to add other users and ta modify partiion settings.
Fleaze fill in the fields belovs for this new user.

Partition Administrator

Login Mame ||

First Mame |

Middle Initial |

Last Mame |

Dezcription |

Pazsword |

Canfirm |

™ User must change password at next login

Cancel

Partition Administrator
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The only required field for a new partition administrator is the Login Name. To require the partition
administrator to change their password the next time they log in, check the box at the bottom of the
screen (see figure Partition Administrator).

Tech The login name must be unique system wide. In other words, no two

=
Tlp. partitions can have a username that is the same.

Clicking on the Edit Administrators button will open the Partition Administrators window. This
window will show all Administrator users that are not owned by the System partition and which
partitions that user has Administrative access to. To add or remove partitions the selected user can
administer, use the Make Admin and Remove Admin buttons (see figure Administrator
Configuration).

Il Partition Administrators — 10l =]

Thiz form shows how Users who are Administrators can access specific Partitions. Users who are not Administrators or who are owned by the System
Partition are not listed below. Administrators who are awned by the Spstem Partition always have access to all partiions and cannat be restricted.

Users
dlarson — Partitiong Adminigtered by User rflood
larson
Paititions User does not Administer Partitions User Administers
faur b
three

M ake Admim 2

<< Remaove Admin

it

Save Cloze

Admnistrator Configuration

Again, partitioning can be broke down into two processes.

e Sharing - The owning partition of an object must share or expose that object before any other
partition can consume it.
e Consume - A partition must consume a shared object before it can become functional within that
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partition.

Sharing

To share an object from the owning partition (the partition that object was created in), use the "ltems
available to the other Partitions" tab (see figure Partition Sharing).

Marme & Description ]’ Items available to other Parhitions ] Items shared from other Partitions
Manage e |Tree ltams j
Search text: ﬂ
Private ltems: Sharable Items:

Back Door AS152009
Computer Room

Flood %1000 - Frant Door Dema

Front Doar

%100 (0] Flood %1000 - Frant Door Dema
%100 [0 Flood_%1000 - Front Door Drermo Outp
%100 [0) Flood %1000 - Front Door Deme Outp
Wert<_Controller

Wert_Controller Output 2

Partition Sharing

Select the object type from the Manage ltems dropdown list. If the object type contains a large
number of objects, use the Search Text field to find a specific object by name.

To share an object, highlight the object in the Private Items list and click the Allow Sharing button to
movwe it to the Shareable ltems list. To make a shared object private, highlight the object in
Shareable ltems list and click the Make Private button to mowe it to the Private ltems list.

Tech Tree Item objects are dependant on their parent. In other words, sharing an

Tip Edge controller without sharing the Computer it's attached to will not allow

(Y Edge controller to be seen in the consuming partition. You must share and
consume the Parent object to view a Child Tree Item object.

Consuming

To consume an shared object, use the "ltems Shared from other Partitions" tab (see figure Partition
Consuming).
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Marme & Description T Items available to other Partitions T Items shared from other Partitions
Lersaciens | Tree ltems j Share items from:
Search text: 3, |f-‘«|l Partitions ﬂ
Sharable items: Shared items:

AS152009
Computer Room
Wert_Controller

Partition Consuming

Select the object type from the Manage Items dropdown list. If the object type contains a large
number of objects, use the Search Text field to find a specific object by name. To only see shared
objects from a specific partition, use the Share ltems From dropdown to chose a specific partition.

To consume an object, highlight the object in the Shareable Items list and click the Share button to
movwe it to the Shared Items list. To remove a consumed object, highlight the object in the Shared
ltems list and click the Don't Share button to mowe it to the Shareable ltems list.

Click the Save button to save any changes to the partition.

Web Client

To open the Web Client double click the desktop icon or navigate to Start > Program Files >
SecurusWeb. The default username is Admin and the password is nothing (blank). It's
recommended this be changed to something more secure during system configuration.

The web client menu bar can be divided into 6 main sections or tabs (See Figure 1).

Monrtor/Command Access Control Video People Reporting Utilities

Figure 1

Each of these tabs contains sub topics. Here is a list of all the tabs:
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(]
¢ Monitor/ 2. Your Logo Here ®rome & Logon
Command MonitorfCommand Access Control Video People Reporting Utilities
e Access Control
e \ideo Home
e People Welcome Admin
* Re ortln Resources
e Utilities

T Quick Start Guide

Mumber of Cardholders: 1 )

‘TR Vertx Product Overview
Number of Cards: 1 P vert instaliation Drawing

1000 Installation Guide
Mumber of Door Groups: 1

T2 /2000 Installation Guide
Number of Access Levels: A T 100 Installation Guide

w200 nstaliation Guide
Mumber of Schedules: 3
‘B V300 nstaliation Guide
. It o
Mumber of Holidays: 0 B F'Rea‘?er L E_n sFls
Instaliation Guide

Mumber of Holiday Groups: |§
Mumber of Readers: 7

| Status: Now using partition 'System".

Home Screen

In addition to the tabs and their sub topics, there are also two links in the upper right hand corner,
Home and Log Out (See Figure 2).

‘. Home ‘ Log out '

Figure 2

There is also a status bar on the bottom of the screen.

The SecurusWeb system is licensed for a certain amount of Clients. Once

'I'Ip' logged into SecurusWeb through a browser, a Client license is being used. If
you fail to log out before shutting the browser down, the used Client license
will remain in use until the lIS timeout period has expired. The default timeout
period in IS is 20 minutes.

1.3.2.1 Monitor/Command

The Monitor/Command tab
contains the following menu
items:

e Events

e Status

e Scheduled Commands

Monitor/Command ACCess

Events Status  Scheduled Commands |
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1.3.2.1.1 Events

Events and Alarms: Live View
The Events screen will show live s A
events or alarms. To toggle between B Dotrtime B . Li lame EncodeaD
events and alarms, click the "View ::;%::;%:Zi:: s
Event History" or "View Active s s sen u"’
Alarms" tabs. R —— e
Clicking the arrows on the bottom of [ e E——
the screen placed the window in bl
Pause mode and allows the D sy e
navigation of past events. To return
to Live mode, click the "View Event QO C 0
History" or "View Active Alarms" tab. Review last 200 50 1000 evers

Event History Screen

To review the last 200, 500 or 1000
events, click the appropriate link at
the bottom of the screen. This will
open a new browser window.

The events/alarms are sorted by
Date/Time ascending. To change
what column the events are sorted
by, or to toggle between ascending
and descending, click the column
header. Doing this will place the
window in pause mode. To return to
Live mode, click either of the tabs or
the "Resume Live Mode" link. Once
back in Live mode, the default sorting
of Date/Time ascending will be
reapplied.

Entries in the Name and Encoded ID
columns show as links and will allow
navigation to a card holder or card.
This is useful when adding cards.
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@1 aarm  rome & Logout

asi o ac The Active Alarms screen shows all active
alarms. An alarm icon to the left of the

Home icon or a red highlighted event (see

Event History Screen) indicate there's an

Events and Alarms: Live View

View Active Alarms

i DaterTime Description Location Name Count Priority Acknowledged Details
V100 0} Fiaod 1000
fout2

1 1 o Detai

1111272008 2:43:10 81 On

0 O©00 active alarm.
Review last 200 500 1000 events
Active Alarm Screen The alarms follow the same pausing,
navigation and sorting rules that the events
do.

A red alarm indicates the alarm is an
Unacknowledged alarm or new. A green
alarm indicates the alarm has been
Acknowledged.

An alarm will stay in the grid as long as it
has not been Acknowledged & Removed.

Clicking on "Details" for any alarm will
display that alarms detail page. This
screen will contain details about the alarm
including user comment history.

There are 4 possible actions for every
alarm:
¢ Unacknowledge - Only possible for M Datortime Usemame Comment
previously Acknowledged alarms. e foas 2 prid ]
e Acknowledge - Only possible for
Unacknowledged alarms.
¢ Acknowledge and Remowe - Will remove
the alarm from the active alarm list. Alarm Details
e Add Comment Only - Will only add the
text in the comments section to the
alarm.

11/12/2009 2:08:52 PIf Unacknowlsdge

1111202008 2:48:11 It The sounder is on’

Click the arrows to navigate the user
comments.

Click Save and Return to save any
changes and return to the Active Alarm
Screen.
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1.3.2.1.2 Status

The Status screen will list all the hardware objects for the current partition (See Figure Status

Screen).

Status and Command

Name Status
I, Flood /1000 - Front Door Demo Comm: Connected
@ V100 (0} Flood V1000 - Front Door Deme Qutput 2 Imactive
@ 100 (0) Floed V1000 - Front Door Demo Cutput 4 Inactive
%100 (0} Flood 1000 - Frent Door Demo Reader 1 Locked
V100 (0) Flood V1000 - Front Door Demo Reader 2 Locked
‘ 100 (0} Fleed 1000 - Frent Decr Deme AC: Hormal - Battery: Hormal
QO © 0
Status:

0123456789ABCDEFGHIJKLMNGOP

Command
Set Time
Activate
Activate

Grant Access

Grant Access

QRSTUVWIXYZ

e Find Name

Command Command

APB Forgive
Deactivate
Deactivate
Lock Unlock

Status Screen

This screen will update or refresh every 5 seconds (default) in order to update the hardware status.

Tip

Tech ' To change the refresh rate of the Status Screen, modify the registry value at
HKLM\Software\AM T\Settings\HW StatusGridRefreshinterval.

The text in the Status column indicates the current state of the hardware object. It's worth noting
that unlike the rich client, the icons will NOT change to represent the hardware state.

The command columns contain the available commands for the hardware objects.

On larger systems or systems with many hardware objects, use the search box, navigation arrows

or rolodex tab to locate specific hardware objects.

To configure the properties of hardware objects, click on the object name. For all practical
purposes, the reader object is likely the only object you'll need to configure. See Reader
Configuration for more information about how to configure the reader object.
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1.3.2.1.2.1 Reader Configuration

The Reader Configuration screen is used to set the properties and behavior of the selected reader
(See Figure Reader Configuration).

Commands

CGrant Access

Leck

Unleck

<MNone= v Help

Contact closed when door closed (recommended) v P Quick Start Guide
96

Shunts alarm and unlocks the door (typical for mag locks) v

6

<Mone= v

Contact closed when REX activated [OR] Nothing wired (recommended)
96

Card Only v

These settings are not the defaults for new readers * || Show Default Values
Change this object only A4

Date and Time Location Description

e V100 (0} Flood_W1000 -
1111312008 12:4240 P [ 0 ; ClearDoorForcedOpen

100 (0) Flood_V1000 -

111372008 10:42:20 AM Front Door D o

100 (0) Flood_V1000 -

111372008 10:42:20 AM Front Door D o

Reader Configuration
Here's a description of the reader options:

e Status - This is a read-only property and represents the state of the reader.
* Reader Type
o Wiegand - Typical for most prox and iclass cards.
o Clock and Data Mode for HID Prox -
o Clock and Data (ABA 128 bits max) -
o Wiegand (ABA Clock and Data format) -
¢ Normal Access Time - The time in seconds that the strike is activated on a valid card swipe.
¢ Extended Access Time - The time in seconds that the strike is activated for a valid extended
access card swipe.
¢ Door Held Time - The time in seconds that the door contact needs to be open before the Door
Held event is sent.
¢ Door Contact Line Supervision - Used to supenise the contact against tampering.
o None
o 2K/MK
o 4K/2K
¢ Door Contact Normal Position
o Contact closed when door closed (Recommended)
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o Contact open when door closed [or] Nothing wired
¢ Door Contact Debounce Time - The amount of time (milliseconds) the controller will disregard
repetitive door contact events.
¢ Rex Action
o Shunts alarm and unlocks the door (Typical for mag locks)
o Shunts alarm only (Typical for electric strike)
¢ Rex Shunt/Unlock Time - The time in seconds a REX event will unlock the door.
¢ Rex Line Supervision - Used to supenise the contact against tampering.
o None
o 2K/MK
o 4K/2K
¢ Rex Contact Normal Position
o Contact closed when REX activated [or] Nothing wired (recommended)
o Contact open when REX activated
¢ Rex Contact Debounce Time - The amount of time (milliseconds) the controller will disregard
repetitive REX events.
e Access Method
o Card Only
o Card and Pin
e APB Type
o None
o Real
o Timed
¢ When Saving - Use this section to set defaults for new readers or configure existing readers
connected to the controller.
¢ Recent History - Shows the recent activity for the reader.

1.3.2.1.3 Scheduled Commands

The Scheduled Commands screen will show all created scheduled commands (See figure
Scheduled Commands). An example of a scheduled command would be assigning your Front Door
to be open during the "Business Hours" schedule.

Scheduled Commands i Find Name

012345678 9ABCDEFGHIJKLMNOPQRSTUV WIXYZ

Name Command Schedule Delete

W Y W _ = )
V100 'B.' Flood 1000 - Front Door Demo Adtivate Quiput e T 3
Quiput 2

QO C 0

% Mew Scheduled Command

Status:

Scheduled Commands

On larger systems or systems with many scheduled commands, use the search box, navigation
arrows or rolodex tab to locate specific scheduled commands.
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To add a new scheduled command, click the New Scheduled Command link at the bottom of the
page. This will open the New Scheduled Command screen (See figure New Scheduled Command).

New Scheduled Command

Reader: WVertX_Controller Reader 1 % | Unlock Reader v

New Scheduled Command

To create a new scheduled command, select the object to be commanded in the Name field, the
command to be issued in the Command field and the schedule this command will follow in the
Schedule field. Click Save & Return to save and return to the previous screen or Save & New to
sawve and create another scheduled command.

1.3.2.2 Access Control
The Access Control tab (see figure Access Control) contains the following menu items:

Monitor/Command Access Control Video Utilities

People Reporting

| Cards CardSetz Access Levels Door Groups  Areas  Contact Schedules  Schedules  Heliday Groups  Holidays

Access Control

Cards

Cardsets

Access Lewels
Door Groups
Areas

Contact Schedules
Schedules

Holiday Groups
Holidays
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‘ed‘ When setting up a new SecurusWeb system, working through the menu items
'I'ip from right to left will make more sense. Create the Holidays, then Holiday
Groups. Create the Schedules and Door Groups and then create Access
Levels. Define Card Sets and then Cards.

1.3.2.2.1 Cards

The Card screen will show all the cards in the system (See figure Cards).

Cards @ Fina card Numper

3 CDEFGHIJKLMNOPQRS

8 Y Z
[ card Number Assigned To Activation Date Expiration Date Delete

@0 o©o0

q New Card q New Cards
Cards

On larger systems or systems with many cards, use the search box, navigation arrows or rolodex
tab to locate a specific card.

To modify an existing card, click the card number.
To add a new card to the system, click the New Card link at the bottom of the Cards screen. This
will open the New Card screen (See figure New Card).
New Card
(I ___Hep
26bit FC 99

[]

Select a Cardhalder v

LastMame v _ Retrieve Matches

Mo Access —
Add All-=>
<=-Remaove All

New Card

To add a group of cards all at once, click the New Cards link at the bottom of the Cards screen.
This will open the New Cards screen, which has the additional field of "Number of Cards" (see figure
Bulk Cards)
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New Cards
Card Mumber I Number of Cards I
Card Set | =l PIN Code |
Active On [2=li[z=if2011 =] a 11 =:Jos=][AM ConfimPN |
IExpires MEVER 'I

Bulk Cards
Here is a list of card options:

Card Number - The encoded ID of the actual card.

Card Set - The card set this specific card will use.

Active On - This is the date the card will be activated. The default is the current date and time.

Expires - There are three possible values for this option:

o Expires Never - The card will never expire. (default)

o Expire On - Selecting this option will expose date and time fields. Specify a date and time in
the future that this card will expire on.

o Expire Now - The card will expire immediately.

¢ Credential Type - There are two possible values for this option:
o Card Only/Card Plus PIN
o Pin Only

¢ Number of Cards (New Cards only) - The number of cards to add, starting with the value in the
Card Number field.

¢ PIN Code - The PIN associated with the card.

¢ Confirm PIN - Confirmation of the PIN code.

Communication User - Used for AHG420 Locksets only. This credential will wake the onboard

WiFi.

Extended Access - This indicates that this card will use the Extended Access time.

Passback Exempt - This card will be APB exempt.

PIN Exempt - This card will be PIN exempt.

Assigned To - The cardholder this card belongs to.

Search cardholder by - This selects what field the search criteria will be applied to.

for matches beginning with - On systems with a large cardholder population, use this field to

find a specific cardholder.

¢ Access Levels - The Access Lewels assigned to the card.
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1.3.2.2.2 Card Sets

The Card Sets screen will show all the card sets that are available in the current partition (see figure

Card Sets).
Card Sets | & Fina cara Set Name
0123456789ABCDEFGHIJKLMNOPQRST
Name Delete
260it FC 55 x

QO © 0
@Newcardsal

| Status:

Card Sets

On larger systems or systems with many card sets, use the search box, navigation arrows or
rolodex tab to locate a specific card set.

To modify an existing card set, click the card set name.

To add a new card set to the system, click the New Card Set link at the bottom of the Card Set
screen. This will open the New Card Set screen (see figure New Card Set).

New Card Set

<Select a Card Type= ¢

New Card Set
Card sets have three properties:

¢ Description - The name of the card set.
¢ Facility Code - The facility code of the card set. (optional)
e Card Type - The card format the card set will use. The available formats are:
o 26 bit
o 33 bit
o 34 bit
o 37 bit
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o Corp1000
o 37 bit with Facility Code

Click Save & Return to save and return to the previous screen or Save & New to save and create
another card set.

1.3.2.2.3 Access Levels

The Access Lewels screen will show all the Access Lewels in the system (See figure Access Levels).

Access Levels | | 0 Find Access Level Name

o W

EFGHIJKLMMNOPOQRSTUVWIXY?Z
Delete

xX

3 9 ABCD
Name Description
2l Coor - 227

QO © O
% MNew Access Level

| Status:

Access Levels

On larger systems or systems with many access lewels, use the search box, navigation arrows or
rolodex tab to locate a access level.

To edit an existing access lewel, click the name of the access level.
To create a new access level, click the New Access Lewel link at the bottom of the Access Lewels

screen. This will open the New Access Lewels screen (See figure New Access Lewel).

New Access Level

Select Door Group ¥ | Select Schedule b m

New Access Level
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Access lewels have five properties:

Name - The name of the access lewel.

Description - The description of the access lewel.

Deadbolt Override - Cards that are associated with an access level that has this option checked
will override the deadbolt.

Door Groups - The name of a specific door group.

Schedules - The name of the schedule assigned to the selected door group.

Access lewels can contain multiple door group/schedule associations. For example, a access level
named "All doors - 24x7" might contain two sets of door group/schedule associations (See figure
Multiple Door Goups).

All Door - 24x7

All Door - 24x7

This access level defines 24x7 access to all doors.

Interior Doors

Delete
Undelete

Exterior Doors Always »

Door Group Schedule

Multiple Door Groups

Tech ' When adding a door group/schedule association, make sure to click the Add
button before saving. If you fail to click the Add button, the access level will
@ be created but will not contain a door group/schedule association. This is a
common mistake and will give the appearance that the SecurusWeb system is
not working properly.

Click Save & Return to save and return to the previous screen or Save & New to save and create
another access level.

1.3.2.2.4 Door Groups

The Door Groups screen will show all the door groups in the current partition (See figure Door
Groups). Door groups are a grouping of doors that will later be associated with a schedule to create
access lewels.
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Door GFOUpS | | 0 Find Door Group Name

0123456789 ABCDEFGHIJKLMNOPAQRSTUVWIXYZ
Name Description Delete
Extericr Doors F 4

Qo 00

b New Door Group

| Status:

Door Groups

On larger systems or systems with many access lewels, use the search box, navigation arrows or
rolodex tab to locate a door group.

To edit an existing door group, click the name of the door group.

To create a new door group, click the New Door Group link at the bottom of the Door Groups screen.
This will open the New Door Group screen (See figure New Door Group).

New Door Group

Computer Room
Front Door

New Door Group
Door groups have four properties:

¢ Name - The name of the door group.

o This is usually something descriptive such as "Exterior Doors"

Description - A description of the door group.

Doors Not Assigned to Door Group - All the doors that are NOT part of the door group.
Door Assigned To Door Group - All the doors that are part of the door group.
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Click Save & Return to save and return to the previous screen or Save & New to save and create
another door group.

1.3.2.2.5 Areas

The Areas screen will show all the Areas in the current partitions (see figure APB Areas). Areas are
the definition of entry and exit readers for an APB (anti-passback) area.

APB Areas w Find Area Mame

9 ABCDEFGHIJKLMNOPQRSTUVWIXY?Z

Name Description Delete

Q O © 0
@8 MNew Area

Status:

APB Areas

On larger systems or systems with many areas, use the search box, navigation arrows or rolodex
tab to locate an area.

To edit an existing area, click the name of the area.

To create a new area, click the New Area link at the bottom of the APB Areas screen. This will
open the New Area screen (See figure New Area).
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New Area

Computer Room Add-=
Front Daor Ay
Add All-==

=<-Remaove All

Computer Room Add-=

Frant Door Sy

Add All->>

=<-Remaove All

New Area
New areas have four properties:

Name - The name of the area.

Description - The description of the area. (optional)
Entry Readers - Readers defined as entry readers.
Exit Readers - Readers defined as exit readers.

To add or remowve entry or exit readers, use the Add/Remowe buttons.

to a single controller. An Edge reader CANNOT be part of an area.

@ The entry and exit readers contained within an area must be physically wired
P,

Click Save & Return to save and return to the previous screen or Save & New to save and create
another area.

1.3.2.2.6 Contact Schedules

The Contact Schedule screen will show all the contact schedules in the current partition (see figure
Contact Schedules). Contact schedules are used by the standalone AHG420 locksets to control
the built in Wi-Fi radio.
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Contact Schedules | | & Find Contact Schedule Name

5678 9ABCDEFGHIJKLMNOPQRGSTUV WX

Name Delete

Alwayes Connected x

© O © 0o
% Mew Contact Schedule

| Status:

Contact Schedules

On larger systems or systems with many contact schedules, use the search box, navigation arrows
or rolodex tab to locate a contact schedule.

To edit an existing contact schedule, click the name of the contact schedule.

To create a new contact schedule, click the New Contact Schedule link at the bottom of the Contact
Schedule screen. This will open the New Contact Schedule (See figure New Contact Schedule).

New Contact Schedule

New Contact Schedule
New contact schedules have three properties:

¢ Description - The name of the contact schedule.
e Schedule Type - The type of schedule the contact schedule will use. There are five possible
options:
o Comm User Only - The lockset does not automatically wake up on any schedule. Only a
Communication User can wake the lock up in the field.
o Day of Month - Select certain days of the month for the schedule to operate.
= Day(s) of Month - Select the dates that you wish the lock to activate each month.
= Time of Day - Select from 1 to 4 times per day that you wish the lockset to wake up.
o Day of Week - Select certain days of the week for the schedule to operate.
= Day(s) of Week - Select the days that you wish the lock to activate each week.
= Time of Day - Select from 1 to 4 times per day that you wish the lockset to wake up.
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o Connection Always On - The lockset radio will never turn off. Recommended for use ONLY on
hard powered locks, as this setting will greatly reduce battery life.

o Simple('x' minutes off, 'y’ seconds on scheduler) - The lockset radio will remain off for the
sleep period.
= Sleep Period (minutes) - The number of minutes for the radio to remain off until connecting

to the server again.
e Connection Timeout Time (seconds) - The maximum number of seconds to leave the radio
running. We recommend a value of 30 seconds.

Click Save & Return to save and return to the previous screen or Save & New to save and create
another contact schedule

1.3.2.2.7 Schedules

The Schedules screen will show all the schedules available to the current partition (See figure
Schedules).

Schedules ¥ Find Schedule Name

CDEFGHIJKLMNOPQRSTUVWIXY?Z

Name Description Delete
Alwavs Always active but does not consider Holidays. x
Euzinszs Heurs Meonday through Friday 8:00 AM to 6:00 PM. b 4
Never Thiz Schedule iz never active. b 4

Q O © 0
Q MNew Schedule

Status:

Schedules

On larger systems or systems with many schedules, use the search box, navigation arrows or
rolodex tab to locate a schedule.

To edit an existing schedule, click the name of the schedule.

To create a new schedule, click the New Schedule link at the bottom of the Schedules screen. This
will open the New Schedule screen (See figure New Schedule).
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New Schedule

New Schedule
Schedules have 5 properties:

¢ Name - The name of the schedule.
¢ Description - A description of the schedule (optional)
¢ Day/Start Time/Stop Time - The Day of the week and the associated Start and Stop times.

It's common to have a schedule contain many Day/Start & Stop Time associations. For example,
SecurusWeb comes with a default "Business Hours" schedule. This schedule contains five Day/
Time associations (see figure Business Hours). Notice that the Start Times are at 8:00AM and the
Stop Times are at 5:59PM. This is because Start Times start at the beginning of the minute
(8:00:01AM) and Stop Times end at the end of the minute (5:59:59PM).

Business Hours

Business Hours

Monday throuagh Friday 8:00 AM to 6:00 PM.

Delete
Undelete

Start Time

8:00 AN

Business Hours

The Day field also contains Holiday Groups. This feature is used to assign specific time intervals to
Holidays contained within a Holiday Group. For example, let's say there's a Holiday Group named
"Half Day Holidays" that contains all the weekday Holidays the company will only works half days
on. Add a Holiday Group/Start & Stop Time association (see figure Half Day Holiday).
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_ - . Delete
Day Start Time Stop Time Undelete

Monday 3:00 AM 5:59 PM

Half Day Holiday

other words, if a holiday group contains a holiday that falls on a Wednesday
and the normal Wednesday time interval is 8:00am to 5:59pm, but the holiday

qsh Holiday Group/Time associations will always trump Day/Time associations. In
.l
time interval is 8:00am to 11:59am, the holiday interval will be applied.

It's also common to have multiple Start and Stop times for a single day. For example, a night crew
might work from 7:00pm until 4:00am the following day (see figure Night Shift).

New Schedule

Delete

e Undelete
11:59 PM

o3

LN

(s

Night Shift

Finally, it's also common to create a "Never" time interval. This is typically used when creating a a
Holiday Group/Time association. The correct Start Time and Stop Time for a NEVER schedule are

12:00am to 12:00am.

1.3.2.2.8 Holiday Groups
The Holiday Groups screen will show all the Holiday Groups that are available in the current partition
(see figure Holiday Groups). Holiday Groups are a group of similar holidays and are used when
creating schedules.
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Holiday Groups | | (@Y Find Holiday Group Name

0123456789 ABCDEFGHIJKLMNOPAQRSTUVWX

Name Description Delete
Half Dav Heligavs *

o0 00
@ New Holiday Group

| Status:

Holiday Groups

On larger systems or systems with many holidays groups, use the search box, navigation arrows or
rolodex tab to locate a holiday group.

To edit an existing holiday group, click the name of the holiday group.

To create a new holiday group, click the New Holiday Group link at the bottom of the Holiday Groups
screen. This will open the New Holiday Group screen (See figure New Holiday Group).

New Holiday Group

Wew Year Day
Wew Year Eve
&
Add All-== e
<<-Remave All “3
5
Y’

New Holiday Group

There are four properties for a new holiday group:

Name - The name of the holiday group.

Description - The description of the holiday group. (optional)

Holidays Not Assigned To Holiday Group - All holidays not assigned to the holiday group.
Holidays Assigned To Holiday Group - Holidays assigned to the holiday group.

To assign a holiday to the holiday group, highlight the holiday in the Holidays Not Assigned To
Holiday Group box and click the Add button. This will place the selected holiday in the Holidays
Assigned To Holiday Group box.
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Click Save & Return to save and return to the previous screen or Save & New to save and create
another holiday group.

1.3.2.2.9 Holidays

The Holidays screen will show all the holidays that are available in the current partition (see figure
Holidays). Similar holidays will be grouped in Holiday Groups for use in creating schedules.

Holidays | | @ Find Holiday Name

2 3456789 ABCDEFGHIJKLMNOPQRGSTUWVWX

Description Delete

© 0 © 0
& New Holiday

| Status:

Holidays

On larger systems or systems with many holidays, use the search box, navigation arrows or rolodex
tab to locate a holiday.

To edit an existing holiday, click the name of the holiday.
To create a new holiday, click the New Holiday link at the bottom of the Holidays screen. This will

open the New Holiday screen (See figure New Holiday).

New Holiday

New Holiday
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There are three properties for a new holiday:

¢ Name - The name of the holiday.
¢ Description - The description of the holiday. (optional)
¢ Date - The data of the holiday
o To set the date either use the month/day/year dropdown boxes or the interactive calendar.

Click Save & Return to save and return to the previous screen or Save & New to save and create
another holiday.

Tech Holidays are set on a yearly basis. In other words, even though some holidays
Tip are on the same date every year, they still need to have year attribute modified
- to be active for the next year.

1.3.2.3 People

The People tab contains one menu item (see figure People). This menu item is CardHolder
Directory.

Monitor/Command Access Control Video People

CardHolder Directory |

People

1.3.2.3.1 CardHolder Directory

The Cardholder Directory screen will show all the available cardholders in the current partition (see
CardHolders). SecurusWeb separates cards and cardholders. In this section only cardholders will
be defined, not cards. Use the cards section of SecurusWeb to assign cards to cardholders.

CardHolders | | 4 Find Last Name
5678 9ABCDEFGHIJKLMNOPQRSTUVWIXY
Name Delete
Rick. Flood ¥ 4

QO © 0
.b New CardHolder

Status:

CardHolders

On larger systems or systems with many cardholders, use the search box, navigation arrows or
rolodex tab to locate a specific cardholder.
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To modify an existing cardholder, click the cardholder name.

To add a new cardholder to the system, click the New CardHolder link at the bottom of the
CardHolder screen. This will open the New CardHolder screen (See figure New CardHolder).

New CardHolder

| [ Browss.

Assigned Cards

New CardHolder
There are many New CardHolder properties, but only two of them are required; Last Name and First.

The "Synchronize from directory server" check box is related to the IDHolderDatalmporter utility.
When a cardholder is imported from an Active Directory senver, this check box is checked. This
indicates that this cardholder should sync with the matching user in Active Directory. In other
words, if the matching user in Active Directory is removed, the related cardholder in SecurusWeb will
also be removed. When manually creating a new cardholder using SecurusWeb, this check box will
NOT be checked.

associated Active Directory.

‘_F.d‘ Deleting a cardholder in SecurusWeb will not delete the matching user in the
P,

The "Show Additional Fields" link will expose a set of additional fields (see figure Additional Fields).
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Additional Fields

To assign a picture to the cardholder, click the Browse button in the Photo section to locate the
desired picture. Once a picture is selected, click the Use This Photo to complete the association.
A picture with an aspect ratio of 2x3 will look the best.

To sawe the current cardholder and create a new card, click the link under Assigned Cards section.

Click Save & Return to save and return to the previous screen or Save & New to save and create
another cardholder.

1.3.2.4 Reporting

The Reporting tab contains one menu item (see figure Reporting). The menu item is Reports

Monitor/Command Access Control Video People Reporting

Reporting
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1.3.2.4.1 Reports

The Reports screen will show all the available reports for the current partition (see figure Reports).

Repor‘ts | | ° Find Report Name

23456789 ABCDEFGHIJKLMNOPQRSTUVWXY
Name Description Category Run Report
Alarm History - Detail Alarm Event Activity with Uzer Comments Alarm Higtory ‘

Cards Listed by Cardholder Name Cards, encoded D= & Access Levels CardHolder Definitions -y

Diagnostic - AHG420 DeadBoltOverride .
b Cardholder

Diagnostic - AHG420 DirtvEntities Diagnostic AHG420 Pending Changes
Diagnostic - AHG420 Locksets Diagnostic AHG420 Lockset values Diagnostic - AHG420 Locksets ‘
Diagnostic - AHG420 Verify Timezonez  Diagnostic AHG420 Verify Timezones match schedules Diagnostic - AHG420 Verify Timezonez ‘

Diagnostic - WVertX
BronzeProgramCodefndData

Diagnostic - VertX DirtvEntities Di ic VertX Pending Changss Diagnostic - VertX DirtyEntitiss ‘
O © 0
Reports

On larger systems or systems with many reports, use the search box, navigation arrows or rolodex
tab to locate a specific report.

To run a default report, click the appropriate red arrow. This will start the generation of the report
(see figure Generating Report).

Cards Listed by Encoded ID

Generating Report

As this screen indicates, you may continue to use SecurusWeb while this process is taking place
and return to the reports screen to check the status of the report. Typically the report generation will
take 5 to 15 seconds, but on larger systems or when running reports that contain large amounts of
data, this may take longer. When generation is complete click the View Report link (see figure View
Report).
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Cards Listed by Encoded ID

@ Return to Report List

| o View Report l

Clicking the View Report link will open the PDF report in the default browser window (see figure PDF
Report).

View Report

Cards Listed by Encoded ID
Cards, CardHolder Name & Access Level

Firsthame AccessLevelName

Flood All Door - 247

PDF Report

Use the reports section of the rich client to modify the columns, grouping/sorting and appearance of
reports.

To apply filtering to a report, click the report name (see figure Reports). This will show the report
limitation screen (see figure Report Limitation).

Events History Report

AccessGranted

Add Limitation

Report Limitation

Click the Add Limitation button to add filtering. Click the Run Report icon to run the report after all
filters have been applied.
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1.3.2.5 Utilities

The Utilities tab contains 2 menu items (see figure Utilities).

Monitor/Command Access Control Video People Reporting Utilities

Change User Password Upload Card Format '

Utilities

e Change User Password

e Upload Card Format
e Customize Screen

1.3.2.5.1 Change User Password

The Change User Password screen will allow the logged in user to change their password (see figure
Change Password).

Change Password

Change Password
The Change Password screen has three fields:
e Old Password - The logged in users current password.
* New Password - The password the logged in user would like to use.

e Confirm New Password - The new password again for confirmation.

Click the Confirm button to change the password.
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1.3.2.5.2 Upload Card Format

The Upload Card Format screen allows the adding or changing of Card Formats to the SecurusWeb
system (see figure Upload Card Format).

Upload Card Format

|
<Select a Format Description= ,V;

Upload Card Format
The Upload Card Format screen has two fields:

¢ File Location - Click the Browse button to select the card format file.
¢ File Description - Select on of the six possible formats:

o 26 bit Wiegand

o 33 bit Wiegand

o 34 bit Wiegand

o 37 bit Wiegand

o Corp1000

o 37 bit Wiegand with Facility Code

Click the Upload button to save the selected card format to the database.

are NOT allowed in SecurusWeb 4.3.0.

¢sh The SecurusWeb system only allows one of each format type. Custom formats
P,

1.3.2.5.3 Customize Screen
Enter topic text here.

1.3.3 Utilities
The SecurusWeb system has the following utilities:
e Data Archive
e Data Maintenance

e Database Browser

The SecurusWeb utilities can be found at Start > Program Files > SecurusWeb.
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1.3.3.1 Data Archive

The Data Archive utility creates and/or restores transaction and alarm archives. Access this utility
by clicking on Start > Programs > SecurusWeb > Data Archive. (see figure Data Archive)

i) DataArehive @

Create Archives I Restore Archives] Archive F'ath]

Auchive Pattc— JT4Archive Path Capy (&1l
Operation: Copy &l Data hd

The "Copy &ll Data" operation will copy all of the data from the operational logs to archive files. The data will remain
active in the operational logs.

Thiz operation iz intended for making complete copies of logs.

|C0|3_l,l all logz: From From 3/31,/2009 to 3/30/2009

Status: || die

Activity Log:

Clear Log

Data Archive
When creating an archive there are three "Operation" options:

e Copy All Data: This operation will copy all of the data from the operational logs to the archive
files. The data will remain active in the database. This operation is intended for making complete
copies of logs.

e Copy Data: This operation will copy the specified data from the operational logs to the archive
files. The data will remain active in the database. This operation is intended for making copies of
specific data.

¢ Archive (Move) Data: This operation will move the specified data from the operational logs to the
archive files. This operation is intended for long-term storage of data this is not likely to be needed

again. To run reports against this data, restore the data first. Specify the amount of data to keep
in the active log.

After verifying the Archive Path and Operation, click the Copy/Archive button in the upper right hand
section of the window. The Status box will show a realtime account of what the archive utility is
doing and a log will be generated in the Activity Log window. When completed, the Status box will
read "ldle".

The archived files will be placed in the location specified in Archive Path. These files are SQL .dat
files and have the following naming convention.

YYMMDD-X_ArchiveName.dat
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YY is the 2 digit year, MM is the 2 digit month, DD is the 2 digit day and X is a zero based counter

that increments for every archive done for a specific day. (see figure Archives)

Mame
090331-0_AuditLog, dat
090331-0_SystemEvents.dat
m 090331-0_Transactionrchive, arh
090331-0_Transackions dat
090331-0_UserComments. dat
090331-0_UserEventResponses.dat
090331-1_AuditLog, dat
090331-1_SystemEvents.dat
B 090331-1_Transactionfrchive, arh
090331-1_Transackions dat
090331-1_UserComments.dat
090331-1_UserEventResponses.dat

Archives

In addition to the .dat files there are .arh files that are used by the Data Archive utilities restore

feature. It's important to place all these files in a safe place.

To restore an archive, click on the Restore Archives tab (see figure Restore Archive). Select a
archive from the grid and click Load Archive. The Status box will show a realtime account of what
the archive utility is doing and a log will be generated in the Activity Log window. When completed,
the Status box will read "Idle".

i=) DataArchive

Create Archives

Archive Path

Archive Path: |C:harchive Path

Start Date | End D ate | Created On | D atabaze Server | Operation |
343172009 343142009 3320091035124 FLOODAMFP Coppal
34312009 343142009 2009 125313P FLOODAWMF  Coppal
Status: ||.;||e
Activity Log:

Clear Log

To change the "create" or "restore" locations, use the Archive Path tab.

Restore Archive
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1.3.3.2 Database Maintenance

The Database Maintenance Utility is used to do routine database backups. Regular database
backups are useful when attempting to restore a system to a known good state.

The Database Maintenance Utility is located under Start>Programs>SecurusWeb>Database
Maintenance.

The Database Maintenance window contains 3 tabs. Backup, Restore and Path

Backup Tab
This tab contains the Backup Path and Data Sources (databases) that will be backed up (see figure

Backup Tab). Clicking the Backup button will begin the backup. The progress will shown in the
Activity Log window. To clear the activity log, click Clear Log.

#. OpenFoundationSDK DBMaintenance [Server — DLARSON-YM-XP] 3
[Bckip] Restore] Paih |
BackupPathe  [C:\our progiam Backup |
DataSouwce | Uit | Database Hame | Status |
[:] SiteData OpenF oundation OF_SiteData Connected
{1l Transaction DperFoundstion OF_Transaction Connected
1] Gateway WerlDiiver Gateway Connected

i successful

Clear Log

Backup Tab

Tech Only one backup per day will be saved. In other words, if you attempt to
Tip backup your system more than once in a day, the previous backup will be
L™ overwritten.

Restore Tab
This restore tab allows you to select a backup to restore (see figure Restore Tab). Simply highlight
the desired backup and click Restore. The Activity Log window will show the progress.
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8. OpenFoundationSDK DBMaintenance [Server = DLARSON-VM-XP]

Backup | Restore | Path |

Backup Pathe  [C:\Yaur program
| :

Backup Date

Stabus: |I|ia

Activity Log:

Llear Log |

Restore Tab

Path Tab
This path tab allows you to select the location to backup to or restore from (see figure Path Tab).
When the desired location is highlighted, click Set Path.
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=

=} OpenFoundationSDK DBMaintenance [Server = DLARSON-VM-XP]

Backup| Restore Path |

Backup Patht  [C:our program Set Path
Diive | Free Space ER=15 3
=T 16134 ME Free &I
= (] System Volumne Information
(2] Your program
Status: fIdie
Activity Log:

5A9/2009

Path Tab

1.3.3.3 Database Browser

The Database Browser Utility is used to view SQL databases and is located under
Start>Programs>SecurusWeb>Database Browser. Log in using the SA username and password.
(see figure Database Browser)

=" DBBrowser

SOLServes  [DLARSONVMHP
o Cormect using

Database Browser

This utility is helpful for developers or database administrators. Its purpose is to give the user the
ability to view the databases without the need of SQL client tools.
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TEEI‘I Please use caution when using the Database Browser utility. Changing the
Tlp- SecurusWeb data directly could result in unexpected behavior.

1.3.3.4 License Editor

14 Troubleshooting SecurusWeb

This section goes over some of the more common troubleshooting areas and techniques.

For additional support please contact SecuriCo support at or.

141 ErrorlLog

The AMTErrorlog.txt is the place where SecurusWeb will log all errors. It’s typically located at
C:\Documents and Settings\All Users\Application Data\SecurusWeb.

Folders X Name Size | Type Date Modified
(i Desktop ~| [EiGatewayCache File: Folder 3/12{2009 2:52 PM
# [} My Documents @j AMTErrorLog. kxk LKE Text Document A[3002009 §:59 PM
= g My Computer = YT Service log &KE  Text Document E[3002009 9:00 PM
# M 3% Floppy (8
=| “e* Local Disk (C:)

The error log will typically give a brief description of each error, along with some detailed information.
This additional information will be more useful to a software engineer and will often help give a
general idea of what is causing the error.

Tech When contacting support, the AMTErrorlog.txt is something that should be
Tip readily available. The most current error log will be named AMTErrorLog.txt.
- The other AMTErrorLogXXXXXXXXX.txt files are older error logs kept for
historic troubleshooting if necessary.

1.4.2 Diagnostic Reports

SecurusWeb has 13 diagnostic reports to aid in the troubleshooting.

HID

¢ Diagnostic - VertX BronzeProgramCodeAndData
Diagnostic - VertX Controllers

Diagnostic - VertX DirtyEntities

Diagnostic - VertX Orphans

Diagnostic - VertX WhoWhereWhen

Sargent

¢ Diagnostic - AHG420 DeadBoltOwverride by Cardholder
Diagnostic - AHG420 DeadBoltOverride by Lockset
Diagnostic - AHG420 DirtyEntities

Diagnostic - AHG420 Lockset Voltages

Diagnostic - AHG420 Locksets
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¢ Diagnostic - AHG420 Orphans
¢ Diagnostic - AHG420 Verify Timezones
¢ Diagnostic - AHG420 WhoWhereWhen

143 VertX Communication Log

SecurusWeb has the ability to log all communication to and from the VertX controllers. To enable
these logs, open the registry to HKLM/Software/AMT/InstalledOCSs/Gateway. Setting the
OptionalFlags key to 255 (decimal) will enable the log. (see figure Optional Flags)

¢ Registry Editor = =] |
File Edit Yiew Favorites Help
-0 aMT ;I Name Type [ Data [

- Alarmictions [aB)Default) REG_SZ falie nat set)

[+ Dakagets [8¥]608 Debug Level REG_DWORD 000000000 {0}

8 DEBrowser ; [ab)cLsm REG_5Z {CFA119EE-61581-43A4-B90A- 1 FEAGBEC1EAD}

S{:I E\?;:Eim:ar . &8 CommunicatiorReetryTirme REG_DW[ Setting the OptionalFlags value to FF {or 255

’ [sB]Enabled REG_SZ | decimal) will enable the VertX Communication Log.

-] EventSubscribers EthD REG 57

(0 IHoldersDatalmporter [B8]keypadType REG_DWORD 000000002 (2)

-0 InsertableTreeltems : = i

[&¥]optionalFlags REG_DWORD 0%000000FF (255) |

{27 InsertableyOs ==

[]"D Tnstall ProglLJ FEGT GalEWEyY S GRateway Commm, 1

7 InstallediDEditors 8] 5ynchronizationCydleTime REG_DWORD 00000000 {10}

[.]Cl InstalledOCs's .OptiunalFIagsFilter REG_SZ 00:06:5E:00:BF: 39 I

{10 AHG 420 0C3
[]"8 :;th R Adding the optional String Value "OptionalFlagsFilter”
= oz'a tas ab Ve!; S - and setting it to a specific MAC address will capture
ﬂ Elh e e e [r communication from just that controller.
E

|My ComputeriHKEY _LOCAL_MACHINE\SOFTWARE L AMT InstalledOCS's Gateway I v

Optional Flags

The generated log file will be located at C:\Documents and Settings\All Users\Application Data
\WebBrix\GatewayCache\VertXCommunication.log. AMT engineers will use this log to determine
exactly what communication is happening between the software and the hardware.

Optionally, you can add the key “OptionalFlagsFilter”. This string value can contain one or more
(separated by a semicolon) MAC addresses of controllers. When this key is populated, the log file
will filter out any communication that ISN'T from one of the entered MAC addresses. This is useful
for larger systems.

Tech Remember to set the OptionalFlags value to to 0 when done troubleshooting.
Ti If this isn't done, the log file will eventually grow to a size that may effect your
o PC performance.
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