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Introduction / What is Active Directory

Active Directory is Microsoft's Directory Server. It provides authentication and
authorization mechanisms as well as a framework within which other related

services can be deployed (AD Certificate Services, AD Federated Services, etc). It

is an LDAP compliant database that contains objects. The most commonly used objects
are users, computers, and groups. These objects can be organized into organizational
units (OUs) by any number of logical or business needs. Group Policy Objects (GPOSs)
can then be linked to OUs to centralize the settings for  various users or computers
across an organization.

This is a feature that we added to the AKCess Pro Server so that the Active Directory or
LDAP compliant data base can be linked to the software.

Setting Up the Active Directory

1. Setup New User
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We first need to open up the Active Directory Users and Computers, then right mouse
click on the domain, choose New then User from the drop down menu as shown in the
screen shot above.
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Mew Object - User

&' Createin:  |dapserver akcps

X

First name: IScuﬁ Initizls: I

Last name: IFEII'I"IIJITI

Full name: IScuﬁ Famum

User logon name:

IScutt Famum I @ldapserver.akcp

User logon name (pre-Windows 2000):

|LDA.FSEH‘#EH\ IScuttFamum

< Back Mest =

Cancel

Now we can enter the new user details as shown in the screen shot above.

Mew Object - User

&. Create in:  |dapserver.akcp/

x|

Password: I---------

Corfirm password: III-I-------

[ User must change password at next logon

[ User cannot change password

¥ Password never expires:

[~ Account is disabled

Cancel

Enter our password details as shown in the screen shot above.
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2. Setup New Group

- Active Directory Users and Computers
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We will first right mouse click on the Idap server icon, choose New then Group as shown
in the screen shot above.



y 4 ch Active Directory / LDAP on the AKCess Pro Server User Manual

New Object - Group x|

;S?_} Create in:  Idapserver.akop/

Group name:

I Supporﬂ

Group name (pre-Windows 2000):
I Support

Group scope Group type
" Domain local ¥ Security
¥ Global ™ Distribution

™ Universal

QK I Cancel

We will now name our group and also choosing the Group scope and type as shown in
the screen shot above.
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3. Edit Attributes for new group

- Active Directory Users and Computers
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After our new Group has been setup, we will right click on the new Group then choose
the Properties from the drop down menu as shown in the screen shot above.
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" General I Members I Member Of I Managed By I
Object | Secuity |  UNIX Attributes Attribute Editor
Attributes:
Attribute | Value -
accourtMameHistory  <not set:
adminCourt <not set> |-
admin Description <not set>
admin DisplayMame <not et
alt Securtyldentities <not set
cn Support
controlAccessRights “not set
description <not sets
deshktopProfile <not set
displayMame <not set>
displayMamePrintable  <not set:
distinguishedMame CM=5upport, DC=dapserver, DC=akcp
d5ASignature “not et
d5CorePropagationD ... Ml =()

1|

o ]

Cancel | Ay |

Now will edit the Attribute for our group by first highlighting the altSecurity/Identities from
the attributes listing then clicking on the Edit button as shown in the screen shot above.
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Multi-valued String Editor

Attribute: alt Securtyldentities

Walue to add:

X
System name of Security Probe Add I

Values:

Main Doar Cffice Hemove

oK Cancel

Now we add the value to the Attribute as shown in the screen shot above.
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4. Add new user or users to the new Group.

- Active Directory Users and Computers
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We first right mouse click on the new Users then choose “Add to a group” from the drop
down menu as shown in the screen shot above.



y 4 ch Active Directory / LDAP on the AKCess Pro Server User Manual

Select Groups

Select this object type:

IGmups ar Built4in securty principals Object Types...

From this location:

21x
_Qbiect Types.. |
Ildapserver.akcp Locations... |
_Gheck Names |

Enterthe object names to select (=mmples):
Support Check Mames

ﬂd\ranc:ed...l 0k | Cancel |

e
Choose the new Group that was created and click on the OK button.
5. Setup of LDAP on the AKCess Pro Server
x
;~ Comnections [¥ Use LDAP Authentication
Virtual Private Network
~LDAP Server
IP Address | 10,1,1.99 Part | 339 j Timeout (seconds) | 5 j ¥ Use 551
— Connection Settings
Base DN (Jocation of users) I dc=ldapserver, dc=akcp
Server Logon Name Attribute IsAMAcmunﬂ‘vlame j
Administrator Username I.ﬁ\dminLDAPServer
Administrator Password quuu.
Confirm Administrator Password Ioooooooo.
Authentication Mode ISimple Authentication j
r Access Control - User Sync Setting
Poling Interval | 10 :|| Minutes
Test Connection |

Cancel |

We first need to log in to the AKCess Pro Server as an Administrator, then from the
Settings menu we will choose Server Options, then click on the LDAP options. We can
now enter the IP address and the setting for the Active Directory or LDAP server.
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Server Options x|
¢~ Connections ¥ Use LDAP Authentication
i~ Virtual Private Network
- NTP options ~LDAP Server
- Log options = =
; IP Address | 10.1.1.99 Port 389 Timeout (seconds; 5 [
. LDAP options I I =i : ) I =i [v Use ssL

—Connection Settings

Base DN (location of users) I dc=ldapserver, dc=akcp

ECALREEC Test Result | [

Administrator

Administrator @ Test connection successful,

Confirm Admir

S o] -
r— Access Control “TUser Sync Seting

Poling Interval | 10 j Minutes

Test Connection |

Ok | Cancel |

And finally we can test the LDAP connection to the server by clicking on the Test
Connection button.
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R=EY

™ Local machine

Server | 10.1.1.205 ~|

Port |5000

User name IScottFarnum

AKceSS PI’O Server Password Iooooooo..|
Management Software ¥ Save password

[~ Enable secure connection

Version : 0.119.0 | OK I Cancel

This concludes the LDAP user manual.

Please contact support@akcp.com if you have any further technical questions or
problems setting up your DCS15 or your alerts.

Thanks for Choosing AKCess Pro!
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