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Care and Maintenance

Y Keep the CR Apresa dry. If it gets wet, wipe it
dry immediately with a soft, clean cloth. Liquids
'J might contain minerals that corrode the
electronic circuits.

Use and store the CR Apresa only in

0° to40° -
temperature conditions between 0 and 40

degrees Celsius. Temperature extremes can
shorten the life of electronic devices and distort
or melt plastic parts.

Keep the CR Apresa away from excessive dust
and dirt.

Do not use aggressive chemicals, cleaning
solvents or strong detergents to clean CR
Apresa.
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1 Introduction

This is the manual of the Vidicode Call Recorder Apresa web interface.
The Call Recorder Apresa is a system for systematically recording

VolP (Voice over IP) telephone calls. All recorded calls are saved to
the Call Recorder Apresa’s internal hard disk. The web interface
allows the user to view, playback and download calls made by de call
Recorder Apresa.

Call Recorder Apresa - Log on

é vidicode

Usernarne: |0000|

Password: | eses

Klaar

NOTE: When using Apresa for the first time, it is advised to
define User groups and users first.

This manual is partly a user manual and partly an administrators
manual.
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2 Setting up Apresa

The Call Recorder Apresa can be set up via the web interface. This set
up has to be done by the person with Administrator rights on the Call
Recorder.

2.1 Options menu

The Options menu has six sub menu’s, which are visible to the user
according to the permissions he has. The Administrator has all
permissions and can add, edit and delete Users, User groups, Display
settings, Recording settings and System settings

~
‘ Home H Tools v‘ options ‘ Log off ‘mem va @ & vidicode
Users
User groups

@ Configuration saved, | Display setiings
Recording seftings

System seftings
Date & Time Notes Receiver Name Receiver 1D Caller Mame Line number

04/08/2011 15:0206  0:00:06 ‘2

Lucas 8

2.2 User Group

The User Group page can be reached from the Options menu by
administrators.

The user groups in Apresa can be made to reflect the hierarchical
structure of an organization. At the root of the structure is the
Organization group. This group is defined by default.
An example hierarchical group structure is given below:
e Organization
0 Finance Management
* Finance
0 Development Management
* Development
In example above, the manager of the Finance department would be

placed in the group Finance Management. Regular workers of the
Finance department would be placed in the group Finance. Similarly,
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the manager (or managers) of the Development department would be
placed in the Development Management group, and the developers
would be placed in the Development group. The overall manager
would be placed in the top-level Organization group.
A useful set of default permissions is defined at the Organization
level. These permissions apply recursively through the whole
organization. The result of these default permissions is the following:
« Everyone in the organisation can playback their own calls.

* Management has full access to the calls of the people they
manage (people in subgroups). The finance manager has
access to calls of the Finance department. The overall
manager has access to all calls, including the calls of the
managers.

On the User Groups page, all user groups are listed. Administrators

can manage this list.

To create a new user group, click the Add button. On the next page,
you can enter the details of the new user group. In the same way, an
existing user group can be edited.

The permissions that can be assigned to a group are equal to the
permissions that can be assigned to a user.

User groups can have users as members.
NOTE: When using Apresa for the first time, it is advised to
import a user list.

2.3 Import User list
To allow quick data entry, it is possible to import the User account
list from an external CSV file. This section will describe how to do
this.
e Select Users in the Options menu, to move to the Users page
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First, we export the user list.
e Click the Export button

This will prompt the download of a file that contains the user list
(user s. csv). This file will serve as a reference of the format that
Apresa expects when importing a user list from CSV. The CSV file can
be opened in spreadsheet software (for example Excel, and
OpenOffice.org).
NOTE: Make sure that the comma is used as the separator
character, and all columns are interpreted as text. Using a
spreadsheet, you can edit existing user accounts, and add
new user accounts by adding new rows of data.

E¥ Wicrosoft Excel - users.csy

@] Bestand  Bewerken Beeld Inwoegen Opmaak Exfra  Data  Yenster Help Typ een vraag voor hulp. = o @ X
RN = NERFE RN =SS R W T N LT N - AR
Y Tl o WP T T | [ 13, By G2 ¥ dptwannd met vipiingen,,. Revise besingigen, . )
i3 HERMA !
Al - A& DB-ID

o 5 | ¢ | o | B I F | 5 [ W [ [0 [ 5
1 |DE-ID IName Enabled |Usemame Password Telephone: Member of | E-mail =
2
| 3 |
o4 mlusers S |< | |
Gereed HUM

NOTE: For new user accounts, the DB-ID column must be left
blank. In the telephones column, the telephone numbers of
the user are enumerated, separated by commas. In the
"Member of" column, the groups of which the user is a
member are enumerated, separated by commas. The changes
that you make can be imported back into Apresa, as follows:

1. Click the Import button, in the Users screen.

2. Input the filename with CSV data, and press the

Upload button.
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Import Users
Import C5Y File:

Uplozad

Filename: |CiDocurnents and Se (*.eev)

‘ Home | | Tools = | | Options = | | Log off |Username: 0000 .fj;.

The result of the import will be presented for verification. If any
errors are detected (such as a reference to an unknown group), then
these errors must be corrected first in the file, before the data can be

imported.
e Click the Import button

The user list import is completed.

2.4 Sub Groups

Groups can also have subgroups as members. These sub groups
automatically have all permissions assigned to the group.

‘ Home ‘ ‘ Tools ~ | ‘ Options + ‘ | Lag off |Usemame o0 @

User group
MName:
Higher level group: | Organization v

Mo records found.

Members:

Permissions:

[ Permissions  Tothe calls of | Forwhom is the permission

|| No recards found

Klaar

]

vidicode
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For each user group, the following properties are stored:

Name: The name of the group

Higher level group: User groups are organised in a hierarchical tree.
When selecting a higher level group, the current group will become a
subgroup of that group.

Members: The users that are member of this group.
. Click on the Add or Delete button to add or delete group
members. Users that are a member of the group
automatically have all permissions assigned to the group.

Permissions: Permissions of a group apply to all members of the
group. Optionally they can also be applied to members of subgroups

(recursively).

The following permissions are possible:

|| Permissions X

L iew listing

L] Playback recordings
L Edit notes

[ Delete recardings
User f User group:

| e N N T " S

2]

[ Access to contact list
[ Edit names
[ Edit corfiguration

Cancel
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When no user or group is filled in, the permission applies to all calls
in the system. Otherwise the permission applies only to calls of the
user or group that is filled in.

1.2.4 Specials
As a special feature, instead of a specific user or group, it is possible
to give permission to calls of users depending on to whom the
permission is given:

special: itself: The permission specifies what a user may do with his
own recorded calls.

special: its own group: The permission specifies what a user may do
with recorded calls from people in his group.

special: subgroups of its own group: The permission specifies what a
user may do with recorded calls from people in subgroup of his own
group. For example, a manager may access calls from the group he
manages.

A useful set of default permissions is defined in the Organisation
group (the root group). These permission apply recursively to all
groups in the organization
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Userrame: 000 © g vidicode

User group

Name Organization

Higher leve group: -

Mermbers:
Permissions Tothe calls of Forwhorm is the permission
View listing
Playhack recordings special itsell This group and its subgroups
Edit notes
View listing special: its own group This group and its subgraups

Access to contact list

Editnames This group and its subgroups

Viewlisting
Playback recordings
Delete recordings
Editnotes

special: subgroups ofits ovn group This group anfy

2.5 Users

It is also possible to manually add edit and delete users.
On the Users page, all users are listed.

Ucemsme 1000 © ] vidicode
Users

1

Narme Useraccount | Usemame | Telephones | Member of E-mail
Administratar | o 0000 0 lucas @vidicode.nl
Abwin v abwin 1 Development Mgmt.

Arthory v anthony 1 sales anthany@ridicode.nt
Eva v eva 1 eva@vidicode nl
Geny v geny 0 Sales gery@idicode.n!
Jatn v Jato 5 Davelapment Jaco@eidicode.nl
Jan v jan 1 Organization

Len v lea 2 Sales Mgt

Lueas v ueas 5 Development lucas @vidicode.nl
test v test 0 Sales test@vidicade.nl

. Click the Add or Delete button to add or delete group
members.
Users that are member of the group automatically have all the
permissions assigned to the group.

Administrators can manage this list. To create a new user account:
In the next page, you can enter the details of the new user account.
In the same way, an existing user account can be edited.
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To Add users

*  Click on the Add button.
A new dialogue will open in which the Name, telephone number,
Username, Password, E-mail address, User group and Permissions
can be specified.
Name: This is the display name of the user.

Telephones: A list of telephone numbers (or SIP names) that belong
to the user.

User account: The user account can be enabled or disabled. Only
enabled user accounts can be used to log in.

Username and password: This is used by the user to log in.
E-mail: The e-mail address of the user.

Group membership: A user can be part of one group (or more
groups). All permissions of the group apply to the user also.

Usermame: 0000 @ é vidicode

User

Narme:

Telephone Number
Mo recards found

User account: [F] Enabled

Username:

Password

E-mal

temberof. |- hione- ~

Permissions To the calls of
Mo records found,

Click the Add button next to permissions to add personal
permissions, in addition to the permission that the user has, because
of group membership. It is recommended to use personal permission
only in exceptional situation.
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Global permissions: The global permissions apply only to the current

user. The global permissions are global in the sense that they are not

limited to calls from or to a specific telephone number, but for the

complete system. The following global permissions are possible:
NOTE: Edit configuration: The configuration of Apresa can be
edited. This makes the user an administrator.

|| Permissions X

L iew listing

L] Playback recordings
L Edit notes

[ Delete recardings
User f User group:

2]

| e N N =V " S

[ Access to contact list
[ Edit names
[ Edit corfiguration

Cancel

A user account can be part of user group. All permissions of the
group apply to the user as well.

2.6 Display

The columns displayed in the call listing can be configured in the
Display Settings page.
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Home Tools = Options Logout Usernarme: 0000 .@.
User accounts

Di User groups Llete

Display settings
Recording settings
Systern settings

Date & Time > Duration Motes Mame of remote Remaote I Mame of local Local 1D
e 0672010 13:06:18 | 0:0016 {g Vidicode 0793471000 Lucas 148
e 30ME2010 134617 0:0019 ‘g Jaco Mobiel 0629060554  Jaco 136

2.7 Display Settings
The page can be reached from the Options menu by administrators.
Language: Choose the language that must be used by Apresa.
Date format: The date format is used in the call listing and at other
places.

Visible columns: Choose which columns must be displayed in the call
listing.

Caller/receiver columns: If this option is enabled, caller and receiver
columns are displayed, instead of remote and local columns. This
might be preferable when internal calls are recorded, because
otherwise local numbers would be displayed in the remote column.

) Display settings - Call Recorder Apresa - Mozilla Firefox

Bestand Begerken Beeld Geschiederis Bladwifzers Exfra Help

| E41F 2 mobie recording spstemdossntt . | #fxtend communicstions corp - Google .~ | Displey settings - Cal Recorder Apresa | 4+ | -
& B B | ez 6s.0.36dsplayoniio.php < | | * - xrenD communicat || A
W InterGlot.com - Engls.. (=] Webmail & vidicode ) vidicods- admin £ Google vertaling [ Microsoft Language P.. || Ascicodelist

wols ~ | [ optons = | [ Lonot [ o e @ ] vidicode

Display settings

(e

Language English ¥
Dateformat | Day/Monthivear (UK) v

Callerfreceiver columns
visible Colurnns: [¥] Play buttan

Date &Time

Duration

Direction

Nates

[ Receiver Name

Receiver ID

Receiver IP

Caller Name

Clcallerip

Ccaller P

[ Line nurnber

[ checksurn

(o [omee |

These settings apply to all user accounts.
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2.8 Recording Settings

The page can be reached from the Options menu by administrators.

) Recording settings - Call Recorder Apresa - Mozilla Firefox

Bestand Begerken Beeld Geschiederis Bladwifzers Exfra  Help

| [T 2 mobile recording system doesn't .-‘] xtend commurications carp - Google . | af Recording ssttings - Call Recorder Ap.. % | | -
€ B [ |6 hip192.168.0.380=copt php - ¢ |- enD Communicat ) || A
W InterGlot.com - Engls.. (=] Webmail & vidicode ) vidicods- admin £ Google vertaling [ Microsoft Language P.. || Ascicodelist
‘ Home Toals ~ ‘ | Options ‘ ‘ Log oft ‘Uswame e @ d vidicode
Recording settings
Audio file encoding: GSM (rompressed) ¥
Addresses to record Record everything V| tolP)
SIP Filter: Na filter v alP)
Record Iocal calls oIP)
Store on demand ]
Minimal recarding turation: [+ [seconds]
| amty || cancel |

Audio file encoding: By default, audio files are stored using the GSM
compression. It provides a good balance between sound quality and
disk space requirements. For higher sound quality, it is possible to
choose the G.711 codec instead. Audio files made with the GSM or
G.711 codec can be played back on almost all PCs.

NOTE: Apresa uses RTP, the VolP PBX should be configured to
use only G.711, G.722,, G729, G 729A, GSM 6.10, iLBC.
These codecs are supported in Apresa. Apresa will not record
audio in other codecs. Some VolP telephones can also be
configured for codecs.

Addresses to record: (This option applies to VolP recording only).
By default, Apresa will record calls from all IP addresses. With this
option, you can specify which internal IP addresses should be

recorded.
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NOTE: Please note that the maximum number of
simultaneously recorded calls is limited by the number of
licensed channels.

SIP Filter: (This option applies to VolP recording only).

When the SIP filter is enabled, the SIP name or SIP number of the
initiator and receiver of each call are compared to the items in the
filter. If neither the sender nor the receiver is found in the SIP filter,
the call is not recorded. When the SIP filter is enabled, only SIP calls
will be recorded.

Record incoming/outgoing/local calls

Before using these options, make sure the direction is correctly
detected by Apresa, by checking in the Call Listing. See also the Local
IP Addresses setting in the System settings=>VolP.

Store on demand: When enabled, no calls will be stored, except those
that are marked to be stored using a dial code action (See: VolP
settings) or using Apresa Client.

Silence on demand: When enabled, a part of the recording can be
silenced by using dial code actions or using Apresa Client.

Minimal recording duration: Recorded calls shorter than the
specified duration, will be discarded.

NOTE: To apply the changes that have been made, the
recording component will restart. A warning will be displayed
if there is an active call.

2.9 Card Settings
The Card Settings page can be reached from the Options menu by
administrators.
NOTE: This page is not available in VolP-only systems.
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This page lists the recording cards that are inserted in the Apresa.
These cards provide recording of digital TDM calls.

¥2) Card settings - Call Recorder hpresa - Mozilla Firefox [B=1E3]
Bestand  Bewerken Becld  Geschiedenis  Bladwijzers Extra  Help
|17 a mobile recordings... | *stend communications . | af Card settings - Call Re... * | af Call Recordler Apresa + |-
& B D | & hepiiszies.0.36) 0 ecopt php - | |- xrenD communic 0| | A

B InterGiot.com - Englis.. [ wiebmal & Vidcode [ Vidicode- Admin &3 Gaogle Vertaiing [[I Microsoft Language P

| Sane ‘ ‘ Tools = | ‘ Oplions = H ST ‘Usemame eva @ d vidicode

Card settings
“‘»\Z Eit ‘

PBX mo

Channels PBX manufacturer

Serial number  Present

| Edit

Serial number: 121899

PEX manuracturer: | Siemens ~|

PEX madel HIP ath 3000 series v
B

Serial number: The serial number of the recording card (not of
Apresa).

Present: A green checkmark is shown if the card is present. A red
cross means that the card is not present or unusable.

Card type: The exact card type of the recording card.

Channels: The number of channels on the card that are usable for
recording. Between brackets the first and last line number is
displayed. These line numbers are used in the rest of the Apresa

system.

PBX manufacturer and model: The PBX manufacturer and model must
be set to the PBX model that is used, for each card separately.

To Add or Edit the PBX manufacturer and Model:
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Select the card, and double click on it, or press the Edit
button.

NOTE: After you have edited The PBX manufacturer or -model,
the recording component must be restarted. ( Tools, System)

) System - Call Recorder Apresa - Mozilla Firefox

Bestand  Bewerken Beeld  Geschiedenis  Bladwizers Extra  Help

—="

EEX
| LF & mobile recordin.. l;'lxtend communicatio...| & System - CallRe . | of Call Recorder &pve;ari & Call Recorder Apresa | +'\ ~
€ & FH P & | hip:[192,168.0,36/systacks. php

- G || *F - xrEnD Communic S| A
B InkerGlat.com - Engls webmal & vidicode B0 vidicode- admin &3 Goagle vertaing [LD mierasoft Language P »
[Lrome | [ oo - | [ optons = | [ toaof | somome eva @ o vidicod
System

Serial number: 308503
Currentversion: 1.3.4.0

Satware updste | Encryption |

| Backup ‘ \ Restore backug ‘

System actions

| Restart netyvork
| Restart system ‘ ‘ Shutdown system ‘
Diagnostics

| Downioad Log Files ‘ Metwark trace Oﬂ‘ Enable ‘
| Files ‘ ‘ System Information ‘

Names can be assigned to the line numbers of the recording cards.

This is done in the Contact List. (See § 5.1) These names will be used
to in the "Name of local" column in the main call listing.

2.10 System Settings

The page can be reached from the Options menu by administrators.

20
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|_tme | [ 1o | | omons - [ oot | mamsovs @ vidicode

System settings [F agvanced seftings
Metwark | Vol Dial code E-mail

License key:

VolP shannels 10
.729 decoding channels o
Digital TOM channeals: i
Enable remote shell:

Maximurm number of loagged in users 100

Session idle time-out 15 [rinutes]
Maximurm session duration: 720 [rinutes]
Calculate checksum: Mo v

Delete talls olderthan [ays]

Remove auto-deleted recordings from
the call listing

License key: The license key determines the number of licensed
channels. The maximum number of simultaneous recorded calls is
limited by the number of licensed channels.

VoIP channels: The number of VolP channels installed on this
machine.

G729 decoding channels: The number of channels decoded from
G729 compression.

Digital TDM channels: The number of TDM channels installed,
minimum is 8, maximum is 24 per Card, Apresa supports a
maximum of 4 cards.

Enable remote shell: When this option is enabled, you can connect
remotely to the Apresa system to open a remote shell using a SSH
client, provided the Apresa system is reachable, and the network
traffic is not blocked.

Maximum number of logged in users: The maximum number of users
that can be logged in on the Apresa web interface. Use this setting to
prevent too much server load.
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Calculate checksum: For verification that a recording has not been
altered, Apresa can calculate a checksum. This checksum can be
made visible in a column of the call listing (For enabling this column,
see Display settings). Apresa supports the MD5 and the SHA-1
method for calculating a checksum.

Delete calls older than ...: Calls older than the specified number of
days are deleted permanently from the hard disk. This function is
also called auto-delete. When the input box is left empty, auto-delete
is off.

Advanced options
Check the Advanced settings checkbox to gain access to the below
parameters.

Session idle time-out: Users are logged out automatically when not
active during the specified time period.

Maximum session duration: Users are logged out automatically when
they are logged in longer than the specified time period.

2.11 Network settings
DHCP: (Dynamic Host Configuration Protocol )When enabled, the
Apresa server will try to acquire an IP address automatically using
DHCP.

IP Address, IP Subnet Mask, IP Gateway Address: These settings
usually do not need to be filled in when using DHCP. Otherwise, they
can be filled in manually.

DNS Server Address: IP address of the Domain Name Server

IP Name: The IP name the Apresa server must have
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NTP server address: When a NTP server address is filled in, Apresa
can synchronize its clock with this time server.

Browser protocol: The default browser protocol is HTTP, and it is
unencrypted. HTTPS, on the other hand, is encrypted. Before enabling
HTTPS, a certificate must be created on the Encryption page (See §
5.5).

Advanced settings

Web server port: Apresa will serve its web interface on this port
number. When using another port number than the default (80), the
URL to access the Apresa web interface must be changed accordingly,
for example, when the Apresa server has IP address 192.168.0.50
and a web server port of 8000, use: http://192.168.0.50:8000/ to
access the web interface.

-
—— ] vidicode
System settings [ advanced setings

systern |WNEGIIS| volP | Dialcode | E-mail

Use DHCP [m]

IP Address: 192.166.0.3
IP Subnet Mask 255.256.255.0
Gateway IP Address 192.166.0.100
DMS Senver IF Address:  |192.168.0.100
P Nare: apresatest
NTP sereraddress:  [192.166.0.100

Browser protocol. HTTP + HTTPS v | Encryption
Wish server part (HTTPY.  [80
‘e server port (HTTPS), 443

2.12 VolP settings
VolIP network: Select whether the VolIP traffic that must be recorded is
present on the first or second network connector. The first connector
is always used for the web interface.

IP address of PBX: The IP address of the VolIP telephone system
Do not record SIP calls that start at the PBX: When both the traffic to
and from the PBX is seen by Apresa, this will result in double
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recordings in some situations. To prevent this, this option can be
enabled.

Local IP Addresses: This setting is used to determine the direction of
a call (incoming, outgoing, or internal). The IP address ranges are
specified in the CIDR notation. For example: 192.168.0.0/24 means
that the first 24 bits are fixed, and the last 8 bits may vary. In this
example, all IP address that start with 192.168.0. would be
considered local. To specify multiple IP ranges, separate them by a
comma.

e | e+ [ogors + ][ 1090 | gsurar oamn © & s
System settings [ advanced settings
System | Network |[[RIEH E-mail

YalP network Onthe same network as thev

Local IP Addresses 10.247.11.0/24

Dialing prefix for autgaing calls: |9

MAC address as Local ID) O

SIP Narne as LocaliRemote D | Never v

Detect Aastra Numbers O

1. Dial code 1

1. Dial cade action Store this call -

2. Dial code: 65

2. Dial cade action E-rmail current recording v

Klaar

Dialling prefix for outgoing external calls: The digit or digits that
must be dialled first when making an external call. Only set this
option if remote numbers in outgoing calls contain an extra digit (or
digits) at the start compared to remote numbers in incoming calls.
The dialling prefix will be removed from the number in the call listing,
and the call will be marked as outgoing.

MAC address as Local ID: When this option is enabled, the MAC
address will be used as the identifier for local telephones. A name
can be attached to the identifier.
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SIP Name as Local/Remote ID: In the SIP protocol, a SIP name is
sometimes communicated. This option specifies when Apresa must
use this name as identifier.

Detect Aastra Numbers: Enables detection of dialled telephone
numbers when using an Aastra PBX.

2.13 Dial code

Dial code action: An action can be assigned to a dial code. For
example, it can be configured that dialling #88 during a call, will
cause Apresa to e-mail you the recording of the current call, when
finished. To do so, fill in #88 as the dial code, and select "E-mail
current recording" as the dial code action.

A maximum of 4 dial codes can be defined (click "Advanced settings"
at the top-right corner). Apresa is not always able to detect dial
codes. In that case, dial code actions cannot be used.

The dial code action "E-mail current recording" requires that there is
a user account with an email address filled in and a telephone that
matches the local or remote party of the call.

The dial code action "Store this call" is relevant when the option
"Recording on demand" is enabled in the Recording settings.

The dial code action "Start silence" will silence the recording from
that point in time, until the "Stop silence" dial code action is
performed, but only if "Silence on demand" is enabled in the
Recording settings.

2.14 E-mail settings
E-mail address of administrator: This e-mail address will be used for
sending system messages about the status of the system.

Source e-mail address: This e-mail address will be used as the
default sender address of e-mails that Apresa sends.
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Send periodic report e-mail: This option specifies how often Apresa
must report its status to the administrator by e-mail.

E-mail report time: This option specifies at which time the Apresa
reports its status by e-mail.

Apresa uses the SMTP protocol to send e-mails to users of the
system. To use e-mail, the SMTP connection parameters must be
filled in.

SMTP server address: The IP address or the IP name of the SMTP
server that Apresa may use to send e-mail.

SMTP user name/password: These parameters must be filled in when
authentication is required by the SMTP server.

SMTP encryption: For additional security, Apresa can use SSL or TLS
to communicate with the SMTP server, provided that the SMTP server
supports the protocol.

SMTP port number: The port number that is used to communicate
with the SMTP server (default: 25).
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3 Apresa Client

3.1 Introduction

This is the manual of the Apresa Client, a client for Vidicode Call
Recorder Apresa. Apresa Client is PC software for Screen Recording.
The Apresa Client communicates with the Apresa server machine.

pRIaTE
. =l
Mo active call @f\f

1.3.1  Configuration in the Apresa web interface
For users to use Apresa Client, they must have an enabled Apresa
account. To create a user account, open the Apresa web interface and
log in as administrator, and move the users screen. When creating
the new account, also specify the telephone, or telephones that
belong to the user. Calls that involve these telephones, are reported
to the Apresa Client, to trigger, for example, screen recording.

1.3.1  Screen recording
To enable screen recording, the "Screen recording" option must be
enabled in the Options. Screen recording starts when a call is
initiated or received, and stops when the call stops. The screen
recording is then uploaded to the Apresa server. You can download
the screen recording of a call in the Apresa web interface.
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1.3.1 Closing the application

. = . .
When you click on the close button E of the main screen, the main

screen will close, but the application will be remain active in the
background. To close the application completely, right-click on the
Apresa Client icon in the system tray, and choose Exit.

3.2 Options

o,
To open the options screen, click on button.

1.3.2 Account
x

Account |5er\rer connection I Options I Language I

Username Ijohn
Password I “““

Ok I Cancel |

On the account tab, input your Apresa username and password.
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1.3.2 Server connection

Apresa server IP address |192. 168.0,99]

[~ secured HTTPS connection

Apresa Server IP address: The IP address or IP name of the Apresa
server. If a non-default port is used, add a colon and the port
number, for example: 1.2.3.4:9000

Secured HTTPS connection: When this option is enabled, Apresa
Client will communicate with Apresa using the HTTPS protocol. For
this to work, it is needed that HTTPS is also enabled and configured
on the Apresa server.

Options

W Screen recording

¥ Start-up with Windows
v Startin system tray
W Close to system tray

Screen recording: If this option is enabled, a screen recording will be
made during a call, and uploaded to the Apresa server afterwards.
Start-up with Windows: Start the program at logon in Windows.
Start-up in System Tray: Start the application in the system tray (the
lower right area in Windows).
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Stay active in system tray, when main window is closed: When this
option is on, the software will move to the system tray and continue
to record calls, when the main window is closed. To completely close
the software, right-click on the system tray icon, and select Exit, or
choose File, Exit from the main menu.

Language

" Deutsch " Ttaliano
™ Nederlands
~ Polski

The interface language can be chosen here.
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4  Working with Apresa

After Log in your Call listing will be displayed. Alternatively, you can
click the HOME button to view the Call Listing.

The main call listing displays the list of recorded calls for which you
have the "View listing" permission.

The buttons on the main screen

B || > || ¥ =14 | My cals | ERAEETE

1 2 3 4 5 b 7 8
1. Search
2. Play
3. Download
4. Download screen recording
5. E-mail
6. Delete

In the example below the user has ‘Administrator’ permission. This
means he or she has access to all calls, the Options menu and the
Tools menu.
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| tome | | Tonis = | | ostions | | tog o | Username: admin @ £ vidicode
[ [ wycas |

(- Wz a]ee]-[]
Dats &Time ~ Duration Notes | Nameofremols | RemoleD  Nameoflosal | LocallD
20012011 132081 moote K OvisLink 300 118
200112011 132518 00022 % OvisLink 300 148
20012011 125351 00002 K OvisLink 300 118
20012011 112346 00013 K OvisLink 300 148
20012011 114938 00033 K OvisLink 300 118
20012011 104508 00011 K OvisLink 300 148
1900112011 174548 00020 K OvisLink 300 118
19012011 170942 00002 K, OvisLink 300 148
190012011 170852 | 00013 K OvisLink 300 118
1900112011 170828 00005 R, OvisLink 300 148
17012011 152103 00008 R OvisLink 300 118
171012011 152008 00004 R, OvisLink 300 | o

Kaar =

4.1

Search

To search for a recording with certain properties, click the Search

button.

Search options include: Date, Date range, Time, Time range, Direction,
Local or Remote Name, Telephone number or ID, IP address. It is also
possible to search a specific text string in the Notes field.

Fill in as many properties as necessary to find the call or calls needed.

To cancel the search click the Cancel your query button.

| Home ‘ ‘ Tools * | | Options | ‘ Log off |Usemame 0000 @

My calls

Date: From:
Time of Day. From:
Direction:

MNotes:

MName:

Telephone number or ID

IP Address

Till

Till:

Local or remote | [ Search for exact match

Localorremote | [JsSearch for exact mateh

Local or remote | [lge ch
Search Cancel your Query

v
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4.2 Playback

What you see in the web interface is a listing of the calls. The actual
calls are on the Call Recorder Apresa. In order to playback a call, it
needs to be downloaded to your PC first. There are different ways to
do that.

i

1. Clicking on the Play symbol in the first column of the
table,

2. by selecting the call, and clicking the "PIay" button. The
call will then be downloaded to a temporary location on your
computer and played back by your default audio player, this
can be a standard media player or the Vidiplayer.

3. In some browser configurations, it is necessary to use the
"Download" button instead.

When the call has been downloaded, open the file, to start its
playback.

4.3 E-mail

When an e-mail address is configured for your user account, it is also
possible to have the system e-mail the recorded call to you, by

clicking the "E-mail" button .

4.4 Download multiple calls

In some cases a user or manager may want to download several calls
at once.

To do so, select the first call, keep the Ctrl button pressed and then
click the “download” button. The calls will automatically be

zipped and downloaded to your computer as cal | s. zi p. Either save
them or unzip and open them.
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4.5 Notes

To each recorded call, a note can be attached. To write a note, click
inside the Notes column, type the note, and click OK.

To edit a note, the "Edit notes" permission is needed. (see also § 2.5
User accounts.)

QB0 TE35:59

Jaco Mobrel 0679050554 Jaco T30

2900672010 12:00:57

Jaco 136

29/08/2010 12:00:08 Jaco 138

2900612010 11:44:32 Jaco 136

29062010 11:40:26 Jaco 136

4.6 Identifying callers

It is possible to fill in the names of the external and internal callers in
the call listing. To attach a name to a telephone number, click inside
the "Name of remote" or "Name of local" column, (Or Caller Name,
Receiver Name if you have the option Caller / Receiver checked) and
type the name. To edit names, the "Edit names" permission is needed.

The call direction can have four different values:

H Incoming

The call was initiated by the remote party.

H Outgoing

The call was initiated by the local party.

- Internal

The call was between two local parties. The one who initiated
the call, is found in the local columns, the one who received
the call is found in the remote columns. Note: The remote
columns actually contain a local party in this case.

Unknown
This happens when the system can detect audio data only,
but no call signalling.
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If the "Caller/receiver columns" option (Display Settings) is enabled,
the caller columns always contain the one who initiated the call. For
call direction detection configuration, see the related options on the
VolP tab in the System options.

The columns displayed in the call listing can be configured in the
Display Settings page.

4.7 Deleting
If you have the "Delete recordings" permission, a call can be deleted

by first selecting it and the clicking the Delete button @

A NOTE: The Apresa does not have a Recycle Bin, when
deleted, a call can not be put back.
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5 The Tools menu

The Tools menu consists of four options: Contact List, Active Calls
Statistics and System.

~
Hame Toals = Options Log off | semame: admin -@ é vidicode

Contact List

[ Active Calls My calls
| Statistics

| Date & Time > Duration Motes  Name of remate Remaote ID MNarme of lncal Local ID
I o . . £ i |

5.1 Contact list

The Contact list page can be reached from the Tools menu, when the
user has the "Access Contact list" permission

The Contact list lists all internal and external callers whose calls have
been recorded. It is possible to edit the names in this list, provided
you have the "Edit names" permission.

~
‘ Soms | | als] s ‘ | T2 ‘ | R |Username: admin @ é vidicode

Contact List
Search for ID or name:

12| Next> Last==

Identifier IP Address Local  MName
00:08:5d:80:23a7 | 1821681.21 v 4 Fhone 143
000e5dad17ed 182.168.1.20 ¥ 4
00:08:5d:84:17:e4 | 192.168.1.20 Y 4 Phane 141
00085d8ed5cn 192.168.1.24 Y 4
00:08:5d:8e:ddc0 | 182.168.1.24 v 4 Fhone 145

5.2 Active Calls

The Active Calls page can be reached from the Tools menu. In this
page the calls that are currently active are listed. The page updates
automatically, showing the new current list of active calls.
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| o || LIRS | ‘ Al || eLftel? |Usemame admin @ é

Active Calls
Date & Time Duration Mame of remote Remaote ID MName aof lacal Local I
19012011 10:3:02 01521 {g 0733471036 Jace 136

vidicode

Active calls can be played back only after they have finished. Then,

they will be listed in the main call listing.

5.3 Statistics

The Statistics page can be reached from the Tools menu.

The following statistics are available:

‘ Home ‘ ‘ Tools = ‘ ‘ Options H NS |Usemame admin @ d vidicode

Statistics

Pleage thooge atable or chart on the left

Mumber of Calls

peryear 1l

per month

perwesk

Time of Day

Local caller

Remote caller

Gall Duration

histogram i

peryear

per month

perweek

Number of calls: a time line of the number of calls in subsequent

periods.

Time of day: the number of calls at different hours of the day (e.g.

between 7 AM and 8 AM)

Local caller: the local callers (employees) that made or received the

most telephone calls
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Remote caller: the remote callers that called or were called most
often

Call duration: a histogram of the duration of calls (for example: how
many calls were shorter than 10 seconds), or alternatively, a time line
of the average duration of calls in subsequent periods

To filter the statistics to a certain time range or other characteristics,
click the Filter button. The filter functionality is similar to the Search
function on the main page.
» Click the Filter button again if you are satisfied with the
parameters, or click Cancel your query if you want to start

over.
N ~
Useame. admin © & vidicode
Date: From: il

TimeofDay.  From Till

Direction: ~

Notes:

Name Local orrermote | [ Search for exact match
Telephone number or 1D Local orremate w| [Search for exact match

P Address: Localorrernote | [JSearch for exact match

All statistics make a distinction between incoming and outgoing calls.
The statistics are available in tables and charts. Tables can be
exported to CSV for import in spreadsheet software.

*  Click on the icon of the bar chart, histogram, pie chart or
table to open the statistics page of your choice.
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[ rome. | [ roes = | [ optons = | [ togou | rnamne oom0 @ P vidicode

Nurier of Calls Time of Day

peryear | i Incoming

per month =:Ouging

perweek

Tirme of Day

Local caller

Remate caller ‘ ‘

Call Duration ‘

pistogram |-+

|
!
peryear : x = il

per month

perweek
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5.4 System
The System page can be reached from the Tools menu by
administrators only.

At the top of the page, the current version of Apresa is displayed.

Username: eva @ é pciods
System

Serial number. 600308

Cunentversion: 1.3.4.0

‘ Softvare update ‘ ‘ Eneryption |

[ Backup | Restore backup |

System actions

‘ Restart network ‘ ‘ Restart recording component |

‘ Restart system ‘ ‘ Shutdown system |
Di: agnostl [

‘ Files. ‘ ‘ System Information |

Software update: To update the software, click the "Software update”
button. In the following screen, you will have two options:

Online-update: To check for an update online on the Vidicode server,
click the "Check for Update" button. A description of the update will
be displayed. To execute the update, click the Download button. The
update will be downloaded from the Vidicode server and installed
automatically.
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Upload software update: If you have an update file available, with this
option you can manually upload it to the Apresa server. After it is
uploaded, the update will be installed automatically.

5.5 Encryption
Apresa can provide a secure web interface, to prevent that web pages
or downloaded recordings are intercepted by a third party.

1.5.5 Create a certificate
To enable a secured web interface, a certificate must be created first.
Apresa can create a self-signed certificate, based on the contact
information that you fill in.

After the certificate has been created, the Browser protocol must be
set to HTTP + HTTPS or HTTPS only, on the Network tab in the
System settings.

When first accessing the Apresa web interface using HTTPS, the
browser will present a warning, because the certificate is self-signed.
Browsers usually have an option to add a security exception for a
specific certificate.

‘ Home | | Tools = | ‘ Options * | ‘ Log off |Usemame é

) vidicode
admin &

Create a certificate

Days valid 365

Country Code ML (2 letter code)
State or province name:  Zuid-Haolland

Locality (City) Zoetermeer

Crganization idicode datacommuni
Crganizational Unit:

IP Name or IP Address

E-mail Address
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5.6 Back up

Apresa can back-up the call database to another network drive. To
configure the backup, click the "Backup" button. This opens a new
page.

‘ Home | | Tools = | [ ogtions ~ | | Logout | Usermame: 0000 @ & Vidicoda g
Backup

Backup destination
Windows Damain Name: [Fidicade
Username: Jiucas

Pasewor [eeeseseeee

Semername: VIDICODESERVER1T

Netwark share hame: |Data@

Backup directory. fempaneea

Data to backup

Fram Date. [oiErznT0 =1 Backup from firstrecord
To Backup 1o last record

When to backup

Update fraguency:
feeee TR
Backup time | =X

Progress of Transfer: 196196 (100 %)

e

Klaar

1.5.6  Backup destination

Apresa can backup the call database with all recordings to another
network drive.

Windows Domain Name: The domain name where the destination
network drive is located.

Username/Password: Fill in the login details if authentication is
required to write to the network drive.

Server name: The Windows server name or the IP address of the
server of the network drive.

Network share name: The Windows name of the network backup drive.

Backup directory: The subdirectory on the network drive where
Apresa must write the backup.
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1.5.6 Data to backup

Specify a time range that must be backed up, or specify that
everything must be backed up.

1.5.6  When to backup

Specify the time of the day that the backup must be made. When the
update frequency is set to "Once", the backup will be run only once
and then stop. Otherwise, the backup will be updated periodically, for
example, once every week.

5.7 Restore Backup

Apresa can put back the content of a previously made backup. This
backup contains the call database with all recordings.

Windows Domain Name: The domain name where the network drive
is located that contains the backup.

Username/Password: Fill in the login details if authentication is
required to read from the network drive.

Server name: The Windows server name or the IP address of the
server of the network drive.

Network share name: The Windows name of the network backup drive.
Backup directory: The subdirectory on the network drive where the
backup is located.

Filename of database backup: The date of the backup is normally
included in the filename, for example apresa20110201.sqgl.gz is the
backup of on the 1st of February 2011. In this way, you can choose
to restore the system to the state on a specific date. Use the Browse...
button to avoid mistakes in entering the filename, and to verify that
the other settings, such as the backup directory, have been set
correctly.

The restore action is performed at once.

A Warning: This action will erase the current data on the
Apresa, and replace it with the content of the backup.
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5.8 System actions
System actions
To restart the network component, click the "Restart Network" button.
To restart the Recording component click the “Restart Recording
Component” button.
To restart the Apresa server, click the "Restart system" button.
To shutdown the Apresa server, click the "Shutdown system" button.

A No calls will be recorded when the Apresa server is
inactive or when its network or recording component is
inactive.

5.9 Diagnostics
Download Log files
With this button the Apresa Log files can be downloaded. The name
of the file will be aprl og. tgz

Network trace
The Network trace is by default ‘Off’.
Sometimes a call is not being processed or recorded properly. When
this happens it is possible to make a Network trace, for the support
team to be able to locate the failure.
In such a case:
e Click Enable
» Perform the type of call that is not recorded or processed
well by Apresa
« Click Network trace: "Disable"
NOTE: Do not forget to click Disable after making the trace because
traces generate huge files.
* Now click Diagnostics to download the Log file.
» Save this file to a location of your choice and attach it to an
e-mail to support@vidicode.com.
Files
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System information
Apresa periodically checks its system for temperature failures. The
systems Administrator will receive an e-mail containing a table

similar to the one in the picture below.

NOTE: The system will only send this e-mail when something

is wrong. (unlike the picture below)

Home | ‘ Tools - ‘ | Options » ‘

: &g

Logoff | semanme: eva @

System Information

Servertime: 2011-08-22 14:31:14

Lacal time: 2011-08-22 14:31:14

Serial number 909909
Apresa version: 1.3.4.0
YolP channels 10
Digital TOM channels: 8
G.728 decoding: i)

Linux Distribution

Debian

Hard disks:

Disk sda: 821 Gh
Disk sdb: 831 Gh

RAID:

RAID1

Recording cards

Card S/M 121699 with 16 channels,

configured for Siemens HiFath 3000 series

System health

Measured quantity

Walue Status

Power Supply

Temperature of hard disk sda

8°C

Temperature of hard disk sdb

a7 C

Temperature of CPU Core 1

41°C

Temperature of CPU Core 2

a2tc

“oltage Ycore 1.2TY
Vaoltage int 0.75%
oltage AVCC 3.31 Y]
Voltage WCC 331
Voltage ind 1.86Y
Yoltage ing 1.3V
Voltage inG 147

oltage 3W3H

33V

voltage What

318V

Speed offan 1

2220 RPM

Speed of fan 2

1350 RPM

vidicode
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6 System Shell

The system shell is needed in special cases for maintenance or
support.

A\

Warning: Using the system shell, it is possible to destroy all recorded
calls, or cause the system to stop functioning.

You can open a system shell in two ways:
e Physically connect a monitor and keyboard to the Apresa
system
*  Remotely connect using a SSH client (for example PuTTY).
This second possibility is only possible if the "Enable Remote
Shell" is enabled. This option is located in the System
settings of the Apresa web interface. It is recommended to
leave the remote shell option disabled when it is not needed.
To log on to system shell, use the following system account:
Username: vi di
Password: br sRbf
Both username and password are case sensitive. To change the
default password, type passwd after logging in.
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7 Agent Evaluation ( option)

7.1 Introduction

The Agent Evaluation add-on is activated with a separate license Key.
To reach this add-on, open the Tools menu, and choose “Agent
Evaluation”.

Preparation.

To give access to this add-on to users that are not administrators,
special Permissions must be defined.

Agent Evaluation is about evaluating agents. The Agent Evaluation
add-on requires that for each agent, a user is defined, with its
phones. This is needed for the system to know to which agent a
particular call belongs. The user accounts of these users do not have
to enabled. It will still work, even if the user accounts are disabled.

7.2 Permissions

Access to the Agent Evaluation module by a user is controlled by user
permissions. To change permissions, open the “Users” or “Groups”
page. The following levels of access are available:

None :No access;

Report :The user can view all the reports (tables, charts, for
all user agents, and projects)

Evaluate :The user can evaluate calls, and view all the reports

Manage :Access to all parts
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7.3 Evaluation forms

An Evaluation Form is essentially a list of questions that must be
answered for each call during evaluation. A question could be, for
example, "Did the agent answer the call politely?" Answers to this
question have to be selected from a pre-defined set of answers, for
example: Good, Avg., Poor. Such as list of possible answers is called
an Answer Type. When defining an Evaluation Form, for each
question, an answer type can be selected from the list of available
answer types. It is possible to define your own Answer Types. Each
question can be assigned a weight, which determines the importance
of the question in the final score that will be awarded to the call.
Question can be organized in sections, by adding headers to the list
of question. To do so, add a question and choose "- Header -" as the
Answer type.
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Evaluation Ferm

Name: [Main Form Edit

|+ Add ||'!§ Edit ||)(De|ete |

First part of the call

1. How is the opening greeting? G?—‘?d A(gg. PF-N 10
2 |s the name of the customer recorded by agent? G?—'?d A;-g' |::?-5]r 10

Main part of the call
3. Is the call transfered correctly (if necessary)? G?—'?d ":"("‘19' PF-Ur 10

Good Avg. Poor

4. Are the details of the problem recorded by agent? o 10

5. overall friendlyness G?-?d A;-g' PF-N 10
Last part of the call

B, Is the call closed properly? G?—'?d A;-g' I::?-5]r 10

An example Evaluation Form with 6 questions, and 3 sections.

Question *
Pasition: | j

Question: |

Answer Type: | Good \ Avg. \ Poor j

Weight- {10
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7.4 Answer types

To define you own answer types, click the "Define Answer Types"
button in the Evaluation Forms screen, and then click Add. The
following format must be used:

Answerl=Scorel\Answer2=Score?2 etc.
For example:

Good=2\Avg.=1\Poor=0
This means that the answer "Good" will give the maximum score to
the agent, Avg. (average) half of the score, and Poor will award no
points. The scores that are assigned to the answers here, such as the
score 2 for "Good", are only relative scores. They are always scaled to
the same proportion, and after that, the weight of the question is
applied. This means the definition "Good=2\Avg.=1\Poor=0" and the
definition "Good=4\Avg.=2\Poor=0" are equivalent. To give separate
weights to questions, use instead the weight property of the question
itself.

7.5 Projects

The calls that are to be evaluated are organized in Projects. Each
project uses one Evaluation Form. When a project is created, it
contains no calls. Calls that belong to the project, and are to be
evaluated, can be added to the project in the Call selection screen.
After a call has been added to a project, a user with permission to
evaluate the calls, can select the call and evaluate it.

7.6 Evaluation of a call

By evaluating a call, indirectly, the performance of the agent that has
done the call, is evaluated. Before a call can be evaluated, a user must
be added for the agent that is evaluated (see: Introduction).
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First select a project for which you want to evaluate calls, in the
drop-down box at the top.

Then, select a call, and click Evaluate, or double-click on the call.
In the screen that opens, the following information is presented:

« Date and time of the call;

*  The direction of the call (incoming or outgoing);
*  The agent that performed the call;

e« The duration of the call;

*  The preliminary or final score.

Click the green arrow download button to playback the recording of
the call, or if available, click the button next to it, to playback the
screen recording.

For each question, choose one of the answers. The evaluation is not
taken into account if not all questions have been answered. The
evaluator can fill in additional Notes about the call or the agent, as
necessary, in the Notes field. When all questions have been answered,
the final score is displayed at the top.

Click Save to store the evaluation of the call.

7.7 Reports

To view and export reports, a user must be administrator or have the
Agent Evaluation Report permission.
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The following reports are available:
Project Reports

This report presents the scores per project. The data in this report
can be filtered on a particular agent. It is possible to view the total
score, or zoom in on the individual questions, by selecting one of the
evaluation forms. It is possible to zoom in further for the details per
call (Evaluated Calls Report).

Agent Reports

This report presents the scores per agent. The data in this report can
be filtered on a particular project. It is possible to view the total score,
or zoom in on the individual questions, by selecting one of the
evaluation forms. It is possible to zoom in further for the details per
call (Evaluated Calls Report).

Evaluated Calls Report

This report presents the call evaluation data per evaluated call. The
data in this report can be filtered on a particular project, and agent.
The score data in this report can also be viewed graphically in a line
or bar chart. These charts can show, for example, how the
performance of an agent has progressed over time.

The report data in tables can be exported to CSV format, for import
in spreadsheet software, or other compatible software. The CSV file is
stored in UTF-8 encoding, using the comma (,) a separator, and the
double quotation mark (") as field start and end marker.
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Example screen with a bar chart of the score:

Agent: [All | Form: | Our First Evaluation Form
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8 GNU General Public License.

Some portions of the device software are covered by the GNU General
Public License. The source code of these portions will be provided
upon request for a charge of no more than the cost of physically
performing the source distribution under the terms of Sections 1 and
2 of the GPL License *) on a medium customarily used for software
interchange;.

If you want to receive the source code, contact Vidicode:

Vidicode Datacommunicatie BV
Blauw-roodlaan 140

2718 SK Zoetermeer

The Netherlands

Tel: +31 7936117181

Fax: +31 793618092

E-mail info@vidicode.com

The GPL License can be found on the Application CD with your CR
Apresa, directory License
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