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1 Prologue

This document is just suit for the following products; it helps you quickly to used cellular Router function and
resolves some common questions.

EL-G285 GPRS Router, 1 LAN
EL-E481 EDGE Router, 1 LAN
EL-C385 CDMA Router, 1 LAN

1.1 Version

Norsion | Date | Description | _ Author

2.00 2010-5-6 Modified Jason

1.2 Referenced Documents

1.3 Notice

The copyright of the document belongs to E-Lins Technology Co., Limited. Copying of this document and
modifying it and the use or communication of the contents thereof, is forbidden without express. Authority,
Offenders are liable to the legal sanction.
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2 Introduction

2.1 Brief

2G Series Router is easy to install, reducing the Reliance on the end customer and enables direct access to
your remote LAN devices for control and monitoring purposes, it enables companies to remotely access
equipment at mobile, remote networks and isolated sites.

2G Series Router is a dedicated ideal data transmission channel for industrial applications. It can be operated
at GPRS or CDMA 1x or EDGE network by selecting a different radio module

2.2 Features

Support multiple protocol conversion
Transparent data transmission

Ethernet and RS-232 interface

Easy To Use and Flexible Intelligent Router
Real-time clock

WEB/Telnet/console management interface
Remote web management

Support radio network data envelope counting
Always-On-Line

Self-diagnostic and alarm output
Local/remote profiles backup and retrieve
Local/remote firmware upgrade

Urgent event alarm via SMS

Built-in DHCP server

Support DMZ host

Firewall and NAT

Support packet filtering

Support data center communication (DTU feature)
Support APN or VPDN

WiFi optional, VPN + IPSec optional

E-Lins Technology Co.,Limited
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2.3 Specification

Please follow the related specification datasheet

2.4 Application

B Access Private Networks

With The 2G Cellular Router, government employees or corporate users can create a wireless network and
provide colleagues with remote access to their secure private networks. It is ideal for off-site situations, such
as crime scenes, where sharing information is critical.

B Special Events

Share the Internet while working at special events. Whether you are at an industry convention, off-site meeting,
sporting event, or backstage at a concert, The 2G Cellular Router can keep your personnel and guests in
touch with the world.

Bl Internet Access for Commuters

By installing the 2G Cellular Router on a bus, train, or even a boat, you can allow passengers to check e-mail
or chat online while commuting. Enhance their experience and increase the value of your services offered with
the 2G Mobile Router.

B Emergency Response

Whether you are providing relief for a natural disaster or coordinating the rescue of a lost hiker, you can
quickly set up a wireless network and allow your team members to access e-mail, go online, and share
important files.

B For the Road

The 2G Cellular Router lets you share a mobile Internet connection with your group when you are on-the-go
for work or play. Stay on top of e-mails, chat with friends and family, get directions, read news, download
music, or shop online.

B Fixed Broadband Solution

The 2G Cellular Router can be used as a fixed broadband Internet solution in homes or offices that do not
have a cable or DSL service available, but are within a compatible mobile wireless network. Conversely, if you
are already subscribing to a mobile Internet service, you can simply use the 2G Mobile Router in your home

instead of paying extra for a wired high-speed Internet connection.
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B Void Surveillance

Industrial Application

. Water, gas and oil flow metering

. Data Monitor and Control

. CCTV, DVR monitor application

. AMR (automatic meter reading)

. Power station monitoring and control

. Remote POS (point of sale) terminals

. ATM machines

. Traffic signals monitor and control

. Fleet management

. Power distribution network supervision
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. Central heating system supervision
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. Weather station data transmission
. Hydrologic data acquisition

. Vending machine

. Traffic info guidance

. Parking meter and Taxi Monitor
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3 Getting Started

3.1 Panel introduction

Power supply interface: DC5V-25V power supply (5V or 12V suggested), Please the fixed necessary
power supply of connection product is ensured voltage and the current parameter
of power supply if customer exchanges with other power supply. Special attention:
If customer has changed the power supply, sometimes can because of twinkling
the current ability and leads to Router product reboot inadequately

Ethernet interface: Can recognize voluntarily crosses or the straight networking winding thread, and
consult 100M voluntarily and 10M's network speed merit ability

Antenna interface: standard SMA antenna interface

3.2 The LED State

In order to know state of module there are four LED lamps, Online, Run, LAN and Cell altogether, and among
them, the concrete explanation is as follows to the different states of pilot lamp representative:

- Online Blink Winked

Online Connected data transmission Failed to connect or
after got the IP when it light on data transmit when light
system with others when the transmitting when it's lighting...

off.
equipment is started
VAN

L Ethernet links normal when it ~ Data transmitting by Ethernet None Ethernet connects
light on interface when lighting

Module wok normall
Cell Yy

The system work LED state explanation

show the state of initialization =~ Run normally and Data

E-Lins Technology Co.,Limited
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I S S

Power supply Onlinel~2s Onlinel~2s

System checking First blink 2 times ~ And then blink 2 times

System checking again First blink 2 times ~ And then blink 2 times

Checking cellular module  The lights winked.  The lights winked.

Start program blink 8s Off
Work normally online Blink blink

3.3 Connect to products

1. Please connect antenna and RJ45 cable with our products,

3.4 Insert SIM Card

Insert SIM card to the SIM Card Slot of the router
Import Notes: When the router is power on, never insert or take out the sim card, which will
cause router damaged.

E-Lins Technology Co.,Limited
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3.5 Login Web

2G Cellular Router contains WEB SERVER, CONSOLE, TELNET and other configuration mode. It is
suitable for different users for configuration operation in local or remote. And the web server is easiest to be
used, so we advice your to used this configuration mode.

3.6 Connection configuration

Router:

192.168.0.254 2 ok Router:
e #7192.168.0.254

Direct Connection
Connect via Hub/Switch

Step 1: Ensure that the computer is on the same network address range as the Router and make it as
your computer’s default gateway and DNS server.

Consult your operating software user manual to determine how to change the IP address on the Ethernet port of the
computer and the default gateway address. In the example below the IP address of the PC has been set to 192.168.0.2
—192.168.0.253 and the default gateway is the default address of the cellular Router (192.168.0.254) and Primary DNS
as 192.168.0.254

For Windows XP the sequence is:
START >>Control Panel >> Network Connections >>Right-Click on Local Area Connection >> Properties
>> |nternet Protocol

Change the computer’s IP address, default gateway and DNS server and then click OK.
It may take a minute or two for the computer to be allocated the new IP address. In some cases, a reboot may be
required

Step 2: To test that there is connectivity between the computer and the Axon, you can ping the Axon
using the ping command at the command prompt. To get to the command prompt in Windows XP, use:
START>>RUN>>cmd
The ping command is entered as follows:

If successful you should see some ping statistics like the following example:

E-Lins Technology Co.,Limited
Add: Bld22., Longxi Garden, Nonglin RD., Futian District, Shenzhen, 518000, China
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.1.26801
soft Cowp.

C:~Documents and Settings“Administrator>ping 192.168.0.254

Pinging 192.168.8.254 with 32 hytes of data:

Reply from 192.168.08.254: time<ims ITL=158
Reply from 192 _.168_8_254: i
Reply from 192 _.168_8_254:

Reply from 192.168.0.254: time<ins

Ping statistics for 192.168.8.254:

Packets: Sent = 4. Received = 4. Lost = B (8% loss).
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

C:“Documents and Settings“Administrator>

1) If having appeared with command: "Request timed out." That indicate PC and 2G cellular Router
are not in the same net section. Please run “IPCONFIG/ALL” under the command model.

Please check the two IP are in the same set. If they are, but still ping successfully, it is possibly wrong in PC ARP.
Recommend run “ARP —D” first. Attention: If appears former error in setting more than one 2G cellular Router, because
the same default IP but different MAR, then it must run “PING” after “ARP —D".

2) Itindicates that no real connect between PC and 2G cellular Router when come out “Destination
host unreachable”. Please check or change the cable after setting the 10M Half model of the Ethernet
card.

3) If still PING blocks up, please whether or not can lead to by PING between your PC and other PC,
and checks up if PC has the software such as fire wall at the same time. If still PING blocks up, please
whether or not can lead to by PING between your PC and other PC, and checks up if PC has the
software such as fire wall at the same time.

3.7 Login WEB configuration

Open IE on your PC, type the follow URL address

E-Lins Technology Co.,Limited
Add: Bld22., Longxi Garden, Nonglin RD., Futian District, Shenzhen, 518000, China
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/2 Login — Windows Intermet Explorer =1 e
IHEE) HwIEE EFQW WERG TAD R
[&] hewp: i1z 188.0. 254 100007 =l 4]l x| 2= Pl
Ve R @ iogin || B - & TED - GIR -
=
I
®
= g
[ Login 1
User Name: admin
Password:
Lozin
|
=t | Googlei=/10 Mlaxai= [T T [ 6 mternet [# 1008 -~ ,

The 2G cellular Router is configured using a web browser as the interface. To log-on to the web server, enter
the IP address of the 2G cellular Router in the browser address window. The default address is
192.168.0.254:10000. A log-on screen should display.

For 2G series cellular Router,
Username: admin Password: 888888

3.8 WEB configuration

If Login successful, the browser should display the following web page,

System status and settings

B3 Systen Info

[# PORT Serial WO 0005TEEOCE0Y System load 10%
[+ NETWORK Firmware Version 6. 3PRE f’l’;t:"‘ actize ODay0Hour Min21Sec
* FIREWALL
[+ vPN
+ SERVICE
é LRT*’EIFFIC LiH TP iddress 182, 168. 0. 254
53 WIZZLRD WiN1 IP Address Dialing... [Refresh]
B Lo DDNS Enable Dizable
'3 PASSWD DNS 202.102.11. 141, 202, 96. 128. 166
[3 FEnOOD Network Mode Gateway
3 LocouT
Enable
Filter Dod Attack Enable Disable
Filter IP Attack Enable Disable
Seszions 16
Ipsec Tunnel a
Number
PPTP haz aszigned IP 1]

E-Lins Technology Co.,Limited
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4 Command configuration

4.1 Router function configuration

If you need to dial-up an internet network, you can configure Router as following steps

4.1.1 Select working mode

It Includes Routing Mode, Transparent Bridge, and Gateway Mode. We advice to used Gateway mode,

default is Gateway mode.
(1) Gateway Mode: If you Router network is connected to Internet

Mode Option

B3 System Info
=! PORT
I.j Mode Option
'.j WAN Seting
5 LN Seting @]
3 802. 116 Seting ® G at evay
| NETWORE

FIREWALL
Note:

+
+
*| VPN 1. In &P mode, wifi iz lan net and eth or 3z iz wan net .
5
+

AP

-| SERVICE so you must config wifi and start wifi
TRAFFIC 2. In Route mode , eth and wifi is lan , 3g iz wan
= 3. The new mode will not take effect until the router reboots.

B Locout

4.1.2 WAN configuration

According to different ISP, WAN configuration include Static IP, ADSL, PPP, DHCP Mode, we usually
choose "PPP modem” for this product.

® Select ppp
There are 4 WAN Ports. Please close WAN 2, WAN3, & WAN4, and click “save button”

E-Lins Technology Co.,Limited
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Wall Setting
Chooze WAN Port |1,|,rp,1.1 1 > WAl Setting |Close w
Way 2
WaN 3 Zpr s
WAN 4 WAN Port

Set WAN 1 Port as following picture setting. And Click “Save Button”

[=] Fouter

WAN Setting
&= Swztem Info
[=] poRT
3 Mode Option Chooze WAN Paort [WAH 1 vl VAN Setting |PPP(modem) vl
B3 WAN Seting
5 LAN Seting Username: iCﬂRD | Fazzword: |I-lil- |
3 802,116 Seting
[+] NETWORE pptp_Username: | i pptp_Paszsword: |I-Ill- |
=
I*| FIREWALL pptp_Server: | | pincode: | |
[+ vem
[ sprvor Eand Rate: [115200 | Local IP: | |
[+] TRAFFIC Dial mumber: E#TTT | Time zchedule: |
3 pTU : o
E3 WITIARD AT Strings: [AT+CSQ OK ATWADZ OK |
3 Los Hetwork Select v|
{3 passwD : —
3 REROOT Cormection Interwval a0 | (Range iz between 20z and 120s)
3 LocouT Get DNS from ISP? O Ho @ TYes
use COMpress ) No & Tes
Whether to use require e
dial? 3 & Na O Tes, Idle time | | zecond
Whether to restrict ST
packet zize? O o @® Tesz, Max 1412 |By‘te
Bandwidth(kbit/s) Upstream: 500 Downstream: 2048 Mac Clone:|

Router—WAN 1 (Example for China Unicom)

And Click “Save Button”, then Click “Reboot Button”.

Notes: This setting is just for Network Provider China Mobile. Please confirm with your Network
Provider for the right local parameters.

Need confirm the following parameters:

1. Dial number - for china unicom, it’s #777

2. Username - for china unicom, it’s card

3. Password - for china unicom, it’s card

4. APN access code — for china mobile, there is no APN access code

The following table is china common setting from different ISP

China mobile *QOr*x] # wap wap AT+CSQ OK AT+CGDCONT=1,"IP","CMNET” OK

China unicom H#ITT CARD CARD AT+CSQ OK AT\&D2 OK

E-Lins Technology Co.,Limited
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Note: “OK” must capital letters in Extra initialization command

4.2 Config VPN

For select this function, you Can configure Router as client and server, how to configure VPN in details?

4.2.1 Configure Router as client

VPN Setting

= System Infa
*| PORT

+ NETWORE

+| FIREWALL

= VBN Add NEN Serting ®client O Server (O Server of client software
&3 1PSEC
{3 IPSEC status
=3 prTP
[E3 PPIP User Hetwork Setting

*| SERVICE [ Virtualizes VPN user as local IP

+| TRAFFIC
= Ty | Support WPN tunnel transmit

(5 wIzz4RD T

=
= passw
{53 REROOT
5 LogouT

[ Dizplay Cormection Status ]

® (1) Config 2G Router as client, if connect Router with other equipment
Select "Client” option and click "Add VPN Setting ” button, then display client web as below

Add Client's VPN Setting
5 System Info L § To succeed VPN commection,
+| PORT User Name(LAN ID) (none) Uzername (ID} and password must
+ Local LAN Fo g o be same az the Server assigned.
E AT et ﬁ]\ ! b We suggest use Username(ID) like : clientl.wpnll.com
+
UL IP Address
=/ VPN
5 IPSEC Subnet Mask
5 IPSEC status : ; ! Bats
& pp1p Femote IP or Domain Name In VPN, routing iz determined by
= - zsubnets’ = IP addresses. 3o the
=J FPTFP User Remote LAN Select | F A w subnets’ s IP addresses can't be
+| SERVICE = conflict with each other, or
¥ TRAFFIC IF Address with that of the server.
23 pTU Subnet Nask
3 WIZZLRD
B oLoG Password
3 PASSWD
55 REBOOT
£ Losout
Save/4pply

User name (local ID): local ID is the name of this connection (host name is default, it must be the same with
2G Router server configuration)

Local LAN password: the same with in the server.
Dynamic IP: Dynamic IP means opposite maybe Dial-up connection, so no input IP Address.

E-Lins Technology Co.,Limited
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4.2.2 Configure Router as Server

Configure 2

3 System Info

+ PORT

*+ WETWORK

# FIREWALL

= VPN

B 1pSEC

3 IPSEC status
&3 pr1P

3 PPIE User
*+| SERVICE

*+| TRAFFIC
= po

E3 WIZZARD
5 Los

3 passvn
23 RER0OOT
5 Losont

G Router parameters as below

Add Server's VPN Setting

User Name (Remote

D)
Local LAN Select i — w For dynamic IP, no need to fill in IF address.
IP
Address Wote:
Subnet In VPN, routing is determined by
Mask subnets’s IF addresses. 3o the
Remote IP or T - subnets’ s IP addresses can’t be
Donain: Nane ..Dyr\amm Tr B conflict with each other, or
with that of the server.
ELERCEERELN Select A “
Ir
Address
Subnet
Mask
FPazzword

Save/Apply

4.2.3 Change login address and password

4.2.4 Change login address

B Syztem Info
=l PORT
E3 Mode Option
3 WAN Seting
B LAN Seting
3 802. 116 Seting

LAN (edit) 192, 168, 0. 254

+| NETWORE
+| FIREWALL [] Broadcast arp information(Prevent arp cheat) zpeed
* YPN

-Apply
+| SERVICE -
+| TRA4FFIC
B oty
j WIZIARD
B Lo
i_.'_=J PASSWD
i:] REBOOT
5 LosouT

LAN (edit): Local Area Network parameter

LAN IP address the default parameter is 192.168.0.254:10000
Subnet Mask: the default parameter is 255.255.255.0

Click "edit” in LAN (edit) tab, Change local IP address.

»% exit

To succeed ¥WPN connection, Remote Usermame(ID] and password must be same as the Client
azzigned. We suggzest use Remote Username(ID) like: clientl.wvpnll.com

2566, 266, 266.0

£/=(1-30)

If you succeed change the login Address is 192.168.100.254:10000, the other PC must be change local IP

address, and its gateway must the same with Router IP
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4.2.5 Change login password

Click "Password” in left menu, and type a new password to change login password

Modify Password

= | Swyztem Info
FOERT
| NETWOEE
FIEEWALL

WEN
SERVICE New Pazsword

*| (%] [#] [#] [+] [+

L TRAFFIC Confirm Password |
B pru ) -
...j WIZZIARD

2 Log

[E3 passwp
[E3 REBOOT
5 Logout

4.3 Production WEB upgrade

Router supplies product upgrade function for users. It have two different upgrade mode, and we suggest used
WEB page mode.

Click “services” in left menu, and select “Upgrade” as following

System upgrade

=] Syatem Info
[+ PORT

*| NETWORK

*| FIREWALL

+ VPN

SEEVICE Bl Hame .' S

g éinIua Seting
5 Upzrade
£3 Backup/Restore
3 Reset

+| TRAFFIC

£33 pTU

3 WIZZARD

£33 Log

3 PASSWD

{£3 REBOOT

3 LocouT

Click “browsing” and select the program file, “update success” appears in the “update promotion status”
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after 3-5minute, otherwise it will show fail.
After the successful upgrade, the Router will reboot, after then, you had better reset factory default.
Attention: during upgrade, never interrupt operation, otherwise the Router can’t work normally

4.4 Factory default

Router supplies factory default function for user setting. It has two different modes, web reposition mode and
reposition jack mode.

4.4.1 WEB mode

Click "services” in left menu, and select "Factory default”.
When you choose “reset factory default”, the system will display as below picture, click "confirm”, the Router
setting will be lost and reset to factory default.

Default username: admin

Default password: 888888

Default IP address: 192.168.0.254

Default Subnet Mask: 255.255.255.0

x|

b ] Warning:
\._‘/ If wou restore to factory defaulty, you will lese the configuration you set before, are you sure?

HLiH

4.4.2 R.. jack mode

You can according to 2.1 chapter about rear panel, Select a” R jack “ between in power and LAN port, used a
pen press the jack about 5 sec, it will restore the system parameter to factory default.
For example, when you forget the web manage password of Router, you can do like this.
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5 WiFi Setting ( for 3G Router only)

WiFi Setting
Click “PORT — 802.11G Setting”, and set as follows picture showing

802.11g 0 exit

= Swatem Info
=| PORT [ start
[£3 Mode Option

B WAl Sating Openration mode P.P v
S-EAN—Seting Charmel 6 v
5 802,115 Seting —
T NEEGR S5ID |star-61
1*| FIREWALL Encryption mode ?_pék,ps-lgémv_
+
ol key | 12345678
|+ SEEVICE =
[#] TRAFFIC hidden | dizahles broadcasts the s=id
j LTU Izolation iz a mode usually zet on
j WIZZARD L e = hotzpots that limits the clientz to
j LOG communicate only with the AP and not with
Ej PASZWD other wirelezz clients
=3 REBOOT
£ LoconT

Set the parameters as above.
a. Config Operation mode as “AP”;
b. Config SSID as you want, for example, “E-Lins Router”
c. You can set the Encryption mode for “psk, psk2” or “wep” or “None”;
and set “key” as the WiFi Access Password;
d. hidden: to hidden the SSID broadcasting. Usually we don’t select this option.
e. isolate: usually we select this option

When activate “Encryption mode”, please input the password in keyl, key2, key3, and key4. Normally we
inputin “key 1.
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[El router
Syztem Info
[+] PORT
[+] NETWORE
[+] FIREWALL
[+| vPN
[+| SERVICE
[*] TRAFFIC
DTU
£ WIZZARD
LOG
PASSWD
REBOOT
LOGOUT

% exit

| start

Openration mode AP v |

Charnel B |

‘ssm |star-81 | |

Encryption mode | wep v |

keyl || | |

‘l«:eyZ [ | |

‘keyS I | |

Ikeyq || | |

hidden ‘ n disables broadcasts the ssid

After all setting for WiFi, from our computer, we can find the SSID we configed.

FE 5
o RlERFIEEERE

< AFEERARALER
b= A

HXAES
JJ THEeERES

sy BEllEIERSERINE

g BilEEiRE

pute s AT e

B LT RIRE PRI B LUEEB| R AR PER R IR B AR R ().

{{TJ
{{TJ
{{TJ
{{TJ

“«q”

/(star—al

P
Y BRESITSMAE HEA)

eVal

EEE

Y BRZSMTSRS
HETICORE

Y BRZSMTSRS
TP-LIRE S003EA

Y BRZSMTSRS
dlink

Y BRESITSMAE HEA)
ChinaNet—9¢CQ

/"'a%g

aufll
anfll]
aallll

aulll

EE O

After connection, you can check the wireless status like above. “star-81” is connected.
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6 NETWORK SETTING

6.1 DHCP

&= System Info

[+| PORT

— W

[=| NETWORE [“|DHCP Serwver

Bl DHCP [auto apply to the IF which iz binded with MAC address.
1 DNS&DDNS Gateway IF |

| toptaonal

3 Static Routing L | {optional)
3 vLAN DNS | | {optional)

i 53 Mac/TP bind Beginning LAN IF address[i{g2 15 0. 100 |

[+] FIREWALL _ '

+| VPN Ending LAN IFP address ilgz_ 163, 0, EEI_EI |

*| SERVICE ) it nise |255. 255, 255, |

[+| TRAFFIC

3 pTU

3 WITZTLRD

53 LoG

3 PasswD

3 REROOT

3 LocouT

DHCP Server: select it
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6.2 DNS & DDNS

3 System Info
+| PORT

- SR DN3 =erwver |
.:j DHCE :EEIE. 102.11. 141

9@ 202, 96, 128. 166

CI5tatic Routing :
5 vLan |
3 Mac/IP bind

+| FIREWALL —— -

+| VPN DDNS Serwer | d}mdns COm v

+| SEEVICE Host Name (HBHE]

+ TRAFFIC Uzer name

3 DT

._j WITZARD Pazsword

B LoG

E3 passwD Erable O Tes® Mo
[£3 REBOOT

3 LocouT
|

DNS Server: input the DNS Server

DDNS Setting:

DDNS Server: choose the correct sever

Host Name: input the host name

User name: input the user name

Password: input the password

Enable: If you use DDNS feature, please click “Yes”
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6.3 Static Routing

| System Info
+| PORT
|=| NETWORK

{23 pHCP

3 DNS&DINS

B3 Static Rout ing

3 vLan
3 Mac/IP bind
[#] FIREWALL

[+ TPN
+| SERVICE

|+ TRAFFIC
B3 pIU

3 WIZZLRD
B3 Log

3 PASSWD
{3 REBOOT
3 Locout

Fage: 1/0

6.4 Mac / IP binding

£3 System Info
[+ PORT
[=| NETWORE
& DHCP
3 DHS&DDNS
ﬁj Static Routing
3 VLaN
B3 Mac/IP bind
[+] FIREWALL
[+ vFH
[+ SERVICE
[+| TRAFFIC
3 pro
3 WIZZIARD
£ Log
£3 PasswD

£3 REEOOT
£3 LocouT

Enable: click to activate

Enable []

Bindeds_
IF (1. 1.1.1 00:13:E8:2D:25:08

[l allow new user

E-Lins Technology Co.,Limited

— Bind one LAW TP addres=z to MAC

| address, e.z.:
182, 168, 2.2 00;0C:29; 49;F0; AC

Indicates we bind IF addre=zs
182, 168, 2. 2 to MAC addre=z=
00:0C:29: 00:F9: AC, Eemember to
keep blank zpace between the
two addreszez. One entry for
gach line. Click below "arp—
table” button to display
current IP-MAC ztatus.

1 arp_table

Save
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7 Firewall Setting

7.1 Options

= Syatem Info
I+ PORT
+| NETWORK
1= FIREWALL
ﬁﬂ Options
..j TimeSchedule
ﬁﬂ IF Manage
..j Fort Manage
ﬁﬂ Port Map
5 IP Map
\.j Strategy
apl
[+ vPH
+| SERVICE

[+] TRAFFIC
3 pru

[E3 WIZZLRD
£ Lo

(£ passwm
[EJ REBOOT
5 Logout

Attacks Prevention

Option

Filter STN attack Threshold:
[ Filter UDF attack Thieshold: |
Filter Ping of Death attack Threshold: .

=]

Filter Tear Drop attack

=

Filter IFP Spoofing attack

&

Precaution on common attacks

O

Prohibit Ping from external
network

i Newly—added

5 Mae:
cornections/ sec/user

[] Maxi concurrent sessions per Maw:
user 4000
] Enable warning log

The log serwer addresza:

7.2 TimeSchedule

3 System Info

+| PORT

|+ NETWORE

= FIREWALL
'j Options
'j TimeSchedule
'j IF Manage
'j Fart Manage
'j Fort Map
5 1F Map
'j Strategy
£ sp1

1+ VPN

*| SEEVICE

*+| TRAFFIC
= pro

Fage:

E-Lins Technology Co.,Limited

1/0

/s Filtered :
| pf= Filtered :

/s Filtered :

|¢10-403

[t100-
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7.3 Port Manage

£ System Info Default

+| PORT

1+ NETWOERE

=/ FIEEWALL
ii_'i (ptions
5 TimeSchedule
3 IP Manage
i'__'i Fort Manaze
3 Port Map
i'__'i IF Map
5 Strategy
3 =pi

*| VPN

1*| SEEVICE

+| TRAFFIC

NetMeeting 1720 TCP/UDP
18] B000, 4000, 443 TCP/UDP
FPTP 47, 1723 TCP/TUDP
SHME 161-182 TCP/TDP
HTP 123 TCP/TUDP
e 0-655835 TCP/TDP
QUAEE 26000, 27000, 27910, 27960 TCP/TUDF
A0L 5190-H184 TCP/TDP
INFO_ADDRESS 17 TCP/TUDF
IEE a00 TCP/TDP

L0 B T s o 1 B O O e B

—_
=

7.4 Port Map

== | System Info
+ PORT
|+ HETWORE
= FIEEWALL
li_'j Options
l'__'fl TimeSchedule
l'__'fl IF Manaze
l'__'fl Port Manage
l'__'fl Port Map
3 IF Map
5 Stratesy
E3 zpi
*| YPN Page: 1/0 1 {- i
|*| SERVICE
+| TRAFFIC

Click “Add button” to add new.

B Syztem Info
*| PORT

+| NETWORE

=/ FIREWALL

—;_j Options Range of Mapping Ports | —
3 TimeSchedule
£ 1P Manage

3 Port NManage
B3 Port Map .
= 1P Map Mapping zerwver*

_.:j Strategy :
B spi Frotocol ALL |s

[+ VPN o 1
Hote: Items with #are mandatory Apply @

*| SERVICE

Fort Rangex [ =

Server
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8 DTU Setting

8.1 DTU Setting

3 Syztem Info
+| PORT

*+| NETWORK

| FIREWALL

| VPN

I+| SERVICE

[+ TRAFFIC
3 oo

3 wIzZarD
3 Lo

3 passyD
{£3 rREBOOT
3 LocouT

+
|+

start
CON SETUR

baudrate

parity

databits

flush char
max char
timeout flush
cloze ppp

start ppp

MET SETUP

Conwvert mode

IF mode

local port
zerver addr

Ferver port

ping frequency

ping
distination

(38400 v

none s

® tranzparent () ipcomm

® tep O udp

1700
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9 Addenda

9.1 Terminology

Internet A network of computer networks which operates world-wide using a common set
of communications protocols.

GPRS Short for General Packet Radio Service, a standard for Cellular communications
which runs at speeds up to 115 kbps

SIM Subscriber Identity Module — a small rectangular piece of plastic with a layer of
copper. It is provided as part of a mobile telephone service.

ISP: Internet Service Provider
DDNS: Dynamic Domain Name Server
9.2 FAQ

® Recover Router Configuration

1. Enter the “web” page, choose the “default and reboot” then can recover the default parameters.

2. Hardware recovers: Power off, shortcut between the RS232 point 2 and point 3, product can be
recovered the default parameters in 40’s after power on.

® Factory Default

1. Default serial port parameters: 115200, 8, N, 1.
2. Default IP & Web port: 192.168.0.254:10000

3. Default user and password in TELNET: guest
4. Default super password in CONSOLE: router

® Trouble Shooting

Ethernet work abnormally:

1. Please run “ARP —D” if ping abnormally.

2. Please set up Ethernet interface in 10M, half model if Ethernet connection unstable.
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3. Invalid in new IP cause by forgetting save the change in time, please sign in default IP and save the
change after enter a new IP.

® Others

1) Please check the following items in “status” of the “appear” menu.

2) The character string of the card number is beginning for “898603, it shows the CDMA UIM card had been
inserted.

3) The value of the signal strength is between 15-31. It is better more than 20; please connect the local
China Unicom for the weak signal less than 15.

4) Confirm owing fee, you can get the information of “Please check data network or your outlay” in terminator.
It shows the system can’t build the connection with GPRS/CDMA cause by the weak signal or owing fee.

5) Please check if set in a model of “short connect, invalid detail automatic”.

6) Please download the data of product by using “debug ppp all’ command in terminator, then contact with
our technocrat.
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