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Introduction

The Router is a highly ADSL2+ Integrated Access Device and can support ADSL
link with downstream up to 24 Mbps and upstream up to 1 Mbps. It is designed to
provide a simple and cost-effective ADSL Internet connection for a private Ethernet
or 802.11g/802.11b wireless network. The Router combines high-speed ADSL
Internet connection, IP routing for the LAN and wireless connectivity in one
package. It is usually preferred to provide high access performance applications for
the individual users, the SOHOs, and the small enterprises.

The Router is easy to install and use. The Modem connects to an Ethernet LAN or
computers via standard Ethernet ports. The ADSL connection is made using
ordinary telephone line with standard connectors. Multiple workstations can be
networked and connected to the Internet by a single Wide Area Network (WAN)
interface and single global IP address. The advanced security enhancements,
packet filtering and port redirection, can help protect your network from potentially
devastating intrusions by malicious agents from outside your network.

Network and Router management is done through the web-based management
interface that can be accessed through the local Ethernet using any web browser.
You may also enable remote management to enable configuration of the Router via
the WAN interface.

The embedded 802.11g wireless access point provides Internet access and
connectivity to the Ethernet for 802.11g and 802.11b wireless workstations. IEEE
802.11g is fully compatible with IEEE 802.11b wireless devices. The 802.11g
standard supports data transfer with rate up to 54 Mbps. The wireless access point
of router supports common security protocols that are used for wireless LAN
including 64/128 bits WEP encryption, 802.1x, WPA and WPA2.

1.1 Application

Home gateway

SOHOs

Small enterprises

TV over IP (IPTV)

Higher data rate broadband sharing
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Shared broadband internet access
Audio and video streaming and transfer
PC file and application sharing

Network and online gaming

1.2 Features

ADSL2+ interface complied with G.dmt, Glite, T1.413, G.992.3
(ADSL/ADSL?2), G.992.5(ADSL2+), Annex A, Annex L.

Hardware ATM segmentation & reassembly engine with CBR, rt- VBR,
nrt-VBR, UBR- with-PCR, UBR

4 x 10/100BASE-T/TX Ethernet switch ports

IEEE802.11 b/g compatible Wireless Access Point

Support 64/128-bit WEP, 802.1x, WPA, and WPAZ2 for wireless security
Telnet, HTTP Web Management, TFTP, FTP for Firmware Upgrade

VPN Pass Through on L2TP, PPTP, IPSec

Transparent Bridging among 10/100 Mbps Ethernet and 802.11g wireless
LAN

Configuration file backup and restore

Simple web based status page displays a snapshot of your system
configuration, and links to the configuration pages.

Support DHCP server/client/relay

Support self-learning bridge (IEEE 802.1D Transparent Bridging)

Support 64 learning MAC addresses at least

Support IP source and destination routing

Support address Filtering, UPnP, NAT, NAPT, DMZ, IP QoS

Supporting up to 16 PVCs

Support ATM forum UNI3.0, 3.1 and 4.0 Permanent Virtual Circuits (PVCs)
Support ITU-T i.610F4/F5 OAM

Command Line Interface via serial port, telnet, or ssh

Date/time update from SNTP Internet Time Server

Three level login including local admin, local user and remote technical
support access

Service access control based on incoming interface: WAN or LAN

Protect DOS attacks from WAN/LAN: SYN flooding, IP surfing, ping of Death,
fraggle,- UDP ECHO (port 7) , teardrop, land.
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PAP (RFC1334), CHAP (RFC1994), MSCHAP for PPP session.
Support auto channeling for wireless

Support a main SSID and a guest SSID for wireless

Support RTS/CTS, Segment function for wireless

Support STA Mutual isolation for wireless

Support SES for wireless

support WDS for wireless

Support Hide SSID for wireless

Support MAC Access/Deny List for wireless

WMM support for wireless

PRE 54M: -66 dBm@10%PER; 11M: -80 dBm@8%PER for wireless
Industry standard and interoperable DSL interface

1.3 Wireless Specifications

Item

Description

Network Standard

e |EEE 802.11b
e |EEE 802.11g

Frequency Range

2.40 GHz~2.4835 GHz ISM Band

e 3802.11b: DBPSK, DQPS, CCK

Modulation
e 802.11g: BPSK, QPSK, 16QAM, 64QAM
20 dBm (Max). Typ.
RF Power (Max). Typ. 18 dBm @Normal Temp Range,
802.11g: Typ. 15 dBm @ Normal Temp Range
Access User
. 50 Pcs~80 Pcs/AP (Proposal)
Quantity
® 11 (US and Canada)
Channels ® 13 (Europe and China)
) ® 14 (Japan)
AP Capacity
® 802.11.b: 1 Mbps, 2 Mbps, 5.5 Mbps,
11 Mbps

Auto-sensin
u 9| o 802.11g: 6 Mbps, 9 Mbps, 12 Mbps,

Data Rate
18 Mbps, 24 Mbps, 36 Mbps, 48
Mbps, 54 Mbps
Payload Rate 1 Mbps DBPSK @ 0.81 Mbps




Item Description

2 Mbps DQPSK @ 1.58 Mbps
5.5 Mbps CCK @ 4.07 Mbps
6 Mbps BPSK @ 4.64 Mbps
9 Mbps BPSK @ 6.55 Mbps
11 Mbps CCK @ 7.18 Mbps
12 Mbps BPSK @ 8.31 Mbps
18 Mbps QPSK @ 11.5 Mbps
24 Mbps 6QAM @ 14.18 Mbps
36 Mbps 16QAM @ 18.31 Mbps
48 Mbps 64QAM @ 23.25 Mbps
54 Mbps 64QAM @ 26.12 Mbps

Security 64-bit/128-bit WEP, 802.1x, WPA, WPA2

User Isolation MAC Level

) ® Eth Interface MAC Filter: Support

MAC Filter .
® Vacancy MAC Filter: Support
® DHCP Client & Static IP: Support

Authentication ® 802.1X and Radius Client: Support
® DHCP Server: Support

. e Outdoor: 120m~400m

Radio Cover Rage
® Indoor: 35m~100m

Antenna Type Internal Diversity with Connector. 2 dBi

1.4 Compliance Certificates

FCC Class B

CE Mark

1.5 Standards Compatibility and Compliance

RFC 2684 multi-protocol Encapsulation over ATM Adaptation Layer 5
RFC1483 Multi-protocol Encapsulation over ATM Adaptation Layer 5
RFC2364 PPP over ATM ALL5 (PPPoA)
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RFC2516 PPP Over Ethernet (PPPOE)
RFC1662 PPP in HDLC-like Framing
RFC1332 PPP Internet Protocol Control Protocol

RFC1577/2225 Classical IP and ARP over ATM (IPoA)

RFC1483R

RFC894 A Standard for the Transmission of IP Datagrams over Ethernet

Networks

RFC1042 A standard for the Transmission of IP Datagrams over |IEEE 802

Networks

MER (a.k.a IP over Ethernet over AALS5)
Support ALG (Application Level Gateways)
ITU G.992.1 (G.dmt)

ITU G.992.2 (Gllite)

ITU G.994.1 (G.hs)

ITU G.992.3 (ADSL2)

ITU G.992.5 (ADSL2+)

ANSI T1.413 issue 2

IEEE802.3

IEEE802.3u

IEEE 802.11b

IEEE 802.11g

1.6 Supported Encapsulation

RFC 1483 bridge

RFC 1483 Router

Classical IP over ATM (RFC 1577)
PPP over ATM (RFC 2364)

PPP over Ethernet (RFC 2516)

1.7 Environment Requirements

Operating temperature: 0°C~40°C (32°F to 104°F)
Storage temperature: -20°C~70°C (-4°F to 158°F)
Operating humidity: 10%~95%, non-condensing
Storage humidity: 5%~95%, non-condensing
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1.8 System Requirements

Recommended system requirements are as follows:

° Pentium 233 MHZ or above

° Memory: 64 Mbps or above

° 10M Base-T Ethernet or above

®  Windows 9x, Windows 2000, Windows XP, Windows ME, Windows NT
° Ethernet network interface card

The following information is very helpful for your ADSL configuration. To keep a
record for reference, fill in the column as follows.

Collect the following information from your ADSL service provider.

Item Description Enter
Information in
This Column

Most users are not required to change
this setting. The virtual path identifier
(VPI) is used in conjunction with the
virtual channel identifier (VCI) to identify
the data path between the network of
your ADSL service provider and your
VPI computer. If you set up the Router for
multiple virtual connections, you need to
configure the VPI and VCI as instructed
by your ADSL service provider for
additional connections. You can change
this setting by accessing the WAN menu
of the web management interface.

Most users are not required to change
this setting. The VCI used in conjunction
with the VPI to identify the data path
between the network of your ADSL
VCl service provider and your computer. If
you set up the Router for multiple virtual
connections, you need to configure the
VPI and VCI as instructed by your ADSL
service provider for additional




Item

Description

Enter
Information in
This Column

connections. You can change this setting
by accessing the WAN menu of the web
management interface.

Connection

and

Encapsulation

Type

This is the method your ADSL service
provider uses to transmit data between
the Internet and your computer. Most
users use the default PPPOE/PPPOA
connection type. The Setup Wizard can
be used to configure a PPPoE/PPPoA
connection type. You may need to specify
one of the following connection types:
PPPoE LLC, PPPoA LLC and PPPoA
VC-MUX. Other available connections
and encapsulation combinations must be
configured by using the Web manager.
These include the Bridge Mode (1483
Bridged IP LLC or 1483 Bridged IP
VC-MUX), Static IP (Bridged IP LLC,
1483 Bridged IP VC-MUX, 1483 Routed
IP LLC, 1483 Routed IP VC-MUX or
IPoA), etc.

User|

name

This is the user name used to log in to the
network of your ADSL service provider. It
is usually in the form of user@isp.com.
Your ADSL service provider uses this to
identify your account.

Password

This is the password used, in conjunction
with the user name previously mentioned,
to log in to the network of your ADSL
service provider. It is used to verify the
identity of your account.




Necessary information about your DSL Router Residential Gateway is as follows.
Item Description Enter

Information in
This Column

This is the IP address you enter in the
Address field in the Web browser to access
the configuration graphical user interface
(GUI) of the gateway. The default IP address
is 192.168.1.1 and it is referred to as the
“Management IP” address in this User
Manual. You can change this to suit any
desired IP address scheme. This address is
the basic IP address used for DHCP service

on the LAN when DHCP is enabled.

LAN This is the subnet mask used by the DSL
Subnet Router, and is used throughout your LAN.
Mask for | The default subnet mask is 255.255.255.0.
the DSL | You can change it later.

Router

LAN IP
addresses
for the
DSL
Router

This is the user name used to access the
management interface of the gateway, when
Username | you attempt to connect to the device through
a web browser. The default username of the
Router is admin. It cannot be changed.

This is the password required when you
access the management interface of the
gateway. The default password is admin. It
cannot be changed.

Password

Necessary information about your LAN or computer is as follows.

Iltem Description Enter
Information in
This Column

If your computer has an Ethernet NIC, you can
connect the DSL Router to this Ethernet port
using an Ethernet cable. You can also use the
Ethernet ports on the DSL Router to connect to
other computer or Ethernet devices.
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Item Description Enter
Information in
This Column

By default, your DSL Router Residential
Gateway is configured as a DHCP server. This
means that it can assign an IP address, a
subnet mask, and a default gateway address

DHCP

Client to computers on your LAN. The default range
of IP addresses that the DSL Router assigns is

status

from 192.168.1.2 to 192.168.1.254. You need
to set your computer (or computers) to Obtain
an IP address automatically (that is, to set
computers as DHCP clients.)

1.9 Safety Cautions

Follow the announcements below to protect the device from risks and damage
caused by fire and electric power.

° Use volume labels to mark the type of power.

° Use the power adapter that is packed within the device package.

° Pay attention to the power load of the outlet or prolonged lines. An
overburden power outlet or damaged lines and plugs may cause electric
shock or fire accident. Check the power cords regularly. If you find any
damage, replace it at once.

° Proper space left for heat radiation is necessary to avoid any damage
caused by overheating to the device. The holes are designed for heat
radiation to ensure that the device works normally. Do not cover these heat
radiant holes.

° Do not put this device close to a place where a heat source exits or high
temperature occurs. Avoid the device from direct sunshine.

° Do not put this device close to a place where is over damp or watery. Do not
spill any fluid on this device.

° Do not connect this device to any PC or electronic product, unless our

customer engineer or your broadband provider instructs you to do this,
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because any wrong connection may cause any power or fire risk.
° Do not place this device on an unstable surface or support.

1.10 LED Status Description

1.10.1 Front Panel

Power DSLInternet— Ethermnet—— g ay

@ ¢ © @ @ @@ O @
4 3 2 1

Indicator Status Description
Off The power is off.
The power is on and the device operates
Green
normally.
The power is self-testing.
Power The device enters the console mode of
Red the boot loader.
The self-testing of the power fails if the
LED is always red.
Blink Red Upgrading software.
Off No signal is detected.
DSL Slow Blink Green | The DSL line is transferring.
Fast Blink Green The DSL line is training.
Green The DSL line connection is established.
Off No PPPoA or PPPoE connection
The PPPoA or PPPOE connection is
Green established. The users can access the
Internet Internet.
Device attempts to become IP connected
Red but fails (no DHCP response, no PPPoE

response, PPPOE authentication failed,
no IP address from IPCP, etc.)
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Indicator Status Description
Off No Ethernet signal is detected.
. The user data is passing through Ethernet
Ethernet | Blink Green
port.
Green Ethernet interface is ready to work
Off No radio signal is detected.
) The user data is passing through WLAN
WLAN Blink Green
port.
Green WLAN interface is ready to work.

1.10.2 Rear Panel

1 2 3 4 12vDe
OW (ww(ww E .o
ANT LINE Ethernet Power Reset (O
Interface Description
ANT Wireless antenna
LINE RJ-11 port, using the telephone line to connect the modem
with the ADSL cable or splitter.
Ethernet RJ-45 port, connect the modem to a PC or other network
1~4 device.
PWR Power supplied port, plug in for power adapter that the power
input is 12V DC, 1 A.
To restore the factory default, keep the device powered on
Reset and push a needle into the hole. Press down the button about
3 seconds and then release.
CD Power switch

2 Hardware Installation

The DSL Router has three separate interfaces, an Ethernet LAN, a wireless LAN

and an ADSL (WAN) interfaces. Place the Router in a location where it can be

connected to the various devices as well as to a power source. The Router should
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not be located where it is exposed to moisture or excessive heat. Ensure that
cables and the power cord are placed safely out of the way so they do not create a
tripping hazard. As with any electrical appliance, observe common sense safety
procedures.

The Router can be placed on a shelf or desktop, ideally you should be able to see
the LED indicators in the front, as you may need to view them for troubleshooting.

2.1 Choosing the Best Location for Wireless
Operation

Many environmental factors may affect the effective wireless function of the DSL
Router. If this is the first time that you set up a wireless network device, read the
following information.
The access point can be placed on a shelf or desktop, ideally you should be able to
see the LED indicators in the front, as you may need to view them for
troubleshooting.
Designed to go up to 100 meters indoors and up to 300 meters outdoors, wireless
LAN lets you access your network from anywhere you want. However, the numbers
of walls, ceilings, or other objects that the wireless signals must pass through limit
signal range. Typical ranges vary depending on types of materials and background
RF noise in your home or business. For optimum range and signal strength, use
these basic guidelines.
° Keep the numbers of walls and ceilings to the minimum:
The signal emitted from wireless LAN devices can penetrate through ceilings
and walls. However, each wall or ceiling can reduce the range of wireless
LAN devices from 1 ~ 30 miters. Position your wireless devices so that the
number of walls or ceilings obstructing the signal path is minimized.
° Consider the direct line between access points and workstations:
A wall that is 0.5 meters thick, at a 45-degree angle appears to be almost 1
meter thick. At a 2-degree angle, it appears over 14 meters thick. Be careful
to position access points and client adapters so the signal can travel straight
through (90° angle) a wall or ceiling for better reception.
° Building materials make difference:
Buildings constructed using metal framing or doors can reduce effective
range of the device. If possible, position wireless devices so that their
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signals can pass through drywall or open doorways. Avoid positioning them
in the way that their signal must pass through metallic materials. Poured
concrete walls are reinforced with steel while cinderblock walls generally
have little or no structural steel.

Position the antenna for best reception:

Play around with the antenna position to see if signal strength improves.
Some adapters or access points allow you to judge the strength of the
signal.

Keep your product away (at least 1~2 meters) from electrical devices:

Keep wireless devices away from electrical devices that generate RF noise
such as microwave ovens, monitors, electric motors, etc.

2.2 Connecting the ADSL Router

See the following figure. Connect the DSL port of the DSL Router with a
telephone cable.

Connect the LAN port of the DSL Router to the network card of the PC via an
Ethernet cable.

Plug one end of the power adapter to the wall outlet and connect the other
end to the PWR port of the DSL Router.

The following figure displays the connection of the DSL Router, PC, and

telephones.
1 2 3 a4 _1vDc ,
COwW wWwwwE . O
ANT  DSL Ethernet power Reset @ |
Wall outlet Rd«11 RJ-a5

with ADSL Service

Power Adapler

PC 1)

Pawer Outlet

Talephene Set Telephone Sat
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2.3 Factory Reset Button

The Router may be reset to the original factory default settings by depressing the
reset button for a few seconds while the device is powered on. Use a ballpoint or
paperclip to gently push down the reset button. Remember that this wipes out any
settings stored in the flash memory, including user account information and LAN IP
settings. The device settings are restored to the following factory defaults: the IP
address is 192.168.1.1, subnet mask is 255.255.255.0, user name for
management is admin, and password is admin.
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3 Introduction to Web Configuration

The first time you setup the Router. It is recommended that you configure the WAN
connection using a single computer, to ensure that both the computer and the
Router are not connected to the LAN. Once the WAN connection operates properly,
you may continue to make changes to Router configuration, including IP settings
and DHCP setup. This chapter is concerned with using your computer to configure
the WAN connection. The following chapter describes the various menus used to
configure and monitor the Router, including how to change IP settings and DHCP
server setup.

3.1 Preparation Before Login

Before accessing the Modem, ensure the communication between PC and Modem

is normal. Check the communication as follows.

° Configure the IP address of the PC as 192.168.1.X (2~254), net mask as 255.
255.255.0, gateway address as 192. 168.1.1 (for customized version,
configure them according to the actual version).

° Enter arp -a in the DOS window to check whether the PC can read the MAC
address of the Modem.

WINNT'\system32\cmd.exe

Microsoft Windows 2000 [Uersion 5.80.2195]
(C) Copyright 1985-2008 Microsoft Corp.

C:\Documents and Settings\Administrator>arp -a

Interface: 10.81.86.7 on Interface 0x1000003
Internet Address Physical Address Type
10.61.84.88 00-00-39-bS-B7-2c dynamic
10.61.84.185 00-cO-df-b3-1c-04 dynamic
10.81.87.254 00-Ba-8a-99-b2-00 dynamic

C:\Documents and Settings\Administrator>

° Ping the management IP address (192.168.1.1 by default) of the Modem.
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If the PC can read the MAC address of the Modem and can ping through the
management IP address of the Modem, that means the communication of the PC
and the Modem is normal.

5] INNT isystem32icmd.exe
(C) Copyright 1985-2000 Microsoft Corp.

C:\Documents and Settings\Administrator>arp -a

Interface: 10.61.86.7 on Interface 0x1000003
Internet Address Physical Address Type
10.61.84.86 00-80-39-b5-67-2¢ dynamic
10.61.84.165 00-c0-df-b3-1c-04 dynamic
10.61.87.254 00-6a-8a-99-b2-00 dynamic

:\Documents and Settings\Administrator>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 t?meﬂﬂms TTL=255
192.168.1.1: bytes=32 time<10ms TTL:=255
i

192.168.1.1: bytes=32 time<i18ms TTL:=255
Reply from 192.168.1.1:

bytes=32 time<10ms TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = B@ms, Maximum = Oms, Auerage = Oms

C :\Documents and Settings\Administrator>,

Note: When you manage the Modem through Web, you must keep the Modem
power on. Otherwise, the Modem may be damaged.

3.2 Logging In to the Modem

The following description is a detail “How-To” user guide and is prepared for first
time users.

3.2.1 First-Time Login

When you log in to the DSL Router for the first time, the login wizard appears.

Step1  Open a Web browser on your computer.

Step 2  Enter http://192.168.1.1 (DSL router default IP address) in the address bar.
The login page appears.

Step 3  Enter a user name and the password. The default username and password
of the super user are admin and admin. The username and password of
the common user are user and user. You need not enter the username
and password again if you select the option Remember my password.
It is recommended to change these default values after logging in to the
DSL router for the first time.

Step 4  Click OK to log in or click Cancel to exit the login page.
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Connect to 19216811

D5L Rouker
ser name: |ﬁ admin Iil
Password: |-oooo |

[“]Remember my passwaord:

l ols I [ Cancel ]

After logging in to the DSL router as a super user, you can query, configure, and
modify all configurations, and diagnose the system.

You need to reboot the DSL router to enable your modification or configuration
effective in some cases, for example, after you modify the PVC configuration.
Some modification, such as adding a static route, takes effect at once, and does
not require modem reboot.

3.3 DSL Router Device Information

Click Device Info and you can view the following information.
Summary

WAN

Statistics

Route

ARP

DHCP

3.3.1 Summary of Device Information

Click Summary and the following interface appears.
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BROADCOM.

Device Info

Board ID: 06338L-2M-EM
Device Info
Software Yersion: 3.12L.01.A2pB023k. d20k _rc2
Summary
WAN Bootloader (CFE) ¥Yersion: |(before 1.0.37-3k.d20k_rc2
Statistics Wireless Driver Yersion: |[4.174.64.18.cpel.0sd
Route
ARP This infarmation reflects the current status of your DSL connectian,
DHCP
Quick Setup Line Rate - Upstream (Kbps):
Advanced Setup Line Rate - Downstream (Kbps):
Wireless LAN IPv4 Address: 192.168.1.1
Diagnostics Default Gateway:
Management .
Primary DNS Server: 192.168.1.1
Secondary DNS Server: 192.168.1.1

° LAN IPv4 Address: the management IP address.

° Default Gateway: In the bridging mode there is no gateway. In other modes,
it is the address of the uplink equipment, for example, PPPOE/PPPOA.

) DNS Server: In the PPPoE / PPPOA mode, it is obtained from the uplink
equipment. In the bridging mode, there is no DNS Server address and you
can manually enter the information.

3.3.2 WAN Interface Information

Click WAN and the following page appears. The WAN Info page displays the
status and the connect or disconnect button, depending on the selected connection
mode.
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WAN Info

VLAN |Con. . P4
Device Info port/vpr/ver | YL | category | Service | nterface |Protocol Igmp | QoS | State | Status |
Summary
AN 0/0/3s off 1 UBR br_0.0_35|nas 0035 Bridge | M4 |Disabled |Enabled |Unknown

Statistics

Route

ARP
Advanced Setup
Wireless

Diagnostics

Management

3.3.3 Statistics of LAN

Choose Statistics > LAN and the following page appears. You can query
information of packets recevied at the Ethernet and wireless interfaces. Click
Reset Statistics to restore the values to zero and recount them.

Device Info
Summary
WAN

Statistics

WAN
ATM
ADSL
Route
ARP
Advanced Setup

Wireless
Diagnostics

Management

Statistics —- LAN

Interface Received Transmitted
Bytes (Pkts|Errs|Drops Bytes |Pkts [Errs Drops

Ethernet ethl|0 u] u] u] u] [u] u] u]

Ethernet ENET |519270(4112|0 u] 1462874 4307 (0 u]

Use u] u] u] u] u] [u] u] u]

Wireless 18585 172 |0 u] 27434 220 |0 u]

Reset Statistics

3.3.4 Statistics of WAN

Click Statistics > WAN and the following page appears. You can query information
of packets recevied at the WAN interfaces. Click Reset Statistics to restore the
values to zero and recount them.
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Statistics -- WAN

Service MPL/VCIProtocol| Interface Received Transmitted
Device Info thesttsFrrsprupsHvtesttsFrrsprups
Summary br_0_n_3s5(0/0/35 Bridge has_ 0035 0 [0 [0 [ O o [ofo o
WAN
Statistics

LAN Reset Statistics

ATM
ADSL
Route
ARP
Advanced Setup

wireless

Diagnostics

Management

3.3.5 Statistics of ATM

Click Statistics > ATM and the following page appears. You can query information
of packets recevied at the ATM interfaces. Click Reset to restore the values to zero
and recount them.

ATM Interface Statistics

n In In In
T Port I DOAM
Device Info n |out | m o[ o fmwaid| T (e | Y feiveait| O n gRo
Summary Octets |Octets (Errors |Unknown Errors Vpi Vi Enable Errors Cells Type CRC Errors
Errors Errors
WAN Errors Errors
Statistics ] ] ] ] ] ] ] ] ] ] ] ]
LAN
WAN AALS Interface Statistics
ATM In Dut In Ucast Dut Ucast In Dut In Dut
ADSL Octets | Octets Pkts Pkts Errors | Errors | Discards | Discards
Route 1) 1) o o 0 o o 0
ARP
Advanced Setup AALS VCC Statistics
wireless WPI/YCI |CRC Errors |SAR Timeouts |Oversized SDUs |Short Packet Errors |Length Errors
Diagnostics 0/35 i} o 1] a 0
Management
Reset | Close

3.3.6 Statistics of ADSL

Click Statistics > ADSL and the following page appears.
If the DSL line is activated, the window shows as follows.
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Device Info

Summary

WAN

Statistics
LAN
WAN
ATM

ADSL

Route

ARP
Advanced Setup
Wireless
Diagnostics

Management

Statistics — ADSL

Mode:

Type:

Line Coding:

Gtatus: Lirk: Dot

Link Power State: ]
DownstreamUpstream

ISNR Margin (dB):

Attenuation (dB):

Output Power (dBm):

iAttainable Rate (Kbps):

Rate (Kbps):

Super Frames:

Super Frame Errors:

RS Words:

RS Correctable Errors:

RS Uncorrectable Errors:

HEC Errors:

0OCD Errors:

LCD Errors:

Total Cells:

Data Cells:

Bit Errors:

Total ES:

Total SES:

Total UAS:

ADSL BER. Test

Feset Statistics

Click Reset Statistics at the bottom to restore the values to zero and recount

them.
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3.3.6.1 ADSL BER Test

Click ADSL BER Test to perform a bit error rate (BER) test on the DSL line. The
test page is as follows.

‘B http:/f192 168.1. 1/berstart. tst?berStat I ] S

ADSL BER. Test - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by transferring idle cells containing a known
pattern and comparing the received data with
this known pattern to check for any errors.

Select the test duration below and click "Start",

Tested Time {sac): IEEI vI
Startl Close |

[ -
The Tested Time (sec) can be 1, 5, 10, 20, 60, 120, 180, 240, 300, or 360. Select
a time and click Start. The following pages appear.
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A http://192.168.1.1 /besruntstobies lime=20 - Microsoft ...

ADSL BER Test - Running
The A4DSL BER test is in progress. The connection
speed is 25391 Kbps, The test will run for 20

seconds.

Click "Stop" to terminate the test.

|

| 4 Internet
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ADSL BER Test - Result

The ADSL BER test completed successfully.

Test Time (sec):

20

Total Transferred
Bits:

0x000000001B69BSE0

Total Error Bits:

0x0000000000000000

Error Ratio:

|0.00+00

Close

Note: If the BER reaches e-5, you cannot access the Internet.

3.3.7 Route Table Information

Click Route, and if the system is in the default configuration, the following page
appears.

Device Info
Summary
WAN

Statistics

ARP
Advanced Setup
Wireless
Diagnostics

Management

Device Info - Route

Flags: U -up, ! - reject, G - gateway, H - host, R - reinstate
D - dynamic (redirect), M - modified (redirect),

Destination

Gateway

Subnet Mask

Flag

Metric

Service

Interface

192.168.1.0

0.0.0o

255.255.255.0

U

u]

brd
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If the configuration of modem is as PPPoE/PPPoA dial-up, the page shows

different.

3.3.8 ARP Table Information

Click ARP and the following page appears. You can query the MAC and IP address
information of the equipment attached to the modem.

Device Info

Summary
WAN
Statistics

Route

Device Info — ARP

IP address

Flags

HW Address

Device

192.168.1.4

Complete

00:1000F:19:91.C1

br

ARP

Advanced Setup

wireless
Diagnostics

FManagement

3.4 Advanced Setup

3.4.1 WAN Configuration

Click Advanced Setup > WAN, and the following page appears, so you can modify

and configure the WAN interface.

Device Info

Advanced Setup

wide Area Network (WAN) Setup

Chonse Add, Edit, or Remove t configure WAN interfaces
Chonse Save/Rebioot t apply the changes and reboot e systerm

WAN

LAN

Security

Parental Control

Quality of Service

Routing

DSL

PSec

Certificate
wireless
Diagnostics
Management

Port/Vpi/ Vi \:VLI:,‘N E;]D"' Category | Service | Interface |Protocol |Igmp | QoS | State |Remove | Edit
0/0/35 off | 1 UBR  |br_0.0_35 |nas_0_0 35| Bridge | W/A |Disabled |Enabled | [ Edit

add | Remove | Sawe/Rsboot
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Note: After a PVC is deleted or modified, the system must be rebooted. Otherwise,
the maodification does not take effect.

Click Add, Edit, or Remove to configure WAN interface.

Click Save/Reboot to save the madification, and reboot the modem to make the

modification effective.

The section shows you how to add PVC.

3.4.1.1 PPPoE Configuration

This section describes the procedure for adding PVC 8/35 (PPPOE mode).
Step 1 Click Add and the following page appears. In this page, you can modify
VPI/VCI, service categories, and QoS.

ATM PVC Configuration
This screen allows you t configure an ATM PYC identifier (PORT and VP and VCI) and select a service categary, Otherwise choose
an existing interface by selecting the checkbo to enabike it

Device Info
PORT: [03] [
Advanced Setup =l
WAN vPL [0255] B
K] veL [32-65535] 35
Security

Parental Control
X 5 YLAN Mux - Enabile Multiple Pratocols Over a Single PYC [T
Quality of Service

Routing
Service Category [UBR Without PCR v
DsL
IPsec Enable Quality Of Service
Certificate
wireless Enabling packet level QuS for & PVC improves performance for selected classes of spplications. QoS cannot be set for CBR and

Realtime YBR, QoS consumes system resources; therefare the number of PYCs will be reduced, Use Advanced Setup/ Quality

Diagnostics :
of Service o assign priorities for the applications.

Management

Enzble Quality Of Service &

®  VPI: Virtual path between two points in an ATM network. Its valid value range
is from O to 255.

° VCI: Virtual channel between two points in an ATM network. Its valid value
range is from 32 to 65535 (1 to 31 are reserved for known protocols).

° Service Category: UBR Without PCR/UBR With PCR/CBR/Non Realtime
VBR/Realtime VBR.

[ Enable Quality Of Service: Enable or disable QoS.

In this example, PVC 8/35 is to be modified and the default values of service

category remain. In actual applications, you can modify them as required.

After proper modifications, click Next and the following page appears.

Step 2 In this page, you can modify the Internet connection type and

encapsulation type.
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Device Info

Advanced Setup
WAN
LAN
Security
Parental Control
Quality of Service
Routing
DSL
IPSec
Certificate
Wireless
Diagnostics

Management

Connection Type
Select the type of network protocol for IP over Ethernet as WaN interface
0 PP over ATH (PPPOA)

% PPF over Ethernet (PPPOE)

' MAC Encapsulation Routing (MER)

1P over ATM (IPos)

€ Bridging

Encapsulation Mode

ILLC/SNAP*BRIDGING -
Back Nextl

Change the connection type of PVC 8/35 to PPP over Ethernet (PPPOE) and set
the Encapsulation Mode to LLC/SNAP-BRIDGING (according to the uplink

equipment).

Enable the 802.1q VLAN tag value.

Note: that 802.1q VLAN tagging is only available for PPPoE, MER, and Bridge.

Click Next and the following page appears.

Step 3 In this page, you can modify the PPP user name, PPP password,
authentication method, and so on.
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PPP Username and Password

PP Usually requires that you have & user name and password t establish your connection. In the baxes below, enter the User
Device Info name and password that your ISP has provided to you

Advanced Setup
WAN
LAN

PPP Username:

Security

Parental Control PR Passward:

Quality of Service FFFCOE Service Name:

Routing Authentication Method: | ATTO =

DSL

PSec [T Enable Fullcone HAT

Certificate
Wireless ™ Dial on demand ¢with idle timenut timer)
Diagnostics
Management

PPP [P extension

Use Static [P address

Refry PPP password on authentication error

oo aa

Enable PPP Detiug Mode

a

Bridge PPROE Frames Between AN and Local Forts (Defautt Enabled)

PPP Username: The correct user name that your ISP provides to you.

PPP Password: The correct password that your ISP provides to you.

PPPoE Service Name: If your ISP provides it to you, please enter it. If not, do not
enter any information.

Authentication Method: The value can be AUTO, PAP, CHAP, or MSCHAP.
Usually, you can select AUTO.

Dial on demand (with idle timeout timer): If this function is enabled, you need to
enter the idle timeout time. Within the preset minutes, if the modem does not detect
the flow of the user continuously, the modem automatically stops the PPPOE
connection. Once it detects the flow (like access to a webpage), the modem
restarts the PPPOE dialup.

If this function is disabled, the modem performs PPPOE dial-up all the time. The
PPPOE connnection does not stop, unless the modem is powered off and DSLAM
or uplink equipment is abnormal.

PPP IP extension: If this function is enabled, the WAN IP address obtained by the
modem through built-in dial-up can be directly assigned to the PC being attached
to the modem (at this time, the modem connects to only one PC). From the aspect
of the PC user, the PC dials up to obtain an IP addres. But actually, the dial-up is
done by the modem.

If this function is disabled, the modem itself obtains the WAN IP address.
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Use Static IP Address: If this function is disabled, the modem obtains an IP
address assigned by an uplink equipment such as BAS, through PPPoE dial-up.If
this function is enabled, the modem uses this IP address as the WAN IP address.

After entering the PPP user name and password, click Next and the following page

appears.
In this page, you can modify the service name, and enable or disable the IGMP
multicast and WAN service.

Enable IGMP Multicast, and WAN Service

Enable IGMP Multicast [T

Enable \Wal Service W

Service Mame Ipppue_D_El_BS_l

Back | et |

Enable IGMP Multicast: IGMP proxy. For example, if you wish that the PPPoE
mode supports IPTV, enable this function.

Enable WAN Service: Enable it, unless you do not want to active the PVC.

Click Next and the following page appears.

This page shows all the configuration. You can view the default values of NAT
enable and Firewall enable.
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WAN Setup - Summary

IMake sure that the settings below match the settings provided by your ISP,

PORT / ¥PI / ¥CI: |0/8/35

Connection Type: |PFRoE

Service Name: pppoe_0_8 35 1

Service Category: (UER

IP Address: sutomatically Assigned
Service State: Enabled
NAT: Enabled
Firewall: Enabled

IGMP Multicast: Disabled

Quality Of Service: |Ensbled

Click "Sawve" to save these settings. Click "Back" ta make any madifications.
MOTE: You need to reboot to activate this WaN interface and further configure services over

this interface.
Back | Save |

To save the settings, click Save. To make any modifications, click Back. After you

click Save, the following page appears.

Note: You need to reboot the modem to activate this WAN interface and further
configure services in this interface.

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WaN interfaces,
Choose Save/Reboot to apply the changes and reboot the systerm.

Port/¥pi/¥Yci \:1‘:: E;]D"' Category Service Interface |Protocol | Igmp QoS State |Remove | Edit
0/0/35 Off 1 UBR br_0_0_35 nas_0_0_35 Bricige NS Disabled | Enabled r Edit
0/8/33 off 1 UBR pppoe_0 8 35 1 |ppp 0.8 35_1| PPPOE | Disabled | Enabled |Enabled - Edit

Add | Remove Save/Reboot
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3.4.1.2 PPPoA Configuration

This section describes the procedure for adding PVC 8/35 (PPPOA mode). Click
Add and the following page appears. In this page, you can modify VPI/VCI, service
categories, and QoS.

ATM PVE: Configuration
This screen allows yau o configure an AT PC identifier (PORT and VFI and VCI) and select a service categary. Otherwise choose
an existing Interface by selecting the checkbox t enable i,

Device Info

Advanced Setup FORT: (03] L
WAN wPl [0255] [
LAN eI [32-65535] 35
Security

Parental Control

Quality of Service WLAN Mux - Enable Multiple Protocols Over a Single PYC 7

Routing

el Service Categoryi[UBR Without PCR v

e Enable Quality Of Service

Certificate
wireless Enzbling packet level QoS for a PYC improves perfor mance for selected classes of applications. QoS cannot be set for CBR and
Diagnostics Realtime YBR, Q0S consurmes system resources; therefore the nurmber of PYCs will be reduced. Use Advanced Setup/ Quality

of Service tn assign priorities for the applications

Management

Enahle Quality Of Service 7

Back | Mext

In this example, PVC 8/35 is to be modified and the default values of service
category remain. In actual applications, you can modify them as required.

After proper modifications, click Next and the following page appears.

In this page, you can maodify the Internet Connection Type and Encapsulation Type.
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Connection Type

Select the type of network protocol for IP over Ethernet as WaN interface

" PPF aver Ethernet (PPPaE)

' MAC Encapsulation Routing (MER)
1P aver AT (IPo&)

' Bridging

Encapsulation Mode
| VC/MUE =]

Back | Mesxt |

Change the connection type of PVC 8/35 to PPP over ATM (PPPoA) and set the
Encapsulation Mode to VC/MUX (according to the uplink equipment). Click Next
and the following page appears.

In this page, you can modify the PPP Username, PPP Password, Authentication
Method, and so on.
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PPP Username and Password

PPP uzually requires that you have 2 user name and password to establish your connection, In the boxes below, enter the user
name and password that your ISP has provided to you,

PPP Username:

FFP Pasgword:
PPPoE Service Name:
Authentication Method: [AUTO =l

T Enzhle Fullcone MaT

[T Dial on demand {with idle timeout timer)

PPP IP extension

Use Static IP Address

Retry PPP pazsword on authentication error

o3 on

Enzble PPP Debug Mode

=

Bridge PPPOE Frames Bebween Wal and Local Ports (Default Enatiled)

After entering the PPP user name and password, click Next and the following page
appears.

In this page, you can modify the service name, and enable or disable the IGMP
multicast and WAN service.

Enable IGMP Multicast, and WAN Service

Enable IGMP rMulticast [

Enable WaM Service W

Service Mame Ipppua_l_B_SS_l

Back | Mext |
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Click Next and the following page appears.

This page shows all the configuration. You can view the default values of NAT
enable and Firewall enable.

WAN Setup - Summary

MWake sure that the settings below match the settings provided by vour ISP,

PORT / ¥PI/ WCI: |1/8/35

Connection Type: |PFPo&

Service Name: pppoa_1_8_35_1

Service Category: |LUER

IP Address: Autormatically Assigned
Service State: Enabled
NAT: Enabled
Firewall: Enabled

IGMP Multicast: Disabled

Quality Of Service: |Enabled

Click "Save" to save these settings. Click "Back” to make any modifications.
MOTE: *ou need to reboot to activate this WAN interface and further configure services over this interface.

To save the settings, click Save. To make any modifications, click Back. After you
click Save, the following page appears.
Note: You need to reboot the modem to activate this WAN interface and further

configure services in this interface.
Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WaN interfaces.
Choose Save/Reboat to apply the changes and reboot the system.

Port/ Vpi/¥ci \t:\: l:Iu[:] " | category Service Interface |Protocol | Igmp QoS State |Remove | Edit
0/0/35 off 1 UBR. br_0_0_35 nas_0_0_35 Bridge RIS Disabled |Enabled r Edit
1/8/35 Off 1 UBER. pppos_1 8 35_1 |ppp_1_8_35_1| PPPoA | Disabled |Enabled |Enabled r Edit

Add| Remove Save/Reboot

3.4.1.3 MER Configuration
This section describes the procedure for adding PVC 8/35 (MER mode).
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Click Add and the following page appears. In this page, you can modify VPI/VCIs,
service categories and QoS.

Device Info

Advanced Setup

WAN

LAN

Security

parental Control

Quality of Service

Routing

DsL

IPSec

Certificate
wireless
Diagnostics

Management

ATM PVC Configuration
This screen allows you to configure an ATM PYC identifier (FORT and VR and YCT) and select a service category, Otherwise choose
an existing interface by selecting the checkbox 1 enable it

PORT: [0-3] 1
v [o-2ss] o

el [32-65535] [A5

VLA M - Enable Multiple Frotocols Over a Single FVC 7

Service Category [UER Without PCR v]

Enable Quality Of Service

Enbling packet level Qa5 for & PVC improves performance for selected classes of applications. QoS cannot be set for CBR and
Realtime VER. QoS consumes system resources; therefre the number of FYCs will be reduced, Use Advanced Setup/Quality

of Service o assign priorities for the applications.

Enable Quality Of Service [ |

In this example, PVC 8/35 is to be modified and the default values of service
category remain. In actual applications, you can modify them as required.

After proper modifications, click Next and the following page appears.

In this page, you can modify the Internet connection type and encapsulation type.
Change the connection type of PVC 8/35 to MAC Encapsulation Routing (MER)
and set the Encapsulation Mode to LLC/SNAP-BRIDGING (according to the
uplink equipment).
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Connection Type

Select the type of netwark protocol for IP over Ethernet as WAl interface
" PPP over ATM (PPPo&)
' PPP aver Ethernet (PPPOE)

&iC Encapsulation Routing (MER)

1P over ATM (IPos)

" Bridging

Encapsulation Mode
|LLC/ SNAP-BRIDGING ~|

Back | Nextl
Click Next and the following page appears.

In this page, you can modify the WAN IP address, default gateway, and DNS server
settings.
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WAN IP Settings

Enter information provided to you by your ISP to configure the Wak TP settings.

Motice: DHCP can be enabled for PYC in MER mode or TP aver Ethernet as WaN interface if "Obtain an IP address autornatically” is
chosen.Changing the default gateway or the DNS effects the whole systern, Configuring them with static values will disable the
automatic assignment from DHCP or other WAN connection,

If you configure static default gatesway ower this PYC in MER mode, you must enter the IP address of the remote gateway in the
"Uge [P address". The "Use WalN interface” is optional.

@ Obtain an IP address automatically
€ Use the following IP address:
WA IPv4 Address:

AN Subnet Mask:

@ Obtain default gateway automatically
© Use the following default gateway:
[T Use IPv4 Address:

T Use waM Interface:  [mer_1_8_35/ %

& Ohtain DNS server addresses autarnatically
€ Use the following DNS server addresses:
Primary DS sarver:

Secondary DNS server:
Back | Mext

Obtain an IP address automatically: The modem obtains a (WAN) IP address
automatically and at this time it enables DHCP client functions. The WAN IP
address is obtained from the uplink equipment like BAS and the uplink equipment
is required to enable the DHCP server functions.

Use the following IP address: If you want to manually enter the WAN IP address,
select this check box and enter the information in the field.

WAN IPv4 Address: Enter the IP address of the WAN interface provided by your
ISP.

WAN Subnet Mask: Enter the subnet mask concerned to the IP address of the
WAN interface provided by your ISP.

Obtain default gateway automatically: Obtain the IP address of the default
gateway assigned by the uplink equipment such as BAS.

Use the following default gateway: If you want to manually enter the IP address
of the default gateway, select this check box and enter the information in the fields.
Use IPv4 Address: Enter the gateway of the WAN interface provided by your ISP.

Use WAN Interface: As to BAS equipment, it is the IP address of the downlink
interface.

Obtain DNS server address automatically: To obtain the IP address of the DNS
server assigned by the uplink equipment such as BAS.
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Use the following DNS server addresses: If you want to manually enter the IP
address of the DNS server, select this check box and enter the information in the
fields.

Primary DNS server: Enter the IP address of the primary DNS server.
Secondary DNS server: Enter the IP address of the secondary DNS server
provided by your ISP.

After proper modifications, click Next and the following page appears.
In this page, you can modify the service name, and enable or disable the NAT,
firewall, IGMP multicast, and WAN service.

Network Address Translation Settings

Metwork address Translation (NaT) allows you to share one Wide area Network (Wan) IP address
for multiple computers on your Local Area Network (LAN),

Enable MaAT ¥

Enable Fullcone MAT [T

Enable Firewsa

Enable IGMP Multicast, and WAN Service

Enable IGMF Multicast [T

Enable WwaM Service W

Service Mame: Imer_1_8_35
Backl Nextl

Enable NAT: Select it to enable the NAT functions of the modem. If you do not
want to enable NAT and wish the modem user to access the Internet normally, you
must add a route on the uplink equipment. Otherwise, the access to the Internet
fails. It is normal to enable NAT.

Enable Firewall: Enable or disable IP filtering.

Enable IGMP Multicast: IGMP proxy. For example, if you wish that the MER mode
supports IPTV, enable this function.

Enable WAN Service: Enable it, unless you do not want to active the PVC.
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Click Next and the following page appears.
This page shows all the configuration.
WAN Setup - Summary

MWake sure that the settings below match the settings provided by your ISP,

PORT / ¥PI / ¥CI: |L/5/35

Connection Type: |MER

Service Name: mer_1_8_35

Service Category: |LUBR

IP Address: Asutomatically sssigned
Service State: Enabled
MWAT: Enabled
Firewall: Enabled

IGMP Multicast: Dizablzd

Quality Of Service: |Enabled

Click "Sawe" to save these settings. Click "Back" to make any modifications.
MOTE: You need to reboot to activate this WaN interface and further configure services over this

interface,
Back | Save |

To save the settings, click Save. To make any modifications, click Back. After you

click Save, the following page appears.

Note: You need to reboot the modem to activate this WAN interface and further
configure services in this interface.

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remaove to configure WaN interfaces.
Choose Save/Reboot to apply the changes and reboot the system,

< | VLAN | Con. ) ]
Port/Vpi/vci on Category | Service | Interface |Protocol | Igmp QoS | State |Remove | Edit

Mux | ID

0/0/35 off 1 LBR. br 0.0 35 [nas_0_0_35| Bridge N Disabled | Enabled r Edit

1/2/35 off 1 LBR. mer_1_8_35 |nas_1_8_35 MER. Disabled | Enabled | Enabled r Edit

Add Remnvel Save/Reboot

41



3.4.1.4 IPoA Configuration

This section describes the procedure for adding PVC 8/35 (IPoA mode).
Click Add and the following page appears. In this page, you can modify VPI/VClIs,

service categories, and QoS.

ATM PYC Configuration
Thiz screen allows you to configure an AT PYC identifier (PORT and YPI and YCI) and select a service category. Otherwise
choose an existing interface by selecting the checkbox to enable it.

PORT: [0-2] |1
WP [0-255] |8

WCI: [32-65535] |35

YLAN Muy - Enable Multiple Protocaols Over a Single PYC T

Service Cateqory:|UBR Without PCR =

Enable Quality Of Service

Enabling packet level QoS for a PVYC improves performance for selected classes of applications, QoS cannot be set for CBR and
Realtime ¥BR, QoS consumes systermn resources; therefore the number of PYCs will be reduced. Use Advanced Setup/Quality
of Service 1o assign priorities for the applications,

Enable Quality Of Service |7

In this example, PVC 8/35 is to be modified and the default values of service
category remain. In actual applications, you can modify them as required.

After proper modifications, click Next and the following page appears.

In this page, you can modify the Internet connection type and encapsulation type.
Change the connection type of PVC 8/35 to IP over ATM (IPoA) and set the
Encapsulation Mode to LLC/SNAP-ROUTING (according to the uplink
equipment).
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Connection Type

Select the type of netwaork protocol for IP aver Ethernet as Wal interface
' PPP aver 4T (PPPO&)

' PPP aver Ethernet (PFPoE)

' MaC Encapsulation Rauting (MER)

& 1P aver ATM (IPos)

' Bridging

Encapsulation Mode
|LLC/ SHAP-ROUTING |

Back | Nextl
Click Next and the following page appears.

In this page, you can modify the WAN IP, default gateway, and DNS server
settings.
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WAN IP Settings
Enter information provided to you by your ISP to configure the WaN IP settings.

Motice: DHCP is not supported in IPoA rmode. Changing the default gateway or the DNS effects the whole
systern. Configuring them with static values will disable the automatic assignment frorm other WaR
connection.

WaAN TP Address: I
WAl Subnet Mask: I

[T Use the following default gateway:
7 Use IP sddress:
™ Use WaN Interface: |ipoa_1_8_35/ipa_1_B8_35 =

[T Use the following DNS server addresses:

Primary DMNS server: I
Secondary DMNS server: I

Back | Mext |

WAN I[P Address: Enter the IP address of the WAN interface provided by your ISP.
WAN Subnet Mask: Enter the subnet mask concerned to the IP address of the
WAN interface provided by your ISP.

Use the following default gateway: If you want to manually enter the IP address
of the default gateway, select this check box and enter the information in the fields.
Use IP Address: Enter the gateway of the WAN interface provided by your ISP.
Use WAN Interface: As to BAS equipment, it is the IP address of the downlink
interface.

Use the following DNS server addesses: If you want to manually enter the IP
address of the DNS server, select this check box and enter the information in the
fields.

Primary DNS server: Enter the IP address of the primary DNS server.

Secondary DNS server: Enter the IP address of the secondary DNS server
provided by your ISP.

After proper modifications, click Next and the following page appears.

In this page, you can modify the service name, and enable or disable the NAT,
firewall, IGMP multicast, and WAN service.
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Network Address Translation Settings

Metwork Address Translation (MAT)Y allows you to share one \Wide Area Metwork (WAN) IP address for
multiple cormputers on your Local Area Metwork (LAND,

Enable MNAT

Enable Fulloone MAT [0

Enable Firewall W

Enable IGMP Multicast, and WAN Service

Enable IGMF Multicast [T

Enable \WamM Service W

Service Mame: Iipoa_l_El_SS
Backl Nextl

Enable NAT: Select it to enable the NAT functions of the modem. If you do not
want to enable NAT and wish the modem user to access the Internet normally, you
must add a route on the uplink equipment. Otherwise, the access to the Internet
fails. Normally, NAT should be enabled.

Enable Firewall: Enable or disable IP filtering.

Enable IGMP Multicast: IGMP proxy. For example, if you wish that the IPoOA mode
supports IPTV, enable this function.

Enable WAN Service: Enable it, unless you do not want to active the PVC.

Click Next and the following page appears.This page shows all the configuration.
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WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

PORT / ¥PI / ¥CI: |0/6/35

Connection Type: |IFoa

Service Name: poa_1 833

Service Category: |UBR

1P Address: 192.168.1.5
Service State: Enabled
NAT: Enabled
Firewall: Enabled

IGMP Multicast: Disabled

Quality Of Service: |Enabled

Click "Save" 10 save these settings. Click "Back" to make any modifications.
MOTE: You need to reboot to activate this WaN interface and further configure services aver this interface.

Back | Save |

To save the settings, click Save. To make any modifications, click Back. After you

click Save, the following page appears.

Note: You need to reboot to the modem to activate this WAN interface and further
configure services in this interface.

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WAN interfaces,
Choose Save/Reboot to apply the changes and reboot the systerm,

YLAN |Con.
Port/Vpi/ Vi Mux :I: Category | Service Interface |Protocol | Igmp QoS State |Remove | Edit
0/0/35 Off 1 UBR br 0035 |nas_0_0_35| Bridge RPN Disabled | Enabled r Edit
0/8/35 off 1 UBR ipoa_1_8_35 |ipa_0_8_35 IPod Disabled | Enabled |Enabled r Edit

add | Remove Save/Rebont |

3.4.1.5 Bridge Configuration

This section describes the procedure for adding PVC 8/35 (IPoA mode).

Click Add, and the following page appears. In this page, you can modify VPI/VCls,
service categories, and QoS.
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ATM PYC Configuration
This screen allows you to configure an ATK PYC identifier (PORT and WPI and YWCI) and select a service
category, Otherwise choose an existing interface by selecting the checkbox to enable it

PORT: [0-3] |1
YPT: [0-255] |8

YOI [32-65535] [35

YLAM MU - Enable Multiple Protocols Over a Single PYC [T

Service CaiEgDry:IU‘BR Without PCR vl

Enable Quality Of Service
Enabling packet level QoS for & PYC improves performance for selected classes of applications, QoS cannot be

get for CBR and Realtirme YBR, QoS consurmes systemn resources; therefore the number of PYCs will be
reduced, Use Advanced Setup/Quality of Service to assign priorities for the applications,

Enable Quality Of Service @

Back | Mext |

In this example, PVC 8/35 is to be modified and the default values of service
category remain. In actual applications, you can modify them as required.

After proper modifications, click Next and the following page appears.

In this page, you can modify the Internet connection type and encapsulation type.
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Connection Type

Select the type of network protocol for IF over Ethernet as WaN interface
' PPP over ATM (PPPO&)

' PPF over Ethernet {PPPoE)

' MAC Encapsulation Routing (MER)

1P over ATH (PO

& Bridging

Encapsulation Mode
|LLC/ SHAP-ERIDGING |

Back | Mesxt |

Click Next and the following page appears.
In this page, you can modify the service name.

Unselect the check box belovws to disable this WAN service

Enable Bridge Service: W

Service Marme: Ibr_l_El_BS

Back | Mest |
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Enable Bridge Service: Enable it, unless you do not want to active the PVC.
Click Next and the following page appears.
This page shows all the configuration.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

PORT / ¥PI / VCI: |1/2/35

Connection Type: |Bridge

Service Name: br 1 28 325

Service Category: [LER

1P Address: Mot Applicable
Service State: Enzbled
NAT: Disabled
Firewzall: Disabled

IGMP Multicast: Mot Applicable

Quality Of Service: |Ensbled

Click "Save" to save these settings. Click "Back" to make any rmodifications.
MOTE: You need to reboot to activate tis WAN interface and further configure services over this interface.

Back | Save |

To save the settings, click Save. To make any modifications, click Back. After you
click Save, the following page appears.

Wide Area Network (WAN) Setup

Choose Add, Edit, or Rernove to configure WaN interfaces,
Choose Save/Reboot 1o apply the changes and reboot the system,

Port/vpi/ Vi \:I'::: C;: * |Category | Service | Interface |Protocol [Igmp | QoS State |Remove | Edit
0/0/35 Off 1 LBR br_0_0 35 |nas_0_0_35| PBridge Mfe | Disabled | Enabled r Edit
1/8/35 Off 1 LBR br_1 G 35 |nas_ 1 8 35| Bridge MAE | Enabled |Enabled r Edit

Add | Remaowe Save/Reboot

Note: You need to reboot the modem to activate this WAN interface and further
configure services in this interface.
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3.4.2 LAN Configuration

In this interface, you can modify and configure IP Address and DHCP Server.
If the mode is bridge, the interface shows as below.

Local Area Network (LAN) Setup

Configure the DSL Router IP Address and Subnet Mask for LAN interface, Sawve button only saves the Lan configuration data,
Device Info Save/Reboot button saves the L configuration data and reboots the router to make the nesw configuration effective.
Advanced Setup

WAN [P Address: 192,168, 1.1
AR | Subnet Mask [pss 255.255.0

Security

Parental Contral
Quality of Service
Routing ™ Erable IGMP Snooping
@ Standard Made

0 Blocking Mode

DsL

IPSec

Certificate
wireless
Diagnostics
Management

Enable IGMP Snooping: It is used to Bridge mode.
If the mode is router, the interface shows as follows.

Local Area Network (LAN) Setup

Configure the DSL Router IP Address and Subnet Mask for LAN interface. Save button only saves the LAN configuration data.
Save/Reboot button saves the LaM configuration data and reboots the router to make the new configuration effective,

Device Info

Advanced Setup

IP Address: 192.168.1.1
WAN
Subnet Mask: 255.255.255.0
LAN j

NAT
i ¥ Enable UPrP

Security

Parental Control " Enable IGMP Snooping

Quality of Service & Standard Mode

Routing € Blacking Mode

DNS

DSL " Digable DHCP Server

1PSec @ Enable DHCP Server

Certificate StartIP Address:  [192.168.1.2
wireless End 1P pddress;  [192.168,1.254
Diarpostics Subnet Mask: [pos 255, 255.0
Management

g Leased Time (hour)[F4

Static IP Lease List: Please click on Save/Reboot button to make the new configuration effective. (& maxirum 32 enfries can
be configured)

MAG Address 1P Address [Remove ‘

Add Enfries | Remove Enfries |

I™ Configure the second IP Address and Subnet Mask for LAN interface

Save | Save/Reboot
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3.43 NAT

3.4.3.1 Overview
Setting up the NAT Function

The DSL router is equipped with the network address translation (NAT)
function. With address mapping, several users in the local network can
access the Internet via one or more public IP addresses. All the local IP
addresses are assigned to the public IP address of the router by default.
One of the characteristics of NAT is that data from the Internet is not allowed
into the local network unless it is explicitly requested by one of the PCs in the
network. Most Internet applications can run behind the NAT firewall without
any problems. For example, if you request Internet pages or send and
receive e-mails, the request for data from the Internet comes from a PC in
the local network, and so the router allows the data to pass through. The
router opens one specific port for the application. A port in this context is an
internal PC address, via which the data is exchanged between the Internet
and a client on a PC in the local network. Communicating via a port is
subject to the rules of a particular protocol (TCP or UDP).

If an external application tries to send a call to a PC in the local network, the
router blocks it. There is no open port via which the data could enter the local
network. Some applications, such as games on the Internet, require several
links (that is. several ports), so that players can communicate with each
other. In addition, these applications must also be permitted to send
requests from other users on the Internet to users in the local network.
These applications cannot run if NAT is activated.

Using port forwarding (the forwarding of requests to particular ports), the
router is forced to send requests from the Internet for a certain service, for
example, a game, to the appropriate port(s) on the PC on which the game is
running. Port triggering is a special variant of port forwarding. Unlike port
forwarding, the DSL router forwards the data from the port block to the PC
which has previously sent data to the Internet via a certain port (trigger port).
This means that approval for the data transfer is not tied to one specific PC
in the network, but rather to the port numbers of the required Internet service.
Where configuration is concerned, you must define a so-called trigger port
for the application and also the protocol (TCP or UDP) that this port uses.
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You then assign the public ports that are to be opened for the application to
this trigger port. The router checks all outgoing data for the port number and
protocol. If it identifies a match of port and protocol for a defined trigger port,
then it opens the assigned public ports and notes the IP address of the PC
that sent the data. If data comes back from the Internet via one of these
public ports, the router allows it to pass through and directs it to the
appropriate PC. A trigger event always comes from a PC within the local
network. If a trigger port is addressed from outside, the router simply ignores
it.

Note:

° An application that is configured for port triggering can only be run by one
user in the local network at a time.

° After public ports are opened, they can be used by unauthorized persons to
gain access to a PC in the local network.

° When the DSL router is supplied, the NAT function is activated. For example,
all IP addresses of PCs in the local network are converted to the public IP
address of the router when accessing the Internet. You can use NAT settings
to configure the DSL router to carry out the following tasks.

° For functions described as follows, IP addresses of the PCs must remain
unchanged. If the IP addresses of the PCs are assigned via the DHCP
server of the DSL router, you must disable DHCP server as the settings in
the local network menu entry for the lease time or assign static IP addresses
for the PCs.

You can enable or disenable the NAT function. By default, the NAT function is

enabled.

3.4.3.2 NAT-Virtual Server Setup

By default, DSL router blocks all external users from connecting to or
communicating with your network. Therefore, the system is safe from hackers who
may try to intrude into the network and damage it.

However, you may want to expose your network to the Internet in limited and
controlled ways in order to enable some applications to work from the LAN (for
example, game, voice, and chat applications) and to enable Internet access to
servers in the home network. The port forwarding feature supports both
functionalities. This topic is also referred as Local Servers.
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The port forwarding page is used to define applications that require special
handling by DSL router. All you need to do is to select the application protocol and
the local IP address of the computer that is using or providing the service. If
required, you may add new protocols in addition to the most common ones
provided by DSL router.
For example, if you wanted to use a file transfer protocol (FTP) application on one
of your PCs, you would simply select FTP from the list and enter the local IP
address or host name of the designated computer. All FTP-related data arriving at
DSL router from the Internet henceforth is forwarded to the specific computer.
Similarly, you can grant Internet users access to servers inside your home network,
by identifying each service and the PC that provide it. This is useful, for example, if
you want to host a Web server inside your home network.
When an Internet user points his/her browser to DSL router external IP address,
the gateway forwards the incoming HTTP request to your Web server. With one
external IP address (DSL router main IP address), different applications can be
assigned to your LAN computers, however each type of application is limited to use
one computer.
For example, you can define that FTP uses address X to reach computer A and
Telnet also uses address X to reach computer A. But attempting to define FTP to
use address X to reach both computer A and B fails. DSL router, therefore,
provides the ability to add additional public IP addresses to port forwarding rules,
which you must obtain from your ISP, and enter into the IP addresses pool. Then,
you can define FTP to use address X to reach computer A and address Y to reach
computer B.
Additionally, port forwarding enables you to redirect traffic to a different port instead
of the one to which it was designated. For example, if you have a Web server
running on your PC on port 8080 and you want to grant access to this server to any
one who accesses DSL router via HTTP.
To accomplish this, do as follows:
Step 1 Define a port forwarding rule for the HTTP service, with the PC IP or host
name.
Step 2 Specify 8080 in the Forward to Port field.
All incoming HTTP traffic is forwarded to the PC running the Web server on port
8080. When setting a port forwarding service, ensure that the port is not used by
another application, which may stop functioning. A common example is when using

53



SIP signaling in Voice over IP, the port used by the gateway VolP application (5060)

is the same port, on which port forwarding is set for LAN SIP agents.

Note: Some applications, such as FTP, TFTP, PPTP and H323, require the support
of special specific application level gateway (ALG) modules in order to
work inside the home network. Data packets associated with these
applications contain information that allows them to be routed correctly. An
ALG is needed to handle these packets and ensure that they reach their
intended destinations. DSL router is equipped with a robust list of ALG
modules in order to enable maximum functionality in the home network.
The ALG is automatically assigned based on the destination port.

Virtual servers are configured for this purpose.

192.168.1.1
(LAN IP Address)

B < — I
DSL MODEM
192.168.1.10 203.70.212.52 192.168.1.20
'Web Server) (WAN IP Address) (FTP Server)
Internet

Http://203.70.212.52 Ftp://202.70.212.52
(Remote PC using (Remote PC using
Web Server) FTP Server)

Adding Port Forwarding
Step 1 To set up virtual servers for a service, select Advanced Setup > NAT >
Virtual Servers, and click Add.

54



Step 2
Step 3
Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

NAT -- Virtual Servers

Select the gervice name, and enter the server IP address and click "Save/apply" to forward IP packets for this service to the
specified server. NOTE: The "Internal Port End" cannot be changed. It is the same as "External Port End" normally and
will be the same as the "Internal Port Start" or "External Port End" if either one is modified.

Remaining number of entries that can be configured:32

Seryer Mame:
@ Select a Service: |Select One =

€ Custom Server: I

Server IF Address:  [192.168.1.

Save/apply
External Port StartExternal Port End| Protocol [Internal Port Startfinternal Port End| Remote Ip
P =]
o I |
P =]
P =]
P =]
P x|
o I |
P =]
P =]
P =]
P x|
o I |
Save/spply

Figure 1 Adding virtual servers

Select a service or enter a custom server.

Set Server IP Address.

Enter the server IP address of the computer that provides the service (the
server in the local host field). Note that unless an additional external IP
address is added, only one LAN computer can be assigned to provide a
specific service or application.

Set External Port Start and External Port End.

Select Protocol.

Set Internal Port Start and Internal Port End.

Enter Remote IP.

Click Save/apply to apply the settings.

If the application you require is not in the list, manually enter the information.
Select the protocol for the service you are providing from the Protocol drop-down
list. Under External Port, enter the port number of the service you are providing. In
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the Internal Port field, enter the internal port number, to which service requests are
to be forwarded. In the Local IP Address field, enter the IP address of the PC that
provides the service.

Example
The Web server is configured to react to requests on port 8080. However, the
requests from websites enter the Web server via port 80 (standard value). If you
add the PC to the forwarding table and define port 80 as the public port and port
8080 as an internal port, all requests from the Internet are diverted to the service
with port 80 on the Web server of the PC you have defined with port 8080.

Deleting Port Forwarding
Step 1 Select the Remove check box.

Step 2  Click Remove to apply the settings.

3.4.3.3 Port Triggering

If you configure port triggering for a certain application, you need to determine a
so-called trigger port and the protocol (TCP or UDP) that this port uses. You then
assign the public ports that are to be opened for the application to this trigger port.
You can select known Internet services or manually assign ports or port blocks.
Adding Port Triggering
Step 1  To set up port triggering for a service, select Advanced Settings > NAT >
Port Triggering, and click Add.

\

Remaining number of entries that can be configured:32

Application Narne:
Device Info & Sglect an application: | Select Ome |
Advanced Setup € Custom application: l—
WAN
LAN Save/apply
NAT
virtual Servers [frigger Port StartTrigger Port End|Irigger ProtocolOpen Port StartOpen Port EndDpen Protocol
Port Triggering ’7 ’— TCP - [ |
DMZ Host TP = TCF j
ALG
Security TF j P j
Parental Control TCP =l TCP |
Quality of Service TCF ﬂ TCFP j
Routing
ohS P x| x|
DSL TCF - TCP |
1PSec P x| x|
Certificate
Wireless Save/Apply
Diagnostics

Step 2 Select the required application from the Select an application drop-down
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list, or manually enter the information in the Custom application field.
° Trigger Port Start and Trigger Port End: enter the port that is to be
monitored for outgoing data traffic.
° Trigger Protocol: select the protocol that is to be monitored for outgoing
data traffic.
° Open Protocol: select the protocol that is to be allowed for incoming data
traffic
° Open Port Start and Open Port End: enter the port that is to be opened for
incoming traffic.
Step 3  Click Save/Apply to apply the settings.
Removing Port Triggering
Step 1 Select the Remove check box.
Step 2  Click Save/Apply to apply the settings.

3.4.3.4 DMZ Host

Rttp://10.11.102.34

10.11.102.35

—

INterNelf cs——

DSL Router

LAN IF

¥AN IP Address Address:192.168.1.1
10.11.102. 34

E - w i
S, b 5 Y
9 \ K 0
5 N B "\

192.168.1.4 (MZ Host)
192.168.1.2 182 160 1% 192.168.1.5
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Figure 2 DMZ host

The demilitarized military zone (DMZ) host feature allows one local computer to be

exposed to the Internet. This function is applicable for:

° Users who want to use a special-purpose Internet service, such as an
on-line game or video conferencing program, that is not presented in the port
forwarding list and for which no port range information is available.

° Users who are not concerned with security and wish to expose one
computer to all services without restriction.

Note: A DMZ host is not protected by the firewall and may be vulnerable to attack.
This may also put other computers in the home network at risk. Hence,
when designating a DMZ host, you must consider the security implications
and protect it if necessary.

You can set up a client in your local network as a so-called DMZ host. Your device
then forwards all incoming data traffic from the Internet to this client. You can, for
example, operate your own Web server on one of the clients in your local network
and make it accessible to Internet users. As the exposed host, the local client is
directly visible to the Internet and therefore particularly vulnerable to attacks (for
example, hacker attacks). Enable this function only when necessary (for example,
to operate a Web server) and when other functions (for example, port forwarding)
are inadequate. In this case, you should take appropriate measures for the clients
concerned.

Note: Only one PC per public IP address can be set up as an exposed host.

Adding a DMZ Host
Stepl To set up a PC as a DMZ host, select Advanced Setup > NAT > DMZ
host.

NAT -- DMZ Host

The DL router will forward TP packets fram the WAR that da not belang 1o any of the applications configured in
Device Info the Virtual Servers table to the DMZ host computer,

Advanced Setup
WAN
LAN
NAT

Virtual Servers DMZ Host 1P Address:

Port Triggering

DMZ Host Savefapply

ALG

Enter the computer's IP address and click "apply" to activate the DMZ host,

Clear the 1P address field and click "apply" to deactivats the DMZ host,

Figure 3 DMZ host configuration

Step 2  Enter the local IP address of the PC that is to be enabled as an exposed
host.
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Step 3  Click Save/Apply to apply the settings.
Remove DMZ host

Step 1  Clear the DMZ Host Address.

Step 2  Click Save/Apply to apply the settings.

3.435 NAT-ALG
Click ALG, the following page appears. In this interface, you can enable SIP ALG.

ALG

Select the ALG below.

Device Info

Advanced Setup
WAN W' SIP Enabled

LAN
NAT Save/apply |
¥irtual Servers
Port Triggering
DMZ Host

ALG

3.4.4 Security

Click Security > IP Filtering and the following interface appears. By default, the

firewall is enabled. The firewall is used to block document transmissions between

the Internet and your PC. It serves as a safety guard and permits only authorized

documents to be sent to the LAN.

Note: If the modem is configured to bridge mode only, IP filtering is disabled and
the IP filtering interface does not appear.

If the modem does not configure a PVC of Bridge mode, MAC filtering is disabled

and the MAC Filtering interface does not appear.
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Device Info

Advanced Setup

Parental Control

Quality of Service

Routing

DNS

DSL

IPSec

Certificate
wireless
Diagnostics
Management

34.4.1

Outgoing IP Filtering Setup

By default, all outgoing IP traffic from LAM is allowed, but some IP raffic can be BLOCKED by setting up
filters.

Choose Add or Remove 1o configure outgoing IP filiers,

WAN
LAN
—— Filter Protocol Source Address /| Source Dest. Address / Dest. Remove
Name Mask Port Mask Port

Security

1P Filtering

Y Add | Remove
MAC Filtering

Outgoing IP Filtering Setup

Click Security > IP Filtering > Outgoing and the following page appears.
By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be
blocked by setting up filters.

Outgoing IP Filtering Setup

By default, all outgaing 1P traffic firom LAM is allowed, but sorme TP traffic can be BLOCKED by setting up
Device Info filkers,
Advanced Setup
Choose Add or Remove to configure outgoing IP filters,
WAN
LAN
— Filter Protocol Source Address / Source Dest. Address / Dest. Remove
Name Mask Port Mask Part
Security
IP Filtering
o Add | Remowve
Incoming

Click Add and the page for defining the IP filtering rule appears.
In this page, you can create a filter rule to identify outgoing IP traffic by specifying a
new filter name and at least one condition. All specified conditions in the filtering

rule must be complied with the rule to take effect.
Click Save/Apply to save and activate the filter.
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Add IP Filter -- Outgoing

The screen alloves you to create a filter rule to identify outgoing IP traffic by specifying a new filker name
and at least one condition below. All of the specified conditions in this filker rule must be satisfied for the
rule to take effect. Click 'Save/Apply' to save and activate the filter,

Filter Mame:

Protocol: =l

Source IP address:

Source Subnet Mask:

Source Port (port or port:port):

Destination Subnet Mask:

|
|
Destination 1P address: |
|
|

Destination Port (port or port:port):

Save/bpply |

For example: if you need to block a PC whoese IP address is 192.168.1.10. All
outgoing IP traffic from that PC(192.168.1.10) is disallowed. The confiuration is as
follows.

Add IP Filter -- Dutgoing

The screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filker name
and at least one condition below, all of the specified conditions in this filter rule must be satisfied for the
rule 1o take effect. Click 'Savefapply' to save and activatz the filer.

Filter Marne: [Fitier 1

Pratocol: TCF/UDF |
Source IP address: 192,168,110

Source Subnet Mask: |255.255.255.D

Source Port (port or port:port): I

Destination [P address: I

Destination Subnet Mask: |

Destination Port {port or part:part):l

Save/spnly |
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Click Save/apply, the following interface appears.
Outgoing IP Filtering Setup
By default, all outgoing IP traffic frorm LAN iz allowed, but sorme IP traffic can be BLOCKED by setting up filkers,

Choose Add or Remaove 1o configure outgoing IP filkers,

Filter Name Protocol Source Address / Mask Source Port | Dest. Address / Mask Dest. Port Remove

Filterl TCPADP  182.168.1.10 / 255.255.255.0

3.4.4.2 Incoming IP Filtering Setup

Click Security > IP Filtering > Incoming and the following page appears.
By default, all incoming IP traffic from the WAN is blocked when the firewall is
enabled. However, some IP traffic can be accepted by setting up filters.

Incoming IP Filtering Setup

By default, all incoming IP traffic from the Wal is blocked when the firewall is enabled, However, some IP
Device Info traffic can be ACCEPTED by setting up filters,
Advanced Setup
Choose Add or Remove to configure incoming IP filters,
WAN
LAN
Dest.
Filter Source Source Dest.
NAT ¥P1/VCI | Protocol i " Address / Remaove
Security Name Address / Mask (Port Miask Port
IP Filtering
Dutgoing Add | Remave
Incoming
MAC Filtering

Click Add, the following page appears. In this page, you can create a filter rule to
identify incoming IP traffic by specifying a new filter name and at least one
condition. All specified conditions in this filter rule must comply with the rule. Click
Save/Apply to save and activate the filter.

You should select at least one WAN interface to apply this rule.
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Add IP Filter — Incoming

The screen allows you to create a filter rule to identify incoming IP traffic by specifying a new filter narme and at least one condition
below. all of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click 'Save/apply' to save and
activate the filter,

Filter Marme: I

Protcol: [ =l

Source IP address; I
Source Subnet Mask: I

Source Port (port or port:port):

Destination IP address:
Destination Subnet Mask:

Destination Port (port or portport)

WAN Interfaces (Configured in Routing mode and with firewall enabled only)
Select at least one or multiple Wal interfaces displayed below to apply this rule.

¥ select all
¥ pppoe_0_0.35 1fpp 0035 1

Save/ipphy

3.4.4.3 MAC Filtering Setup

Click Security > MAC Filtering, and the following page apperas.

MAC Filtering is only effective on ATM PVCs configured in Bridge mode.
Forwarded means that all MAC layer frames are forwarded except those matching
with any of the specified rules in the following table. Blocked means that all MAC
layer frames are blocked except those matching with any of the specified rules in
the following table.

MAC Filtering Setup

M&C Filtering Global Policy: FORWARDED

Device Info
Advanced Setup Change Palicy
WAN
LAN MAC Filtering is only effective on ATM PYCs configured in Bridge mode, FORWARDED rmeans that all Mac
NAT layer frarmes will be FORWARDED except those matching with any of the specified rules in the following
N table, BLOCKED means that all MAC layer frames will be BLOCKED except those matching with any of the
Security specified rules in the following table.
1P Filtering
MAC Filtering Chonse Add or Rermove to configure MAC filkering rules.
Parental Control
Quality of Service ‘VPU‘VDI |Prutcu:ul ‘Destinatinn MAC |Source MAC ‘Frame Direction ‘Remuve |
Routing
DNS ﬂ Remave
DSL
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Click Change Policy and the following page apperas.Then you can change the
MAC Filtering Global Policy from FORWARDED to BLOCKED.
Change MAC Filtering Global Policy

WARNING: Changing from one global policy to another will cause all defined rules to be
REMOVYED AUTOMATICALLY! You will need to create new rules for the new policy.

Are you sure you want to change MAC Filtering Global Policy from FORWARDED to BLOCKED 7

Read the warning information. Click Yes to change the MAC filtering global policy
from Forwarded to Blocked. Click No to cancel.

For example, to forbid the PC whose MAC address is 00:13:20:9E:0F:10 through
PPPoE dial-up, begin with the following page.

Device Info
Advanced Setup
wanN
LAN
NAT
Security
IP Filtering
MAC Filtering
Parental Control

Quality of Service
Routing

DNS

DSL

MAC Filtering Setup

MAC Filtering Global Policy: FORWARDED

Change Policy

MAC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC
layer frames will be FORWARDED except those matching with any of the specified rules in the following
table, BLOCKED means that all MAC layer frames will be BLOCKED except those matching with any of the
specified rules in the following table,

Choose Add or Remove to configure MAC filtering rules.

‘VPI,”VEI ‘Prutm:ul ‘Destinatiun MAC ‘SDUI'EE MAC ‘Frame Direction ‘Remnve |

A_\:I\:II Remayve

Click Add to configure the interface as follows.
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Add MAC Filter

Create a filter to identify the MAC layer frames by specifying at least one condition below. I multiple
conditions are specified, all of them take effect. Click "Apply" to save and activate the filter.

Protocol Type: |FPPoE =l

Destination MAC Address: I
Source MAC Address: IDD:13:2D '9E:0F:10

Frame Direction: | LAN<=>WAN = I

WAl Interfaces (Configured in Bridge mode only’

¥ Select all
¥ br_0_g_35/as_0_8_35

Save/apply |

Click Save/Apply and the following page appears.
MAC Filtering Setup

MaC Filtering Global Paolicy: FORWARDED

Change Policy

MaC Filtering is only effective on 4T PYCs configured in Bridge mode. FORWARDED means that all mMac
layer frames will be FORWARDED except those matching with any of the specified rules in the following
table. BLOCKED means that all MAC layer frames will be BLOCKED except those matching with any of the
specified rules in the following table.

Choose Add or Rermove 1o configure MAC filkering rules.

¥PI/¥CI | Protocol | Destination MAC | Source MAC Frame Direction | Remove
ALL FFPFoE 00:13:20:92:0f: 10 | LAMN-<==\Wak |l
Addl Remaye |
3.45 Parental Control

Click Security>Parental Control and the following page appears.
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Time of Day Restrictions — A maximum 16 entries can be configured.

Device Info

|Username ‘MAE ‘Mnn ‘Tue |WEd |Thu ‘Fri ‘Eat ‘Eun ‘Start ‘Stup |Remnve |

Advanced Setup

WAN Add | Remaove
LAN

NAT
Security

“Parental Control
URL Filter

Click Add and the following page appears.

Time of Day Restriction

This page adds time of day restriction 10 a special LAN device connected to the Router. The 'Browser's MAC
Address' automatically displays the MAC address of the LaN device where the browser is running. To restrict
other Lak device, click the "Other MaC Address" button and enter the MaC address of the other LaN device,
To find out the MAC address of a Windows based PC, go to command window and type "ipcanfig fall".

User Name I

& Prowser's MAC Address IDD:lD:DF:lQ:Ql:Cl

O Other MAC Addrass l—
[ 00 e o)

Days of the week Mon[Tue Wed"rhu Fri [Sat5un
Click 1o select rirlr “— nl[=lln

Start Blocking Tirne (hhimm) I
End Blocking Tirne ¢hh:mrm) I

Save/apply |

In this page, you can add time of day restriction to a special LAN device connected
to the Router. The Browser's MAC Address automatically displays the MAC
address of the LAN device where the browser is running. To restrict other LAN
device, click Other MAC Address and enter the MAC address of the another LAN
device. To obtain the MAC address of a Windows based PC, enter ipconfig /all in
the DoS window.

3.4.6 Quality of Service

Many communication and multimedia applications require large, high-speed
bandwidths to transfer data between the local network and the internet. However,
for many applications there is often only one internet connection available with
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limited capacity. QoS divides this capacity between the different applications and
provides undelayed, continuous data transfer in situation where data packets with
higher priority are given preference.

Click Quality of Service and the following page appears. Under Quality of
Service, there are two network share modes: Queue Config and QoS
Classification.

Network QoS is an industry-wide set of standards and mechanisms for ensuring
high-quality performance for critical applications. By using QoS mechanisms,
network administrators can use existing resources efficiently and ensure the
required level of service without reactively expanding or over-provisioning their
networks.

Traditionally, the concept of quality in networks meant that all network traffic was
treated equally. The result was that all network traffic received the network’s best
effort, with no guarantees for reliability, delay, variation in delay, or other
performance characteristics. With best-effort delivery service, however, a single
bandwidth-intensive application can result in poor or unacceptable performance for
all applications. The QoS concept of quality is one in which the requirements of
some applications and users are more critical than others, which means that some
traffic needs preferential treatment.

—1. classify—
|—2. CAR/GTS—

The order of
outgoing packet

The order of source

&S i
& —CPE—

3.4.6.1 Enabling QoS

In this page, you can perform QoS queue management configuration. By default,
the system enables QoS and sets a default DSCP mark to automatically mark
incoming traffic without reference to particular classifier.

Select Advanced Setup > Quality of Service and the following page appears.

67



Qos -- Queue Management Configuration

If Enable QoS checkbnx is selected, choose a default DSCP mark to automatically mark incoming traffic without
Device Info reference o a particular classifier. Click ‘Save/apply’ bution tn save it

Advanced Setup

WAN

AN Note: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.

NAT

Security Note: The default DSCP mark is used to mark all egress packets that do not match any classification

Parental Control rules.

Quality of Service |

Queue Config ¥ Enable Qo5
QoS Classification

Routing

DNS

DSL

IPSec Saveapl
ave,
Certificate G2

Select Enable QoS to enable QoS and set the default DSCP mark.
Click Save/Apply to activate QoS.

Select Default DSCP Mark |No Change (-1) -

3.4.6.2 Qo0S-Queue Configuration

The queuing in packet QoS becomes effective only when packet is forwarded to
QoS-enabled PVC. Packet forwarding is determined by IP routing or bridging, not
under control of the packet QoS.

Click Queue Config, and the following page appears. In this page, you can
configure QoS queue. A maximum of 24 entries can be configured.

QoS Queue Configuration can allocate four queues. Each of the queues can be
configured for a precedence value (Lower integer values for precedence imply
higher priority for this queue relative to others). The queue entry configured is used
by the classifier to place ingress packets appropriately.

Qo5 Queue Configuration -- A maximum 24 entries can be configured.
If you disable WMM function in Wireless Page, queues related to wireless will not take effects

B Interfacename Description Precedence | Queue Key | Enable | Remove
Device Info
Advanced Setup wireless WM Waice Priority 1 1
WAN
wireless WhINM oice Priority 2 2
LAN
NAT wireless WIVIM Wideo Priority 3 E
etunty) wireless WIVIM Wideo Priority 4 4
Parental Control
Quality of Service wireless WM Best Effort 5 =1
Queue Config wireless WAk Background 6 ]
Qos Classification
Routing wireless WAk Background 7 7
DS wireless Wi Best Effort 8 a
DSL

T add | Remove Save/Reboot
Certificate
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Note: Lower integer values for precedence imply higher priority for this queue
relative to others.

For example, add a QoS queue entry and allocate it to a specific network interface

(PVC 0/0/35). Set integer values for queue precedence to 1.

Step 1 Click Add, and the following page appears.

QoS Queue Configuration

The screen allows you 1o configure & QoS queus entry and assign it 1o a specific network interface, Each interface

with QoS enabled will be allocated thres queues by default. Each of the queues can be configured for a specific

precedence, The queue enfry configured here will be used by the classifier 10 place ngress packets appropriately,

Note: Lower integer values for precedence imply higher priority for this queue relative to others
Click 'Sawve/apply' to save and activate the filker,

Queue Configuration Status:l ﬂ
Quewe: | |
Queus Frecedence: | [~

Savebpphy

° Policy Select: you can select Strict Priority Policy or WRR Policy.

Queue Configuration Status: set to enable or disable a QoS queue.

° Queue: select a specific network interface. When you have already selected
a network interface, the specific network interface selected automatically
allocates to the queue.

° Queue Precedence: select an integer value for queue precedence. After
you select an integer value, the queue entry appropriately places to ingress
packets. Lower integer values for precedence imply higher priority for this
queue relative to others.

Step 2 Add a QoS queue entry and assign it to a specific network interface (PVC

0/0/35), and set integer values for queue precedence to 1. See the
following figure:
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oS Queue Configur ation

®

walses for precedence imply higher priority for this ques

€ wm

Foste =
- |

Sava/apply

. Nate: For the Strict Priority
se relative to others., Clx

Step 3 After proper modifications, click Save/Apply and the following page
appears. This configuration takes effective at once.

oS Queue Configuration -- A maximum 24 entries can be configured.
If you disable WMM function in Wireless Page, queues related to wireless will not take effects

Interfacename Description Precedence | Queue Key | Enable | Remove
wireless WM Voice Priority 1 1
wireless Wl Woice Priority 2 2
wireless WA Wideo Priority 3 3
wireless Wl Video Priarity 4 4
wireless WM Bt Effort 5 5
wireless WM Background =] =]
wireless Wrah Background 7 7
wireless WA Best Effort 8 8
B 0/0/35 1 Q W r

Add | Remove

Save/Rebont

To delete a certain queue, disable it, select it, and then click Remove.

After the queue is configured, you can create several traffic class rules to classify
the upstream traffic.
WRR (Weighted Round Robin): this is another QoS method. If you want to set
WRR, you must disable the Strict-Priority Queue (PQ). The WRR is mutex to PQ.
Only one QoS method can exist at the same time. Select WRR in QoS Queue

Configuration page. The following interface appears.
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For example, add a QoS queue entry and allocate it to a specific network interface
(PVC 0/2/35). Set queue precedence to 2 and weight value to 30%.

QoS Queue Configuration

The screen allows you to configure 3 QoS queus entry and assin it 1 & specific network inter face, Each inter face vith QoS
enabled will be allocated three queues by default, Each of the queuss ran be configured for a sperific precedence, The queus entry
configured here will be used by the classifier o place ingress packets appropriately. 1 you select the WRR Policy, the Weight must
be configured. And the sum of all the Queue must be lesser or equal than 100 percent, Note: Far the Strict Priority

Policy Lower integer values for precedence imply higher priority for this queue relative to others. Click Save/apply’ o
save and activate the filter

Policy Select € strict Priority Policy @ WRR Policy

Queue Configuration Status: [Enable =l
Queve; [Bc 072735 =l
Queus Precedence: [z =l

Weight: [=0 2%
Save/apply

After proper modifications, click Save/Apply and the following page appears.

QoS Queue Configuration -- A maximum 24 entries can be configured.
If you disable WM function in Wireless Page, queues related to wireless will not take effects

Interfacename Description Precedence | Queue Key | Enable | Remove
wireless Wl Yoice Priority 1 1
wireless Wl Moice Priarity 2 2
wireless Wl Wideo Priority 3 3
wireless Wil ideo Priority 4 4
wireless Wil Best Effort 3 3
wireless Wk Background & &
wireless Wl Background 7 7
wireless Wil Best Effort =1 =1
PYC 0/0/35 weight(0%) 1 =] I3 |l
PG 02435 weight{30%) e 11 I Il

Add Remo\rel Save/Reboot |

The weighted round robin (WRR) queue schedule divides each port into several
output queues. Queues are scheduled in turn to ensure that each queue obtains a
certain service time. WRR configures a weighted value (w3, w2, wl and wO) for
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each queue. The weighted value represents the proportion of the obtained
resources. For example, the weighted value of WRR queue schedule algorithm of
a 100M port is configured as 50, 30, 10 and 10 (corresponding to w3, w2, wl and
w0), so that the queue with minimum priority obtains a bandwidth of at least
10Mbps, which avoids the disadvantage that a message in queue with low priority
during PQ schedule may not obtain service for a long time. WRR queue still has
another advantage. Although the schedule of these queues are conducted in turn,
each queue is not assigned with a fixed service time slice-if a certain queue is null,
it is immediately changed to the next queue. In this way, the bandwidth resources
can be fully utilized.

3.4.6.3 Qo0S-QoS Classification

Some applications require specific bandwidth to ensure its data be forwarded in
time. QoS classification can creates traffic class rule to classify the upstream traffic.
Assign queue which defines the precedence and the interface and optionally
overwrite the IP header DSCP byte. After QoS classification, QoS divides capacity
between different applications and provides undelayed, continuous data transfer
where data packet with higher priority is given preference. The follow figure shows
QoS classification.

QOS classify dispose

Tput framefpacket J Que’ue 1
- - « Allocate L+17| Queue 3 —
V. 3 W Ccontro. mark _|

Queue 1
The input packet’s
DSCP LCOS JIP prority

Click QoS Classification and the following page appears. In this page, you can
configure network traffic classes.
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Device Info

Advanced Setup

Security

Parental Cantrol

Quality of Service
Queue Config

lassil

Quality of Service Setup

Chonse Add or Rernove t0 configure network traffic classes,

If you disable WMM function in Wireless Page, classification related to wireless will not take effects

MARK TRAFFIC CLASSIFICATION RULES
Source Destination
Class |DSCP |Queue |802.1P [Lan Source Source Dest. Dest.
Name Mark|D  |Mark |Port [PrOt0C0N DSTP | e /Mask|Port | Addr./Mask [Port [T D BEZEy
. k |Addr./Mask |Addr./Mask

add | Save/apply

Click Add and the following page appears.

Add Network Traffic Class Rule

The screen creates a traffic class ruls to classify the upstream taffic, assion queue which defines the precedence and the interface
and optionally overwr ite the [P header DSCP byte. 4 rule consists of a class name and at least one condition below. &l of the
specified conditions in this classification rule must be satisfled for the rule o take effect. Clidk 'Save/apply’ to save and activate the

rule.

Traffic Class Name:

Rule Order:
Rule Status:

Assign ATM Priority and/or DSCP Mark for the class
If narvblank value is selected for ‘Assign Differentiated Services Cade Paint (DECF) Mark', the correcpanding DECF byte in the IP

header of th

Assign Classification Queus:
Assign Differentizted Services Code Poirt (DSCP) Mark:
Mark B02,1p iIf 802,19 is enablect:

e Upstream packet is overwritien by the selected valie:

I
=l

Specify Traffic Classification Rules
Enter the following conditions either for IP level, SET-1, or for IEEE 802.1p, SET-2.

SET-1

Physical LAN Part:

Protocol:
Differentiate

-
=l
=

d Services Code Point (DSCP) Check:

[1P address

Source Subnet Mask:

UDR/TCP Sal

Destination [P Address:

Destination Subnet Mask:

UDP/TCP De
Source MAC
Source MAC

Destination MAC Address

Destination MAC Mask:

SET-2
302,1p Frior

urce Fort dport or portiport):

stination Port (port or port:port):
Address:
Mask;

Lefledle

ity [

Save/apply

Traffic Class Name: Enter a name of the class.
Rule Order: Select order for queue.
Rule Status: Enable or disable this traffic class rule.
Assign Classification Queue: Select a classification queue.
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° Assign Differentiated Service Code Point (DSCP) Mark: Select a mark
service that modifies the original packet IP header if all rules defined within
the classification class are matched. (CS-Mark IP Precedence, AF-Assured
Forwarding, EF-Expedited Forwarding)

° Mark 802.1p if 802.1q is enabled: Select an 802.1p priority number that
serves as the 802.1p value.

There are two sets of classification rules. Set-1 is based on different fields within

TCP/UDPI/IP layer plus physical LAN port; Set-2 is based on MAC layer IEEE

802.1p priority field.

Set-1 Rules contain the following:

Physical LAN Port: Select one among Ethernet ports and wireless port.

Protocol: Select one among TCP/UDP TCP UDP or ICMP protocols.

Source IP Address

Source subnet mask

UPD/TCP Source Port

Destination IP Address

Destination Subnet Mask

UPD/TCP destination port or a range of ports

Source Mac Address

Source Mac Mask

Destination Mac Address

Destination Mac Mask

Set-2 Rules contain the following:

802.1p Priority: the 802.1p header includes a 3-bit prioritization field, which allows
packets to be grouped into eight levels of priority (0-7), where level 7 is the highest
one.

Qo0S-DSCP Setting

In order to understand what is differentiated services code point (DSCP), you
should be familiar with the differentiated services model (Diffserv).

Diffserv is a class of service (CoS) model that enhances best-effort Internet
services via differentiating traffic by users, service requirements and other criteria.
Packets are specifically marked, allowing network nodes to provide different levels
of service,

via priority queuing or bandwidth allocation, or by choosing dedicated routes for
specific traffic flows.
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As displayed in following diagram, the IPV4 packet has a TOS filed. Diffserv
defines TOS field in IP packet headers referred to as DSCP. Hosts or routes that
pass traffic to a Diffserv-enabled network typically mark each transmitted packet
with an appropriate DSCP. The DSCP markings are used by Diffserv network
routers to appropriately classify packets and to apply particular queue handing or
scheduling behavior.

Layer 3 IPV4 packet

Versi TOS | leng | | Offs | T| protoc | Chec | IP-S | IP- | d
on/le 1 th D | et T| ol k A DA | a
ngth word /mar | L sum t

) Kk a

TOS filed-IP priority (TOS front 3 bit) or DSCP (front 6 bit)
7 6 5 4 3 2 1 0

IP priority Undefined

DSCP Flow control

For example, mark each transmitted ICMP packet which passes traffic to 0-35class
with an appropriate DSCP (CS1).
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Traffic Class Marme: 5-81
Rule Order: Last j
Rule Status: Enable j

Assign ATM Priority and/or DSCP Mark for the class
If non-blank value is selected for ‘assign Differentiated Services Code Point (DSCP) Mark!, the correcponding DSCP byte in the IP
header of the upstream packet is overwritten by the selected value,

Assign Classification Queue: PVC 0/0/354Prece l&Queus § j
Assign Differentiated Services Code Point (DSCP) Mark: j
Mark 802.1p if 802.1q is enabled: j

Specify Traffic Classification Rules
Enter the following conditions either for IP level, SET-1, or for IEEE 802.1p, SET-2.

SET-1

Fhysical L&M Port: [ERET (1-4) =l
Protocol:

Differentiated Services Code Point (DSCF) Chedk:

[1P dddress =l

Source Subnet Mask:
UDF/TCP Source Port (port or port:port):

Dectination IF Address:

After proper modifications, click Save/Apply and the following page appears.

Quality of Service Setup

Chaose Add or Remove t configure netwark raffc classes,

If you disable WMM function in Wireless Page, if ion related to wireless will not take effects
AR TRAFFC CLASSIFCATION RULES
tace 1olian oource best.[pese[fource [pestination [ . e
D Mark |Port /Addr./Mask [Port  |Addr./Mask [Port |Addr./Mask |Addr./Mask

eneT
- Edit
a-61 o P i 4 r i

add | save/apply

Click Save/Apply. This configuration takes effective at once.
Q0S-802.1p Setting

The IEEE 802.1p priority marking method is a standard for prioritizing network
traffic at the data link/Mac sub-layer 802.1p traffic is simply classified and sent to
the destination, with no bandwidth reservations established.

The follow diagram shows the structure of 802.1Q Frame. The 802.1Q header
includes a 3-bit prioritization field, which allows packets to be grouped to be
grouped into eight levels of priority (0-7), where level 7 is the highest one. In
addition, DSL maps these eight levels to priority queues, where queue 1 has the
highest priority.

Layer 2 802.Q frame

Preamble | SFD | DA | SA | mark Len/Etype | DATA FCS
(4 (2 word)
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I I I [ [ word) | I I |

Mark
| TPID(0x8100) | Priority(3bit) | CFI (1bit) | VLAN ID (12bit) |

For example: mark the frame of 802.1p that queued to Queue 9 on value 2.

Add Network Traffic Class Rule

The screen creates a traffic class rule to classify the upstream traffic, assign queue which defines the precedence and the interface
and aptinally averwrite the P header DSCP byte, A rule consists of a class name and at least ane condition beiow, All of e
specified conditions in this classification rule must be eatisfied for the rule t take effect. Click 'Save/apply' t save and activate the
rule

Traffic Class Name:

Rule Order:

Rule Status Enable

Assign ATM Priority and/or DSCP Mark for the class

If norblark value is selected for ‘essign Differentiated Services Code Paint (DSCP) Mark', the correcponding DSCP byte in the P
header of the upstream packet is overwritten by the selected vale,

Assign Classfication Queue FUC 0/0/356Pzece 16Queus § |
Assign Differentiated Services Code Paint (DSCF) Mark: [ |
Mark 802.1p i 80210 is enabled

Specify Traffic Classification Rules
Enter the following conditions either for IP level, SET-1, or for IEEE 802.1p, SET-2.

SET-1
Physical LAN Part: =l
Protocol =
Differentiated Services Cade Paint (DSCP) Check: =l
[P address =

Source Subnet Mask:

UDP/TCP Source Port (port or portipart):
Destination [P Address:

Destination Subret Mask

UDF /TCP Destination Port (port or port:port)
Source MAC address:

Source MAC Mask

Destination MaC Address:

Destination MAC Mack:

SET-2
802.1p Priority: [z

Save/Apply

After proper modifications, click Save/Apply to show the following interface.

Quality of Service Setup

Chaose Add or Remove t configure network raffic classes,

If you disable WM function in Wireless Page, classification related to wireless will not take effects
MARK TRAFFIC CLASSIFICATION RULES

Class 1P |Lan source pest, [Source  [oestinatin|

Name Mark D |Mark |Port Addr./Mask Port [Addr./Mask [Port :

Addr./Mask |Addr./Mask

881 9 ?i 1oMP [cs1 1 v r Edit

562 9 2 2 ~ ~ Edit
add | Save fapply
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Click Save/Apply. This configuration takes effective at once.

3.4.7 Routing

Click Routing and the following page appears.

Routing -- Default Gateway

If Enahle Autoratic Assigned Default Gateway checkbo is selected, this router will accept the first recsived

Device Info default gateway assignment fram one of the PPPo&, PPPOE or MER/DHCP enabled PYC(s). If the checkbox is
Advanced Setup naot selected, enter the static default gateway AND/OR 2 WaN interface. Clicdk 'Save/apply’ button to save it.
WAN

MNOTE: If changing the Automatic Assigned Default Gateway from unselected o selected, You must reboot

LAN thie router to get the autormatic assigned default gateway,
NAT
Secunty) ¥ Enable automatic assigned Default Gateway

Parental Control
Quality of Service
{Routing " "
Default Gateway
Static Route
DNS

DSt Saveapply
IPSec

3.4.7.1 Routing - Default Gateway

In this page, you can modify the default gateway settings.

If you select Enable Automatic Assigned Default Gateway, this router can
accept the first received default gateway assignment from one of the PPPOA,
PPPOE or MER/DHCP enabled PVC(s). If the check box is not selected, you need
to enter the static default gateway and/or a WAN interface. Then, click
Save/Apply.
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Routing -- Default Gateway

If Enable Autormatic Assigned Default Gateway checkbox iz selected, this router will accept the first received
default gateway assignment from one of the PPPoA, PPPOE or MER,/DHCP enabled PYCiE). If the checkbox is
not selected, enter the static default gateway ANDAOR 3 WAN interface, Clidk 'Save/apply' button to save it

MOTE: If changing the automatic Assigned Default Gateway from unselected 1o selected, You must reboot
the router o get the automatic assigned default gateway.

nable Automatic Assigned Default Gateway

[ Use Default Gateway IP Address I

I Use Interface [pppos_0_0_35_1/ppp_0_0_35_1 =

Save/apply |

Note: If the Automatic Assigned Default Gateway check box is changed from
deselected to selected, you need to reboot the router to obtain the
automatic assigned default gateway.

3.4.7.2 Routing - Static Route
In this interface, you can modify the static route settings.

Routing -- Static Route (A maximum 32 entries can be configured)

Destination |Subnet Mask |Gateway |lnterfa|:e ‘Remuve ‘

Device Info
Advanced Setup
WAN
LAN
NAT
security

Parental Control
Quality of Service
Routing

faul

In this interface, you can query the preset static routes, delete an existing static
route, or add a new static route. By default, the system has no static route
information.

° Destination: The IP address to which packets are transmitted.

[ Subnetmask: The subnet mask of the destination IP address.
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®  Gateway: The gateway that the packets pass by during transmission.
° Interface: The interface that the packets pass through on the modem.
Click Add and the following page appears.

Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AMDAOR available WaM interface then click
"Save/spply" 1o add the entry to the routing table,

Destination Metwork Address:
Subnet Mask:

7 Use Gateway TP address I

W Use Interface |popoe_ 00 36 1/ppp 0.0 35 1 x|

Save/apply

To add a static route rule, the configuration is as follows.
Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AND/OR available Wan interface then click
"Save/Apply" to add the entry 1o the routing table.

Destination Metwork Address: IlD.EEl.lDD.D
Subinet Mask: |255.255.255‘D

[T Use Gateway IP Address I

¥ Use Interface |LAN/ B0 =]

Save/apply |

Click Save/Apply and the following page appears.
Routing -- Static Route (A maximum 32 entries can be configured)

Destination | Subnet Mask | Gateway | Interface | Remove

10,28.100.0 [235.255.255.0 algh] [l

Add |  Remove |
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In the route status interface, the following page appears.

Device Info -- Route

Flags: I - up, ! - reject, G - gateway, H - host, R - reinstate
Device Info D - dynamic (redirect), M - modified (redirect),

Summary
WAN Destination | Gateway | Subnet Mask |Flag |Metric | Service | Interface

Statistics 10.28.100.0 |(0.0.0.0 255.255.255.0 |U 1 bro

192.168.1.0 (0.0.0.0 255.255.255.0 |U o bro

ARP
DHCP
Advanced Setup

wireless
Diaghostics

Management

3.4.8 DNS
3.4.8.1 DNS Server

In this interface, you can modify the DNS server settings.

DNS Server Configuration

If 'Enable Automatic Assigned DNS' checkbox is selected, this router will accept the first received DNS
Device Info assignment from one of the PPPoA, PPPOE or MER/DHCP enabled PYC(E) during the connection
establishment., If the checkbox is not selected, enter the primary and optional secondary DNS server IP

Advanced Setup
addresses, Click 'Save' button to save the new configuration, You rust reboot the router 1o rmake the new

WAN
corfiguration effective,
LAN
NAT
W Enable Automatic Assigned DNS
Security

Parental Control

Quality of Service

Routing
]
DNS Server
Dynamic DNS Save
DSL

If select Enable Automatic Assigned DNS, this router accepts the first received
DNS assignment from one of the PPPoA, PPPoE or MER/DHCP enabled PVC(s)
during the connection establishment.

If the checkbox is not selected, enter the primary and optional secondary DNS
server IP addresses. The interface is as follows.
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DNS Server Configuration

If 'Enable Automatic Assigned DMS' checkbaox is selected, this router will accept the first received DNS
assignment frorm one of the PPPoA, PPPOE or MER/DHCP enabled PYC(E) during the connection
establishment, If the checkbox is not selected, enter the primary and optional secondary DNS server IP
addresses, Click 'Save' button to save the new configuration. You must reboot the router to make the new
configuration effective.

I_ nable sutomatic sssigned DNS

Frirmary DNS server. I
Secondary DNS SBI’VE!I’:I

Save |

Click Save to save the new configuration.
Note: You must reboot the router to make the new configuration effective.

3.4.8.2 Dynamic DNS

In this interface, you can modify the Dynamic DNS settings.

The Dynamic DNS service allows you to alias a dynamic IP address to a static
hostname in any of the many domains, allowing your DSL router to be more easily
accessed from various locations on the Internet.

Dynamic DNS

The Dynamic DNS service allows you 1o alias a dynarmic IP address to 3 static hosmame in any of the many
Device Info domains, allowing your DSL router to be more easily accessed from various locations on the Internet,

Advanced Setup
WAN
LAN
NAT

Security
Parental Control Add | - Remove

Quality of Service

Choose Add or Remove o configure Dynarmic DNS,

|Hustname ‘Username ‘Service |Interfal:e ‘Remuve |

Routing
DNS
DNS Server

Dynamic DNS

Click Add to add dynamic DDNS.
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Add dynamic DDNS

This page allows vou to add a Dynamic DNS address from DynDMS.org or TZO,

D-DMS provider DvnDNS. orz =
Hosthame I
Interface |pppoe_0_0_35_1/ppp_0_0_35_1 ¥

DynDNS Settings

Lzarname |
Pagswiord |
Save/apply |
3.4.9 DSL

In this interface, you can modify the DSL settings.

Select one you need. But the default setting can check G.dmt/ G.lite/ T1.413/
ADSL2/Annexl/ ADSL2+/ Inner pair/ Bitswap. The modem can negotiate the
modulation mode with the DSLAM.
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DSL Settings

Select the rmodulation below,

Device Info W G.DmtEnabled
Advanced Setup M G.litz Enabled
WAN
¥ T1.413 Enabled
LAN
NAT ¥ 4DSL2 Enabled
Security ¥ annexl Enabled

Parental Control
) . ¥ sDSL2+ Enabled
Quality of Service

Routing [T &nnext Enabled

DNS

Bl : Select the phone line pair below.

IPSec & Inner pair

Certificate 0 Quter pair
Wireless
Diagnostics Capability
Management ¥ Bitswap Enable

[T SR Enable
Save/apply Advanced Settings

3.4.10 IPSec

Click IPSec, and the following page appears.

IPSec Tunnel Mode Connections

Add, edit or remave IPSec tunnel mode connections from this page.

Device Info
Advanced Setup |Enahle |Dunnectiun Name ‘Remute Gateway ‘Local Addresses ‘Remute Addresses | |
WAN
LAN &dd New Connection
NAT
Security

Parental Control
Quality of Service
Routing

DNS

DSL

IPSec

Click Add New Connection to add a new IPSec connection.
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IPSec Settings

IPSec Connection Mame

Rermote IPSec Gateway Address

Turnnel access from local IP addresses
IF address for WPk

IP Subnetmask

Tunrel access from remote IP addresses
IP Address for YPH

IF Subretmask

kKey Exchange Method
Authientication Method

Pre-Shared Key

Perfect Forward Secrecy

Advanced IKE Settings

Inew connection

ID.D.D.D

I Subnet hd l

ID.D.D.D

|255.255.255.D

I Subnet hd l

ID.D.D.D

|255.255.255.D

IAuto (IEE) 'l

IPre—Shared Eev j

Ikey

IDisable Vl

Show advanced Settings |

Save [ Apply |

You can click Show Advance Settings to view some advance parameters and
modify them to match the other side of this connection.

Click Save/Apply to save this connection, then you can check the checkbox of
enable column to enable this IPSec connection. And the communication is

established.

3.4.11 Certificate
3.4.11.1 Local Certificates

Click Certificate > Local and the following page appears.
Local certificates are used by peers to verify your identity. It can store maximum 4

certificates.



Local Certificates

Add, View or Remove certificates from this page, Local certificates are used by peers o

Device Info werify your identity,

Advanced Setup Maxirnurm 4 certificates can be stored.
WAN
LAN
NAT
Security

|Name |ln Use ‘Suhiect |Type |A|:ti|:|n |

Parental Control Create Certificate Request | Irnport Certificate |

Quality of Service

Routing

DNS

DSL

IPSec

Certificate
Trusted CA

Click Create Certificate Request and the following page appears.

To generate a certificate signing request, you need to include Common Name,
Organization Name, State/Province Name, and the 2-letter Country Code for the
certificate.

Create new certificate request
To generate a certificate signing request you need to include Common Mame,

Organization Mame, StateProvince Marme, and the 2-letter Country Code for the
certificate,

Certificate Mame: I

Common Mame: I

Qrganization Mame: I

State/Province Marme:
Counftry/Region Mame:  |T3 (Tnited States) =]

Apply |

If click Import Certificate, the following page appears. Then you can enter
certificate name, paste certificate content and private key.

86



Import certificate

Enter certificate name, paste certificate content and private key.,

Certificate Marme:
***** BEGIN CERTIFICATE——— :I
<insert certificate herer
77777 END CERTIFICATE--—-
Certificate;
fffff BEGIN RS54 PRIVATE KEV———— ;I
{insert private key here>
fffff END R34 PRIVATE KEY-———-
Private Key:
|

Apply |

3.4.11.2 Trusted CA Certificates

Click Certificate > Trusted CA and the following page appears. CA certificates are
used by you to verify certificates of peers. It can store maximum 4 certificates.
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Trusted CA (Certificate Authority) Certificates

Add, Yiew or Rernove certificates from this page. Ca certificates are used by you to verify peers' certificates.
Device Info aximum 4 certificates can be stored.

Advanced Setup
WAN
Ly s B [ ey
NAT
Security Import Certificate
Parental Control
Quality of Service
Routing
DNS
DSL
IPsec
Certificate
Local
[ Trustedoa 5

Click Import Certificate and the following page appears. Then you can enter
certificate name, paste certificate content.

Import CA certificate

Enter certificate name and paste certificate content,

Certificate Name:

——--BEGIN CERTIFICATE--—- =
<inzert certificate here>
-——-END CERTIFICATE——-——

Certificate:

Apply

3.5 Wireless

This section introduces the wireless LAN and some basic configurations. Wireless
LAN can be as simple as two computers with wireless LAN cards communicating in
a peer-to-peer network or as complex as a number of computers with wireless LAN
cards communicating through access points (AP) that bridge network traffic to the
wired LAN.
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The Modem Wi-Fi® certified IEEE 802.11g compliant wireless access point allows
multiple computers to connect wirelessly to your local network over the Modem
Wireless LAN environment. The Modem is backward compatible with IEEE
802.11b, which means 802.11b and 802.11g devices can coexist in the same
wireless network. The Wireless Distribution System (WDS) on your Modem allows
you to extend the range of your wireless network. To be able to use WDS, you will
need to introduce an additional WDS-enabled access point into your wireless
network. To be able to connect the computers, make sure that a wireless client
adapter (WLAN client) is installed on each computer you want to connect via the
WLAN.

351 Wireless LAN Basics

Some basic understanding of 802.11b/g wireless technology and terminology is
useful when you are setting up the Router or any wireless access point. If you are
not familiar with wireless networks please take a few minutes to learn the basics.

3.5.1.1 Wireless client requirements

All wireless client adapters compliant to 802.11g and/or 802.11b can communicate
with the Modem (W) LAN environment. However, be aware that only 802.11g
compliant wireless clients are able to gain full profit of the 54 Mb/s (Max) bandwidth
delivered by the Modem. It is highly recommended to use only wireless client
adapters that are Wi-Fi™ certified to ensure smooth interoperability with the
Modem’s WLAN.

3.5.1.2 Radio Transmission

Wireless LAN or WLAN devices use electromagnetic waves within a broad,
unlicensed range of the radio spectrum to transmit and receive radio signals. When
a wireless access point is present, it becomes a base station for the WLAN nodes
in its broadcast range. WLAN nodes transmit digital data using FM (frequency
modulation) radio signals. WLAN devices generate a carrier wave and modulate
this signal using various techniques. Digital data is superimposed onto the carrier
signal. This radio signal carries data to WLAN devices within range of the
transmitting device. The antennae of WLAN devices listen for and receive the
signal. The signal is demodulated and the transmitted data extracted. The
transmission method used by the access point is called Direct Sequence Spread
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Spectrum (DSSS) and operates in a range of the radio spectrum between 2.4GHz
and 2.5GHz for transmission. See the expert technical specifications for more
details on wireless operation.

3.5.1.3 Antennas

Direct the external antenna to allow optimization of the wireless link. If for example
the antenna is erect, wireless links in the horizontal plane are favored. Please note
that the antenna characteristics are influenced by the environment, that is, by
reflections of the radio signal against walls or ceilings. It is advisable to use the
received signal strength as indicated by the wireless client manager to optimize the
antenna position for the link to a given client. Concrete walls weaken the radio
signal and thus affect the connection.

3.5.1.4 Range

Range should not be a problem in most homes or small offices. If you experience
low or no signal strength in some areas, consider positioning the Router in a
location between the WLAN devices that maintains a roughly equal straight-line
distance to all devices that need to access the Router through the wireless
interface. Adding more 802.11g access points to rooms where the signal is weak
can improve signal strength. Read the section about placement of the Router titled
Location in the next chapter, Hardware Installation, for more information.

3515 SSID

Wireless networks use an SSID (Service Set Identifier) to allow wireless devices to
roam within the range of the network. Wireless devices that wish to communicate
with each other must use the same SSID. Several access points can be set up
using the same SSID so that wireless stations can move from one location to
another without losing connection to the wireless network. The Modem operates in
Infrastructure mode. It controls network access on the wireless interface in its
broadcast area. It will allow access to the wireless network to devices using the
correct SSID after a negotiation process takes place. By default the Modem
broadcasts its SSID so that any wireless station in range can learn the SSID and
ask permission to associate with it. Many wireless adapters are able to survey or
scan the wireless environment for access points. An access point in Infrastructure
mode allows wireless devices to survey that network and select an access point
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with which to associate. You may disable SSID broadcasting the wireless menu of
web management.

3.5.1.6 Radio channels

The 802.11g standard allows several WLAN networks using different radio
channels to be co-located. The Modem supports multiple radio channels and is
able to select the best radio channel at each startup. You can choose to set the
channels automatically or manually.

The different channels overlap. To avoid interference with another access point,
make sure that the separation (in terms of frequency) is as high as possible. It is
recommended to keep at least 3 channels between 2 different access points.

The Modem supports all channels allowed for wireless networking. However,
depending on local regulations, the number of channels actually allowed to be
used may be additionally restricted, as shown in the table below.

Regulatory Domain Allowed Radio Channels

China 1to 13

Europe 1to 13

Israel 5to8

Japan 1to 14

Jordan 10to 13

Thailand 1to 14

USA / Canada ltoll

3.5.1.7 Wireless Security

Various security options are available on the Modem including open or WEP,
802.1x, WPA, WPA-PSK, WPA2 and WPA2-PSK. Authentication may use an open
system or a shared key. For details on these methods and how to use them, please
read the wireless LAN configuration information in Section 3.5.3 (Wireless Security
Configuration).

3.5.1.8  About 802.11g Wireless

802.11b is an IEEE standard, operating at 2,4 GHz at a speed of up to 11 Mb/s.
802.11g, a newer IEEE standard also operating at 2,4 GHz, gives you up to 54
Mb/s speed, more security and better performance.

Today's 11-megabits-per-second 802.11b wireless networks are fine for broadband
Internet access (which typically tops out at about 1 mbps) but rather slow for large
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internal file transfers or streaming video. However, 54-mbps, corporate-oriented
802.11a is expensive and because its radio uses the 5-GHz band and 802.11b
uses the 2.4 GHz band, upgrading to an 802.11a network means either scrapping
802.11b gear or buying even-pricier hardware that can support both standards.
But 802.11g promises the same speed as 802.11a and the ability to coexist with
802.11b equipment on one network, since it too uses the 2.4-GHz band. 802.11g is
an extension to 802.11b, the basis of many wireless LANs in existence today.
802.11g will broaden 802.11b's data rates to 54 Mbps within the 2.4 GHz band
using OFDM (orthogonal frequency division multiplexing) technology. Because of
backward compatibility, an 802.11b radio card will interface directly with an 802.11g
access point (and vice versa) at 11 Mbps or lower depending on range. You should
be able to upgrade the newer 802.11b access points to be 802.11g compliant via
relatively easy firmware upgrades.

Similar to 802.11b, 802.11g operates in the 2.4GHz band, and the transmitted

signal uses approximately 30MHz, which is one third of the band. This limits the

number of non-overlapping 802.11g access points to three, which is the same as
802.11b.

Note: Maximum wireless signal rate based on IEEE Standard 802.11g
specifications is 54 Mbps. But actual data throughput varies depending
on.network conditions and environmental factors, including volume of
network traffic, building materials and construction, and network overhead
will cause lower actual data throughput rate.

3.5.1.9 Access Point and Wireless Fidel

The Wi-Fi certification ensures that your Modem will interoperate with any Wi-Fi
certified 802.11g and 802.11b compliant wireless device.

The Modem Wireless LAN Access Point (AP) behaves as a networking hub
allowing to wirelessly interconnect several devices to the local (W) LAN and to
provide access to the Internet.

3.5.2 Wireless — Basic

This page allows you to configure basic features of the wireless LAN interface. You
can enable or disable the wireless LAN interface, hide the network from active
scans, set the wireless network name (also known as SSID) and restrict the
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channel set based on country requirements.
Following is a description of the different options:
°

Enable Wireless: If you want to make wireless be available, you have to
check this box first. Otherwise, the Hide Access Point SSID, Country, Enable
Wireless Guest Network, and Guest SSID box will not be displayed.

Hide Access Point: Check this box if you want to hide any access point for
your router, so a station cannot obtain the SSID through passive scanning.
SSID: The SSID (Service Set Identification) is the unique name shared
among all devices in a wireless network. The SSID must be identical for all
devices in the wireless network.

Country: The channel will adjust according to nations to adapt to each
nation's frequency provision.

Guest SSID: The SSID (Service Set Identification) is the unique name
shared among all devices in a guest wireless network. The SSID must be
identical for all devices in the guest wireless network.

Wireless —- Basic

This page allows you to configure basic features of the wireless LAN interface, You can enable or disable the wireless LAk
interface, hide the netwark fram active scans, set the wireless netwerk name falss known as SSID) and restrict the channel set

Device Info based on country requirements
Advanced Setup Click "apply" to configure the basic wireless options.
wireless
{"Basic F  Enable wireless
el ™ Hide Access Port
MAG Filter
Wireless Bridge ™ Clients Isalation
Advanced = Disable WM Acvertise
Station Info
5 § SSID: eroadcom
Diagnostics
Management BSSID: 00:9014C:C5:00:98

Country:  [SPAIN =l

fax Clients: [16

Wireless - Guest/ Virtual Access Points:

Isolate pisable Max
Enabled |SSID Hidden | 7 %= WM =% _|BssID
Clients . |Clients
Advertise
- [Guest r r r 16 [wa
r IGuestl r r [ 16 s
- == r r r 16 [na
Save/apply

Click Save/Apply to save the basic wireless options and make the modification

effect.
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3.5.3 Wireless — Security

This page allows you can configure security features of the wireless LAN interface.

You can sets the network authentication method, selecting data encryption, specify

whether a network key is required to authenticate to this wireless network and

specify the encryption strength.

This device is equipped with 802.1X and WPA/WPA2 (Wi-Fi Protected Access), the

latest security standard. It also supports the legacy security standard, WEP (Wired

Equivalent Privacy). By default, wireless security is disabled and authentication is

open. Before enabling the security, consider your network size, complexity, and

existing authentication infrastructure and then determine which solution applies to

it.

Following is a description of the different options.

° Select SSID: Select the wireless LAN of SSID to configure security features.

° No Encryption: Please refer to below for details of configuration

° Network Authentication: Select the authentication mode for the selected
wireless LAN of SSID to be open.

° WEP Encryption: Disable WEP Encryption.

The data is not encrypted when it is transferred from the device to the client station.

This is the default option.

Wireless — Security

This page allows you 1o configure security features of the wireless LAM interface.
Device Info You may setup configuration manually

Advanced Setup
Manual Setup AP

wireless

Basic “You can get the network authentication methad, selecting data encryption,
Lo Security ! specify whether a netwark key is reguired 1o authenticate to this wireless network and specify

MAC Filter the encryption strength.
wireless Bridge Click "Save/apply" when done.
ahanced Silect SSID: Broadcon vl
Station Info

Diagnostics MNetwork Authentication: Open -

Management

WER Encryption: Dizabled VI

Savelapply

Click Save/Apply to save the wireless security options and make the modification
effect.
64-bit WEP
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Network Authentication: Select the authentication mode for the selected
wireless LAN of SSID to be open or shared.

WEP Encryption: Enable WEP Encryption.

Encryption Strength: click the desired Data Security level to be 64-bit.
Current Network Key: Select one of network key that you set on the Key
boxes as default one.

Network Key 1 to 4: Enter 5 ASCII characters or 10 hexadecimal digits for
64-bit encryption keys to fill out WEP keys box. The system allows you to
type in 4 kinds of the WEP key.

Click Save/Apply to save the wireless security options and make the modification

effect.

Wireless —- Security

This page allows you o configure security features of the wireless LaM interface,
You may setup configuration manually

ranual Setup AP

vou can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the encryption strength,

Click "Save/spply" whan done,

Select SSID: Broadcom

Hetwark Authentication: Zhared -
WEP Encryption: Enabled

Encryption Strength: Bd-bit -

Current Metwork Key: 1 vl

Network Key 1:

Network Key 2: I

Metwork Key 3: I

Metwork Key 4: I

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys

Save/apphy

128-bit WEP

Network Authentication: Select the authentication mode for the selected
wireless LAN of SSID to be open or shared.

WEP Encryption: Enable WEP Encryption.
Encryption Strength: Click the desired Data Security level to be 128-bit.
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®  Current Network Key: Select one of network key that you set on the Key
boxes as default one.

° Network Key 1 to 4: Enter 13 ASCII characters or 26 hexadecimal digits for
128-bit encryption keys to fill out WEP keys box. The system allows you to
type in 4 kinds of the WEP key.

Click Save/Apply to save the wireless security options and make the modification

effect.

Wireless —- Security

This page allows you o configure security features of the wireless LaM interface,
You may setup configuration manually

ranual Setup AP
vou can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network and specify the encryption strength,
Click "Save/spply" whan done,

Select SSID: Broadcom
Hetwark Authentication: Zhared -
WEP Encryption: Enzbled =
Encryption Strength: 128-bit
Current Metwork Key: 1=
Metwork Key 1:

Metwork key 2: I

Metwork key 3t |

Metwork key 4: I

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters ar 10 hexadecimal digits for 64-bit encryption keys

Save/soply

802.1x Authentication
° Network Authentication: Select the authentication mode for the selected
wireless LAN of SSID to be 802.1x.
° Radius Server IP Address: Enter the IP Address of the authentication server.
° Radius Port: Enter the port number of the authentication server. The default
port number is 1812.
° Radius Key: Enter the same key as the Radius server’s.
WEP Encryption: Enable WEP Encryption. This is default
° Encryption Strength: click the desired Data Security level to be 64-bit or
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128-bit.

®  Current Network Key: Select one of network key that you set on the Key
boxes as default one.

° Network Key 1 to 4: Enter 5 ASCII characters or 10 hexadecimal digits for
64-bit encryption keys or enter 13 ASCII characters or 26 hexadecimal digits
for 128-bit encryption keys to fill out WEP keys box. The system allows you
to type in 4 kinds of the WEP key.

Click Save/Apply to save the wireless security options and make the modification

effect.

Wireless —- Security

This page allows you o configure security features of the wireless LaM interface,
You may setup configuration manually

ranual Setup AP
vou can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate o this wireless network and specify the encryption strength,
Click "Save/spply" when done.

Select SSI0: Broadecom
Metwark Authentication: |802. 1X 'I

RADIUS Server IP Address: ID.D.D‘D
RaDIUS Port: IlEIlE

RADIUS Kay:

WWEP Encryption: Enabled +
Encryption Strength: m
Current Network key: ,E
Metwork Key 1:

Metwork Key 2:

Metwork Key 3:

MNetwork Key 4:
Enter 13 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecirnal digits for 64-hit encryption keys

Save/apply |
WPA Authentication
° Network Authentication: Select the authentication mode for the selected
wireless LAN of SSID to be WPA.
® WPA Group Rekey Interval: Specifies the timer the WPA key must change. If
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the value set 0, no need to change. The change is done automatically
between the server and the client.

Radius Server IP Adress: Enter the IP Address of the authentication server.
Radius Port: Enter the port number of the authentication server. The default
port number is 1812.

Radius Key: Enter the same key as the Radius server’s.

WHPA Encryption: Select TKIP, AES or TKIP + AES. The TKIP is default. The
TKIP + AES encryption mode means AP auto adjust to use TKIP or AES
according to wireless clients.

Click Save/Apply to save the wireless security options and make the modification

effect.

Wireless —- Security

This page allows you o configure security features of the wireless LaM interface,
You may setup configuration manually

ranual Setup AP

vou can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate o this wireless network and specify the encryption strength,
Click "Save/spply" when done.

Select SSI0: Broadecom
Metwork Authentication: WP -

WiPs Group Rekey Interval:
R&DIUS Server IP address:

RADIUS Port:
RADIUS Key:

WP Encryption:
WWEP Encryption:

ID

IEI‘EI‘U‘D

|1812
Ii

TEIP -
IDlsahled ¥

Savefapnly

WPA2 Authentication

Network Authentication: Select the authentication mode for the selected
wireless LAN of SSID to be WPA2.

WPA2 Preauthentication: Selec Enable or Disenable.

Network Re-auth Interval: Specifies the timer of re-authentication between
the server and the client.

WPA Group Rekey Interval: Specifies the timer the WPA key must change. If
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the value set 0, no need to change. The change is done automatically
between the server and the client.
RADIUS Server IP Adress: Enter the IP Address of the authentication

RADIUS Port: Enter the port number of the authentication server. The default

RADIUS Key: Enter the same key as the Radius server’s.

°
server.
°
port number is 1812.
°
°

WPA Encryption: Select TKIP, AES or TKIP + AES. The AES is default. The
TKIP + AES encryption mode means AP auto adjust to use TKIP or AES
according to wireless clients.

Click Save/Apply to save the wireless security options and make the modification
effect.

Wireless —- Security

This page allows you o configure security features of the wireless LaM interface,
You may setup configuration manually

ranual Setup AP

vou can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network and specify the encryption strength,
Click "Save/apply" when done,

Select SSI0: Broadecom

Metwork authentication: Wphz -
WPAZ Preauthentication: Disabled vl

Metwark Re-auth Interval: 35000

WPA Group Rekey Interval:
RADIUS Server IP Address:

FADIUS Port:
RADIUS Key:

WRA Encryption:
WEP Encryption:

ID
ID.D.D.D
|1812

ABS hd

Digabled VI

Save/apply |

Mixed WPA2/WPA Authentication

This authentication mode means AP auto adjust to use WPA2 or WPA according to

wireless clients.

[ Network Authentication: Select the authentication mode for the selected
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wireless LAN of SSID to be Mixed WPA2/WPA.

WPAZ2 Preauthentication: Selec Enable or Disenable.

Network Re-auth Interval: Specifies the timer of re-authentication between
the server and the client.

WPA Group Rekey Interval: Specifies the timer the WPA key must change. If
the value set 0, no need to change. The change is done automatically
between the server and the client.

Radius Server IP Adress: Enter the IP Address of the authentication server.
Radius Port: Enter the port number of the authentication server. The default
port number is 1812.

Radius Key: Enter the same key as the Radius server’s.

WHPA Encryption: Select TKIP, AES or TKIP + AES. The AES is default. The
TKIP + AES encryption mode means AP auto adjust to use TKIP or AES
according to wireless clients.

Click Save/Apply to save the wireless security options and make the modification

effect.

Wireless —- Security

This page allows you o configure security features of the wireless LaM interface,
You may setup configuration manually

Manual

ou can

Setup AP

set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network and specify the encryption strength,
Click "Save/apply" when done,

Select SSI0: Broadecom

Metwork Authentication: Mixed WPAZ/WPA vl
WPAZ Preauthentication; Dizabled =

Metwork Re-auth Interval: 36000

VP4 Group Rekey Interval:
RADIUS Server [P Address:

RADIUS Port:
RADIUS Key:

WP Encryption:
WEP Encryption:

0
0.0.0.0
1812

TEIP+AES =
Disabled =

Save/Apply
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WPA-PSK Authentication

Network Authentication: Select the authentication mode for the selected
wireless LAN of SSID to be Mixed WPA-PSK.

WPA Pre-Shared Key: Enter the pre-shared key for WPA. Client stations
must use the same key in order to connect with this device. Check the table
below for instructions when entering the key.

Format Minimum Maximum
characters Characters
ASCII 8 63
Hexadecimal 8 64

WPA Group Rekey Interval: Specifies the timer the WPA key must change. If
the value set 0, no need to change. The change is done automatically
between the server and the client.

WPA Encryption: Select TKIP, AES or TKIP + AES. The TKIP is default. The
TKIP + AES encryption mode means AP auto adjust to use TKIP or AES
according to wireless clients.

Click Save/Apply to save the wireless security options and make the modification

effect.

wireless —- Security

This page allows you to configure security features of the wirsless LAN interface,
fou may setup configuration manually

Manual Setup AP
‘ou can set the network authentication method, selecting data encryption,

specify whether a network key is required 1o authenticate to this wireless network and specify the encryption strength,
Click "Sawe/apply" when done.

Select S5ID: Broadcom =

Metwark Authentication;

P4 Pre-Shared Key: Click here to display

WPa Group Rekey Interval: 0

WP, Encryption: TEIF -
WEP Encryption: Dizabled =

Save/Apply

WPA2-PSK Authentication
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° Network Authentication: Select the authentication mode for the selected
wireless LAN of SSID to be Mixed WPA2-PSK.

® WPA Pre-Shared Key: Enter the pre-shared key for WPA. Client stations
must use the same key in order to connect with this device. Check the table
below for instructions when entering the key.

Format Minimum Maximum
characters Characters
ASCII 8 63
Hexadecimal 8 64

[ WPA Group Rekey Interval: Specifies the timer the WPA key must change. If
the value set 0, no need to change. The change is done automatically
between the server and the client.

° WPA Encryption: Select TKIP, AES or TKIP + AES. The AES is default. The
TKIP + AES encryption mode means AP auto adjust to use TKIP or AES
according to wireless clients.

Click Save/Apply to save the wireless security options and make the modification

effect.

wireless —- Security

This page allows you to configure security features of the wirsless LAN interface,
fou may setup configuration manually

Manual Setup AP
‘ou can set the network authentication method, selecting data encryption,

specify whether a network key is required 1o authenticate to this wireless network and specify the encryption strength,
Click "Sawe/apply" when done.

Select S5ID: Broadcom =
Network Authentication: WPA2 -F3K hd
WP Pre-Shared Key: Click here to display «

WiPA Group Rekey Interval: 0
W4, Encryption: AES -
WEP Encryption: Disabled 7]

Save/apply

Mixed WPA2/WPA-PSK Authentication
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This authentication mode means AP auto adjust to use WPA2-PSK or WPA-PSK
according to wireless clients.

° Network Authentication: Select the authentication mode for the selected
wireless LAN of SSID to be Mixed WPA2/WPA-PSK.
® WPA Pre-Shared Key: Enter the pre-shared key for WPA. Client stations
must use the same key in order to connect with this device. Check the table
below for instructions when entering the key.
Format Minimum Maximum
characters Characters
ASCII 8 63
Hexadecimal 8 64
° WPA Group Rekey Interval: Specifies the timer the WPA key must change. If
the value set 0, no need to change. The change is done automatically
between the server and the client.
° WPA Encryption: Select TKIP, AES or TKIP + AES. The AES is default. The

TKIP + AES encryption mode means AP auto adjust to use TKIP or AES
according to wireless clients.

Click Save/Apply to save the wireless security options and make the modification

effect.

wireless —- Security

This page allows you to configure security features of the wirsless LAN interface,
fou may setup configuration manually

Manual Setup AP

fou can

set the network authentication method, selecting data encryption,

specify whether a network key is required 1o authenticate to this wireless network and specify the encryption strength,
Click "Sawe/apply" when done.

Select S5ID:

Eroadecom -

Metwork suthentication:

Wi Pre-Shared Key:
WP Group Rekey Interval:

WP Encryption:
WEP Encryption:

Mized WPAZ/WPA -PSK vl

Click here to display

0

TEIP+LES
Dizabled =

Save/sonly
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354 Wireless - MAC Filter

The web page allows you to create a list of MAC addresses that are banned or

allowed association with the wireless access point.

° MAC Restrict Mode: The function can be turn on/off, Check Disabled to
disable this function. Vice versa, to enable the function. After enabling the
function, you can filter wireless users according to their MAC address, either
allowing or denying access. Check Allow to make any wireless MAC
address in the Wireless Access Control List can be linked to. And Check
Deny to banned any wireless MAC address in the Wireless Access Control
List to be linked to.

Wireless — MAC Flter

Select SSI0: IBroadcom VI

Device Info
Advanced Setup

Wireless MAC Restrict Mode: & Disabled € allow € Deny
Basic

Security
MAC Flter

wireless Bridge

‘MAE Address ‘Remuve |

Advanced

Station Info gddl Remaove |

Diagnostics

Management

° Add a MAC Access Control: To add a new MAC address to your wireless
MAC address filters, click Add to show next page. Type in the MAC Address
in the entry field provided. Click Save/Apply to add the MAC address to the
list. The MAC address appears listed in the table below.

Wireless —— MAC Filter

Enter the MAC address and click "Apply" to add the MAC address to the wireless MAC address
filters.

MAC Address:

Save/spply |
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° Remove a MAC Access Control: Select the Remove checkbox in the right
column of the list for the MAC address to be removed and click Remove.

3.55 Wireless — Bridge

This page allows you to configure wireless bridge features of the wireless LAN

interface.

The Wireless Distribution System (WDS) allows you to extend the range of your

wireless network by introducing one or more WDS-enabled devices into your

wireless network. You can only establish WDS links with WDS-enabled devices.

® AP Mode: Select Access Point’s functionality to be Access Point or pure
Wireless Bridge. You can select Wireless Bridge (also known as Wireless
Distribution System) to disables access point functionality. Selecting Access
Point enables access point functionality and Wireless bridge functionality will
still be available and wireless stations will be able to associate to the AP.

° Bridge Restrict: Select Disabled in Bridge Restrict which disables wireless
bridge restriction. Any wireless bridge will be granted access. Selecting
Enabled or Enabled (Scan) enables wireless bridge restriction. Only those
bridges selected in Remote Bridges are granted access.

You can manually enter Remote Bridges MAC Address to the list. You can also do

it automatically in the following steps:

Step 4 In the Bridge Restrict list, click Enabled (Scan).
Step 5 Click Refresh to update the remote bridges.

The router waits for a few seconds to update. And then lists the results in the

Accessible Access Points table.

Step 6 Check on the box in the left column of the list for selecting the Access
Point to which you want to establish a WDS connection.
Step 7 Click Save/Apply.

You must configure all Bridges Access Point with:

° The same encryption and authentication mode as Open, Shared, WEP,
WPA-PSK or WPA2-PSK.

° The same fixed channel.

Click Save/Apply to configure the wireless bridge options and make the

modification effect.

105



Wireless -- Bridge

This page allows you to configure wireless bridge features of the wireless LAN interface. You

Device Info can select Wireless Bridge (also known as Wireless Distribution System) 1o disable access
Advanced Setup point functionality. Selecting Access Point enables access point functionality, Wireless bridge
Wireloss functionality will still be available and wireless stations will be able t0 associate 1o the AP,

Select Disabled in Bridge Restrict which disables wireless bridge restriction. Any wireless
bridge will be granted access. Selecting Enabled or Enabled(Scan) enables wireless bridge
restriction. Only those bridges selected in Remote Bridges will be granted access.

MAC Filter Click "Refresh” to update the remote bridges, Wait for few seconds o update,
o i Click "Save/apply" to configure the wireless bridge options,

Basic

Security

ireless Bridge

Advanced
Station Info AP Mode: IAccass Point -
Diagnostics Bridge Restrict: Enahled -

BT FE T Remote Bridges MAC address: I

Refresh Save/spply
3.5.6 Wireless — Advanced

This page allows you to configure advanced features of the wireless LAN interface.
You can select a particular channel on which to operate, force the transmission rate
to a particular speed, set the fragmentation threshold, set the RTS threshold, set
the wakeup interval for clients in power-save mode, set the beacon interval for the
access point, set XPress mode and set whether short or long preambles are used.
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Wireless — Advanced

This page allows you to configure advanced features of the wireless LaN interface. You can
Dbevice Info select a particular channel on which to operate, force the ransmission rate to a particular
speed, set the fragmentation threshold, set the RTS threshold, set the wakeup interval for
Advanced Setup clignts in power-save mode, set the beacan interval for the access point, set ¥Press mode and
Wireless set whether short or long preambles are used.
m Click "apph" o configure the advanced wireless options.
securit!
v Band: 2.4GHz =
MAC Filter " ‘ m
Channel: d Current: 11
Wireless Bridge —_—
A i Auto Channgl Tirmer(min) (u]
Station Info S4gmRats: uto :Iv
q q Iulticast Rate: drto VI
Diagnostics
Basic Rate: Defanlt |
Management —_—
Fragmentation Threshald: 2346
RTS Threshold: 2347
DTIM Interval: 1
Bearon Interval: 100
Global Max Clients: 16
*¥Press™ Technology: Disabled =
S4gne Mode: Bdgz Aurto -
S4qm Protection: Auto =
Preamble Type: long vI
Transmit Power: 100% =
Savefspply

° Band: Select 802.11b/g using wireless frequency band range. The radio
frequency remains at 2.437 GHz.

® Channel: Fill in the appropriate channel to correspond with your network
settings. 11 is the default channel. All devices in your wireless network must
use the same channel in order to work correctly. This router supports auto
channeling functionality.

[ Auto Channel Timer(min): Specifies the timer of auto channelling.

® 54g™ Rate: Select the transmission rate for the network. The rate of data
transmission should be set depending on the speed of your wireless network.
You can select from a range of transmission speeds, or you can select Auto
to have the Router automatically use the fastest possible data rate and
enable the Auto-Fallback feature. Auto-Fallback will negotiate the best
possible connection speed between the Router and a wireless client. The
default value is Auto.

° Multicast Rate: Select the multicast transmission rate for the network. The
rate of data transmission should be set depending on the speed of your
wireless network. You can select from a range of transmission speeds, or
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you can select Auto to have the Router automatically use the fastest
possible data rate and enable the Auto-Fallback feature. Auto-Fallback will
negotiate the best possible connection speed between the Router and a
wireless client. The default value is Auto.

Basic Rate: Select the basic transmission rate ability for the AP.
Fragmentation Threshold: Packets that are larger than this threshold are
fragmented into multiple packets. Try to increase the fragmentation threshold
if you encounter high packet error rates. Do not set the threshold too low,
since this can result in reduced networking performance.

RTS Threshold: This value should remain at its default setting of
2347.Should you encounter inconsistent data flow, only minor reductions are
recommended. Should you encounter inconsistent data flow, only minor
reduction of the default value, 2347, is recommended. If a network packet is
smaller than the preset RTS threshold size, the RTS/CTS mechanism will not
be enabled. The Router sends Request to Send (RTS) frames to a particular
receiving station and negotiates the sending of a data frame. After receiving
an RTS, the wireless station responds with a Clear to Send (CTS) frame to
acknowledge the right to begin transmission. The RTS Threshold value
should remain at its default value of 2347.

DTIM Interval: (Delivery Traffic Indication Message) Enter a value between 1
and 255 for the Delivery Traffic Indication Message (DTIM.) A DTIM is a
countdown informing clients of the next window for listening to broadcast and
multicast messages.

Beacon Interval: Beacon is a packet of information that is sent from a
connected device to all other devices where it announces its availability and
readiness. A beacon interval is a period of time (sent with the beacon) before
sending the beacon again. The beacon interval may be adjusted in
milliseconds (ms). Default (100) is recommended.

Global Max Clients: Specifies maximum wireless client stations to be enble
to link with AP.

XPress™ Technology: Select Enable or Disable. This is a special
accelerating technology for IEEE802.11g. The defaule is Disabled.

54g™ Mode: Compatible with IEEE 802.11b, IEEE 802.11g. Select a
Standards from the drop-down list box. Its default setting is 54g Auto. The
drop-down list box includes below mode.
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® 802.11b Only: Only stations that are configured in 802.11b mode can
associate. If you select it, the rate of transmission only has selected values:
1Mbps, 2Mbps, 5.5Mbps, and 11Mbps. For other selections, the rate of
transmission has lots of selected values: 1Mbps, 2Mbps, 5.5Mbps, 6Mbps,
9Mbps, 11Mbps, 12Mbps, 18Mbps, 24Mbps, 36Mbps, 48Mbps, 54Mbps.

® 549 LRS: This is a special compatibility mode for 802.11b/g and is in fact
designed for older types of b-clients. Use this mode if you are experiencing
problems with wireless clients that connect to the Access Point. If you select
it, the preamble type will be disabled, which cannot be set.

® 54g Auto: Only stations that are configured in 802.11b/g mode can
associate.

® 549 Perfomance: Only stations that are configured in 802.11g mode can
associate. It is the same as 54g LRS, if you select it, the preamble type will
be disabled, which cannot be set.

® 54g™ Protection: The 802.11g standards provide a protection method so
802.11g and 802.11b devices can co-exist in the same network without
“speaking” at the same time. Do not disable 54g Protection if there is a
possibility that a 802.11b device may need to use your wireless network. In
Auto Mode, the wireless device will use RTS/CTS to improve 802.11g
performance in mixed 802.11g/802.11b networks. Turn protection off to
maximize 802.11g throughput under most conditions.

° Preamble Type: Preambles are a sequence of binary bits that help the
receivers synchronize and ready for receipt of a data transmission. Some
older wireless systems like 802.11b implementation use shorter preambles. If
you are having difficulty connecting to an older 802.11b device, try using a
short preamble. You can select short preamble only if the 54g mode is set to
802.11b.

° Transmit Power: Adjust the transmission range here. This tool can be
helpful for security purposes if you wish to limit the transmission range.

Click Save/Apply to configure the advanced wireless options and make the

changes take effect.

3.5.7 Wireless -- Authenticated Stations

This page shows authenticated wireless stations and their status about Association
and authentication.
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Wireless - Authenticated Stations

This page shows authenticated wireless stations and their status,

Device Info
Advanced Setup |MAI3 |Assnciated Authorized |SSID |Interface ‘

Wireless
Basic Refresh |
Security
WAL Filter
wireless Bridge
Advanced
Station Info

Diagnostics

Management

3.6 Diagnostics

Click Diagnostics to show the interface.

Your modem is capable of testing your DSL connection. The individual tests are
listed below. If a test displays a fail status, click Rerun Diagnostic Tests at the
bottom of this page to make sure the fail status is consistent. If the test continues to
fail, click Help and follow the troubleshooting procedures.
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Device Info
Advanced Setup

pppoe_0_0_35_1 Diagnostics

Your modern is capable of testing your DSL connection. The individual tests are listed belowe, 1f
a test displays a fail status, click "Rerun Diagnostic Tests" at the bottom of this page to make
sure the fail status is consistent. If the test continues 1o fail, click "Help" and follow the
froubleshooting procedures,

Test the connection to your local network

Management

Test your ENET(1-3) Connection: FAIL  |Heln
Test your ENET4 Connection: PASS  |Help
Test your USB Connection: Help
Test your Wireless Connection: PASS  |Help

Test the connection to your DSL service provider

Test ADSL Synchronization: FAIL Help
Test ATV DAM F5 segment ping: FAIL Help
Test ATM DAM F5 end-to-end ping: FAIL Help

Test the connection to your Internet service provider

Test PPP server connection: FAIL Help
Test authentication with ISP: PASS  |Help
Test the assigned IP address: FAIL Help
Ping default gateway: FAIL Help
Ping primary Domain Name Server: PASS  |Help

MNext Connection
Test Test With OaM F4

3.7 Management

3.7.1 Settings

3.7.11

Settings Backup

Click Backup Settings to back up the DSL router configuration.

111



Device Info

Advanced Setup
Wireless
Diagnostics
Management

Settings

Update

Restore Default
System Log
TR-069 Client
Internet Time
Access Control
Update Software
Save/Reboot

Settings - Backup

Backup DSL router configurations, You may save your router configurations o & file on your
PC.

Backup Settings

3.7.1.2  Settings Update

Click Browser and select the correct update configure settings file. Then, click
Update Settings to update the modem settings.

Device Info

Advanced Setup
Wireless
Diagnostics
Management
Settings

Backup

estore Delaul
System Log
TR-D69 Client
Internet Time
Access Control
Update Software
Save/Reboot

Tools —- Update Settings

Update DSL router settings. You may updste your router settings using your saved files,

Siettings File Mame: Browse |
Update Settings

3.7.1.3  Settings Restore Default

Click Restore Default Settings to restore DSL router settings to the factory

defaults.
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Device Info

Advanced Setup
wireless
Diagnostics
Management
Settings
Backup
Update

Restore Default

Tools -- Restore Default Settings

Restore DSL router settings to the factory defaults,

Restore Default Settings

3.7.2 System Log

Click System Log to show the following interface. The system log dialog allows
you to view the system log and configure the system log options.

Device Info

Advanced Setup
Wireless
Diagnostics
Management
Settings

— System LDg —
TR-069 Client

System Log

The System Log dialog allows you to view the Systermn Log and configure the Systerm Log
options.

Click "Iz Systern Log" o view the Systerm Log,

Click "Configure Systern Log" o configure the System Log aptions,

View System Log | Configure System Log |

Click Configure System Log to show the following interface. You can enable or
disable the system log and then select the log level, display level and mode, and
click Apply to end your configurations.
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System Log -- Configuration

If the log mode is enabled, the systerm will begin to log all the selected events, For the Log Level, all
events above or equal to the selected level will be logged. For the Display Level, all logged events above
or equal to the selected level will be displayed, If the selected mode is 'Remote’ or 'Both,' events will be
sent to the specified IP address and UDP port of the remote syslog server, If the selected mode is 'Local'
or 'Both,' events will be recorded in the local mermary,

Select the desired values and click 'Save/apply' to configure the system log options,

Log: @ Disable ' Enable

Log Level: Error hd
Display Level: Error =
Mode: Local VI

Save/apply

Both the log level and display level have eight choices. The default log level is
Debugging and the default display level is Error.
The mode options are Local, Remote, and Both. The default is Local.

System Log -- Configuration

If the log mode is enabled, the system will begin to log all the selected events, For the Log Level, all
events above or equal to the selected level will be logged. For the Display Level, all logged events above
or equal to the selected level will be displaved. If the selected mode is 'Remote' or 'Both,' events will be
sent to the specified IP address and UDP port of the remote syslog server, If the selected mode is 'Local'
ar ‘Bath,' events will be recarded in the local memary.

Select the desired values and click 'Save/épply' to configure the systerm log options.

Log: ¥ Disahle © Enable

Log Level: Debugging

-
Display Lewvel: Error =

IMode: Emergency
Alert
Critical

Warning
Notice

Informational
Debugging Savefapply |
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If you select Remote or Both, all events are transmitted to the specified UDP port
of the specified log server.

System Log -- Configuration

If the log rmode is enabled, the system will begin to log all the selected events. For the Log Level, all
events above or equal to the selected level will be logged, For the Display Level, all logged events above
or equal 1o the selected level will be displayed. If the selected mode is 'Remote’ or 'Both,' events will be

sent to the specified IP address and UDP port of the remote syslog server, If the selected mode is 'Local'
or 'Both,' events will be recorded in the local memary,

Select the desired values and click 'Savefapply' to configure the system log options.

Log: & Disahle © Enzhle
Log Level: Debugging |
Display Level: Error =

Mode: Remate VI

Server [P Address:  |0.0.0.0

Server LUDP Port: 514

Save/apply |

After operations under Configure System Log, click View System Log to query

the system logs. In this example, the View System Log is the default.

Note: The log and display of the system events are above the set level. If you
intend to record all information, you need to set the levels as Debugging.

System Log
Date/Time [Facility [Severity Message
Jan 1 00:00:25)svslog  |emerg  [BCM9E345 started: BusyBox v1.00 (2008.08,28-00:02+00007%
Jan 1 00:00:25user it kernel: ethd Link LI,

Refresh | Closel

Click Refresh to refresh the system event logs or click Close to exit from this
interface.

3.7.3 TR-069 Client

Select the desired values and click Save/Apply to configure the TR-069 client
options.
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TR-069 client - Configuration

WMAN Management Protocol (TR-063) zllows a Auto-Configuration Server (ACS) to perform auto-configuration, provision, collection,
and diagnostics to this device.

Device Info
Advanced Setup Selert the desired values and click "apply 1o configure the TR-069 client options.
wireless
Diagnostics Infortn @ Disable € Enable
Management
Settings Inform Interval: (300
System Log ACS URL:
TTR960 Cilent ACS User Narne: [acimin
Internet Time ACS Password: seoee
Access Cantrol
Update Software Display SO&P messages on serial console & Disable © Enable
Save/Reboot
' Connection Request Authentication
Cornection Request User Narme: [actmin
Cornection Request Password: csces
Savesapply | GetmPCMethods

Click Internet Time to show the following page. In this page, the modem can
synchronize with Internet time servers.

Time settings

This page allows you to the moderm's time configuration,

Device Info

Advanced Setup [T automatically synchronize with Internet time servers
Wireless
Diagnostics
Management
Settings
System Log
TR-069 Client

Internet Time

Access Control Save/spply
After enable Automatically synchronize with Internet time servers, the
interface show below. Enter proper configurations and click Save/Apply.
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Time settings
This page allows you to the modem's time configuration.

|7 utomatically synchronize with Internet time servers

First TP time server:  [elock. fmt. he. net =
Second NTF time server: |None jl
Time zone offset: I (GNT-12:00) International Date Line West j

Save/bpply |

3.7.5 Access Control

3.7.5.1 Access Control — Services

Click Access Control > Services to show the following interface. In the interface,
you can enable or disable HTTP, ICMP, SSH, TELNET and TFTP services. And the
LAN side and WAN side can have different configurations.

Access Control -- Services

& Service Control List ("SCL") enables or disables services from being used.

Device Info

Advanced Setup

wireless

Diagnostics Services |LAN WAN
Management HTTP ¥ Enable | T Enable
Settings

9 ICMP Enable T Enable

System Log

TR-069 Client 35H W Enable | 7 Enable
Internet Time TELNET | W Enable | T Enable
Access Control

s TFTP |7 Enahle |_ Enable

1P Addresses

Passwords Save/apply |

Update Software
Save,/Reboot

Note: If the connection is PPPoE PVC, you can view the information of WAN side.
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3.7.5.2 Access Control -- IP Addresses

Click Access Control > IP Addresses to show the following interface.

Access Control — IP Address

The IP Address Access Control mode, if enabled, permits access to local management services from IP addresses contained
Device Info in the Access Control List. If the Access Control mode is disabled, the system will not validate IP addresses for incaming
Quick Setup packets, The services are the system applications listed in the Service Control List

Advanced Setup
Access Confrol Mode: & Disable € Enable

wireless

Diagnostics

Management
Settings 1P Address |Remove
System Lag
TR-069 Client add | Remove

Internet Time
Access Control
Services
IP Addresses

If enabled, permits access to local management services from IP addresses
contained in the Access Control List.

If the Access Control mode is disabled, the system does not validate IP addresses
for incoming packets. The services are the system applications listed in the Service
Control List.

Click Add to show the following interface. In the interface input the IP address of
the management station permitted to access the local management services, and
click Save/Apply.

Access Control

Enter the IP address of the management station permitied 1o sccess the local management services, and click 'Save/apply,'

IF Address: I
Save/apply

3.7.5.3 Access Control — Passwords

Click Access Control > Passwords to show the following interface. In the
interface, you can modify the accounts passwords.
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Access Control -- Passwords

Access to your DSL router is controlled through three user accounts: admin, support, and user,

Device Info

Quick Setup The user narme "adrmin" has unrestricted access to change and view configuration of your DSL Router,
Advanced Setup . )
) The user narne "support” is used to allow an ISP techinician to access your DSL Router for maintenance and to run
Wireless diagrostics,
Diagnostics
Management The user narme "user" can access the DSL Router, view configuration settings and statistics, a5 well as, update the
router's software.

Settings
ERED L‘l:'g Use the fizlds below to enter up to 16 characters and click "Apply" to change or create passwords, Nots:
TR-069 Client Password carnat contain a space.
Internet Time
Access Control Username: j
Services Old Passward:
1P Addresses Mew Password:
.—.passwords | Confirm Passward:

Update Software

Save/Reboot Save/Apply
3.7.6 Update Software

Click Update Firmware to show the following interface. In this interface, you can
update the modem firmware. Click Browse to find the right version file and click
Update Firmware to update.

Tools - Update Software

Step 1: Ohtain an updated software image file from your 15,

Device Info
Quick Setup Step 2: Enter the path to the image file location in the box below or click the "Browse" button 1o locats the image
Advanced Setup file.
Wireless Step 3: Click the "Update Software” button once to upload the new image file,
Diagnostics
Management MOTE: The update process takes about 2 minutes to complete, and your DSL Router will reboot.
Settings
System Log Software File Marme: Browse:
TR-069 Client

Internet Time Update Software

Access Control
Update Software

Note: Do not turn off your modem during firmware updates. When the update is
finished, the modem reboots automatically. Do not turn off your modem
either before the reboot is over. You must guarantee the update software is
right and accurate. It is strictly forbidden to use other software for updates.

After update software, it is suggested to restore the modem to the factory defaults

and configure it again.
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3.7.7 Save/Reboot

Click Save/Reboot to show the following interface. Click Save/Reboot to save and
reboot the router.

Click the button below to save and reboot the router.
Device Info Save/Reboot

Quick Setup
Advanced Setup
Wireless
Diagnostics
Management
Settings
System Log
TR-069 Client
Internet Time
Access Control

Update Software

..5ave/Reboot ¢

120



4 Networking Topology

Before configuring the Modem, you must clearly determine that the Modem is used
for Bridging mode or Routing mode. This chapter introduces some applications.
And see the Introductions to WEB Configuration Management for detailed
configurations.

4.1 PPP over ATM (PPP0A) Mode

Dynamic Public IP

192.168.1.3 182.168.1.1 assigned by BRAS 10.28.106.200
i Pool: 10.28.106.0
— ADSL/ STM-1 |
PPPOA + NAT :
DSLAM BRAS
PC(s)
182.168.1.2 |[“ ’]l RADIUS
Server
PPP over ATM

Descriptions

In this example, the Modem is connected to the DSLAM through PVC 8/35 and the
access mode is the built-in PPPOA+NAT. The encapsulation of the BRAS downlink
port is PPP OVER ATM, the authentication is AUTO, the IP address is
10.28.106.200, the IP Pool is 10.28.106.*, and the IP address of uplink port is
10.61.92.157. The IP of the WAN port on the Modem is assigned by BRAS through
the built-in PPPOA dial-up dynamically. The PC that the Modem is attached is
assigned with a private IP address (within the same segment with the management
IP of the Modem). The NAT functions of the Modem are enabled and the private PC
address is translated to the public address 10.28.106.* (2 ~ 254) assigned by
BRAS dynamically for accessing ISP.

The IP address of the PC can be fixed (as in this example) or assigned through
DHCP server of the Modem. If it is assigned by DHCP server, the DHCP functions
of the MODEM must be enabled. The IP address of the DHCP address pool is
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192.168.1.* (2~254). The functions are enabled by default and at the same time
the PC is configured to obtain IP and DNS addresses dynamically.
Setting Procedure
Step 1 Activate your browser and enter 192.168.1.1 in the address bar to login in
to the Modem.
Step 2 Click Advanced Setup > WAN, then click Add.
Step 3 In the ATM PVC Configuration interface, configure VPI/VVCI as 8/35 and
then click Next.
Step 4 In the Connection Type interface, select PPP over ATM (PPPoA) and
VC MUX as the encapsulation, and then click Next.
Step 5 In the PPP User name and Password interface, enter the user name
and password provided by your ISP. And then click Next.
Step 6 In the Enable IGMP Multicast and WAN Service interface, keep the
default configuration unchanged and then click Next.
Step 7 Check the network configurations and ensure that all settings comply
with the information provided by your ISP, and then click Save.
Step 8 Click Save/Reboot to apply the changes and reboot the system.
You can also modify the PVC 8/35. If you need to modify the LAN IP address and
DHCP server information, you can operate in LAN in Advanced Setup.
After the dial-up is complete, the IP address that the Modem obtains at the
WAN-side port ppp_8_35_1. Query Device Info > Route, and the route interface is
as follows.

Destination |Gateway Subnet Mask |Flag | Metric | Service Interface
10.28.106.200 | 0.0.0.0 255,255.255.255 |UH |0 pppoa_8_35_1 |ppp_8_35_1
192.168.1.0 |0.0.0.0 255.255.255.0 (U a alga]

0.0.0.0 10.28.106.200 | 0.0.0.0 uc |0 pppoa_8_35_1 |ppp_8_35_1

After the built-in PPPoA dial-up is successful, the created WAN-side port is
ppp_8_35_1.
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4.2 PPP over Ethernet (PPPOE) Mode

Dynamic Defautt Private IP

Public IP 192.168.1.1
asigned by
BRAS

Hub \ADSL aTNEN ‘;x,.'“"--v._,_“‘
g e ==y 9 ¢ 18P 9
Bhemet ) bl
PPFoE IP NS
Extenstion DSLAM oRes
hiode

IL Jl RADIUS
s
PPP over Ethernet S

Description
In this example, the modem is connected to the DSLAM through PVC 8/35 and the
access mode is the built-in PPPOE+NAT. The encapsulation of the BRAS downlink
port is PPP over Ethernet, the authentication is AUTO, the IP address is
10.28.106.200, the IP Pool is 10.28.106.*, and the IP address of uplink port is
10.61.92.157. The IP of the WAN port on the modem is dynamically assigned by
BRAS through the built-in PPPOE dial-up. The PC attached to the modem is
assigned with a private IP address (within the same segment as the management
IP of the modem). The NAT function of the modem is enabled and the private
address of the PC is translated to the public address 10.28.106.* (2~254)
dynamically assigned by BRAS for accessing ISP.
The IP address of the PC can be fixed (as in this example) or assigned through
DHCP Server of the modem. If it is assigned by the DHCP server, the DHCP
functions of the modem must be enabled. The IP address of the DHCP address
pool is 192.168.1.* (2~254). The functions are enabled by default and at the same
time the PC is configured to obtain IP and DNS addresses dynamically.

Setting Procedure
Step 1 Open the Internet browser and enter 192.168.1.1 in the  address bar to

log in to the modem.
Step 2 Choose Advanced Setup > WAN and click Add.
Step 3 In the ATM PVC Configuration page, set VPI/VCI to 8/35 and click Next.
Step 4 In the Connection Type page, select PPP over Ethernet (PPPOE) and set
the Encapsulation Mode to LLC/SNAP-BRIDGING, and then click Next.
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Step 5 In the PPP User name and Password page, enter the user name and
password provided by your ISP. Then, click Next.

Step 6 In the Enable IGMP Multicast and WAN Service page, keep the default
settings and click Next.

Step 7 Confirm the network configuration and ensure that all settings are
consistent with the data provided by your ISP. Then, click Save.

Step 8 Click Save/Reboot to apply the changes and reboot the modem.

You can also modify the PVC 8/35. To modify the LAN IP address and DHCP

server information, set in LAN in Advanced Setup.

After the dial-up is successful, the modem obtains the IP address at the WAN-side

port ppp_8_35_1.

Choose Device Info > Route and the route table is as follows.

Destination |Gateway Subnet Mask |Flag |Metric | Service Interface
10.28.106.200 | 0.0.0.0 255.255.255.255 |UH |0 pppoe_8_35_1 |ppp_8_35_1
192.168.1.0 0.0.0.0 2553,255.235.0 u u] bro

0.0.0.0 10.28.106.200 | 0.0.0.0 Uz |0 pppoe_8_35_1 |ppp_8_35_1

4.3 MER + DHCP Mode

192.168.1.2 Dynamic Public IP 10.28.108 1
E Assigned by BRAS DHCP DHCP:10.28.108.0
A = server
——= 152 1 / STMA
s s
192.168.1,
ADSL -
3 DSLAM BRAS
PC(s)
. A
MER
Description

In this example, the modem is connected to the DSLAM through PVC 8/35 and the
access mode is the MER+NAT. The downlink interface of BRAS is encapsulated in
1483B, the IP address is 10.28.108.1 and the DHCP Server is enabled, the
address pool is 10.28.108.* (2~254), and the IP address of the uplink interface is
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10.61.92.157. The WAN IP address of the modem is automatically obtained

through DHCP. The PC attached to the modem is assigned with a private IP

address (within the same segment as the management IP address 192.168.1.1).

The NAT functions of the modem is enabled and the private address of the PC is

translated to the public address 10.28.108.* (2~254) dynamically assigned by

BRAS for accessing ISP.

The IP address of the PC can be fixed (as in this example) or assigned through

DHCP server of the modem. If it is assigned by the DHCP server, the DHCP

functions of the modem must be enabled. The IP address of the DHCP address

pool is 192.168.1.* (2~254). The functions are enabled by default and at the same
time the PC is configured to obtain IP and DNS addresses dynamically.
Setting Procedure

Step 1 Open the Internet browser and enter 192.168.1.1 in the address bar to log
in to the modem.

Step 2 Choose Advanced Setup > WAN and click Add.

Step 3 In the ATM PVC Configuration page, set VPI/VCI to 8/35 and click Next.

Step 4 In the Connection Type page, select MAC Encapsulation Routing (MER)
and set the Encapsulation Mode to LLC/SNAP-BRIDGING, and then
click Next.

Step 5 In the WAN IP Settings page, select Obtain an IP address automatically,
Obtain default gateway automatically and Obtain a DNS server address
automatically. Then, click Next.

Note: You can manually configure the WAN IP address, default gateway, and DNS

server address.

Step 6 In the Network Address Translation Settings page, enable the NAT and
firewall. Keep default settings for other fields. Then, click Next.

Step 7 Confirm the network configuration and ensure that all settings are
consistent with the data provided by your ISP. Then, click Save.

Step 8 Click Save/Reboot to apply the changes and reboot the modem.

You can also modify the PVC 8/35. To modify the LAN IP address and DHCP

server information, set in LAN in Advanced Setup.

After the configuration is complete, the modem obtains the IP address at the

WAN:-side port nas_8_35. Choose Device Info > Route and the routing table is as

follows.
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Destination | Gateway |Subnet Mask |Flag |Metric | Service |Interface

192.168.1.0 |0.0.0.0 255.255.255.0 |U u] bro
10.28,108.0 |0.0.0.0 295,255.253.0 |U u] mer_2_3% |nas_B_33
0.0.0.0 10,28.108.1 | 0.0.0.0 Uz |0 mer_8_33 |nas_B_35

If Enable NAT is disabled during the configuration, you must configure the route on
the BRAS. Otherwise, you cannot access your ISP. In actual application, Enable
NAT must be selected.

4.4 1P over ATM (IPoA) + NAT Mode

192.168.1.2
\2.168.1.1 20.1.1.2 sm,210'1"'1'1 ﬁ/\
ISP b}
o —i——[ B~
Hub ADSL .
‘E- DSLAM BRAS
PC(=)
L J
[ 1
IP over ATM
Description

In this example, the modem is connected to the DSLAM through PVC 8/35 and the
access mode is the IPOA+NAT. The downlink interface of BRAS is encapsulated in
1483R, the IP address is 20.1.1.1, the IP address of the uplink interface is
10.61.92.157, and the WAN IP address of the modem is assigned as 20.1.1.2. The
PC attached to the modem is assigned with a private IP address (within the same
segment as the management IP address 192.168.1.1) . The NAT functions of the
modem is enabled, and the private address of the PC is translated into the public
address 20.1.* (2~254) dynamically assigned by BRAS for accessing ISP.

The IP address of the PC can be fixed (as in this example) or assigned through
DHCP Server of the modem. If it is assigned by DHCP server, the DHCP functions
of the modem must be enabled. The IP address of the DHCP address pool is
192.168.1.* (2~254). The functions are enabled by default and at the same time
the PC is configured to obtain IP and DNS addresses dynamically.
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Setting Procedure

Step 1 Open the Internet browser and enter 192.168.1.1 in the address bar to log
in to the modem.

Step 2 Choose Advanced Setup > WAN and click Add.

Step 3 In the ATM PVC Configuration page, set VPI/VCI to 8/35 and click Next.

Step 4 In the Connection Type page, select IP over ATM (IPoA) and set the
Encapsulation Mode to LLC/SNAP-ROUTING, and then click Next.

Step 5 In the WAN Settings page, enter the IP address, subnet mask, and DNS
server address provided by your ISP. Do not select Use the following
default gateway. Then, click Next.

WAN IP Address: 20.1.1.2

WAN Subnet Mask: 255.255.255.0
Primary DNS server: 168.95.1.1
Secondary DNS server: 168.95.192.1

Step 6 In the Network Address Translation Settings page, enable the NAT and
firewall. Keep default settings for other fields. Then, click Next.

Step 7 Confirm the network configuration and ensure that all settings are
consistent with the data provided by your ISP. Then, click Save.

Step 8 Click Save/Reboot to apply the changes and reboot the modem.

You can also modify the PVC 8/35. To modify the LAN IP address and DHCP

server information, set in LAN in Advanced Setup.

After the configuration is complete, the modem WAN-side interface is ipa_8_35.

If Enable NAT is disabled during the configuration, you must configure the route on

the BRAS. Otherwise, you cannot access your ISP. In actual application, Enable

NAT must be selected.
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45 Leased Line Mode

Default Private IP

PC(s)  192.168.1.1

L1 Bridge 10.28.108.1

—= Hub Mode STM-1 A(ﬁ/_\\
10.28.108.2 | S— ISP
GW1028.108.F D 9 v

ADSL DSLAM BRAS

10.28.108.3

GWW-10.28.108.1

\ J

r g

1483 bridge
Description

In this example, the modem is connected to the DSLAM through PVC 8/35 and the

access mode is pure Bridging. The uplink interface of BRAS is encapsulated as

1483B, the IP address is 10.28.108.1, and the IP address of the uplink interface is

10.61.92.157. The PC attached to the modem is assigned a public IP address and

the gateway is 10.28.108.1.

Setting Procedure

Step 1 Open the Internet browser and enter 192.168.1.1 in the address bar to log
in to the modem.

Step 2 Choose Advanced Setup > WAN and click Add.

Step 3 In the ATM PVC Configuration page, set VPI/VCI to 8/35 and click Next.

Step 4 In the Connection Type page, select Bridging and set the Encapsulation
Mode to LLC/SNAP-BRIDGING, and then click Next.

Step 5 In the Unselect the check box below to disable this WAN service page,
keep the default settings and click Next.

Step 6 Confirm the network configuration and ensure that all settings are
consistent with the data provided by your ISP. Then, click Save.

Step 7 Click Save/Reboot to apply the changes and reboot the modem.

You can also modify the PVC 8/35. To modify the LAN IP address and DHCP

server information, set in LAN in Advanced Setup.

Note: In the pure Bridging mode, there is no interface at the WAN side of the

modem.
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5 Q&A

(1) Q:Why all LED indicators are off?

@

©)

4)

®)

A:

® Check the connection between the power adaptor and the power

socket.

® Check the power switch is on or not.
Q: Why Ethernet LED is not lighting?

A:
)

Check the connection between the ADSL modem and your computer,
hub, or switch.

Check the running status of your PC, hub, or switch, and ensure that
they are working normally.

Q: Why DSL LED is not lighting?

A: Check the connection between the ADSL “LINE” port and the wall jack.
Q: Why cannot visit Internet with ADSL LED is on?

A: Ensure that the following information is correctly entered.

VPINCI
Username/password.

Q: Why cannot open the Modem Web configuration page?
A: Follow below steps to check the communication between the computer
and modem.

Choose Start > Run from the desktop, and ping 192.168.1.1 (the IP
address of the modem).

If the modem cannot be reached, please check following
configuration:

—  Type of the network cable

—  Connection between the modem and computer

—  TCP/IP configuration of you computer

(6) Q: How to load the default setting after incorrect configuration?

A:

To restore the factory default, keep the device powered on and push a
needle into the hole. Press down the button about 3 seconds and then
release.
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® The default IP address and subnet mask of the modem are
192.168.1.1 and 255.255.255.0 respectively.
® The Username and password are admin and admin respectively.
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