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GWGuardian WebQuarantine User Guide
Getting Started

About GWGuardian & WebQuarantine

The GWGuardian WebQuarantine is a web application that allows you to access and manage your quarantined
email from anywhere in the world through the Internet. This guide will walk you through each step of the tasks
you can perform through the web interface.

Intended Audience
This guide is intended for the GWGuardian WebQuarantine end user.

Other Resources

Messaging Architects is committed to providing the best support available for GWGuardian. If your question is
not answered in this guide, our website (www.messagingarchitects.com) includes additional information.

Feedback

If you have a general feature question or comment, please submit it at www.messagingarchitects.com/contactus.

Technical Support

If you have a technical support question, please consult the Technical Support section of our website at
www.messagingarchitects.com/support or call (514) 392-1303, and a member of our technical support team
will contact you as soon as possible during regular business hours.

Sales

To contact a Messaging Architects sales team member, send an email to info@messagingarchitects.com, call
1-866-497-0101, or complete the form at www.messagingarchitects.com/contactus and we will get in touch
with you.

Other Issues
If you have any other questions, send email to info@messagingarchitects.com and we will contact you.

Corporate Headquarters

Messaging Architects

180 Peel, Suite 333

Montreal, QC Canada H3C 2G7
Tel: 514-392-9220

Fax: 514-392-9120
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How to Use This Guide

This guide is intended to complement the GWGuardian WebQuarantine application, and introduces concepts in
the same order as the layout of the console. If you are looking for a particular function, take a look at the index
found at the end of the guide.

Advice boxes

Throughout the guide, you will sometimes see special advice boxes. These advice boxes are intended to
supplement the information presented in the section where they are found. These advice boxes serve different
functions based on the icon used to represent them. The types of advice boxes are:

More information: This advice box tells you where to find more information pertaining to the current
subject. Look for this advice box if you want to find out where else in the document a certain subject is being
discussed.

Warning: This advice box lets you know when something requires caution. The goal of this advice box lets
you know about the potential errors into which you might run when using the function in question.

Helpful tip: This advice box will inform you of advanced configuration tricks.

© 2007 Messaging Architects
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1 Starting a GWGuardian WebQuarantine Session

GWGuardian WebQuarantine requires you to identify yourself as a user with an email address and password.
From the login screen you can also change the language of the display.

GWGuardian WebQuarantine supports the following languages: English, French, German, Spanish,
Portuguese, Norwegian, Danish, Dutch, Swedish, Italian, and Turkish.

1.1 Logging In
To start a new mail session:
1. Open your Internet browser and go to the URL provided by your Administrator for your GWGuardian

login page.
2. Enter your email address and password.
3. Click Login.

Fle Edt Wew GO Qockmarks Took  Help

q Ernail Addrags: fn@messugingm\:hitecls.mm
Password: r— |
. - .El1g|l3h o |
GWGuardian el
ADVANCED MESSAGING FIREWALL =

& 2085 Messaging Architects A1l rights reserued

Dore

Figure 1: GWGuardian WebQuarantine Login Screen

GWGuardian WebQuarantine supports Safari (Mac OSX) and Opera v8, as well as Netscape v7.1 and later,
Mozilla Firefox v1.0 and later, and Microsoft Internet Explorer v5.5 and later (PC only). In Mozilla Firefox v1.0
and later and Microsoft Internet Explorer v5.5 and later, you can also resize your text size by clicking View >
Text Size directly in your browser window.

© 2007 Messaging Architects
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2 The GWGuardian WebQuarantine Interface

Use the navigation bar at the top of every screen to go to the corresponding window.

Check Mail Settings Statistics Logoff

65' GWGuardian™

Figure 2: Navigation Bar

Check Mail: Click Check Mail to display your quarantine and see if any new mail has been quarantined since
you logged in.

&T GWGuardian™ Check Mail Settings  Statistics  Logoff
Quarantine: 2 Message(s) Saur:h:l (=}
My Folders - SR [ S S—— I = I—l L.url -
(] Quararting I© ! E)category From Subject Crate SiEe
r EAFa. test Fur your files Feb 08 519 KB
T E O Honey st sk maney fast Fab 06 2.4KE

Figure 3: GWGuardian WebQuarantine

Searching Quarantine: You can search email in your Quarantine across the following criteria:

e  Subject
e From

e To

e Cc

Enter your search criteria in the Search text box, and then click the magnifying glass @, to begin your search.

Reviewing Quarantine: You can review your quarantined email directly from your quarantine by double-clicking
the message to open and review it. In the message window, click Full header to display full header details. Click
Partial header to display basic header information. You can also print the message, add the sender to your
Trusted Senders List, add the sender to your Blocked Senders List, or navigate through messages in your
quarantine. Choose Select Action for a list of available message actions. Click Close to return to your mailbox.

Er:' GWGuardian™ Check Mail Sattings  Statistics  Logoff

make money fast

My Folders L i bt i |
@Qulrlnunt Frarm: tost [test@igukonls. corm] Full headar

St FES2007 4:17410 PM
Te: gEmith@masdama, cam [grmith@madamas, cam]
L=
Subject: make money Fast
Attachments:
£3 make money fast £§

Figure 4: Message Window

© 2007 Messaging Architects
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Settings: The settings menu provides access to the many configuration options you have for how GWGuardian
WebQuarantine manages your mail account. These configuration options include personal settings (password,
account identification options, etc.), email filtering and sorting options, auto-reply options, external account
access, and the creation of aliases for your account.

& GWGuardian®

Check Mail  Settings  Statistics  Logoff

Settings

My Folders
Options

Cpusrankifg
53] Change your preferences.
Ernail Filtering
“hange your preferences for Spam , Phishing , Virus . Forbidden

Attachroents , Language Filter , Blocked Senders , Trested
Sondars . and Quarantine Roparts.

Craabe slisses for your sccount

Figure 5: Settings Menu

Statistics: The Statistics page displays statistics of your email account’s activity. On the Statistics page, you
can choose to view:

e A histogram of daily, weekly, monthly, or yearly statistics for the amount of legitimate email versus
the amount of spam, email with forbidden attachments or viruses that have been sent to your
mailbox.

e A daily, weekly, monthly, or yearly comparison between the different types of spam received.

© 2007 Messaging Architects
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Eﬁ' GWGuardian”

Check Mail Settings  Statistics  Logoff

Email Traffic for the Last: | 12 Months '-'I Spam detail for the month of; | Febrwary 2007 'I

|19 Legitimate mail(s) 1 Spam(s] 0 Phishing 0 Language Filtar 0 Vimus{as) 1 Forbiddan Attachmants

My Folders

(£ quarantine Email traffic in the last 12 months

W Legitimata
12 Wspam
. | [Z%
W Fhishing
& M Language Filler
Vi

Spam detail for the maonth of February 2007

[Eeiacked by Rules
[Cladun

[ INewsletter
.Hnne‘r

[Ceends

[EHealin
[Cwtizeelianeous
[Elspam Links

Figure 6: Mailbox Statistics

The Statistics page does not display statistics for email sent internally, only external email that is processed
through GWGuardian.

Paging: For folders that contain many messages, the paging feature allows you to display portions of the

message list. The number of messages displayed on each page is configurable, but the default is 15 messages
per page.

< Pagqu of 1| >

Figure 7: Paging Feature

Navigating List Pages: Select the list page you want to go to by clicking the arrows representing the Next or
Previous page.

© 2007 Messaging Architects
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3 Quarantine

The Quarantine feature filters incoming email to determine whether they are spam or contain forbidden
attachments and/or viruses.

The Quarantine View shows you the name of the sender, the subject of the messages and their attachments.
You can also open an email in Quarantine and view its contents; however, you cannot view attachments in
Quarantine. Messages in Quarantine can be released to your Inbox or deleted and purged from the system.

Email containing attachments that have viruses (or which are attachments that are considered dangerous

by the system) cannot be released to your Inbox. Only email considered to be spam can be released from
Quarantine.

3.1 Quarantine Categories

There are 8 categories of mail that can be filtered into Quarantine:

3 | Blocked by Auled
ol ¥ Aduk

B T Hevdotiens
& I Morey

[l F Good:

I Heath

7 Miscelocou
o [ Spam Links

_ G|

Figure 8: Quarantine Categories

The other categories of email sent to Quarantine are Virus or Forbidden Attachment. A forbidden attachment
is a type of file that your System Administrator identifies as being a possible threat.

3.2 False Positives

A False Positive is a message that is identified incorrectly as one of the filtered categories. False positive
messages can be released to your Inbox and you can add the email address or domain to your Trusted Senders
List so that messages from this source in future will not be quarantined (unless the system detects a virus).

© 2007 Messaging Architects
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Releasing Email from the Quarantine:

1. Select the message you want to release, and then use the Select Action dropdown menu to choose
an action.

2. Select either:
o Release messages 10 just release the message to your Inbox.

e Release and Report messages as Legitimate email to release the message to your Inbox as
well as send a copy of it for pattern analysis.

3.3 Quarantine Reports

GWGuardian WebQuarantine can be configured to email you Quarantine Reports at regular intervals (typically
once a day). You will only receive a Quarantine Report email if you have messages in Quarantine at the time the
system generates the reports.

2, Mail From: Postmaster <postmaster@mademo.com= =0 11

Elo Edk Yew dctons Took Window Hep
I;;qm wReply » ChlForwerd ~ B - » 42 O [ oo &, @ ’EE

Mal | properties | Personsizs | Message Source |
From: Fostmaster <postmasten@madema,com
To: Greg Semih
Subject: Quarartine Repart

031 /2005 11:54 AM

rantine Report

Thiz iz a spam and viruz report sent 10 germith@mademo.com on Tue Dot 31 11:53:53 2006
You can change the repart contants

Statistics for email received in the last T days:

Total Email Total SFAM Total PhishiFrawd Total Vinuses Total Attachments
30 12 a 0
The following messages have potantially harmful contant
File Type Subject From Date Release
I jusched exe comlacts franktaylor@imicrosof corm Tue Ot 31 10:09:37 2006 PiA
I Klist.exe files jsmith@anywhene. com Tue Ot 31 10:06:27 2006 Y
I orbd.exe files jsmith@anpwhens com Tug Ot 31 100045 2006 Y
Delete All Threats
The following messages have a high probability of being SPAM

SPAM Type Subject Froum Date Release
“a Health yizgra franklaylor@microzefl.com Tua Dt 31 10010040 2006 Raleaza

Powered by Massaging Architects

B Blocked Sender hi JamitheEanywhere com Tue Oct 31 10:07-54 2006 Felease
B Biockod Sender Jsmithi@anyehiene com Tue Ocl 31 10:06:08 2006 Ralpase
B Blocked Sender far you Jsmithi@anywhere.corm Tua Oct 31 10:04:37 2006 Faleasa
B Money for you jemitheRanywhere com Tug Oct 31 10:00:22 2006 Relgage

IMFORTANT NOTE: You are ieceiving this report becawse seme of he emall that weas sent b wau or frem you b5 suspecled be be unsslicied (SPAM) 2110 have polentally hamivl carlent. The suspect
MeSsaQes 30k bking held in 3 pesonal folder called QuarantineIf you Bhink any of Ehe emails lisbed Bere aoe leQitimabe, wouw cam click the Subject link bo wiess the cordent o the message. Release the
mussage fopaur Inbes and reped it a3 Being legilimate mailthe wepard wall halp 1o fother refine B anks SPAM fillees) Messages detainad dus ke harmdul conbend vll nod ke released b poul inbes

Questions? Contact your System Administrator

L]

Figure 9: Quarantine Report

A Quarantine report shows you information about the email that has been sent to Quarantine since your last
report, as well as information about the email that is currently in Quarantine.

© 2007 Messaging Architects
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Releasing or Deleting Quarantined Email from the Quarantine Report:
1. Open your Quarantine Report Email View.
2. Click the hyperlinks in the report to either release or delete the quarantined message.
e Release email to Inbox.
e Release email and report email as a false positive.

e Delete quarantined message.

© 2007 Messaging Architects
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4 Settings

Select Settings from the navigation bar to access the pages where you can set preferences for your account’s
quarantine rules.

L] N i - i
i GWGuardian Check Mail Settings  Statistics  Logoff

Settings

My Folders
Options

Change your praferences,

[ Guaranting

[Ternan Filtering
Ghange your preferences for Spam , Phishing . Vires . Forbidden
Attachments , Language Filter ; Blocked Senders ; Trusted
Sondars . and Quarantine Raports.

| Alixzes

Craake alisges for your account.

Figure 10: Settings Menu

4.1 Options

Go to Settings > Options to set list display preferences.

b S . . .
fr GWGuardian check Mail  Settings  Statistics  Logoff

options
My Folders . -
(] Guarantine _
Preferences
Lengusga: Englizh "i
Tirne Zonet

& Usa sarvaer time zone,

© Use lacsl BE tima zone.

C Manually spedfy the time zone: [-12 "i |IUU "'I

Mumber of rmessages
displayed par page: 15

Figure 11: Options Menu
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Specify the number of messages to be displayed in lists:
1. Choose the language you want to use.
2. Choose the time zone you want to use for message timestamps.
3. Enter the number of messages you want to view on each page.

4. Click Save.

4.2 Email Filtering

You can turn on or off, or modify the severity of the filters used to check incoming email for spam, viruses, and
forbidden attachments.

It is possible that your Administrator has made these settings on your behalf and locked them. In this
situation, you will not be able to modify the settings and you must contact your Administrator if you want to
make changes.

Choose Settings > Email Filtering to do any of the following procedures.

-EE GWGuardian™ Check Mail Settings  Statistics Logoff

Email Filtering

My Folders
Elos:

[#] Guarantine

Spam

Spefy how you want spam processed.

Wirus

Spedfy how you want virur amail deslt with,

Fhishing
Spacify how you wank to braat phithing smail.

Forbidden Attachments

Spacfy how you sant o treat ernail with Forbidden attachrments.

Languags Filter

Specify foraign langusger to block.

Blocked Senders

Manage your blacked senders lisk.

Trustid Sanders

Manage your trusted senders list
Quarantine Reports

Changs your Guaranting Report dalivery praferenced.

Figure 12: Filtering Menu
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4.2.1 Modifying your Spam Filter Settings

To specify what you want to happen to email identified as spam, choose Settings > Email filtering >
Spam:

1. Choose either:
o Delete message immediately (you will never be able to review messages identified as spam).
e  Block message into Quarantine (you will be able to release the message to your Inbox).
e Tag messages as spam but allow them all through to your Inbox.

2. Click Save.

Spam Filter Preferences
Whan & magsage if filberad:

 Dalate maiiage imrmadistaly
[ Block ressage into Quarsntine

L Tag and lat mesrage pare thraugh [SPAM)

spam Filter Leval: :fl Exddrame j

Filtar thage catagariasn:
.ﬁ = Blocked by Rules
2 F aduk

¥ [ Hewslettars

B Money

W coods

F Hoats

w o+ O X

F miscellanecus

b

M spam Links
Figure 13: Spam Filter Preferences
To choose the level of Spam Filtering:
1. Choose either:
o Disabled (no spam filtering).
e Normal (basic spam filtering).
e  Strong (advanced spam filtering used).
o Extreme (can occasionally result in false positives).

2. Click Save.

© 2007 Messaging Architects
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4.2.2 Modifying your Virus Filter Settings
To specify what you want to happen to email with viruses, choose Settings > Email filtering > Virus:
1. Choose either:
o Delete message immediately (you will never be able to review messages that have viruses).

e Block message into Quarantine (you will be able to read the message, but not to open any
attachment that has a virus).

2. Click Save.

Yirus Preferences

When & message is filbered:

o Cralebe masrsge immediataly
& Black M@ sEagE into Quarantineg

w Yirus Scanning Level 5}[ Mareral j

r Sandar recaives notification

I Radpients recsive netfication

Figure 14: Virus Preferences

It is possible that your Administrator has made these settings on your behalf and locked them. In this
situation, you will not be able to modify the settings and you must contact your Administrator if you want to
make changes.

To turn Virus Filtering on or off:

1. Choose either:
e Normal to turn virus filtering on.

e Disabled to turn virus filtering off.
2. Click Save.
To modify Virus notification settings:

1. Choose either:
e Sender receives notification to let a sender know that they sent a virus.

* Recipient receives a notification to let a recipient know that they have email in Quarantine with
a virus.

2. Click Save.

© 2007 Messaging Architects
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4.2.3 Modifying your Phishing Filter Settings

To specify what you want to happen to email identified as phishing, choose Settings > Email filtering
> Phishing:

1. Choose either:
o Delete message immediately (you will never be able to review messages identified as phishing).
e  Block message into Quarantine (you will be able to release the message to your inbox).

2. Click Save.

Phishing Preferences

When o message is filtered:

L Celete message immadiately
w Blodk message into Suarantine

To Phishing Seanning Laval: fl Extreme j

Figure 15: Phishing Preferences
To choose the level of Phishing Filtering:
1. Choose either:
o Disabled (no phishing filtering).
e Normal (basic phishing filtering).
e Strong (advanced phishing filtering used).
e Extreme (can occasionally result in false positives).

2. Click Save.

4.2.4 Forbidden Attachments

Forbidden Attachments are defined by the System Administrator. Typically a forbidden attachment is a file type
that is deemed to pose an unnecessary risk to the system, such as a file with a “.vbs” extension which is
commonly used to spread computer viruses via email.

Forbidden attachment settings are modified in the same way that your spam and virus settings are treated,
which are explained in the previous section.

Forbidden Attachment Preferences

When & rmessage |5 filbered:

{ Delete message immadiately

o Block magsrage inke Jusranting

!r Forbidden attachrnents: :fl Esfrarne d

¥ fender receivas natificatian

17 Racpients receive nobfication
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Figure 16: Forbidden Attachment Preferences

In GWGuardian WebQuarantine, you can change your preferences for the level of restriction for
attachments, but you cannot define which file types are to be considered forbidden for each level (i.e., normal,
strong, and extreme) of restriction. Please contact your System Administrator if you would like more information

about forbidden file types.

4.2.5 Language Filter Preferences

To specify what you want to happen to email that contains foreign language content, choose Settings

> Email filtering > Language Filter:

1. Choose either:

2. Click Save.

Languages Filter Preferences

When & mersage iF filkerad;

o Dalete marpsge irmmadiatsly

& plock Mmassage inks Quaranting

C Tag and let rmessage pass through (Forelgn)

Delete message immediately (you will never be able to review messages containing foreign
language content).

Block message into Quarantine (you will be able to release the message to your Inbox).

Tag messages as containing foreign language content but allow them all through to your Inbox.

Select language content to blod. Multiple selettions can be made using

Shifrdlich or Cerl=click,

Languages

Blocked Languages

Al
Anib
Pttt
Haleatim

Figure 17: Language Filter Preferences

4.2.6 Blocked Senders and Trusted Senders

If you are viewing an email that has been quarantined, it is easy for you to correctly classify the address of the

sender.

© 2007 Messaging Architects
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Adding Addresses to your Trusted List:
1. Select a message and open the message view.

2. Click Trusted List to add the sender’s address to your Trusted Senders List. (Email from this sender
will always be sent to your Inbox.)

3. You can also add email addresses and domains to your Trusted Senders List by choosing Settings >
Email Filtering > Trusted Senders.

Add a sender Audd

& Ernail: I

T Darnaine |

Tha fallewing addragies have baan 2ak by the garver sdminiiteater and cannok ba changad:

server Trusted Senders List

mfmarg &n@mad fagingarchite gti, carm

Changas made to your Trusted Sendars list roay take a faw minutes to take affec.

Thara bré Ho pddragas in pour Trogbed Sesdars gk,

Figure 18: Trusted Senders List
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Adding Addresses to your Blocked List:
1. Select a message and open the message view.

2. Click Block to add this email address to your Blocked Senders List. (Email from this address will always

be automatically quarantined or deleted, depending on the settings the System Administrator has chosen
for the mail server.)

3. You can also add email addresses and domains to your Blocked List by choosing Settings > Email
Filtering > Blocked Senders.

Preferences

Max. rumbar of antries: [200

When o merrsge iF reseived from 3 Blocked Sender:

Save

O Dalate massags immadiabsly
= Black rmessage into Quarantine

T Tag and Ik mutenae paae Brough (SPAM)

Add a sender add

ﬁErﬂlil: |

O psrmin |

Tha fallawing addrasses hava baan got by the server adrministrater and cannot ba changed:

server Blocked Senders List 8
*@haten il corm
*@makermoney.com

Changer made to your blocked senders lisk may take 3 few minutes to take effed,

Thara ara fo sddrazzaes o pour Slackad Sanders bzk,

Figure 19: Blocked Senders List

4.2.7 Quarantine Report Preferences

You can select the frequency you prefer for receiving a Quarantine Report if you have been granted rights to
override domain and server settings.

© 2007 Messaging Architects
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1. Choose Settings > Email Filtering > Quarantine Reports.
2. Choose the Report Schedule you prefer from the available options.
3. Choose the frequency you prefer from the drop-down list.

4. Choose which Report you prefer from the drop-down list. If you haven’t created any custom quarantine
reports, only the Default report will appear in the list.

5. Choose which items you want to include in your quarantine reports.

6. Click Save to save your changes.

Quarantine Report Preferences
Sat Report Schedule: Jenerate Report How

T Navar sand rapart

ﬁ‘Stnd |vl|r'.'|1 "'I Crays
Select Report: I Default =

Salack Repedt Coentanka:

L Al quarantined tems o only new iterns since last report

Select iterns to be reported:

= Spam F Virsses
=) Phishing (Frawd) W Faorbiddan Atkachrnents
= Guntizkicd

SPaM probability levels:

M Low = masrager that nead pour stkankicn
i Madium = gaad probability of SFAM
[+ High = wery high prabability of S8

Shavw these message details in report:

e File Types (&g, sparn type, virus & sttachment names)
M oate W From [ gize l_Ex_:uu,-

Figure 20: Quarantine Report Preferences

4.3 Aliases

You can create alternate names to be added to an email account. For example, you can create an alias such as
“sales” for your account. Email addressed to sales@yourcompany.com will be delivered to your account at
yourname@yourcompany.com.
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To create an Alias:
1. Choose Settings > Aliases.
2. Click Add.
3. Enter the alias you want to use (e.g., “sales” or “info”).
4. Click Save.
To delete an Alias:
1. Choose Settings > Aliases.
2. Select the alias you want to remove.

3. Click Delete.

© 2007 Messaging Architects
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5 Glossary

Alias

An alternate name given to a mailbox.

Auto-Reply

An email message that is to be sent out automatically in response to any email received.

BCC (Blind Carbon Copy or Blind Courtesy Copy)

Recipient(s) in this list on an email are not displayed and are not visible to the direct or carbon-copied
recipient(s) of an email.

Blacklists

See Blocked List.

Blocked Senders List

Allows users to designate a domain or IP address and email addresses from which no mail will be accepted.

Browser (also Web Browser)

This is a software application that allows you to view (or “browse”) and interact with web sites on the Internet.
Some of the most common web-browsing software applications are Microsoft Internet Explorer, Netscape
Navigator, Morzilla Firefox, Opera and Safari.

Browser Compatibility

The term “browser compatibility” refers to the fact that web-browsing applications from different companies
sometimes display the same web pages with different formatting. This is to say that they interpret the code
behind a web page (code which consists of HTML tags) differently. Sometimes these differences are minimal,
but unfortunately these interpretational differences can sometimes also mean that you simply cannot view some
parts of a website that has used particular HTML code tags because your web browser does not know how to
display those parts (which use specific HTML tags).

CC (Carbon Copy or Courtesy Copy)

Recipient(s) in this field of an email’s address list are not the direct recipients of the email. CC Recipients of an
email are generally not required to take action on it, and their inclusion is usually for informational purposes
only.

Catch Rate

The percentage of spam mail caught by a spam solution. It measures the efficiency of the solution at identifying
and stopping spam.

Content Filtering
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Scans plain text for key phrases that indicate that the message is spam.

CSV (Comma Separated Values)
This is a comma-delimited text file.

Dial-up Internet Account

This is an account that allows you to use a modem to connect to an Internet service provider who then gives you
direct access to the Internet.

False Negative

A false negative is an email that is spam, but which was not recognized by a spam solution and was released to
your Inbox as legitimate email.

False Positive

A false positive is a legitimate email, but which was recognized by a spam solution wrongly as spam email and
withheld from your Inbox.

ISP (Internet Service Provider)
A company that provides a connection to the Internet.
Phishing

A scam that uses spam to deceive people into disclosing their credit card numbers, bank account information,
passwords and other sensitive information. Phishers often masquerade as trustworthy or well-known businesses.

Quarantine
To isolate files suspected of containing a threat such as a virus, so that it can not be opened.

Quarantine Report

A report of an account’s quarantined email that is sent to a user’s Inbox at regular intervals. This report is only
generated when a user’s account has email that has been identified either as spam or containing a virus and
which has accordingly been withheld from the user’s Inbox.

Server

A computer that runs administrative software (for the purposes of this user guide, a server is a computer on the
Internet that runs an email exchange program).

Spam
Unsolicited, unwanted, bulk, commercial e-mail.

Trusted Senders List
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Lets users designate a source or IP address from which all mail will be accepted, even if individual messages
earn high spam ratings.

URL (Universal or Uniform Resource Locator)

This is an Internet address used by web browsers for a specific computer or a document (resource).

Whitelists

See Trusted Senders List.
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	1 Starting a GWGuardian WebQuarantine Session
	  GWGuardian WebQuarantine supports the following languages: English, French, German, Spanish, Portuguese, Norwegian, Danish, Dutch, Swedish, Italian, and Turkish. 
	1.1 Logging In

	2 The GWGuardian WebQuarantine Interface
	 Check Mail: Click Check Mail to display your quarantine and see if any new mail has been quarantined since you logged in. 
	Searching Quarantine: You can search email in your Quarantine across the following criteria: 
	Reviewing Quarantine: You can review your quarantined email directly from your quarantine by double-clicking the message to open and review it. In the message window, click Full header to display full header details. Click Partial header to display basic header information. You can also print the message, add the sender to your Trusted Senders List, add the sender to your Blocked Senders List, or navigate through messages in your quarantine. Choose Select Action for a list of available message actions. Click Close to return to your mailbox. 
	 
	 
	Statistics: The Statistics page displays statistics of your email account’s activity. On the Statistics page, you can choose to view: 
	  The Statistics page does not display statistics for email sent internally, only external email that is processed through GWGuardian. 
	Paging: For folders that contain many messages, the paging feature allows you to display portions of the message list. The number of messages displayed on each page is configurable, but the default is 15 messages per page. 
	Navigating List Pages: Select the list page you want to go to by clicking the arrows representing the Next or Previous page.  

	3 Quarantine
	  Email containing attachments that have viruses (or which are attachments that are considered dangerous by the system) cannot be released to your Inbox. Only email considered to be spam can be released from Quarantine.
	3.1 Quarantine Categories
	There are 8 categories of mail that can be filtered into Quarantine:

	3.2 False Positives
	Releasing Email from the Quarantine:
	1. Select the message you want to release, and then use the Select Action dropdown menu to choose an action. 
	2. Select either:
	 Release messages to just release the message to your Inbox.
	 Release and Report messages as Legitimate email to release the message to your Inbox as well as send a copy of it for pattern analysis.


	3.3 Quarantine Reports
	Releasing or Deleting Quarantined Email from the Quarantine Report:
	1. Open your Quarantine Report Email View.
	2. Click the hyperlinks in the report to either release or delete the quarantined message.
	 Release email to Inbox.
	 Release email and report email as a false positive.
	 Delete quarantined message. 



	4 Settings
	4.1 Options
	Specify the number of messages to be displayed in lists:
	1. Choose the language you want to use. 
	2. Choose the time zone you want to use for message timestamps. 
	3. Enter the number of messages you want to view on each page.
	4. Click Save.

	4.2 Email Filtering
	  It is possible that your Administrator has made these settings on your behalf and locked them. In this situation, you will not be able to modify the settings and you must contact your Administrator if you want to make changes.
	Choose Settings > Email Filtering to do any of the following procedures.
	4.2.1 Modifying your Spam Filter Settings
	To specify what you want to happen to email identified as spam, choose Settings > Email filtering > Spam:
	1. Choose either:
	 Delete message immediately (you will never be able to review messages identified as spam).
	 Block message into Quarantine (you will be able to release the message to your Inbox).
	 Tag messages as spam but allow them all through to your Inbox.
	2. Click Save.
	To choose the level of Spam Filtering:
	1. Choose either:
	 Disabled (no spam filtering).
	 Normal (basic spam filtering).
	 Strong (advanced spam filtering used).
	 Extreme (can occasionally result in false positives).
	2. Click Save.

	4.2.2 Modifying your Virus Filter Settings
	To specify what you want to happen to email with viruses, choose Settings > Email filtering > Virus:
	1. Choose either:
	 Delete message immediately (you will never be able to review messages that have viruses).
	 Block message into Quarantine (you will be able to read the message, but not to open any attachment that has a virus).
	2. Click Save.
	 
	  It is possible that your Administrator has made these settings on your behalf and locked them. In this situation, you will not be able to modify the settings and you must contact your Administrator if you want to make changes.
	To turn Virus Filtering on or off:
	1. Choose either:
	2. Click Save.
	To modify Virus notification settings:
	1. Choose either:



	4.2.3 Modifying your Phishing Filter Settings
	To specify what you want to happen to email identified as phishing, choose Settings > Email filtering > Phishing:
	1. Choose either:
	 Delete message immediately (you will never be able to review messages identified as phishing).
	 Block message into Quarantine (you will be able to release the message to your inbox).
	2. Click Save.
	To choose the level of Phishing Filtering:
	1. Choose either:
	 Disabled (no phishing filtering).
	 Normal (basic phishing filtering).
	 Strong (advanced phishing filtering used).
	 Extreme (can occasionally result in false positives).
	2. Click Save.

	4.2.4 Forbidden Attachments
	Forbidden attachment settings are modiﬁed in the same way that your spam and virus settings are treated, which are explained in the previous section.

	4.2.5 Language Filter Preferences
	To specify what you want to happen to email that contains foreign language content, choose Settings > Email filtering > Language Filter:
	1. Choose either:
	 Delete message immediately (you will never be able to review messages containing foreign language content).
	 Block message into Quarantine (you will be able to release the message to your Inbox).
	 Tag messages as containing foreign language content but allow them all through to your Inbox.
	2. Click Save.

	4.2.6 Blocked Senders and Trusted Senders 
	Adding Addresses to your Trusted List: 
	1. Select a message and open the message view. 
	2. Click Trusted List to add the sender’s address to your Trusted Senders List. (Email from this sender will always be sent to your Inbox.)
	3. You can also add email addresses and domains to your Trusted Senders List by choosing Settings > Email Filtering > Trusted Senders.
	Adding Addresses to your Blocked List:
	1. Select a message and open the message view. 
	2. Click Block to add this email address to your Blocked Senders List. (Email from this address will always be automatically quarantined or deleted, depending on the settings the System Administrator has chosen for the mail server.) 
	3. You can also add email addresses and domains to your Blocked List by choosing Settings > Email Filtering > Blocked Senders.
	 

	4.2.7 Quarantine Report Preferences
	1. Choose Settings > Email Filtering > Quarantine Reports.
	2. Choose the Report Schedule you prefer from the available options. 
	3. Choose the frequency you prefer from the drop-down list. 
	4. Choose which Report you prefer from the drop-down list. If you haven’t created any custom quarantine reports, only the Default report will appear in the list. 
	5. Choose which items you want to include in your quarantine reports.
	6. Click Save to save your changes.


	4.3 Aliases
	To create an Alias:
	1. Choose Settings > Aliases. 
	2. Click Add.
	3. Enter the alias you want to use (e.g., “sales” or “info”).
	4. Click Save.
	To delete an Alias:
	1.    Choose Settings > Aliases. 
	2.    Select the alias you want to remove.
	3.    Click Delete. 


	5 Glossary
	Alias
	An alternate name given to a mailbox. 
	Auto-Reply
	An email message that is to be sent out automatically in response to any email received.
	BCC (Blind Carbon Copy or Blind Courtesy Copy)
	Recipient(s) in this list on an email are not displayed and are not visible to the direct or carbon-copied recipient(s) of an email.
	Blacklists 
	See Blocked List.

	Blocked Senders List
	Allows users to designate a domain or IP address and email addresses from which no mail will be accepted.

	Browser (also Web Browser)
	This is a software application that allows you to view (or “browse”) and interact with web sites on the Internet. Some of the most common web-browsing software applications are Microsoft Internet Explorer, Netscape Navigator, Mozilla Firefox, Opera and Safari.

	Browser Compatibility
	The term “browser compatibility” refers to the fact that web-browsing applications from different companies sometimes display the same web pages with different formatting. This is to say that they interpret the code behind a web page (code which consists of HTML tags) differently. Sometimes these differences are minimal, but unfortunately these interpretational differences can sometimes also mean that you simply cannot view some parts of a website that has used particular HTML code tags because your web browser does not know how to display those parts (which use speciﬁc HTML tags).

	CC (Carbon Copy or Courtesy Copy)
	Recipient(s) in this field of an email’s address list are not the direct recipients of the email. CC Recipients of an email are generally not required to take action on it, and their inclusion is usually for informational purposes only.

	Catch Rate
	The percentage of spam mail caught by a spam solution. It measures the efficiency of the solution at identifying and stopping spam. 

	Content Filtering 
	Scans plain text for key phrases that indicate that the message is spam.

	CSV (Comma Separated Values)
	This is a comma-delimited text ﬁle.

	Dial-up Internet Account
	This is an account that allows you to use a modem to connect to an Internet service provider who then gives you direct access to the Internet.

	False Negative
	A false negative is an email that is spam, but which was not recognized by a spam solution and was released to your Inbox as legitimate email.

	False Positive
	A false positive is a legitimate email, but which was recognized by a spam solution wrongly as spam email and withheld from your Inbox.

	ISP (Internet Service Provider)
	A company that provides a connection to the Internet.

	Phishing 
	A scam that uses spam to deceive people into disclosing their credit card numbers, bank account information, passwords and other sensitive information. Phishers often masquerade as trustworthy or well-known businesses.

	Quarantine
	To isolate ﬁles suspected of containing a threat such as a virus, so that it can not be opened.

	Quarantine Report
	A report of an account’s quarantined email that is sent to a user’s Inbox at regular intervals. This report is only generated when a user’s account has email that has been identiﬁed either as spam or containing a virus and which has accordingly been withheld from the user’s Inbox.

	Server
	A computer that runs administrative software (for the purposes of this user guide, a server is a computer on the Internet that runs an email exchange program).

	Spam
	Unsolicited, unwanted, bulk, commercial e-mail.

	Trusted Senders List
	Lets users designate a source or IP address from which all mail will be accepted, even if individual messages earn high spam ratings.

	URL (Universal or Uniform Resource Locator)
	This is an Internet address used by web browsers for a specific computer or a document (resource). 

	Whitelists
	See Trusted Senders List.  







	Index

