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1. Introduction

This user manual provides comprehensive documentation for AVG Internet Security
Business Edition.

Important notice:

The document may contain references to other user guides, especially the Internet Security
guide. If you are not familiar with the AVG User Interface and AVG advanced/Firewall
settings we strongly recommend that you download all relevant guides in advance from

the http://www.avg.com/ww-en website, Support Center/Download/Documentation section.

You can also use context help, which is available through the application, to get the
requested information.

1.1. AVG Internet Security Business Edition scheme

Please review the simplified scheme of AVG Internet Security Business Edition showing the basic
connection and interaction of remote administration components in the default and most common
configuration:
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1) AVG DataCenter
consists of a database, and AVG Admin Server. The AVG Admin Server performs the role
of a mediator between the AVG DataCenter and AVG stations. The AVG Admin Console uses
the AVG Admin Server to approach the AVG DataCenter database, and to centrally define
settings for stations and system parameters. AVG stations approach the AVG Admin Sener
to read the setup parameters; and to save their currently defined setting and scan results into
the AVG DataCenter.
AVG Admin Server also works as a local update source. If you deploy the UpdateProxy role
to multiple servers, you can then use them for updating stations and keeping the bandwidth/
load in balance.

2) AVG Admin Console

is a program for administration of AVG stations. It communicates directly with the AVG
Admin Senver.

3) Stations

communicate with the AVG Admin Senver that accepts the default settings, requests specific
settings, sends the scan results etc.

4) AVG Technologies Server

provides AVG Admin Sener/Seners with update files.

1.2. Key features and functions
AVG Internet Security Business Edition offers the following functions:

o Remote installation
Using this function you can easily install AVG on all stations in the local network. This remote
installation is secured by the AVG Network Installer Wizard — a program for direct remote
installation and/or creation of an installation script that makes it possible to run the Setup
installation program on all remote network stations.

o Centrally controlled updates
All AVG stations in the network can be updated centrally using the AVG Admin Console.

o Server roles
AVG Internet Security Business Edition can now act in multiple roles, where each role can
be deployed separately (DataCenter role used for remote stations management, UpdateProxy
role for managing updates), which allows the user to divide the load among multiple physical

seners.

. Secured communication
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Network communication between AVG Admin (AVG Admin Server) and stations is completely
encrypted.

. Full remote administration in the network
The full functionality of the AVG Internet Security Business Edition guarantees:

o] Automated remote AVG installation on all network stations thanks to new AVG
Network installer Wizard

o] Continuous ovenview of all network AVG stations’ current status
o] Central control and administration of AVG stations’ configuration

AVG Internet Security Business Edition full functionality is provided by the AVG Admin
Console, and the AVG DataCenter.

If you do not need the full functionality, it is possible to install and deploy only the AVG Admin
Lite (for installation scripts generation and local update source).

o In addition to all standard features, AVG Internet Security Business Edition may contain the
following components support (configuration available directly from the AVG Admin Console):

0 Anti-Spam protection

o) Anti-Spyware protection

o) Firewall protection

o] Online Shield protection

o] LinkScanner protection

o] Anti-Rootkit protection

Note: Depending on your edition, the support of components may vary!

o Backward compatibility including an easy migration from the previous version!

1.3. Operating Systems Supported

AVG Internet Security Business Edition is intended to manage/protect stations with the following
operating systems (with the exceptions mentioned below the list):

. MS Windows XP Professional SP2
. MS Windows XP Home SP2

. MS Windows XP Professional x64 SP1
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o MS Windows Server 2003 SP1

o MS Windows Server 2003 x64

o MS Windows 2008 Server

o MS Windows 2008 Senver x64

o MS Windows Vista, all editions

o MS Windows Vista x64, all editions
o MS Windows 7, all editions

o MS Windows 7 x64, all editions

The AVG Admin console, AVG Admin Server and related components are supported in the
following operating systems:

o MS Windows XP Professional SP2

o MS Windows XP Home SP2

o MS Windows XP Professional x64 SP1
o MS Windows Server 2003 SP1

o MS Windows Server 2003 x64

o MS Windows 2008 Server

o MS Windows 2008 Server x64

o MS Windows Vista, all editions

o MS Windows Vista x64, all editions

o MS Windows 7, all editions

o MS Windows 7 x64, all editions

The AVG Admin Senver for Linux is supported in the Redhat, Suse, Mandriva, Ubuntu, Debian and

possibly other i386/x64 based Linux distributions.

1.4. Minimum Hardware Requirements

Minimum hardware requirements for AVG Internet Security Business Edition and related
components are as follows:

. Intel Pentium CPU 1.5 GHz
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o 750 MB of free hard drive space (plus up to 200 MB for downloaded installation package)

o 512 MB of RAM memory

1.5. Recommended Hardware Requirements
Recommended hardware requirements for AVG Internet Security Business Edition are as follows:

. Intel Pentium CPU 1.8 GHz
o 900 MB of free hard drive space (plus up to 200 MB for downloaded installation package)

o 512 MB of RAM memory

1.6. Network Requirements

To be able to successfully install AVG on stations remotely, it is necessary to take some steps in
advance.

Note: If you experience any problems with the remote administration/installation/connection even
after reviewing the chapters below, please try to find the proper answer in the FAQ (Frequently
Asked Questions) located at http://www.avg.com/ww-en/faq.

1.6.1. Ports to be allowed on stations

For individual stations in your network, that use a personal firewall, you will probably need to allow
certain ports and set specific system features in order to be able to correctly use AVG remote
installation.

Depending on the firewall type and settings on each station, some of the requirements listed below
may be already predefined or allowed, or its settings may not be available under the same name and
description. We strongly recommend that all changes should only be done by well experienced
users! Always consult the User manual or Help guide for your firewall before proceeding to change
any settings.

o Ping (ICMP type 0 - Incoming echo request)

Change this setting only if the AVG Network Installer is not able to detect network station
(s), which you are sure are switched on and fully operational.

In the firewall settings used on the remote station allow the incoming ping requests within the
local network. Often this function can be found under ICMP type 0 or Incoming echo
request or similar description. If set correctly, AVG Network Installer will be able to find the
station in the network.

o File and Printer Sharing for Microsoft Networks
To allow AVG Network Installer access to a remote station over the Admin$ share, you first

need to allow File and Printer Sharing for Microsoft Network on the remote station.
Specifically you must allow TCP ports 139 and 445 and UDP ports 137, 138 and 445. This
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way the AVG Network Installer can copy the AVG Agent to the remote station.

As a first step you should check, that the File and Printer Sharing for Microsoft Networks
is installed on the remote station.

If you use Windows XP, you can find the settings under Start/Settings/Network connections.
In the properties window of the Network connections, tick the File and Printer Sharing for
Microsoft Networks. If you cannot see such an item, then it is probably not installed yet. In
this case, please contact your station administrator or install the component yourself from the
installation CD.

For Windows Vista navigate to Control Panel/Network and Sharing Center and enable the
Network sharing.

If you use Windows 7 - navigate to Control Panel/All Control Panel ltems/Network and
Sharing Center/Advanced sharing settings. Select a profile applicable for your network (or
choose step by step both) and then click the Turn on file and printer sharing radio button.

If the File and Printer Sharing for Microsoft Networks is successfully installed, you need to
allow the ports mentioned abowe in the firewall installed on the remote station. If for example
the built-in Windows XP firewall is used, you can easily allow this feature by clicking the File
and Printer Sharing item located in the Exceptions tab.

o RPC: Remote Procedure Call

To be able to launch the AVG Agent on the remote station, you need to allow the following
ports in the firewall on the station — TCP and UDP port 135.

o Communication on TCP port number 6150
For correct communication between the AVG Network Installer and the AVG Agent

component you need to first allow communication on TCP port 6150. Using this port the AVG
Network Installer controls the AVG Agent tool and passes it the AVG installation files.

1.6.2. Ports to be Allowed for Remote Administration
Ports that need to be allowed for remote administration are listed below:
o Communication on TCP port number 80

For downloading AVG updates from the internet to the AVG Admin Server UpdateProxy, it
is necessary to permit outgoing communication for these components on TCP port 80.

For successful connection between AVG Admin Server and stations, you also need to allow
other ports on your router/firewall/hub/VPN or other type of relevant connection type, hardware
or software:

] TCP Port 4158

For basic communication between the AVG Admin Sener and the AVG stations and the AVG
Admin console, you need to allow TCP port 4158 (predefined by default).
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This port can be changed in the AVG Admin Server configuration and in the AVG User
Interface on the station (via upper menu Tools/Advanced Settings — Remote
Administration).

o TCP Port 6051
This port is used for direct messages from AVG Admin Sener to the AVG Station.

This port can be changed within the AVG User Interface on the station (via upper menu Tools/
Advanced Settings — Remote Administration group).

. TCP Port 6054

This port is used for direct messages from the AVG Admin Server to the AVG Admin
Console. This port is not configurable. AVG Admin Console tries to open this port
automatically for listening, if the port is not available, it tries to open subsequent ports (6055,
6056, ...) until it successfully finds an available one.

1.7. Migrating Stations From Previous Version

The migration of one AVG DataCenter to another is described in the How to.../How to migrate
stations from/to different DataCenter.
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2. AVG Internet Security Business Edition Installation

In order to be able to remotely install AVG on stations, you must first install AVG 2011 Remote
Administration and its components.

The whole process consists basically of two steps:
o Components Installation
. Deployment process

Note: It is strongly recommended that you go through the following chapters first to get a general
overview of the AVG Internet Security Business Edition installation possibilities so that you can set
the configuration that best suits your needs. Especially check the Where to Install and Deploy and

Components Overview chapters.

AVG Internet Security Business Edition can be launched using the exe file within the AVG
Admin directory on the installation CD. Also, the latest installation package can always be
downloaded from the AVG website at http://www.avg.com/ww-en/download.

Note: There are two installation packages available for your product - for 32bit operating systems
(marked as x86) and for 64bit operating systems (marked as x64). Be sure to use the correct
installation package for your specific operating system.

Before installing AVG Remote Administration visit the AVG website and check for the latest
installation file!

2.1. Components Overview

Below you will find a brief overnview of all components.

2.1.1. AVG Admin Server Deployment Wizard

This wizard will help you to deploy AVG Internet Security Business Edition onto your server or divide
it across multiple seners.

2.1.2. AVG Network Installer

The AVG Network Installer Wizard helps you to automatically install AVG on remote stations with
only a few clicks.

2.1.3. AVG Admin Console

The AVG Admin Console is a central place for administration of your remote AVG station
installations in the network. It communicates with the AVG Admin sernver and controls, processes
and displays all relevant events.
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2.1.4. AVG Admin Lite

AVG Admin Lite is the name given to a simplified installation of AVG Internet Security Business
Edition, providing only a local update source and script AVG installations on stations, without the
benefits of AVG DataCenter and AVG Admin Console.

2.1.5. AVG Admin Server

The AVG Admin Server stores data in a database (AVG DataCenter) and performs the role of a
mediator between the AVG DataCenter and stations. AVG Admin Sener may also work as a local
update source.

The AVG DataCenter is a database that contains the entire configuration for AVG stations,
including scan and tasks settings. All stations with AVG installed, as well as the AVG Admin
Console program, communicate with the AVG DataCenter. The communication is possible only if
the Remote Administration component is properly installed on all stations connected to the AVG
Admin Server.

AVG DataCenter supports one embedded and several standalone (commercial) SQL database
systems. You will be able to choose specific database system during deployment process (AVG
Admin Deployment Wizard starts after installation).

2.1.6. Server roles

There are two roles that can be deployed after installation on AVG Admin Servers. The selection of
roles is a key part of the deployment process that will take place right after product installation. The
roles are as follows:

. DataCenter role

Allows central management of AVG stations configuration via the AVG Admin Console,
collects scan results from AVG stations, shows components states and much more.

o UpdateProxy role

Sernves as a proxy sener for downloading and distributing updates to your stations.

2.2. Where to Install and Deploy

You can install and deploy different components/roles of AVG Remote Administration to different
seners/stations. There is no need to install everything on one machine.

Once you finish product installation, you will proceed to the deployment process that allows you to
deploy different server roles.

For example, the AVG DataCenter role can be deployed to some central sener in your network. If
your network or number of stations is large, you can deploy the ProxyServer role to multiple seners
across the network to achieve load balancing and adequate bandwidth usage.

Also, the AVG Admin Console (central application for administration of your stations) can be
installed to a different station and the administrator can manage the stations from any place.
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2.3. Welcome Dialog

The welcome dialog appears in the language of the operating system to which AVG Internet Security
Business Edition is being installed. You can switch to another language by using the roll-down
menu.

This dialog also offers the full wording of the AVG Internet Security Business Edition license
agreement. You can either scroll down to read the text or click the Printable version button to open
it in your internet browser window and optionally have the whole agreement printed.

Once you finish reading, click the Accept button to continue. Otherwise use the Decline button, and
the installation process will be cancelled.
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2.4. License Activation

In this dialog enter your License number. Click the Next button to continue.

2.5. Installation Type
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1. Uvod

Tento uZivatelsky manual nabizi prehled funkci a vlastnosti AVG Internet Security
Business Edice.

DillezZité upozornéni:

Tento dokument mlze obsahovat odkazy na dal&i uzivatelské prirucky, zejména pak k
Internet Security edici. Pokud nejste dostate¢né seznadmeni s rozhranim AVG a jeho
pokro€ilym nastavenim, popiipadé nastavenim Firewallu, dlirazné doporucujeme stahnout
tyto prirucky z webu http://www.avg.cz/cz-cs, sekce Centrum podpory/Stahnout/
Dokumentace.

Doporucujeme také vyuzit kontextové napovéedy, kterd je dostupna v ramci celé aplikace.

1.1. Schéma AVG Internet Security Business Edice

Prohlédnéte si prosim zjednoduSené schéma fungovani AVG Internet Security Business Edice, které
zobrazuje zékladni propojeni a interakci komponent Vzdalené spraw ve wchozi a také nejcastéji
uzivané konfiguraci:
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1) AVG DataCenter

sestava z databaze a AVG Admin Serveru. AVG Admin Server slouzi jako prostfednik
mezi AVG DataCenter a stanicemi AVG. AVG Admin Konzole wuzivd AVG Admin Senver k
pfistupu do databaze AVG DataCenter a k centralni spravé nastaveni stanic a systémowch
parametrll. AVG stanice se pripojuji k AVG Admin Serveru, odkud si stahuji parametry
nastaveni a také skrze néj ukladaji nové definované nastaveni, wsledky testd a podobné piimo
do AVG DataCenter.

AVG Admin Server mize fungovat také jako lokalni aktualizaéni server. Pokud nasadite
UpdateProxy roli na vice sernverll, miZete je nasledné pouZit pro aktualizaci stanic ve vasi siti
a udrzet tak pfenosovou kapacitu v rozumné mife.

2) AVG Admin Konzole

je program, ktery slouzi ke spravé AVG stanic. Komunikuje pfimo s AVG Admin Sernerem.
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3) Stanice

komunikuje pfimo s AVG Admin Senverem (pfijim& wchozi nastaveni, poZaduje konkrétni
nastaveni, odesila wsledky test( a podobng.)

4) AVG Technologies Server

poskytuje aktualiza¢ni soubory AVG Admin Senveru/serverdim.

1.2. Klicové vlastnosti a funkce

AVG Internet Security Business Edice nabizi nasleduijici funkce:

o Vzdéalend instalace
Tato funkce umoznuje snadnou instalaci AVG na vSechny stanice v mistni siti. Vzdalenou
instalaci zajistuje Privodce sitovou instalaci AVG - program umozZiiuje snadnou vzdalenou
instalaci, popfipadé wtwofeni instalacniho skriptu, ktery umozni spustit instalacni program na
Sech stanicich v siti.

o Centralné spravované aktualizace
V8echny AVG stanice v siti Ize aktualizovat centralné za pouziti AVG Admin Konzole.

o Serverové role
AVG Internet Security Business Edice nyni umoznuje nasadit vice roli, kdy kaZda role
miZe byt nasazena zvast (DataCenter role pro spraw stanic, UpdateProxy role pro sprawu
aktualizaci), coz uzivateli umoZni rozdéleni zatéZe na vice fyzickych serverd.

o Bezpecfna komunikace
Sitova komunikace mezi AVG Admin Serverem a stanicemi je kompletné Sifrovana.

o Kompletni vzdalend administrace v siti

VSechny funkce AVG Internet Security Business Edice umoznuji:

o] Automatizovanou vzdalenou instalaci AVG na vSechny stanice v siti, zejména diky
novému Privodci sitovou instalaci AVG

o] Nepretrzity pfehled nad vS8emi AVG stanicemi v siti a nad jejich aktualnim stavem
o] Centralni spraw a administraci AVG stanic a jejich konfiguraci

AVG Internet Security Business Edice nabizi vSechny funkce zejména diky AVG Admin
Konzoli a AVG DataCenter.

Pokud se domnivate, Ze Sechny funkce newuzijete, I1ze nainstalovat a nasadit pouze AVG
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Admin Lite (slouzi pro generovani instalaniho skriptu €i jako mistni zdroj aktualizace).

o Kromeé jiz zminénych funkci mize AVG Internet Security Business Edice obsahovat také
podporu nasledujicich komponent (konfigurace je dostupna pfimo z AVG Admin Konzole):

o] Anti-Spam ochrana

0 Anti-Spyware ochrana

o] Ochrana Firewallem

0 Ochrana Webovym &titem
o] LinkScanner

o] Anti-Rootkit ochrana

Poznamka: V zavislosti na vasi konkrétni edici se podpora jednotlivych komponent mlize
lisit!

o Zpétnd kompatibilita
AVG Internet Security Business 2011 podporuje také stanice pfedchozi verze AVG s

moZnosti snadné migrace na novou \erzi.

1.3. Podporované operacni systémy

AVG Internet Security Business Edice je ur€en pro sprdw a ochranu stanic s nasledujicimi
operacnimi systémy (s wjimkou uvedenou pod timto seznamem):

o MS Windows XP Professional SP2

o MS Windows XP Home SP2

o MS Windows XP Professional x64 SP1
o MS Windows Server 2003 SP1

o MS Windows Server 2003 x64

o MS Windows Server 2008

. MS Windows Senver 2008 x64

o MS Windows Vista, Sechny edice
o MS Windows Vista x64, \Sechny edice
o MS Windows 7, VSechny edice

o MS Windows 7 x64, vSechny edice
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AVG Admin Konzole, AVG Admin Server a souvisejici komponenty jsou podporovany
nasledujicimi operacnimi systémy:

o MS Windows XP Professional SP2

o MS Windows XP Home SP2

o MS Windows XP Professional x64 SP1
o MS Windows Server 2003 SP1

o MS Windows Server 2003 x64

o MS Windows Server 2008

o MS Windows Server 2008 x64

o MS Windows Vista, VSechny edice

o MS Windows Vista x64, vSechny edice
o MS Windows 7, vSechny edice

o MS Windows 7 x64, vSechny edice
AVG Admin Sener pro Linux je podporovan v Redhat, Suse, Mandriva, Ubuntu, Debian a pfipadné

téz dalSich i386/x64 distribucich Linuxu.

1.4. Minimalni pozadavky na hardware

Minimalni pozadawky na hardware pro AVG Internet Security Business Edice a souvisejici
komponenty jsou nasleduijici:

o Procesor Intel Pentium 1,5 GHz
o 750 MB wolného mista na pewném disku (a navic jeSté az 200 MB pro stazeny instalacni balik)

o 512 MB paméti RAM

1.5. Doporucené pozadavky na hardware
Doporucené pozadawky na hardware pro AVG Internet Security Business Edice jsou nasledujici:

o Procesor Intel Pentium 1,8 GHz
o 900 MB wolného mista na pewném disku (a navic jeSté az 200 MB pro stazeny instalacni balik)

o 512 MB paméti RAM
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1.6. Sitové pozadavky

Aby bylo mozné Gspé&3$né nainstalovat AVG na vzdalené stanice, je potfeba pfedem upravit néktera
nastaveni.

Poznadmka: Pokud budete mit potiZze se vzdalenou spravou/instalaci i pfipojenim i po pfecteni nize
uvedenych kapitol, zkuste prosim navstivit sekci FAQ (Casto kladené otazky) na webu http://
www.avg.cz/cz-cs/faq.

1.6.1. Porty, které je potreba povolit na stanicich

Pro jednotlivé stanice ve vasi siti, které pouzivaji osobni firewall, budete nejspiSe potfebovat povolit
urCité porty a nastavit iastnosti systému, aby bylo mozné stanice korektné spravovat
prostfednictvim Vzdalené sprawy.

V zawvislosti na typu firewallu a nastaveni na kazdé stanici, mdzou byt nékteré z nize uvedenych
pozadavkd jiz spinény (powoleny), popf. mohou byt téZ dostupné pod jinym nazvem &i popisem.
Dirazné doporuéujeme provadét zmény pouze zkusenym uzivatelim! Pfed provadénim zmén vzdy
nahlédnéte do dokumentace k vaSemu firewallu!

o Ping (ICMP type 0O - Incoming echo request)

Zmeéfite toto nastaveni pouze, pokud Privodce sitovou instalaci AVG neni schopen nalézt
stanice v siti, které jsou zapnuté a pIné funkcni.

V nastaveni firewallu na stanici powolte pfichozi pozadawky "ping" pfikazu v ramci mistni sité.
Velmi €asto Ize tuto funkci nalézt pod oznacenim ICMP type 0 nebo Incoming echo
request a podobné&. Jakmile je nastaveni spramé, Privodce sitovou instalaci AVG bude
schopen nalézt stanice v siti.

. Sdileni soubort a tiskaren v sitich Microsoft

Aby mohl Priivodce sitovou instalaci AVG pristupovat ke vzdalené stanici skrze Admin$
sdileni, je potfeba nejprve zapnout funkci Sdileni soubor( a tiskaren v sitich Microsoft na
vzdalené stanici. Konkrétné je potfeba powolit TCP porty 139 a 445 a UDP porty 137, 138 a
445. To umozni Privodci vzdalenou instalaci AVG nakopirovat sluzbu AVG Agent na
vzdalenou stanici.

Jako prni ovéite, zdali je Sdileni soubort a tiskaren v sitich Microsoft nainstalovano na
vzdalené stanici.

Pokud pouzivate Windows XP, naleznete nastaveni pod nabidkou Start/Ovadaci panely/Sitova
pripojeni. V okné Mastnosti Sitového pfipojeni zaskrtnéte Sdileni soubord a tiskaren v sitich
Microsoft. Pokud tuto poloZku nevidite, neni protokol nejspiSe nainstalovan. V takovém
pfipadé prosim kontaktujte spravce dané stanice, popfipadé doinstalujte komponentu z
instalacniho CD.

Pro Windows Vista otewete nabidku Ovadaci panely/Centrum siti a sdileni a zapnéte Sdileni
soubord.

V pfipadé Windows 7 prejdéte do nabidky Ovadaci panely/VSechny polozky Ovadacich
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paneld/Centrum siti a sdileni, kliknéte na Pokrocilé nastaveni sdileni. Nasledné whberte
profil pro vasi sit' (pfipadné tento krok opakujte pro vSechny sité) a kliknéte na wlbu Zapnout
sdileni soubor( a tiskaren.

Pokud je Sdileni souborl a tiskaren (v sitich Microsoft) ispé$né nainstalovano, je potieba
powolit porty zminéné wse (v ramci firewallu nainstalovaného na stanici). Pokud je napfiklad
nainstalovan Windows XP firewall, I1ze tuto funkci jednoduSe powolit kliknutim na Sdileni
soubord a tiskaren (zaloZka Vyjimky).

RPC: Vzdalené volani procedur (Remote Procedure Call)

Aby bylo mozné spustit AVG Agent na vzdalené stanici, je potfeba powlit nasledujici porty v
nastaveni firewallu na stanici — TCP a UDP port 135.

Komunikace na TCP portu 6150
Pro spravnou komunikaci mezi Prlivodcem sitovou instalaci AVG a AVG Agentem je

potieba nejdfive powolit komunikaci na TCP portu 6150. Privodce sitovou instalaci AVG
pouziva tento port pro kontrolu komponenty AVG Agent a zpracovava instalacni soubory.

1.6.2. Porty, které je potieba povolit pro vzdalenou spravu
Porty, které je potfeba powolit pro vzdalenou spraw najdete nize:

Komunikace na TCP portu 80

Za ucelem stahovani aktualizaci AVG z internetu pro AVG Admin Server UpdateProxy je
nezbytné powlit odchozi komunikaci pro tyto komponenty na TCP portu 80.

Pro Uspésné spojeni mezi AVG Admin Serverem a stanicemi je potfeba powolit také dalSi
porty na vaSem routeru/firewallu/hubu/VPN ¢i jiném typu pfipojeni, hardware ¢i software:

TCP port 4158

Pro zakladni komunikaci mezi AVG Admin Senerem a AVG stanicemi a AVG Admin
Konzoli je potfeba powlit TCP port 4158 (wchozi nastaveni).

Tento port Ize zménit v nastaveni AVG Admin Serveru a v rozhrani AVG na stanice
(prostfednictvim horni nabidky Nastroje/Pokrocilé nastaveni — Vzdalenéa sprava).

TCP port 6051
Tento port je pouzivan pro pfimé zasilani zpravz AVG Admin Seneru na AVG stanice.

Tento port Ize zménit vrdmci rozhrani AVG na stanici (prostfednictvim horni nabidky
Néstroje/Pokrocilé nastaveni — volba Vzdéalen& sprava).

TCP port 6054
Tento port je pouzivan pro pfimé zasilani zpravz AVG Admin Sernveru do AVG Admin

Konzole. Port nelze ménit. AVG Admin Konzole se pokusi tento port otewit automaticky pro
naslouchani, pokud port neni dostupny, pokusi se otewit porty dalsi (6055, 6056, ...) dokud
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nenalezne dostupny.

1.7. Premisténi stanic z predchozi verze

PFemisténi stanic z jednoho AVG DataCenter do jiného je popsano v kapitole Jak.../Jak pfemistit
stanice z/do jiného DataCenter.
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2. Instalace AVG Internet Security Business Edice

Abyste mohli vzdalené instalovat AVG na stanice, je potfeba nejdrive nainstalovat AVG 2011
Vzdalenou spravu a jeji komponenty.

Cely proces sestava ze dwou jednoduchych krokd:
o Instalace komponent
o Proces nasazeni

Poznamka: Dirazné& doporucujeme, abyste si procetli nasledujici k apitoly dfive, nez zahgjite
instalaci AVG Internet Security Business Edice, abyste dokazali vybrat spravny typ instalace pro
vaSi sit. Zejména zkontrolujte kapitoly Kam nainstalovat a nasadit a Pfehled komponent v této
prirucce.

Instalaci AVG Internet Security Business Edice Ize spustit prostfednictvim exe souboru z
adresafe AVG Admin umisténém na instalacnim CD. Instalacni balicek Ize také stahnout ze

strAnek AVG http://www.avg.cz/cz-cs - nabidka Centrum podpory/Stahnout.

Poznamka: K dispozici jsou dva instalacni balicky - jeden pro 32bitové operacni systémy (s
oznacenim x86) a jeden pro 64bitové operacni systémy (s oznacenim x64). PFi instalaci je tedy
potfeba pouzit instalacni bali€¢ek odpovidajici vaSemu operacnimu systému.

Pred instalaci vzdy navstivte stranky AVG a stdhnéte si nejnovéjsi instalacni soubor!

2.1. Prehled komponent

Nize naleznete stru¢ny prehled vSech komponent.

2.1.1. Priivodce nasazenim AVG Admin Serveru

Prlivodce vam pomdZe nasadit AVG Internet Security Business Edice na server, popiipadé jeho
nasazeni rozdélit mezi vice senverd.

2.1.2. Priivodce sitovou instalaci AVG

Privodce sitovou instalaci AVG vam pom(Ze nainstalovat AVG na vzdalené stanice v nékolika
strucnych krocich.

2.1.3. AVG Admin Konzole

AVG Admin Konzole je klicové misto pro vzdalenou sprdw vaSich AVG stanic v siti. Komunikuje
pfimo s AVG Admin serverem a kontroluje, zpracovava a zobrazuje relevantni udélosti.

2.1.4. AVG Admin Lite

AVG Admin Lite je zjednoduSena forma instalace AVG Internet Security Business Edice, ktera
nabizi pouze wtvareni skriptu pro instalaci AVG na stanice, bez moZnosti wuzit whody AVG
DataCenter ¢i AVG Admin Konzole.
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2.1.5. AVG Admin Server

AVG Admin Server uklada data do databaze (AVG DataCenter) a slouzi jako prostfednik mezi
AVG DataCenter a stanicemi. AVG Admin Server m{ze také slouZit jako mistni zdroj pro
aktualizace.

AVG DataCenter je databaze, ktera obsahuje kompletni konfiguraci AVG stanic, vetné testd a
nastaveni. VSechny stanice s nainstalovanym AVG stejné jako AVG Admin Konzole, komunikuji s
AVG DataCenter. Komunikace je mozna pouze v pfipadé, Ze je komponenta Vzdalena sprava
Uspésné nainstalovana na vsech stanicich a komunikuje s AVG Admin Serverem.

AVG DataCenter podporuje jednu vestaveénou databazi a dalSi samostatné SQL databazové
systémy. Konkrétni databazi bude mozné si zwlit v préib&hu procesu nasazeni (Priivodce
nasazenim AVG Admin Seneru je automaticky spustén po instalaci).

2.1.6. Serverové role

Po instalaci AVG Admin Serveru Ize nasadit dwe role. Vybér roli ma velky wznam pfi procesu
nasazeni, ktery prob&hne ihned po instalaci. Mozné role jsou tyto:

. Role DataCenter

UmozZiiuje centralni sprawu konfigurace AVG stanic skrze AVG Admin Konzoli, shira wsledky
testll ze stanic, hlida staw komponent a podobné.

o Role UpdateProxy

Slouzi ke stazeni/distribuci aktualizaGnich soubort vagim stanicim.

2.2. Kam nainstalovat a nasadit

Jednotlivé komponenty ¢&i role Vzdalené spraw AVG lze nainstalovat/nasadit na vice serverd/stanic.
Neni nutné instalovat \vSe na jeden pocitac.

Jakmile dokongite instalaci produktu, bude nasledovat proces nasazeni, ktery vam umozni nasadit
na senver riizné role.

Napfiklad AVG DataCenter role miiZze byt nasazena na néktery z centralnich server(l ve vasi siti.
Pokud je va3e sit rozsahla ¢i pocet stanic velky, miZete nasadit ProxyServer roli na vice serverd v

rdmcei sité, ¢imZ dosahnete wvazeného zatizeni a adekvatnich narok( na pfenosovou kapacitu.

Také AVG Admin Konzoli (aplikace jez slouzi k centralni spravé vasich stanic) mlzete nainstalovat
na jinou stanici a spravovat tak stanice prakticky odkudkoliv.
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2.3. Vitejte

Uvodni dialog se otevie v jazyce vaseho opera¢niho systému, na ktery produkt instalujete. Jiny jazyk
si zwolite jednoduSe z rolovaci nabidky.

AVG Installer

Nyni instalujete produkt AVG, Cedting |

Instalac tohoto produktu vyjadiujete souhlas s nasledujicimi podminkami a obsahem Licenéniho ujednani AVG 2011:

DULEZITE: CTETE PROSIM POZORNE! TOTO JE PRAVNI DOHODA MEZI SPOLECNOST (=
AVG TECHNOLOGIES (DEFINOVANO NIZE) A VAMI (JAKO JEDNOTLIVCEM A PRIPADNE
ZASTUPCEM FYZICKE NEBO PRAVNICKE OSOBY. NA JEJiZ POCITAC JE SOFTWARE
INSTALOVAN). POKUD KLIKNETE NA TLACITKO ,SOUHLASIM” NEBO NAINSTALUJETE
SOFTWAROVY PRODUKT DODANY S TOUTO SMLOUVOU (DALE JEN _SOFTWARE),
BUDETE TOUTO SMLOUVOU VAZAMI

V dialogu déle naleznete piné znéni licencniho ujednani AVG Internet Security Business Edice.
Pohybem posuwniku smérem doll si mlzete text predist, ptipadné kliknutim na tlagitko Verze pro
tisk otevit internetow prohlize€, ze kterého Ize také celé ujednani snadno wtisknout.

Jakmile ¢teni dokoncite, pokracujte vinstalaci kliknutim na tlaitko Souhlasim. V opacném pripadé
pouzijte tlaitko Nesouhlasim a instalace bude ukoncena.
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4. E-mail Scanner for MS Exchange Server 2007/2010

4.1. Overview

The AVG for MS Exchange Server 2007/2010 configuration options are fully integrated within the
AVG Email Server Edition 2011 as sener components.

Basic oveniew of the individual server components:

. Anti-Spam - Anti-Spam Server for MS Exchange

Checks all incoming e-mail messages and marks unwanted e-mails as SPAM. It uses several
analyzing methods to process each e-mail message, offering maximum possible protection
against unwanted e-mail messages.

. EMS (routing) - E-mail Scanner for MS Exchange (routing Transport Agent)

Checks all incoming, outgoing and internal e-mail messages going through the MS Exchange
HUB role.

Available for MS Exchange 2007/2010 and can be installed for HUB role only.
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. EMS (SMTP) - E-mail Scanner for MS Exchange (SMTP Transport Agent)

Checks all e-mail messages coming through the MS Exchange SMTP interface.

Available for MS Exchange 2007/2010 only and can be installed for both EDGE and HUB
roles.

. EMS (VSAPI) - E-mail Scanner for MS Exchange (VSAPI)

Checks all e-mail messages stored in user mailboxes. If any viruses are detected, they are
moved to the Virus Vault, or completely removed.

Important note: If you decided to install and use VSAPI in combination with routing Transport agent
on a Hub Exchange role, your e-mail messages will be scanned twice. To avoid this, please review
the Technical notice chapter below for more details.

Double-click a required component to open its interface. With the exception of Anti-Spam, all the
components share the following common control buttons and links:

. Scan Results

Opens a new dialog where you can review scan results:
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Scan results x

% Show last I 2 days I 0 hours

" Show selection

From | 8/25/2010 | | o:03:34 am =]
Ta | 8126/2010 | | 2:03:34 am =
¢ Show all

| Refesh |

Al | Infections | Spyware | Wamings | Information |
From To Subject Time Ty
4 | |
Close ‘

A

Here you can check messages divided into several tabs according to their severity. See
configuration of individual components for amending the severity and reporting.

By default there are displayed only results for the last two days. You can change the
displayed period by amending the following options:

o] Show last - insert preferred days and hours.
o] Show selection - choose a custom time and date interval.
o] Show all - Displays results for the whole time period.

Use Refresh button to reload the results.
o Refresh statistical values - updates stats displayed abowe.
o Reset statistical values - resets all the stats to zero.
The working buttons are as follows:
o Settings - use this button to open settings of the component.
o Back - press this button to return to the Server components ovenview.

You will find more information on individual settings of all components in the chapters below.
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4.2. E-mail Scanner for MS Exchange (routing TA)

To open the settings of E-mail Scanner for MS Exchange (routing transport agent), select the
Settings button from the interface of the component.

From the Server components list select the E-mail Scanner for MS Exchange (routing TA) item:

[EEE3]

Server components settings

Server components

Anti-Spam Server for M5 Exchange

E-rrail Scanner for MS Exchange (routing TA)
Detection actions Language

Basic Settings

¥ Enable component

M_a" Fittering IDefault install knguage j
E-mail Scanner for M5 Exchange (SMTP TA)
= E-mmail Scanner for MS Exchange (VSAPI) [¥ Certify massages

| The message does not contain any threats

Logging settings
Log file size: 100 MB

Scanning properties
[V Use Heuristics
[¥ Report Potentially Unwanted Programs and Spyware threats
™ Report enhanced set of Potentially Unwanted Programs
[¥ Scan inside archives

E-mail attachments reporting

Automatic actions over following reports could be specified under Detection actions
subkey. These reports are of the Information severity.

™ Report password protected archives
™ Report password protected documents
I Report files containing macro

I Report hidden extensions

[
=

The Basic Settings section contains the following options:

o Enable component - uncheck to disable the whole component.
o Language - select preferred component language.
o Certify messages - check this if you wish to add a certification note to all scanned

messages. You can customize the message in the next field.
The Logging settings section:
o Log file size - choose a preferred size of the log file. Default value: 100 MB.
The Scanning properties section:
o Use Heuristics - check this box to enable heuristic analysis method during scanning.

o Report Potentially Unwanted Programs and Spyware threats - check this option to report
the presence of potentially unwanted programs and spyware.
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o Report enhanced set of Potentially Unwanted Programs - check to detect extended
package of spyware: programs that are perfectly ok and harmless when acquired from the
manufacturer directly, but can be misused for malicious purposes later, or programs that
always harmless but might be unwanted (various toolbars etc.). This is an additional measure
that increases your computer security and comfort even more, however it can possibly block
legal programs, and is therefore switched off by default. Note: This detection feature is
additional to the previous option, so if you want protection from the basic types of spyware,
always keep the previous box checked.

o Scan inside archives - check this option to let the scanner look also inside archived files
(zip, rar, etc.)

The E-mail attachments reporting section allows you to choose which items should be reported

during scanning. If checked, each e-mail with such an item will contain [INFORMATION] tag in the
message subject. This is the default configuration which can be easily amended in the Detection

actions section, part Information (see below).

The following options are available:

o Report password protected archives

o Report password protected documents
o Report files containing macro

o Report hidden extensions

There are also these sub-items available in the following tree structure:

. Detection actions

. Mail filtering

4.3. E-mail Scanner for MS Exchange (SMTP TA)

The configuration for the E-mail Scanner for MS Exchange (SMTP Transport Agent) is exactly
the same as in the case of routing transport agent. For more information please see the E-mail

Scanner for MS Exchange (routing TA) chapter abowe.

There are also these sub-items available in the following tree structure:

. Detection actions

. Mail filtering
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4.4. E-mail Scanner for MS Exchange (VSAPI)
This item contains settings of the E-mail Scanner for MS Exchange (VSAPI).

Server components settings TF. x
Server components : :
= Anti-Spam Server for MS Exchange Basic Settings
E-mail Scanner for M5 Exchange (routing TA) [¥ Enable component
E-mail Scanner for MS Exchange (SMTP TA) Language
mail Scanner for MS APT) -
- Default install language -
Detection actions I i i J
Mail Fittering Logging settings
Log file size: 100 MB
Scan settings
¥ Background scan
[ Proactive scan (incoming messages)
¥ Scan RTF
Number of scanning threads |5
Cannot be set in the shared settings.
Scan timeout 180 seconds

Scanning properties
[¥ Use Heuristics
V¥ Report Potentially Unwanted Programs and Spyware threats
[” Report enhanced set of Potentialy Unwanted Programs
[V Scan inside archives

E-mail attachments reporting
Automatic actions over following reports could be specified under Detection actions
subkey. These reports are of the Information severity.

I Report password protected archives
™ Report password protected documents
™ Report files containing macro

I Report hidden extensions

[ TR -

The Basic Settings section contains the following options:

o Enable component - uncheck to disable the whole component.

o Language - select preferred component language.

The Logging settings section:

o Log file size - choose a preferred size of the log file. Default value: 100 MB.

The Scan settings section:

o Background Scan — you can enable or disable the background scanning process here.
Background scanning is one of the features of the VSAPI 2.0/2.5 application interface. It
provides threaded scanning of the Exchange Messaging Databases. Whenever an item that
has not been scanned with the latest AVG virus base update is encountered in the users’

mailbox folders, it is submitted to AVG for Exchange Server to be scanned. Scanning and
searching for the not examined objects runs in parallel.
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A specific low priority thread is used for each database, which guarantees other tasks (e.g. e-
mail messages storage in the Microsoft Exchange database) are always carried out
preferentially.

o Proactive Scan (incoming messages)

You can enable or disable the proactive scanning function of VSAPI 2.0/2.5 here. This
scanning occurs when an item is delivered to a folder, but a request has not been made by a
client.

As soon as messages are submitted to the Exchange store, they enter the global scanning
gueue as low priority (maximum of 30 items). They are scanned on the first in, first out (FIFO)
basis. If an item is accessed while still in the queue, it is changed to high priority.

Note: Overflow messages will continue to the store unscanned.

Note: Even if you disable both Background Scan and Proactive Scan options, the on access
scanner will be still active when an user will try to download a message with the MS Outlook client.

o Scan RTF -you can specify here, whether the RTF file type should be scanned or not.

o Number of Scanning Threads - the scanning process is threaded by default to increase the
owerall scanning performance by a certain level of parallelism. You can change the threads
count here.

The default number of threads is computed as 2 times the ‘number_of_processors’ + 1.
The minimum number of threads is computed as (‘number of processors'+1) divided by 2.
The maximum number of threads is computed as 'Number of Processors' multiplied by 5 + 1.

If the value is the minimum or lesser value or the maximum or greater, the default value is
used.

o Scan Timeout - the maximum continuous interval (in seconds) for one thread to access the
message that is being scanned (the default value is 180 seconds).

The Scanning properties section:
o Use Heuristics - check this box to enable heuristic analysis method during scanning.

o Report Potentially Unwanted Programs and Spyware threats - check this option to report
the presence of potentially unwanted programs and spyware.

o Report enhanced set of Potentially Unwanted Programs - check to detect extended
package of spyware: programs that are perfectly ok and harmless when acquired from the
manufacturer directly, but can be misused for malicious purposes later, or programs that
always harmless but might be unwanted (various toolbars etc.). This is an additional measure
that increases your computer security and comfort even more, however it can possibly block
legal programs, and is therefore switched off by default. Note: This detection feature is
additional to the previous option, so if you want protection from the basic types of spyware,
always keep the previous box checked.
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o Scan inside archives - check this option to let the scanner look also inside archived files
(zip, rar, etc.)

The E-mail attachments reporting section allows you to choose which items should be reported
during scanning. The default configuration can be easily amended in the Detection actions section,
part Information (see below).

The following options are available:

o Report password protected archives

o Report password protected documents
o Report files containing macro

o Report hidden extensions

Generally, some of these features are user extensions of the Microsoft VSAPI 2.0/2.5 application
interface senices. For the detailed information on the VSAPI 2.0/2.5 please refer to the following
links (and also the links accessible from the referenced ones):

on addrtronal VSAPI 2.5 features in Exchange 2003 Server applrcatron

There are also these sub-items available in the following tree structure:

. Detection actions

. Mail filtering

4.5. Technical Notice

This information relates to situation when you install and use both VSAPI and routing Transport
Agent on a Hub Exchange role. In such case, your e-mail messages will be scanned twice (first by
the VSAPI on-access scanner and then by the routing Transport Agent).

Due to the way the VSAPI interface works, there might occur some inconsistencies in scanning
results as well as unnecessary load. Therefore, to awid duplicated scanning, we recommend a
small fix (see below) to resolve this issue instantly.

Note: Adjusting registry is advised only to experienced users. We recommend that before you edit
the registry, you back up the registry and understand how to restore it if a problem occurs.

Open the Registry editor (Windows menu Start/Run, type in regedit and press enter). Navigate to
the following branch:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\M SExchangelS\VirusScan

Right-click in the right part of the window and from the context menu select New/DWORD (32-bit)
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value. Name the new value TransportExclusion. Double click it once created and change its value
to 1.

And finally, to apply the change to the MS Exchange server, you need to set ReloadNow value to 1.
Do so by double clicking it and changing its value.

This way you will disable the outgoing scanning by VSAPI On-access scanner. The change should
be active within a few minutes.

4.6. Detection Actions

Server components settings o X

Server components ; . - -
Anti-Spam Server for M5 Exchange Detection actions (automatic actions)

E-rrail Scanner for MS Exchange (routing TA) Infections

etection actions: IMove to Vault j

- M§|I Fiitering ¥ Mark subject with...

E-mail Scanner for M5 Exchange (SMTP TA)

E-rrail Scanner for MS Exchange (VSAPI) I[INFECTIUN]

PUP
IMove to Vault j
[V Mark subject with...

| [SPYWARE]

Wamings
IMove to Vault j
¥ Mark subject with...

| [WARNING]

Information

|N0ne j

¥ Mark subject with...
| [INFORMATION]

[—|——————

In the Detection actions sub-item you can choose automatic actions that should take place during
the scanning process.

The actions are available for the following items:
o Infections
o PUP (Potentially Unwanted Programs)

o Warnings
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. Information

Use the roll-down menu to choose an action for each item:

o None - no action will be taken.
o Move to Vault - the given threat will be moved to Virus Vault.
o Remove - the given threat will be remowved.

To select a custom subject text for messages that contain the given item/threat, check the Mark
subject with... box and fill-in a preferred value.

Note: The last mentioned feature is not available for E-mail Scanner for MS Exchange VSAPI.

4.7. Mail Filtering

In the Mail Filtering sub-item you can choose which attachments should be automatically removed,
if any. The following options are available:

. Remove attachments - check this box to enable the feature.

. Remove all executable files - removes all executables.
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. Remove all documents - remowes all document files.

o Remove files with these comma separated extensions - fill the box with file extensions you
wish to automatically remove. Separate the extensions with comma.

o Move filtered attachments into virus vault - check if you don't want the filtered attachments
to be removed completely. With this box checked, all attachments chosen in this dialog will
be automatically mowved into the Virus Vault quarantine environment. It is a safe place to store
potentially malicious files - you can view and examine them without endangering your system.
The Virus Vault can be accessed from the upper menu of your AVG Email Server Edition
2011 main interface. Simply left-click the History item a choose Virus Vault item from the
drop-down menu.
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4. Kontrola posty pro MS Exchange Server 2007/2010

4.1. Prehled

Konfigurace Kontroly poSty pro MS Exchange Server 2007/2010 je pIné integrovana v ramci aplikace
AVG Email Server 2011 jako serverova komponenta.

AVG Email Server Edition 2011

Soubor  Komponenty — Histore  MNastroje Napovéda

] 3 AVG Vas pocitac je plné zabezpegen.

. 8 o VEechny bezpelnostni prvky jsou aktudini a funguji spravné.
E__.... Email ServerEdition - : =

Prehled komponent a jejich stavu

[, 7 Anti-Spam M EMS (smé&rovani) M EMS (SMTP)
(2 Aktivni Q;!\ (@ Aktivri Q;!\ (& Aktivni

[>.] Ems (vsapr)
Q!’!\

Popis zvolené komponenty

Anti-Spam server pro MS Exchange fittruje nevyZiadané zpravy a chrani proti phishingu.
Komponenta Anti-Spam server pro MS Exchange je aktivni.

Virova DB: 3
Verze AVG: 10
Expirace licen

¥ Zobrazit upozoméni
Zakladni prehled jednotliwych senerowch komponent:

. Anti-Spam - Anti-Spam server pro MS Exchange

Kontroluje vSechny pfichozi e-mailové zpraw a oznauje newZzadanou postu jako SPAM. K
analyze kazdé zpraw wuziva nékolik metod, coZ zajiStuje maximalni moznou ochranu proti
nechténym zpravam.

EMS (smérovani) - Kontrola posty pro MS Exchange (smérovaci transportni Agent)

Kontroluje vSechny pfichazejici, odchazejici a interni e-mailové zpraw prochazejici skrze HUB
roli MS Exchange.

Dostupné pouze pro MS Exchange 2007/2010 a lze nainstalovat pouze na HUB roli.
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. EMS (SMTP) - Kontrola po$ ro MS Exchange (SMTP transportni agent

Kontroluje e-mailové zpraw prochazejici skrze SMTP rozhrani MS Exchange.

Dostupné pouze pro MS Exchange 2007/2010 a Ize nainstalovat na EDGE i HUB roli.

. EMS (VSAPI) - Kontrola posty pro MS Exchange (VSAPI)

Kontroluje e-mailové zprawy ulozené v uzivatelskych schrankach. PFi nalezeni viru dojde k
pfesunu do virového trezoru nebo kompletnimu odstranéni.

Dulezithd poznamka: Pokud jste se rozhodli nainstalovat a pouzit VSAPI v kombinaci se
smérovacim transportnim agentem na Hub Exchange roli, vaSe e-mailové zpravy budou kontrolovany
dvakrat. Pro zmeénu tohoto chovani konzultujte kapitolu Technické upozornéni.

Kliknéte dvakrat na poZzadovanou komponentu pro zobrazeni jejiho rozhrani. S wjimkou komponenty
Anti-Spam sdileji vSechny komponenty spole¢né ovadaci pnky:

AVG Email Server Edition 2011
o Historie

i' ] AVG Vas pocitac je plné zabezpeten.

= p s Viechny bezpeénostni prvky jsou aktudini a funguji spravné.
E_...1| Email ServerEdition ¥ bezp prvky quji sp

Komponenta Kontrola poSty pro MS Exchange (VSAPI)

Kontrola posty pro MS Exchange (VSAPI) testuje veskerou elektronickou
postu uloZenou v uZivatelskych postovnich schrdnkdch. Pfi detekdi viru je tento

= Serverové presunut do Virového trezoru nebo kompletné odstranén.
komponenty

Kontrola podty pro MS
Exchange (VSAPI)

®_ Spustit test

Dosud nespustén Zkortrolovdne e-maloviich Zisth 0 od 8/24/2010, 5:22 AM
Detekovdno hrozeb: 0 od 8/24/2010, 5:22 AM

Visledky testll, Aktualizovat statistické hodnoty, Vynulovat statistické hodnoty

¥+ Aktualizovat

Virova DB:

. Vysledky test(

Otewe now dialog s pfehledem wsledk( testd:
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Vysledky testd
% Zobrazit posledni |2 dny IU hodiny
" Zobrazit wibér
od | 8/26/2010 =] | 7:51:26 Am =
Do | 8127/2010 =] | 7:51:26 Am =
" Zobrazit vie
| tnovt |
Ve lInfek,ce | spyware | Varovani | Informace |
od Komu Pfadm&t Cas Ty
4 | |
Zavrit ‘
A

Zde mzete zkontrolovat zpravy rozdélené do nékolika zaloZek podle jejich zavaznosti. Vice
informaci o konkrétni zavaznosti a jejim nastaveni naleznete v popisu nastaveni jednotliwch
serverowych komponent.

Ve wchozim nastaveni jsou zobrazeny pouze wsledky za posledni dva dny. Interval pro
zobrazeni mizete zménit témito volbami:

o Zobrazit posledni - VozZte preferovany pocet dni a hodin.
o] Zobrazit vybér - zwlte libowlny ¢asow a datumowy rozsah.
o} Zobrazit vSe - zobrazi wsledky za celé obdobi.

Tlagitkem Obnovit znow nactete wsledky testd.
o Aktualizovat statistické hodnoty - aktualizuje statistiky uvedené v dialogu.
o Vynulovat statistické hodnoty - wnuluje vSechny statistiky.
Funk¢ni tlagitka v dialogu jsou tato:
o Nastaveni - timto tladitkem otewete nastaveni dané komponenty.

o Zpét - timto tlaCitkem se wratite zpét na seznam komponent.
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BlizSi nastaveni jednotliwych komponent naleznete v kapitolach nize.

4.2. Kontrola posty pro MS Exchange (smérovaci TA)

Tato polozka obsahuje moznosti nastaveni Kontroly posty pro MS Exchange (smérovaci
transportni agent).

- - =l x )
Mastaveni serverovych komponent |

Serverové komponenty
r pro MS Exchange
ro MS Exchange (.

Zakladni nastaveni

¥ Povolit komponentu

Jaryk
Fitrova n e-mifl |V','rch ozi jazyk instalace j
Kontrola posty pro MS Exchange (SMTP TA)
Kontrola posty pro MS Exchange (VSAPI) [V Certifikovat zprivy

|Zpréva neobsahuje 7dné nalezy

Nastaveni protokolovani
Velikost souboru protokolu: 100 MB

Vlastnost testovani
[V Pouiit heuristickou analyzu
¥ Hidsit potenciding nefadouc programy a spyware infekce
[T HHsit rozéifenou mnofinu potenciding nefFdoucich programil
¥ Testovat archivy

Reportovani e-mailovych piiloh
Automatické akce nad nasledujicimi reporty mohou byt nastaveny v podklici Akce nad
ndlezy. Tyto reporty maji zévaZnost Informace.

" Reportovat heslem chrin&né archivy

[ Reportovat heslem chranéné dokumenty
[” Reportovat soubory obsahujici makro

™ Reportovat skryté pfipony

Fre ="

4
V sekci Zakladni nastaveni naleznete nasledujici mozZnosti:
o Povolit komponentu - odSkrtnéte pro wpnuti celé komponenty.
o Jazyk - zwolte preferovany jazyk komponenty.
o Certifikovat zpravy - zaSkrtnéte, pokud si prejete pridat certifikacni poznamku ke vSem
testovanym zpravam. Zpraw miZete upravit v nasledujicim poli¢ku.
Sekce Nastaveni protokolovani obsahuje tyto volby:
o Velikost souboru protokolu - zwlte preferovanou velikost protokolovaciho souboru. Vychozi

hodnota je 100 MB.

Sekce Vlastnosti testovani obsahuje tato nastaveni:
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o Pouzit heuristickou analyzu - zaskrtnéte pro povoleni pouZiti heuristické analyzy v priib&hu
testovani.
o Hlasit potencialné nezadouci programy a spyware infekce - zaSkrtnéte pro hlaSeni

potencialné nezadoucich programi a spyware.

o Hlasit roz&ifenou mnozinu potencialné nezadoucich programa - zaskrtnutim tohoto
policka aktivujete detekci rozgitené sady spyware: programd, které jsou v pvodni podobé od
wrobce nedkodné a v poradku, ale mohou byt snadno zneuZity ke $kodliwm G&eldim,
pfipadné jde o zasadné nedkodné, avsak ponékud obtéZujici programy (rizné dopliiky do
prohlizece atd.). Jde o dodate¢né opatfeni, které zlepSuje zabezpeceni vaseho pocitate na
dal3i Growni, nicméné& mze blokovat také nékteré legaini programy, proto je ve wchozim
nastaveni tato moznost wpnuta. Tato detekce je dopliikem pfedchozi moznosti, samostatné
tedy neni dostacujici: pokud chcete ochranu pred zékladnimi typy spyware, pak ponechte
vzdy oznacené predchozi policko, a toto pak oznacte wolitelné k nému.

o Testovat archivy - zaskrtnéte pro zahrnuti také testovani archivnich soubord (zip, rar, atp.)
Sekce Reportovani e-mailovych pFiloh umoziiuje whbrat polozky, které si prejete hlasit v pribéhu
testovani. Pokud je polozka zaSkrtnutd, bude kazda zprava s takowou pfilohou obsahovat v pfedmétu
text [INFORMACE] (ve wchozim nastaveni). Toto wchozi nastaveni Ize zménit ve v&tvi Akce nad

nalezy, ¢ast Informace (vz nize).

K dispozici jsou nasledujici moznosti:

o Reportovat heslem chranéné archivy
o Reportovat heslem chranéné dokumenty
o Reportovat dokumenty obsahujici makro

o Reportovat skryté pripony
Soucasti nastaveni jsou tyto podpolozky ve stromové strukture:

. Akce nad nalezy

) Filtrovani e-maild

4.3. Kontrola posty pro MS Exchange (SMTP TA)

Konfigurace Kontroly poSty pro MS Exchange (SMTP Transportni Agent) je stejna jako pro
smeérovaci transportni agent. Vice informaci naleznete v kapitole Kontrola posty pro MS Exchange
(smérovaci TA) wSe.

Soucasti nastaveni jsou také tyto podpolozky ve stromové strukture:

. Akce nad nalezy

) Filtrovani e-maild
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4.4. Kontrola posty pro MS Exchange (VSAPI)
Tato poloZzka obsahuje moZnosti nastaveni Kontroly posty pro MS Exchange (VSAPI).

[EEE3]

Mastaveni serverovych komponent

E|¥_=, Serverové komponenty . . .
= Anti-Spam server pro MS Exchange Zakladni nastaveni

Kontrola posty pro MS Exchange (smérovaci TA) ¥ Povolit komponentu
Kontrola posty pro MS Exchange (SMTP TA) Jazyk

=t - = -
Vychozi jazyk instalace -
Akce nad nalezy I J
Fittrovani e-mailf Nastaveni protokolovani
Velikost souboru protokolu: 100 MB
Nastaveni testovani

[V Testovat na pozadi
" Proactive scan (pfichozi zprivy)
¥ Testovat RTF

|

Pocet soub&Znych testovani
MNelze nastavit pomodi spoleéného nastaveni.
Casovy limit testu 180 sekund

Vlastnosti testovani
¥ Pouift heuristickou analjzu
V¥ Hidsit potenciding nefadouci programy a spyware infekce
™ HHsit rozéifenou mnofinu potenciding nefFdoucich programi
[¥ Testovat archivy

Reportovani e-mailovych piiloh
Automatické akce nad ndsledujicimi reporty mohou byt nastaveny v podklici Akce nad
nalezy. Tyto reporty maji zavaZnost Informace.

[ Reportovat heslem chrénéné archivy
[ Reportovat heslem chranéné dokumenty
[ Reportovat soubory obsahujici makro

™ Reportovat skryté pfipony

Bt s B

A
V sekci Zakladni nastaveni naleznete nasledujici moznosti:
o Povolit komponentu - odSkrtnéte pro wpnuti celé komponenty.
o Jazyk - zwolte preferovany jazyk komponenty.
Sekce Nastaveni protokolovani obsahuje tyto volby:
. Velikost souboru protokolu - zwlte preferovanou \elikost protokolovaciho souboru. Vychozi

hodnota je 100 MB.
Sekce Nastaveni testovani obsahuje tato nastaveni:

. Testovat na pozadi - zde miZete powlit nebo zakazat proces kontroly existujiciho obsahu
databaze na pozadi. Kontrola uloZzené posty na pozadi je jednim z prvk( rozhrani VSAPI
2.0/2.5. Antivirova kontrola probiha pro kazdou databazi na serveru z\ast; vzdy jsou testovany
zprawy i prilohy.
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Pro kazdou databazi je zaroven pouzito jedno vidkno (thread) s nizkou prioritou, coz
znamena, Ze ostatni Ulohy, jako napfiklad ukladani e-mail zprav do Microsoft Exchange
databaze, dostanou vzdy prednost. Kontrola poSty na pozadi je aplikovana pro tabulku se
slozkami vramci Exchange Glozisté. Slozka, ktera jiz byla na pozadi jednou zkontrolovana,
bude znow zkontrolovana az pfi opétowém spusténi rozhrani. Zmény jednotliwych zprav ve
slozkach jsou zpracovavany proaktivni kontrolou (proactive scan).

o Proactive scan (pfichozi zpravy) - zde mlizete powlit nebo zakazat funkci proaktivni
kontroly z VSAPI 2.0/2.5. Tato funkce spociva v dynamické sprave priorit polozek v testovaci
fronté. Jakmile jsou zpraw umistény do Ulozisté serveru Exchange, jsou zafazeny také do
obecné fronty k testovani s nizkou prioritou (maximum 30 polozek). Nasledné jsou testovany
podle metody FIFO (First in, first out). Pokud je k nékteré poloZzce zaznamenan pfistup
zatimco je stale e fronté, jeji priorita se zméni na wsokou.

Poznamka: Nadbyte€né zpravy jsou presunuty do UloZiSté bez otestovani.

Upozornéni: | v pfipadé, vypnuti obou voleb (Testovani na pozadi a Proactive Scan), z(stava i
nadale aktivni rezidentni test, ktery se spusti v momenté stahovani zpravy klientem MS Outlook.

o Testovat RTF - zwolte, zdali si prejete testovat také RTF soubory.

o Pocet soubéznych testovani - ve wchozim nastaveni bézi testovaci proces paralelné ve vice
vaknech, zejména pro zwsSeni obecného wkonu. Pocet soubéznych vaken Ize zmeénit v
tomto nastaveni.

O

Vychozi poCet Maken je wpocitan jako dvojnasobek "poctu procesori” + 1.
Minimalni pocet Maken je wpoditan jako ("pocet procesorl” + 1) wdéleno dv&ma.
Maximalni poCet Maken je wpoditan jako "pocet procesorl" krat 5 + 1.

Pokud je nastavena hodnota niZ§i nebo minimalni, pfipadné maximalni ¢i wssi, je pouzita
hodnota wchozi.

o Casovy limit testu - maximaini souvsly interval (v sekundéach), po ktery mize jedno viakno
pfistupovat k prave testovanému objektu (wchozi hodnota je 180 sekund).

Sekce Vlastnosti testovani obsahuje tato nastaveni:

o Pouzit heuristickou analyzu - zaskrtnéte pro povoleni pouZiti heuristické analyzy v priib&hu
testovani.
o Hlasit potencialné nezadouci programy a spyware infekce - zaSkrtnéte pro hlaSeni

potencialné nezadoucich programi a spyware.

o Hlasit roz&ifenou mnozinu potencialné nezadoucich programi - zaskrtnutim tohoto
policka aktivujete detekci rozgitené sady spyware: programd, které jsou v pvodni podobé od
wrobce nedkodné a v poradku, ale mohou byt snadno zneuzity ke $kodliwm Gceldim,
pripadné jde o zasadné nedkodné, avdak ponékud obtéZujici programy (rizné dopliiky do
prohlizece atd.). Jde o dodate¢né opatfeni, které zlepSuje zabezpeceni vaseho pocitate na
dal3i trowni, nicméné& mze blokovat také nékteré legaini programy, proto je ve wchozim
nastaveni tato moznost wpnuta. Tato detekce je dopliikem pfedchozi moznosti, samostatné
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tedy neni dostacujici: pokud chcete ochranu pred zékladnimi typy spyware, pak ponechte
vzdy oznacené predchozi policko, a toto pak oznacte wolitelné k nému.

o Testovat archivy - zaskrtnéte pro zahrnuti také testovani archivnich soubord (zip, rar, atp.)

Sekce Reportovani e-mailovych pFiloh umoziiuje whbrat polozky, které si piejete hlasit v pribéhu
testovani. Toto wchozi nastaveni Ize zménit ve v&tvi Akce nad nalezy, €ast Informace (viz nize).

K dispozici jsou nasledujici moznosti:

o Reportovat heslem chranéné archivy
o Reportovat heslem chranéné dokumenty
o Reportovat dokumenty obsahujici makro

o Reportovat skryté pripony

Nékteré pnky vtomto nastaveni tvofi uzivatelské rozSifeni aplikacniho rozhrani Microsoft VSAPI
2.0/2.5. Pokud se chcete blize informovat o tomto rozhrani, nasledujte tyto odkazy:

o http://support.microsoft.com/default.aspx?scid=kb:en-us:328841&Product=exch2k — popis
principd spoluprace Exchange s antivirowmi programy

o http://support.microsoft.com/default.aspx?scid=kb;en-us;823166 — informace o doplricich ve
VSAPI 2.5 v aplikaci Exchange 2003 Server

Soucasti nastaveni jsou také tyto podpolozky ve stromové strukture:

. Akce nad nalezy

) Eiltrovani e-maild

4.5. Technické upozornéni

Tato informace se tyka situace, kdy instalujete a pouzivate zaroveni VSAPI i smérovaci transportowni
agent na Hub Exchange roli. V takovém pfipadé budou vaSe e-mailové zpraw kontrolovany dvakrat
(poprvé VSAPI rozhranim a posléze smérovacim transportnim agentem)

V disledku zptsobu, jakym VSAPI rozhrani funguje, mdze dojit k uréitym nesrownalostem ve
wsledcich testovani, popfipadé ke zbyteéné dwvojité zatézi pfi duplicitnim kontrolovani. Z toho divodu
doporuéujeme uzit jednoduché feSeni v podobé zasahu do registrdl (viz nize).

Poznamka: Zménu v registrech doporu¢ujeme provadét pouze zkudenym uzivatellim. Zaroven pied
zménou Vv registrech provedte jejich zalohu a ujistéte se, Ze vite jakym zplsobem Ize registry
obnovit v pfipadé problémd.

Otewete editor registrl (Windows nabidka Start/Spustit, vepisté wraz regedit a potwdte klavesou
enter). Otevete nasledujici vetev.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\M SExchangelS\VirusScan
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z

Kliknéte prawym tlacitkem do pravé Casti dialogu a z nabidky zwlte Novy/Hodnota DWORD
(32bitova). Pojmenujte nowou hodnotu TransportExclusion. Poté na ni dvakrat kliknéte mysi a
zmérite jeji hodnotu na 1.

Pro informovani MS Exchange serveru o dané zméne je jeSté potfeba zménit hodnotu ReloadNow
na €islo 1.

Timto zplsobem wpnete testovani odchozich zprav skrze VSAPI rozhrani. Zména se projevi po
nékolika minutach.

4.6. Akce nad nalezy

e
Mastaveni serverovych komponent

Serverové komponenty

Anti-Spam server pro MS Exchange
Kontrola posty pro MS Exchange (smérovad TA) Infekce
: |PFe5un0ut do trezoru j

Akce nad nalezy (automatické akce)

kce nad nélezy;
Filtrovaini e-rmailfi
Kontrola posty pro MS Exchange (SMTP TA)
= Kontrol podty pro MS Exchange (VSAPT) I [TNFEKCE]
PUP

IPFesunout do trezoru j

¥ Oznatit piedmét zpravy jako...

¥ Oznatit piedmét zpravy jako...
| [SPYWARE]

Varovani

IPFesunout do trezoru j
¥ Oznatit pfedmét zprivy jako...
[ [VAROVANI]

Informace
|Zidna =l
¥ Oznacit pfedmét zpravy jako...

| [INFORMACE]

TR -

V Casti Akce nad nalezy Ize zaSkrtnout a whbrat automatické akce, které maji byt provedeny v
pribéhu testovani. Akce jsou k dispozici pro nasledujici polozky:

o Infekce
o PUP (Potencialné nezadouci programy)
o Varovani
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Z rolovaci nabidky zwlte pro kazdou polozku vzdy jednu akci:

o Z&dna - nebude provedena zadna akce.
o Prfesunout do trezoru - dané nebezpeci bude pfesunuto do Virového trezoru.
o Odstranit - dané nebezpeci bude odstranéno.

Pokud si prejete pfidat do pfedmétu zprawy zpracované urcitou akci textovou informaci pro lepsi
tridéni a prehled, zaSkrtnéte prislusné policko Oznacit pfedmeét zpravy jako a ozte poZzadovanou
hodnotu.

Poznamka: Posledni zminénou vlastnost nelze aplikovat v pfipadé nastaveni Kontroly poSty pro MS
Exchange (VSAPI).

4.7. Filtrovani e-mailt

L - -
Nastaveni serverovych komponent

=] {_, Serverove komponenty .
Anti-Spam server pra MS Exchange Filir pfiloh
Kontrola pogty pro MS Exchange (smérovad TA) [ Odstrafiovat pflohy
{_, Akce nad nalezy
Filtrovani e-maild
Kontrola posty pro MS Exchange (SMTP TA)
«{_——, kontrola podty pro M3 Exchange (WSAPT)

[T Cdstrafiovat viechy spustitelné saubory

[T Cdstrafiovat viachny dokurmnenty

Odstrafiovat soubory s t&mito piiponarmi (oddlergri Sarkou):

[T Cdstranéné pifllaby pfesouvat do virového trezoru

1] |

[ —

V ¢asti Filtr pfiloh mlzZete zwlit prilohy, které maji byt automaticky odstranény. K dispozici jsou
nasledujici moznosti:

|

. Odstranovat prilohy - zaskrtnéte pro powleni této funkce.
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o Odstranovat v3echny spustitelné soubory - odstrani vSechny spustitelné prilohy.
o Odstranovat viechny dokumenty - odstrani vSechny dokumenty v priloze.
o Odstranovat soubory s témito pfiponami (oddélenymi ¢arkou) - Mozte pfipony, které si

pfejete automaticky odstranit. Hodnoty oddélte carkou.

o Odstranéné prilohy pfesouvat do virového trezoru - zaSkrtnéte, pokud nechcete, aby byly
filtrované prilohy odstrariovany rowmou. Je-li toto policko zaskrnuté, budou vSechny prilohy
zwlené prostfednictvim tohoto dialogu automaticky pfesouvany do karanténniho prostredi
Virového trezoru. Jedna se o bezpeéné misto pro ukladani potencialné Skodliwch soubord -
mUzZete k nim pfistupovat a zkoumat je, aniz by mohly ohrozit vd3 systém. Do Virového
trezoru se dostanete z hlami obrazowky aplikace AVG Email Server 2011. V horni nabidce
kliknéte lewm tlacitkem mySi na polozku Historie a nasledné z kontextového menu zwolte
Virovy trezor.
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7. AVG Components

7.1. Anti-Virus

7.1.1. Anti-Virus Principles

The antivirus software's scanning engine scans all files and file activity (opening/
closing files, etc.) for known viruses. Any detected virus will be blocked from taking
any action and will then be cleaned or quarantined. Most antivirus software also uses
heuristic scanning, where files are scanned for typical virus characteristics, so called
viral signatures. This means that the antivirus scanner can detect a new, unknown
virus, if the new virus contains some typical characteristics of existing viruses.

The important feature of antivirus protection is that no known virus can run on
the computer!

Where just a single technology might fall short of detecting or identifying a virus, Anti-
Virus combines several technologies to ensure that your computer is protected from
viruses:

e Scanning - searching for character strings that are characteristic of a given
virus

e Heuristic analysis - dynamic emulation of the scanned object’s instructions in a
virtual computer environment

e Generic detection - detection of instructions characteristic of the given virus/
group of viruses

AVG is also able to analyze and detect executable applications or DLL libraries that
could be potentially unwanted within the system. We call such threats Potentially
Unwanted Programs (various kinds of spyware, adware etc.). Furthermore, AVG scans
your system registry for suspicious entries, temporary Internet files and tracking
cookies, and allows you to treat all potentially harmful items in the same way as any
other infection.
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7.1.2. Anti-Virus Interface

The Anti-Virus component's interface provides some basic information on the
component's functionality, information on the component's current status (Anti-Virus
component is active.), and a brief overview of Anti-Virus statistics:

e Number of definitions - number provides the count of viruses defined in the
up-to-date version of the virus database

e Database release - specifies when and at what time the virus database was
last updated

e Database version - defines the number of the currently installed virus
database version; and this humber increases with every virus base update

There is just one operating button available within this component's interface (Back) -
press the button to return to the default AVG user interface (components overview).

7.2. Anti-Spyware

7.2.1. Anti-Spyware Principles

Spyware is usually defined as a type of malware, i.e. software, that gathers
information from a user's computer without the user's knowledge or consent. Some
spyware applications may also be installed on purpose and often contain
advertisements, window pop-ups or different types of unpleasant software.

Currently, the most common source of infection is websites with potentially dangerous
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content. Other methods of transmission, such as via e-mail or transmission by worms
and viruses are also prevalent. The most important protection is to use an always-on
background scanner, Anti-Spyware, that works like a resident shield and scans your
applications in the background as you run them.

There is also the potential risk that malware has been transmitted to your computer
prior to AVG installation, or that you have neglected to keep your AVG File Server
2011 up-to-date with the latest database and program updates. For this reason, AVG
allows you to fully scan your computer for malware/spyware using the scanning
feature. It also detects sleeping and non-active malware, i.e. malware that has been
downloaded but not yet activated.

7.2.2. Anti-Spyware Interface

The Anti-Spyware component's interface provides a brief overview on the
component's functionality, information on the component's current status, and some
Anti-Spyware statistics:

e Spyware definitions - number provides the count of spyware samples defined
in the latest spyware database version

e Database release - specifies when and at what time the spyware database
was updated

e Database version - defines the number of the latest spyware database
version; and this number increases with every virus base update

There is just one operating button available within this component's interface (Back) -
press the button to return to the default AVG user interface (components overview).
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7.3. Resident Shield

7.3.1. Resident Shield Principles

The Resident Shield component gives your computer continuous protection. It scans
every single file that is being opened, saved, or copied, and guards the system areas
of the computer. When Resident Shield discovers a virus in a file that is accessed, it
stops the operation currently being performed and does not allow the virus to activate
itself. Normally, you do not even notice the process, as it runs "in the background",
and you only get notified when threats are found; at the same time, Resident Shield
blocks activation of the threat and removes it. Resident Shield is being loaded in the
memory of your computer during system startup.

What the Resident Shield can do:

Scan for specific kinds of possible threats

Scan removable media (flash disk etc.)

Scan files with specific extensions or without extensions at all

Allow exceptions from scanning - specific files or folders that should never be
scanned

Warning: Resident Shield is loaded in the memory of your computer during
startup, and it is vital that you keep it switched on at all times!

7.3.2. Resident Shield Interface
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Besides an overview of the Resident Shield functionality, and the information on the
component's status, the Resident Shield interface offers some statistic data as well:

e Resident Shield has been running for - provides the time since the latest
component's launch

e Threats detected and blocked - number of detected infections that were
prevented from being run/opened (if needed, this value can be reset; e.g. for
statistic purposes - Reset value)

Resident Shield settings

In the bottom part of the dialog window you will find the section called Resident
Shield settings where you can edit some basic settings of the component's
functionality (detailed configuration, as with all other components, is available via the
Tools/Advanced settings item of the system menu).

The Resident Shield is active option allows you to easily switch on/off resident
protection. By default, the function is on. With resident protection on you can further
decide how the possibly detected infections should be treated (removed):

o either automatically (Remove all threats automatically)
o or only after the user's approval (Ask me before removing threats)
This choice has no impact on the security level, and it only reflects your preferences.

In both cases, you can still select whether you want to Scan for tracking cookies. In
specific cases you can switch this option on to achieve maximum security levels,
however it is switched off by default. (cookies = parcels of text sent by a server to a
web browser and then sent back unchanged by the browser each time it accesses
that server. HTTP cookies are used for authenticating, tracking, and maintaining
specific information about users, such as site preferences or the contents of their
electronic shopping carts).

Please note: The software vendor has set up all AVG components to give optimum
performance. Unless you have a real reason to do so, do not change the AVG
configuration. Any changes to settings should only be performed by an experienced
user. If you need to change AVG configuration, select the system menu item Tools /
Advanced settings and edit the AVG configuration in the newly opened AVG
Advanced Settings dialog.

Control buttons

The control buttons available within the Resident Shield interface are as follows:

e Manage exceptions - opens the Resident Shield - Excluded Items dialog
where you can define folders and files that should be left out from the
Resident Shield scanning
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e Save changes - press this button to save and apply any changes made in this
dialog

e Cancel- press this button to return to the default AVG user interface (
components overview)

7.3.3. Resident Shield Detection

‘Resident Shield scans files as they are copied, opened or saved. When a virus or any
kind of threat is detected, you will be warned immediately via the following dialog:

24 AVG Resident Shield Alert

'1 Threat detected!

File name: c:\Usershtester\AppData\Local\Microsoft\Windows\ Temporary Internet Files),
Low'\Content. IES\HFZG3KSA \eicar[1].com

Threat name: Virus identified EICAR_Test (More info)

Detected on open.

2 Move to Vault
Will safely quarantine the infected file to the Virus Vault.

2 Go to file
Opens Windows Explorer in the folder in which the file resides.

= Ignore

Will leave the file on the disk where it is now, but for safety reasons the Resident Shield will
not allow you to access it.

how detail

Within this warning dialog you will find data on the file that was detected and assigned
as infected (File name), the name of the recognized infection (Threat name), and a

link to the Virus encyclopedia where you can find detailed information on the
detected infection, if known (More info).

Further, you have to decide what action should be taken now - the following options
are available:

Please note that, upon specific conditions (what kind of file is infected, and
where it is located), not all of the options are always available!

e Remove threat as Power User- check the box if you suppose that you
might not have sufficient rights to remove the threat as a common user. Power
Users have extensive access rights, and if the threat is located in a certain
system folder, you might need to use this checkbox to successfully remove it.

e Heal - this button only appears if the detected infection can be healed. Then,
it removes it from the file, and restores the file to the original state. If the file
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itself is a virus, use this function to delete it (i.e. removed to the Virus Vault)
e Move to Vault - the virus will be moved to AVG Virus Vault

e Go to file - this option redirects you to the exact location of the suspicious
object (opens new Windows Explorer window)

e Ignore - we strictly recommend NOT TO use this option unless you have a
very good reason to do so!

In the bottom section of the dialog you can find the link Show details - click it to
open a pop-up window with detailed information on the process running while the
infection was detected, and the process' identification.

The entire overview of all threats detected by Resident Shield can be found in the

Resident Shield detection dialog accessible from system menu option History /
Resident Shield detection:

The Resident Shield detection offers an overview of objects that were detected by
the Resident Shield, evaluated as dangerous and either cured or moved to the Virus
Vault. For each detected object the following information is provided:

o Infection- description (possibly even name) of the detected object

e Object - object location

e Result - action performed with the detected object

e Detection time - date and time the object was detected
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e Object Type - type of the detected object

e Process - what action was performed to call out the potentially dangerous
object so that it could be detected

In the bottom part of the dialog, under the list, you will find information on total
number of detected objects listed above. Further you can export the entire list of
detected objects in a file (Export list to file) and delete all entries on detected
objects (Empty list). The Refresh list button will update the list of finding detected
by Resident Shield. The Back button switches you back to the default AVG user
interface (components overview).

7.4. Update Manager

7.4.1. Update Manager Principles

No security software can guarantee true protection from various types of threats
unless it is regularly updated! Virus writers are always looking for new flaws that they
can exploit in both software and operating systems. New viruses, new malware, new
hacking attacks appear daily. For this reason, software vendors are continually issuing
updates and security patches, to fix any security holes that are discovered.

It is crucial to update your AVG regularly!

The Update Managerhelps you to control regular updating. Within this component
you can schedule automatic downloads of update files either from the Internet, or the
local network. Essential virus definition updates should be daily if possible. Less urgent
program updates can be weekly.

Note: Please pay attention to the AVG Updates chapter for more information on
update types and levels!
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7.4.2. Update Manager Interface

The Update Manager's interface displays information about the component's
functionality and its current status, and provides the relevant statistical data:

e Latest update - specifies when and at what time the database was updated

e Virus database version - defines the number of the currently installed virus
database version; and this number increases with every virus base update

e Next scheduled update - specifies when and at what time the database is
scheduled to be updated again

Update Manager settings

In the bottom part of the dialog you can find the Update Manager settings section
where you can perform some changes to the rules of the update process launch. You
can define whether you wish the update files to be downloaded automatically (Start
automatic updates) or just on demand. By default, the Start automatic updates
option is switched on and we recommend to keep it that way! Regular download of the
latest update files is crucial for proper functionality of any security software!

Further you can define when the update should be launched:
o Periodically - define the time interval

o At a specific time interval - define the exact day time the update should be
launched
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By default, the update is set for every 4 hours. It is highly recommended to keep this
setting unless you have a true reason to change it!

Please note: The software vendor has set up all AVG components to give optimum
performance. Unless you have a real reason to do so, do not change the AVG
configuration. Any changes to settings should only be performed by an experienced
user. If you need to change AVG configuration, select the system menu item Tools /
Advanced settings and edit the AVG configuration in the newly opened AVG
Advanced Settings dialog.

Control buttons
The control buttons available within the Update Manager interface are as follows:
e Update now - launches an immediate update on demand

e Save changes - press this button to save and apply any changes made in this
dialog

e Cancel- press this button to return to the default AVG user interface (

components overview)

7.5. License

In the Licence component interface you will find a brief text describing the
component's functionality, information on its current status, and the following
information:
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License number - provides the shortened form of your license number (for
security reasons the last four symbols are missing). When entering your
license number, you have to be absolutely precise and type it exactly as
shown. Therefore we strongly recommend to always use "copy & paste"
method for any manipulation with the license number.

e License type - specifies the product type installed.

e License expires - this date determines the period of validity of your license. If
you want to go on using AVG File Server 2011 after this date you have to
renew your license. The license renewal can be performed online on AVG
website.

e Number of seats - how many workstations on which you are entitled to install
your AVG File Server 2011.

Control buttons

e Register - connects to the registration page of AVG website (http://www.
avg.com). Please fill in your registration data; only customers who register
their AVG product can receive free technical support.

e Re-activate - opens the Activate AVG dialog with the data you have entered
in the Personalize AVG dialog of the installation process. Within this dialog
you can enter your license number to either replace the sales number (the
number you have installed AVG with), or to replace the old license number (e.
g. when upgrading to a new AVG product).

Note: If using the trial version of AVG File Server 2011, the buttons appear as
Buy now and Activate, alowing you to buy the full version of the program right
away. For AVG File Server 2011 installed with a sales number, the buttons
display as Register and Activate.

e Back - press this button to return to the default AVG user interface (
components overview).
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7.6. Remote Administration

The Remote Administration component only displays in the user interface of AVG
File Server 2011 in case you have installed the network edition of your product (see
component License). In the Remote Administration dialog you can find the
information on whether the component is active and connected to server. All settings
of the Remote Administration component is to be done within the Advanced
Settings / Remote Administration.

For detailed description of the component's options and functionality within the AVG
Remote Administration system please refer to the specific documentation dedicated to
this topic exclusivety. This documentation is available for download at AVG website (
www.avg.com), in the Support center / Download / Documentation section.

Control buttons

e Back - press this button to return to the default AVG user interface (
components overview).

7.7. Anti-Rootkit

A rootkit is a program designed to take fundamental control of a computer system,
without authorization by the system's owners and legitimate managers. Access to the
hardware is rarely required as a rootkit is intended to seize control of the operating
system running on the hardware. Typically, rootkits act to obscure their presence on
the system through subversion or evasion of standard operating system security
mechanisms. Often, they are also Trojans as well, thus fooling users into believing
they are safe to run on their systems. Techniques used to accomplish this can include
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concealing running processes from monitoring programs, or hiding files or system data
from the operating system.

7.7.1. Anti-Rootkit Principles

AVG Anti-Rootkit is a specialized tool detecting and effectively removing dangerous
rootkits, i.e. programs and technologies that can camouflage the presence of malicious
software on your computer. AVG Anti-Rootkit is able to detect rootkits based on a
predefined set of rules. Please note, that all rootkits are detected (not just the
infected). In case AVG Anti-Rootkit finds a rootkit, it does not necessarily mean the

rootkit is infected. Sometimes, rootkits are used as drivers or they are a part of
correct applications.

7.7.2. Anti-Rootkit Interface

The Anti-Rootkit user interface provides a brief description of the component's
functionality, informs on the component's current status, and also brings information
on the last time the Anti-Rootkit test was launched (Last rootkit search). The Anti-
Rootkit dialog further provides the Tools/Advanced Settings link. Use the link to get
redirected to the environment for advanced configuration of Anti-Rootkit component.

Please note: The software vendor has set up all AVYG components to give optimum

performance. Unless you have a real reason to do so, do not change the AVG

configuration. Any changes to settings should only be performed by an experienced
user.

Anti-Rootkit settings

In the bottom part of the dialog you can find the Anti-Rootkit settings section where
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you can set up some elementary functions of the rootkit presence scanning. First,
mark up the respective check-boxes to specify objects that should be scanned:

e Scan applications
e Scan DLL libraries
e Scan drivers
Further you can pick the rootkit scanning mode:

e Quick rootkit scan - scans all running processes, loaded drivers and the
system folder (typically c:\Windows)

e Full rootkit scan - scans all running processes, loaded drivers, the system
folder (typically c:\Windows), plus all local disks (including the flash disk, but
excluding floppy disk/CD drives)

Control buttons

e Search for rootkits - since the rootkit scan is not an implicit part of the Scan
of the whole computer, you can run the rootkit scan directly from the Anti-
Rootkit interface using this button

e Save changes - press this button to save all changes made in this interface
and to return to the default AVG user interface (components overview)

e Cancel - press this button to return to the default AVG user interface (
components overview) without having saved any changes you made
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7. Komponenty AVG

7.1. Anti-Virus

7.1.1. Princip Anti-Viru

Testovaci jadro antivirového programu skenuje vSechny soubory a jejich aktivitu
(oteviréni/zavirani souboru atd.) a provéFfuje pfipadnou piitomnost znamych virQ. Pokud
detekuje virus, okamzité zabrani, aby mohl byt aktivovan a nasledné jej odstrani nebo
pfesune do virové karantény. Vétsina antivirovych programl pouzivd metodu
heuristické analyzy, pfi niz jsou soubory testovany na pfitomnost typickych virovych
charakteristik. To znamena, Ze antivirovy skener dokaze rozpoznat i novy, dosud
neznamy virus podle toho, Ze tento virus nese urcité znaky typické pro jiz existujici
viry.

Dobra antivirova ochrana zaruci, Ze na pocitaci nebude spustén Zadny znamy
virus!

Komponenta Anti-Virus pouziva k detekci poéitatovych virQ nasledujici techniky:
« skenovani - vyhledavani fetézcl znak( charakteristickych pro dany virus

¢ heuristicka analyza - dynamicka emulace instrukci testovaného objektu v
prostfedi virtualniho pocitace

e genericka detekce - staticka detekce instrukci charakteristickych pro dany
virus/skupinu vird

V pfipadech, kdy pouziti jediné techniky nepostaci, umoznuje AVG kombinaci
uvedenych technik v rdmci jednoho testu. Pfikladem mizZe byt situace, kdy je virus
zachyceny skenovanim presné identifikovan pomoci heuristické analyzy. AVG umi také
analyzovat spustitelné programy, pfipadné DLL knihovny a urcit, které z nich by mohly
byt potencialné nezadouci (jako napfiklad spyware, adware aj.). Na Zadost uzivatele
umozni tyto programy odstranit Ci k nim zablokovat pfistup.
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AVG 7 Vés pocita je plne z_abezpecen.

tudlni a fungugi
. File Server Edition HE A T

Komponenta Anti-Virus

m kKomponenta Anti-Wirus hledi ve vaiem pocitaci viry, Cervy, trojske kong a
L neFadouci spustitelné soubary £ knihovny. Je nezbytné udréovat komponentu
Arti-iirLs Anti-virus alktualni, aby byla zajistdna maximalni droven vaii ochrany,
B Serverové komponenty

L Aletivii
Pofet definic: 3209733
Wydani databaze: Monday, Septerber 20, 2010, 10:04 AM

A+ Aktualizovat werze datshize: 415/3148

¥ Zobrazit upozornéni

Rozhrani komponenty Anti-Virus nabizi kromé zdkladnich informaci o funkcich této
komponenty také stru¢ny statisticky prehled:

e Pocet definic- ¢islo udava polet virl definovanych v aktudlni verzi virové
databaze

e Vydanidatabaze - datum uvadi, kdy a v kolik hodin byla vydana posledni
dostupna aktualizace virové databaze

e Verze databaze - Cislo urCuje aktualné instalovanou verzi virové databdze a
zvySuje se pri kazdé jeji aktualizaci

V tomto rozhrani je k dispozici jediné ovladaci tlacitko (Zpét), kterym se vratite do
vychoziho uzZivatelského rozhrani AVG (pfehled komponent).

7.2. Anti-Spyware

7.2.1. Princip Anti-Spyware

Spyware se obvykle definuje jako jeden z typ( malware, to jest software, ktery z
vasSeho pocitace sbira informace bez vaseho védomi. Nékteré aplikace typu spyware
mohou byt nainstalovany na vas pocita¢ zamérné; castym prikladem jsou treba
reklamni upoutavky, pop-up okna nebo jiné typy obtizného software.

V idedlnim pfipadé byste se méli pokusit zabranit jakémukoli druhu spyware a/nebo
malware v samotném priniku na vas poéitac. Nejéast&jdim zdrojem nakazy jsou v
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soucasné dobé webové stranky s potencidlné nebezpe¢nym obsahem. RozSifen je i
pfenos pomoci e-mailu nebo prostfednictvim &ervl a vird. NejddleZit&jsim prvkem
ochrany je tedy trvale zapnuty scanner bézZici na pozadi, jakym je napfiklad Anti-
Spyware AVG: pracuje nepretrzité a na pozadi provéfuje veskeré aplikace, které
spoustite.

Existuje také potencidlni riziko, ze malware byl zavleCen na vas pocitac jesté pred
instalaci AVG File Server 2011 nebo Ze jste opomnéli provést databazovou i
programovou aktualizaci AVG. V takovém pfipadé nabizi AVG moznost kompletni
kontroly vaseho pocitace na pfitomnost malware/spyware za pouziti svych testovacich
nastroju. AVG také detekuje spici a nekodny malware, tedy malware, ktery jiz byl
stazen a ulozen, ale dosud neprobéhla jeho aktivace.

7.2.2. Rozhrani komponenty Anti-Spyware

g

AVG je piné zabezpecen.

 File Server Edition i@ idng

Komponenta Anti-Spyware

m Komponenta Anti-Spyware chrani va poditad pred nebezpefnym adwarem a
N spywarem a chrani vas pfed nevyEadanymi reklamnimi sdélenirmi a softwarem, ktery
Anti-Spyware patajl shromaZdige vaie nsobni Odaje. Ahyste byl piné chranéni, doporusLjene
udrfovat komponentu Anti-Spyware aktualn,
™ Serverove komponenty

Ld Aketivii

Spyware definice: 167669

Wydani databaze: Monday, Septernber 20, 2010, 10:04 AM
#» Aktualizovat verze databdze: 415/3143

Virova DB
Verze AVG:
Expirace lices

¥ Zobrazit upozoméni

Rozhrani komponenty Anti-Spyware uvadi stru¢ny popis zakladnich funkci této
komponenty, informaci o aktualnim stavu komponenty a dale statisticky prehled:

o Spyware definice - ¢islo udava pocet vzorkll spyware definovanych v aktudini
verzi spyware databaze

e Vydanidatabaze - datum uvadi, kdy a v kolik hodin byla vydana posledni
dostupna aktualizace virové databaze

e Verze databaze - Cislo urCuje nejnovéjsi verzi spyware databaze a zvySuje se

pfi kazdé jeji aktualizaci

V tomto rozhrani je k dispozici jediné ovladaci tlacitko (Zpét), kterym se vratite do
vychoziho uZivatelského rozhrani AVG (pfehled komponent).
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7.3. Rezidentni stit

7.3.1. Princip Rezidentniho Stitu

Komponenta Rezidentni stit poskytuje vasemu pocitaci nepretrzitou ochranu. Testuje
vSechny soubory, které otvirate, kopirujete, ukladate, a kontroluje také systémové
oblasti pocitace. V pfipadé pozitivniho nalezu v pravé pouzivaném souboru zastavi
provadénou operaci a zabrani aktivaci viru. Jelikoz komponenta pracuje "na pozadi",
obvykle tyto procesy ani nezaznamenate a upozornéni se vam zobrazi pouze v pfipadé,
ze Rezidentni Stit najde néjaky Skodlivy kod (kterému zdroven zabrani v aktivaci).

Rezidentni Stit
e testuje soubory na pfitomnost riznych druhl nebezpe&ného kédu
e testuje vyménitelnd média (flash disky apod.)
e testuje soubory s urenymi pfiponami nebo i bez pfipon
¢ povoluje vyjimky, tj. soubory a adresare, které se netestuji
Upozornéni: Rezidentni stit se nacte do paméti pocitace automaticky, ihned po

o

spusténi, a je nanejvys diilezité, aby byl zapnuty nepfetrzité!

7.3.2. Rozhrani komponenty Rezidentni stit

“F e oy w o - ~
AVG 7 \r_‘_z-ls poutat_:_ je plné zabezpecen.

File S Edition alni a fungugj

Komponenta Rezidenini stit

m Rezidentni Stit kontroluje soubory pit pradi s nimic pi jejich kopirovani, otevirani a
N s uklddani, Je-li nalezen virus, Reridentni Stit zabrani jeho aktivac. Residentni Stit chréni
Rezidentnil &t také klitove oblasti vaieho potitace.
M Serverové komponenty

i Aketivini
Rezidentni 3tit je v provozu jig: 16 hodinga) 55 minutia) 25 sekund(a)
Poiet detekovanych a blokovanych infekcl: u]

Pro podrobngjs konfiguraci 2volte prosim ze systémové nabidky pologku Mastrole  Pokrofilé nastaveni,

Nastaveni Rezidentniho $titu

V¥ Rezidentni &t je aktivni
" putomaticky odstranit detekovang infekoe ™ Kontrolovat tracking cookies

Virova DB
Verze AVG: 10, & Fied odstranénim infekd se dotdzat

Expirace licenci
Spréva wijimek, @ Ulogit zmény

¥ Zobrazit upozornéni

Rozhrani Rezidentniho Stitu nabizi kromé popisu funkce komponenty a informace o
jejim aktudinim stavu také prehled nejdllezitéjsich statistickych dat a zakladni
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moznosti nastaveni. Dostupna statistika uvadi:

e Rezidentni stit je v provozu jiZ - udava celkovou dobu od posledniho
spusténi Rezidentniho Stitu

e Polet detekovanych a blokovanych infekci - uvadi pocet objektl
detekovanych Rezidentnim Stitem jako infikované (v pfipadé potfeby, napfiklad
pro statistické ucely, Ize tuto hodnotu vynulovat - Vynulovat hodnotu)

Nastaveni Rezidentniho stitu

Ve spodni ¢asti dialogového okna najdeme sekci nazvanou Nastaveni Rezidentniho
Stitu, v niz Ize editovat néktera zakladni nastaveni funkci komponenty (detailni
nastaveni, stejné jako u ostatnich komponent, je dostupné v poloZce Nastroje/
PokrocCilé nastaveni).

Volba Rezidentni stit je aktivni umoziuje jednoduché zapnuti / vypnuti funkce
rezidentni ochrany. Ve vychozim nastaveni je tato funkce zapnuta. Pfi zapnuti
rezidentni ochrany méate ddle moZnost rozhodnout se, jakym zplsobem maji byt
odstranény detekované infekce:

o budto automaticky (Automaticky odstranit detekované infekce)
0 nebo po potvrzeni uzivatelem (Pfed odstranénim infekci se dotazat)

Tato volba nijak neovliviiuje Uroven bezpecnosti a pouze respektuje vase aktualni
potfeby.

V obou pfipadech pak mate jesté moznost zvolit, zda se maji Kontrolovat tracking
cookies (cookies = malé mnoZstvi dat v protokolu HTTP, ktera server poSle prohlizeci,
aby je uloZil na pocitaci uzZivatele. Pfi kazdé dalsi navstévé téhoz serveru pak prohlize¢
tato data posila zpét serveru, ktery podle nich rozlisuje jednotlivé uzivatele, napfiklad
pfi uklddani obsahu ndkupniho ko$iku, atp.). V odGvodnénych pFipadech slouzi tato
moznost k dosazeni vyssiho stupné bezpecnosti, ve vychozim nastaveni je vsak
vypnuta.

Poznamka: Vsechny komponenty AVG jsou vyrobcem nastaveny k optimalnimu
vykonu. Pokud neméte skute¢ny dlvod jejich konfiguraci ménit, doporu¢ujeme
ponechat program ve vychozim nastaveni. Zménu konfigurace by méli provadét
pouze zkuSeni uZivatelé. Chcete-li tedy zménit nastaveni programu AVG, zvolte ze
systémového menu poloZku Nastroje / PokrocCilé nastaveni a editaci nastaveni
provedte v nové otevieném dialogu Pokrocilé nastaveni AVG.

Ovladaci tlacditka dialogu

Ovladaci tla¢itka dostupna v rozhrani komponenty Rezidentni Stit:

e Sprava vyjimek - otevird dialogové okno Vyjimky Rezidentniho stitu, v
némz Ize definovat adresdre a soubory, které maji byt z kontroly Rezidentnim
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Stitem vypustény

e Ulozit zmény - stiskem tohoto tlacitka budou ulozeny vSechny v tomto
dialogu provedené zmény

e Storno - stiskem tlacitka se vratite do vychoziho uZivatelského rozhrani
AVG (prehled komponent)

7.3.3. Nalezy Rezidentniho stitu

‘Rezidentni stit kontroluje soubory pfi jejich otevirdni, uklddani a kopirovani. Jestlize

detekuje virus nebo jakykoliv podezrely objekt, budete okamzité varovani timto
dialogem:

25 Vystraha AVG Rezidentniho titu
Y
'] Nalezena Infekce!
Jméno souboru: c:\Users\tester\ AppData\\Local\Microsoft\Windows)\ Temporary Internet Filash,
Low'\ Content. JES\HFZG3KSA \eicar[1].com
Nazev infekce: Rozpoznan virus EICAR_Test [Maore info)

Nalezeno pfi otevirdni.

2 Presunout do virového trezoru
Bezpe&né pfesune napadeny soubor do Virového trezoru.

< Prejit k souboru
Otevie v Priizkumniku Windows adresaf, ve kterém se nachazi dany soubor.

= Ignorovat
Ponecha soubor na disku, ale z bezpeénostnich divodd k nému Rezidentni &tit zakdZe pFistup.

(7). | Zobrazit detaiy

V dialogu je uvedena informace o souboru, ktery byl detekovan jako infikovany (Jméno
souboru) a jméno rozpoznané infekce (Ndzev infekce). Dale pak nasleduje odkaz do
Virové encyklopedie, kde najdete detailni informace o rozpoznané infekci, jsou-li tyto
Udaje znamy (Vice informaci).

Dale je tfeba, abyste se rozhodli, co se ma s infikovanym souborem udélat. K dispozici
jsou nasledujici volby:

Méjte prosim na paméti, Ze nemusi byt vidy dostupné vSechny mozZnosti!
Jednotlivé nabidky FesSeni se zobrazuji na zakladé specifickych podminek
(napf¥ikla jaky typ souboru je infikovan, kde je umistén a podobné).

e Odstranit infekci jako uZivatels pravy skupiny Power Users - oznacte
toto policko, pokud se domnivate, Zze nemate dostate¢né opravnéni k tomu
odstranit infekci jako bézny uzivatel. Uzivatelé skupiny Power Users maji
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rozsifend pristupova prava a je-li infekce detekovana napfiklad v systémovém
adresafi, bude nutné oznacit tuto volbu, aby mohla byt infekce odstranéna.

o Lécit - toto tlac¢itko se zobrazi pouze v pripadé, ze detekovanou ifekci Ize 1&Cit.
V takovém pFipadé odstrani infekci ze souboru a obnovi soubor do plivodniho
stavu. V pfipadé, Ze soubor jako celek je virus, bude pfi aplikaci této funkce
vymazan (pfesunut do Virového trezoru)

e PrFesunout do virového trezoru - infikovany objekt bude presunut do
karanténniho prostredi Virového trezoru

o Prejit k souboru - touto volbou zjistite, kde je podezrely objekt fyzicky
umisté&n (otevfe se nové okno Prizkumnika Windows)

e Ignorovat - tuto moznost rozhodné nedoporuc¢ujeme nikomu, kdo nema
skute&né dobry dtvod ji pouzit!

Ve spodni ¢asti dialogu najdete pak odkaz Zobrazit detaily - kliknutim na tento odkaz
oteviete nové pop-up okno s detailni informaci o procesu, pfi némz doslo k detekci
infekce, a s uvedenym identifika¢nim Cislem procesu.

Celkovy prehled o vSech hrozbach detekovanych Rezidentnim Stitem najdete v
dialogu Nalezy Rezidentniho Stitu, ktery je dostupny ze systémového menu volbou
Historie/Nalezy Rezidentniho Stitu:

A¥G File Server Edition 2011

¥ AVG

. File Server Edition

Malezy Rezidentniho stitu

M= prehled Seznam je prazdny
™ Serverové komponenty

@_Spustit

#» Aktualizovat

Expirace licence: 1.

Obnovit seznamm

¥ Zobrazit upozoméni

V dialogu najdete seznam objektl, které byly Rezidentnim $titem detekovany jako
nebezpecné a budto vyléceny nebo presunuty do Virového trezoru. U kazdého z
detekovanych objektd jsou k dispozici nasledujici informace:
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Infekce - popis (pfipadné i jméno) detekovaného objektu

Objekt - umisténi detekovaného objektu

Vysledek - jak bylo s detekovanym objektem nalozeno

Cas ndlezu - datum a ¢as detekce nebezpe&ného objektu

Typ objektu - jakého typu je detekovany objekt
e Proces - pri jaké akci byl objekt detekovan

Pod seznamem pak najdete informaci o celkovém poctu detekovanych objekt(. Déle
mate moznost exportovat cely seznam detekovanych objektl do samostatného
souboru (Exportovat seznam do souboru) a vymazat vSechny zaznamy o
detekovanych objektech (Smazat seznam). Tladitkem Obnovit seznam aktualizujete
seznam véech nalez( a tladitkem Zpét prejdete zpét do vychoziho uZivatelského
rozhrani AVG (pfehled komponent).

7.4. Manazer aktualizaci

7.4.1. Princip Manazeru aktualizaci

Kazdy bezpeénostni software miize zajistit skute¢nou ochranu vadeho poéditace pred
rGznymi typy nebezpeéi pouze tehdy, je-li pravidelné aktualizovan. Autofi virQ stale
hledaji nové a nové trhliny v operacnich systémech i softwarovych aplikacich a snazi
se jich zneuzit. Denné se objevuji nové viry, novy malware, mnozi se internetové
Utoky. V reakci na tento vyvoj pak vyrobci software nepretrzité vydavaji nové
aktualizace a bezpecnostni zaplaty, aby dosahli maximalni irovné bezpecnosti.

Je naprosto klicové pravidelné aktualizovat AVG!

K tomu slouzi komponenta ManazZer aktualizaci, s jejiz pomoci miZete naplédnovat
pravidelné automatické stahovani aktualiza¢nich balik( z Internetu nebo lokalni sité.
Aktualizace databaze by méla byt napldnovana minimalné jednou denné. Méné kritické
programové aktualizace mohou byt naplanovany jednou tydné.

Doporuceni: Pro podrobné informace o typech a urovnich aktualizaci ¢téte prosim
kapitolu Aktualizace AVG!
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Komponenta ManaZer aktualizaci

B Pichled ManaZer aktualizadi spravuje automatické aktualizace z Internetu nebo lokalni sité,
Abyste si byl jisti, fe vidy poudivate nejnovedsi aktualizaéni soubary, doporudujerne
Manafer aktualizac wam wytvort s plan aktualizact, ktery v pravidelneich intervalech, miniméalng jednou

denng, kontroluje wydani nowich kritickych aktualizacnich soubordl, Aktualizace AVG je

— > kligond pro zajigténi marndln crovné ochrany pied wiry,
B Seryerove komponenty

L Aletivii

Posledni aktualizace; Tuesday, September 21, 2010, 1205 AM
Werze wirové datahéze: 415{3148

Fiicti naplanovana aktualizace: Tuesday, September 21, 2010, 4:05 AM

&, Aktualizovat
| Pro podrobnéjEl konfigurac zvolte prosim ze systémové nabidky pologku Mastroje [ Pokrodile nastaveni.

Mastaveni ManaZeru aktualizaci
¥ automatické aktualizace provadat
@ Pravideing W uritém intervalu

SZ',JZ‘::E\? 1,7,.‘7_,‘1_ Kads |4 =H[Hadin =l [pemme ~|[soora H[ oo =5

Expirace licence:
Aktualizovat ted @ Uloit zmény

¥ Zobrazit upozoméni

Rozhrani komponenty ManazZer aktualizaci informuje o zakladni funkénosti této
komponenty, aktualnim stavu komponenty a zobrazuje relevantni statisticka data:

o Posledni aktualizace - datum uvadi, kdy a v kolik hodin byla naposledy
provedena aktualizace databaze

e Verze virové databaze - Cislo urCuje verzi aktualné instalované virové
databaze a zvysSuje se pfi kazdé jeji aktualizaci

o PFistinaplanovana aktualizace - datum uvadi, kdy a v kolik hodin ma byt
podle planu spusténa dalsi aktualizace databaze

Nastaveni Manazeru aktualizaci

Ve spodni ¢asti dialogu v sekci Nastaveni ManazZeru aktualizacipak Ize provést
zakladni nastaveni pravidel pro stahovani aktualizaci. Mate moznost definovat, zda si
prejete stahovat aktualizace automaticky (Automatické aktualizace provadét) nebo
pouze na vyzadani. Ve vychozim nastaveni je funkce Automatické aktualizace
provadét zapnuta a doporucujeme ji zapnutou ponechat! Pravidelné aktualizace jsou
pro spravné fungovani bezpecnostniho software naprosto klicové!

Déale pak mizete definovat, kdy maji byt aktualizace ové&Fovany a spoustény:
o Pravidelné - urete v jakém Casovém intervalu

o0 V urcitém intervalu - urCete v kolik hodin ma byt aktualizace spusténa
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Ve vychozi konfiguraci je nastaveno stahovani aktualizaci pravidelné na kazdé 4
hodiny. Doporu¢ujeme toto nastaveni ponechat, pokud nemate skute¢ny divod ke
zmeéné!

Poznamka: Vsechny komponenty AVG jsou vyrobcem nastaveny k optimalnimu
vykonu. Zménu konfigurace by méli provadét pouze zkuseni uzivatelé. Chcete-li tedy
zménit nastaveni programu AVG, zvolte ze systémového menu poloZku Nastroje /
Pokrocilé nastaveni a editaci nastaveni provedte v nové otevieném dialogu Pokrocilé
nastaveni AVG.

Ovladaci tlacditka dialogu

Ovladaci tlacitka dostupna v rozhrani komponenty ManaZer aktualizaci:
o Aktualizovat ted’ - na vyzadani okamzité spusti aktualizaci

e UloZit zmény - stiskem tohoto tlacitka budou ulozeny vSechny v tomto
dialogu provedené zmény

e Storno - stiskem tlaCitka se vratite do vychoziho uZivatelského rozhrani
AVG (prfehled komponent)

7.5. Licence

AYG File Server Edition 2011
5 Ko ty i

V&g pocitac je plné zabezpecen.
f) tudln a fungs

. File Server Edition

Licence

' Serverové komponenty

Komponenta Licence

konkrétni vera vaieho produktu AYG security software, Ujistéte se, prosim, 28
zaddvdte a aktivujete vadi licenc spravng, jinak vas software nebude spravné
aktualizovan a nebudeme wam schopni poskytovat technickou podporu.

Komponenta Licence kontroluje stay vasi icence. Wase Licentni Sislo uréuje

L Aletivni
Licendhi Eislo: EMSXE-L6P49-MHAHG-AW 4L 9-7954H-0
Typ licence: Pind
#» Aktualizovat Datum expirace licence: Tuesday, Decermber 30, 2014
Pofet instalac: 300

Virova DB: 4 2 = .
Verze AVG: Dostupné moznost
Expirace lices
‘ Zalegistravat ‘ | Preregistiovat |
¥ Zobrazit upozoméni |

Na rozhrani pfislusném komponenté Licence najdete tyto informace:

e Licencni cislo - uvadi zkraceny tvar vaseho licen¢niho Cisla (z bezpecnostnich
divod( nejsou posledni tyfi znaky uvedeny). Licenéni &islo je nutno zadavat
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vzdy zcela presné a ve tvaru, jak je definovano. Proto pro jakoukoli manipulaci
s licen¢nim ¢islem doporucujeme pouzit metodu kopirovat/vlozit.

e Typ licence - uvadi, o jaky typ produktu se jedna.

e Datum expirace licence - timto dnem kon¢i doba platnosti vasi licence, a
pokud chcete nadale pouzivat AVG File Server 2011, je treba licenci
prodlouzit. Prodlouzeni licence Ize provést on-line na webu AVG.

e Podet instalaci - &islo udava pocet stanic, na néz miZete AVG File Server
2011 s timto licen¢nim ¢islem opravnéné instalovat.

Ovladaci tlacditka dialogu

e Zaregistrovat - otevirda web AVG (http://www.avg.com) na strance
Registrace. Vyplite prosim své registracni Udaje; pouze registrovani zakaznici
maji piny pfistup k technické podpore AVG.

o Preregistrovat - otevird dialog Aktivace AVG, v némz jsou jiz predem
vyplnéna data, jez jste zadali v dialogu Registrace AVG béhem instalacniho
procesu. V dialogu Aktivace AVG mizZete zadat své licenéni &islo, kterym budto
nahradite prodejni Cislo (s nimZ jste AVG instalovali), nebo kterym zménite
dosavadni licen¢ni Cislo za jiné (napf. pfi pfechodu na jiny produkt z fady AVG

).

Poznamka: Mate-li nainstalovanou zkusebni verzi AVG File Server 2011,
tladitka se zobrazi jako Koupit online a Aktivovat a odkazi Vas na web AVG,
kde si miZete pfimo zakoupit plnou verzi programu. Pokud méte nainstalovany
program AVG File Server 2011 s prodejnim Cislem, tlacitka budou
pojmenovéna Zaregistrovat a Aktivovat.

e Zpét - stiskem tlacitka se vratite do vychoziho uzivatelského rozhrani AVG (
pfehled komponent).
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Wedalena sprava

B serverové komponenty

Komponenta Vzdalena sprava

komponenta Vedalené spravy se piipojuje k VG DataCenter umisténemu na
AVG Admin Servery, Synchronizuie s nim nastaveni AWG, reportuje do néj udalost,
=" wisledky testdl a stavy komponent. Spravctim umoZfuje vedalené volani nékterfch
akel, pfistup do Viroveho trezoru a k protakalfim AYG,

WPfipojen

Cas posledni Usp@ng komunkace: /21,2010, 1,59:528 AM

Pro podrobn&isl konfigurad zvolte prosim ze systémové nabidky pologku Mastroje [ Pokrodilé nastaveni,

#» Aktualizovat

Virova DB
verze AVG: 10.0.1
Expirace licence:

¥ Zobrazit upozoméni

Komponenta Vzdalena sprava se v uzivatelském rozhrani AVG File Server 2011
zobrazi pouze v pfipadé&, Ze jste instalovali sitovou verzi produktu (viz Licence). V
dialogu této komponenty najdete informaci o tom, zda je komponenta aktivni a
pfipojena k serveru. Nastaveni Vzdalené spravy probiha vyhradné v sekci Pokrodilé
nastaveni / Vzdalena sprava.

Pro podrobny popis funkce a moznosti této komponenty a zapojeni klientské stanice
AVG do systému vzdalené spravy vas odkazujeme na samostatnou dokumentaci
vénujici se tomuto tématu, kterd je ke stazeni na webu AVG (www.avg.cz) v sekci
Centrum podpory / Stahnout / Dokumentace.

Ovladaci tlacditka dialogu

e Zpét - stiskem tlacitka se vratite do vychoziho uZivatelského rozhrani AVG (
pfehled komponent)

7.7. Anti-Rootkit

Rootkit je program specialné vytvoreny tak, aby dokazal prevzit kontrolu nad vasim
pocitacem, aniz by pozadal o jakoukoliv autorizaci. Vétsinou se nepokousi ovladnout
hardware, jejich cilem je ovladnout vas operacni systém. Rootkity umoznuji skryvat
béZici procesy, soubory a systémové Udaje a upravuji tedy operacni systém tak, aby
nebyly béZznymi prostfedky uzivatele zjistitelné. Rootkity maji ve svété Skodlivého kodu
poméré vysadni postaveni, jelikoz pronikaji hluboko do systému, prebiraji poZzadavky
systémovych volani a spravné vysledky nahrazuji svymi vlastnimi.

AVG File Server 2011 © 2011 Copyright AVG Technologies CZ, s.r.o. VSechna prava vyhrazena.



http://www.avg.cz
http://www.avg.cz

7.7.1. Princip Anti-Rootkitu

Anti-Rootkit je specializovany nastroj pro detekci a Gu¢inné odstranéni nebezpecnych
rootkitt, to jest programl a technologii, které dokaZi maskovat pfitomnost zakeiného
software v pocitac¢i. Komponenta AVG Anti-Rootkit je schopna detekovat rootkit na
zakladé definovanych pravidel. To znamena, ze jsou detekovany vsechny rootkity (
nejen infikované). Dojde-li tedy k nalezu rootkitu, nemusi to nutné znamenat, ze je
pocita¢ infikovany. V nékterych pripadech mohou byt rootkity pouzity jako ovladace
nebo ¢asti korektnich aplikaci.

7.7.2. Rozhrani komponenty Anti-Rootkit

Ko His

AVG 7 Vag pocitac je |I3Iné zabezpec":e_n.

. File Server Edition i a fung

(1

Komponenta Anti-Rootkit

kKomponenta Anti-Rootkit umoiriuje wyhledavat v systému (v ramci aplikaci,
X N avladact nebo dil programowych knihoven) nebezpecné rootkity, Roatkit je obvykle
Anti-Rootkit soubor programi uréenych k ziskan! piistupu do vateho potitace na drovni
administratora, popfipadé do celé whitini sité.
™ Serverové komponenty

& Aktivni

Posledni vyhledavani: Tuesday, September 21, 2010, 1:12 &AM

Pro podrobnéjEl konfigurac zvolte prosim ze systémové nabidky polofku Mastroiz £ Pokrodils
#, aktualizovat nastaveni....

Mastaveni Anti-Rootkitu

Standardni test celého potitate nezahmuje detekc & odstranéni rootkitd, Z toho divodu
doporuujemne pravidelng vyhledat a odstranit rootkity prostiednictvim této komponenty.

¥ Testovat aplikace € Rychly rootkit test

¥ Testowat DLL knihoviy & Kompletni rootkit test
Virova DB .
Verze AV ¥ Testovat ovladate

Expirace licence:

Wyhledat roatkity @ UlaEit zmeny
¥ Zobrazit upozoméni

Rozhrani komponenty Anti-Rootkit uvadi stru¢ny popis zakladni funkénosti této
komponenty, informaci o stavu komponenty a dale informaci o dobé a ¢asu posledniho
spusténi komponenty (Posledni vyhledavani). V dialogu komponenty Anti-Rootkit je
dale uveden odkaz Nastroje/Pokrocilé nastaveni, kterym se prepnete do prostredi
editace komponenty Anti-Roorkit.

Poznamka: Vsechny komponenty AVG jsou vyrobcem nastaveny k optimalnimu
vykonu. Pokud nemate skute¢ny dlvod jejich konfiguraci ménit, doporu¢ujeme
ponechat program ve vychozim nastaveni. Zménu konfigurace by méli provddét
pouze zkuSeni uzivatelé.
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Nastaveni Anti-Rootkitu

Ve spodni ¢asti rozhrani najdete sekci Nastaveni Anti-Rootkitu, v niz miZzete
nastavit nékteré zadkladni funkce testu na pfitomnost rootkitd. Nejprve oznaéenim
pfislusného policka (jednoho nebo vice) oznacte, jaké objekty maji byt testovany:

e Testovat aplikace
e Testovat DLL knihovny
o Testovat ovladace
Déale se pak mizete rozhodnout, v jakém rezimu si prejete test spustit:

e Rychly rootkit test - testuje vSechny bézici procesy, nahrané ovladace a
systémovy adresar (vétsinou c:\Windows)

e Kompletni rootkit test - testuje vSechny vSechny bézici procesy, nahrané
ovladace, systémovy adresar (vétsinou c:\Windows) a také vSechny lokalni
disky (vcetné flash disku, ale bez disketové a CD mechaniky)

Ovladaci tlacditka dialogu

e Vyhledat rootkity - jelikoZ testovani pfitomnosti rootkitd neni implicitni
soucasti Testu celého pocitace, slouzi rozhrani komponenty Anti-Rootkit
pfimo ke spusténi samostatného testu; test spustite stiskem tohoto tlacitka

e UlozZit zmény - stiskem tlacitka aplikujete veskeré zmény v nastaveni, které
jste editovali v tomto dialogu, a vratite se do vychoziho uZivatelského rozhrani
AVG (prehled komponent)

e Storno - stiskem tlacCitka se bez ulozeni provedenych zmén vratite do
vychoziho uZivatelského rozhrani AVG (pfehled komponent)
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