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1. Registration
To register run GMSTHostConfigurator and click on ,,Registration” .

GmstHostConfigurator (1.0.0.0) - Licence for: DEMO

Database connection string:

llustracja 1: GMSTHostService main window

If you are using operating system with advanced administration tool (eg. MS WINDOWS
VISTA/7/8/8.1) you have to run program as administrator. If not, following error will appear.

Product Registration

g In order to medify or perform the registration,
software must be started by administratora.
Close the software and restart as administrator.

llustracja 2: Lack of priviliges error

1.1. First registration

Afterwards follow the steps of registration process. First of all user have to accept license
agreement. After that select step 1 of registration and press Next button.

GMC-1 Messtechnik GmbH 3/15
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Product Registration

@ Product Registration

Acknowledge with License...

USER LICENCE AGREEMENT FOR SOFTWARE "GMST™"

This license constitutes the entire agreement concerning the software GMST™, hereinafter referred to as the
SOFTWARE, between User and Dasl Systems, hereinafter referred to as the PRODUCER. By installing the Software
User accepts and agrees to the terms of this License.

1. License Grant

After settlernent of all required payments this license grants to the User a non-transferable and non-exclusive
license to use the Software, installed on one computer belonging to the User, User will not sublicense, assign,
transfer, lease, resale, rent or share the rights under this agreement except with prior to written permission from
the Producer. User will not modify, adapt, disassemble, decompile, translate or otherwise attempt to discover the
source code of the Software.

2. Copying of The Software

User can make one copy of the Software for safety reasons solely. Unauthorized copying or reselling of the
Software will entitle the Producer to all remedies in accordance to applicable low.

3. Rights and ownership of The Software

User acknowledges and agrees that the Software and Documentation related copyrights, industrial and
intellectual rights are a property of the Producer under the international copyright low. User shall take all
reasonable steps to safeguard the licensed product. The Producer owns and will retain all copyrights, trademark
and other rights in and to the licensed product. User acquires no title, right or interest in the Software other than
the rights granted herein.

4. Upgrades.

These terms and cenditions also apply to any updates modifications or upgrades that the User may get from the
Producer. Producer is entitled to provide any updates modifications or upgrades against payment.

I have read and accept license agreement!

(®) Step 1 - Registration

llustracja 3: Licence agreement
Each purchased program has installation card with unique 32-digit product key. This key must

be entered in the proper text field.

16370
Installation card
Product name: GMST

Product key: CAES5-0ngi ainid SPE0 -oDNI0-00 0000

Registered for:

Activation key: - - - - - o o

Before activate software, check newer version on website and after this follow below steps.

Step 1 (registration): Step 2 (activation):

In oder to use all softawre functions after purchase, please If software was not activated AUTOMATICALLY, please wait for
register the softawre. Please follow the steps: activation key and follow:

1. Start registration from main menu REGISTRATION; 1. Start registration from main menu REGISTRATION;

2. Select STEP 1 - Software registration; 2. Select STEP 2 - Software activation;

3. Enter above PRODUCT KEY; 3. Enter activation key and finish activation;

4. Enter user data, in particular NAME;

5. Send registration form by INTERNET or select other method REMARK!
Just in case, do not lose installation card and all registration data.

Software producer: DASL Systems, +48 12 2942001, www.dasl.pl

llustracja 4: Example of registration card

GMC-1 Messtechnik GmbH 4/15
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Product Registration

@ Product Registration
Enter product key received together with the software on registration card

Give product key

Entered key is incorrect!

Warning!!!
‘| . This registration enables use of the software
only on this work station!

lustracja 5: Product key input field

mBm  Product Registration =
L] Fill in the blank field your company name and address. Llll
IMPORTAMT! This data will ke printed out on final reports,
so please fill in this data carefully.

2 Name: |DASL Systems

o Entered name will be also information about executor of reports!

2 Address: |Wadowwcka BA

ciy Cote: 0375

Country: |Poland

I!

E-mail: |biuro@dasl.pl

o It is necessary to inform e-mail address if you want to register by Intern...

Fax: |122942001

|

Phone:

(=R accept to receive commercial information

llustracja 6:User data filed set

If the entered key is correct, the program will activate the button 'Next'. After click on it, a
window with entry data will appear. The next step of registration is selection of preferable
method of registration.
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.=. Product Registration

- Select preferable method of registration
O (©) By Internet (recommended)
Select this option if you want to send registration from this computer by internet
and receive activation on provided e-mail address,
It is easiest and fastest registration method,
() Save registration data in the file on Desktop
lr] Choose this option if you want to send registration via e-mail from another computer.

Registration form will be save on your Desktop in text file.
Send this file to us serwis@dasl.pl. Your activation code we will send you via e-mail.

ﬂ‘ (©) Do not send registration. | have already activation code

Select this opticn if you have already activated the software on this computer and posses
already activation code.

Previous activation code will be comect only in case if registration data have not been
changed!...

llustracja 7: Methods of registration

e By Internet — software will connect with our server, register user and activate
program copy. This option works well in case of your first activation,

e Save registration data in file on Desktop — Selecting this option will save the data to
a text file on your desktop. This file can be sent by e-mail to the address
serwis@dasl.pl,

e If you already have activation codes, you may choose Do not send registration. |
have already activation code. After that software will ask you for these codes.

If the registration was carried out via Internet, the program will automatically download from

Product Registration

@ Your registration data:

Serial number:
BB4. T AT . LMY W2
Activated software:
MEST
User name:
DASL Systems
Activation code [AK]:
SOV PR WA WAL T4 e

Safe these data in safety place!

the server activation code, without any intervention of the user.
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If the Internet registration has been accepted, but for some reason stopped, then a propoer
message will be displayed and within 48 hours of registration (for working days) You will
receive an e-mail with activation key or information (via e-mail) with the reason for the
holding the registration. If you receive an activation key by e-mail, enter received keys to the
program. To do this, activate the recording of the program and select
Step 2 — Activation.
w

.E. Product Registration ;//-"'-;,‘\

Acknowledge with License... |

USER LICENCE AGREEMENT FOR SOFTWARE "GMST™" A

This license constitutes the entire agreement concerning the software GMST™, hereinafter referred to as the
SOFTWARE, between User and Dasl Systems, hereinafter referred to as the PRODUCER. By installing the Software
User accepts and agrees to the terms of this License.

1. License Grant

After settlement of all required payments this license grants to the User a non-transferable and non-exclusive
license to use the Software, installed on one computer belonging to the User. User will not sublicense, assign,
transfer, lease, resale, rent or share the rights under this agreement except with prior to written permission from
the Producer. User will not modify, adapt, disassemble, decompile, translate or otherwise attempt to discover the
source code of the Software.

2. Copying of The Software

User can make one copy of the Software for safety reasons solely. Unauthorized copying or reselling of the
Software will entitle the Producer to all remedies in accordance to applicable low.

3. Rights and ownership of The Software

User acknowledges and agrees that the Software and Documentation related copyrights, industrial and
intellectual rights are a property of the Producer under the international copyright low. User shall take all
reasonable steps to safeguard the licensed product. The Producer owns and will retain all copyrights, trademark
and other rights in and to the licensed product. User acquires no title, right or interest in the Software other than
the rights granted herein,

4, Upgrades,

These terms and conditions also apply to any updates modifications or upgrades that the User may get fromthe |,

| have read and accept license agreement!

7) Step 1 - Registration
®) Step 2 - Activation I R \—|/‘

llustracja 9: Step 2, activation

The program will move to the window of the activation key. After entering the key, in case of
a positive validation, the program will be registered.

GMC-I Messtechnik GmbH 7/15
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whes 3
software updates and answers to your many questions.

DASL Systems Team

IkIustracja 10: Confirmation window

1.2. Renewal of registration

Caution!

Program license is one workstation only!

To use program on another workstation you have to unregister or uninstall the program from
previous workstation and send statement to our office the program has been uninstalled from
previous workstation (serwis@dasl.pl). You cannot register and activate program on another
workstation within 6 months. If can freely activate the program on the same workstation and
with the same user registration data at any time.

2. GMSTHostService basic information

To run the program, you must have a valid .NET Framework (min. 4.5 version).

This is a standard library of Microsoft Windows. Due to the diverse usage of the machines
(servers, computers) not every version of Windows has installed .Net Framework. To install
the latest wversion of the supplement, go to http://www.microsoft.com/pl-
pl/download/details.aspx?id=30653
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- GmstHostConfigurator (1.0.0.0) - Licence for: DEMO

‘ GOSSEN METRAWATT

Service URL:

| http://localhost: 1234/ gmstservice

Database connection string:

‘) Registration

‘ (!, Start Service

llustracja 11: GMSTHostService configuration screen

Service URL:

GMSTService service broadcast address. The address takes by default following value:
,»http://localhost:1234/gmstservice”. You can change the address of the service. To do this,
type in the URL Service new address of your choice.

The user have to ensure that the port specified in the URL is not blocked on the firewall.
In the case of blocking the port on the external or internal firewall, remote users will not be
able to connect to the service GMST.

Service URL:
PORT

| http://1 Dcalhosﬂwgm stervice

llustracja 12: Port configuration

Database connection string:

A string containing the data to access the database. GMSTHostService currently supports MS
SQL server. The recommended version is MS SQL Server 2008 or later. By default, this is set
to:

Data Source = localhost; Initial Catalog = GMSTdb; Persist Security Info = True; User ID =
gmst; Password = Gossen

This box must be completed in accordance with the current model links MS SQL databases.
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Examples of links:

e Server=myServerAddress ;Database=myDataBase;User Id=myUsername;
Password=myPassword;

e Server=myServerAddress ;Database=myDataBase; Trusted_Connection=True;
e Server=myServerName\myInstanceName;Database=myDataBase;User
Id=myUsername;Password=myPassword;

The database user must have permission to create tables and transactions, adding, deleting,
and editing rows in individual tables, and to connect to the database. The service supports
both base version EXPRESS and STANDARD. EXPRESS is a free version of the database
engine version of MS SQL Server.

Start Service button is only available when the service will be registered!

3. Example of GMSTHostService configuration.

3.1. Windows firewall configuration

GMSTHostService uses technology Self-Host WCF Services. To use the service, you must
make sure that no application is listening on the port selected by the administrator for
communication. In view of the need to register the WCF service, run the program as an
administrator. If you cannot start a service with administrator rights, you have to configure the
system  according to the instructions  brought by  Microsoft  (link:
https://msdn.microsoft.com/en-us/library/ms733768.aspx).

To enter the firewall settings, open the Control Panel, then System and Security — Windows

e Windows Firewall = | = -

’(—) - 4 |ﬂ‘ » Control Panel » System and Security » Windows Firewall v (‘J| | Search Control Panel o |

Help protect your PC with Windows Firewall

Control Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through

Allow an app or feature the Internet or a network,
through Windows Firewall
Fy Change notification settings l & Private networks Connected (%)
'&' Turn Windows Firewall on or )
 off Metworks at home or work where you know and trust the people and devices on the network
B Restore defaults - )
EI..E Windows Firewall state: On
B Advanced settings . . . .
¥ g Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active private netwerks: 2 Metwork
Motification state: Do not notify me when Windows Firewall blocks a
new app
See also :
Action Center l & Guest or public networks Not connected (%)

Metwork and Sharing Center

llustracja 13: Firewall welcome window
Firewall.
When you open the main window for Firewall, select the Advanced settings and then

GMC-I Messtechnik GmbH 10/15
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File Action View Help

= aE = BE

ﬂ Windows Firewall with Advance
&3 Inbound Rules
&Y Outbound Rules
,—t-__ Connection Security Rules
3 ‘-ﬁ Menitering

Windows Firewall with Advanced Security

T

et
Mame Group - Profile |~ || Inbound Rules s
@Cnre MNetworking - Destination Unreacha... Core Networking All
@Cnre MNetworking - Destination Unreacha... Core Metworking All
@Cnre Networking - Dynamic Host Config... Core Networking All 7 Filter by Profile 4
@Cure Networking - Dynamic Host Config... Core Metworking All W Filter by State 4
@Cnre MNetworking - Internet Group Mana...  Core Networking All T Filter by Group »
@Cnre MNetworking - IPHTTPS (TCP-In) Core Metworking All .
@Cnre Networking - IPvE (IPvE-In) Core Metworking All View '
@Cnre MNetwarking - Multicast Listener Do...  Core Networking All ||| (@] Refresh
@Cure MNetworking - Multicast Listener Qu...  Core Networking All |5+ Export List..
@Cnre MNetworking - Multicast Listener Rep... Core Networking All E Help
@Cnre MNetworking - Multicast Listener Rep... Core Metworking All
@Cnre Networking - Meighbor Discovery A... Core Networking All
@Cnre Networking - Neighbor Discovery 5. Core Networking All
@Cure Networking - Packet Too Big (ICMP... Core Metworking All
@Cnre MNetworking - Parameter Problem (L. Core Networking All
@Cnre MNetworking - Router Advertisement... Core Networking All
@Cnre MNetworking - Router Solicitation (IC... Core Networking All
@Cnre Networking - Teredo (UDP-In} Core Networking All
@Cure Networking - Time Exceeded (ICMP... Core Metworking All
@DHCPV4 Relay Agent [Client] (UDP-In) DHCP Relay Agent All
@DHCPVE Relay Agent [Server] (UDP-In) DHCPvE Relay Agent All
°D\5tr|buted Transaction Coordinator (RPC)  Distributed Transaction Coo...  All
aDwstrihutEd Transaction Coerdinator (RP...  Distributed Transaction Coo...  All
ﬂD\stributed Transaction Coordinator (TC... Distributed Transaction Coo...  All
ﬂFiIe and Printer Sharing (Echo Request - ... File and Printer Sharing All
eFiIe and Printer Sharing (Echo Request - ... File and Printer Sharing All
°F|Ie and Printer Sharing (LLMMR-UDP-In}  File and Printer Sharing All
aFilE and Printer Sharing (MB-Datagram-In)  File and Printer Sharing All
aFiIe and Printer Sharing (MB-Name-In) File and Printer Sharing All
ﬂFiIe and Printer Sharing (MB-5ession-In) File and Printer Sharing All
eFlle and Printer Sharing (SMB-1n) File and Printer Sharing All
°F|Ie and Printer Sharing (Spooler Service -... File and Printer Sharing All -
RS n *

llustracja 14: Adding new inbound rule
Then follow the directions on the screen. Firewall configuration is recommended:

Rule Type: PORT

Protocol and Ports: TCP, Specific local port: <your_port_number>
Action: Allow the connection,

Profile: Domian, Private, Public,

Name: GMSTHostServicePortConfiguration

The selected port must be saved / remembered in order to enter it later in the service
configuration! (Figure 12).

3.2.

Prepare database.

In case there is no access to MS SQL database server on the selected station / server this
software must be installed. To download MS SQL Server, use the link:
http://www.microsoft.com/pl-pl/server-cloud/products/sqgl-server-editions/sql-server-

express.aspx
Depending on your needs, choose a free (Express) or any other version of the database engine.
In order to perform database management, create/edit users, backups, etc., we recommend
using Microsoft SQL Server Management Studio. The program can be downloaded from:
http://www.microsoft.com/en-us/download/details.aspx?id=8961

GMC-1 Messtechnik GmbH
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3.2.a) Prepare user
In order to configure the database, it is recommended to use the Microsoft Management

Studio.
After database installation, user should run Management Studio. In login prompt input/select

database address and chose authentication method.

EM ?5? Server2012

y Database Engine
Server name:
Authentication: |W‘|r1dows Authentication
DASL7\Kuba

Server type:

User name:

llustracja 15: Database authentication window
After connection with database, it is necessary to crate database user which will allow to

connect to GMSTdatabase. In order to proceed please select from navigation tree Security-
>l ogins

Object Explorer
Connect~ 2/ 3 ® T (& 5
= LB DASLT\SQLEXPRESS (SQL Server 11.0.2100 - DASLT\Kuba)

Start PowerShell

o
&
& Reports 3
P i
A Refresh

[ Server Roles

[ Credentials
3 Server Objects
[C3 Replication
[ Management

llustracja 16: Adding new databse user
Then enter the user data and select the type of login. If the server is not in the same domain /

network and will be exposed to the outside, select the SQL Server authentication.

GMC-1 Messtechnik GmbH 12/15
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Selectapage -
& s Lot - DHep
47 Server Roles
(2 User Mapping Login name: [amsT ]| search
2 Securzbles
A Status O Windows authentication
(® SQL Server authentication
Password [sesessesanene ]
) Mappedto cetificats
(O Mapped to asymmetric key
[[] Map to Credential Add
Mapped Credentials Credertial Provider
‘Connection
Server:
DASLT\SQLEXPRESS
Connection:
DASL7\Kuba
3 View connection properties
Progress R
Ready Defautt databise: | master v/
Default language: ‘ﬂ’éaub v \

llustracja 17: Database user options

User should take care of database user privileges. GMSTHostService need to create and edit

database, create, delete and edit tables and adding, editing, deleting new rows. Transactions
are also in use.

ﬁ General S Setpt Help

ﬁ User Mapping Server role is used to grant server-wide security privileges to a user.
ﬁ Securables
7 Status
Server roles:

[] bulkadmin

& dcreator |
[] diskadmin

["] processadmin

[¥] public

["] securityadmin

[] serveradmin
["] setupadmin
["] sysadmin

llustracja 18: Example of user privileges
Such, configured database allows you to automatically create a database for
GMSTHostService.

3.3. Configuration of GMSTHostService
User should run GMSTHostConfigurator.

Remembering the port number that was previously opened (chapter 3.1) user should type in
Service URL filed, GMSTHostService broadcast address (eg.
http://192.168.1.17:1234/gmstservice ).

In Connection String field user should type in database connection string which will contain
all necessary data like, user name/password, database address and so on.

To establish a link to the database you can use the Microsoft Management Studio. By
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selecting properties option from database context menu, user is able to see database
connection options which could help to prepare valid connection string. In case of this type of
configuration, following connection string will be used:

Server=DASL7\SQLEXPRESS; Database=GMSTdb ;User 1d=GMST;
Password=>***********x* -Trysted _Connection=False;

4. Security

Each of GMSTHostService requires the needs of authorization frame. Only in case of
successful validation service will allow clients to connect. These steps are to ensure the
security of data storage and protection against unauthorized access.

However, for the full data encryption, it is recommended to connect to the host on which the
service GMSTHostService is offered, using a secure VPN.
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