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Notices

This user manual is intended for administrators and users of the GVP-270 Network Camera, including

instructions for using and managing the camera on your network. The use of surveillance devices may be

prohibited by law in your country. It is the user’s responsibility to ensure that the operation of such devices is

legal before installing this unit for its intended use.

Before the Network Camera is installed, all the safety and operating instructions should be carefully read and

followed to avoid damage due to faulty assembly and installation. This also ensures the product is used

properly as intended.

Heed all precautions

>

>

Do not drop or strike this equipment
Sensitive electronics inside the camera are vulnerable to excessive strike.
Do not install the equipment near any flames or heat sources
Excessive heat could damage this equipment.
Do not cover cloth or to install this equipment in poorly ventilated pl aces.
Overheating could damage this equipment.
Do not expose this equipment to rain or moisture. Do not touch the power connection with
wet hands
Risk of short circuit, electric shock or fire
Do not damage the power cord or leave it under pressure
Risk of fire or shock circuit
To reduce the risk of electric shock, do not remove the Cover (or Back).
No user-serviceable parts inside. Misusage, improper, and negligence could damage this
equipment. Need to refer servicing to qualified service personnel.
Do not continue to operate if it appears to be faulted.
If the unit ceases functioning, contact qualified service personnel for help.
Any works related to detailed service or repair of this produc t should be made by qualified
personnel only.



Liability

Longvast International reserves the right to make corrections, modifications, enhancements, improvements,
and other changes to its products and services at any time and to discontinue any product or service without
notice. Customers should obtain the latest relevant information before placing orders and should verify that
such information is current and complete. All products are sold subject to Longvast International’s terms and

conditions of sale supplied at the time of order acknowledgment.

Longvast International is not responsible or liable for the resale of its products with statements different from
or beyond the specification/parameters stated by Longvast International. Customers are responsible for their
applications using Longvast International products. To minimize the risks associated with customer
applications, customers should provide adequate operating safeguards. Longvast International is under no
obligation to provide any further technical support service or product/software alteration beyond Longvast

International's representation.

Longvast International products are not authorized for use in safety-critical applications where a failure of the
Longvast International product would cause severe personal injury or death, unless officers of the parties

have executed an agreement specifically governing such use.

Reproduction of Longvast International information or datasheets with alteration is an unfair and deceptive

business practice. Longvast International is not responsible or liable for any such statements.

Every care has been taken of with best efforts in this manual. If there are any inaccuracies or omissions,
please inform your local office. Longvast International cannot be held responsible for any typographical or
technical errors. Longvast International is not liable or responsible for incidental or damages caused by

mishandling.

Trademarks
All names used in this manual for hardware and software are probably registered trademarks of respective

companies. Granvista Plus is a registered trademark of Longvast International. All rights reserved.

Support
» If you require any technical assistance, please contact your Longvast International’s regional
resellers, and you may contact us too. Besides, you can connect to the Longvast International’s

Internet website of www.longvast.com for any updated information,




Introduction

GVP-270 is a Panorama Network Camera; it is featured with superior H.264-AVC performance and rich
functions. Panorama Camera includes a fish-eye lens for 360°wide angle view without blind spot. Thus

Panorama Camera is very suitable to view a wide area with single camera such as hallway, store, office, etc.

The H.264-AVC video compression enables to lower bandwidth and storage requirements without
compromising image quality; Motion JPEG is supported for increased flexibility, as well as multiple

independent video streaming.

The hardware based panorama video processing ability can provide user multiple video modes including
source image, broad view, trio view and quad view. , and it supports Wall, Ceiling, and Wall 720P types of

mounting applications.

The GVP-270’s e-PTZ function may help changing view angles horizontally or vertically, zoom-in and
zoom-out without the need of mechanical moving parts. It can effectively replace the role of traditional PTZ

camera and thus save lots of cost in comparison to the use of traditional pan/tilt mechanism.

The camera supports PoE (Power over Ethernet, IEEE802.3af) which can realize an easy installation through
a single Ethernet cable that the extension power line costs can be saved. Further functions include two-way

audio and micro SD card support for local storage application.



Installation

Hardware Connection

GVP-270
P il = e -~ IP sharing Ly
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\ there is no power from
\ I\ PoE switch is available
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1. Prepare a PC with Ethernet link to the network

2. Preferably connect LAN port (RJ45) of the camera to a PoE typed network switch. If there is no PoE
switch available, the user may also use an ordinary switch/hub for network connection, but an
12V/2A power adapter will be required for feeding the needed 12V power into the camera.

3. Check LED status (Power/Network)



Software Installation

The following software is necessary for the proper display and use of the camera from the web site. The

software can be found from the Software Package CD.

IP Installer

The IP Installer is used to locate and configure Network Cameras in the LAN. This utility is useful for
conveniently configuring the network settings of the device, or for finding a device once the network
settings have been modified.

To install the IP Installer, from the Software Package CD, select IP Installer, and then follow the

on-screen instructions.

VLC
Though not necessary, this software can also be used for viewing the streaming without a web browser.
Besides, the VLC may be helpful in reviewing the recorded video files in the Micro SD card or remote

disk. Please refer to the appendix Il & Il for more details on how to install and use the VLC program.

XVID Codec

An H.264 codec is applied for displaying the video stream and playing the recoded AVI files. If the video
stream can't be displayed, or the recorded AVl files can't be played on PC by using MPLAYER program,
install this software from the Software Package CD. In other words, this XVID Codec allows users to

replay the recorded files by using the Windows MPLAYER which many users are familiar with.

Network Configuration

IP Installer is a utility that provides an easier, more efficient way to configure the IP address and network
settings of the devices. It even provides a convenient way to set the network settings for multiple
devices simultaneously by using the batch setting function. Moreover, IP Installer can save the network
settings for all devices as a backup and restore them when necessary. IP Installer is able to help

non-professional users to quickly setup their network cameras to work in a professional manner.

Preparation before IP Assignment

1.  Always consult your network administrator before assigning an IP address to your device in order to
avoid using a previously assigned IP address. Anomaly will happen if any IP inside the LAN has been
used by two different devices.

2. Ensure the device is powered on and correctly connected to the network. This network can be simply a
hub, PC and the network camera; and the network camera may directly connect to the PC too (be sure
to make the first three digits of the IP addresses to be the same).

3. MAC Address: Each device has a unique Ethernet address (MAC address) shown on the label of the



device as the serial number (S/N) with 12 digits (e.g. 000429-XXXXXX).

M/N:POF0512E030001

N._"0004290000 *

(AN

4.  Although the IP Installer is able to find and configure any Network Cameras in the LAN except those that
are behind a router, it is a good idea to set the host PC to the same subnet. In order to connect to the
web-based user interface of the camera, the host PC must be in the same subnet. For more information
about subnets, please consult your network administrator.

Using IP Installer to assign an IP Address to GVP-270

1. Once IP Installer has been successfully installed on the PC, double click the IP Installer icon on the

desktop, or select it from Start > Programs > IPInstaller > Launch IP Installer.

G [PInstaller N 5 Uninstall
Q IPInstaller 5.33 |

2. Click the “Device Search” tool bar and search the device in the LAN.

£255 Device Sech  Click this field to search the cameras .-~

Model IP Addsess MACAddsses Firmware SubnetMask Gatoway DNs1 DNS2 DNS3 Htp

Port

EGVP—‘JJ[ ;1.92.188.11]9’1’ iDU—D‘i-ZQ—lHﬂ:—Dl jZE.l 789_gvp 2552552550 .192.158.1.I 116895.1.1 613111 61312331 0

192.168.1 020 00-04-29-05-18-1f : 10215 _gvpmb |192.16811.1 | I 80
a0
90

| b =

(GVP-231 |192.168.1 020 00-04-29-14-0d-01 2552552550 182.168.1.1 11689511 613111 61.31.2331

} t : 1
4 GYP-201W 192.168.1 057 |00-04-29-1e-35-01 | 2552552550 |192.168.1.1 11689511 613111 61.31.232.1

Total 4 Devices

Please note that the firewalls of your Windows or Anti-virus software might block IP Installer from
searching the cameras. In this case you would need to unblock IP Installer software from the firewalls,

or to manually make this IP Installer software an exception to the firewalls.

3. From the list, select the device with the MAC Address that corresponds to the device which is to be

configured. The MAC address is identical to the unit's S/N (Serial Number).

4. Right-click and select the “Single Device Setting” item to open the Property Page for the selected

device.

&/ IPinstaller ¥5.33

Device Search

Model
Name

GVP-201 192.168.1.097 ‘2 1.1_789_gvp 3553553550 192.168.1.1 16895.1.1 61.31.1.1 61.31.2331 80

IP Address MACAddress Firmware Subnethiask Gateway DNE1 DN§2 DN&3 Http

Detice Search

-04-23-14-cd: 192.168.1.1 168.95.1.1 61.31.1.1 61312331 a0

Batch Device Setting |

4 GYR201W 192.168.1 057 00-04-29-1e-35-01 | Single Device Selling | fe21ee11 168.95.1.1 61.31.1.1 61.31.233.1 80
Cpen web
Total 4 Devices Language »

5.  Afterfilling in the properties, click [Set] button to complete the configuration settings in the remote



device.

® Properiy ®

Dievice Setting r 1 [ ]
ETTT—— 5 . E et
MACAddres 00-04-29-06-15-f =
Certification
Fi 210215 b
e : ik [ Use Custom
Property Tae
Pagweord
IF Addess [192. 166 . 1. . 20
Submethask [Q55. 355 255 . 10
Cateway [192. 166 . 1 . 1
Htp Port . 80 :
D&t [Tee. 05 .1 - 1 .
DN32 [EL .30 o » L
D33 [61 .31 .23 . 1
Status
| | — ~
: - (=]
B Command Prompt E=00E

Microsoft Windows [Uersion 6.8.68811
opyright <c?> 2886 Microseoft Corporation. All rights reserved.

C:\lsers "FBBAOQ»ipconfig

lindows IP Configuration

Jireless LAN adapter Wireless Network Connection:

Media State . . . . . . « « = - Media disconnected

Connection—specific DNS Suffix

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . a u

Link—local IPuvé Adde u e 3 d84d:zelbB:6a6b:97fexl1B
IPv4 Address. . . . . - i E @ 192.168.1.6

Subnet Mask . . . . . = ¥ oE % 255.255_255 .8

Default Gateway . . . 5 “ & 192.168.1.1

Example about how to know the user’s PC and network information from command prompt

Simply type in “ipconfig ” in the Window’s Command Prompt screen, press Enter, and you will see the
related information which shows you the PC’s IP, Subnet Mask, Default Gateway, etc.

The first three numbers of the network camera’s IP must be sam e as the first three numbers of the
PC’s IP address. In the above example the PC’s IP address is 192.168.1.6., and we have set the camera’s
IP to be 192.168.1.20.

Open the web-based user interface of the selected camera

1. To access the web-based user interface of the selected unit by right-clicking and selecting “Open web”
from the slide-bar.

2. Ifthe device has been configured correctly, the default web browser, the Internet Explorer, will open the
home page of the selected device.



3. Ifyou find your browser is opened and automatically connected to the camera Home Page, it indicates
that you've assigned an IP Address to the unit successfully. Now you can close the IP Installer and start

to use your camera.
4.  Usually the users no longer need to run the IP Installer software again after configuring and saving the

camera settings correctly.

® IPinstaller ¥5.33 DEE
Device Search
Model Mame IF Address MACAddres Firmuware Subnethdazk Cratewsar DHE1 DNE3 DNEZ goﬂg
1 Gyp-2il 102.168.1.020 00-04-29-14-cd-01 21.1_789_avp 255.255.255.0 102.168.1.1 168.95.1.1 61.31.11 61.312331 a0
’ _ _ Device Search LRI e = CLEt ol m
3 GVP-221 192.168.1.230 P 255.255.255.0 192.168.1.1 168.95.1.1 613111 61312331 29
4 GVE-201 192.168.1.100 R R R 7 255.255.255.0 192.168.1.1 168.95.1.1 61.31.11 61.312351 78
. Single Device Setting
GVP-201 192.168.1.097 | T W P 255.255.255.0 192.168.1.1 168.95.1.1 613111 61313331 a0
Total 5 Devices Language 3

Verify and complete the installation from your browser

If not able to get the ActiveX downloaded properly, user must temporarily lower the security settings to
perform a one-time-only installation of the ActiveX component onto the PC, as described below:

- From the Tools menu, select [Internet Options] -> [Security] -> [Custom Level]

- Set the security level to Low and click [OK].

- Depends on different versions of browser software used, the users may have to set the individual ActiveX
settings from “Disable” to “Prompt” or “Enable” if necessary for completing the ActiveX program
downloads.

- Restore the security level after the ActiveX installation.

Internet Explorer - Security Warning ﬁj

Do you want to run this ActiveX control?

Marie: PControl ActiveX Control
Publisher: Longvast International Co., Ltd.

pon | [ DontRun |

l--"‘- This ActiveX control was previously added to your computer when you installed
a@ another program, or when Windows was installed. fou should only run it if you
: trust the publisher and the website requesting it. What's the rigk?




Using the Web U ser Interface

Start your web browser and enter the URL or IP address in the address field. The home page of the

camera is now displayed.

2 Network Camera 192.168.1 20 - Windows Iniernet Explorer

&) v oz iee.1 20 vlfk? 3% | [ Lve Seacch £l

3
per b S

! Hle Edit View Favortes Tools Help

o Fwvaries (25 - | @ Inlemnet Exploter can... | @€ Netwoik Cameral. x|

Granvista Plus 1P: 192.168.1.20 H264 1600%1200 15 FPS 2017 Kbps =

sl lofl o) efial

Note: Please do select “Run as administrator”da she Internet Explorer browser if you are using
Win-7 platform, otherwise you may not have the auddinction to run properly.

10



How to make the M ozilla Firefox properly work with the camer as?

Please note that in addition to Microsoft Internet Explorer, other browsers such as Mozilla Firefox, Safari and
Google Chrome are also compatible for viewing the screens from Granvista Plus network cameras. However,
you may not be able to get full two-way audio supports from Firefox, Safari and Google Chrome due to the

WWW browser software’s existing support status on the needed plug-ins. If you want to have camera’s audio

feature with Firefox browser, you would have to install the needed plug-in from VLC.

Similar to Internet Explorer which needs to download the needed ActiveX programs, the Firefox browser will
guide the users to download and install the VLC program for the needed plug-in at the first time when it

connects to the network cameras, so that it can work properly.

In the process of installing the VLC program, please be sure to check the “Mozilla plugin” option, so that

Firefox may work properly with the network cameras.

The VLC program is a very handy shareware that the users will find it helpful when they want to replay the
“.mp4” video clips recorded by the cameras. Actually the users may use its streaming function for viewing the

camera’s real-time screen directly too. Please refer to the “Video/Advanced” introduction for more details.

A VLC media player 1.1.7 Setup

Choose Components A
Choose which Features of YLC media plaver 1.1.7 yvou want to install. ;;,

Check the components you want ko install and uncheck the compeonents you don't want to
install. Click Mext ko continue.

{ 4

Select the type of install: {Full |
Or, select the optional | Media Player (required) Al
components you wish to Start Menu Shartcut
install: [l paskkop-Shoreut

|

Attt |
Dises Plavback v

P 'sc'r-'ip’c'i;:\n' = .

Space required: 78.7MB The ¥LC Activey phugin

| <gack [ mext> | [ conced |

Please note that the example here does not neibesstiect to the latest version of VLC program.
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1. Live View

2 Network Camera 192.168.1.20 - Windows Internet Explorer EE®
G- [Ermhnmim 9|92 x| B oo Jiok
: File Edit ¥iew Favores Tools Help ) :
i Feworibs 195+ @ Intemnet Explorer can... | @ nbaadtdiggs.. « Data format Resolution Frame rate Bit rate

=
Granvista Pius 1P: 102,168,130 H264 160021200 16 FPS 2022 K bps A

2] ol ¢l e o

g1 158

ﬂ |English i = f| =

. SETUP l LANGUAGE l DISPLAY MODE l IMAGE SETUP I MANUAL TRIGGER | VIDEO STREAM
i D m?m. @ D

Button Description

Click for more general/advanced camera settings

Select languages among English, traditional Chinese, simplified
Chinese and Spanish. If you like to add customized interfaces with
S other languages, please refer to the “How to add a new language into
the user interface V.1.0.ppt” file in the CD for more details.

DISPLAY MODE Clck for i deo disol g
P— ick for different video display modes
ENE py

Check actual size to view the actual size (resolution) of the image
Image Setting: To adjust the brightness, hue and saturation

IMAGE SETUP

12



[ nanun tricoen |
i \jﬁ ) To manually preset an event in the configuration page
Choose_ among different streams for viewing. Due t_o bandwidth _
- : constraints the users may want to choose its 2nd video stream which
0 @z is of 640x480 or 320x240. This 2nd stream supports digital PTZ
. . function which users should find it helpful. There is a 3" stream of
L fixed 640x480 resolution, and which is for 3G connection only @ 1fps.

ENEDNON

Button Description

x] Full screen

Listen to the audio input from site. If users are using Vista / Windows 7, please
right-click on the desk shortcut or the main program, select “Run as
administrator” to start the WWW browser, otherwise the audio function may not
work properly.

Talk function. Both external speaker and built-in speaker can be chosen for
best convenience and audio result.

)

Record instant live video

3

Snapshot the image

(-3

Further configurations and options; a prominent button in between is used to expand the further operations.

IP: 192.168.1.20 Hlﬁé 1600X1200 i4 FPS 1753 K bps

ENGREONE

Click on the indicated prominent, and more operational options will show up.

13



SETUP Il Lancuace | DISPLAY MODE [ [
pr Englich: o . g
ik : 8 g = =

| MANUAL TRIGGER | VIDEO STREAM
ﬁ o1 @2

The PTZ function is available in trio view and quad view.

'—.‘ 1
Click on the PTZ | &1z icon, the control panel will pop up for e-PTZ function.

Source-with dual views PTZ control panel:

“Save | Remove |

1. Step: Setting the speed of Pan function. (1~10)

2. Pan Arrow: Click to control Pan function in four different directions.

3. Click, and then the control panel can be moved freely for optimal view adjustment.
4. Close the control panel.

5. Zoom: Digital zoom in/out.(1~10)

6. List of preset points. (1~16)

14



Trio & Quad view PTZ control panel:

& Cus “tep — 1 =
= [ ]%]

= Z00Im

: PoPE

= wPreset Point :

“Seve | Remove

L LT T LT T T L LT L TR LT TR T TR

N o o~ W N P

. Ch : Select the channel. (1~4) & (2~4)

. Step : Sets the speed of Pan/Tilt function. (1~10)

. Pan Tilt Arrow : Click to control the Pan/Tilt function.
. Zoom : Digital zoom in/out. (1~10)

. Move the control panel.

. Close the control panel.

. List of preset points. (1~16)

15



2. Video

General

Live View Video Camera | Event | Schedule

| Hetwork | System | Customize

General

Advanced

05D Setting

Enable
Camera Marme: CHl

Date/Time

| 20 character max]

| Save |

OSD Setting: Enable OSD (Over-Screen-Display) to display camera name or date/time on the image, the

camera name must be a continual string, for instance “LivingRoom”.

16




Advanced

|
Live View Video Camera | Event | Schedule ‘ Network | System | Customize

General Advanced

Stream 1 Setting

RTSP Path: jl.lEIEl | Irmage Format: | H 264 bl
Rezolution: | 1600 x 1200 % GOP: 515 | (2e032]
Wideo Mode: | cBR | Frame Rates: |15 | 5~15 FRS)

Tatget Bit Rates: 2000 | (1000~&000 Kb)

Stream 2 Setting

RTSP Path: i-.-Dl | Irmage Format: | Hi264 bl
Resalution: | Ed0 = 420 W GOP: 515 | [2e=32]
Video Mode: CEBR V Frame Rates: |15 | {5~15 FRE)

Target Bit Rates: (600 |(S12~&000 Kb)

Save

RTSP Path -

The RTSP( Real Time Streaming Protocol ) Path is the stream ID used for RTSP client’s streaming connection,
such as VLC player or Blue Iris program. The default values are vOO and vO1 for the two streams respectively.
The string can be any combination of number or capital/small letters. It can not be empty however. By way of
defining the RTSP path names, the system administrator may control whoever may connect to whichever
cameras inside the network.

Following is a setting example of RTSP steaming by using VLC program. (The users may access this setup
screen from VLC program’s Media/Streaming.../Network).

17



& Open Media BE
D Fil: | fE;l Dhise: | R Wetwork | ESf -Captu:re Device |
. Network Protocol
Please enter a network TRL:
E.rts‘p #192.168.1.20:554400
http:itururer enoanple. comdstiarm sl

dp a1

ernple ooz BB et 23p
yoncchibe commdwade vzt

Stream ;v][ Canel

Note: the “port number” of 554 in the example is its RTSP port number which the user has defined for this
camera (default value is 554). This port number must be routed in the network router properly if the user
likes to receive the video streaming from the web. In other words, if the user likes to use the external web
address of rtsp://219.86.240.234:554/v00 in stead of the LAN address of rtsp://192.168.1.20:554/v00.

+ Virtual Server

Setting up Virtual Servers allows remote users to access services such as Web or FTP on the LAN via public IP Addresses.

No. Private IP Private Port Type Public Port Comment Enabled

1 192.168.1 [TCP | 8 \ levp201 |

2 192.168.1 553 [TcP v 553 \ [evP201 |
3 —eeip0 | 54| (TP [554 | G2t | ——@
&“‘-——ﬁm_‘___wz.ma.w_E [s0 TCP v Bo |  fevearo | &

The above is a setup screen example of an Internet broadband router. In this example the port 80 is for
WWW (HTTP), and the port 554 is for RTSP. These two port numbers must be same as what configured in
the camera’s Network/Advanced settings.

HTTP Setting

HTTP Park: 20 [0~ £5535, Default : 20
RTSP Setting
RTSP Port: 554| [0~ g5535, Default : 554 )

18



Media Playback Audio Video Tools View Help

L4

1) MEm EEm e

rep: 192,168 1 20554400 100k | 00000000

Note: the users may right-click and choose VLC program’s “Full Screen” mode for better resolution too.

Resolution -

The resolution here describes an image size counted by width and height, e.g. 640x480, referring to pixel
resolution . The 1* stream is set to be 1600x1200 (2 megapixels), while Stream2 is set to be 640x480 (VGA).
Stream3 is in a fixed VGA resolution for 3G mobile which is not shown on PC interface.

Video Mode -

This option allows the selection of two bit-rate modes, the Constant Bit Rate (CBR) or Variable Bit Rate (VBR).
CBR refers to the setting of a fixed Target Bit Rate (configuration in the range of 1000Kbps to 6000kbps) that
would apply in the case of limited bandwidth or/and storage requirement. While CBR concerns a fixed data
rate transmitting, the video quality setting is of high priority for VBR mode selected. VBR therefore is
configured with the Quality Level (Standard, Good, Best). In general, CBR predicts the provided condition; if
image activity requires higher bit rates than configured, the frame rate and quality would be affected as not
likely to increase bandwidth (bit rate). In spite of the required recording storage estimation, VBR is by way of

compensation that adjustable bit rate fits the actual image activity. The default setting is CBR.

Image Format -

H.264 and MJPEG are available for image format selection. The term, “image format”, is referring to
compression / encoding technique. The selection of image format decides the performance of bandwidth and
storage requirement. In the request of same video quality, H.264 contributes to less bandwidth and storage

requirement, which is much more efficient than MJPEG. Therefore it is usually a better selection to select

19



H.264 format if there is no particular reason for MJPEG.

GOP -

In MJPEG /H.264 video coding, GOP (group of pictures) describes how the different types of frames are
arranged. The frame types implemented here are I-frame (full image information) and P-frame
(motion-compensated difference information). This setting configures the GOP length which is the number of
frames before next I-frame appears. Having more I-frames usually increases the stream size, and therefore
more bandwidth and storage are required. In other words, the bigger this GOP value, the less bandwidth

required.

Frame Rates -

The Frame Rates defines the number of frames that will be displayed per second. The frame rate setting can
affect the target bit rate (bandwidth requirement) and storage requirement. The users may want to configure
for lower frame rate in case bandwidth and storage sizes are of concerns.

The pre-configured frame rates can usually be fulfilled inside the local areas networks. However, it may not
be able to be fulfilled for remote access, or if the network traffic is heavily loaded. For instance, if the camera
has been configured to be 15 fps, the user most probably may see full 15 fps speed inside the LAN; however,
the user might only be able to see 1-2 fps of video stream if he/she wants to connect from Internet remotely.
The codes of the camera have been programmed this way that the camera will have to drop the P-frames
inside its buffer on every connection session in case these queued P-frames still can not be sent out to the
clients-side timely due to network traffic condition, in case the data buffer is close to be over-flown, so that the
user can still see a lower-frame-rate, but still smooth enough video stream when network bandwidth is not

sufficient.
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3. Camera

General

Live View Video

Camera

Event |

Schedule

Network I System

I Customize

General

Camera General Setting

Brightness:
Hue:
Saturation:
Contrast:

Sharpness:

Advanced

[ il e |

L L} lo |

i UlE 1z0 |
- TR T |

L L] 1o

[ ][4 |
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Audio Setting
Audic\ Ernable
Encoder: AAC W
Bitrate: 40000
Input of Listen Pattern:
@ wmictn Oline In
Output of Talking Pattern:
@ Speaker Out lC:'Line Cut
Web Record Setting
Save Path:
Dvtarnph,

File Mame:

video
Browse
Web Snapshot Image Setting
Save Path:
Cohternpt
File Mame:
snap
Browse

Default Save

Camera General Setting:

Brightness: the luminance of image view

Hue: refer to pure a pure color, or described by its name, such as red, green or blue.

Saturation: intensity of a specific color. The 3 correlates are referring image appearance in terms of
color/vision. These are adjustable from this page.

Sharpness: to strengthen the clearness of the image

Audio Setting:

Enable this option, so the video stream will be transferring together with the audio data. There are two types
of formats of AAC and G711. AAC takes less bandwidth, while its quality is fairly good already, but the users
may still want to choose G711 if they want even better audio quality, and if there is no bandwidth and storage
size concern.

AAC format must be selected if the users want audio to be recorded together with the video in Schedule or
shapped web recording.

In case there is a Granvista Plus series NVR (network video recorder) available in the network for recording,

the NVR will set G711 as its default for audio.
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Web Record/Snapshot Setting:

Web Record / Snapshot: define the locations where snapshot images and video clips will be stored. The file
name is referring to the prefix of the file name of each snapshot image or video clip generated. These two
settings’ are saved in the web browser such as Internet Explorer, thus the settings will be reset if you reset the
web browser software. Users may find it an easy cure to set it up in Windows’s Safe Mode when they
encounter problem with Vista platform which is stricter and more complicated in security settings than other
platforms.

As to the “Web Recording Setting”, if you have chosen D:\TEMP as the path and “video” as the file name
prefix then the generated files will be saved into the DATEMP directory, and their file names will be in the
format of “video” plus time tags, such as “video_ 20120102 _101313_770". The “Web Snapshot Image

Setting” is configured in the same way.

If users are using Vista / Windows 7, please right- _ click on the desk shortcut or the main program, sel ect “Run as
administrator” to start the WWW browser, otherwise Windows may not allow you to configure properly.

Default:
Set [camera general setting] and [audio setting] back to default
Note: As mentioned above, this Default command will not change the configuration of [Web Record Setting]

and [web Snapshot Image Setting]

Save:

Save the changes which have been made
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Advanced

a1
Live View [ Video Camera Event ‘ Schedule | Network ‘ System | Customize
General Advanced

Camera Advanced Setting:

White balance:

Flicker-free 60 Hz ¥

Exposzure:

Max Exposure Time: 1730 % | =

Max Gain Cantral:

Power [ Metwork LED Status: on W

Infrared(IR] Cut Filter:

Day / Might Threshold: [ Lux , Default: 20 ]
ColorMono Mode:
Carnera Mount:

White balance: Adjustment to compensate for different environments in terms of light source.
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Exposure: Anti-flicker setting for image sensor to fit the frequency of light (power) source. For instance, the
power frequency is 50Hz for most European countries, while 60Hz is typically for US. This setting is therefore
regionally different. Note: Default setting is 50Hz

Max Exposure Time: Referring to the shutter speed.

Max Gain Control: The maximum amplification factor for the incoming light. Similar to the photographic
theories, in case of environment of dim light, increase it for optimal result if necessary. On the contrary, turn it
down for environments of stronger light if necessary. Usually the users may leave it at max setting without the
need to change for best results.

Status LED: Turn on/off the camera status LED. You may want to purposely turn it off if you do not want
people to tell whether it is operational or not.

Light Sensor Day / Night Threshold : Adjustment for fine-tuning how dark to turn on the IR LEDs, default is
20 lux. The lower the setting, the darker it will have to be to change to night (mono) mode, and allow Infrared
to get into the camera.

Infrared (IR) Cut Filter: The default is automatically switched according to the light intensity. Enable
indicates the filter is enable to cut IR light to make sure the color is correct, Disable indicates the filter is
disabled and allows the infrared (such as IR LED illuminator) to enter the camera for low-lux surveillance
application,

Color/Mono Mode: The default is automatically switched according to light intensity. It can also be forced to
display color image even in a low light environment.

Camera Mount: Choose camera mounting type; Wall, Ceiling & Wall 720P

- Wall Mount: Choose Wall mount type, go back to Live view, there are 4 kinds of video layout to choose from,

including Original view, Broad view, Quad with source view and Trio view.

s/ o = 9
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1: Original view
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3: Quad with source view

3l 0l ol e o

CHA1
2012 O 44

27



4: Trio view
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- Ceiling Mount: Choose Ceiling mount, go back to live view, there are 2 kinds of video formats to choose

from; original view, quad view,
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1: Original view

¥ =

A

Wall 720P Mount: Choose Wall 720P mount type, go back to Live view, there are 3 kinds of video layout to

choose including broad view ~ dual view ~ dual with source view

o @ =
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1:Board view

2: Dual view
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3: Dual with source view
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4. Event

Event handling describes the configurations of events and the corresponding actions. To have an insight into
this function, a common example can be storing the captured images or video clips to Micro SD card (up to
32GB in storage size) , a remote disk in LAN (SAMBA), FTP server or Email account (images only), when

there is an Event (motion or periodic triggering).
| o

Live View | Video | Camera Event Schedule | Hetwork | System | Customize

Event Server Motion Detection | 1/0 Ports | Event Configuration

Event Server List

Hame Protocol Hetwwork hddress Upload Path User Hame

. AddFTP.. | | AddHTTP.. | | Remove |

[ Mote: The masimum number of event servers is 10,
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Event Server

The “Event Server List” lists the configured server(s) that will act as a remote storage or a destination for
handling the triggered events. Up to 10 FTP servers can be added in the list.

Live View l Video ] Camera Event Schedule I Network I System | Customize

Event Server Motion Detection I I/0 Ports | Event Configuration l

Event Server List

Hame Protocol MNetwork Rddress Upload Path User Hame

AddFTP.. AddHTTP.. Remove |

e

[ Mote: The maximum number of event servers is 10,

Click on the [Add FTP] to expand FTP server setting

FTP Server:

»  Name: Give a name for the FTP server.

»  Network Address: Input the network address of the FTP server, which can be located in LAN or
external web, for instance “192.168.1.10" or “219.86.240.234" respectively. Please note that such
WEB IP such as “219.86.240.234" can be applicable only when the network is connected to
Internet, and it is properly configured in the broadband router.

»  Upload Path: Choose the desired upload path for events. If not specifically defined, it will be the
default folder configured in the FTP system.

»  Port: Input the port number of the FTP server, typically 21.

Remarks: FTP is quite a convenient web application, and it is quite easy to use. Attached below is
an example of FTP screen indicates that a Network Camera keeps on talking to the FTP server. In
this example the FTP server address can be set as either 192.168.1.10 (LAN) or 219.86.240.234
(WEB) from near end.
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Fle Zerver Edt 2

_ BEGET o @-
FileZilla Server version 0.0.4d beta.

Copright 2001 by Tim Kosss (Tim Koss@gmxde)
Connecting o server...

(Connected, waiting for authentication
Logged on

(000003) 201 1/1/11 F4F 15:08:32 -
(0000033 200 1411 F-F 1508:32 -

mot logged in) (219.86.240.234)> 421 Login tine exceeded. Closing control connection.
ot logged in) (21985 240 334)> dissonnected

(0000043 2011/1/11 TF4F 15:08:56 - (not logzed in) (213.86.240.234)> Connected, sending welcome message..

(0000043 201 1411 F-F 15:08:56 - fnotlogeed in) (219,86 240 234)= 220-FileZilla Server version 1.9 44 beta

(0000043 20114711 T4F 15:08:56 - tnot logged in) (219.86.240.234)> 220-written by Tim Kosse (Tim Kose @ g de)
(0000043 201 14711 F4F 1508:56 - fnot logeed in) (21996240 234)> 230 Pleass visit http Msoniceforzs hetpinje tsilenills
(0000043 200 14711 F4F 15:08:57 - {not logged in) (219.86.240.234)> TRER home-1

0000043 201 1A/ 1 F2F 1508:57 - (not logged in) (218.86.240234)> 331 Password required for home-1

(0000043 20014011 F4F 15:08:58 - (not logzed in) (219.86.240.234)> Pags #hbbbksts

(0000043 201141711 F4F 15:08:58 - (not logged in) (219.86.240.234)> 530 Login or password incorrect!

(0000043 201 1411 FF 1509:12 - {not logged in) (219.86.240.234)> TYPET

(0000047 20014411 F4F 15:00:12 - (notlogged in) (219.86.240.234)> 530 Please Iog in with USER and. PASE firs

o+ Accourt 1P Transfer Progress | Speed
=C+000004  ({not logged in) 219.86.240.234
Ready 37 bytes received 0 Bfs 315 bytes sent 0 Bfs ]

Login Information:

Username / Password: Input the username and password of the FTP

Event Server Motion Detection 1/0 Ports Event Configuration

Event Server List

Hame Protocol Hetwwork Address Upload Path User Hame

| AddFTP.. | | AddHTTP.. | | Remove |

[ Mote: The masimum number of event servers is 10,1

FTP Server

Mare: |I-_|'F‘Serl.ler
Metwark Address: |192.168.1.10
Upload Path: |

Port: 21

Login Information

User Mame: |ipcarn

Pazzsword: |uou

Click [Remove] to delete selected event servers
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Please refer to Appendix-I for more informationFT applications.

HTTP Server:
» Name: Give a name for the HTTP server
» URL: Input the network address of the HTTP server

» Username / Password: Input the username and passivtire HTTP

Please note that this function is not for ordinasgrs, and it is mainly for integrating into CMSNWR software for
handling immediate status or messages.

Live View | Video | Camera Event Schedule Network | System | Customize
Event Server Motion Detection | 1/0 Ports | Event Configuration
Event Server List
Hame Protocol Hetwork Address Upload Path User Hame
NewFTPSerwer FIP fuest
NewHTTP3e... HITP http: /7

AddFTP.. AddHTTP.. |

[ Mote: The marimum numbear of event servers iz 10.)

Click [Remove] to delete selected event servers (circled in blue)
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Motion Detection

A snapshot image shows the whole view of the camera covered. To select a motion detection area, click
directly on the image, and then change the size and position by dragging and drawing. Up to 10 motion areas
(configurations) can be added in the list. Each detection area can be set with its own sensitivity value.

Live View ‘ Video ‘ Camera Event Schedule ‘ Network ‘ System Customize

Event Server Motion Detection I/0 Ports I Event Configuration

Motion Detection List

Windows frea Hame

motioh-trigger

( Mote: The maxirmum number of motion detections is 10,
Set Mew Motion Detection Area

1. Click 'add' and rename the windows area,

2, Drag a detection area on the image. )

Motion Detection Setup

Windows Area Mare: |m0tion-trigger |

Triggar Lavel : [T 1
Sensitivity [ T |

( Sensitivity value:0~100[law~High] )

@ view All Windows

O view Selected Window

36



/O Ports

This model supports 1 photo-coupled relay inputs and 1 relay outputs, see “I/O Terminal Connectors” for

detail pin description and application. The tab shows the status of them; with external trigger/alarm devices.

Event Server Motion Detection I/0 Ports Event Configuration

Input Ports Setting

Marme: Inputl

Current State:

high

Marme:

Current State:

Output Ports Setting

Cutputl

law

Event Configuration

The Event Configuration is to assign the actions responding to the specified events (Trigger Conditions).
The table lists the configured events. Click on “Add ...” or choose an event from the list to expand the panel
for detail configurations. “Remove ” is to delete a selected event.

Remove |

maximum number of events is 10,
! FusFTP Upload, Eu=Email Uple Disk Upload, O=Output Port, En=Emnail Notification,
R___|Hn=HTTP Hotification, Tn=TCP Motification. ) w 1 .«

L}
00:00:00

':‘ Add...

Event Type S;stup ﬁ
|
| Marna: !

|
| Set min time betwaan trigge
'34

(max 23:59:59)

Rezpond to Trigaer
—

8 always
-/ During tima batwaan
2 Bun Tue

I
I

Mon Sat |
I

Start Time 1 (man 23;5059)
Duration (max 168:00:00)

Never

| Trigger by -

5 [ Upload Tmages |
Select Upload type: ] |
[7] Activate Qutput Port
[7] send Email Notification
[} send HTTP Hotification to -

I7] sand Mezsage Hotification (TCP)

. 6‘I|5"°| I I

1. To add an event trigger, click on [Add] and setup panel will be expanded.
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ga b W DN

. Give a name to this event.
. Set the time interval between each trigger.
. Set the time period for the trigger. Choose “Always” or “During time between” or “Never”.

. The trigger condition is Motion Detection.

The responding actions can be “Upload images” and “Activate Output Port” and “Send Email Notification”
and “Send HTTP Notification to” and “Send Message Notification (TCP)".

. Click on [Save] to save the configuration made
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5. Schedule

GVP-270 is equipped with a card slot for Micro-SD/SDHC storage. This storage is applied for local video and
image recording. The recording function can be launched according to scheduled time frames. The SD card
also records the JPEG images responding to an event.

The size of Micro SD card can be up to 32GB, preferably be at least Class-4 or even faster grades

General

Define the day (specified by days of a week) and time (specified by each single hour) for that the video, or
even the audio, will be recorded during the scheduled period. User can select which video stream should be
recorded, and the size of each sliced file. When the check box is ticked, recording process starts at the

scheduled hours (red blocks). The user may select on “ALL”", or the raw and column notations for a quicker

selection.
| —
Live View ‘ Video ‘ Camera Event Schedule Network ‘ System | Customize
General Storage
Enabled

Straann! @1 02

Slice File Size: 50 % (B

Save Device Type: Local Dizk

. Scheduled

Storage

Display the storage information, includes disk size info, type and status. The warning message (red text)

shows when recording is in process; SD card should not be removed during the recording process.
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Live View | Video | Camera | Event

General

Schedule MNetwork | System

| Customize

Storage

Local Disk Setting

Disk Status

Remote Disk Setting

Total Size: 15535696 KB
Used Size: 15357792 KB
Free Size: 177904 KB
Cisk Type: sD
Disk Status: recording

| Refresh | | Browse | |

Remove Event Images

The system is recording now, please stop recording first!

The “Browse ” button allows viewing the list of recorded files. The web page will then be redirected to the root
path of the SD storage (if one is inserted). The list includes couple of folders, the event_images which

contains all the still images captured by any event trigger, and folders specified by date  where the recorded
video files are located.

/= Network Camera 192.168.1.100 - Windows Internet Explorer

@.\ % ) b 192168110072

||| %
: Fle Edit ¥iew Favortes Jools Help
g Favores 1221~ | @ Network Camera 1... % |[*f Coogle - B
s |
Index of /SD/
Hame Last modified Size Description
a Parent Directory
2 2013-06-16/ 16-Jun-2011 14:55 EES
@ sovi-os-i7s 17-Jun-2011 10:46 8K
2 event ciips/ 17-Jun-2011 03:18 XS
) event_smeces/ 17-Jun-2011 09:25 8K
Mbedthis Appweb 2.4.2 af Port 78

The recorded video files are named in date_time format, and the extension file name is “.mp4”. The recorded
files can be re-played with VLC or other application programs. Please note that AAC audio format needs to be
selected if audio needs to be recorded into the files as well, and the recoded files will be in MP4 format. If the
users have selected G711 as the audio format, audio won't be recoded into the files to save the file spaces,

and the recorded files will have the extension file name of H264. The Granvista Plus series NVRs all have
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much storage spaces which are able to record superior audio into the files thus the NVR will set G711 audio
format as default. The files generated from the recording process are handled on “first-in-first-out” basis. In

other words, the oldest folders/files will be deleted when there is not enough space for the new data.

The recorded files may also be recorded into the remote-disk in LAN (Samba) instead of SD card. Please

refer to following setup screens with setup tips for more details.

!
Live View | Video | Camera | Event Schedule Network \ System I Customize

General Storage

Local Disk Setting | Remote Disk Setting

¥
Click for remote disk setting

| Disk Status
Total Size: 15431376 KB
Used Size: 15280664 KB
Free Size: 150712 K
Disk Type: sD
Disk Status: normnal
I Refresh i | Browse | | Remove Event Images |

Local Disk Setting

Mount | Save I
Type: FAT22 | Format

41



General Storage

Local Disk Setting Remaote Disk Setting
Disk Status
Total Size: 100413792 KB
Used Size: 99181338 KB
Free Size: 1231904 KB
Disk Type: SMBFS
Disk Status: narrmal

Remote Disk Setting

Enabled

Tupe: SMBFS

Remote Disk Path:  |192.168.1,10/tarmp |
[ex: 192,168, 1.1/ mxwn ]

Uzer Mame: |user |

Paszword: |""u |

In the above example, the user has set the “temp” folder in the PC addressed “192.168.1.10" as

the shared folder, and the user login name of this PC is “user”. The password setting is same as

the password for PC login.
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Please note that the remote disk to be utilized in the LAN PC needs to be shared properly

beforehand.
( ). temp Properties }Al
Advanced Sharing L% | Permissions for temp. Iﬂ
L =
{ [¥] Share this folder Share Pemissions
Group or user names:
4 Everyone

Limit the number of simultaneous u : -

Comments: Add...
Pemissions for Everyone Allow Deny
Full Control ¥l i
Change ] ]

Properlysharethe folderin LAN
beforehand whichis to be used as
REMOTE DISK (Samba)

Leam about access control and pemissions

J

[ o || conee

Depends on different resolutions, frame rate, data formats and time frames are configured, a Micro SD of
32GB is able to handle several days of data storage already, and the storage space from Remote-Disk has
provided another alternative too. Apparently the camera’s recording functionality with Micro SD card or
Remote-Disk is able to satisfy users’ basic data storage requirements already.

In addition, the users may also take advantages of our Linux-based Granvista Plus NVR for even more
advanced and professional applications. Up to 64 connections, or even more, are able to be built into the
Granvista Plus series NVRs. Please refer to our web site, or contact us for more details. Attached below is a
sample of our SOHO model NVR which may support up to 6 connections.

Up to B-channel connectivity capacity

GVP-NVRO6
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6. Network

Network Camera acts as one of the network devices. It therefore allows its “IP” to be assigned, so certain
network functionalities can be implementable within this device. This section describes these configurations.
Fundamentally, for instance, the IP assignment of the device can be done via DHCP server, manually fixed

IP option or PPPOE to obtain IP from service provider.

General

Device IP configuration, includes DHCP, Static IP setting and PPPoE. “Enable ARP/Ping” enable device to
accept ARP or ping packets from the network. Disable this option may provide extra security from intentional
ping.

Live View ‘ Video ‘ Camera ‘ Event ‘ Schedule Hetwork System ‘ Customize

General Advanced ‘ SMTP{E-Mail) ‘ DDMNS ‘ Wireless

J DHEP Service

@ Static IP Address:

IP Address:

Metrmasl:

Gatevay: 13216811 |

DHE 1 l162.95.1.1 |

DS 24 eratir |
O pppoE:

I
User Mame: | s |

Pazsword: | [PAP— |

[(Mote ; Please make sure 'Ernail Setting' has bean set!)

[¥] Eriable ARP/Ring
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Advanced

Enable or configure other network functions.

Live View ‘ Video ‘ Camera ‘ Event ‘ achedule Metwork System ‘ Customize

General Advanced SMTP{E-Mail} ‘ DDNS ‘ Wireless

NTP Configuration

'CJ' Obtain NTP server addreszs via DHCP

'@j‘ Uze the following NTP server address:

Metwork address: :time.stdtime.gnu.tw

[(hast narme or IP addreszs)

HTTP Setting
HTTE Paort: i_‘BE _I [ 0~ 65535, Default : 20 )
. RTSP Setting
RTSP Port: |_55? - [0~ 65535, Default : 554 )

Bonjour Setting
Enable Bonjour
UPnP Motification
Enable UPRP
NAT Traversal Setting

I:l Erable MAT Traversal

| Gave

NTP: Configure a NTP (Network Time Protocol) server, so that the device system date and time can be

synchronized with a specified Time Server. This configuration is provided for one of the potions of system
date/time adjustment. If the camera is located in an isolated LAN, in other words it does not have access to
web, the user may set the IP of the PC in LAN as its NTP setting, so that the camera’s time will be
synchronized with the PC.

HTTP: set the HTTP port that will be applied for Web Ul access. The default port number of HTTP is “80”, but
it can be of other figures.

RTSP: set the RTSP (Video) port for video data transmission. The default port number of RTSP is “554”, but it

can be of other figures.
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Bonjour: Enable Bonjour service, so that the device can be discovered with “Bonjour” service applied.

UPnP: Enable UPnP, so that the device can be discovered in an UPnP Compliant Network.

e Views v :‘“’: Networkand Sharing Center g Add a printer 8§ Add 2 nreless device
Name Category Workgroup  Network lo...
IFi Documents W e " - /'/._:‘\\‘\
. .
Jrm ol <l <l cl ¢l =
lose 20 GVP-201 - GVP-201- GVP-221- GVP-231-  \GVP-270-06f8f router SUPER'NES:  GVP-201W/- SUPER
Eolders 00:04:29:11:66:01 00:04:29:1e:4c:01 00:abicdabied 05 00:04:29:14:cd 01 P 00:04:29:1e:35:01
4 [l Desktop \T

4 B Fa0Q i || = )
B Contacts l m m The network camera can be easily found
E] Desktop : ;

- Jo— gl W kot ang gonr)ected from local PC if the UPnP

1 Downloads o function is enabled
NAT Traversal: Enable NAT traversal, so that client from Internet can have access to the devices behind the
Router. If user would like to access the Network Camera from Web externally, be sure to also include the

RTSP port by duplicating the same IP.

In the following example this Network Camera’s LAN IP is of 192.168.1.2., thus the user should type in the full
address of http://192.168.1.2:80 (as port 80 is WWW's default port number thus “:80” can be omitted) in the

address field of Internet Explorer to access this network camera. If the user wants to access it from web
externally, he would have to properly setup its HTTP port (in this case “80”, or other port number), and the
RTSP port (in this case “554”", or other port number)) in the NAT setting of the router beforehand, and then he
may access it with the web address (in this example it is http://219.86.240.234:80 to access it from anywhere

of the world via Internet) if the router has connected to Internet.

ASUS Rrx3081
isus
Wizard [ VirtualServer 8

System Status

[ Product Name | ASUS R¥3081

Setting up Virtual Servers allows remote users to access senices such as Web or FTP on the LAN via public IP Addresses.

] System
el ot HNo. Private IP Private Port Type Public Port Comment Enabled
__I = 1 192.1681 |§1—| |Both ~| a1 | [F1 ] "
& :A‘Ima! corver 2 192.168.1 82 ] [Both =] [s2 | [Kitchen ] W
B Spscial Application 3 192.168.1 63 [Both ~| 83 | [Fa-1 ] c2
J Port Mapping 4 192.168.1 @ [Both ~] o4 | [F31 | v
BALG 5 192 168.1[107 86 ] Both | 36 TEST r
Boomz 6 192.168.1{2 80 | Both ~| 80 Granvista ~
3 Firewall [ 7 19216812 | 554 |Both ~| 554 | [wdeo ] W]
(1 Routing 8 192.168.13 I [21 [Both ~] 21 | [FrP | v
& UPnP g 1921681 | | [TcP -] | | | | r
£ DDNS 10 1921681 | |TcP ~| | | | | E
oot 11 1921681 | | [TcP ~] | | | | E
12 121681 | " [Tcp -] | | [ | r
17 s aemal | I Fre =1 | ] [ 1 r

Note: with UPnP enabled, the IP Sharing device (Router) capable of UPnP function will automatically be

noticed with the device’s NAT port.



SMTP (E-Mail)

Configure an email host in the device that will send email on behalf of the configured email account in a
circumstance like sending an email notice to a specified mail address (Event Configuration), or to send the
triggered image. The email settings will be basically same as what used in your email software.

Mail server: The SMTP server (for out-going emails). Please refer to your ISP to get the right Mail server and
port number information.

User Name and Password: Complete the Mail Server, Server Port, Authentication information (if required)
and the sender’s email address.

From (Email Address): What to be shown as the sender name when the email is received. It does not
necessarily need to be a real email account.  In this example the test@longvast.com actually does not exist.
For instance, the user may define email names of caml@longvast.com, cam2@Iongvast.com, or
cam3@longvast.com, etc, which do not exist to help identifying email messages from different cameras by
the name of ipcam2@Ilongvast.com.

Send email to: The recipient email address

Following screen shows an example of setting an email account. The users may need to refer to the ISP for
more details on the email configuration. In this example the ipcam2@Iongvast.com Email account will be
used to send triggered images or notifications to the info@longvast.com account.

Live View L\ﬁdeo l;Camera L Event L Schedule Network System L Customize

General L Advanced SMTP{E-Mail) DDNS

SMTP (email) Setting The SMTP server
of the mail service

Mail Server: mail. longyast.com

(host name or IP address) Port number of the mail

server, must be set
Server Port: @ COI’I’EC“y

Authentication Email and password

of this email account to
User Marma: ipcarmn2@lonqguast com hE used
Password: | 0

e What to-be-shown as the
Shii sender when the email |
|

Frorm [ Emnail Addrass )

Teceived.

Send amail to:

Test

The recipient email account

Save |

If the setting is successful, click on “Test” button, and then an acknowledgement email with “Email Test OK”
message should be received by the recipient immediately. Following is an example of such
acknowledgement email after clicking “Test” button.

Current Folder: INBOX
Compose Addresses Folders Options Search Help

Message List | Unread | Delete Previous | Next
Subject: Email Test
From: test@longvast.com
Date: Mon, September 26, 2011 10:11 am
To: info@longvast.com
Priority: Normal
Options: View Full Header | View Printable Version | Download this as a file

Email Test ORK
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DDNS

Dynamic DNS configuration; the network device can be assigned and accessed with a host name instead of IP

address by registering this service (Internet access required).

Host Name: Assigned name that will be used for access to the device
User Name/Password: Account authentication for logging to this service
Update Time: Periodically, the device updates its access info to sever in the configured time.

Response: the device responds the connection info.

Following illustrative contents show the users some details about applying DynDNS service. Please note that
DynDNS is not the only service available in the world market for DDNS services. Besides, DynDNS provides free

services, and they also provide advanced services which are non-free.

Username

Services Account Support News

I'd like to...

¢ Remotely access my home computer

) Control my DVR frem anywhere

<4 Geta free domain name _ ] )
= Community voling on

o - + Reputation Points
Safequard my email

Protect and speed up my Internet

A = e & =
w Free Dynamic DNS ,ﬁ? DNS Hosting & Domains
Point @ hostname to a dynamic or static IP address or URL. Register your domain and point it to an IP address or URL
e Host your own website at home for free! « Easy-to-use web interface with powerful expert tools.
s Connect to your workstation, DVR, webcam from anywhere. « Secondary and primary DNS servers around the globe!
|example dyndnsblz V] example.com |
» DDNS service details.. # more about Custom DNS hosting...
Resources Services Support Follow Us
What is DNS? DMS Hosting DynStatus Our News
DNS Tools Free Dynamic DNS Knowledge Base Twitter @dyninc
Home DNS Solutions Spring Server VPS 24/7 Premier Suppaort LinkedIn
Business DMS Solutions Domain Registration DNS Update Clients DNS Ninjas | Facebook

This series network device support DynDNS (www.dyndns.org). This section describes how to apply this service to
the Network Camera.
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Create Account

Create an account or log in to continue

U 5
sername Already Registered?

Password:
Username

Confirm password:
Password

Email: | -

Confirm email: Forgot your password?

Subscribe to: DynDNS.com newsletter
(1 or 2 per month)
[] Dyn Inc. press releases

[] rRemove HTML formatting from email I\%A TRUSTe

Enter the numbers from the above image:

[] 1 agree with the acceptable use policy (AUF) and privacy policy.

Create Account

If you're having difficulty creating your account, for any reason, feel free to confact us.

Input user name, password and Email that will be created as an account for logging in the service. .

The website has accepted the new account and sent email for verification.
In the received mail from DynDNS, use the link to activate. The account will then be confirmed as the web

below shows.

.Ccom

Network Services ing,

'N Username | | Password | | Log in

rd?  Create

About Services Account Support News

lkd Account Confirmed

The account priord-ddns has been confirmed. You can
now login and start using your account.

Getting Started

+ Surf without the sharks and browse the
web faster with Internet Guide

« Creste a dynamic DNS host with your own domain name

+ Create a dynamic DNS host within our Free domains
« Setup email services
« Register a domain name

© 1558-2010 Dynamic Network Services Inc, - Legal Notices - Privecy Policy - Contacts TRUSTO

=
0
e
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Login and use the service

Username Password LElg in

Int Support MNews

In the login filed, input username and password as the new account created.

My Services
= View, modify, purchase, and
;gﬂ delete your services.
My Zones/Domains
Add Zone/Domain Servicas

Dvnamic BNS Pro

Recursive DNS

Support

Agreement

After logged in, in the “My Services ” column, click on “Add Host Services”.

Fill in a host name as it will be applied to the device. The “IP Address” field can be temporally filled with any IP
as it will be updated once the device has registered to the service and reported its current IP value. Click on
“Add To Cart” for next stage. The Dynamic DNS host service is free. Just click on “Next”.

Checkout from the applying service and activate the added host name.

The information of activated host name will be arranged. Click on “Add New Host” if requiring more host

names for other Network Cameras.
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Apply Host Name to the Camera

Live View | Video l Camera | Event l schedule Network System Customize

!
General l Advanced I SMTP{E-Mail) DDNS Wireless

Your domain name available
Dynamic DNS Setting

DDME Enable

Host Marmne: I granvistaplus, dyndns-ip.co

(Link to http://wvrw .dyndns.org)

The account user name
and 'F‘."Ei'S'SWﬁfﬂ with
DNYDNS

Update Time: 600 | ( 600~86400 Saconds )

Response:
*-J"
if

It will show “yes” if
this DDNS service is ; i Click Save to see if the
ready  Save setting is valid.

In the device configuration page, Setup -> Network -> DDNS, fill in the applied host name from DynDNS

Uzer Mame: Honguvast

Password: [ sssssnss

website, the username / password that are for logging in this service. Enable DDNS, and then save the

settings. The “Response” will show “yes” message when registering is successful.

/2 Network Camera granvistaplus.dyndns-ip.com - Windows Internet Explorer

O~ [ o tymtmipcom > > Now DDNS is working! G015 2 | e e
: File Edit View Favorites Tools Help

U Fevortts 22 - | @ Network Camera g... * ¥ Google | / iy - B D@ ey

Grantvista Plus 1P: granvistaplus.dyndns-ip.com H264 1600X1200 16 FPS 1681 K bps

0l 8 o) o)

;‘ay.

Launch IE and type http://granvistaplus.dyndns-ip.com/ (for instance) in the URL filed. The page should be

directed to the device’s live view page. Please note that the address of http://granvistaplus.dyndns-ip.com/ is

equivalent to the address of http://granvistaplus.dyndns-ip.com:80/, because the default WWW port number
is 80.

In this example the address of http:/granvistaplus.dyndns-ip.com/ is same as http://219.86.240.234/. Please

refer to the Network setting paragraph in this manual, the user must properly setup the HTTP and RTSP ports
in both camera and broadband router’s NAT virtual domain settings to make sure camera can be accessed by

the address of http://219.86.240.234/ before the http://granvistaplus.dyndns-ip.com/ address is able to work
properly.
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How if the user has only one fixed web IP, for inst  ance 219.86.240.234, while he has
many network cameras to implement?

Just like the user may setup the camera address of http://219.86.240.234:91/, http://219.86.240.234:92/, etc,

the address of similar setting of http://granvistaplus.dyndns-ip.com:91/ or

http://granvistaplus.dyndns-ip.com:92/ can be configured for other network cameras too. Following figure is

an example of such DDNS application by using specific port number.

~ Nelwork Camera grznvisiapive dvndns-p.com - Windows Internet Explorer
LIS If the user has more network cameras with only one fixed web IR, i& may use

Hle Edit View Favortes Iools Helpthe same domain name together with different port numbers for other cameras

dymdns-ip.com

i Fevoris 25 |- | 48 Network Camera g... * | ¥ Coogle = v B i v Pepp Y |

IP: granvistaplus.dyndns-ip.com H264 1280X720 16 FPS 1883 K bps

Users may find this DDNS function useful when tldeynot have fixed IP available. For instance,
some Internet Service Providers do not providedfil& and the IP available could be the ones
generated randomly after completing login procetis®aigh PPPOE protocol. As under such
circumstances the users do not know what IP wilyéeerated, therefore they can just keep using
the fixed domain names from the DDNS service, ag s the DDNS service has been configured

properly.

For this applicatrion, following are the procedures

1. Configure the DDNS settings properly when thé A is running under DHCP or fixe-IP
networking mode, make sure that a “yes” statusengrom the DDNS setup page of the IPCAM
after clicking “save”.

2. Check if the domain name is valid and workingyping in the domain name in the address
field of the WWW browser. For instance, type itp:/granvistaplus.dyndns-ip.cohin the
address field of IE browser to see if it may cortte¢he IPCAM properly after configuring the
DDNS settings.

3. Go to Setup/Network/General setting page ofRi@@AM’s user interface, and change the
network protocol to PPPoE. Save the settings, aseltithe IPCAM by switching the power.

4. Check to see if the IPCAM can still be locataed aonnected by the address of the configured
domain name oflittp://granvistaplus.dyndns-ip.com/

Note:

Please note that the IPCAM will sent back an email to tell theuser of itsnew | P address after
it has successfully logged into a network, in case the email settings have been properly
configured, and if the cameraisconnecting to the Internet. The users may also keep track of
the new I P addresses from such email feedback.
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7. System

Information

Lists of System and Network configurations

| <
Live View ‘ Video Camera ‘ Event ‘ Schedule ‘ Hetwork System Customize
Information User ‘ Date & Time ‘ Server Maintenance Log Service
System
Model: G¥P-270

Swztern up time:
Firmmware version:
MAC Address:
Activer Control version:
Ethernet
Status:
Mode:
IP Address:
Metrmash:
Cefault Gateway:
PPPoE
Status:
IP Address:
DMNS Server

Primary DNS IP address:

Secondary DMS IP address:

DDMS

Status:

2012-02-19 17:53:13
2.1.0215_gvpmb
00:04:209:06:F8:H

1.0.1.151

Connected
STATIC
19z2.168.1.20
235.255.255.0

192.16%.1.1

Mo connecton

none

168.93.1.1

61.31.1.1

no
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User

Login users for Web access and operations; authentication required. The Check box is for anonymous
logging to the live view page.
Please be sure not to select the anonymous login unless convenience is more important than privacy.

Logging for further configurations will still require user name and password even if anonymous login has been

selected.
o m—
Live View | Video ‘ Camera Event | Schedule Network System Customize
| —
Information User Date & Time | Server Maintenance Log Service
User Setting

[JEnsble ananyrmous login (no user name o passeord requirad)

User List
User Hame User Group

admin
Linatug

Adninistrator
AAMINIS or

[add...| | Remove
User Setup

User Marne:

Passward:

Confirm Password:

®

Uzer Group: ! Adrinistrator

!Operator

£

!Vimwer
Mote:
1. A user name and password must contain at least one character,

. Max 14 characters are allowed in user names,

)

. The first character in user name must be A-Z or a-z,

0

S

. Only A-Z, a-z and 0-9 are allowed in the user narme and password.

w

R e e e
& The maximurn nurmber of users iz 20,

. The ‘admin’ uzer iz default uzer and cannot be deleted.

=

Save

The authorities of different levels of users are as follows:

Administrator:

Allowed to do any adjustments in camera, is the default user that this account can't be deleted.

Operator:

Allowed to view the live video and change Video & Camera settings in Setup Menu only. (Live View, Video &
Camera settings in setup menu)

Viewer:

Only permit to watch the live video, can't get into the Setup Menu. (Live View only in setup menu)
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Date & Time

System date/time configuration. Options of synchronizing with PC and NTP server are provided for automatic

adjustment in addition to manual setup.
|- —

Live View ‘ Video ‘ Camera ‘ Event ‘ Schedule ‘ Hetwork System Customize

Information ‘ User Date & Time Server Maintenance Log Service

Current Server Time

iR m T
Crate: (2011-05-04 Tirne: [Ede2ona

Set Server Time

Time Mode!

{:} Swnchronize with computer time

Date: Tirne:

& synchronize with NTP server

Tirmme zone:

| SMT+08 (Baiiing, Hong Kong, Shanghai, Taipe) ]
C‘Set Manually
Date: 5:2011-05-04 - Tirme: :21:29:30
[ex: Z008-01-017 [ex: 01:00:00)

'Saue.

Server Maintenance

This page provides tool for system maintenance; Reboot and Load default settings, as well as functionalities

of launching upgrade process, backup/restore user settings and language defines.
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Live View | Video | Camera | Event ‘ Schedule ‘ HNetwork System Customize

Information | User ‘ Date & Time Server Maintenance Log Service

Maintain Server

Load default

Firmware Upgrade

Model: GYP-270
Firmware Werzion: 2.1.0215_gvpmb
Mas address: 00:04:29:06:F8:FF
ActivelX Varsion:. 1.0.1.151

Specify the firmware to upgrade:

| =

Backup

Save all parameters and uzer-defined scripts to a backup file.

Upload Setting

Use 3 saved backup file to return the unit to 2 previous configuration,

Specify the backup file to uze:

| =

Add Language

Chaoose language: | Ha5E Vl

Get a languaage file fram Alang/ en/lang.js

Select language file to upload:

| (Brewee.. ] | Upload Language

If you like to add customized interfaces with other languages, please refer to the “How to add a new language

into the user interface V.1.0.ppt” file in the CD for more details.

I Network Camera 192.168.1.20 - Windows Internel Explorer

@] hop 921681 200 (%] x| £

o

il Favoriks | @ Network Camera 192.168.1.20

Granvista Plus IP: 192,168.1.20 H264 1600X1200 15 FPS 1942 K bps

LANGUAGE DISPLAY MODE IMAGE SETUP MANUAL TRIGGER VIDEQ STREAM
| English_¥| ciual Size @] & O

= o0 =5 g

Itsliano

57



Log Service

Most system operations and / or process will be kept in a log system. The link provides the review of these
records.

Live View ‘ Video | Camera | Event | Schedule ‘ Hetwork System Customize

| o
Information | User | Date & Time | Seryer Maintenance Log Service

Reports

Server Report Parameter List

8. Customize

This page provides the function of adjusting the look of live view page. There are two types of layout settings;

use default look or use custom settings.

| ——
Camera | Event ‘ Schedule | Network | System Customize

Live Wiew ‘ Yideo

Live Yiew Layout Setting
@ Uszse Default Look O Use Custarmn Settings
User Defined Links
DSth Custorn Link 1
Marme: |Custom Link 0 URL: |httpiff
DSth Custorn Link 2
Marme: |Custom Link 1 URL: |httpiff
DSth Custorn Link 3
Marme: |Custom Link 2 URL: |httpiff

DSth Custorn Link 4

Marme: Custorn Link 3 URL: http: /s

Save
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Use Default Look: the default layout of live/configuration pages

Use Defined Links: Web link(s) will be presented on the live page when enabled. It can be a link to another
Network Camera for instance, or other preferred web link.

Use Custom Settings: The modifications allowed are changes of Background / Text Color, Background

picture, Title, Description, Logo and etc.

Live Yiew Layout Setting

O Uszse Default Look @ Use Custarmn Settings

User Defined Links

DSth Custorn Link 1
Marme: |Custormn Link O URL: |httpiff

DSth Custorn Link 2

Marme: |Custormn Link 1 URL: |httpiff
DSth Custorn Link 3

Marme: Custorn Link 2 URL: http: /s
DSth Custorn Lin

Mame: Custorn Mink 3 URL: http: /s
Custom Settings
Modify the Default Lock:
Background Color: (:v} Default O Own: | white | W
Text Color: lC’:‘Dei:ault OOwn: Black W

Background picture: ® Nane

() External: http s

Title: {:’}None ODefault
O owny | Title
Description: {:’}None ODefault

l:_:'wa\-n: Description
Logo Link: C’}None ODefault
O own: | httpeds
Logo: O Mane @ Cefault
) Esternal: httpiff
O Own
Select image file to upload:

Upload
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9. FAQ

Check firmware version

The version code can be found in Setup -> System -> Information, or simply type “version.html” after the URL

address, e.g. http://192.168.1.20/version.html. Firmware version indicates the functionalities’ updates or

availability in the camera system. Therefore, in the first step of troubleshooting and then reporting, it helps to

locate the found issues. Newer version firmware may have corrected the current bugs.

I
Live View ‘ Video ‘ Camera ‘ Event | Schedule ‘ Hetwork System Customize
Information User ‘ Date & Time ‘ Server Maintenance Log Service
System
Model: GYP-270
Sustern up time: 2012-02-20 04:49:35
Firrmware version: 2.1.0215_gvpmb
MAC Address: 00:04:29:06:F8:FF
ActiveX Control wersion: 1.0.1.151

= loading - Windows Internet Ezplorer
@.\._ J® @ 192168120

File Edit ¥View Favorites Toolz Help
i?Favorites I@loading

2.1.0215 gvpmb
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Restore to Factory Default

© EEEEEEEEEEE §
EEEEEEEEEEE
EEEEEEEEEEE
EEEEEEEEEEE
EEEEEEEEEEN
EEEEEEEEEEN
TTTTITITIT
EEEEEEEEEEN
EEEEEEEEE
- EEP-_UNENEN
el T 11 JTTT T
- EEEAmEEEEE
e ANEEEEEEE
T TT T T T

® EEEEEEEEE §

To restore factory default, please follow the steps:

1.  Unplug the power jack to turn off the power of the camera.

2. Insert a pin into the reset hole, feeling that a button is being pressed.

3.  Plug in the power jack to turn on device, or to plug the power from the PoE switch, in about few
seconds the status LED will blink quickly.

4. Release the button (remove the pin from the reset hole). The camera should now be back to

factory default.
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Upgrade device firmware

Firmware upgrade process should be done via the web configuration; Setup -> Server Maintenance ->

Firmware Upgrade . Before the process, read the instructions and release notes coming with each new

released version. For the steps,

1. Check and retrieve the latest firmware bin file.

2 Disconnect all other clients (e.g. streaming requests) to the device.

3.  Stop the local (schedule) recording if it was enabled.

4 Go to the Firmware Upgrade page, browse and locate the downloaded firmware bin file, then click on
“Upgrade” button.

|
Hetwork System Customize

Live View | Video | Camera Event ‘ Schedule

Date & Time Server Maintenance Log Service

Information | User

Maintain Server

Firmware Upgrade

fModel: G¥YP-270
Firmuware Wersion: 2.1.0215_gvpmb
MAC Address: 00:04:29:06:F8:FF
Activer Version:. 1.0.1.151

Specify the firmware to upgrade:

| | (Brevee.. )

5.  The upgrade should finish in about 10 minutes, depending on file transferring status. The web will then
be directed to the system writing progress. DO NOT DISCONECT the power and Ethernet

connection while the upgrade is in progress, otherwise software of the unit can be damaged.

~ Metwork Camera 192_168.1.20 - Windows Internet Ezplorer
@,\-_/v ) P 192168120

i Faverits | @ Network Camera 192.168.1.20

Firmware Upgrade

It is strongly recommended to stop any unnecessary jobs while updating firmware.
Please be patient and the updating process may take a long time.
Please waiting about six mimites!

Writing Progress:

6 0%

6. The power LED (orange one) will be quick/slow flashing during the upgrading process. When it
becomes steady on again, camera is ready to be accessed. Check the firmware version. If somehow
system is not upgraded, redo above steps. In this case, restore factory default process may be required.
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I/O Terminal Connector — Pin Assignment

EEEEEEEE §
EEEEEEEN
EEEEEEEN
EEEEEEEN
EEEEEEEN
EEEEEEEN
EEEEEEEN
EEEEEEEN
EEEEEEEN
EF-—UEEEN
0 I
EREEEEEN
EEEEEEEN
EEEEEEEN
EEEEEEEE §

Pin Function Description

1 GND 2 way Audio connectors , and connect to GND to activate

2 Audio Out

3 Audio In

4 GND Connect to GND to activate, or leave floating (or unconnected) to deactivate.
5 DI

6 DO__COM | Digital output implementation; Pin7 to COM (Pin6) is a Photo-coupled relay on
7 DO_NO Normal Open status. External device can directly connect to the terminals.

However the current that will go through the 2 nodes must not exceed 130mA. An
external “Relay” can also be connected to the terminals as an implementation. In

this case, current (or/and voltage) limitation is specified by the external Relay.
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Appendix I: Example of how to set up users’ own FTP servers

FTP is quite a convenient application. The userg easily set up their own FTP servers.

Following is an example of using a shareware nahiedilla. Please note that this FileZilla
software’s copyright belongs to Tim Kos$étp:/filezilla-project.org/, Longvast International Co.,
Ltd. has no business relationship with them thatsishould obey the related copyright laws about
using this software.

1. Download the FTP server program frottp://filezilla-project.org/download.php?type=servf

the users also like to download the FTP clientvearfe, they may refer tottp:/filezilla-project.org/

for more information.

2. Install the FTP server program, and start tlognam.

3. The Firewall of Windows or anti-virus softwardlwisually try to stop such FTP server
application. Please make these two programs exeepto the firewalls accordingly.

g# Browse &J |
@le || = Program Files » - | +'f.| |5£5r:h 2|
Ry Organize v g e R Falder “On
Favorite Links Narne Date maodified Type Size >
F]‘: Documents Antaby ‘ |
ASUS =
B Desktop |5

ATKGFMEX
Recent Places

i Commaon Files |
M Computer FileZil T,
B pictures €7 | FileZilla Server oy
@ Music | Google

& Recently Changed Intel
R Searches Internet Explorer

| Public IPEVO

IPinstaller
Folders o K-Lite Codec Pack -
File name: - Iﬂpplicationst‘.exe:'.com:'.icc V]

[ Cpen ] ’ Cancel J
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ﬂ Windows Firewall Settings M

Exceptions |_

Exceptions ow programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the private network location.
WWhat are the risks of unblocking a proaram?

To enable an exception, select its ched: box:

Program or port |i!

W

[(IMetogon Service

Metwork Discovery
[JPerformance Logs and Alerts
[Jremate Administration

Remote Assistance
[Jremaote Event Log Management
O remote Scheduled Tasks Management _

e
I o T P e P, o P, + |

[Addj:mg{am.,. ] [ Add port.. ] [ Properties ] [ Deéete

|5 | Motify me when Windows Firewall blocks a new program

[oc [ cancel J[ ooy

. 4

1. Start the FTP server by clicking on the OK button.not change any of the original
settings.

Connect to Server ﬁ

Server Address: Port:
127.0.0.1 !141—4?

Administration password:

[T Always connect to this server

ok I Cancel
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2. The users should see following screen after clgkK button. It indicates that this FTP
server is running now.

[E Filezitia Server (127.00.1) E=REE

File Server Edit 7

8| HL8 T |l e [ ~

Filedilla Server version 0.9.37 beta

|C|:||:n,rrigl'rt 2001-20110 by Tim Kosse tim kosse Efilezilla-project.ong)
Connecting to server...

Connected, watting for authentication

Logged on
o s Account IP | Transfer
i T 3
Ready 0 bytes received [0 B/fs o E!-}l'tE y
b A

3. Type in “ipconfig” command from the Windows’s comnabscreen.

B Command Prompt [

icrosoft Windows [Uersion 6.8.68811]
Copyright (c¢? 2006 Microsoft Corporation. All rights reserved.

C: \I.Isers\FBBQ

Windows IP Configuration

Wireless LAN adapter Wireless Metwork Connection:

Media State : Media disconnected
Connection—specific DNS Suffix

Ethernet adapter Local firea Connection:

Connection—specific DHS Suffix . : gateway
Link-local IPv6 Address . . . . . * fpSlcc
IPv4 Address. .« « = = =« = = = = = = " "
Subnet Mazk : 2557 7l .a
Default Gateway : 1%2.168.1.1

Bdd:elb8:6abh:97fexld

Tunnel adapter Local fArea Connection¥ 11:

Connection—specific DHNS Suffix
IPuG Address. . . . - o« - o« o o . = 2001:0:4137:%e76:4f4:100d:3Ff57:fef?

In this command screen, the IP address indicatggtie address of PC when FTP server running is
of “192.168.1.6".
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4. Configure the user names and passwords of the whersire allowed to login into this server.

7 FileZilla Server (127.0.0.1) Ml=1E3
e Server | Edit 2 B
(4 @ _setings || [[scs o0 @ -

(tirn kosse @filezilla-project org)

Comnected, waiting for anthenticytion

Logged on

Increase user

IP | Transter

0 bytes received 0B/ 0 bytessent 0Bk

shwedfibiers (I I
Speed Limits
1P Filter Group membership: | |
§ Add user account (3]
- Flease enter the name of the user account that should
Max)  he added:
g | |
51 fone | com |

1.Click "Add”
2.Type in the
x | user name
Sl | I*faucmertersmcomnentsabwtthemer ! 3. Click OK
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Page: - Account settings (K]
General ¥ Enable account
Shared folders
Speed Limits
1P Filter ;I
[T Bypass userlimit of serme
Masmurn connection count:
Connection mit per IP:
Add | Remove |
[~ Force S5LF i
Force or user login Raciams | o |
Description
\ v
Set password
oK I
You can enter some comments abouk the user
Cancel I L

5. Set the default directory of each individual user.

path. Separate multiple aliases for ore dvecton with the'pipe character [ ]
If usi liases, pleare avoid cyclic directory structures, ithll only confuse FTP clients.

5 | 1. Click “Add” and 2. Set attributes
choose home directory
Concel | for FTP storage.

Page: ~ Shared folders o - LUsers - !
General Directories [ Aliases }
Shped ket H DAFTP " A,

Speed Limits
IP Filter V0
7 4
v
v
7
< 3 (X add | gemove |
Aidd Remoye Rerame | Eﬂ Repame \ Copy ]
A directorf alias will also appear at the specified locatioly, Aliases must contain the full local
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6. Now the FTP server should be ready to go. The usaysdouble-check to see if everything is
alright by trying to login by using any FTP cligaograms with the user IDs and passwords
pre-configured. In the following example we useikntFilezilla FTP Client software with the
user ID of “ipcam” to login.

A Filezita EEREl
File | Edit View Transfer Server Bookmarks Help
Site Manager... CTRE+S
Copy curr ctign to Site M ;
Cepy current cennection to Site Manager L. E
Mew tab CTRE+T -
Close tab CTRE+W
Export...
Import.. =
Shiow files currently being edited... CTRL+E .
Exit CTRL+Q
E‘EE' Computer - I
Filename ~ Filesize Filetype | Filen ame Filesize Filetype Last m
fr - R
4 | 11 | F 4| i | b
4 directories Mot connected.
Server/Local file Direction Remuote file Size Priority
i, I | b
| Queued files Lﬁi@& transfers LSun:essfuI transfers
Opens the Site Manager B Queue empty ve
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Site Manager 2

Select Entry:
! General | Advanced | Transfer Settings | Charset |

L § My Sites - —
— 4§ Demo Host: € g92.168.16 D Port@

Protocol: 1FrP - File Transfes Protocol f ‘-.J

Encryption:  |Use plain FTP ~]
{f_'\
Logon Type: f Normal v|
2. Type ina name :m | m
Account:
Comments: \ b o
1. Click New Site 3. Enter the IP,
/‘ user name

[ rewsb, | [Chewrader ] and password

| MewBookmark | | Rename |

[ oeete |[ cmy | L

4. Click to Connect

[ comect” [ ok | [ cancel |

& New site - ipcam@192.168.1.6 - FileZilla

Ele Edit View Transfer Server Bookmarks Help
d-FTerssaky RPN
Host: | - | passwerd: | | port: | | [ Quickcornect ][+
.
o~ PAGS FHFEFE ~
Respond=: 230 Logged on
atyf: Connected
atils: Retrieving directory listing... "
g Login successful!
Respdgse: 257 "f" s current directory, =
atus: Directory listing successful v
| New ste - Pewa2102,168.1.6_>e~Tlew site - pam@192.168.1.6 X | New site - pcam@®192.168.16 X | .
Local site: [D:\temph v | Remote site; |/ v
# & Recycled aleo?
& () Syster Yolume Information
) temp
& ) templ |
Filename / Filbsze Filepe &
& video 20110405_I917230... 20505421 VLC media Foos T | Fotne 8
A video 20110406 215054 5... 5,581,650 VLCmedia o "B k5 041411142058 658 avi 2,619,562 VLC medin, —
& video 20110407 064404 5., 1869857 VLCmedin _ | 4 ooy img 041411_143200_947 avi 3,862,854 VLC media.
A video 20110408 132333 0. 2555041 VLCmdin M | B o e mme e - S o
< i | ol @ %)
126 files and 2 divectories. Total size: 1,567,603,269 btes 74 files and 2 directories. Total size: 568,543,113 bytes
| ServerLocal il Direction  Remote file Size Frority | Stts
| Queued files | Faled transfers | Successful transfers
£ W Quene: empty e
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7.

7Z FileZilla Server (127.0.0.1)
Ble Server Edit 2 =
58 BE6 2 s @

Now the FTP server is ready to store the evengirigd photo images from the network
cameras. Following is a screen which the userssaayon the FTP server software when a
network camera is transferring photo image fileshh®FTP server.

WWUUDES GU LI NS LT U I IF =

(D00025)2011/543 4 07T:16:19} ipcann {
({O00025)2011/543 _E4F 07:16:19]- ipeam (1

(000025)201 1/542 B 07:16:190- 1pcarn {192.168.1 993> 150 Connechion sricepte
(D00025)2011/543 E4F 07:16:19} §
(000025)2011/543 _|4F 07:16:19 \ ipeam (
(D000Z5)2011/553 _EF 07:16:19 -§
(000025)2011458 _FF 07:16:19 -
(000026)2011/543 £ 07:16:20 - (not logeed ) (192.162.1 99)> Comnected, sending welcome mesage...

(O00026)2011/573 L4 OT:16:20 - (not logesd in) (192.168.1.99)> 220-FileZilla Server version 09,37 beta

(DDBO26)2011/5/3 _FF 07:16:20 - (ot logged in) (192,168 1 99)> 220-ywritten by Tim Kosse (Tin Kose @gmi de) !
(DD0026)2011/53 _E4 07:16:20 - {not logged in) (192.168.1 99)> 220 Please visit hitp feourceforge net'projects/filezills/ v

178 00 1.3 = TTIEL

User name =

0.7.79)
0

A68.1 99%: 226 Transfer OK _
92.168.1.99)> QUIT Transferred file
carmn 192 168.1 99 221 Goodbye
{192.165.1 99 disconnected.

(D - | Account f @ [
~Ce 000026 {not logged ) 192.1658.1 99 .
From this IP

| >
11,251,386 bytes received 0Bfs 3,363 bytessent 134 B 48
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8. Please note that this FTP server may also be atds®ugh Internet externally. Following
screen shows an example of how the user may caogflga broadband router to make this
FTP server accessible from web externally. In thedixed web IP of this connection is
219.86.240.235, and then the users from outsideavesss this FTP server from the web
address oFTP://219.86.240.235:23ow. In other words the user can access this ENRB

by the IP of both 192.168.1d6 219.86.240.23%0om near end after the NAT Virtual Server is

properly routed.

- Virtual Server

o

o

Setting up Virtual Servers allows remote users to access senices such as Web or FTP on the LAN via public IP Addresses.

No. Private IP Private Port Type Public Port Comment Enabled
1 192.168.1/99 Both v | [evP201 |
2 192.168.199 | 556 Both v [s6 [evPz01 |
3 1921681188 | Both v 2 ] [evP-201w |
4 192.168.1[188__ | 557 Both v [5s7 [evP-201w ]
5 192168.1[20 | T E— Both-x. T [GVP-1VR0S |
6 <l | T Both v B ] FrPsener | >
7 192.168.1 — —rep—o i ', O
8. 1921681 | [— TCP v o 1 ]

In terms of how to get your fixed web IP addredsage refer to your Internet Service
Provider for more details. Usually PPPoE is thetnrsosxmon protocol used for getting fixed
IP, and following image shows you the setting screlesuch PPPoE

ASUS RrRx3081

sus

| Product Hame ASUS RX3081

Wizard . System Status R

System Status

3 System
ﬁ System Settings
B Administrator Settings
ﬁ Firmware Upgrade
B Configuration Tools
“f System Log

3 waAN

3 LAN

3 nAT

(20 Firewall

(3 Routing

3 uPnp

(3 DDNS

Logout

This page displays the LANAWAN connection status, firnware/hardware version, and number of connected
clients in your network:

Cable/DSL

WAN IP

Subnet Mask
Gateway
Primary DNS
Secondary DNS
Connection Type
Connection Time

IP Address
Subnet Mask
DHCP Server
NAT

Firewall
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WAN
Connected
219.86.240.234
255255 255 0
211.78.222.137
61.31.233.1
61.31.11
PPPoE
03:10:38

Disconnect

LAN
192.168.1.1
256.255.255.0
Enabled
Enabled
Enabled



Appendix Il: How to install the VLC program

1. You may find this software in the CD, and youyrga tohttp://www.videolan.org/vic/ and
download VLC program. In this page there is a dondield, and it is all up to the users whether
they want to donate to this VideoLan non-profit @gation. If the users do not want to make
donation immediately, just ignore and click on tBbewnload VLC” icon to proceed with the

download.
(= Videol. AN - Official page for VLC media player, the Open Source video framework! - Windows Internet Explorer
@_\ﬂ‘» - |4 wideolan o1g v idp X .:.' |l2-
Eile Edit V¥iew Favoutes Tools Help
x Google v ijma - G- Ezprs @ bongva..~ W -
or Favores 5 VideoL AN - Official page for VLC medi... B- B bev Myv Toky @ 7
Py
Video LA N Aproject and 3 oMt T . composed of valunteers ONATE PayPai
= developing and promoting fres. open-source multimedia solutions o
ORGANIZATION ;aac
s o g

VLC media player

VLC is a free and open source cross-platform multimedia player and
framework that plays most multimedia files as well as DVD, Audio CD,
VCD, and various streaming protocols

» Download VLC

Version 1.1.10 » Windows + 20 M8

Features Screenshots @

Note: this VLC shareware is proprietary of the \HAN non-profit Organization
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2. Install VLC 1.1.10 step by step

& VLC media player 1.1.10 Setup

Licenze Agreement

Flease review the license terms before installing YLC media plaver 1.1.10,

Press Page Down to see the rest af the agreement,

| GMU GEMERAL PUBLIC LICEMSE e
Version 2, June 1991

Copyright (iC) 1939, 1991 Free Software Foundation; Inc,

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, 54
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed,

Preamble

The licenses For most sofbware are designed to kake away wour

%

If wou accept the terms of the agreement, click I Agree to continue, You musk accepk the
agreement ta inskall YLC media plaver 1,1.10,

[ < Back, ][ ek = ] I Cancel ]

A VLC media player 1.1.10 Setup

Choose Components »
Choose which Features of WLC media playver 1.1.10 vou want ko install, ,::‘.

Check the components you want to install and uncheck the components you don't wank to
install, Chick Next to continue,

Select the type of install: | Fudll w
Or, select the optional | Media Player (required) A
Jl:nosr;a;?nws you wish to . Sl-arl: Menu Shortcut

EI Drscs P!avba

ey BT ] B
Descnptmn

Space required: 60,5MB The ¥LC Activel plugin

| <gack || mext> | [ concel |

Be sure that the “Mozilla plugin” is selected iethsers need to use Firefox as web browser too, in
addition to Microsoft Internet Explorer. This plags used for audio function.

74



Appendix Ill: How to replay the recorded video with VLC program

The following image is an example screen showirgvitleo clip files which a user has collected
inside a PC folder named “temp”.

There are two types of files in this example. Tikesfwith the file format of
“YYYY-MM-DD_TT-TT-TT” format are recorded in the Miro SD card, and the ones in the format
of “video_YYYYMMDD_TTTTTT_nnn” format are recordebly the web browser’s Web
Recording function.

Select one or more files to open BE
Tl _) temp V._ e W% e i, 4
[ AzrT0s 0 9045 & vieo_20110406,_215054_578
i #3 2011-05-01_ 09-54:27 & video 20110407 024404 546

A video_20110408_132333 057 >

iﬁﬁm&f& (& 201 1-05-20_08-00-25

BN 2011-05-20_09-24-09 S TR
{:} Y 2011-05-20_ps-a1-00 Web recording
Y 2o11-05-20_08-41-46

A ‘ P 2011.05-20_po-07-21 | viaweb browser

WY 2011-05-20_0o0o-s2
-~y \ PN 011-05-20_09-12-04 |
Eio Iy 2011-05-20_ 09-24-20 / The video files
- FY2011-05-20_09-27-27 from the Micro SD
e YY1 -05-20_0-50-16 card
L L R N 011:05-90_00-35-98
. A, video-201H0405_191723_033
“« | — '
WELOFH  pew “2011-05-20_09-35-28.mpd" "2011-05-20_{ v
BRI fMedia Files { *3g2 *3gp * 3ep2 * 32pp *ams ¥ | ]

Select whichever file the user want to replayh# tiser has selected more than one file then the
VLC will replay sequentially. The user may click thre mouse together with combination keypads
of CTRL or Shift on the keyboard to select moredihltogether.

The multiple-selection is very useful, becauseuers may need to replay video data for a long
period of time either from the SD card or Web Rdauy function.
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A riep:/1192,168.1.20:554/700 - VL€ media player
Media Playback Audio ¥ideo Tools View Help
GVP 2]

201 2

] Wl EEm S e

Note: the users may right-click and choose “futegn” mode for full-screen display.
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Appendix IV: Commands for system integrations

- http://N.N.N.N/tmp/snap.j
Thehttp://[IPcam IP]/tmp/snap.jpg command is to retrieve for the 640x480 image Wvisc

generated by the cameras at the speed of one ipeagecond. The quality of such image
should look good to you too, although it is only XG

You may use Http://[IPcam_IP]/cgi-bin/admin/snapshot.t@GI command to get 1600x1200
images. We recommend not to send this commandiereatoo frequently, because such CGI
command will ask the camera to send out immediategapixel image, while too frequent
CGI commands would definitely make the camera umstdoecause frequent CGl commands
like that have not been expected in its existindeso

Both kinds of commands mentioned above are diftef@mehttp://[IPcam_IP]/tmp/snap.jpwill

not cause too much loading to the cameras, becaieselfps VGA image has already been there
already, but théhttp://[IPcam_1P]/cqi-bin/admin/snapshot.t@Gl command will ask camera to
do a lots of works that it will cause heavier lo&mishe cameras.
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