Domino Security — Antivirus — User Manual

This document will provide you with all of the required information related to the Domino Security —
Antivirus program. In this document, we will explain how to install and run the program, and what
features it has to help keep you protected from online threats.

The Installation

1) Once you have purchased the Domino Security — Antivirus program, you will be sent an
email (to your PayPal email address) that will contain instructions on how to login and
download the program, along with a username and password to login to the website.

2) Once you have downloaded the program onto your computer, using the instructions sent to
you by email, you must find and run the program. It will look something like the following;

DSecaV-Client.exe

3) Once you run the program, you will see the following box pop-up on your screen.

-

DSecAV-Client - InstallShield Wizard

Preparing to Install...

DSecAV-Client Setup is preparing the InstallShield Wizard, which wil
guide you through the program setup process. Please wait.

Decompressing: DSecAV-Client.msi

P

Cancel




Depending on how your computer is setup, you might see the following message while
trying to install the program.

Prerequisites

These programs are neaded For the application to run, Click on the check box
next to a prerequisite ko select it for install or ko skip it.

Marme Yersion Ackion
\MET Framework 4.0 Required: 4.0 or higher, Found: ... Download

Press the Mext button ko download the prerequisites.

[ < Back [ Next = ] [ Finish ] [ Cancel ]

If this screen appears, select the Next button, to begin installing the required applications to
be able to run the antivirus.



4) After this process has finished, you will see another box pop-up on your screen that looks
like the following image;

Domino Security

- Anti Virus.

- Anti Malware.

- Anti Spyware.

- Trojan Defence.

- Rootkit Detection.

For home and business.

InstalShield

At this screen, select the Next button.

5) At the next screen you will see the following;

Welcome to the InstallShield Wizard for
DSecAV-Client

The InstaliShield(R) Wizard will install DSecAV-Client on
your computer. To continue, click Next.

WARNING: This program is protected by copyright law | |
and international treaties.

At this screen again, click the Next button.



6) After this you will see the following screen;

Ready to Install the Program

The wizard is ready to beaqin installation.

If you want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.

Current Settings:

Setup Type:
Typical

Destination Folder:
C:\Program Files (x86)\Domino Securit\DSecaVy,

User Information:
Mame:

Company:

Instalshield

[ < Back ][ Install Cancel

This screen tells you where the program will be installed to. Domino Security - Antivirus is
always run from the C: drive or the file system drive for best performance. At this screen, to
initiate the install of the program, click the Install button, and the program should start to
install the required files to your computer.

7) After you click the Install button, the install will begin and the files will be unpacked and
copied into your computer. The install process looks something like the following;

= x

75} DSecAV-Client - InstallShield

Installing DSecAV-Client

The program features you selected are being instaled.

Please wait while the InstalShield Wizard installs DSecAV-Client.
This may take several minutes.

Status:

InstallShield



8)

9)

Once the install process is completed, the following screen will appear;

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed
DSecAV-Client. Click Finish to exit the wizard.

Launch the program

On this screen, you have the option to run the program once you tick the Launch the
program button, or you can click Finish without the box ticked and run it later.

An icon, like the following - will be placed on your desktop for ease of access.

When you run the program for the first time, you will be prompted to enter your unique CD-
KEY. Your CD-KEY would have been emailed to you (to your PayPal email address) during the
purchase stage. The CD-KEY registration screen is displayed in the following image;

KEY: | |
[ﬁ Help ]

I.d::. Register J[ﬂ Cancel

Just enter your CD-KEY into the KEY: field, and click the Register button. Once the
registration process is completed, the program will launch and start to monitor your system.



If your CD-KEY is invalid, and gets reject, you will see a dialogue box that looks like the
following;

! E This CD-KEY has already been used or is inavlid.
L

And if your CD-KEY is valid, then it will be accepted by the application, and you will see a
dialogue box that looks like the following;

1 ) ‘Your CO-KEY has been accepted

If you have any problems registering your CD-KEY, then please contact support. Click the
Help button for more information or visit our website; https://www.dsec.co.uk



https://www.dsec.co.uk/

How To

1)

Once you have registered the program, you will see the main screen open up. It will look
something like the following;

=y Security - Antivirus | Client

Domino Security - Antivirus

Mair ‘ Scanner H Reqisty H LIVE Pratection H Files Detected H Settings “ About ‘
- 0 i
Custom Scan System Scan Update Spstem Status Latest Threat Registry Check
Statistics
W LIVE Protection Status: - On @ Ful System Scan Perfformed:  Yes @ |LastScanDate:  05/03/2013
W Wirus Database Upto-date: Yes '@ Full Registry Scan Performed: Yes :0: Tatal Threats Faund:

This is the main menu of the program. From here you can select what feature you would like
to run. This main page also contains useful information about certain features of the
application, as explained below.

LIVE Protection Status — This will tell you the current status of LIVE monitoring system
(on/off)

Virus Database Up-to-date — This will inform you if you have an updated virus definition
database on your PC.

Full System Scan Performed —This will tell you if a full system scan has ever been run.
Full Registry Scan Performed — This will tell you if a registry scan has ever been run.
Last Scan Date — This option will inform you of the lasttime a system scan was performed.

Total Threats Found — This feature will show you a combined total of file threats Domino
Security — Antivirus has found and protected you from since the program has been installed.



2)

Before you can begin scanning, you will need to download the virus definition database. To
do this, open the Domino Security Antivirus application. From the main screen, select the
Update button. After this you should see the following screen;

& Update Tool E“El@

| |

i Download
Pleaze click download to begin downloading the vinus
databaze. This could take a few minutes, depending on
0 your connection zpeed.

Update

Connection Status: Online 'i,:_-d

At this screen, click the Download button to start downloading the virus definition database.
Once the download has finished, you will see a dialogue box appear on screen confirming
the download was successful.

Antivirus-Client fg|

L3
1 ) Update Completed!

If you are experiencing connection problems, you might see the following errors.

Antivirus-Client

@ Unable to ping because a network connection is not available,

a8 Update Tool

i D'ovnload
Fleaze click download to begin downloading the vius

databaze. Thiz could take a few minutes, depending on
wour connection zpeed. B Cose

Connection Status: OFffline 5;_-4

The reasons for this could be, you have no internet connection, or our server is offline.



3)

4)

5)

If you just want to scan a single folder, then you can use the Custom Scan option. Once you
click the Custom Scan button, the following screen will appear;

Browse For Folder E]

@' Desktop
B My Documents

:é My Compuker

& 1y Network Places
2 Recycle Bin
[C5) final releases
|53 Mews Folder

|5 test

Custom Scan | MakemewFolder | | ok || cancel

This screen will allow you to choose an individual folder to scan.

Another scanning option on the program is a full system scan. You can use the System Scan
button from the main menu to start running a full system scan.

Syztem Scan

A pop-up message will pop-up after the scanning process finishes with details on what was
found.

Antivirus-Client E| Antivirus-Client [z|

-
1 ) Finished Scanning Folder! @ Threat detected!

Domino Security Antivirus will continue to monitor your system in the background, even
when you close the application. You will see an icon in the bottom right of your taskbar,
telling you that the program is still running in the background. It will look something like the
following image;

Ankivirus - Monitaring

En )4 < LI 9L L




6) Under the Scanning tab on the main menu, is where your currently active scan will be
shown, this screen will give you a full analysis of the current scan. The Scanning tab looks
like the following.

Ei Domino Security - Antivirus | Client

Domino Security - Antivirus

Main Scanner ‘ Reqisty H LIWE Protection H Filez Detected H Settings “ About ‘

O Files Scarned: 1] CPU Usage: [ | 0%
7 Tatal Files: 0 RAM Usage: [EEEEEE ) 17z
ﬁ Infected Files: 1}
€ sean Time: o:0:0 — =
(Haur / Min / Sec] [aHesume ] [(0 Pause ] [ Abart ] [u.j Stats On ] [Q Statz OFf ]

This is the scan menu. All the details of your current scan will be shown in here. The Stats
Off button will turn off the CPU Usage and RAM Usage monitors. As shown in the image
below.

A Fles Scanred:
. Total Files:
ﬁ Infected Files:
@ Scan Time:

[ e R = I — |

HD:UID."Il‘;ﬂiE."'SEC] [uHesume ] ’w Pause ] [ Abart ] ’u.j Stats Dn] La Stats Uffl




7) You can use the registry scan feature to scan your systems registry for malicious registry key
entries. To run aregistry scan, just click the Registry Check button from the main menu. The
registry scanscreen looks something like this;

®

Fiegiztry Check

2 Domino Security - Antivirus | Client |:||: [g|

Domino Security - Antivirus

‘ M ain H Scanner ‘ Fegisty ‘ LIWE Protection “ Filez Detected H Settings “ About ‘

Threats Detected: 0

[t‘ Open Log ] [ﬂ Save Log ] [x Delete Fey ] ) Keylnfo

In this screen, you also have the option to open previous log files with the Open Log button,
save the current detections to a log file with the Save Log button, delete the malicious key,
by selecting the key in highlighted in red and clicking the Delete Key button and get
information about the key with the Key Information button.

Startup Key

= Reqistry Key Information:
\y HKEY_CURREMT_USER)SoftwareiMicrosoft) windows)CurrentbersioniRun ctfmon. exe
CWINDOW S system32hctFron. exe

This is the key information screen. This screen will tell you the properties of the selected key.



8) The Domino Security Antivirus program alsoincludes LIVE protection. LIVE protection scans
files in the background at a slow rate, sothat it doesn’t use up any resources on your
system. LIVE protection is enabled by default.

2 Domino Security - Antivirus | Client

Domino Security - Antivirus

‘ Main Szanner H Fregisty ‘ LIWE Pratection ‘ Filex Detected H Settings “ Ahout ‘

CADOCUME ~1hadmintLOCALS 15T emp\Perfib_Perfdata c58.dat A
CADOCUME ~1hadmintLOCALS 15T emp\Perflib_Perfdata_c58.dat ==
Cw/ANDOWS Aepstern32hconfighsystern. LOG
CAWINDIOWS Sepetem32hoonfigheystem. LOG
AWM DIOWS Sspstem32hconfighsystem LOG
WM DIDWS epstem 324 confighsoftware. LOG
WM DIDWS epstem 324 confighsoftware. LOG
AWM DIOWS spstem32hwbemt Logshwbemcore log
C:Aw/ANDOWS spztern32%whem' Logshwbemeare log
C:Aw/INDOWS spstem32hconfighsoftware LOG
C:Aw/ANDOWS \system32whem' Logsiwbemcare log
C:AwANDOWS \spstem32hwbem' Logshwbemcore log
C:Aw/ AN DOWS spster32hwhem' Logshwbemess. log

[Enable | [3¢{Disable |

P
W

=

e
S Protection Status:  LIVE Protection Enabled ')

|:| Files Scanned: 1067

J'D Last File Scanned:  C:\wINDOWS \spstem32\confighzoftware LOG

When LIVE protection is enabled, the Protection Status will change to green text saying
“LIVE Protection Enabled”.

3 Domino Security - Antivirus, | Client

Domino Security - Antivirus

‘ Mair Scanner H Reaistry LIWE Protection Files Detected H Settings “ About ‘

CADOCUME ~1hadmintLOCALS 15T empPerfib_Perfdata_cSc.dat ~
CADOCUME~1hadmintLOCALS 15T empPerfib_Perfdata_cSc.dat =3
C:ADocuments and Settingshadmintntuser.dat LOG =
C:A\Documents and Settingshadmintntuser.dat LOG
C:\Docurent: and Settingshadminintuser.dat LOG
C:\Docurent: and Settingshadminintuzer.dat LOG
C:\Docurent: and Settingshadminintuzer.dat LOG
C:ADocuments and Settings\adminbntuzer.dat LOG
WM DIOWS \epetem32hconfigheofiware LOG
WM DIDWS epstem 324 confighsoftware. LOG
WM DOWS Sepstem32wbemt Logshwbemcore log
AWM DIOWS spstem32hwbemt Logshwbemcore log
C: 4w N DS \spstem 324 confighsoftware. LOG

[#7Enable | [3¢Disable

1
W

=

N

S Protection Status:  LIVE Protection Disabled j

|:| Filez Scanned: 94

J'D Last Filz Scanned:  C\WwNDOWS hspstema2h confighsystern. LOG

When LIVE Protection is disabled, the Protection Status will change to red text saying “LIVE
Protection Disabled”. The main menu will also state if LIVE Protection is enabled or disabled.



9)

Domino Security Antivirus will log any virus detections that you have encountered in its Files
Detected screen. Here you can see all of the threats that have been detected from the
current scan and their location.

12 Domino Security - Antivirus | Client

Domino Security - Antivirus

Fegistry

‘ Main

‘ Scanner LIVE Pratection Files Detected Settings H About ‘

CDocuments and 5 ettingzadminthy DocumentsyD ovnloadz Copy [10] of eicar.com e
CDocuments and 5 ettingzadminthy DocumentsyD ovwnloadz Copy [17] of eicar.com =
CDocuments and 5 ettingzadminthy DocumentsyD ovwnloadz Copy [12] of eicar.com

CDocuments and 5 ettingzadminthy DocumentsyD ovnloadz Copy [13] of eicar.com

CDocuments and 5 ettingztadminthy DocumentsyD ovwnloadz Copy [14] of eicar.com

CDocuments and 5 ettingztadminthy DocumentsyD ovnloadz Copy [15] of eicar.com

CDocuments and 5 ettingzadminthy DocumentsyD ovnloadz Copy [16] of eicar.com

CADocuments and 5 ettingztadmintMy DocumentsyD ovnloads“Copy [17] of eicar.com

CDocuments and 5 ettingztadmintMy DocumentsyD ovnloads“Copy (18] of eicar.com

CDocuments and 5 ettingztadmintMy DocumentsyD ovnloads“Copy [19] of eicar.com

CADocuments and 5 ettingzadmintMy DocumentsyD ovnloads“Copy [2] of eicar.com

CDocuments and 5 ettingztadmintMy DocumentsyD ovnloads“Copy [20] of eicar.com =
CDocuments and 5 ettingztadmintMy DocumentsyD ovwnloads“Copy [21] of eicar.com
CADocuments and 5 ettingztadminthMy DocumentsyD ovnloads“Copy [22] of eicar.com
CDocuments and 5 ettingztadmintMy DocumentsyD ovnloads“Copy [23] of eicar.com
C:ADocuments and Settingshadmintdy Documents D ownloads\Copy [24] of eicar.com
C:ADocuments and Settingshadminty Documents D ownloads'Copy (28] of eicar.com
C:ADocuments and Settingshadmintdy Documents D ownloads Copy [26] of eicar.com
C:Documents and Settingshadmintkdy Documents D ownloads“Copy (3] of sicar.com

[E‘ Open Log ] [FI Save Log ] ['ﬁ Delete ] @ Delete Al ]

=

@ File Detals | (2] Fepart File

In this screen, you also have the option to open previous logs, save the current log or
deleted any threats that have been detected while running a scan.

To delete threats detected via a manual scan, highlight the threat and click the Delete
button, or if there are multiple threats, you can click the Delete All button to remove all of
the detected threats, as shown below;

Antivirus-Client

@ Threat detected!

[¥% Delete | [¥ Deletesl |

After you have deleted the threat, the following dialogue box will appear, to confirm that
the threat have been successfully removed from your system.

Antivirus-Client

-
- | J Threat Was Remaoved Successfully!




At the end of the scanning phase, a dialogue box will appear informing you that the scanning
process has been completed, another dialogue box will appear if any threats where found.

Antivirus-Client

Antivirus-Client E|

-
@ Threat detected! \!2 Mo Threats were detected, Scan Window will close!

You can alsosee if any threats where found while the scan is still in progress by clicking on
the Scanner tab and checking the Infected Files section. A dialogue box will appear on
screen once the scan has ended, as shown below.

Antivirus-Client fgl

L3
1 ) Finished Scanning Folder!

When LIVE protection detects a threat, you will see the following screen pop-up;

£ Threat Detected |Z| Iﬁlle

Virus Detected!

. ? 1 A wiruz wasz detected! Howewer it wil
u be removed after you cloze this window.

CADOCUME ~1hadmint LOCALS =15 Temphoil QE.+h0 com. part

I‘% Cloze And Delete l

This screen blocks any access to the detected file so that it can’t cause any harm to your
system. Then to remove the threat, just click the Close and Delete button.



10) If you know there is a malicious file on your system, but Domino Security — Antivirus hasn’t
detected it, you can submit it to our lab for testing. If we consider the file to be a genuine
threat, then we will add it to our virus database. To submit a file to our lab for testing, go
into the Files Detected menu and from there select the Report File button, as shown in the

image below.

Once you click this button, another window should open up, that looks something like this;

= Report Malicious File |Z E|E|

Fieport & File
[ File Location: |E:\virus_eﬂe |
File M arne: .
|wrus.e:-:e |
| SelectFile | [ submit | (& Close |

From this window, click the Select File button to select the file you want to upload for
testing. Once you have selected the file you want to upload, click the Submit button to start
the upload.

Once the file has been successfully uploaded to our lab, you should see the following
dialogue box pop-up on your screen, confirming that the file was uploaded.

Antivicus-Client

\_12 The file has been submitted to our lab For testing.




11) If you are unsure about any files that have been detected by a scan, you can use the File
Details button. This button is located under the Files Detected menu.

. 3
&) File Details

2 Domino Security - Antivirus | Client

Domino Security - Antivirus

‘ I ain “ Scanner “ Registry

‘ LIVE Protection Files Detected Settings “ About ‘

ingshadminiy D oc

[E‘ Open Log ] [FI Save Log ] ['ﬁ Delete ] ['ﬁ Delete Al ] l;{_b; File Details ] [;_—| Report File

To obtain the details of the file in question, selectitin the Files Detected list, then click the
File Details button, located at the bottom right of the screen.

3 File Details

Infarmation

|:|:' File Dretails: C:ADocuments and SettingziadminiMy DocumentziMy Picturesieicar.com
2 File Hash 44d88612feaBaBi3bdeB2e127Babbl2f

:t Yiuz Straine Wirus:DOS/EICAR_Test_File

@ Other Infa: Antivirus Test File

This is the screen that you will see when the button is clicked.
File Details — This is the location of the file in question.

File Hash — The MD5 checksum of the file.

Virus Strain — What type of virus it is.

Other Info — What the file does or what it’s used for.



12) The Domino Security Antivirus comes with a settings profile, so you can change the way the

application works to suit you and your computer. The setting tab looks like this;

=y Security - Antivirus | Client

) : : .
Domino Security - Antivirus

tain Scanner Rieqisty LIWE Pratection Files Detected ‘ Settings About

Spstem Security Syztem Help
[ _‘:"j Lock PC ] [/ Paszword Manhager ] @System Restare ] [i ; ‘; Supstern Backup ]
LﬁFilewall Settings ] [Q" Security Center ] [Q) Help + Support ] [ .4 Repair Sectors ]
Scan Settings Launch with windows

seanpeed [ Enable | [ Disable |
Auta Threat Logaing File Frocess Killer

@ EndProcess Processh ame. exe

Enable  [Detection logging)

Here are some details about what each setting on this page can do.

Launch With Windows — This setting determines if Domino Security Antivirus loads
automatically or not when your computer starts. Clicking the Enable button will make the
program run on start-up, and clicking the Disable button will mean you have to load up the
program manually once logged into your computer. The program is setto run on start-up by
default and it's recommended you keep it enabled at all times, to ensure you are always
protected.

Auto Threat Logging File — This setting gives you the option if you want enable threat
detection logging. Having the box ticked enables the logging of detected threats to a file, so
it can be reviewed and when the box is un-ticked, logging is disabled.

Scan Settings — This option hasn’t been released yet.

System Security — This setting has multiple options under it. All of the options under this
setting use internal windows settings. The Lock PC option will lock the current user account,
same as Windows key + L. The Firewall Settings option will open windows firewall and allow
you to make changes to the firewall on your computer. The Password Manager feature will
open the windows password manager application. This application will allow you to securely
store your passwords so you don’t forget them. The Security Centre option will open the
windows security centre application.

System Help — The system help settings contain full System Backup and System Restore
features. The System Backup option will use windows backup to take a full system backup
and the System Restore option will give you the option to restore your system from a
backup using windows restore.



Help And Support — This will launch your local system help centre. If you have experiencing
system crashes or application errors, they might be down to a problem with your system.
The help and support centre will help you identify and diagnose these problems.

Repair Sectors — This feature will scanyour hard drive for any errors using the check disk
feature built into windows. You maybe be asked to restart your PC to fix any errors that are
found.

Process Killer — With this option, you can end a process or task that has become stuck or
unresponsive. First, acquire the process name and enter it into the text field, then click the
End Process button. For example, if command prompt becomes unresponsive, put cmd.exe
into the text field and then click the End Process button. After this, command prompt should
close.

13) The Latest Threats feature on the main screen will display a screen showing you the latest

and newest threats that are currently spreading around the internet.

Antivirus-Client

N

Latest Computer Threats &s From: 03/08/2012 - 13:45

Zeroficcess.af
ZeroAccess.gg
Zeroficcess.gh
Zerofccess.gi
Ferofccess.gj
Yundo.gen.gy
W32 TRChat.gen. dw
W32 Sdbat  worm! ok
PWiyS-Zbok,gen.ajh
PW¢S-Zhiok, gen, aji
PyiyS-Zbok, gen. ajj
PWS-Zhiok, gen.ajk
Medfos,p
QaniOlyx, a
PYS-Lineage!dn
15/Exploit-Phoe:x. a
15/Exploit-Blacale,fq
15/Exploit-Blacole. fr
o | Generic,grplir

e Generic.grplir

Latest Threat

14) The System Status button from the main screen will tell you if LIVE protection is currently

enabled or disabled. If LIVE protection is disabled, the System Status will display a warning
message, like shown in the following image;

Antivirus-Client

@ Syskem Status Is: WARMNIMNG! - LIYE Prokection is Disabled!




And if LIVE protection is enabled and active, the System Status will display a dialogue
message, like shown in the following image;

Antivirus-Client

" ) Swstem Skatus Is; QK - LIYVE Protection is Enabled

If LIVE protection gets disabled, it will always show a warning message in the bottom right of
the taskbar, as shown in the following image.

LIYE Protection Disabled!

When LIVE protection is re-enabled, the message will inform you that LIVE protection is now

monitoring your system again.

LI¥E Protection Enabled!

ecurity - An.. EN RJEALE 9, 16148

15) The application will sit in the bottom right of your screen in the taskbar and run in the
background. If you right click on the Domino Security icon in the taskbar, you will be
presented with a range of quick menu options. These quick links mean you don’t have to
stop what you're doing and open the program to run the features.

'\ Show
Hide
LIYE Protection
Update

Close

P38y, 1651



16) The last tab of the program you should know about is the About tab. The tab looks like this;

2 Domino Security - Antivirus | Client |Z||:[z|

Domino Security - Antivirus

‘ I air H Scanner H Reqizty H LIWE Praotection H Filez Detected H Settings ‘ About
Application |nfo Detailz
The Doniina S ecurity Antiviruz Client iz aur very
f - P awh in house antivirug praduct to help the home
Domino SGCUFIT_Y - Antivirus or business uzer protect their systems against
Designed &nd coded by: Domino Securty everyday internet threats. With daily updates and

free software upgrades, you are sure to stay one
step ahead of malicious threats. The Domino
Security antivirus product will protect vou from any
type of malicious file, from vinuses and spyware to
rootkits and remote access tools.

Email: info@dsec. co.uk

hittp: A v, dzec, co.uk.

Database Info

Databaze Engine Yersion: 1.0
Wirus definitions: E7070

Last Update: 05/03/2013 221335

Activation Status: Registered

This page contains important technical information about your application, like if it’s
Activated or Trial, the date the virus database was updated, how many virus signatures are
in the database and the database engine version. This page also contains some contact
information if you have any problems running the application.



