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Copy right © 2015 TDSi. All rights reserved.

Time and Data Systems International Ltd operate a policy of continuous
improvement and reserves the right to change specifications, colours or prices of
any of its products without prior notice.

Guarantee

For terms of guarantee, please contact your supplier.

Trademarks

Copyright © 2015 Time and Data Systems International Ltd (TDSi). This document
or any software supplied with it may not be used for any purpose other than that for
which it is supplied nor shall any part of it be reproduced without the prior written
consent of TDS..

Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other brands and product names are trademarks or registered trademarks of
their respective owners.

Cautions and Notes

The following symbols are used in this guide:

CAUTION! This indicates an important operating instruction that should be
followed to avoid any potential damage to hardware or property, loss of data,
or personal injury.

NOTE. This indicates important information to help you make the best use of this
product.
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1. Overview

EXgarde provides the ability to integrate with Simon Voss IP locks by
connecting to the SimonsVoss Wave Net Radio network. The EXgarde
interaction includes controlling and monitoring locks and because EXgarde
connects to the Wave net hub, with each hub handling 16 locks, the only
limitations to this service is hardware capability and the IP lock license.
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2. Getting Started

Before EXgarde can integrate with SimonsVoss IP locks, you will need to
ensure the SimonsVoss locks and hubs have been installed and set up
correctly prior to setup in EXgarde. Please refer to the SimonsVoss
Installation Guide for further information. The IP Lock Service manager will
also need to be installed prior to configuring the IP locks.

The following information will need to be obtained from the SimonsVoss

device address;

0x00000
0x00000
0x0000Q
0x00000Q
0x00000

application.
y
y
y
y
on to the lock body
node type;
GN =ACU P
LN = LOCK AL MY
LN_I_MP|
LN_I_MP|
LN_I_MP|
LN_I_MP]

100

0x00000Q

wn address; connection details;

0x0006;

0x00026;
0x00027;
0x00028;
0X0002A;
0x00028;

192.168.102.234
192.168.102.234
192.168.102.234]
192.168.102.234
192.168.102.234

192.168.102.234
A

Used for the Unit number
and Door Number

Required for ACU IP
Comms details

chiplID;

00016E64 ;
00019029 ;
0001902C;
00019028 ;
0001902D;

Unit Number - This will be the last 3 digits of the GN device address
Door Number - This will be the last 3 digits of the LN device address
Connection details - This will be the IP address for the Hub

PHI String - This is the door locks unique ID. It can also be found etched

nick name; phi; phi string
0001206A ; R

8520266; 00DSG4M
8516878; OQDRXA6
8530052; 00DSM38
8533148; 00DSG4S
8530108; OODS(iGM

Required for the PHI
String details
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3. IP Lock Service Manager

To enable communications between EXgarde and the IP Locks
communication hub, the IP Lock Service must be running. The Service
Manager can be used to configure the IP Locks Service. This can be found
in C:\Program Files\TDSi\Exgarde\IPLocks\IPLockServiceManager.exe.

[E=T oy =)
@Qv\ » Computer b Local Disk (Ci} b Program Files b TDSi » Exgarde b [Plocks = [ 42 ][ search PLocks 2]
Organize » Open New folder =~ [l @
o Mame & Dste modified Type Size &
B Disniosds |2 Exgarde ExgardeSettings.dl /0420141505 Application dens.. S
] Recent Places | Exgarde ExgardeSettings.pdb 28/04/2014 1505 PDBFile 148
2 Exgarde Localization.dll 04IALS Applicstion dens.. 17 k8
5 Libraries | Exgarde Localzation.pdb 28/04/2014 1505 PDBFile 1888
[ Exgarde pb 28/04/2014 1505 PDBFile ke
8 Computer 2] ExgardeTCMLAN 04ALSS Applicstion sdens.. 15K8
| Exgarde.TCM pelb 28/04/2014 1505 PDBFile EHG
G Network ] ExgardeDataDamain.di 04IALS Applicstion sdens.. EHG
| ExgardeDataDamain pdb 28/04/2014 1505 PDBFile 148
2] ExgardeDatalayerdil 04IALSS Applicstion sdens.. ke
| ExgardeDatalayerpeb 28/04/2014 1505 PDBFile seKE
2] ExgardeObjects.dll 04AL55 Applicstion dens.. 12KE
[ ExgardeObjects.prib 28/04/2014 1505 PDBFile HYG
%) PCammunications.dil 04455 Applicstion extens.. 1K8
|| PCommunications.pdb 29/04/2014 1505 PDBFile KB
27 IPLockServiceManager.exe U4 Applicstion 11KB
|| PLockServiceManager.pdb Q0204142 POBFile 2Ke
7 IPLocksService.exe 204ATHS  Applicstion 3KE
| IPLocksSenvice exe.config /04720141646 CONFIG File HE |
| PLocksService pdb 28/04/2014 1505 PDBFile 38KE 7
7 IPLocksServicewshostexe 20420141504 Applicstion KB
| PLocksService wshostexe.config /0420141646 CONFIG File HE
| IPLocksService wshost.exe manifest 08/06/2012 0206 MANIFEST File KB
| MLog.config WOUA162T  CONFIG File KB
%) MLog.dil AU Applicstion extens.. 80K8
= NLagaml LS00 XML Document S0KE
%) Readerodes.dil 20420141505 Application sstens KB
| ReaderModes pdb 23/04/2014 1505 PDB File 2K8
%) Topshelfdl WIS Application sstens 236 K8 =
1| IPLockServiceManager.exe Date mocdified: 21/01/2014 1342 Date created: 21/01/2014 13:42
\._/ Application Size: 110 KB

The Lock Service Manager can be used to control/configure the IP Lock
Service; the start/stop buttons can be used to start or stop the service.
When you first run EXgarde, the IPLocksService will be set to run in manual
mode by default. This can be changed to run in Automatic mode by right
clicking on the shortcut you have just created and selecting Run as
administrator, click yes on the next screen to accept running as
Administrator.
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IP Lock Service Manager

The IP Lock Service Manager will open and 'Start-up type' will default to
Manual. To enable Automatic start-up of the service, click Stop then
Uninstall, then select Automatic from the drop down list and click Install,
next click on Start. From now on every time the PC running EXgarde is
started the IP Service will start.

Startup type

Automatic

a5 IP Lock Service Manager

[ ninztall

=

To check if the service is running and has been changed to automatic start,
go to Services and the IP Locks Service Manager status and Start up Type
should be the same as shown in the screenshot below. Status should be

started and Startup Type should be Automatic

. Services

File  Action

View  Help

P (IR

= Services (Local)

. Services (Local)

Exgarde TP Locks

Stop the service
Restart the service

Description:
Exgarde P Lock Integration

Hame

Description

Status

Extensible Authentication Protocol
% Extour TCM Senvice
i Fax

 Function Discovery Pravider Host

. Function Discovery Resource Publ..,

Group Palicy Client

 Health Key and Certificate Manag..

HomeGroup Listener
HomeGroup Provider
£ Human Interface Device Access

5 IKE and AuthIP IPsec Keying Mod..,

< Interactive Services Detection

% Intemet Connection Sharing 1C5)
JIP Helper

% IPsec Policy Agent

% KtmRm for Distributed Transactio...
Link-Layer Tapalagy Discovery M...

% Microsoft NET Framewark NGEN .
2 Microsoft NET Framewark NGEN .
 Microsaft iSCS Initiator Service
i, Microsoft Saftware Shadow Copy .
Multimedia Class Scheduler
% Nt Msmg Listener Adapter
Hlet Pipe Listener Adapter
Met Tep Listener Adapter
(% NetTep Part Sharing Service
% Netlagon

The Extensible Authent
Extour TCM Senvice

on Protacol (EAP) senvi

Enables you to send and receive faxes, utilizing fax ..

The FDPHOST service hosts the Function Discover,

Publishes this computer and resources attached to..
The service is responsible for applying settings co..
Providdes X.509 certificate and key management se..
Makes local computer changes associated with co..
Performs networking tasks assaciated with config..

Enables generic input access to Human Interface ..

The IKEEXT service hosts the Intemet Key Exchang..
Enables user notification of user input for interacti..
Provides network address translation, addressing, ..
Provides tunnel connectivity using IPV6 transition ..
Intemet Protocal security (Psec) supports network .

Coordinates transactions between the Distributed

Creates a Metwark Map, consisting of PC and devi
Microsoft NET Framewark NGEN

Microsoft MET Framewark NGEN

Manages Interet SCST (SCS] sessions from this c...
Manages software-based volume shadow copies t

Enables relative prioritization of work based on sys.

Receives activation requests over the netmsmg an...

Receives activation requests over the net pipe prot.

Receives activation requests over the nettcp proto..
Provides ability ta share TEP ports over the netiep..
Maintains a secure channel between this compute..

Started

Started
Started

Started
Started

Started

Startup Type  logOnds  *
Manual Lacal Syste
Butomatic Lacal Syste
Manual Hetwork S...
Manual Lacal Service
Automstic Local Service
Automstic Local Syste..,
Manual Local Sys
Manual Local Syste..,
Manual Local Service
Manual Local Syste..,
Manual

Manual

Disabled

Automatic Local Syste..,
Manual Network ..
Manual Network S..
Manual Lacal Service
Manual Lacal Syste
Sutomatic (D... Local Syste
Manual Lacal Syste
Manual Lacal Syste
Automatic Lacal Syste
Disabled Hetwork S...
Disabled Lacal Service
Disabled Local Service
Disabled Local Service
Manual Local Syste.,  ~

|\ Extended { Standard
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4. Firewall Configurations

The default IP ports on the PC EXgarde has been installed on will be
blocked by Windows Firewall. The following steps need to be carried out for
both inbound and outbound rules

Search and open Windows Firewall with Advanced Security

Programs 1)

i ﬂ Windowes Firewall with Sdwvanced Security

Control Fanel id)
ﬂ' Wifindows Firewall
E Allow a prograrm through Méndows Firewall
E Check firewall status
P Check security status

e
4= See maore results

| firewsal|

ElFIICIE
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Firewall Configurations

Select Inbound Rules from the left window and then select New Rule
in the Actions window on the right to start the wizard

ﬂ Windows Firewall with Advanced Security EI@
File Action View Help
|7 |8
&2 Inbound Rules Name»—Gmup‘ IR s
% Outbound Rules r
5’;.. Connection Security Rules QEranchCache Content Retrieval (HTTP-In)  BranchCach &3 NewRule..
5 |_;-1 Monitoring QEranchCache Hosted Cache Server (HTT... BranchCach T Filter by Profile )
°Eran(hCa(hEPEErD\s(nvery(WSD-In) BranchCache 2
9Connectto a Metwork Projector (TCP-In)  Connectto a W Eilierby State k
°Connectto a Metwork Projecter (TCP-In)  Connecttoa T Filter by Group 4
oCnnnE(ttu a Metwork Projector (WSD Ev... Connectto a View >
QConnectto a Metwork Projector (WSD Ev... Connecttoa 3 R
°Connectto a Metwork Projecter (WSD Ev.. Connecttoa -
@ Connect to a Network Projector (WSD Ev... Connecttoa || = ExportList..
QConnectto a Metwork Projector (WSD-In)  Connectto a E Help
@Core Metworking - Destination Unreacha... Core Metwor
@Cnra Networking - Destination Unreacha... Core Metwor
@Core Networking - Dynamic Host Config.. Core Metwor
@Core Metworking - Dynamic Host Config.. Core Metwor
@Cnra Networking - Internet Group Mana...  Core Metwor
@Core Networking - IPHTTPS (TCP-In) Core Metwor
@Core Metworking - IPvé (IPvB-In) Core Metwor
@Cnre Networking - Multicast Listener Do...  Core Networ
@Core Networking - Multicast Listener Qu... Core Metwor
@Core Metworking - Multicast Listener Rep... Core Metwor
@Cora Networking - Multicast Listener Rep... Core Networ
@Core Networking - Meighbor Discovery A.. Core Metwor +
< | I LA m | b
When the Rule Type window opens, select Port and click next
ﬂ Meww Inbound Rule “Wizard @

Rule Type

Select the type of firewall rule to create.

Steps:
@ Rule Type ‘what type of nle would you like to create?

@ Potocol and Ports

@ Action ) Program
@ Profile Fiule that controls connections for a prograrn
@ Mame @ Port

Fiule that controls connections for a TCP or UDF port,

*) Predefined:
BranchCache - Contert Retrieval [Uses HTTF)

Fiule that control: connections for a'Windows experience.

*) Custom
Custam rule.

Learn more sbout rule types

< Back Hest » ] [ Cancel
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Firewall Configurations

From the Protocol and Ports window, select TCP and in Specific local
port enter 2101 or specified IP port if changed from default then
select next

ﬁ Mews Inbound Rule Wizard @
Protocol and Ports

Specify the protocol: and ports to which this rule applies.

Steps:
» Fule Type Does this rule apply to TCP or UDP?
» Protocol and Ports @ TCP
s Action ) UpP
Frafile
Marne

Does this rule apply to all local ports ar specific local ports?

All local ports
@ Specific local ports: 21
E=ample: 80, 443, 5000-5010

Learn more about protocol and ports

< Back H Mext > ] | Cancel

Select Allow the connection from the Actions window and click next

Q Mew Inbound Rule Wizard @
Action

Specfy the action to be taken when a connection matches the conditions specified in the rule.

Steps:
) Rule Type What action should be taken when a connection matches the specified conditions?

& Protocol and Ports
@ Allow the connection

@ Action This includes connections that are protected with IPsec as well as those are not.
» Profile :

Allow the connection if it is secure
# MName

This includes only connections that have been authenticated by using [Psec. Connections
wil be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

Block the connection

Leam more ahout actions

< Back | [ Next > ] I Cancel
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Firewall Configurations

If you are unsure which of the Profiles need to be selected in the

Profile window contact your IT support.

ﬁ Mew Inbound Rule Wizard
Profile
Specfy the profiles for which this rule applies.

Steps:
& Rule Type When does this rule apply?
@ Protocol and Ports
@ Action [¥] Domain
& Profie Applies when a computer is connected to its comorate domain.
3 Name [¥] Private
Applies when a computer is connected to a private networl location.
[¥] Public
Applies when a computer is connected to a public network location.

Leam more about profiles

< Back |[ Next >

] [ Cancel

Finally, enter the name for the new rule and description if you desire

and click Finish to complete the wizard.

Page 8

ﬁ Mew Inbound Rule Wizard @
Name
Specfy the name and description of this rule.
Steps:
# Rule Type
@ Protocol and Ports
@ Action
@ Profile Name
IP Locks Portal
@ Name
Description {optional):
<Back |[ Fnsh ][ Ccancel
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Firewall Configurations

You can check the new Inbound rule by re-opening the Windows
Firewall and Advanced Security window.

i Windows Firewall with Advanced Security
File Action View Help

e |
& Windows Firewall with Advance BRI ST ES Actions
&3 Inbound Rules e E i + | Inbound Rules A

Qutbound Rules
5";_. Connection Security Rules

@1 Locks Portal &3 NewRule..

» B Monitoring .Eran(h(a(he Content Retrieval (HTTP-In}  BranchCache| ST Filter by Profile »
.BranchCache Hosted Cache Server (HTT... BranchCache 2
.EranchCache Peer Discovery (WSD-In) BranchCache W Elerby Stafe J
.Conne:tto a Metwork Projector (TCP-In) [ Connect to a Network Projector }"UUF' 4
.Connectto a Metwork Projecter (TCP-In)  Connectto a View »
.Cnnnerttﬂ a Metwork Projector (WSD Ev... Connecttoa 5 Refresh
.Connectto a Metwork Projecter (WSD Ev.. Connecttoa = '
@ Connect to a Network Projector (WSD Ev... Connecttoa |= BxportList..
.Connectto a Metwork Projector (WSD Ev.. Connecttoa Help
.Ccmnecttu a Metwork Projecter (WSD-In)  Connectto a
@Core Metworking - Destination Unreacha... Core Networ AR A =
@CoreNetwarking-Destination Unreacha... Core Networ ¥ Dissble Rule
@Cora MNetwaorking - Dynamic Host Config... Core Networ *’ Cut
@Core Metworking - Dynamic Host Cenfig... Core Metwor
@Cora Metworking - Internet Greup Mana...  Core Metwor 52 Copy
(@ Core Netwarking - IPHTTPS (TCP-In) Core Networ || 98 Delete
@Cora Metworking - IPv6 (IPvB-In) Core Metwor D Properties
@Cnra MNetwaorking - Multicast Listener Do...  Core Networ Help

@Core Metworking - Multicast Listener Qu... Core Metwor
@Cnra Networking - Multicast Listener Rep... Core Metwor
@Core Metworking - Multicast Listener Rep... Core Metwor ~
il —T— 3 |y P 3
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5. Configuring EXgarde

To ensure the IP locks will work correctly, check the license server has been
upgraded

| Exgarde License Senser EI@

File

Connected Clients

Product EXg@rde Enterprize Licensed options
Wersion : 4.4.0. Photo 1D R
Licence Key Present Yes Fusion B
_ MICROgarde |
Mawimum Metwork Users — qgn EXtour E
: Elesvator Contral | |
M awimum O oors 200 Evisitar
= E*notify
M aximum Tenants 10 IntlydEI .
[atabaze status Online ;g::\;e'&%léectory
Deleting Events Inactive web %
IP Locks 32
Upgrade

Eopyrig_ht [c] 1996 TDSi

All nghts reserved
Exit

Open EXgarde and create a new portal for the IP locks. Rename the portal
and change the Type to IP locks. Then select SimonsVoss from the Lock
Type menu. The default IP port is set to 2101.

N.B. IP port 2101 may be blocked by Windows firewall, if this is the
case you will have to create a new inbound rule this is covered in
Firewall Config

# MNew [JSave 3 Delete ZF‘rnperties. Q) Events  #] [

Mame
|Simonsyos

-

- Infarmation

Long Mame Camment

. Type af Portal

Type Cornputer
IP locks | | TDSIWINFDE Y4 |

. Portal Configuration

Lock Type
| Simons Yoss j
|P Address IP Port

[127. 0. 0.1 2101

[ Secure Connection

EXgarde SimonsVoss Integration
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Configuring EXgarde

Next you will need to create the ACU which represents the Hub. In
Summary view click on <ACU> and click the drop down list on the New tab

and choose SimonsVoss.

Sictions

% Send configuration and Keys to ACU

#¢ Send configuration to AC1 ‘
A Send all valid Keys to ACL E

4 Dial Rernote ACL

0 Shoy everts

o Showre &larims

A Calculate Key usage in ACU
¥ Update equiprnent states

suspend
4 | 1 |

B Outline | B Summary

% Portals

_ Computers
w D Doors

_:L Readers @CCW Controllers
Wiewr paints @Eiumetric Read...

O Inputs Relays
.-:: Counters

—#* MetCams

3

i lncansistency "%Intruderpanels
e L J

#* Mew |-

expert
exdpander
exinel 2
exioel 4

MicroGarde 1
MicroGarde 2

Aperia

¥ Simonz Yoss

Create uzing Wizard

When adding the new ACU you will need to specify the Unit number and IP
address. Please see your SimonsVoss software to obtain this information.

- Commurications

Cornrnunication Portal

| TDSI4wINTDEVS : 3V ~|
- Canfiguration

ACU Type Detault Configuration

JSimons Yoss J ]DF! Ll

uio Unit Number

| |ooan

Pazaword Auiliary |70 Board

I”” |an installed ﬂ
- Additional Configuration

IP Comms Ewvents Halidays X
IP Address IF Port

1592 168,102, 234 2101

% MNew - e M Delete | 2 Properties | @ Events [)Equipment #] Doorstates > Relaystates »] Counterstates | [[[|Calurmi
=] ‘ Marne | Long Mame | Cornment Unit Murnber
iﬂ-] Name = 0
1 |Simons Wosq [ Commission Mode apero

L1E] Exceld 1
B Infamation C1E] Expander 3
Long Name Comment a EXpert2 2
‘ O MICROgarde 1 o
i Simons Yoss 100
Site
|S\le1 L]

ACU Type will be greyed out and show as SimonsVoss. Click save when

you have finished.

Last Change
23 July, 2015
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6. Configuring Doors

In Outline view the 16 doors belonging to the SimonsVoss will be shown
directly below the new ACU you have created. If you click on any of the
doors the door list will appear in the general display area in the right hand
screen.

Left click on the relevant door in the list and select Properties,

You will need to assign a PHI string and the Door Number taken from the
SimonsVoss software for the lock to operate correctly.

You can also set the Outer & Inner area. The Outer area being the area you
are going from and the Inner Area being the area you are entering into to.

Any unused doors can be disabled by un-ticking the Enabled option in the
Properties window

; EXgarde - Door1
File Edit Actions “iew Tools MWindows Help

COm 00

Actions E | Zproperties oEvents 'F Doar states %Sched
E:Release Doar
B Unlock Door for free access D Mame Croor Humber
° Lock Door to stop all access 1Door1 ]DDD2DU
%Set Coor to controlled access
0 SH o e rents - Information
o Show &larms Long Mame FHI String
Ldl Update equiprment states ] IDSSLB
0 Suspend .
[E] tnstant Repart = Bl )
Dizplay az
v Enabled Door -
B, Outline [ Summary
=08 Access Control Site [ Fire Doar
|_’—_|f;.,'. TLAWINGDEYE - Access Aleas
Elpj Slmo.ns\u"oss Outer Area Inner Area
o D".Scllml:o):so:u":ss ]Public j ]Heception L]
- Door1d - Additional
-0 Doorll Readers I Furctor Schedule Everll
-0 Door12 Event message l Alarm procedure | Relay
-0 Doorl3 [ Door opened
&0 Door14 [ Door closed
- Door15 [ Doorforced
- Door 16 [ Door Lacal alarm
w0 Daar2 [ Door Rernote alarm
- Door3 [ Door Egress on
- Doord i) Door Egress off
- Daors [ Door Lack Strike
- Doorf [ Door Alaren Shunt
@ Door? [ Handle state changed
&[] Door8 [ Lock state changed
@[] Doord [ Key cylinder state ch..,
) Tnputs [ Door Tamper
) Relays [ Door Status
-, [ Door Low Battery
B VUgarde li] Quality of Service
-5 apetio
[]---% IP Mode 1
-5 ACU
[]---_'_5_.- MetCams

When you are satisfied with the information added click Save. You will need
to repeat the configuring doors process to when adding a new door.

Page 12
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/. White List

The white list is a list made up of specified Keyholders and their key
number. The list can be downloaded to each lock to ensure that if the IP
lock service is disconnected or the server goes down, the specified

Keyholders will still have access.

To create a White list, ensure the SimonsVoss IP locks are installed and

operational.

The First step is to open the Access Tab under Keyholders.

Actions

Z|Instant Report

Ao Keyholders [ Keys

e — a
i A Aocess Groups & Badge Designs

M ame
#" |54 wihite List

- Information

Laong Mame Comment

Click on the New tab to create a new group and label it appropriately.

=
#MNew v []save 3 Delete |£Pr0perties | l£ﬁﬂSchedule

- Configuration

Accesz Group Schedule

I Unrestricted Access

Access Areas keyholders

[~ Include Intwhite List
;I [~ Intruder System Users

| Arcess frea I

M Public

LM Boardroorn 1
M Building
[TH Canteen
[THA Carpark
M Developrnent
[T 1T Dept
COM Lab

I Office

[TH Reception
LI sales

Last Change
23 July, 2015
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White List

Access Group Schedule

| Unrestricted Access

- Lists

Access Areas

LJ [ Intruder System Uszers

Keyhaolders

W idnclude [nwihite Lisk

| Access Area

M Public

LI M Boardroom 1
M Building
LIM Canteen

B Carpark

LI M Developrrent
LIM IT Dept

M Lab

LB Office

LB Reception
LB Sales

- Lists

Access Areas

Keyholders

Mame

Tenant

vl B¢ Keyhaolder 1
v & Keyholder 2
& Keyholder 3
D& Keyholder 4
[ & Keyholder 5
[ & Keyholder 6
& Keyhalder 3
D,!@ Keyhaolder 4
D,!@ Keyholder 5
D.f!@ Keyhaolder &
v & Keyholder 7
[ & Keyholder8
[ 8¢ Keyholder 9
[18¢ Keyholder 10

Landlord
Landlord
Landlord
Landlord
Landlord
Landlord
Landlord
Landlord
Landlord
Landlord
Landlord
Landlord
Landlord
Landlord

 BelES Tt & SolA

In the new group configuration, there is a check box to 'Include In White
List'. This check box will ensure any Keyholders are sent to the locks.

You can then specify which Access Areas this new group will have access
to.

You can also specify which Keyholders will be included in the white list by
selecting the Keyholders from the Keyholders tab.

When you have completed the setup, click on Save. This will prompt your to
refresh the ACU's in the system.

Page 14
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White List

To ensure the White list is sent to the SimonsVoss readers. Go to the
Equipment Tab and select the SimonsVoss ACU.

Then select the 'Send all valid Keys to ACU' from the Actions Menu.

Actions

¥ Send configuration and Keys to ACU
% Send configuration to ACU

Ai%end all valid Fews to ACU

48 Dial Rernote ACU

QShnw e it

oShnw.&Iarms

A Calculate Key usage in ACL

#| Update equipment states

Suspend
L | (L I

m

This will complete the process.
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TSI

ACCESS EVERYWHERE

8. Office Mode

One of the key feature EXgarde and SimonsVoss can perform is the ability
to operate an office mode on any of functioning locks. Office mode allows a
Trustee to permanently unlock a reader with 2 or more presentation of their
card. This feature is particularly useful if do not want to issue cards but still

would like non card holders to access and area |.E a training room.

To set up office mode, you will need to enable the Multi-card function,
establish trustees and apply the office mode to the required locks.

To enable the Multi-card Access Support function, click on the system
setting button and navigate to the options tab.

l%ES»::H edules . Database Users E! Operators

i 4¢ Options 55 Netcam type list

kﬁ Keyholders

|
" Equiprnent

ﬁ Reports

EXgarde SimonsVoss Integration
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Office Mode

Within the System Option menu is Compatibility. This option will allow to
enable Multi-card Access Control Units. Ensure this has been selected

before you save and exit.

Syztem Option

[ Exseres Access Contral Units

[ Multi-card Access Support
[ Dizable Events

E4 F:: M awirmum number of Group Schedules

Options |
¢ About EXgarde

%< Event Log Control

%< Area Bookings
fxﬂccupanq,r

%< Keypad-only Digits

#¢ Universal Decode
"xEnrDIment Readers
'xBiDmetric Enroclment
%< Reader Types
’,‘(Update Statistics

%< Video Verfication Opti...
% Dual Login

"xWizard Defaults

Next you will need to set up a trustee, to do this open the properties tab on
the desired Keyholder and select the Trustee radial button.

# New ~ [Save 3 Delete = ﬁF‘rn:nperties. @@ Search

) Show events  [if] Keyholder access  #¢Export Keyholders  §

&

M arne
\New Keyholder 1

- Kevhalder Infarmation

Long Mame Comment

| |
- Kevholder Keys

F.ey to izsue Type

Li l Microcard

- Keyholder Secunty Options

" Keyhalder | Access Group

o Trustes v .& All

' : v #% Everyone
[]# Development
14 Floorl
14 Floor2

[T Extended Lock Time
[ Matification

[ lgnore AFPE

Click save when complete.
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Office Mode

The final step is to enable office mode on the desired lock. To do this select
the relevant reader or readers from the equipment list and select the

properties tab.

Actions

) Show events
. Show Alarms
D Su spend
Instant Report

|E§=Outline [ Summary

-8 Access Control Site
&2 TDS-WINTDEV?

-7 ASSATP

|_E=_|---g;i’/ SimonsYoss

E1-[F ] SirmonsVoss

-0 Doorl

- [ Doorl0
-0 Doorll
- [ Doorl2
-0 Doorl3
-0 Doorl4

iy 00w O e O e W
(e e B R R B

Select the Multi-card tab and select Office Mode from the Multi-card Access

fI] Readerl
4 Doorl Lock Strike
il Public (Quter Area)

Mode drop down menu.

- Additional

Multi-card

Events

kulti-card Access Mode

Qffice Mode

=l

0ff

»

m
m

Reader Mumber

3 Mame

u.' IHeader1
+ Infarmation
. Optiong

¥ Enabled

¥ Keypad Fitted

¥ Bi-colour LED Fitted
- Cugtom

Reader Type

I

Display az
Swipe hd

Associsted Biometric Feader

I I agnetic

Universal Decode File

;I INone ;I

- Additional

Office Mode

Size

EE

To complete the process, click the Save button

Multi-card Access Mode

&l

Multi-card Events

Timeout

o H
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