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Abstract. A real-timekernelproviding multitaskingandtiming serviceds afun-

damentabomponenbf ary real-timesystem.Timing serviceswhich arecrucial

to the correctexecutionof this kind of applications,are usually provided by a

real-timeclock andtimer managerwhich is part of the kernelandimplements
the requiredfunctionality on top of the one or more hardware timers. Kernel

timing servicesmustbe implementedcarefully in orderto avoid raceproblems
andinconsistenciesvhich may be causedy the factthat mary commonhard-
waretimer chipsarenot intendedat a directimplementatiorof softwaretiming

services.This paperprovides adviceon the implementationof two of the Ada
timing servicesAda.Real_Time.Clock, andabsolutedelays(delay until). The ex-

ampleimplementatiorof both servicesn the OpenRavenscarKernel,which is

basedntheideaspresentedn the paperis alsodescribed.

1 Intr oduction

Real-timesystemsarerequiredto reactto externalsignalswithin specifiedtime inter-
vals [18]. Thesesystemsare often built asa setof concurrentperiodic and sporadic
tasks,implementedon top of a real-time kernelthat provides multitaskingand tim-
ing servicesamongothers.The Ada 95 languagg1] supportsaskingandreal-timeat
the programmindanguagdevel, thusproviding appropriatehigh-level abstractiongor
real-timeapplications.Taskingandtiming constructsare usuallyimplementedby an
Adarun-timesystemwhichis built ontop of ageneral-purposeperatingsystenor, as
it is customarnyfor real-timesystemsa real-timekernel[4].

Ada 95 provides two kinds of timing services.The core languageincludesthe
Ada.Calendar packagewhereaTime type andatime-of-the-dayClock functionarede-
fined[1, ch.9]. Thereal-timesystemsanne [1, Annex D] definesthe Ada.Real_Time
packagewith more appropriatedefinitionsof Time and Clock for real-timesystems.
In thefollowing, wewill concentrat@nthetiming facilitiesdefinedin Ada.Real_Time,
togethemwith theabsolutedelaystatemen(delay until), asthesearetheonesmostlik ely
to beusedby real-timeapplicationgandthe only onessupportedn the Ravenscaipro-
file [3]).

* This work hasbeenfundedby ESA/ESTECcontractno. No.13863/99/NL/MV



Ada95timing facilitiesareusuallyimplementedy somepartsof the Adarun-time
systemwhich in turn relieson kernelservices.Thesekernelservicesare built on top
of differentkinds of clock andtimer hardware devices,which are usuallybasedon a
high-frequeng oscillatorwhichfeedsafrequeng dividercountingregisterset.Theker-
nel implementatiorof timing serviceshasto be both accurateand efficient, providing
low granularitytime measurement@nddelaystogethewith alow overheadperation.
Thesepropertiesare oftenin conflict whenusingcommercialhardwaretimers,which
requiresa carefuldesignto becarriedoutin orderto preventraceconditions,inconsis-
tencies,andotherproblemsthat may compromisehe performanceand correctnes®f
real-timeapplications.

In the restof the paperwe provide advice on the implementationof kernel ser
vicesfor Ada real-timefacilities, basedon our experiencewith the OpenRavenscar
Kernel [5], an open-sourceeal-time kernel for the GNAT compilation systemtar-
getedto the ERC32(SFARC 7) architectureSection2 providessomebackgroundon
the operationof hardwaretimers. Section3 gives someguidelinesfor implementing
Ada.Real_Time. Clock, andsection4 describeghe currentORK implementatiorasan
example.Section5 discussesomeimportantissuesrelatedto accuratetimer imple-
mentation,andsectionsé and 7 provide guidelinesandimplementationexamplesfor
the Ada delay until statementFinally, someconclusionsaredrawn in section8.

2 Hardwaretimers

A hardwaretimer is a device which takes an oscillator signal as an input. In order
to operatewith a rangeof clock frequenciesthe input signalis usually fed through
a componentalledthe scaler, which dividesits frequeng by a configurableinteger
value. The resultingclock signalis usedto decrement down-countregister which
outputsa signalwhenits valuereachezero(figure 1).

The way of configuringa timer device is by writing into its registers,which have
their own addresses the memorymapof the computer The timer registerscanalso
beread(for instanceto querythe currentvalueof the down-countregister).

Hardware timers have several programmableoperationalmodes,providing addi-
tional flexibility for theimplementatiorof softwaretimer modulesThemostcommon
andimportantmodesare:

— Periodiccountemode.In thisoperationamode theinitial valueof thedown-count
registeris automaticallyreloadedy thehardwarewhenthecountreachegero,and
thenthe down-countstartsagain.

— Interval countermode.In thismode theinitial valueis notreloadedvhenthedown-
countends Hence thetimer operatiorfinishesandthedown-countregisterremains
with azerovalue.

Thelevel of theoutputsignalchange®very time thedown-countreachezero.The
outputpin is usually connectedo a computerline, andthe role of the timer device in
the computerdependn theline to which the outputis connectedaindthe operational
modeselected.



Themostcommonconfigurationof hardwaretimersin a computersystemare:

— Watchdogtimer. The outputpin is connectedo theresetline of the computerand
the device is programmedisaninterval counter As aresult,the computeris reset
wheneerthe down-countreachezero.

— Periodictimer. The output pin is connectedo an interruptrequestiine, and the
device is programmedas a periodic counter As a result, an interrupt requestis
periodicallygenerate@very time the down-countreachezero.

— Single-shotimer. The outputpin is connectedo aninterruptrequestine, andthe
device is programmedas an interval counter As a result, an interruptrequestis
generatedvhenthedown-countreachezero.

— Soundgeneratar The output pin is connectedo a loudspeakr or a similar de-
vice, andthe device is programmedas a periodic counter By properly adjusting
the scalerand down-countpresetvalues,the outputsignal changesat an audible
frequeng, thusproducinga sound.

Although watchdogtimers are commonin real-time systems,only periodic and
single-shotimersarerelevantfrom the point of view of this paper

3 Implementing Ada.Real_Time.Clock

Annex D of the Ada LanguageReferenceManual[1] requiresa maximumresolution
of 1 msanda minimumrangeof 50 yearsfor Ada.Real_Time.Time. Therefore atleast
41 bits areneededo implementthis datatype.

An easyway to implementAda.Real_Time.Clock would be to usea hardwareperi-
odictimerwith aperiodequalto therequiredresolution Unfortunatelythedown-count
registersof mosthardwaretimersare at most32 bits wide (8 and 16 bits arethe most
commonsizes)which meanghatin mostcasesAda.Real_Time.Clock cannotbeimple-
menteddirectlyin hardware.However, it is possibleto usea hardwareperiodictimerto
storeonly theleastsignificantpartof the clock value,while the mostsignificantpart of
the samevalueis storedin main memory andincrementedy the timer interrupthan-
dler. Sincethetimer down-countis automaticallyrestartecby the hardware,the clock
resolutionis givenby the scaledoscillatorfrequeng. Theinterruptperiodcanbe much
longer(actuallyup to the down-countregistercapacity)without lossof precision.

Thismethodmalkesit possibleo implementAda.Real_Time.Clock with therequired
resolutionandrange However, thereis a consisteng problem(racecondition),asread-
ing the clock is not anatomicoperation.ncorrectclock valuesmay be obtainedif an
interruptoccursbetweenthe readingof the hardware and software component®f the
time. The orderof magnitudeof the erroris aboutoneinterruptperiod,which should
be consideredunacceptablelt mustbe noticedthat maskingthe timer interruptdoes
not solve the problem,becausdhe down-countregisteris automaticallyreloadedby
thehardwarewhenit reachegero,evenif interruptsaredisabled.

It is alsopossibleto usea single-shohardwaretimer. In this case the down-count
registeris reloadedy theinterrupthandlerandthe consisteng problemcanbesolved
by maskingthetimer interruptin orderto make the readingof both component®f the
clock an atomic operation.However, this methodintroducesanotherproblemrelated



to the precisionof the clock, asthe time spentby the processoto recognizeaninter-
rupt variesdependingon the behaior of the software.For example,interruptsmay be
delayedafter a kernel procedurehasraisedthe processopriority, or the handlermay
executea variablesequencef instructionsbeforethe timer is restartedThis variation
in time introducesan additionaldrift in the valueof the clock, which is differentfrom
theusualmanufcturingdrift which deviatestheclockin alinearway. Thedrift induced
by the variationin interrupthandlingchangeshe clock in a differentamountof time
at every interrupt. Therefore,it is difficult to compensateand eventhe kind of clock
synchronizatioralgorithmsthat canbe usedin othersituationsto getanaccuratdime
keeping(seege.g. [11]) areharderto implementlt shouldbenoticedthat,althoughthe
additionaldrift couldbe overcomeby takinginto accounthe averagetime to restartthe
timer after an interruptrequestthis would resultin a acceptabldossof monotonicity
for theclock.

4 Implementation of Ada.Real_Time.Clockin ORK

The OpenRavenscaReal-Time Kernel (ORK) [5, 6] is a taskingkernelfor the Ada
languagewhich providesfull conformancewith the Ravenscarprofile [3] on ERC32-
basedcomputersERC32is a radiation-hardenednplementationof the SFARC V7
architecture which hasbeenadoptedby the EuropeanSpaceAgeng/ (ESA) asthe
currentstandardgprocessofor spacecrafon-boardcomputersystemg8].

The ERC32hardware providestwo timers (apartfrom a special\Watchdag timer):
the Real-Tme Clock (RTC) andthe Generl PurposeTimer (GPT). Both timers can
be programmedo operatein eithersingle-shotor periodicmode[19]. The timersare
drivenby theinternalsystenclock,andthey includeatwo-stagecountemwhichoperates
asdescribedn section2 (figure 1).

Scaler Preload Counter Preload

8 bits 32 bits

SYSCLK Zero indication Interrupt

|

‘ Control (Enable, Load, Reload, Hold, Stop at zero) ‘

Fig. 1. Structureof the ERC32timers.

The kernelusesone of the hardwaretimers,namelythe Real-Time Clock, to im-
plementAda.Real_Time.Clock. The maximumtime valuethat canbe keptin the RTC
is:

(RTCC+1)(RTCS+1) 2%2x 28

MaxTime= SYCLK =5 =~ 109 951s




whereRTCCis the maximumvalue of the RTC counterregister (32 bits wide), RTCS
is themaximumvalueof the RTC scaler(8 bitswide),andSYSCLKs the systemclock
frequeny (10 MHZz). Not only this valueis muchshorterthanrequiredtime range(50
years) but the clock resolutionprovided by a hardware-onlyimplementation(25.6 pys)
is too coarsefor mary applications Therefore the clock cannotbe implementednly
with the availablehardware,anda mixed hardware-softvaremechanismasdiscussed
abovein section3, is necessary

ORK usesthefirst of the methodsin section3. The RTC device is configuredby
the kernel so that it generateperiodic interrupts.The interrupt handlerupdatesthe
most significantpart of the clock (MSP_Clock), which is keptin memory while the
leastsignificantpart of the clock is held in the RTCC register In orderto obtainthe
highestpossibleresolution,ORK setsthe RTCS preloadvalueto zero.As aresult,the
resolutionof Ada.Real_Time.Clock is the sameasthe SYSCLKperiod,thatis 100 ns.
The periodicinterruptperiod(whichis givenby the RTCC preloadvalue)canbeup to
429s (= 2%2/107). Thesevaluesarevalid for the usualERC32systemclock frequeny
of 10MHz.

In orderto preventthe raceconditionwhich wasmentionedn section3, the Clock
function readsthe hardware clock twice. This arrangemenis valid becausehe long
interruptperiodof the RTC preventsthe occurrenceof two interruptsduring two con-
secutve clock readingsThis solvestheraceconditionproblem,at the price of a slight
performancepenaltyin Ada.Real_Time.Clock function calls. The codeof this function
is shavn in figure 2.

MSP_Cl ock : Time :=0;

pragma Atom ¢ (MSP_Cl ock);

—— pragma Atom ¢ (MSP_Cl ock) is needed because MSP_Cl ock
—— i s updat ed by d ock_Handl er.

function Cock return Tineis
Before, After : constant Tine :=
MSP_Cl ock + Time (Kernel.Peripheral s. Read_C ock) ;
begin
if Afiter > Before then 10
—— an interrupt may have occurred whil e Before was bei ng built
return After;

el se
—— an interrupt has occurred whil e After was bei ng built
return Before; 15
endif;
end d ock;

Fig. 2. ORK implementatiorof Ada.Real_Time.Clock.



5 Usinghardware timers to provide high resolutiontiming

It is very commonto implementsoftwaretimersbasedon the sameperiodicinterrupt
timer that is usedfor the real-timeclock (see,e.g.[14,12]). In orderto improve the
resolutionof the softwaretimers, the timer chip canbe programmedo interruptat a
higherfrequeng thanstrictly requiredfor keepingthe clock.

The problemwith this approaclhis thatthe overheaddueto interrupthandlingmay
raiseto unacceptabléevelsfor high frequeny values.Actually, interruptsneedto be
programmeanly whenthereis sometiming eventthathasto besignaled Thekey point
is that,evenwhena microsecondesolutionis required thereis no needto have timing
eventsevery microsecondWhatis neededs a mechanisnby which timer interrupts
areallowedto occurat ary microsecondbut not necessarilyvery microsecond.

Single-shottimers provide just the right kind of supportfor this behaior, where
interruptsaregenerate@n demandandnot periodically However, thiskind of devices
arenotappropriatdor implementinga monotonic preciseclock (seesection3). There-
fore, the bestarrangemenis to usetwo hardwaretimers:a periodicinterrupttimer for
the high resolutionclock, anda single-shotimer for softwaretimers. The single-shot
timeris reprogrammean demandevery time analarmis setsothatit interruptswhen
thealarmexpires.Thisarrangemenprovideshigh resolutionsoftwaretimerswith alow
overhead Many real-timekernels,suchasRT-Linux [2], KURT [9], Linux/RK [15],
JTK [16], andORK [5, 6] follow this approach.

6 Implementing absolutedelays

Theimplementatiorof absolutedelays(delay until in Ada) is basedn softwaretimers.
Timing eventsarekeptin adelayqueueorderedby expirationtime. A single-shotimer
is programmedo interruptat the expiration time of thefirst pendingdelay Whenthe
interruptoccurs thefirst eventis removedform the queueandthetimeris programmed
for thenext delay andsoon.

The bestway to storedelayexpirationtimesis to useabsolutetime values.Other
wise, the timer interruptroutinewould have to performadditionaloperationsn order
to maintainthe relative timesof the eventsin the queue which would increasehe in-
terrupthandlingoverheadand,evenworse,the worstcaseexecutiontime of the kernel
timing servicesHowever, single-shotimersare programmeadvith relative times.This
meanghatthe timer interruptroutine hasto readthe clock andsubtractts valuefrom
the absolutetime of the next event,in orderto computethe right presetvaluefor the
timer down-countregistet

It mustbe noticedthat periodictimer interruptsmustbe enabledduring the execu-
tion of thesingle-shotimerinterruptroutine.Otherwisetheinterruptroutinemight get
an erroneousclock valueif a periodictimer interruptwere pending.Sucha situation
would resultin anerrorof almostoneperiodictimer interruptperiodin the single-shot
timerinterval. Theeasiestvay to preventthiskind of problemss to configurethetimer
with the lowestinterruptpriority asthe single-shotimer, andthe otheroneasthe pe-
riodic timer. Sometimer chips,however, cannotbe configuredin this way, which may
leadto very complex codein thetimer interruptroutines.Luckily enoughthe ERC32
timershave differentpriorities each thusmakingthis approacteasiblefor ORK.



Thelastpointto be considereds theway to dealwith delayswhich arelongerthan
the maximumtime interval which canbe programmedn the hardwaretimer. If only a
single-shotimeris usedthetimer hasto berestartedseveraltimesin orderto getsuch
along delay Anotherpossibility is to useboth a single-shotand a periodictimer, in
sucha way that the single-shotiimer is only usedwhenthe next event expiresbefore
thenext periodictimer interrupt.

Thefirst approacthasonly a smalloverheadput raisesthe issueof how to model
the additionalinterruptsfor responsdime analysis.On the otherhand,the secondap-
proachmay not work properlyif the next event occursbeforethe next periodictimer
interrupt,but closeto it. If thecodewhich calculategherelativetime for the next alarm
and programsthe interval timer takes too long to execute,the single-shottimer can
actually be setto interruptjust a little bit after the next periodictimer interrupt. This
possibility hasto be takeninto accountwhen codingthe interruptroutines,asit may
give raiseto raceconditionsresultingin alarmsbeinglost or scheduledwice, depend-
ing ontheactualimplementationHowever, thereis atrivial solution,whichis to record
thependingalarmstatusn aboolearflag. It mustbenoticedthatthisflagis alsoneeded
by the low-level delay until procedurepecause currenttimer expiration may have to
be canceledy anew, but closer delayrequest.

7 Implementation of absolutedelaysin ORK

Following the discussiorof the previous section the ORK implementatiorof absolute
delaysis basedon two timers:a periodicinterrupttimer anda single-shotimer. The
first timer is the RTC, which is alsousedto supportAda.Real_Time.Clock (Seesection
3, andthesecondoneis the ERC32GPT, which is usedto setalarmson demandThis
timer is only usedwhenthe next alarmis closerthanthe next periodicinterrupt. A
booleanflag calledPending_Alarm is usedto indicatethatthe single-shotimer s set.

As explainedbefore,the RTC timer musthave a higherinterruptpriority thanthe
GPT ORK allows the nestingof interruptsin the usualway: high priority interrupt
requestganpreempthe executionof interrupthandlerswvith alower priority, but lower
priority interruptsare masled duringthe executionof aninterrupthandler Therefore,
theperiodic(RTC) interrupthandlercanpreemptheexecutionof thesingle-sho{GPT)
interrupt handler On the other hand, single-shottimer interruptsare not recognized
duringthe executionof the periodicinterrupterhandler

Thekernelachiezesmutualexclusionon its internaldatastructureqe.g.readyand
delayqueueshy meansf a monolithic monitor[13, 7], which is implementedy dis-
abling interrupts,so thatinterruptrecognitionis postponedvhile a kernelfunctionis
beingexecuted17,16].

The codeof the RTC interrupthandleris shavn in figure 3. The procedure&ernel.
Threads.Protection.Enter_Kernel and Kernel.Threads.Protection.Leave_Kernel change
the runningpriority in orderto disableandrestoreinterruptsfor mutualexclusion,as
above described.The handlerincrementsthe most significantpart of the monotonic
clock (MSP_Clock) with the clock interruptperiod. The interrupthandleralsochecks
whetherthealarmtimeris set,whichis recordedn Pending_Alarm, sothatthe current
alarm,if thereis one,is notlost by settinganen one.More in detail,if thealarmtimer



Pendi ng_Al arm: Bool ean : = Fal se;
pragma Atom ¢ (Pending_-Alarm;

procedure Cock_Handler is
Next _Alarm: Tinme; 5
begi n
KP. O ear _Cl ock_I nterrupt;
KT. Prot ecti on. Ent er _Ker nel ;
MSP_C ock : = MSP_Cl ock + KPA. Cl ock_I nterrupt _Peri od,;
i f not Pending_Alarmthen 10
Next _Al arm: = KT. Queues. Get _Next _Al ar m.Ti ne;
—— if the head of the al armqueue i s schedul ed before t he next cl ock
——interrupt
i f Next_Alarm< MSP_Cl ock + KPA. C ock_Interrupt_Period then
—— set alarm 15
KP. Set _Al arm (To_Saf e_Ti mer _Interval (Next_Alarm—
MSP_O ock — Tinme (KP. Read_Cl ock)));
Pendi ng_Al arm: = True;
endif;
endif; 20
KT. Prot ecti on. Leave_Ker nel ;
end d ock_Handl er;

Fig. 3. ORK RTC interrupthandler

is setthennothingis done,asan alarmtimer interruptis coming soon.Otherwise,it
checkghealarmgueueandsetsthealarmtimerif the next alarmis closerthanthe next
clockinterruptThefunctionKT.Queues.Get_Next_Alarm_Time returnsTime’Last when
the alarm queueis empty The timer is programmedy the procedurekP.Set_Alarm,
which takesthe relative delayto the alarmasa parameterThe clock valuecanbe ex-
plicitly evaluatedfrom its component§MSP_Clock + Time (KP.Read_Clock)) because
the clock interruptsare disabledduring the executionof the clock handler The func-
tion To_Safe_Timer_Interval is usedto avoid possiblenegative valuesof the next alarm
causedy delaysin the codeexecution.

The codeof the alarmtimer handleris shavn in figure 4. The handlerwakesup all
the taskswhoseexpiration timeshave alreadybeenreachedlt thenchecksthe alarm
gueueandsetsthe alarmtimer if neededThe clock is readagainafter waking up the
tasksin orderto avoid an excessve jitter. It mustbe noticedthat the alarminterrupt
priority mustbe restored(thusleaving the kernelmonitor) in orderto preventan in-
correcttime valueto be readbecaus®f a pendingclock interruptrequestThe kernel
is requestedo executethe dispatchingroutine so asto enablea newly awakentaskto
preempthepreviously runningtaskif it hasa higherpriority.



procedure AlarmHandler is
Now, Next_Alarm: Tine;
begi n
—— Pendi ng_Al armnust be true
KP. O ear _Al arm.I nterrupt; 5
Now : = O ock;
KT. Prot ecti on. Ent er _Ker nel ;
whi | e KT. Queues. Get _Next _Al arm.Ti mne <= Now | oop
—— extract the tasks that were waiting on the al arm

—— queue and i nsert theminto the ready queue. 10
KT. Queues. I nsert _At _Tai| (KT. Queues.Extract_First_Alarm;
end | oop;

Next _Al arm: = KT. Queues. Get _Next _Al ar m.Ti re;
—— the di spatcher is nowcall ed.
KT. Prot ecti on. Di spat ch; 15
KT. Prot ecti on. Leave_Ker nel ;
—— if the head of al armqueue i s cl oser than t he next cl ock i nterrupt
i f Next_Alarm< MSP_Clock + KPA. O ock_I nterrupt _Period t hen

—— set alarmbut read cl ock again to avoi d an excessive jitter

KP. Set _Al arm (To_Saf e_Ti mer _I nterval (Next_Alarm— O ock)); 20
el se

Pendi ng_Al arm: = Fal se;
endif;

end Al armHandl er;
25

Fig. 4. ORK GPTinterrupthandler

It could be arguedthatthe headof the alarmqueuemight changeafter waking up
all thetaskswith expiredalarms but it canbeeasilyshavn thatsucha situationcannot
happerunderthe Ravenscaprofile, for which ORK hasbeendesignedOnly sporadic
taskswhich arewaken up by higherpriority interruptscanpreemptthe alarmhandler
and suchtaskscannotexecutea delay until statementlueto the single invocationre-
striction. Sincethe executionof a delay until statements the only way to put tasksin
the alarm queueunderthe Ravenscarprofile restrictions,it canbe concludedthat the
alarmqueuecannotchange.

8 Conclusions

Hardwaretimersprovidethelow-level functionalityrequiredto supporttime featuresof

real-timekernels A numberof differentapproachetor implementingheAdareal-time
clock andabsolutedelaysontop of this kind of hardwaredeviceshave beenintroduced
in thepaperandsomeproblemgelatedto theaccurag andefficiency of theimplemen-
tationhave beendiscussedAs anexample,representatie partsof the OpenRavenscar



Kernelimplementatiorfor ERC32computershave beendescribedn detail. Unfortu-
nately thesesolutionsarenot of generahaturebecaus®f thediversityof timer device
arrangements computers.

As we have shovn, a hardwarereal-timeclock providesthe simplestandmoreeffi-
cientimplementatiorof a clock. Unfortunately this solutioncannotbe usedwith most
currenthardwaretimers,which have only 32 bits or less.Timerswith countingregisters
up to 64 bits wide, suchasthe onesthatcanbe foundin Pentiumprocessor§10], pro-
vide therequiredaccurag with anextendedime range andthereforearemoresuitable
for real-timeapplications An advantageof hardware-onlyclocksis thatthereareno
raceconditionsor inconsistencieasthetimer registersarereador written in anatomic
fashion.

An efficientandeffectiveimplementatiorof sharedimersneedsomehelpfromthe
software,though.It is notreasonabléo forcethe hardwareto maintainalist of pending
timers. Therefore,this function hasto be provided by the software, with a hardware
supportbasedon anefficient anda high resolutionmechanisnfor programmingimer
interrupts.This mechanisntanbe basedon a single-shointerrupttimer with a 64 bit
counter
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