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Preface S3100

Who Should Read this Manual

This manual is intended for engineers and technicians who
will install the S3100 units. It provides conceptual
information on how to configure, install, and operate the
units.

Installation and manipulation of electronic eq

General use of computers Q\

Microsoft Windows operating systems

This manual assumes that you are familiar with: qe
Q nt

Wireless technology

Basic IP data communication concepts practices

Radio frequency (RF) regulations %
X
How to Use this ual

L 2ER 2R 2R 2R 2R 2

This manual contains all the i ation needed to install

and configure an S3100 u%

Contents X

The S3100 User Manu@divided into the following
chapters:

1 Overview—P s a brief description of the features
of the 8310\ lustrations of its casing.

2 Networl% F Planning—Lists the available

frequenc nnels and describes planning operations
relatiy radio frequency (RF) and system setup.

3 Confi tion and Installation—Describes how to
co @and install the S3100 unit and its antenna.

4  Setti Parameters with the CLI—Explains how to
program the S3100 unit using the SmartSight command
line interface.

viii (O) SmartSight’



User Manual How to Use this Manual

The manual also includes the following appendixes:

A Factory Default Configuration—Lists the default
parameter values of the S3100 unit.

RJ-45 Ethernet Cables—Presents the pinouts of the
straight-through and crossover Ethernet cables.

B

C Pole Mounting of the Antennas—Shows how to install
on a pole the antennas supplied by SmartSight.

D

DHCP Support and APIPA Service—Explain w the
dynamic host configuration protocol server e

Microsoft APIPA service work. \
E Surge Protection—Describes how to p@:t the S3100
unit from voltage and current surges.

F Technical Specifications—Lists th lete technical
specifications of the S3100 units.

A glossary, an index, and compliance%ormation complete
the manual.

X
Conventions &

The following typographic con@lons are used throughout
this manual:

2
Visual cue Mea@\

Program Options The navnﬂdﬁ a window, dialog box, field, or any
ot&hterface element. The value of an interface

el
Support > Downloads y sequence of steps (in the menu structure of a
ical application, in the navigation structure of

eb site, and so on).

telnet e name of a command, file, or directory. Text that
2 g pears on the screen. Examples of user-supplied
A\\ alues.
N

(©) SmartSight” ix



Preface S3100

Related Documentation

In addition to this manual, the following documentation is
also available:

¢ S3100 Quick Installation Guide—Contains the S3100
configuration steps and the installation procedure.

4 SConfigurator User Manual—Presents the instructions on
how to use a proprietary SmartSight software t
configure the S3100 unit and update its firpware:

¢ Release Notes—Contain information abou@o

upgrades and known issues still under in igation, as
well as a description of features not covered™in this

version of the documentation. ﬁ
All these documents are contained on the rtSight
Utilities CD shipped with the S3100 unit\Furthermore, a

paper copy of the Quick Installation s included with
your order. ’\

N
Related SmartSight Rtoducts

You can use the S3100 units wi e S1100w™ wireless
video transmitters and with t 1500e™ series and
S1600e™ video servers.

You may also use the S3100=fnits along with the nDVR™
software. This user—friewevideo management and storage
ord, and play back video

software is able to vieyn

simultaneously from ocation.

The S3100 and nD, e part of the Versalis™ line of
products. Versali e only networked digital video

solution that c6i distributed viewing, storage, and
capture of hi ity, high resolution live video, voice, and
data.

For more K@)Q about any of these products, visit our Web

site. Forb information, call your dealer.

X (O) SmartSight’
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About Us

Positioned at the intersection of wireless and digital video
streaming, SmartSight, based in Quebec (Canada), is
dedicated to developing video solutions for CCTV and IP
networks that deliver real-time video content over LAN,
wireless LAN, WAN, Internet, and 2.5/3 G cellular networks.
SmartSight’s networked digital video solutions en video
management and monitoring primarily for security;
surveillance, and asset protection in airports t‘)%&nment,
municipal, and transportation facilities as wgll as“eorporate
enterprises. SmartSight also offers ISPs an SPs a tool to
provide real-time video broadcast over the Internet.

Web Site %—
Our Web site is located at www.smartsightnetworks.com.
You can use it to download the prqcﬁsts1 ecifications,

application notes, and user docum on, as well as to

request the latest versions of fir re and software (under
Support > Downloads). 5

Support C)

If you encounter any ty OQ)oblem after reading this
manual, contact your Io%tributor or SmartSight
representative. You can a se the Support section on our
Web site to find the aﬁv:grs to your questions. Submit
questions, inquiries, omments in the Requests
subsection, or brows@r solution database (FAQ) holding
resolved issues.

SmartSight tec support personnel is available to help
you use your d the related software.

N
To reach teMal support

On the Web: upport section on www.smartsightnetworks.com
By phone: 1 888 494-7337 (North America) or +1 450 686-9000
Monday to Friday, from 8:30 to 18:00 EST

By fafty, ™, +1 450 686-0198
N

(©) SmartSight” xi



Preface S3100

Warranty

Each standard product manufactured by SmartSight is
warranted to meet all published specifications and to be free
from defects in material and workmanship for a period of
one year from date of delivery as evidenced by SmartSight
packing slip or other transportation receipt. Products
showing damage by misuse, abnormal conditions o@
operation or products which have been modified b er or

have been repaired or altered outside SmartSi tory
without a specific authorization from SmartSi shall be
excluded from this warranty. SmartSight shal no event be

responsible for incidental or consequential damages

including without limitation, personal inj roperty
damage.

SmartSight responsibility under this warkanty shall be to
repair or replace, at its option, defecti rk or parts
returned to SmartSight with transp8 ion“charges to
SmartSight factory paid by Buyer aQ turn paid by
SmartSight. If SmartSight determi hat the Product is not
defective within the terms of the anty, Buyer shall pay
all costs of handling and transpg@rtation. SmartSight may, at
its option, elect to correct an anty defects by sending
its supervisory or technical r entative, at SmartSight
expense, to customer’s plan ocation. SmartSight shall in
no event be responsible fof inc¢idental or consequential

damages including, wi ut limitation, personal injury or
property damage.

Since SmartSight has%ontrol over conditions of use, no
ied as to suitability for customer’s

warranty is made o@)
intended use. There no warranties, expressed or implied,
9 Ve

except as stated . This limitation on warranties shall
erbal representations.

not be modifie\j

Equipment shi EX-WORKS SmartSight factory shall

become the erty of Buyer, upon transfer to the common

carrier. BIN all communicate directly with the carrier by

immedia questing carrier’s inspection upon evidence of
Qs‘hipment.

dama

Buyerght obtain a return materials authorization (RMA)
number and shipping instructions from SmartSight prior to
returning any product under warranty. Do not return any
SmartSight product to the factory until RMA and shipping
instructions are received.

The warranty becomes void if the product is altered in any
way.

xii (© SmartSight”



Overview

&
;ﬁgm%n to its family of

g products.

The S3100 is SmartSight’s latest
outdoor, wireless, digital video br
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1 ¢ Overview S3100

About the S3100

The S3100 license-free video bridge is used to wirelessly link
SmartSight’s S1100w video transmitters, or S1500e series
and S1600e video servers in remote locations, to an
Ethernet LAN. Several of these bridges can be used to create
multiple video links covering a large geographical area (for
example, citywide monitoring).

There are currently two S3100 models: . \
¢ A unit for connecting S1100w transmitter, a
Ethernet LAN or for creating a wireless bri (83100

product code)

¢ A repeater device made up of two SSl%its, a master
and a slave (S3100-RP product code

Every S3100 unit comes with the foll ecurity features:
L 4
€ SSL—Every unit is shipped with ;\Q ue SSL (secure

sockets layer) certificate for sectiking its IP link. SSL is a
commonly used protocol for mal ing the security of IP
message transmission. Ther, , the connections
between two units or betweG) unit and the
SConfigurator tool can be ured.

The SSL protocol secufre e VSIP communication data.
It does not apply to atfliojand video transmission.

Once a unit is in se e mode, you cannot access it
anymore with Teln d you cannot perform firmware
updates through ﬂ@’ network on it. However, you can
configure it wit nfigurator.

For more info ion about this security feature, refer to
ser Manual.

the SConf%
2 SPCF/SD% ese proprietary MAC (media access

control) m cols use AES encryption (with key rotation)
over tl&'_'r less link to secure communication between
whey secure VSIP communication, audio, and

the u
vicK more information, see page 12.

2 (O) SmartSight’
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Shipment

Your shipment contains the following items:

L 4

L 4

L 4

The shipment may ab
Antennas:

The requested outdoor wireless bridge:

% S3100 for point-to-multipoint or wireless bridge
applications

% S3100-RP for repeater setups @

For an S3100 unit: o

< A power-over-Ethernet kit (injector onwer cord)
< An 82-foot (25-meter) outdoor Ethernet cable (may

be replaced by the optional ECA able)
For an S3100-RP unit:
% A 3-foot (1-meter) outdoor cr, ver Ethernet cable

A wall mount bracket set, alre nstalled on the unit

< Two 30-foot (10-meter) 2&%0 tdoor power cords

A pole mount bracket set, ingluding stainless steel
clamps

The SmartSight UtiIities@containing the
documentation and r, notes for the unit as well as
the SConfigurator a ion

The S3100 Quick @: ation Guide

ntain the following options:

When ch nas, you must ensure that the combined
transmisg;\ er of the unit and the antenna does not exceed the
established by your country’s regulations. For the

maximu
regul& ues in North America and the procedure to lower the unit

power, age 22.
-

K3

13-dBi, 5.25-5.85 GHz, 58° beamwidth, patch
antenna with a pole mount bracket and a 3-foot
(1-meter) SMA-N cable (ANT-WP13-5x/S)

% A 16-dBi, 5.25-5.85 GHz, 90° beamwidth, sector
panel antenna with a pole mount bracket and a
3-foot (1-meter) SMA-N cable (ANT-WP16-5x/S)

(©) SmartSight” 3



1 ¢ Overview S3100

% An 18-dBi, 5.25-5.85 GHz, 18° beamwidth, patch
antenna with a pole mount bracket and a 3-foot
(1-meter) SMA-N cable (ANT-WP18-5x/S)

% A 24-dBi, 5.25-5.85 GHz, 9° beamwidth, patch
antenna with a pole mount bracket and a 3-foot
(1-meter) SMA-N cable (ANT-WP24-5x/S)

¢ For an S3100 unit:
%+ A 164-foot (50-meter) outdoor Ethernet cal@

(ECAB-50) &
L 2
¢ For an S3100-RP unit: \

% One or two 24V AC external power sup (PS2440)

If you are using power supplies other than those s lied by
SmartSight, you need to ensure that they havi minimum capacity of

>
O

&
S
S
N
@
S

4 (O) SmartSight’



User Manual Unit Casing Description

Unit Casing Description

The S3100 electronics are enclosed in a weather-tight cast
aluminum module. All cable entries are mounted on the
underside of the unit to maintain its weatherproof
properties. Here is the S3100 casing:

N S|

(Q) SmartSight $3100 @

g
- Q
= A=

Ground lug

Side brackets 6

L 4

The unit underside integrates: 'K\
¢ A power and Ethernet connec®

& Three LEDs 0

4 Two female antenna co tors (the auxiliary connector
is for future develop

Canl

€ An optional 2-pin auxili power connector (on the
repeater units on
ain antenna connector

Auxiliary antenna connector
Vo 4
Y
< ©
P

) ) Auxiliary 24V AC power
connector (on repeater
A A A (onrep

units only)
<

- Power (48V DC) and Ethernet connector

—

RF LED

System status LED

LAN LED

(©) SmartSight” 5
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Planning &\6
)

To allow optimal configuration must properly plan your
network, especially configur ayout and RF (radio

frequency).

&
S
S
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2 « Network and RF Planning S3100

Available Channels

The S3100 supports communications in the 2.4 GHz ISM and
5 GHz U-NII frequency bands available in North America. To
know which bands are available elsewhere, refer to each
country’s specific legislation.

The 2.4 GHz band will be supported in a future firmware rel'%

-

In the 5 GHz band, eight channels are available,%all
non-overlapping and for indoor or outdoo The center
frequencies of these channels are:

Channel Frequency (GHz) %
52 5.26 IS \'
56 5.28 \
60 5.30 &
64 5.32 0
149 5.745 0
153 5.765
157 5.785 @

161 5.805 [ o

Wireless C

A wireless networ signed such that information can
travel back and f etween two points without the need
for wires. Wir ices are grouped into wireless cells
(or wireless L The devices in a cell communicate

together on me frequency channel and that share the
same wir sskey (described on page 32).

&

8 (O) SmartSight’



User Manual Wireless Cells

Here are examples of wireless cells:

=19

S$1100w

{3

S1100w

Master

You can collocate m ireless cells if you respect certain
conditions (see pa ).

N
@
&

(©) SmartSight” 9



2 « Network and RF Planning S3100

System Planning

The grouping of units in each wireless cell is determined by
their respective locations with respect to one another and by
the available outdoor wireless bridges. As a rule of thumb,
there should be clear RF line of sight between each S1100w
or slave S3100 unit and their master bridge within each cell.
However, the S1100w and slave S3100 units can b
completely hidden from one another. For more inf ion
about RF line of sight, see page 20. ’\

Furthermore, when installing many wireless %in the
same area, you have to carefully plan their positiens in order
to prevent radio interference and select t propriate
antennas. %’

In a wireless cell, the order in which yowconfigure the units
(either the first time or later when the installed in the
field) is critical if you do not want te ccess to them.

You should then: Q

1 Configure the units starting wit farthest (in terms of
number of RF hops) from th puter.
bo

2 One step at a time, get cl
é)y types of applications,

The S3100 units are used

namely: Q

€ Point-to-multipoint ne S3100 bridge and multiple
S1100w units

¢ Repeater—Two S O units acting as a range extender

the computer.

¢ \Wireless bridg 0 S3100 units linking two networks
(wired or wir

S
I
$

10 (O) SmartSight’
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Compatibility Issues

When planning your wireless systems, you have to take into
account the firmware versions of the involved S1100w and
S3100 units. Use the following matrix to ensure complete
compatibility between your units:

S1100w and slave 83@

V255 V256 \V2.60
Master S3100  V2.55 | ves No ((‘No

V2.56 No Yes No
V2.60 | no ,%' Yes
To update the firmware of the units Wt losing them in

the field, follow these guidelines: ,

¢ Update the units starting with%}farthest (in terms of
number of RF hops) from the puter running the
upgrade procedure.

¢ One step at a time, get cl to the computer.
For example, consider t}’%ﬂ@ming setup:

S1100w 1

]

““Master “Slave “Master
$3100 2 || s31002 || 31001 \XMOO\N 2
[ hd hd ]

You shonMdate the units in the following order:

1 X@ 1—You then lose contact with S1100w 1.
S11

w 2—You then lose contact with S1100w 2.

d

I

2
3 Master S3100 1—You can then reach all units.
4

Slave S3100 2—You then lose contact will all units
except master S3100 2.

a

Master S3100 2—You can then reach all units.

(©) SmartSight” 11



2 « Network and RF Planning S3100

For the complete firmware update procedure, refer to the
SConfigurator User Manual or the nDVR online help.

MAC Protocols

Depending on the type of applications, an S3100 unit uses
one of the two proprietary MAC protocols that solve
problems inherent to 802.11 wireless networking p

L 4

SPCF (SmartSight point of coordination fungtl @Jrhls
protocol is used in point-to-multipoint app, s An
SPCF wireless cell contains one master S

multiple S1100w transmitters.

SPCF resolves the “hidden node,” qual service,
range, and security problems.

With the SPCF protocol, a master S31Q0 has total control
over the radio frequency used; t e, in an RF
line-of-sight context, you cannot i I1¥two cells sharing
the same frequency channel.

SDCF (SmartSight distributed,co@rdination function)—
You use this protocol in poi oint systems with a
high volume of video transmission, typically over long
distances or when a rem ite is hard to reach. An
SDCF wireless cell compri two S3100 units, a master
and a slave. You can SDCF with S1100w units.

SDCF optimizes th F link by providing more data
throughput. It also lves the range and security
problems of the 802.%1 standard. However, SDCF does
not manage the Jai n node issue.

Two SDCF cell
They will sba

use the same frequency channel:
available bandwidth.

These two pr: are optimized to work with SmartSight
units; they c work with wireless units from other
vendors.

12

3
&
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User Manual System Planning

Here is a typical context of use showing the two protocols. A
point-to-multipoint system is installed on every floor of a
multistorey parking building. The surveillance station is in
another building. The SDCF cell acts as a wireless bridge
between the two sites.

J— SDCF

P
Slave @( Master
S3100 S$3100

Ethernet switch

i

L .(\
1 4
" “ls1100w \
SPCF
—— 9 |
Master .
$3100 s 3 %
T <g % s1100w
N
>
SPCF
ohmaster < .
| s3100 5

o
L

@
$

(©) SmartSight” 13
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Video Bit Rate and Data Throughput

You can connect up to 16 S1100w and 7 slave S3100 units to
a master bridge in a wireless cell. However, video quality,
frame rate, and system layout can limit the number of units
that a single master bridge can support.

Video quality and frame rate influence the required data
throughput. Therefore, you need to carefully plan t
number of cameras that will work on a link.

figuration.

The following figures were measured in typica s
situations. They may vary depending on yougc

The total data throughput for the SPCF protocol
0N

Bit Rate SPCF throughput for a SPCF tﬁ'r'@hput for a
3-mile (5-km) distance 15.5-we (25-km) distance

6 Mbps 3 Mbps 3 NQ&N
9 Mbps 4 Mbps 41‘/@% ’

12 Mbps 5 Mbps 5%
18 Mbps 6 Mbps & ps
y _i

24 Mbps 7 Mbps ps

36 Mbps 8 Mbps ( )Mbps

N 4

The values for the SDCF pget , in a unidirectional UDP
link setup, are: @

Bit Rate SDCF througﬁg}?or a SDCF throughput for a
3-mile (5-km ance 15.5-mile (25-km)distance

6 Mbps 4 Mbps ~N 3.5 Mbps

9 Mbps 6 Mbps 5 Mbps

12 Mbps 7.5 Mbps 6 Mbps

18 Mbps 10 Mips, | 7 Mbps

24 Mbps 11.@ il 8 Mbps

36 Mbps 14. 9.5 Mbps

For the bit requirements of the video servers to which
the cam re connected, consult the Bit Rate Settings for

Video rs document located on the SmartSight Web
site: Support > Downloads > Manuals & Tools > Tools.

14 (O) SmartSight’



User Manual System Planning

Point-to-Multipoint Application

A point-to-multipoint application is a wireless cell made up
of an S3100 bridge (the S3100 product code, called the
master) and several S1100w transmitters (the stations). The
MAC protocol for the master S3100 is SPCF. Here is a typical
point-to-multipoint system:

=

S1100w

For example, to associate three%‘)Ow units to one bridge,

you have to:
1 Assign the same Wireles‘#key to the S1100w units

and the S3100 bridg ireless passkey must be

different from that r collocated cells, if any.

2 Assign a frequency ch el to the S3100 unit. The
channel must be ent from that of any other nearby
cell. The associa 1100w units will automatically use
their master’s ¢ el.

3 Install the S units such that each one has a clear
RF line of’si ith the S3100 bridge.

For the co figuration and installation procedure,

see page 26.

@
X
)

(©) SmartSight” 15



2 « Network and RF Planning S3100

Collocated Cells

You can operate many wireless cells in the same location,
provided you follow guidelines relative to frequency channel,
distance, and wireless passkey.

Regarding frequency channel, the guidelines vary depending
on the MAC protocols:

€ When at least one SPCF cell is involved, you ca@ use
the same frequency channel.

L 4 \
4 Two SDCEF cells can use the same frequer@ey will

share the available bandwidth.

The distance limitations are:
4 To avoid material damages, you must% power any

two units while their antennas are facing one another
with a distance of less than 10 fee%neters).

¢ When using adjacent channels i
band, two antennas should be
3 feet (1 meter) from one ano

x me frequency
a minimum distance of

¢ With different frequency banpds 0 units can be side by
side with no minimum dist: between them.

4 When collocating SDCE sing the same frequency
channel, you must ca@ plan their maximum link
distances (see page 5

The wireless passkeys Nllocated cells must be different
from one another, re ss of their MAC protocols or
frequency channels.

For example, to co @te three point-to-multipoint
applications, e made up of three S1100w units and

one bridge (S3100"product code), you have to:

1 Ineachc sign the same wireless passkey to the
S1100w @s and the S3100 bridge. The wireless
passk% t be different from that of the other cells.

&

16 (O) SmartSight’



User Manual System Planning

2 Assign a different frequency channel to each S3100 unit;
the associated S1100w units will automatically use their
master’s channel. For better isolation, use different
frequency bands for adjacent cells. For example:

Unit Cell Channel Wireless Passkey
S3100_1 Celll 52 ertynmbvcxzapoiu
S1100w_11 Celll 52 ertynmbvcxzapoiu .
S1100w_12 Celll 52 ertynmbvcxzapoiu @
S1100w_13 Celll 52 ertynmbvcxzapoiu %
$3100_2 Cell2 149 PUK98rewq4123¢7%,
S1100w_21 Cell2 149 PUK98rewq4123gx
S1100w_22 Cell2 149 PUK98rewq412
S$1100w_23 Cell2 149 PUK98rewgd123gzx
$3100_3 Cell3 64 987123j t
S1100w_31 Cell3 64 987123jkl456Wert
S1100w_32 Cell3 64 987123]kl456wert
S1100w_33  Cell3 64 QS@GWHt
¥ ?

3 In each cell, install the S1100 ts such that each one
has a clear RF line of sight with,its associated S3100
bridge.

This application can be iIIust@ this way:
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Repeater Application

A repeater is used as a range extender for wireless links,
when you need a device to retransmit the signals coming
from the S1100w units towards the Ethernet LAN. A typical
context is when you cannot obtain RF line of sight between
the transmitters and the S3100 connected to the wired LAN.
A repeater device (S3100-RP product code) is made up of
two S3100 units, a master and a slave.

A repeater application is in fact two collocated Q\&

S1100w D

. H "Master " Slave K ““Master LAN
= S$3100 S$3100 $3100

i K b

Receivers

Celll ell2

Repeater Q
To operate the two cells formij e repeater:

1 In each cell, assign t wireless passkey to all the
units. The wireless passkey must be different from that
of the other cell.

2 Always connect th&fOOW units to a master S3100,

never to a slave.
3 Set the MAC m f the S3100 in Celll to SPCF.
4  set the MAC ode of the two S3100 units in Cell2 to

SDCF. \\

5 Assign a ency channel to the master S3100 unit in
each cel r better isolation, use different frequency
bands jacent cells.

6 In ta@% S1100w and slave S3100 units such that each
on& a clear RF line of sight with its associated
master.

For the complete configuration and installation procedure,
see page 35.
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Wireless Bridge Application

You can use two S3100 units (a master and a slave) to
access remote or hard to reach video servers, or to send
video through a long distance link. For instance, a wireless
bridge application can connect remote S1500e series or
S1600e video servers (the following illustration) or wireless
units without RF line of sight (see page 13).

Transmitters

\J
To create a wireless bridge application,Xou have to:
to

1 Assign the same wireless passk% e two S3100
units. \

2 Assign a frequency channel t master S3100 unit.

3 Set the MAC mode of the 100 units to SDCF.

4 Install the S3100 units at there is clear RF line of
sight between the tw nas.

For the complete config ign and installation procedure,

see page 39.

RF Plan n&
Successful o @of a wireless link depends on proper RF
path planni% antenna installation. You have to install

the antenn uch a way that there is clear RF line of
sight betw@the two units.

S
&
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Location Evaluation

The path between the two antennas must be free of
obstacles that could disturb propagation. For very short link
distances (less than 500 feet), you may be able to establish
a working link despite partial path obstruction. However,
radio waves will be in part absorbed and in part diffracted by
the obstacles, therefore affecting link reliability. Because the
reliability of such an installation is highly unpredict ,
SmartSight does not recommend it. A path free 0&

obstacle is called an RF line-of-sight path. ¢

To establish an RF line-of-sight path, you m ake into
account the beamwidth of the radio signal transmitted
between the two antennas. This beamwidgh is an elliptical
area immediately surrounding the visual sight. It

varies in thickness depending on the length of the signal line
of sight; the longer the length, the thickér the beamwidth

becomes. .\

The region outlined by the signal btedth is known as the

first Fresnel zone. The Fresnel zon lways thicker at the
mid-point between the two anten%Therefore what

appears to be a perfect line-of- path between the base
and a remote station may not quate for a radio signal;
this is the difference betwee isual” and “RF” line of sight.

2.

First Fresnel zone (F1)
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In practice, it has been determined that a radio path can be
considered an RF line-of-sight path if it has a clear opening
through 60% of the first Fresnel zone (or 0.6 F1). Here are
values for 0.6 F1 for various signal path distances and
frequency bands:

Distance [2.45GHz 5.3 GHz 5.8 GHz Earth
(miles/km)|(feet/meter) (feet/meter) (feet/meter) curvature

e (feet/
5

1/1.6 14/ 4.2 9.5/2.9 8.9/27 4 .0

4/6.5 27/8.4 18.7/5.7 18/5.5 S(Z/o.e
7/11.3 37/11 25/7.6 23.6/7.2 6/1.8
15/ 24 53/ 16 36.4/11.1 35/ 29/8.8

is negligible. However, for greater di es, you need to
consider it in your calculations; fo‘m e, for a 15-mile
link in the 2.4 GHz band, the two as must be located
82 feet higher than the highest o cle in the RF line of
sight between them (that is, 53,f or the Fresnel zone
plus 29 feet for the earth curv effect). For help, consult
the SmartSight project engineering group.

A common problem encoun in the field and related to
the 0.6 F1 clearance rulg'i ilding obstruction. The
proposed visual path m barely clear a building but the
RF line of sight will n In"such a case, the signal will be
partially absorbed an%racted. Increasing the height of

the two antennas or, gain of the antennas are the only
alternatives to imp the link quality.

For distances under seven miles, the earth curvature effect
ta&

aves are highly attenuated by dense foliage. A link
established in\ or winter season may be adversely affected in the
spring and sum ime, if it is established below tree level.

2
$

At 2.4 and 5 G
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Antenna Requirements

SmartSight offers many types of antennas for the S3100 to
meet various distance requirements.

The factors to consider when choosing an antenna are the
range to cover, the bandwidth requirement, and the
frequency band used. For detailed values, consult the

Wireless Distance Calculations Table located on the
SmartSight Web site: Support > Downloads > Is &
Tools > Tools. s

oo

The values presented in the table were calculated wi 0-dB margin; they
can be used directly for distances less than 7 miles (%m). For greater
distances, you might want to consider a higher securit rgin; therefore,
the achievable distances will be shorter than those Nesented in the table.

2D

Power Transmission \\

When choosing antennas, you nsure that the
combined transmission power of tHe unit and the antenna
does not exceed the maximu e established by your

country’s regulations.

The transmission power @unit and the maximum
radiated power allowed by th€ FCC and IC regulations in
North America vary de ding on the frequency band used:

‘ g ]
Frequency Cha Transmitted Radiated
band power power (EIRP)
2.4 GHz 1o 17 dBm 36 dBm
5.25-5.35 GHz 6,060, 64 17 dBm 30 dBm
5.725-5.825 GH\ , 153, 157, 161 17 dBm 53 dBm

Therefore choosing an antenna for your unit, you
must take account the “available” power. For instance,

in the 5.%5.35 GHz band, there is 13 dB available for the
anten% you require a more powerful antenna, you have
to lower the transmission power of the unit, using the Tx
Power Scale parameter available in the Wireless
Communication menu of the CLI.
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Interference

In most countries, the 2.4 GHz license-free band is not
regulated by a government agency; this absence of
frequency coordination can result in interference between
various systems. For instance, if a link with an RF line of
sight is subject to excessive video delay and very low frame
rate (or possibly breakdown of video images), it could be
due to interference. Fortunately, there are existin Is
that can be used to avert interference:

N
€ RF channel selection—In the 2.4 GHz ba d\b‘a S3100
offers 11 channels to choose from. In ¢ of
interference, it is recommended to change“ehannel until

a clean one is found.

¢ Antenna selection—Using a 16-dBi gm:ltenna instead
of an 8.5-dBi one can significantly fower interference
from other radio systems. Repl antenna if
switching channels does not cor, the problem or if all
channels must be used to collx several systems.

The 5.3 and 5.8 GHz bands are le luttered than the
2.4 GHz band, resulting in les ntial interference from
other wireless systems.

RF Exposure C@lderatlons

In order to comply Wiw}?} RF exposure requirements of
CFR 47 part 15, the uni ust be installed in such a way as
to allow a minimum%raﬂon distance of 12 inches

(30 cm) between nas and persons nearby.

L

@
S
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Configuring and”
Installing th nit

Depending on the S3100 mod chased, you can set up
point-to-multipoint, repeater, ireless bridge
applications.

&
S
S
N
A
S

(O) SmartSight”
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3 ¢ Configuring and Installing the Unit S3100

Computer Requirements

The minimum software and hardware requirements for the
computer needed to configure the S3100 units are:

4 Windows 2000 Service Pack 2 or higher, or Windows XP
¢ Network card
¢ Serial port

. \\z
Point-to-Multipoint Q
Application S

A point-to-multipoint application is a@s system made
up of an S3100 bridge (the S3100 Pr: ode) using the
SPCF MAC protocol and several S11Q0wrstations.

To set up such an application, yo@e to follow a series of
steps:

1 Configuring the S1100w itters
2 Connecting power an et

3 Configuring the S3100

4 Installing the S310 it

Configuratiofd of the S1100w

You start by ¢ @g the S1100w units associated to the
S3100 bridg procedure, refer to the S1100w Quick
Installation é%g

&

26 (O) SmartSight’



User Manual Point-to-Multipoint Application

Power and Ethernet Connections

Before configuring the S3100 unit, you need to assemble
components and plug cables. It is strongly recommended to
execute these pre-installation tasks in a lab.

Use the supplied power-over-Ethernet (PoE) kit to power the
S3100 unit and establish the Ethernet connection. In
addition to the kit, your shipment includes an Eth t cable
with a weatherproof connector at one end that m
directly on the unit. \K

L 2
The PoE kit contains two items: Q\
¢ Injector

4 Power cord

Depending on your setup, you need toprovide a
straight-through or crossover Ethern ble. The
straight-through cable is to integra&e 3100 on a
network; the crossover cable is to tly connect the unit
to a computer. For their detailed uts, see page 59.

The combined length of the two Et t cables (the supplied outdoor cable
and the straight-through or cro e) must not exceed 245 feet
(75 meters).

-

\J
<
S
Ny
@
$

(©) SmartSight” 27



3 ¢ Configuring and Installing the Unit S3100

To assemble the PoE Kkit:

Weatherproof
connector
Outdoor Ethernet + K!
cable
Ethernettable
a1 32 supplied
DATA & PWR DATA (¢ Pp )

PoOE injector e
: Power cord
@ 4—’§G_‘

1 Plug the supplied outdoor Etherngt cable (the end with
the weatherproof connector the PoE receptacle of
the S3100 unit. Lock the @ erproof connector by

in

pushing forward the locki g.

} xng ring of the
weatherproof connector

You unlock the ector by pulling back the locking
ring, then wit wing the plug.

L
2 Plug the 0% of the outdoor Ethernet cable into the

DATA & P rt of the injector.

3 Connect end of your Ethernet cable
(straig rough or crossover, depending on your
instalfation) into the DATA port of the injector.

4 Con the other end of your Ethernet cable into an

Ethernet device or your computer.

To avoid damaging your Ethernet equipment, ensure that your Ethernet
cable is connected into the DATA port of the PoE injector, and not in the
DATA & PWR port.
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5 Power the S3100 unit by connecting the electric plug of
the power cord into the outlet.

Configuration of the S3100

Before installing the S3100 unit, you need to change its
default IP address to ensure compatibility with an existing
network. You also have to set basic wireless para rs. For
any other configuration task (including enabling

security) or for more information about the pardmeters,
refer to the SConfigurator User Manual.

The MAC protocol in point-to-multipoint app ions is
always SPCF.

Write down the final values of the config%%n parameters
(especially the IP address and VSIP port) in the form located
at the end of the S3100 Quick Installatien Guide.

The default IP addresses of all unit%: sed on the APIPA
service and will be in the range 1 4.X.Y, where X and Y

are relative to the MAC address individual unit; for
more information about the API rvice, see page 63.
To work properly, units on thegg%e network must have
unique IP addresses. The u ill not prevent you from
entering a duplicate add N wever, its system status
LED will turn to flashing@then the unit will reboot with
an APIPA address.

To set the IP paramet
1 Plug the extern ntenna on the main antenna

connector of t it.

2 Power up th 00 unit and connect it on the Ethernet
network. ’\

3 Start th nfigurator software included on the
SmartSi tilities CD shipped with your unit.

The & igurator window appears.
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3 ¢ Configuring and Installing the Unit S3100

4  From the General tab, click Program Options.

The Program Options window appears.

Program Dptions

IP Address of the PC:

Detect &l Units on L&N : [

WSIP Part : |55‘I 0 Default || Commaorn

Discovery |P Address : I BB LB LS @

‘ Reset to ‘ Reset to

Broadcast HMulticast \
S5L
Truzted Unit List : ‘
Browse
Enable Security: [

| Enter 551 Passkey

" Ok, " | Cancel {

5 Ensure that the VSIP Port va@s 5510; otherwise,
click Default.

73
Y&

6 Ensure that the Discover ddress is
255.255.255.255; oth click Reset to Broadcast.
7 Check Detect All Uni LAN, then click OK.

8 Choose the Units t*\t'hen click Discover.

A unit of type “Unknown” with a 169.254.X.Y address
appears in the itS»box; it corresponds to your new
bridge.

B sconfigurator £8| (0] x|

General
r Units

I | Type Address Product " Discaver "
2,1658.135.114 - Unit Receiver  192.168.135.114 51500
192,1658.135.215 - Unit Receiver  192.168.135.215 51500

Unknown

Junitfz] dizcovered
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9 Select the unknown unit, then click Configure. In the
Reconfigure unit? confirmation window, click Yes.

The New Network Configuration window appears.

New Network Configuration =

Metwark Configuration
Use DHCP: [

IP Address: I . . .
Subnet: I . . .

. Q\\Q)

" Ok, " | Cancel |

10 To use DHCP (dynamic host configur%‘protocol),
check Use DHCP. Otherwise, enter th address,

subnet mask, and gateway of the ugit, as provided by
your network administrator.

L 4
For more information about D)&ee page 63.
11 Click OK.

The S3100 unit reboots wi new network
configuration.

To set the wireless para t@
1 In SConfigurator, ch@he Units tab, then click
Discover.

The new outdoor mess bridge appears in the Units
list.

2 Select the nev@loo, then click Configure.
The Devige @guraﬂon window appears.

3 Tochan !% me of the unit, click the System Status
tab, theqn\ r a meaningful name in the Unit Name
field. Q)
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4

0 N O O

32

Click the Wireless tab.

Device Configuration [Default {172.16.20.21)] ll
Systerm Status I Metwark W Filters I
Mode : ISPEF 'l

Foale : IMaster 'l
Band : |802.11a 'l

Channel :
Bit Fate :

I aximurn Distance : |21 ta 25 km 'l \

Q\
q :I
Is SPCF.

Ensure that the content of the Mode fie

L 4

b 4

Select the desired frequency ch%.
Change the wireless passkey:

Ensure that the content of the Rk d is Master.

indow appears.
x|

e 003 :

Format : * Te £ Hewaderimal

Flease enter 16 character

Set Wireless Passkey

\J

Encryption Type :

FPasskey:

Corfirmation :

L 4
Apply E@mz&cted Stations : r

S (@e format of the passkey.
asskey field, enter the passkey
se-sensitive).

x passkey must have exactly 16 characters if the
format is Text, or 32 digits if Hexadecimal.

2.
o3

N —

For the wireless connection to be secure, do no enter
a known name (like a street name), but instead use
a mix of digits and letters. Furthermore, do not
disclose the passkey. The connection security is
based on the secrecy and uniqueness of the passkey.
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<+ In the Confirmation field, enter again the passkey.

o

» Clear Apply Changes to Connected Stations.

% Click OK.
9 Back in the Wireless tab, click OK.

The S3100 unit is configured with the new parameters
and reboots.

10 Using SConfigurator, ensure that the S3100 a@s
stations communicate well together: \
L 4
w

< In the Units tab, the associated S11 s should
be hierarchically positioned under t 3100.

< In the Wireless tab of the S3100, the 100w units
should be in the Stations list.

Installation of the Equipment

L 4
After ensuring that the bridge and N ations are
communicating properly in a lab, can install the unit and
its antenna in its final location.

You can install the outdoor wi@s bridge either on a wall
or on a pole.

When installing collocated wireless systems, you have to take into account
the distance limitations Iist\&page 16.

Always mount the unit Wi@ mating connectors pointing downwards.
Otherwise moisture ma trate the unit; the associated repair costs are
not covered by the wal ty.

L
To install th

1 Plug th mbled PoE injector on the unit.
2 Conr& ur Ethernet cable in the PoE injector.
|

3 e S3100 in its final location:

RS

3 a wall—Put four screws on the two side brackets
and fix the unit at the desired location.

K3

< On a pole—Screw the pole mount brackets (supplied
with your shipment) in the back of the unit; then
attach the brackets on the pole with the stainless
steel clamps.
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4

34

If you are installing the S3100 equipment in a lightning
prone environment or in a site where large AC mains
power fluctuations are a common occurrence, add
additional external surge protection to the PoE injector.

For more information, see page 65.

To enable the built-in surge protection, connect the unit
to the ground using the grounding lug on its left side.

Use a large diameter wire (minimum AWG 10)
make it as short as possible.

L 4
If the S3100 unit will be directly exposedgto %sun in
an environment likely to reach 122°F (50 , install a
sun shield.

Connect the loose end of your Ethern%e into an
Ethernet device or your computer.

To avoid damaging your Ethernet equiprﬂ, nsure that the Ethernet
cable is connected into the DATA port PoE injector, and not in the
DATA & PWR port.

N

Power the unit by connec@the electric plug of the PoE
injector into the outle
Install the antenna.

For the detailed pere, see page 40.

<
L

@
$
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Repeater Application

A repeater is used as a range extender for wireless links,
when you need a device to retransmit the signals coming
from S1100w units towards the Ethernet LAN. It is made up
of two identical S3100 units, a master and a slave; any of
the two can act as the master. You normally link the S1100w
units to the master bridge. A repeater requires tv\@/ireless
cells (for more information, see page 18). Here ji pical
repeater application: ’\K

S1100w D
Repeater System

..._n,. il ..._..,. A & —
D A EANED IWI
E \_/ -
L 4 \ s

Receivers

All devices in this setup (includin receivers and the

S1100w units) must be in the IP subnet.

To set up the repeater, you h o perform the following

tasks:

1 Assembling the powegr ices

2 Configuring the ter S3100 in the repeater

3 Configuring the 3100 in the repeater

4  Configuring angm=installing the master S3100 connected
to the LAN

5 Installing.th eater units

N

Assem of the Power Devices

Prior to iguring the two S3100 units, you need to
asse béeir power cord and power supply.

To assemble a power device:

1 Plug the weatherproof connector of the supplied power
cord into the auxiliary 24V AC power connector of the
unit.

2 Connect the loose end of the power cord into a 24V AC
power supply.
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Configuration of the Master Unit in
the Repeater

Before installing the unit, you need to set its IP and wireless
parameters.

To set the parameters of the master:
1 Set the IP parameters of the unit.

See the complete procedure on page 29. \Z
2 Set the wireless parameters of the unit: Q\
< Its mode must be SPCF.

<« Its role must be Master.

See the complete procedure on page :jﬁ‘
Configuration of the SI»Qe Unit in the
Repeater N

Before installing the unit, you n set its IP and wireless
parameters.

To set the parameters of t @:

1 Set the IP parameter the unit.

See the complete p%e'dure on page 29.
se

2 In SConfigurator, the Units tab, then click

Discover.
The new bridg @ears in the Units box.
3 Select the n \@00, then click Configure.
The Devi\%figuration window appears.
4 To chang@e name of the unit, click the System Status

tab, t ter a meaningful name in the Unit Name
field.

CIiN Wireless tab.

In the Mode field, select SDCF.

In the Role field, select Slave.

0o ~N O O

Click OK to save the settings.

The unit reboots.
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9 In the Units tab, click Discover.

10 Select the slave unit, then click Configure.
The Device Configuration window appears.

11 Click the Wireless tab.

12 Select the desired bit rate.

13 Set the wireless passkey to a value different fr that of
the master in the repeater system (since the,two/S3100
units belong to two different wireless cellsg.\

14 Back in the Wireless tab, click OK. Q\
The slave unit reboots.

15 Using SConfigurator, ensure that the%!er and slave
units communicate well together:

< In the Units tab, the slave uni ould be
hierarchically positioned ug(kt' master.

< In the Wireless tab of the Xter, the slave unit
should be in the Station

Configuration an%&tallation of the
Master Unit Co ed to the LAN

You configure and install the¢ master S3100 unit connected
to the Ethernet LAN fOka point-to-multipoint application,

with the following e@ ns:

¢ Its wireless m ust be SDCF.

€ Its wireless ey must be the same as the slave’s in
the repeate

m.
For the corr%\procedure, see page 26.
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Installation of the Repeater Units

After ensuring that the master and slave S3100 units are
communicating properly in a lab, you can install them in
their final location.

You can install the S3100 units either on a wall or on a pole.

When installing collocated wireless systems, you have to take i account

the distance limitations listed on page 16. \
Always mount the unit with the mating connectors pointi wnwards.

Otherwise moisture may penetrate the unit; the associated r ir costs are

not covered by the warranty. q E

To install the repeater units:

1 Install the master and slave unig@o back in their

final location:

< On a wall—Put four screws &&he two side brackets
and fix the unit at the desi location.

< On a pole—Screw the pale mount brackets (supplied
with your shipment) i back of the unit; then
attach the bracket r@ pole with the stainless
steel clamps.

2 To enable the built-in sur@e protection, connect each
unit to the ground D&Qg the grounding lug on its left

side. Q
Use a large dia wire (minimum AWG 10), and
make it as sho possible.

3 If the S3100 will be directly exposed to the sun in
an enviro, ?h; ikely to reach 122°F (50°C), install sun
shields.

4 Conn supplied crossover Ethernet cable between

the tw ts.

o@ units using the assembled power devices.
tal

P
6 Ins he antennas.

For the detailed procedure, see page 40.
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Wireless Bridge Application

You can use S3100 units to access remote or hard to reach
video servers, or to send video through a long distance link.
To build such an application, you need two bridge units
(S3100 product code); any of the two can act as the master.
For example:

Transmitters

For the general configuration and installation procedures,
see “Point-to-Multipoint Application,ﬂ’gg 26. You need to

apply the following wireless config n“values:
1 For the slave unit:
< Its mode is SDCF. 0
% Its role is Slave (for information, see
“Configuration of th ve Unit in the Repeater,”

page 36).
2 For the master unit:%
< Its mode is SIN.'
% Its role is M%&.

< Its wireles sskey must be the same as the

§%
@

&
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Installation of the Antenna

You install the antenna after the S3100 unit is in place. The
antennas provided by SmartSight are designed to be
mounted on a mast or pole of 2-3 inch (5—7.5 centimeter)
diameter.

To install the antenna:

1

40

Install the antenna above the S3100 unit. If y @ught
your antenna from SmartSight, use the su pole
mount bracket.

For illustrations of pole mount installations, See page 61.

Screw the SMA connector of the ante ble to the
S3100 main antenna port and tighten it h a 0.25-inch
(0.6 centimeter) wrench.

Do not over-tighten to avoid damaging
recommended torque is 8 Ib-in (100 N-c
SMA torque wrench (for instance, fr
available at www.pasternack.com).

You could use a calibrated
Pasternack company,

Do not use the auxiliary antenn ector and do not remove its

termination cap. -~

Apply two or three hKe'rs of electrical tape around all RF
connections.

however, vibrati aused by the wind will over time
rs and reduce the efficiency of the

loosen the cop
gaskets. T @ ical tape will prevent this situation.

Carefully he antenna with those of the other units
(S1100w, ions or master/slave S3100) so that they

have K of sight.
the signal level between two units, use the

To im
an@lignment utility from SConfigurator.

The antenna cat@ d connectors are weather-tight;
ecto
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LEDs

The S3100 unit comes with three bicolor (green-red) LEDs
that provide detailed information on the unit activity.

L 4

LAN—For the Ethernet network (802.3) status:

Condition Indication g
Steady green The unit is connected to the Ethe twork.

Flashing green (1-sec. The unit is in normal operati ’\& not
flash every 3 sec.) connected to the network. yJ

Flashing green A packet is received or tran ted.
(0.1 sec. off for each

packet)
Red blink (0.1 sec.) There is a communicatio or.

Flashing red (0.1 sec. The unit is being ide ified.
intervals)

A
Flashing red (1 sec. On a master unit? erefis another master
intervals) currently runni ith the same frequency
channel. (For e information, see page 43.)

RF—For the wireless LAN @1) status:

Condition Indic Y

Flashing green (1-sec. T i In normal operation without any
flash every 3 sec.) [ cted station.
Steady green The it is in normal operation with at least one

(0.1 sec. off for eac
packet) e

Wected station.
Flashing green Q cket is received or transmitted.

Red blink (0.1 s WThere is a communication error.
Flashing recL( The unit is being identified.
intervals) o &°

Flashing &\}c. On a master unit: There is another master

intervals currently running with the same frequency
) channel. (For more information, see page 43.)

&
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3 ¢ Configuring and Installing the Unit S3100

4 System status—For the general unit status, similar to
the single status LED on the other SmartSight units:

Condition Indication

Steady red (1 sec.) The unit is powering up.
Steady green (3 to The unit is loading its firmware.
5 sec.)

Flashing green (1 sec. The unit is in normal operation.

intervals) (o D
Flashing red (1 sec. The IP address of the unit is alread Mned to
intervals) another unit in the network. *

or

On a master unit: There is anotl master

currently running with thgesame frequency
channel. (For more informsee page 43.)
Flashing green-red The unit is undergoing a filuare update.
(1 sec. intervals) AN

Flashing red (0.1 sec. The unit is being ideptified.
intervals) L

The following power-up conditions on thg sy§tem status LED are abnormal:

¢ LED not lit—Check the power suppl cabling. If power is available and
the LED stays off, call SmartSi cal support for assistance.

o Steady red LED—There is an inte error that prevents the unit from
starting normally. Power down, ower back up the unit once. If the
condition persists, proceed a firmware update (for details, refer to the
SConfigurator User Manual %e update fails or the condition persists
after the update, call Smaft t technical support for assistance.

¢ Flashing red LED (2-se
prevents the unit from
a firmware update o
SmartSight technic

tervals)—There is an internal error that

ting normally. This situation may happen after
the first boot-up. Power down the unit and call
rt for assistance.

¢ Flashing green—x t during a firmware update—The unit is in backup
mode. You wiIN o restart the firmware update procedure.

b
N
$
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User Manual Duplicate Master Detection

Duplicate Master Detection

The duplicate master detection problem occurs when two
master S3100 units—with at least one using the SPCF
mode—are using the same frequency channel and are
“seeing” each other.

More specifically, the problem is detected when t econd
S3100 is booting up. This bridge refuses to startj ireless
operations (to prevent any interference with th orking
setup) and makes its three LEDs flash red ( s&q d
intervals). In the CLI of the unit, the Curre%’CF
Connection Status parameter turns to Duplicate master
detected. This parameter is accessed b ing through the
following path: Advanced > Communic%Status and

Statistics > Wireless Status.

The already running master will no@e its behavior.
L 4

- D
Finding a “Lost’ 33100

Since the S3100 does not h c‘?serial port, you may have
difficulty accessing it if y. ®mt remember its IP address
or VSIP port. For instange ou enabled security on the
unit, you cannot access ith Telnet; if you lost its VSIP
port, you cannot locate it with SConfigurator.

To find a “lost” S310 It, you need to use SConfigurator
and the common V ort.

To find a lost S3

1 Open SConf or.

From th\ ral tab, click Program Options.
Click C on to set the common VSIP port, then OK.

2

3

4 click ¥he,Units tab.
5 a

C\ Iscover.

All units on the network, regardless of their configurable
VSIP ports, appear in the Units list. Locate the lost
S3100 and write down its VSIP port and IP address in
the form located at the end of the S3100 Quick
Installation Guide.
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Setting Paran@'ers
with the CLI

e command line interface
he CLI is hierarchically
us, and individual options
meters. Only the parameters
are described.

The S3100 units come with a
(CLI) for configuration purp
organized, with menus, sub
representing configurati
that you are likely to ch

8
<
S
N
4
$
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4 ¢ Setting Parameters with the CLI S3100

Getting Started

You access the CLI through a network connection.

Starting the CLI

You can use the Telnet command to open the com line
interface of the S3100.

Ensure that your PC and the S3100 unit are in the same IP subnet.

o

ccessory.

To enter the CLI with Telnet:
1 Start the Command Prompt Win

<
;ﬁllowed by the IP

2 At the command line, type tel
address of the unit, then pre ter.

A Command Prompt window a

% | Command Prompt

icrosoft Windows 2868 [Version &8
CC> Copyright 1985-2888 Microso &

Z:s>telnet 172.16.8.34_

1

N

The CLI main men ears.
Hain Henu @

Henus:

1) Access Manqee

2) System Stat

3) Hetwork

4) Ethernet ication

5) Bridge C ication
6) Wireles unication

7) ndual\
Commands:

5) Sa ettings
(2] N ystem
1)

Load“®efault Configuration
q) Quit

46 (O) SmartSight’



User Manual Access Management

The CLI has a timeout that is triggered after three
minutes of inactivity. When the timeout occurs:

% The “Thank you for using the SmartSight CLI.”
message appears at the command line.

< You are brought back at the Command Prompt
command line.

3 To reactivate the CLI, re-enter the telnet command.

4 To end the CLI work session:

% Save the settings by entering s at th ’m{ menu,
then pressing Enter.

<+ Exit the CLI by entering q at the main“menu, then

pressing Enter. %‘

Using the CLI \
To work through the CLI menu str'%, ollow these

guidelines:

¢ To execute a command or opgnja menu, type in the
corresponding letter or nu , then press Enter.

¢ Entering p returns you previous menu, until you
are back in the main

¢ Entering s in the m nu saves all the changes you

have made in the% ession.
¢ To exit, enter q i main menu. Depending on the

i
changed setting@ unit may perform a soft boot.

O

Acces nagement

N

The Access@]agement menu takes care of user accounts
(user namg' nd passwords) and unit security.

Main n Access Management

1) User Accounts
2) Security

Commands :
p) Previous Henu
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4 ¢ Setting Parameters with the CLI S3100

User Accounts

The User Accounts menu enables you to protect the
configuration of the unit by restricting its access with a user
name and a password. Once the user account mode is
activated, you need the user name/password combination to
access the CLI through a Telnet session.

Main Menu % Access Management % User Accounts

Parameters:

1) User Accounts : Disabled
2) Aadministrator User Mame: USERMAME
3) administrator Password : PASSWORD

Commands :
p) Previous Henu

Security

The Security menu holds commandsfrelative to the
protection of the unit. It allows you,te,control:

¢ Firmware updates through the“R network
4 Access to Telnet
¢ SSL

Main Henu % Access Management \ Segufity

Parameters:

1) IP Firmware Update : gEnabled
2) Firmware Update Port 123585
3) Telnet Session = Enabled
4) Report Honitor Enabled

5) Global Security ProFlle Pisabled
6) SSL Passkey H

Commands :
p) Previous Henu

IP FirmwaréUpdate

You can prevent firmware updates to be performed on your
unit threugh the IP network. By default, this type of update
is allowed.” Be aware that it is the only available update
method for the S3100, since it does not have a serial port.

For more information about firmware updates, refer to the
SConfigurator User Manual.
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User Manual

Telnet Session

System Status

By default, you can use Telnet to access the CLI of your unit.
To improve the security of your system, you may prohibit
such an access. In this case, you will not have access to the

unit CLI anymore.

Global Security Profile

This command is available if the unit has an SSL
If you activate the global security profile, theu

accept secure SSL connections. It also mea
cannot access the unit anymore with Telne

perform firmware up

SSL Passkey

certificate, you need

icate.
will only
hrat“you
you cannot

dates through the IP netwark on it.

%—

This passkey

To secure a unit with SSL, provided o;%:se it has an SSL

must be the same fo

allow proper secure communicati

It is recommended to perform
SConfigurator (version 2.55 o
unit) or nDVR (in the Resourc

System St

The system status i
of internal S3100
version.

affd

to provide a p

r all units and§l
OQ W
is
i

ware tools to
een them.

eration in
er for the tool and the
ministration Tool).

%
X

ormation indicates the current values
eters, including the firmware

Main HMenu % System
Lk

a

Parameters:
Firmware U
Build Date,
CPU Inf
CPU Fre
Uptime
Seria

N Y
;:?!"l ;

Humber
cP ion

Flas jze

Internal Value 1
Audio Hardware
Production Date
Unit Firmware Size
Backup Firmware Size:

Commands :
p) Previous Henu

2.68- build 112

Hov 19 2883 at 12:22:57
Reu. 1.8

16580060808

a@:17:38

: 88687%a-10006f
H

H. )

: 3452804 / B

Absent

: 2495 KB

749 KB

(O) SmartSight”
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4 ¢ Setting Parameters with the CLI S3100

Network

The Network menu allows you to configure several
parameters to ensure the compatibility between the S3100
and its IP network.

Main Henu % Network

Parameters:
1) DHCP Configuration : Disabled
2) Local IP Address D 192.168.135.81

5) Primary DHS Server Address: 192.168.135.2
6) Backup DHS Server Address : B8.8.8.8
7) Ping Request 1 8.8.8.8

Commands :
i) Ping Remote Address
p) Previous Henu

Q\
3) Subnet Hask : 255.255.255.8 ~\§~
4) Gateway : 192.168.135.2

For more information about these se%, contact your
network administrator.

S
DHCP Configuration 0

DHCP (dynamic host configur
and computers connected to
a valid network configuratio
information about DHCP,

rotocol) allows devices
twork to automatically get
m a server. For more
pendix D, page 63.

You can set this option'gnly if the S3100 is connected to a

network that uses a D erver.
Local IP Addres@
The IP address,is identifier of the S3100 on the network.

The IP addresg’ is a 32-bit numeric address written as

four number ated by periods. Each number is in the
0-255 range device on a network must have a unique
IP addres

Write do \é final IP address in the form located at the
end of\s 100 Quick Installation Guide.
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User Manual Network

Subnet Mask

The subnet mask is the binary configuration specifying in
which subnet the IP address of the unit belongs. A subnet is
a portion of a network that shares a common address
component. On TCP/IP networks, a subnet is defined as a
group of devices whose IP addresses have the same prefix.

Unless otherwise specified by your network administrator, it
is recommended to use a subnet mask of 255.25@5.0.

Gateway ° &

The gateway represents a network point tha ts as an
entrance to another network.

Ping Request
Ping is a basic Internet prog Qﬂ allows you to check

r
that a particular IP address ezt} and can accept requests.
To ping a specific unit: @

1 In the Ping reques@—neter, enter its IP address.

2 Execute the Ping %n’o e Address command.
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4 ¢ Setting Parameters with the CLI S3100

Wireless Communication

The Wireless Communication menu contains a set of
parameters relative to radio frequency (RF).

Main HMenu %\ Wireless Communication

Parameters:

1) MAC Hode : SDCF

2) Key Entry Format : String

3) Wireless Passkey HEE 2 22222 2 . \
4) Wireless Role : Master

) Wireless-to-Wireless IP HMulticast : Denied

6) 882_11a Tx Bit Rate : Auto rat optrol
7) 882.11a Channel D 149 (5745

8) Tx Power Scale : 16008%

9) Maximum Link Distance D -6 miMy (6-10 km)

18) IP Multicast Forward from this Interface: Allo

&

Commands :
p) Previous Henu

4

MAC Mode &
The two available MAC (media ac@control) modes are
SDCF and SPCF. For more infor ion, see page 12.

o

Key Entry Format

The wireless passkey can@ two formats: string (default)
or hexadecimal.

Q

Wireless Passkey&

The wireless passk unique case-sensitive identifier
enabling secure a rypted RF communication in a
wireless cell (tha ith the other slave bridges and
S1100w units).’ sskey length varies depending on the
key entry for X

¢ 32 digit exadecimal

¢ 16 chewrs if string

For th less connection to be secure, do no enter a
known&e (like a street name), but instead use a mix of
digits and letters. Furthermore, do not disclose the passkey.
The connection security is based on the secrecy and
uniqueness of the passkey.
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User Manual Wireless Communication

Wireless Role

The wireless role represents the function of the unit in the
wireless system. Possible values are: Master (default) and
Slave. For more information, see “System Planning,”

page 10.

802.11a Tx Bit Rate

The transmission bit rate is the data rate at whi unit
operates. A high bit rate reduces the effective, ance
between two functional units. \

You can set the bit rate in slave S3100 units eaqly.

When a slave unit connects to its mastef;jite@utomatically

receives the best possible value (the Au te control
value), with an RF margin of 15 dB. In the CF MAC mode,
the bit rate can vary according to the lity of the RF link;

in SPCF, it will remain to the set vg& the detriment of

the quality.
&/ou have to take into

connection between the
e with a margin lower
ot be made at the
formed at a lower rate.
an be considered the

If you manually change the bit r
account the RF margin. Therefo
slave and its master can be p
than 15 dB. If the connectio
requested bit rate, it will b
Therefore, the forced bi
maximum rate that will

The available bit rate%che slave S3100 unit are: 6, 9, 12,
18, 24, and 36 Mbps

The 48 and 54 Mbp

&

- VJ
802.11a C \el

On a ma ridge, you can choose the RF channel that will
be use e wireless system. The channels available in
Nort erica are:

¢ 52, , 60, and 64 in the 5.3 GHz band
¢ 149, 153, 157, and 161 in the 5.8 GHz band

tes will be supported in a future firmware release.

To know which channels are available elsewhere, refer to the
specific country’s legislation.
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4 ¢ Setting Parameters with the CLI S3100

On a slave bridge, you can specify an initial value for the
roaming process by which the unit will find its master;
however, this initial channel may not be the one used by the
master bridge.

Tx Power Scale

The transmission power scale indicates the emitting power
of the unit radio. The available values are:

100%—The maximum allowed. @
50%—The power is reduced by 3 dB. ~\\
25%—The power is reduced by 6 dB. Q
12.5%—The power is reduced by 9 d

Minimum—The power is set at 3 dBm%‘

You have to lower the transmission powek of the unit if the
combined power of the radio and thgﬁ'&hr a exceeds the

maximum value established by your Q% 's regulations
(for the list of the maximum values{\se€ page 22).

* 6 6 00

Maximum Link Distance

The maximum link distance p eter appears when the
MAC mode is SDCF. It specifi e maximum transmission
distance, between any tw, s, in all wireless cells present
in the same geographical ion and sharing the same

frequency channel. \'

The two S3100 units
have the same value

¢ 0-3 miles (0-5
4-6 miles (6; )—default
7-9 miIes@S km)
10-12 m@(la-zo km)
13-15 (21-25 km)

N

ing up an SDCF wireless cell must
this parameter. Possible values are:

* 6 0 o

>4 (O) SmartSight’



User Manual Advanced

For instance, consider the following setup, where the two
wireless cells use the same frequency channel:

5]
bt

Slave 1

2 miles

— . \\

Master 1
- =

bt

15 miles Dt

Master 2 Slave 2

Since the two masters are in RF Iiﬁiﬁsi ht, all units must
set their maximum link distance v{lér to 15 miles.
Otherwise packet collisions may@ , resulting in lost data.

Advanced Q)Q

The Advanced menu hoI&eries of advanced setups
mainly used by Smar ht technical support. Some of these
parameters are avaiQe hrough SConfigurator.

* Smartsight Ne@ 53108 - 172.16.20.21 *

Main Henu % Advance

Henus: ’\

1) System Tim \

2) Power Mana;N

3) USIP

4) USIP Stati@

5} [:ummun:i%g tatus and Statistics

6) Test an
Comma B
i) Iden nit

p) Previous’ Henu
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4 ¢ Setting Parameters with the CLI S3100

To recognize an S3100 among a large set of units, you can
make its three LEDs flash red rapidly.

To identify an S3100 unit:

1 From the main menu, choose Advanced, then press
Enter.

2 Enter i to make the LEDs flash red. Re-enter i to set the
LEDs to their previous state.
3 Enter p until you are in the main menu. @
§\

4 Enter g to exit.

Load Default ConfichB-tion

The Load Default Configuration comm located in the
main menu, resets all user parametg eir factory
settings (described in Appendix A, ) All user-defined
values will be lost.

Following a reset, you will need tma' gram the S3100 unit
(for instance, its IP address an rt) for proper
operation within its network

Reboot Sys@\onﬂ?

The Reboot System c@and, located in the main menu,
performs a soft boo he S3100. A system reboot clears
all unsaved chang the CLI and returns to your preset
configuration. Q

N
@
&

56 (O) SmartSight’



7l
Q\\

Factory Default

Configurati on$
<
This appendix lists the factory, ult configuration of the

S3100 units. @

&
C
S
N
4
$
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A o Factory Default Configuration S3100

The S3100 is programmed at the factory with the following
configuration:

Type

Configuration

Access management o User name: USERNAME

¢ Password: PASSWORD
¢ User accounts: Disabled
¢ Telnet sessions: Enabled

¢ IP firmware update: Enabled @
¢ Global security profile: Disabled .\K

& SSL passkey: <empty> / N

Network ¢ DHCP configuration: Disabled

¢ IP address: 169.254.*.* (MAC addressvof the unit)

¢ Subnet mask: 255.255.0.0
¢ Gateway: 169.254.*.* (MAC a s of the unit)

Wireless ¢ Key entry format: String
Communication & Wireless passkey: ABCDEE%KLMNOP

¢ 802.11a Tx bit rate: h%e ontrol

# 802.11a channel: 52&
¢ Maximum link distal N 6 miles (6—10 km)

VSIP ¢ VSIP Port: 5510

¢ VSIP multicast IP ad@ress: 224.16.32.1

¢ VSIP discover, » dddress: 255.255.255.255
58
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N

RJ-45 EthernetY

Cables @
N

Depending on whether the S3@mit is integrated on a LAN

or not, the Ethernet cable v

¢ |If on a LAN, use a st 'g@hrough cable.

¢ If connected directl@computer, use a crossover
cable.

8
C
S
N

3
X
&
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B & RJ-45 Ethernet Cables S3100

Straight-Through Cable

Here is the bottom view of the RJ-45 connectors on a
straight-through Ethernet cable:

white/orange / § brown whlte/orange — \ brown
orange / white/brown orange white/brown
white/green green white/green green

blue
white/blue

white/blue blue

Crossover Cablé€

Here is the bottom view of the RJ-45 connectors on a
crossover Ethernet cable:

white/green 7 § brgwn whne/orange7 T brown
green / white/bfown  orange / - white/brown
white/orange ofange white/green green

blue 3 i
White/blue blue white/blue
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Pole Mountin&"é’\t the

Antennas S
N

The installation procedure for @ternal antenna varies

depending on the model. @

%

&
C
S
N
4
$
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C « Pole Mounting of the Antennas S3100

ANT-WP13-5x/S Antenna

Here is the way to install the 13-dBi antenna to be used in

the 5 GHz band:

o

4
=
4

=)

J"

el

)

=%t

1

s
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DHCP Suppor and

APIPA Servi
N

DHCP (dynamic host configurﬂ protocol) allows devices
and computers connected to work to automatically get
a valid IP configuration fron@ledicated server.

The APIPA (automatic pki IP addressing) service,
available on the Windows rating systems, enables a

device to assign itselfya temporary IP address.

&

O

§
I
$
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D ¢ DHCP Support and APIPA Service S3100

At startup, a unit searches for a valid IP network
configuration. The unit requires this configuration prior to
starting its functions. The network configuration for
SmartSight units consists of:

¢ An IP address
4 A subnet mask

¢ A gateway
4 One or two IP addresses of DNS servers (opti@
L 4

The unit first looks in its local memory. If no ¢ nﬁgq ation is
found, it tries to contact a DHCP server. If D

configuration fails—if the unit does not find a sewer or if it
cannot get a configuration from it within inute—the
unit assigns itself temporary network set%ased on the
APIPA service. This service allows a unit to find a unique IP
address until it receives a complete netwerk configuration,
either from a DHCP server or manuaK ugh

SConfigurator or the CLI. ’\

&n the same subnet as

Jtherefore, it may not
em. Units use the
tion:

A unit in APIPA mode does not resi
the other devices on the IP netw
be able to see them or be visibl
following temporary APIPA conf

¢ IP address: 169.254. * "@

¢ Subnet mask: 255.25%

¢ Gateway: 169.254.\’;

The *. * portion is ba@vn the MAC address of the unit.

A unit is in APIPA n@:

€ The first time ots up

& After rece%a uplicate IP address
¢ Afteraf reset

L 2

When \' CP server does not have any available IP
addr

DHCP N uration is disabled:
¢ After a firmware upgrade

& After a factory reset
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Surge Protect&%ﬁ
XK

'}bced by lightning

e real world, under the
n reach sufficiently high
ronic equipment.

tion to your units.

Voltage and current surges can b
strikes or power line transients. |
right circumstances, these sur
levels to damage almost any
Therefore you need to add
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E e Surge Protection S3100

The S3100 provides built-in surge protection on the
Ethernet/PoE and 24V AC power connectors. The antenna
connectors do not have surge protection; this situation
should not cause problems as long as you keep the antenna
cable short—that is, below 6.6 feet (2 meters).

If you are installing an S3100 unit (S3100 model) in a heavy
lightning environment, or in a site where large AC mains
power fluctuations are a common occurrence, SmartSight
recommends that you add surge protection on the @
DATA & PWR port of the PoE injector. It will prose& r
equipment and the power inserter from surges OQ g down
from the Ethernet cable.

Using a surge protector is strongly recommended if the
Ethernet cable runs outside the building f ore than

82 feet (25 meters). This device should b%alled at the
entry point of the cable inside the building. be effective,
this protection equipment must be propenly grounded.

PoE protectors recommended by Sm@g include:

Company Part number $Web site
6

Citel MJ8-505-24D3A www.citelprotection.com
Transtector Systems 1101-693 TSI P —4) www.transtector.com

surge to safe levels and its energy to the earthing
point, preventing the sur m damaging your device.

Experienced installers kijow that an effective surge
protection must be in with proper earthing and

For the curious mind, a s(@@tector helps to clamp the
ge

grounding.

%5)
®
R
S
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F ¢ Technical Specifications

S3100

Here are the S3100 technical specifications:

Network RF interface SmartSight SPCF and SDCF
Frequency 5.250-5.350 GHz (U-NII-2)
5.725-5.825 GHz (U-NI1-3/1SM)
Modulation OFDM
Channels 8 non-interfering
RF Encryption 128-bit AES
Data rate 6, 9, 12, 18, 24, and 36
(max. burst rate)
Ethernet connector Weatherproof 10/190§§—T (RJ-45)
Security SSL-based autheﬂcyi
Range 5.250-5.350 Gsz 2.5 miles
(RF line of sight) (4.0 km) with integrated 13 dBi
antenna
5.725-5.825 G p to 2.0 miles
(3.3 km) with integrated 13 dBi
antenna
5.725—&. 5 z: up to 5.1 miles
(8.2 h optional 18 dBi
ant
5.425-5.825 GHz: up to 10.2 miles
. m) with optional 24 dBi
tenna
System gain 4250-5.350 GHz: 128 dB with
egrated 13 dBi antenna
% 5.725-5.825 GHz: 126 dB with
integrated 13 dBi antenna
\ 5.725-5.825 GHz: 135 dB with
Q optional 18 dBi antenna
5.725-5.825 GHz: 147 dB with
Q’ optional 24 dBi antenna
Pro Transport: RTP/IP, UDP/IP, TCP/IP,
2 or multicast IP
NN Others: DNS and DHCP client
Power it voltage S3100: 48V DC PoE
S3100-RP: 24V AC
Consumption 12W (250 mA at 48V DC)
N 0 25 VA at 24V AC
\‘ Connector Weatherproof circular
Physical - Size 8.1L x 5.5W x 4.1H in.
(205L x 140W x 105H mm)
Weight 2.0 Ibs (0.90 kg)
Environment -22°F to 122°F (-30°C to 50°C)
Humidity 95% non condensing at 122°F
(50°C)
68
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LED indicators Status, wireless activity, LAN activity
Antenna connectors SMA female
Certification USA FCC part 15 (subparts B, C, and E)
and Regulation
Canada RSS-210 and ICES-003
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Glossary S3100

Access Point A device acting as a communication switch
for connecting wireless units to a wired LAN. Access points
are mainly used with wireless transmitter units to transfer
wireless content onto the wired IP network.

APIPA (Automatic Private IP Addressing) A feature of
Windows-based operating systems that enables a device to
automatically assign itself an IP address when there is no
dynamic host configuration protocol (DHCP) server available
to perform that function. APIPA serves as a DHCP %r
failover mechanism and makes it easier to config d

support small local area networks (LANs). Als %n as
AutolP. %
a ed

Bridge A unit linking a wireless network to
Ethernet network. The newest SmartSight™ridge is the
S3100.

CCTV (Closed Circuit Television) A television system in
which signals are not publicly distrib mcameras are
connected to television monitors in i area such as a
store, an office building, or on a co\% campus. CCTV is

commonly used in surveillance syﬁ

CIF (Common Image Format)
supports both NTSC and PAL si
available, namely CIF, QCIF,
corresponds to a specific
video frame.

o format that easily
als. Many CIF flavors are
. and 4CIF. Each flavor

of lines and columns per

CLI (Command Line Ipterface) A textual user interface in
which the user respond a prompt by typing a command.
All SmartSight units built-in CLI allowing their

signal. °

DCE (Data nication Equipment) In an RS-232
communicati nnel, a device that connects to the
RS-232 inte@. SmartSight units and modems are DCE.

Decoder Receiver.

configuration.
Codec (Coder/DE@r) A device that encodes or decodes a

DHCP amic Host Configuration Protocol) A
communiGation protocol that lets network administrators
manage centrally and automate the assignment of Internet
Protocol (IP) addresses in a network.

DTE (Data Terminal Equipment) In an RS-232
communication channel, the device to which the RS-232
interface connects. Computers, switches, multiplexers,
cameras, and keyboards are DTE.

72 (O) SmartSight’



User Manual Glossary

DVR (Digital Video Recorder) A device (usually a
computer) that acts like a VCR in that it has the ability to
record and play back video images. The DVR takes the feed
from a camera and records it into a digital format on a
storage device which is most commonly the hard drive.

Encoder See Transmitter.

Ethernet A local-area network (LAN) architecture using a
bus or star topology and supporting data transfer s of
10 Mbps. It is one of the most widely implemen mN
standards. A newer version of Ethernet, called%.Base—T
(or fast Ethernet), supports data transfer rates 00 Mbps.
The 802.11a and 802.11b protocols are oft eferred to as
“wireless Ethernet.”

Firmware Software stored in read—onl%ory (ROM) or
programmable ROM (PROM), therefore be ing a

permanent part of a computing device!
IP (Internet Protocol) The netwo;&*e for the TCP/IP
protocol suite widely used on Ethe@ etworks.

e

LAN (Local Area Network) A co r network that spans
a relatively small area. A LAN c&nnect workstations,
personal computers, and surv@nce equipment (like video
servers). See also WAN.

Master An S3100 unit ing S1100w transmitter
stations and slave S310 S.

MPEG-4 A graphics and video lossy compression algorithm
standard that is deri om MPEG-1, MPEG-2, and H.263.
MPEG-4 extends these earlier algorithms with synthesis of
speech and video, | compression, computer

visualization, an ificial intelligence-based image
processing tech S.
L 4

Multicast C@ cation between a single sender and
multiple recéi on a network; the devices can be located
accross m subnets, but not through the Internet.
Multicas'\g et of protocols using UDP/IP for transport.

nDVR martSight video management and storage
soft This graphical product is used in conjunction with
Ethernetvand wireless video servers.
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NTSC (National Television Standards Committee) The
North American standard (525-line interlaced
raster-scanned video) for the generation, transmission, and
reception of television signals. In addition to North America,
the NTSC standard is used in Central America, a number of
South American countries, and some Asian countries,
including Japan. Compare with PAL.

NTP (Network Time Protocol) A protocol designed
synchronize the clocks of devices over a network.

OSD (On-Screen Display) Status information di@/ed on
the video monitor connected to a receiver unif.

Outdoor Wireless Bridge See Bridge.

PAL (Phase Alternation by Line) A televi ignal
standard (625 lines, 50 Hz, 220V primary p r) used in the
United Kingdom, much of western Europg, several South
American countries, some Middle East Asian countries,
land, and other

several African countries, Australia,
Pacific island countries. Compare wi

PTL (Push-to-Listen) In a two-w
communication mode in which th
button while listening.

PTT (Push-to-Talk) In a tWO@ system, the
communication mode in wji talker must push a button
while talking.

PTZ Camera (Pan—TiIme) An electronic camera that

can be rotated left, ri , , or down as well as zoomed in
to get a magnified vi an object or area. A PTZ camera
a

monitors a larger ar, n a fixed camera.
Receiver A devi verting a digital video signal into an
analog form. Als d decoder.

Repeater A\@ extender for wireless links. The

SmartSight r. ter is made up of two S3100 bridges (a
master and @ve).

quency) Any frequency within the

netic spectrum associated with radio wave

. When a modulated signal is supplied to an
antenna, an electromagnetic field is created that is able to
propagate through space. Many wireless technologies are
based on RF field propagation.

RS-232 A standard interface approved by the Electronic
Industries Alliance (EIA) for connecting serial devices.
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RS-422 A standard interface approved by the Electronic
Industries Alliance (EIA) for connecting serial devices,
designed to replace the older RS-232 standard because it
supports higher data rates and greater immunity to
electrical interference.

RS-485 An Electronics Industry Alliance (EIA) standard for
multipoint communications.

S1000 Series The SmartSight series of secure o or
wireless video systems. The series includes the unit
(for the 2.4 GHz frequency band in North Amer';{Ethe
S1000-CE unit (for the 2.4 GHz frequency ban urope),
and the S1005 unit (for the 5 GHz band in th America).

S1000w The SmartSight outdoor wireless video
transmitter operating on the 2.4 GHz fr y band.

S1100w The SmartSight outdoor wireless video
transmitter operating on the 5 GHz frg%ncy band.

S1500e Series The SmartSight S’B}%ﬂo Ethernet video
servers (receiver and transmitter)o% igned for video

monitoring and surveillance over etworks.
S1600e The SmartSight hig lution Ethernet video
server (receiver and transmitt roviding point-to-point

analog extension with Web @ss.

S3100 The outdoor, wire , digital SmartSight video
bridging unit. The S310 ge is used to wirelessly link
S1100w wireless vid servers, or S1500e series/S1600e
video servers in rem ations, to an Ethernet LAN.

SConfigurator (S
graphical program
firmware of vide

Sight Configurator) A proprietary
d to configure and update the
er and outdoor wireless bridge units.

Serial Port \ face that can be used for serial
communicati ih which only one bit is transmitted at a
time. A ser'&rt is a general-purpose interface that can be
used for@t any type of device.

Slave 100 unit controlled by a master unit, typically
ina tér application.

SMI (SmartSight Management Interface) A proprietary
graphical program used to access the command line
interface of the S1000 series units and to perform firmware
updates.

SSID (Service Set ldentifier) A name identifying a pair of
SmartSight units (transmitter and receiver) working
together.
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SSL (Secure Sockets Layer) A commonly used protocol
developed by Netscape for transmitting private documents
via the Internet. SSL works by using a public key to encrypt
data that is transferred over the SSL connection. The SSL
protocol secures the following data: 1/0, serial port, and
VSIP communication; it does not apply to audio and video
transmission.

Station An S1100w unit connected to a master S3100
bridge.

Transceiver (Transmitter/Receiver) A device N@oth
transmits and receives analog or digital signf4

Transmitter A device sending video signals captured with
a connected camera or dome to a receiverqThe transmitter
converts the analog signal into a digital f%&fore
transmitting it. Also called encoder.

Video Server A unit transmitting or r iving video
signals. The SmartSight wireless se;\&a the S1000w

and S1100w units; the Ethernet ser re the S1500e
series and S1600e units.

VSIP (Video Services over IP) A rietary communication
protocol for sending messages Between a computer and a
SmartSight unit, or between its.

WAN (Wide Area Networ, mputer network that spans
a relatively large geographi€aljarea. Typically, a WAN

consists of two or more loc rea networks (LANS).

WEP (Wired Equivale ivacy) A security protocol for
wireless local area networks (WLANs) defined in the 802.11b
standard. It is desi o afford wireless networks the
same level of prot as a comparable wired network.
Wireless Cell 4A of wireless devices that
communicate on the same radio frequency channel.
Also called WN LAN.

Wireless Tr ission A technology in which electronic
devices send information to receivers using radio waves

rather th@lring.
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Numerics

0.6 F1 20

802.11a. See the “wireless”
entries.

A
abnormal power-up
condition 42
Access Management megu 47
account, user 48 K
address, IP. See IP addre
administrator accou
Advanced menu 55
antenna
distance betw
collocat \5 s 16
installation 1
location, fi esnel zone 21
require%‘2 22
APIPA s@ 9, 63
B \

band, frequency 8
bit rate
RF 53
video 14
boot, soft 56
bridge application, wireless 19,
39
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% Ethernet. See Ethernet
cable.
C?sing of the unit 5

D, Utilities x

cell, wireless 8, 10-19
certificate, SSL 2, 49
channel, RF
available 8, 53
in relation to MAC protocol 16
characteristics of the unit 2
CLI (command line interface)
access with Telnet 46—47
main menu 46
menus 49-56
timeout 47
collocated cells 16-17
command line interface. See CLI
(command line interface).
common VSIP port 43
communication
between master and slave 37
between S3100 and
S1100w 33
compatibility between units 11
compliance 81
computer requirements 26
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configuration

default 56, 57

order, in the wireless cell 10

point-to-multipoint 29-33

repeater 36-37

S1100w 26

wireless bridge 39
connection

Ethernet cable 59—60

grounding 34

PoE 27-29

power 27-29, 35
connectors on the unit 5
crossover Ethernet cable

pinout 60

D
data throughput 14
default configuration 56, 57
detecting duplicate masters 43
DHCP (dynamic host
configuration protocol) 31,
50, 63
distance
between antennas 16
between antennas and
persons 23

duplicate IP address 29

duplicate master detecti&'
E

enclosure of the unit

equipment list 3’

Ethernet cable \
crossover, f x ter 38
maximum | 27
pinouts 59
POE 27—?3\,
for poir@ﬂultipoint 27-29

EthernN ork LED 41

evaluating the location 20

exposure, RF 23
external antenna. See antenna.

=

factory default configuration 56,
57

FCC compliance 81

78
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features of the unit 2
finding a lost unit 43
firmware update
preventing 2, 48
without losing units 11
firmware version
compatibility between
units 11
displayed 49
first Fresnel zone 20, @
frequency channel
available 8, \
in relation t C protocol 16
Fresnel zone 20

G

gateway 51

global seturity profile 49

groundi nnection 34
.

H ¢y

hi node problem 12

identifying a unit 56

injector, PoE 27-29
installation

between collocated units l%
maximum link 54

antenna 40, 61
point-to-multipoint 33-34
repeater 38—38
wireless bridge 39
interference 23
IP address
APIPA 63
setting 29, 50
temporary 63
IP firmware update,
preventing 2, 48
IP link, secure 2

K

key, wireless. See wireless
passkey.

L

LAN LED 41

LAN, wireless 8, 10-19
LED 5, 41-42

length of Ethernet cable 27
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limitations, collocated
systems 16

line-of-sight path 20

link distance, maximum 54

link speed 53

list of equipment 3

loading default
configuration 56, 57

location evaluation 20

login name. See user name.

lost unit 43

M
MAC protocol 12, 52
main menu of the CLI 46
mask, subnet 51
master
configuring 29-33, 36, 37
duplicate 43
installing 33, 38
point-to-multipoint 15
repeater 18
wireless bridge 19
maximum length of Ethernet
cable 27
maximum link distance 54
maximum number of units
cell 14
maximum transmission
power 22, 54
media access control (
See MAC protocol

menus in the CLI 49@

Q)Q)

\ ®)
'3
name of unit
network §\
menu in t 50
param :@
plannin 9
non-oveflapping channels 8

o "\

options, when ordering a unit 3
order in the configuration
process 10
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Index

P
parameters
point-to-multipoint 29-33
repeater 36—37
wireless bridge 39
passkey
SSL 49
wireless. See wireless

passkey.
password \
.
n Non 48

SSL 49
for Telnet
able 59-60

ping reques
pinout, Etherne
planning

RF 19—

system 10-19
PoE (power-over-Ethernet)
.% 27-29

point: témultipoint
application 15, 26-34
connection
int-to-multipoint 27-29
repeater 35

p

Cgjwer requirement 4, 5

power, transmission 22, 54
power-over-Ethernet (PoE)
injector 27-29
power-up condition,
abnormal 42
preventing
firmware update 2, 48
Telnet access 2
protecting unit configuration 47
protection, surge 34, 65
protocol, MAC 12, 52

R
radio frequency. See RF (radio
frequency).
reboot, soft 56
recognizing a unit 56
repeater 18, 35-38
requirements
antenna 22
computer 26
power 4, 5
video bit rate 14
reset to factory default 56, 57

79



Index

RF (radio frequency)
channel 8, 32, 53
exposure considerations 23
LED 41
line of sight 20
menu in the CLI 52
parameters 32, 52
planning 19-23
See also the "wireless"

entries.

RJ-45 Ethernet cable 59—60

role, wireless 53

S
S1100w
checking communication with
S3100 33
compatibility with S3100 11
configuring 26
MAC protocol 12
maximum number in a cell 14
as a station 15
SDCF
defined 2, 12
maximum link distance 54
Security menu 48
security profile 49
shipment list 3

configuring 36-37, 39
installing 38
maximum number in Q14
repeater 18 @
wireless bridge 1

SmartSight Utilities

SmartSight Web\\ga
soft reboot 56\
software rese@
SPCF 2, 12&

specificati chnical 67-69
speed of the Wireless link 53

SSL (SN ockets layer) 2, 49
station. See S1100w.

status LED 42

status, system 47
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straight-through Ethernet cable
pinout 60

subnet mask 51

support, technical xi

surge protection 34, 65

system reboot 56

system status 47

system status LED 42

T
technical specificgti&—(ig
technical suppo i\
Telnet, preventing access 2, 49
temporary IP a ss 63
throughput,data 14
timeout, %
transmission er 22, 54
; %n
updat%gf;i ware

pr ting 2, 48

&ut losing units 11
er ‘account 48

ame 48
ilities CD x

®®

version of firmware
compatibility between
units 11
displayed 49
VSIP port 30, 43

W
Web site, SmartSight xi
wireless bridge 19, 39
wireless cell 8, 10-19
wireless Ethernet LED 41
wireless LAN 8, 10-19
wireless parameters 32, 52
wireless passkey

in the CLI 52

in collocated cells 16

in SConfigurator 32

in a single cell 8
wireless role 53
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Compliance S3100

Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this
device must accept any interference received, including
interference that may cause undesired operation of the
device.

To reduce potential radio interference to other users, the
antenna type and its gain should be so chosen that the
effective isotropic radiated power (EIRP) is not more_than
that required for successful communication. @

The S3100 units require professional installation. They sh be installed in
a location that would prevent the general population from approaching from

1 meter of the radiating element. %
USA 5'
This device complies with part 15 of@ (Federal

Communications Commission) rule%
http://www.fcc.gov/).

This equipment has been teste ound to comply with
the limits for Class B Digital Dewice, pursuant to part 15 of
the FCC rules. These limits amsigned to provide

reasonable protection agai mful interference in
residential installation. T@Jipment generates and can
radiate radio frequency ene and, if not installed and used
in accordance with the%uctions, may cause harmful
interference to radio c nications. However, there is no
guarantee that interfegence will not occur in a particular
installation. If this ipPent does cause harmful
interference to radi television reception, which can be
determined by tu%the equipment off and on, the user is

encouraged t fBSa rrect the interference by one or more
of the foIIowi% sures:

Reorient elocate the receiving antenna
Increa separation between the equipment and the
S310

Co the equipment into an outlet on a circuit
differént from that to which the receiver is connected

Consult the dealer or an experienced radio/TV technician
for help

* & o0

Any changes or modifications not expressly approved by
SmartSight could void the user’s authority to operate the
equipment.
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Canada

This device has been designed to operate with an antenna
having a maximum gain of 16 dBi on the 2.4 GHz frequency
band and of 24 dBi on the 5.3 and 5.8 GHz bands. Antenna
having a higher gain is strictly prohibited per regulations of
Industry Canada. The required antenna impedance is

50 ohms.
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