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Safety Requirements

Please read this manual carefully before using the module.

Module may be set up and maintained by qualified personnel having the knowledge of GSM equipment
operation and safety requirements. Module must be disconnected from external power supply source before starting
the set up!

Module should be set up in locations with restricted access and in safe distance from any sensitive electronic
equipment. Module is not resistant to vibration and other mechanical effects, dampness or hazardous chemical
environment.

Casings, transformers, batteries and programming devices must comply with LST EN60950 safety
A requirements.
The module is powered either by 16-24 V DC source or via 16-18 V Il class voltage transformer from 220 V
50 Hz AC power grid. 12 V/7 Ah (or higher capacity) battery must be used in order to ensure standby
power supply. Current consumption depends on the load of all connected external devices.
An automatic bipolar fuse must be installed to safeguard from a current overload in the electricity supply
circuit. Release contacts must be = 3mm apart. The fuse must be mounted in a location well known to
the maintenance personnel.
The device may be disconnected from the electrical grid:
— by switching the automatic fuse off (from AC power grid);
— by unplugging the terminals (from the battery).



Definitions

Alarm (security system, alarm system) - interconnected safety devices which comprise the burglary and fire alarm
system of the premises.

ARM - a security mode which covers all zones in the premises. Alarm system will react to events in any of the
zones.

Auto ARM function — this function protects from an accidental shutdown of the alarm system.

Bell Squawk function — a type of function that will sound a short siren when the alarm system is being armed or
disarmed.

BYPASS function — a type of function that allows to temporarily turn off the control of a protected zone, e.g. for a
single alarm system actuation period.

Central Monitoring Station, CMS - the location where messages from the protected object alarm system are sent
via existing wired and wireless communication channels and where appropriate actions are taken in response.

Data Bus (multi-functional/two-wire) — subsystem which allows to transfer the data from one component of the
security system to another.

DISARM - a type of a security mode which covers only a part of zones in the premises. Alarm system will react
only to Fire, Silent and 24 hour zone events while the other will be ignored.

Door Chime function — a type of function that will sound a short buzzer when the entry door is being opened or
closed even if the alarm is disarmed.

Driver - a computer program which operates or controls a particular type of device that is connected to a
computer.

Entry Delay — a delay of the alarm system activation in order to enter the premises and turn off the alarm, e.g. to
enter the password using the keypad. Alarm system will not react to Delay, Interior and Interior STAY zone events
during the countdown.

EOL (End of Line) — a type of a circuit connected to outputs ZNx and COM. The value of circuit resistance is
predetermined in a normal state. Event signal is conditioned on the change of value of circuit resistance
exceeding permissible limits. Usually, a resistor of suitable denomination is connected at the end of such circuit
stub and NC or NO sensors are used to form event signals in the circuit.

Event (event signal) - any external effect which forms an electrical signal and causes security module (control
panel) to react, e.g. an electrical signal in the sensor monitoring zone may appear due to the alteration in
temperature and cause a change exceeding permissible limits of value of resistance in the electric circuit,
connected to the terminals ZNx and COM.

Event Log function — this function allows to register and save detected events (according to the time of their
occurrence).

Exit Delay — a delay of alarm system activation in order to freely leave the premises after the alarm activation
command is sent, e.g. by entering the password using the keypad. Alarm system will not react to Delay, Interior
and Interior STAY zone events during the countdown.

Expansion Module — an external interface which allows to increase the number of security module inputs.
GSM modem — a component of the system which allows to operate in a mobile network.

Interoperable Module - a type of module that can be connected to module data bus (two-wire YG or single-wire
MCl).

NC (Normally Closed) — a type of a circuit connected to terminals ZNx and COM. Electric circuit between contacts
is closed in a normal state, i.e. resistance in the circuit or in between contacts is low. Event signal is conditioned
on the change of value of circuit resistance exceeding permissible limits.

NO (Normally Open) — a type of a circuit connected to terminals ZNx and COM. Resistance in the circuit or in
between the contacts is high, i.e. the circuit is open. Event signal is conditioned on the change of value of circuit
resistance below acceptable limits.

Port forwarding. — a technology which allows to connect remote devices to a specific computer or a service
within a private local-area network.

Restoration (restoration signal) — a reset of electrical circuit (circuit resistance), connected between module
terminals ZNx and COM, to the original (normal) state before the zone event signal.



Router — a device which connects computer networks and carries out the data routing function, i.e. makes
network routing maps and tables.

Security Module (module) — a control unit which manages the alarm system of the protected object and allows
the user to select a desired security mode by call, using the keypad or another type of control. In case of an event
the module turns on the siren, the flash or another alarm device according to the settings. A message is sent via
the integrated communicator to the centralized monitoring panel, user's mobile phone or it may react to the
alarm signals in a different way.

SLEEP - a type of a security mode of the premises when the alarm system protects only the outside of the
premises and allows movements inside, i.e. ignores Interior STAY and Instant STAY zone events. When this mode
is on, the breach of Delay zone immediately triggers the alarm without starting the Entry Delay countdown.

STAY - a type of a security mode of the premises when the alarm system protects only the outside of the
premises and allows movements inside, i.e. ignores Interior STAY and Instant STAY zone events. When this mode
is on, the breach of Delay zone starts the Entry Delay countdown.

Terminal — a module element intended for electrical connection (contact) with other devices.

Zone (secured zone, sensor zone) - a space, a medium or a surface whose physical or chemical properties are
controlled by the sensitive element of the sensor. When an irregularity is detected (i.e. secured zone is
breached), the sensor triggers an event signal.

Zone Type - a special predetermined algorithm according to which the module starts to work if the zone event is
detected.

Note. Signal input and output terminals are denoted by acronyms ZNx or PGMx. x symbolizes any of the input or output
sequence numbers.




Description of the Security Module SP131

Module SP131 is a burglary and fire alarm control panel with an integrated GSM modem which can transmit
event messages to central monitoring station via GPRS connection and SMS messages, to the mobile phone of the
user by SMS or to OS Android device with an application "Protegus". Sent messages are encoded in Contact ID
protocol codes. Features:

*  Alarm control using the most convenient device for the user.

Module can be armed/disarmed using these devices:
—  UAB Trikdis Protegus SK130LED W/B keypads; or
—  Paradox MG32LED, K636, MG10LED keypads;
— 0S Android phone with an application "Protegus";
—  Phone (by call);
—  Phone (by SMS);
—  iButton key;
— Code or another electrical switch.

* Setting the operation parameters using a USB.

All operation parameters can be set using MS Windows OS computer with a program SPconfig by
connecting the module to a computer using a USB cable. 5V voltage from USB cable is sufficient for setting the
parameters. Set parameters are stored in the memory of the module for a storage period.

* Management of operation parameters and the module from central monitoring station.

It is not only possible to change all the operation parameters of an already set up and operating module,
but also to turn off the control (bypass) of a desired zone, change the output status of a desired PGM, arm and
disarm the alarm, and even update the firmware. This feature is useful for organizing, e.g. cash machine
protection.

*  Multi-functional data bus MCI.

Module has a singlewire multi-functional data bus MCI which automatically recognizes and registers

connected compatible devices (maximum 4):

— Additional transmitting module (T10C, E10C or G10) which transmits all event messages of the security
system to central monitoring station in parallel either by VFH radio (T10C), Ethernet (E10C) or GSM/GPRS
(G10).

—  iButton key scanning device W131;

* Two-wire data bus YG (also called YEL/GRN).
Module has a data bus YG which automatically recognizes and registers connected compatible devices
(maximum 12):
—  Protegus SK130LED W/B or Paradox MG32LED, K636, MG10LED keypads;
— ZNinput expanders CZ8

* 8zones (can be expanded up to 32).

Module has eight terminals ZN1-ZN8 for connecting sensor controlled external circuits.
—  Number of zones can be expanded up to 32 by using CZ8 expanders. Up to 12 various expansion modules can
be connected to YEL/GRN data bus, e.g. 4 keypads and 8 zone inputs expanders and likewise.
— An external circuit of any type (NC, NO or EOL=2.2 kQ) can be connected to any of the terminals.
— Any of the ZNx circuit inputs can be monitored as ON/OFF, Delay, Interior, Interior STAY, Instant, Instant
STAY, 24 hours, Fire or Silent zone. Zone types vary depending on the module operation after the event and
appearance of the restoration signal (see Annex "Description of Zone Types").

*  Fire zone.

— Any of the module ZNx inputs can be set to Fire zone and be connected to a four-wire fire (smoke) sensor.

—  Two-wire fire (smoke) sensor can be connected to the input ZN8 (default Fire zone). If needed, the sensor
can be reset using the keypad or by SMS.



* 4 PGM outputs.

Module has four programmable output terminals PGM1-PGM4 for connecting module controlled
external circuits. Every output can be set to operate in any of 14 operation modes (see Annex "Operation Modes
of PGM Outputs").

*  Remote control of PGM outputs.

Output state can be controlled remotely by SMS or telephone call if the mode of any of the PGMx
outputs is set to Remote Control by SMS or Remote Control by DIAL. This function helps to remotely control
various devices (gates, watering pump, cooler, etc.) without changing security mode of the premises.

* Event message forwarding to central monitoring station of any security service company.

The module sends messages to central monitoring station (CMS) via GPRS and/or by SMS. Sent
information matches Contact ID protocol codes. PING signals are used periodically for connection control with
central monitoring station receivers.

Module sends messages to central monitoring system via GPRS connection main IP receiver address IP-1.
The messages will be reported to a station receiver backup address IP-2 in cases of connection failure.

If sending fails to both, the main and backup IP receivers, the module will send a coded Contact ID
message by SMS to the SMS receiver of the station.

* Event messaging to a mobile phone.

Event messages can be sent to 5 mobile phones. Texts of events are written in either Lithuanian or Latin
alphabet. It is possible to customize the list of events in which the messages will be sent.

*  Event messaging to OS Android device.

Module can be set to send a special format SMS messages to OS Android device with an installed app
PROTEGUS. PROTEGUS will convert your OS Android device to a user-friendly, informative and cost effective
(depends on cost of SMS) security system control and management console.

PROTEGUS can be used as an easy-to-use widget for checking the status of the alarm system, and arming
or disarming it. The widget enables to arm or disarm the system in just a couple of seconds. Additional relevant
information will be readily available.

Note. When choosing payment plans for Smart Phone and module SIM card GSM connection services pay
close attention to the pricing of SMS messages.

*  Module Calls

Besides sending an SMS message, module can also call two mobile phones if a specified event occurs, e.g.
burglary. Events when a call is desired can be specified when setting the parameters of the module. This function
is useful in cases when an important event occurs and the SMS sound is disabled.

Note. The alarm call has higher priority than security system or PGM output control call. When module is
calling to a user phone, all the incoming calls are rejected and commands controlled by call are not executed. It is
highly recommended to configure the security system to either make alarm calling or be able to be controlled by
call, but not both at the same time.

° System status messages

Module sends messages not only about robbery, fire and other hazards, but also about system operation
and power supply failures (AC fail and Low battery) to desired addresses. It also informs on who, when and how
(keypad or mobile phone) armed or disarmed the alarm system, etc. Connection Test messages are sent to central
monitoring station in set Test Time or Test Period.

*  Bell Squawk function.

Module may sound a short siren indicating arming and disarming of the alarm system.




*  Door Chime function.

Module may sound a short buzzer indicating that entry door is being opened or closed (breach of Delay
zone) even if the alarm system is disarmed (DISARM mode).

*  BYPASS function.

Control of a protected zone can be temporarily turned off, e.g. for a single alarm system actuation period
in order to arm the alarm system even if the protected zone is breached.

*  Auto ARM function.

This function protects from an accidental shutdown of the alarm system. If the security system is
disarmed remotely and during the time for entry into the premises none of the secured zones are breached, the
module will automatically rearm to a previous ARM / STAY / SLEEP mode.

*  Event Log function.

Module registers and stores all recorded events. Events log can be read using the program SPconfig.
Events are registered according to the time of their occurrence which is counted by the internal clock of the
module.

* Main power supply by AC or DC power source

Module and the entire alarm system can be powered by standard 16-18V AC power supply source or by
16-24V DC power supply source. The latter feature is useful when the protected premises are not connected to
the electricity network and the security system must be powered by an independent source of energy (e.g., solar
power). Power supply voltage is monitored. Central monitoring station and the user (depending on the settings)
will be informed in cases of faults in the power supply system.

Compatible Modules

These modules can be wired to a two-wire YG (also YEL/GRN) or a singlewire MCI data bus of the module.

Product code Data bus Description Current
______________________________ ...} Consumption
B Y6 , Input expansion module (upto8zones) L SOmA
wisi | MCl__ | Interface with iButton key code scanning device i30mA

T10R © Mcl © Radio transmitter which sends messages in VHF radio 1 50 mA on
© frequencies © standby
! ! ! 1000 mA in
! transmission
______________________________ e _imode
E10C © MCl i Ethernet communication which sends messages via 1 60 mA on
' internet networks i standby
: : 1 100 mA in
! transmission
______________________________ e imode
GM10 L MCl + GSM communicator which sends messages via GPRS 60 mA on
i standby
! ! : 120 mA in
| transmission
______________________________ e dmode
PROTEGUS SK130LED ' YG + Touchscreen LED keypad with white or black glass ' 60-150 mA
W e  surface (16zones) ] S
ParadoxKe3s Y6 | LED keypad (10zones) (50-100mA
Paradox MG10LEDV and | YG | LED keypad (10 zones) | 50-100 mA
_MGIOLEDH T S A
Paradox MG32LED L YG ! LED keypad (32 zones) ! 50-150 mA



Technical Parameters

80 mA on standby
Up to 150 mA (while transmitting data)

Power consumption (module only, without
external devices)

DC 13.6 V in between terminals [AUX+] and [COM].
Currentupto1,1A

i Main power supply source voltage is lost/restored,
' Backup power source voltage is lower than 11,5V,
i Backup power source voltage is restored to 12,6 V

8 programmable;
Custom NC, NO or EOL=2,2 kQ circuit type;

4, field-effect transistor NO terminal commutates upto30V /1,5 A
between COM terminal

SMS

! Dimensions 130 x 65 x 25 mm
Package Contents
Security Module SP131 1 pc
Battery connection wire 1pc
2,2 kQ resistors 8 pcs
Plastic distance holder 4 pcs



Module Components

1. Network and operation light indication

2. Standby power supply connector

3. Terminal block for main power supply source
connection

4. RESET button

5. GSM antenna connector

6. SIM card holder

7. USB socket for configuring the module

8. Two-wire YEL/GRN data bus terminals

9. Singlewire MCl data bus terminal

10. Terminal block for external outputs

Terminal Block Description

Terminal Description

AC/DC+ AC/DC- Terminals for connecting the main power supply source AC 16-18 V or DC 16-24 V

AUX+ Terminals for connecting the keypad(s), signalling-devices and various sensors powered
by +13,6 V voltage

BAT+/ BAT- Terminals for connecting the standby power supply source, e.g. 12 V, 7 Ah battery

coM General terminal for the keypad(s), signalling-devices and sensors

YEL Terminal for connecting external device (keypad) circuit YEL (yellow wire)

GRN Terminal for connecting external device (keypad) circuit GRN (green wire)

MCI Terminal for connecting of iButton scanning device W131 and/or another transmitting
module

ZN1-ZN8 Terminals for connecting external circuits of the sensors. Terminal ZN8 can be used for
two-wire fire (smoke) sensors.

PGM1-PGM4 Programmable terminals (outputs) for connecting various signalling and control devices

Light Indication

LED Activity Indication
“Network” indicates OFF SIM card read error
connectivity status to Green frequently flashing SIM card PIN code error
the GSM network Green flashing Connecting to GSM network
Green ON Module is connected to GSM network
Yellow ON Message is being sent
Yellow flashing Number of flashes represent GSM signal strength (up
to 10)
“Data“ indicates data Green ON Unsent messages present in module memory
transfer Green flashing Messages are being sent and received
“Power” indicates Green flashing Power supply voltage is sufficient
power supply status and Yellow flashing Power supply voltage is not sufficient (< 11,5 V)
programming mode Green and yellow flashing in "Boot loader" mode
turns
All OFF Power supply is off or the voltage of the battery is
lower than 9,5V
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Setting Up

10.

Setting Up Guidelines

Make a rough sketch of the premises to get an idea of where the module, keypads, signalling devices and other
devices are to be set up. According to the evaluation of the premises and their protection requirements select the
type and the number of sensors as well the places where they should be placed accordingly.

It is recommended to use the factory settings of the module when developing your alarm system. In order to
check the factory settings of the module use the program SPconfig. The factory settings and their values can be
seen in the windows of the program SPconfig. It is not necessary to connect the module to the computer.

However, if there is a need to change the factory settings according to the requirements of the premises, see the
section Setting Up Operation Parameters of the Module.

Note. Default factory settings remain in the memory of the module even if it is stored unpowered for long
periods of time.

Secure the module plate with the plastic distance holders into a plastic or metal mounting case with an
integrated battery or power supply source. If a metal case is selected, do not forget to ground it during the set

up.

Screw the 2.5 m long GSM antenna to the antenna connector with a magnetic or adhesive pad. Insert the SIM
card (registered to GSM network provider) into the SIM card holder.

In order to connect external devices, e.g. door and wall mounting tampers, magnetic door contacts, fire sensors,
a siren, etc. follow the wiring diagrams of both, this manual and the manual of the device to be connected to this
module. Correctly connected keypads, extenders, transmitters, etc. will be recognized and registered to the
system automatically by SP131.

Insert the standby power supply battery into the mounting case. Connect its wires to the module terminal for the
standby power supply BAT+ / BAT—;

Connect the main power supply wires to AC/DC+ and AC/DC- terminals;

Turn on the main power supply. Security system will send E305 (system reset) event message. If there are
additional devices connected to YEL/GRN and MCI data buses of the module SP131, security system will send
R333 (Expansion Module Restore) event message. E760 (PING) event message will be sent to central monitoring
station IP receiver. This message will enable communication control with the module SP131.

Check security system operation and transmission of messages. In order to check the system transmission of
event messages, breach the protected zone or input the system arming password using the keypad triggering the
transmission of the event message.

If needed, module operation parameters can be set and changed even when the alarm system is set up,
connected and in operation.

Note. After the operation parameters are set, we highly recommend to reset the module, i.e. either press
RESET button or unplug and replug the power supply.

11




Wiring diagrams
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Signalling (control) devices

AUX+ <

+
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NO
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Setting Up Operation Parameters of the Module

Module operation parameters are set using the computer program SPconfig which runs on MS Windows OS.

You can find the program on the website www.trikdis.|t.

Connecting to a computer using a USB cable

Connect module to the computer using a USB cable. Module does not require additional power supply during the
programming.

Computer must have a USB driver installed. If the module is connected to a computer for the first time, MS
Windows OS should open the window Found New Hardware Wizard for installing USB drivers. Download file USB
driver.zip from the website www.trikdis.It and extract it. In the wizard window select the function Yes, this time
only and click Next. After the window Please choose your search and installation options opens click Browse and
select the location where the file USB_COM.inf was extracted to. Follow the remaining installation wizard
instructions to finish the USB driver installation.

Note. Computer has to be connected to the internet network for proper USB driver installation!

Start the program SPconfig;

Choose the command Settings in the menu bar and select the port to which the module is connected in the Serial
port list. Click OK.

A specific port appears only once the module is connected to a computer and the USB driver is installed properly.

Select the preferred language in the Language option field. Click OK.

Choose the command Devices in the menu bar and make sure it is set to SP131/5SP133. Default factory settings
will be shown in SPconfig windows and the status bar will display information about the module.

System is ready for configuration even if in the status bar of program window is indicating Disconnected. For
more, see section Setting Up Operation Parameters using SPconfig.

When desired parameters and functions are set press Write [F6] and the new configuration will be sent to
module SP131.

When configuration is finished, turn off the program SPconfig and unplug the USB.

Button for writing configuration to the

module Button for opening TCFG configuration file

Button for reading configuration Button for saving TCFG configuration file
off the module

N =IE]]
Setect the right e | e | =
. System
port to which He e ol Timers
. Sed -
module is e = el [obiect tame Test Time: T
u 1
connected 2 1234 e Test Period | Days
o3 e |"" Entry Delay |'E s
i: Languana: |EN9ESH 'I |§u: ﬁ mA Ext Delay: |20 s
Language option 2‘5 - - Bel Duration: I
field fir r
ooorenam '7
Clear event buffer after sytem reset rd M Od U Ie-rime

ARMDISARM Setiings Read Module Time | Set Time from PC

ONOFF input mode: -

Remote Open/Close v

Auto ARM r

Keyboard Shortcuts

Panic [1}+3) Sient =]

Medical [4]+{8] Sient ]

Fire [7]+[9] Silent -

| com1 Disconnected  |SP1331130529 r

Firmware version of the module

Open USB port Connection state
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Connecting to a computer via GPRS
In order to program the module SP131 remotely via GPRS several conditions have to be met:

1. SIM card inserted into the module has to support a GPRS service. In order to activate the GPRS service
contact your network provider.

2. Module SP131 has to be connected to an already installed IPcom program (must be v.1.10 or newer) on a
Windows OS computer with internet connection. Installation file for IPcom can be found on www.trikdis.|t.

Connection to program IPcom

1. Install the program IPcom (v1.10 or newer version) on the Windows OS computer and start it. In order to
configure IPcom to receive module signals correctly refer the user manual.

2. Configure computer network LAN in a way that module SP131 signals are forwarded to a dedicated IPcom
port. For information on port forwarding please refer to your router user manual.

3. In order to open up a GPRS connection session send an SMS message containing the code below to the SIM
card number of the module SP131.

PSWxxxxxx _, 10 _ XXX.XXX.XXX.XXXH#YYyy#
Here:
PSWxxxxxx — initial command and the six-digit remote access code;
10 - a command code for setting an IP address;
JOCXXX.Xxx.xxx — external IP address of computer LAN;
yyyy — number of the IPcom port;
_ - Space between the values. Spaces are necessary in marked places.
# - the end mark of values. Do not forget to end an IP address and the port number with this mark.

4. If the SMS message is sent correctly and configuration of LAN and IPcom was successful, the module should
appear in IPcom window not for long after.

5. Open the window of IPcom and right click on the data row. After the SPconfig icon appears, left click on it to
to launch SPconfig.

File Settings About

Control Obiject state summary

Refresh control Waiting for GPRS: 1
[ Refreshevery: [5 =] seconds \é\ﬁnnrx:guvjulih[/ls 0
Objects control
ObjectID  IP Phone number Communication state Level GPRS last ping GPRS ping interval ~ GSM last ping GSM ping interval Device
1234 onﬂg Waiting for GPRS message 7 2013.031210:2340 120 N/ N/ SP133
6. When SPconfig starts click Read [F7] to read the present configuration of the module. The reading process

will be displayed in a progress bar. Data exchange may take up to a minute.

Set the desired module operation parameters values. Refer to the section Software SPconfig.

In order to enter the values to the module click Write [F8].

After the configuration is finished close the program SPconfig.

10. In order to close the GPRS session between the module and IPcom send another SMS to the same module
SP131 SIM card number with IP and port values of zero:

PSWxxxxxx _, 10 _ 000.000.000.000#0000#

w o N
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Software SPconfig

It is recommended to use the default factory settings set in the module when developing your alarm system
and change them only when needed.

Setting the main security module parameters

General parameters of the module can be set under System Options in the program SPconfig.

Object name

BEIE]
Fle Settings Devices Fymwere Mbout
Account number _FefT | _witelFE | _OenFa | sme |
0001-FFFF B I =
IUH:‘IIIS Object Name: (Object Name: Test Time: 1330 hhmm
c,,:::,m,.g Arcount Humber- 12H Test Perod: 1 Days
. User R i S8 Card PR aner m

PIN code of SIM card. If there is no s o o |—|2., :
set PIN code on SIM card leave the e == e S 4
default value. Everts Log ot e —

Door Chamn |= 1
Charging current of battery. Possible e vant e e syemreset. ¢ ModuleTime
values 100-2000 mA. Set according to ARADEA Segs RestoieTme | setTmewomrc |
recommendation of battery ouorf mptesce: e 5]
manufacturer. T E

Auto ARK r

—Keyboard Shonicuts———————

Panic [1}+43] Aupdble -

Wedical [41+5] sudtie =]

Fire [71+5) Audble - 3

coM4 | Dsmrnected  SP133_130913 5P 13x_boot_IvD p:

Bell Squawk activation. If activated short bell signals will

be formed then Arming (one short signal) and Disarming

(two short signals) the security system. Zone 8 set as 2-wire zone. If box is checked it
will be possible to reset 2-wire fire sensor with
keypad or SMS.

Checkbox to activate the Buzzer signal BellSquawk: [T 1
formation everytime the door is opened in | Setzng as 2-wire [+
DISARM mode. Door Chaim W~ Checkbox to activate the event buffer clearing

Clear event buffer after sytem reset [ after every reset.

Switch mode Pulse or Level selection for ON/OFF zone depending
on switch type. If Remote Open/Close is marked the Pulse mode will . . )
be set automatically Checkbox to activate the automatic arming

function of the security system. If Delay zone is
not activated in set Entry Delay time after phone
call to disarm the control panel, the module will
automatically switch back to previous mode, for
example ARM mode

—ARMDISARM Settings-
OMNIOFF switch mode: [~155 mods
Remote OpeniClose

Enable Arm/Disarm by phone call. If Auto ARM

enabled PGM control by call and calling
to user functions will be disabled
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Emergency mode selection. If Audible mode is selected the message will be

KeyhnardSet‘tings—3— sent and keypad sound will be formed. If Silent mode is selected the message
- will be sent, but keypad sound will not be formed.

Panic [1]+[3] IAudlbIe ;II

WMedical [4]+[6] IAudibIe vI
Fire [7]+[8] IAudibIe vl

Test Time
—mers i Test period. 0-99 days. If O is set, the

st T |_"13;30 _— test messages will not be sent.

Test Period: o |TestDisable | J

Entry Delay |15 £

Exit Delay: IZU 5

Eorltzrglscielay time. el buraton: =N 4 Exit delay time.
0-255s

Bell duration time. 0-9999s

Button for setting module time to

PC time
Panel Time 5
Read Panel Time | Set Time from PC |

Button for reading internal
clock of the module
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User code management

Menu directory Users is for entering telephone numbers, names and user codes of up to 40 users who will be
able to control the security system.

il
Fle Settings Devices Fimware About
Read [F7] | \Wiite [FE] | Open(F3] | save |

- System Options Users
Type | User Name | User Tel User Code Button Code | =
inputs P|1aster Waster Name 000000000000
- Outputs I -
USER 2 User1 Name 000000000000

CMS Reporting -
lear Bannrtina USER 3 000000000000

User number

Section for entering name of the user. The name of the Section for entering a user
user will be included in SMS message code

Section for entering user telephone number which will be allowed to
ARM/DISARM the security system remotely. Telephone number must
be entered with international country code but without “+” (plus)
sign, for example 37061111111

[ Trype | User Name | User Tel. | usercose | iButoncode [ =
| 1aster Master Name e 000000000000
USER Z User Name e 000000000000

Section for iButton key codes.

If there is an iButton code in the section and interface W131 with iButton
scanner connected to the module, security system can be armed and disarmed
with iButton key.

iButton key code register

1. The module will automatically record iButton code to the Master user when the old
code is 000000000000. If there is another code, enter all zeros to iButton Code section of
the master user.

2. Touch the iButton key reader with iButton.

3. Automatically recorded iButton code can be transferred to other User box by using
CTRL+C (copy) commands CTRL+V (paste).

4. For security reasons iButton Code of Master user has to be changed to 100000000000
or other code to prevent another key scan.

5. Press Write (F6) in SPconfig and iButton key will be saved in the memory of module.

Note. If there is a need to remove iButton code from the system, enter the
000000000000 instead of it.
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Zone type customization

Zone properties can be set in the Settings tab under the directory Inputs.

~[ol

Fe Settngs Devces Frmwars About..

Read IF7) | wwielFe) | Open [F3] |
Inputs

System Options.

[CT=emgs]| eportng | |
Zn | Wodule | BvPass | Defintion | Type [ Speed | Repest| =
CMS Reportng M 1 00000000, Zn-1 F  ceny EOL 200ms 1
User Reporting 2 | 00000000, Zn-2 F  intarier EOL 200ms 18
Event Summary 3 00000000, Zn-3 W instant EOL 200ms 1s
B Machen 400000000 , Zn-4 F  instast EOL 200ms 13
MCI Bus Modules =1
Evants Lug || 5 oooooooo, Zn-s F 24 hours EOL 200ms 18
Firmware || & ooo000ce , Zne W 24 hours EOL 200ms 1s
T 00000000 , Zn-T F  oworr EOL 200ms 15
8|/ 00000000 , Zn-8 F| e NO Ho00ms | | 1s

The module will not react to
disturbances in a protected zone if
their recurrence period is shorter
than set in this section

Zone serial
number, 1-32

Module or expansion module
registration number and zone serial The module will not react to
number disturbances in a protected zone if
their duration will be shorter than
set in this section

Marked zone can be bypassed. Bypass can be
activated by keypad or with special Android OS
application

Selectable input type. EOL, NO or NC

Selectable zone type

Double-click the left mouse button on an zone parameters row to open a table intended for setting
parameters for the desirable zone.

Selectable zone type Selectable input type
Zone 2 Settings
Event code in Contact ID Zone Definition
format. Changes automatically
. . 136 H
if another zone type is set, or Costectinien® Physical module of the
can be set manually T Module Assign |°0000001 ,SP133_130226 Zn-2 = zone
Alarm Text ||nput2A|arrn
. . Restore Text Ilnput2 Restore
SMS text to user if zone is S SMS text to user if zone is
violated. Text can be changed | [ Pns
manually & prrEri o Zoeees [ 200ms 1 restored. Text can be
Restore Enabled [# EventRepestTmeout |15 changed manually
Bypass Enabled [v oK |
The module will not react to disturbances
in a protected zone if their duration will
Enable Alarm reporting be shorter than set in this section
—Zone Opti
Enable Restore reporting Alarm Enabled [ Zone Speed [ 200ms 1
Restore Enahlecll‘V

Event Repeat Timeout I 18
Bypass Enabled [ oK |

Marked zone can be bypassed The module will not react to disturbances
in a protected zone if their recurrence
period is shorter than set in this section
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SMS text customization

SMS text can be customized in the directory Inputs under the tab Reporting.

Fle Setings Devies Fymware About..

ol

Read[F7) | e ]| OpenF3] | Savess. |

Syslem Options Tnputs
Users Sattings | Reporting
Outputs n] co [ aam | SMS Text on Alarm [ mestoee [ SUS Text on Restore -
CMS Reparting 113 | B inputt Alarm W nputt Restore
User Reporting 2|13 F  inpet2 Alarm ¥ |npul2 Restore
Event Summary 3132 W input3 sam ¥ nput3 Restore
Bus Modules 4/12] F |npetd Al ¥ |nputd Restore
MCI Bus Modules
Events Log 5 110 B nputsaam ¥ | npuls Restore
P— 6133 W mpu daem ¥ | nputt Restore

T 408 F inpe? slbrm W inpuil Restore

10| W | npwts sam F| nouts Restore

Zone serial number, 1-
32

Restore SMS text. If there is a
need, text can be changed

Event code in Contact ID manually

format

Enable Alarm reporting

Alarm SMS text. If there is a need, text can be
changed manually

Enable Restore reporting

Customization of PGM outputs operation

Desirable output operation mode can be set under the menu directory Outputs. Every mode is described in
the Annex of this manual.

Note: If any of the PGM outputs is set to Remote Control by DIAL mode, functions which enable to
arm/disarm the alarm system by call and a warning call function will be disabled.

el

Fie Settngs Devices Frmware About..
ReadF7] | witelFel |

OpenlF3] | Savess |

-Outputs

System Optons
Users
Inputs

0wt defindtion
Bel
System State
Ready
Dsable

CMS Reporting
User Reporting
Event Summary
Bus Wodules
WMCIBus Wodukes

]

Drop-down list invoked by double
press of left mouse button presents
PGM output operation options.
PGM1-4 output signal ON (active
state) is a closed type circuit in
respect of common terminal COM

Remote PGU Controt

PGM Control Mode IPnIs: mode =)
Iln o

Pulse Time

of

Area for

setting the parameters

controlled output.

After receiving a control message or call, the output
state of the Remote Control outputs will change to
opposite. When level mode is selected the output
state will not change to opposite until it receives
another remote control command. If pulse mode is
selected the output state change to opposite will last
only for the set time in Pulse Time (0-9999s) box

remotely
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Customization of CMS reporting parameters

Parameters of GPRS and/or SMS reporting to central monitoring station of the module can be set in the
directory CMS Reporting. Precise values of parameters should be provided by the person in charge of the central
monitoring station and by the GSM/GPRS provider.

Program table to set the
communication parameters for the
Backup channel. The parameters are
set the same way as in Primary
channel table

-|0Of x
He Settrngs Devices Fymware About... _lJ_J
Read[FT] | witerFs) | OpenlFa] | Seveds.
= yatem Cprmns CUS Regoring
Communication type | == . — R
User Reparting (] Domain 2
toevmane” p—— P——
Frmre GRS ~Backa 2
For GPRS communication: P sswze [
Rfemhote IP 1— 1P address Loge |[
of the monitoring station e
server. st WF 1
Domain 1 — if monitoring =
station doesn’t have a TOMCRE i — ——
static ip, the domain name s At - e F
can be used. I — o
Port 1 - port number of IP s A 2 || e T 3
receiver at the monitoring =
station
For SMS communication: e [l e E;
SMS Tel 1—the phone
number of the SMS SMS Tel 3 - the phone number of
receiver at the monitoring the second backup SMS receiver at
station the monitoring station

GPRS seftings

Access point name for connecting to the GSM
network of operator

APN: |gDrs.net

User name for connecting to the GSM network

Login: I

Password for connecting to the GSM network

Password: I
| O O

Address of internet name server

DNS1
|u |n 0 |u_

DNS2

Section for selecting transmission
protocol TCP/IP or UDP/IP

—TCR/UDPIP

o)
L
TCP

—

Transport Protocol:

Backup reporting after: I3 Attempts

The number of attempts before module switches to backup
channel, 0-999

6-digit encryption key for messages. This key
has to be identical to a decryption password
entered in a server program IPcom

Settings
Encryption Key:
Return To Primary After:

GPRS PING Time: [
SMSPNG Tme:

The set time for the module return from
Backup to Primary reporting channel,
0-999 min

ral
d

K

@«

Time interval according to which the
module sends signals PING for checking

3]
(=]
=

connection 30-9999 s. In order to activate
PING sending mark the near placed
markbox
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Customization of OS Android or mobile phone reporting parameters

Parameters of GSM mobile phone reporting can be set in directory User Reporting.

Note: Messages are first sent to central monitoring station and only then addressed to the users. If needed,
messages can be sent to the mobile phone of the user only and CMS Reporting can be disabled in the section
Communication type by checking the option Disable.

Read[F7] |  wite[Fg] | Read[F7] |  wite[F6] |
System Options CMS Reporting———————. System Options CMS Reporting
Users Primal Users Primary
Inputs Inputs. Disable v
Outputs = = = = Outputs = = = =
fzioiz 1) Haioiz P
User Reporting Domai I User Reporting Domain 1
Event Summary el Event Summary vl
If there is a need for notifications to be ~jofx|
sent to GSM phone, phone number has  Fe s peves Fmwere Aot
to be entered in international format Rest 7] | witerfs) | OpenFll | swe |
without “+” sign. [ Symem oo | USER Resoring
Enable checkbox has to be ticked. eers
For OS Android application Apps s [ [ e
. S n . [rosesssassnsza = = Tel 1 Dl
checkbox has to be ticked too. Uee s e r | [ s Frooomorss— e
Event Summary
s Hodhies ' s Ensbe [ Aps On AlsrmaiResteres (100) r
e e e | e, -
Firmware s . Enable [~ Apps [~ On TestsMisc. (500) r
Tick the specific events for getting On AmRestores (100) 4 e
o . n 2
notifications of them Snovmicims ) v s e I
On TestaMsc. (600} [ x;;nh'.m'm; 100y rl':
On OpeniClose (400} r
Desired SMS encoding - o [ - On et (40 r
SMS Remote Control Password (8 symbols). l_ Max number of dising: F 1
| Disconnected | | i

6-digit password for remote control
and configuration of the module by
SMS messages. Default value 123456.
It is highly recommended to change it

The alarm call has higher priority than security system control call
or PGM output control call. It is highly recommended to configure
the security system either to make alarm calling or be able to be
controlled by call, but not the both at the same time ‘

FDIAL to USER options—]
~Tel 1 Dialing
Tl e |37 Enable ¥
On Alarms/Restores (100) r Tick the specific events for getting
On Troubles (300) r notification call
On Open/Close (400) -
For notification calls enter GSM phone On Tests/Misc. (600) r
number in international format without | || ;
"+II Sign. Tel 2 Dialing
To enable notification calls to entered T2+ | Enable
GSM phone number tick Enable ey r A number of attempts to make a call to
On Troubles (300) Il the User. If set to dial two times or
On OpeniCose (400) r more and a call is rejected after 15
On Tests/Misc. (600) r seconds from the start of it, the
: 1 module will not call anymore. Call time
_ 1o 60 seconds
Max number of dialing:

22



Customization of non-zone event parameters

Directory Status Event Summary presents a list of other - non-zone - events in case of which the module

System Options.
Users

Bus odules
MCIBiis Modiies
Events Log
Frmware

sends messages to the user with indicated Contact ID codes and/or customized texts.

Enable CMS and User Reporting

Registration of YG data bus modules

-0 %
Fl=ad [F7) white [FE] Open [F3] | Save |
Events
o | Home of Status Event | Enabie | coss | Tt i Usir SUS -
M 1 Penodical test =3 602 Periodical fest
| | 2 G5 level F 660 G5M lewes
| | 3 Open F 4 Gpen
i Cloze = A Close
5 Synbem Resel W~ 305 System Resel
|| & mamote open F 407 Remete Opan
7 Asmote Close = 407 Aemote Cose
8 Armed(STAY = a4 Armed STAY
Event

Notification SMS text.
Text can be changed
manually

Contact ID code of the event

Directory Bus modules presents a list of expansion modules connected to two-wire YEL/GRN data bus and

5| 00000000
Module number

Module serial number

System Optians
Users

hpats

Outputs

CUS Reparing
User Reporting
Event Summary

NCI Bus Modules

registered by SP131 module, e.g. keypads or input expanders.

SEIE]

2 00000000
3 00000000
4 00000000

I -

Name of the module

Registration of MCI data bus modules

ke [FE] Open [F3] | Save As. |
Bus.
0 | Modue sH | Hardware [zn[pam] =«
00000000
1 13012002 | Keypad KI2LED

:
L]
L]
L]
L]
0
module

Inputs number of the

module

Outputs number of the

Directory Bus Modules presents the list of expansion modules which can be connected to MCI data bus.

Firmware annnnnne
Module number

Module serial number

™ SPconfig

Fie Settings Devices Frmware About

System Options
Users

Inputs,

Cutputs

CMS Reparing
User Reporting
Ewvent Summary
Bus Modules

MCI Bus Modules

SP131 automatically registers the modules when they are physically connected and powered.

=i5lx]

ReadF7] | witerFs) | OpenF3l | Save
~WCI Bus Nodulkes:
D] uoauesn | Wodule Type [ Device FW. =

1 00000000
2 00000000
3 00000000
4 00000000
5 G0D0000O
& B0000000

I Y .3

Module name/type.

Seletc the module which will
be connected to MCI data bus

Mot Avadati

T10 AF transmitter

E10C Emernet module
G10 GSM module

W31 1-Wire Dallas Bus Adsplar

Mot Avaiable
Mot Available

Mt Aunfishin

Firmware version of the module

23




Events log

Directory Events Log presents the list of registered events.

Read log button Clear log button
-2 %|
Ble Settngs Devioss Fymwore  fbout...
Foad F7] | _ ke ] Open 3] | _Swveds
System Oplions [Events Log
Users ‘
euts Read Log I Clear Log |
Outputs R -
e [ fmmiSE mEsmnal
User Reparing 0003 Event1234:1:305:00:000
Event Summary D004 Event 1234:1:305:00:000
Bus Modules: o005
UCI Bus Hodues 0006

0007
Serial number of the event r

Tlnternal module time of the event

Object ID Zone number

Event type. Partition number of the zone
1—-E event, 3 - Rrestore

Code of the event in Contact ID

Restoration of default factory settings

Parameters are restored to default values automatically after the firmware update of the module. Factory
settings can also be restored manually:

Restart program SPconfig.

Connect the module as described in section Connecting to a computer using a USB cable.

Click Write [F6] to record the factory settings into the memory of module SP131.

If needed, re-enter the parameters (see. Software SPconfig) and click Write [F6] to record the new
parameters into the memory of the module.

Ealh A

Module operation firmware upgrades

Firmware of module SP131 can be updated once the manufacturer releases an update:

1. Download the newest version of the program SPconfig from the website www.trikdis.|t.

2. Connect module SP131 to the computer using a USB cable. Open SPconfig directory Firmware, click
Browse and select the file SP13x.enc.

3. Click Start FW Update [F9]. Press RESET button at the back of the module. It will begin an update
process. Press RESET button again once the progress bar fills up.

4. After the firmware update all parameters of the module will be set to default. If there is a file of set
parameters, open it using the program SPconfig and enter it into the module.

File Settings Devices Firmware About
Read [F7] ‘Write [FB] Open [F3] Save
System Options Firmware
Users
Inputs
Outputs
CMS Reporting
User Reporting
Event Summary
Bus Modules 1. Open firmware file
'E“vce'ri:sl_'o":d“'es C:\Program Files\SPconfig\FirmwareUpdates\SP13x.enc T

2. Press "Start Update” Start FW Update [F9]

3. Reset Module to Start Update

4. Wait until end of process

]

5. Reset Module To Coninue...
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Security System Control

Control by SMS messages

Security system can be controlled by SMS, but only some parameters of the module can be changed by SMS.
All module parameters can only be changed using the program SPconfig. In order to change the desired parameter of
the module, send an SMS message with the following text:

PSW[Password] s,.c. [Command code] ;... [Command content]

message with the following text:

Note: Change the default password (123456) to a new one known only by you, e.g. for 111111, send an SMS

PSW123456 98 111111

Every SMS message should be started with capital letters PSW and a 6-digit remote access code.
The symbol ,, _, , indicates a space in the SMS message text.
Module will send an SMS message — a response to the request — to the phone, from which the request was

received.
SMS text Description
PSW000000 97 3 Module will send an SMS message about the status of PGM outputs.
PSW000000 97 4 Module will send an SMS message about the state of inputs and power
- supply status.

Module will send an SMS message about GSM network connectivity level
PSW000000 975 and module the IMEI number.

Module will send an SMS message about module firmware version and the
PSWO000000 97 _6 IMEI number.

N output state will be changed to the opposite, if the N output is set to
PSW000000 50 N "Remote Control by SMS".

N values: 1, 2, 3, 4.

N output state will be changed to OFF, if the N output is set to "Remote
PSW000000 5N 0 Control by SMS".

N values: 1, 2, 3, 4.

N output state will be changed to ON, if the N output is set to "Remote
PSWO000000 5N _ 1 Control by SMS".

N values: 1, 2, 3, 4.
PSW000000 _, 59 Reset of two-wire fire (smoke) sensors connected to IN8 input.

To set the first IP address and port number.

PSWO000000 _, 10 _ XXX.XXX.XXX.XXX#yyyy# XXX XXX XXX XXX IP address

yyyy Port number

To set the second IP address and port number.
PSWO000000 _, 11 _ XXX.XXX.XXX.XXX#yyyy# XXX XXX XXX XXX IP address

yyyy Port number

PSW000000 _ 12  APN#LOGIN#PSWHENCHPING#

To set APN, six-digit encryption key for GSM connection and the interval
of PING messages.

Enter the corresponding values received from the network provided instead
of acronyms in the example and use # as the end mark, e.g. PSW000000 12
banga#... . .

If the network provider does not require APN, user LOGIN or password
PSW, the SMS message should look like this:

PSWO000000 12 banga###123456#180#

PSW000000 _ 96 _ yyyy/mm/dd#hh:mm#

To set the date and time of the module.
YYyyy - year,

mm - month,

dd - day,

hh - hour,

mm - minutes.

Set a new password.

PSW
SW000000 98 999999 999999 new code (six 0-9 digits)
PSW000000 _ 99 Module restart.
Turn on BYPASS mode for zone NN.
PSW000000 _ 80_NN_S NN values: zone number 01 — 32.
Svalues: 1 — BYPASS on, 0 — BYPASS off.
PSWO000000 _ 60 _S Change the system status:

Svalues: 0 — Disarm, 1 ARM, 2 STAY.
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Control using the Protegus keypad

1. ARM.

| Note. Security system cannot be armed if any of the zones is breached.

[4321]

Enter the User code using the keypad.

After entering the User code the time countdown Exit Delay for leaving the premises and closing the door will
start.

The keypad indicator [ARM] will start flashing while countdown Exit Delay is in progress. After that, indicator
[ARM] will be constantly on. A short siren will be sounded indicating that the security system is armed if Bell
Squawk function is enabled.

2. ARM in STAY mode.

Note. Security system cannot be armed in STAY mode if any other than Interior STAY or Instant STAY zone is
breached.
At least one zone has to be set to Interior STAY or Instant STAY mode, otherwise, command STAY will not be
carried out.

(M) +74321]

Press [l1]] and enter the User code using the keypad.

After entering the User code the time countdown Exit Delay for leaving the premises and closing the door will
start. Keypad indicators [ARM] and [STAY] will light up once security system is armed.

Breaches of Interior STAY and Instant STAY zones will be allowed in STAY mode. The time (Entry Delay)
countdown will start for entering the premises and disabling the alarm if Delay zone is breached.

To disable the mode enter the User code, e.g. [4321].

3. ARM in SLEEP mode.

Note. Security system cannot be armed in SLEEP mode if any other than Interior STAY or Instant STAY zone
is breached.

Note. At least one zone has to be set to Interior STAY or Instant STAY mode, otherwise, command SLEEP
will not be carried out.

[(1+[4321]

Press [ﬁ], enter the User code using the keypad and do not breach Delay zone, e.g., do not open the exit door.
The security system will be armed in SLEEP mode. Keypad indicator [ARM] will light up and [STAY] will start
flashing once security system is armed.

Breaches of Interior STAY and Instant STAY zones will be allowed in SLEEP mode.Delay zone will be protected
as an Instant type zone when breached, e.g. once the entry door is open Entry Delay countdown will not start -
the security system will be alarmed and event messages will be sent immediately.

To disable the mode enter the User code, e.g. [4321].

4. DISARM.

[4321]

Once the premises are entered in either ARM or STAY mode, Entry Delay time countdown for entering the User
code (e.g. [4321]) using the keypad will start.

The User code (e.g. [4321]) must be entered using the keypad in order to disarm the security system if it is
armed in either STAY or SLEEP mode and you are inside of the premises.

Two short siren signals will be sounded indicating that the security system is disarmed if Bell Squawk function is
enabled.

Keypad indicator [OFF] will light up once the alarm system is disarmed.
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5.

6.

7.

8.

9.

10.

11.

12.

Bypass function.
Security system may be armed even if a zone is breached. Zone control may be disabled for a single alarm
system actuation period.

[+[4321]+[12]+[0K]

Press [ﬁ] and enter the User code before disarming the security system. Indicator [BYP] will start flashing. In
order to disable another zone control repeat previously described actions. Press [ﬁ] again, enter the User code,
enter the two-digit zone number and press [OK]. Indicator [BYP] will light up. Arm the security system according
to the description. Security system will ARM even if a zone is breached.

Bypass function OFF.
Repeat the same actions as described in section Bypass function.

Changing the Master code.
Master code may be edited, but cannot be deleted.

[’]+[1234]+[01]+[XXXX]+[XXXX]+[OK]+[C]+[C]

Press ’ Enter the Master code (default - 1234). Zone indicators of serial numbers of those users whose codes
are already entered will light up. Enter a two-digit Master code serial number [01] and then enter a new four-
digit Master code twice. Press [OK] and then [C] twice.

Entering new User codes.

[’]+[1234]+[02]+[XXXX]+[XXXX]+[OK]+[C]+[C]

Press ’ Enter the Master code. Zone indicators of serial numbers of those users whose codes are already
entered will light up. Enter a two-digit user serial number, e.g. [02] and enter a new four-digit User code. Press
[OK] and then [C] twice.

Deleting User codes.

[714712347+7021+ [V+[0K]+[OK]

Press ’ Enter the Master code. Zone indicators of serial numbers of those users whose codes are already
entered will light up. Enter a two-digit serial number (e.g. [02]) of the User whose code is to be deleted. Press 0
. A sound signal will be heard and an indicator of the serial number of the deleted User code will turn off. Press
[OK] twice.

Clearing the alarm system memory.

[C]-3sec., [C]

Keypad indicator [MEM] will light up and breached zones indicators will start flashing rapidly after the security
system has been breached. Same indications are kept when the security system is disarmed.

In order to clear the memory press and hold down [C] for 3 seconds. Press [C] again once indicator [MEM] starts
flashing.

Resetting two-wire fire (smoke) sensors

[’]—3sec.

Two-wire sensors can be reset by pressing and holding the key [’] for 3 seconds.

To exit the programming mode, erase or edit incorrectly entered values, always use the key [ C ] .

13. Emergency Keys.

Panic — press and hold key [1] for 3 seconds.
Auxiliary — press and hold key [4] for 3 seconds
Fire — press and hold key [7] for 3 seconds
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1.

Control using the Paradox keypad

ARM.

Note. Security system cannot be armed if any of the zones is breached.

[4321]

Enter the User code using the keypad.

After entering the User code the time countdown Exit Delay for leaving the premises and closing the door will
start.

The keypad indicator [ARM] will start flashing while countdown Exit Delay is in progress. After that, indicator
[ARM] will be constantly on. A short siren signal will sound indicating that the security system is armed if Bell
Squawk function is enabled.

Alarm system will be armed in STAY mode if at least one zone in the system is set to Interior STAY or Instant
STAY mode and doors are not opened (Delay zone breached) during the Exit Delay time countdown.

ARM in STAY mode.

Security system cannot be armed in STAY mode if any other than Interior STAY or Instant STAY zone is
breached.
At least one zone has to be set to Interior STAY or Instant STAY mode, otherwise, command STAY will not be
carried out.

[STAY]+[4321]+[ENTER]

Press [STAY], enter the User code using the keypad and press [ENTER].

After entering the User code the time countdown Exit Delay for leaving the premises and closing the door will
start. Keypad indicator [ARM] will light up and [STAY] will start flashing once security system is armed in STAY
mode.

Breaches of Interior STAY and Instant STAY zones will be allowed in STAY mode. The time (Entry Delay)
countdown will start for entering the premises and disabling the alarm if Delay zone is breached.

To disable the mode enter the User code, e.g. [4321].

3. ARM in SLEEP mode.

4,

Note. Security system cannot be armed in SLEEP mode if any other than Interior STAY or Instant STAY zone
is breached.

Note. At least one zone has to be set to Interior STAY or Instant STAY mode, otherwise, command SLEEP
will not be carried out.

[STAY]+[4321]+[ENTER]

Press [STAY], enter the User code using the keypad and do not breach Delay zone, e.g., do not open the exit
door.

Alarm system will be armed in SLEEP mode if Delay zone is not breached during the Exit Delay time. [STAY] and
[ARM] will light up once the security system is armed.

Breaches of Interior STAY and Instant STAY zones will be allowed in SLEEP mode.Delay zone will be protected
as an Instant type zone when breached, e.g. once the entry door is open Entry Delay countdown will not start -
the security system will be alarmed and event messages will be sent immediately.

To disable the mode enter the User code, e.g. [4321].

DISARM.

[4321]

Once the premises are entered in either ARM or STAY mode, Entry Delay time countdown for entering the User
code (e.g. [4321]) using the keypad will start.

The User code (e.g. [4321]) must be entered using the keypad in order to disarm the security system if it is
armed in either STAY or SLEEP mode and you are inside of the premises.

Two short siren signals will be sounded and keypad indicator OFF will light up indicating that the security
system is disarmed if Bell Squawk function is enabled.
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5.

10.

11.

12.

Bypass function.
Security system may be armed even if a zone is breached. Zone control may be disabled for a single alarm
system actuation period.

[BYP]+[4321]+[12]+[ENTER]

Press [BYP] and enter the User code before disarming the security system. Indicator [BYP] will start flashing.
Enter a two-digit serial number of the zone to be bypassed and press [ENTER]. Indicator [BYP] will light up. In
order to disable another zone control repeat previously described actions. Press [BYP] again, enter the User
code, enter the two-digit zone number and press [ENTER]. Arm the security system according to the
description. Security system will ARM even if a zone is breached.

Bypass function OFF.
Repeat the same actions as described in section Bypass function.

Changing the Master code.
Master code may be edited, but cannot be deleted.

I:o]+[1234]+[01]+[XXXX]+[XXXX]+[ENTER]+[CLEAR]+[CLEAR]

Press [O] Enter the Master code (default - 1234). Key will start flashing and [1] will light up. Enter a two-digit
Master code serial number [01] and then enter a new four-digit Master code twice. Press [ENTER] and then
[CLEAR] twice.

Entering new User codes.

Mﬂ+[1234]+[02]+[XXXX]+[XXXX]+[ENTER]+[CLEAR]+[CLEAR]

Press [O], Enter the Master code. Key will start flashing and number keys indicating serial numbers of the users
whose codes are entered will light up. Enter a two-digit user serial number, e.g. [02] and enter a new four-digit
User code. Press [ENTER] and then [CLEAR] twice.

Deleting User codes.

[Ol:[1234]4[02]+[SLEEP]+[CLEAR]+[CLEAR]

Press O] Enter the Master code. Key will start flashing and number keys indicating serial numbers of the users
whose codes are entered will light up. Enter a two-digit serial number (e.g. [02]) of the User whose code is to be
deleted. Press [SLEEP] . A sound signal will be heard and an indicator of the serial number of the deleted User
code will turn off. Press [CLEAR] twice.

Viewing and clearing the alarm system memory.

[MEM]+[CLEAR]

Key [MEM] will light up and number keys indicating serial numbers of breached zones will start flashing rapidly
once the security system has been breached. Same indications of breached zones are kept when the security
system is disarmed.

Press [MEM] in order to clean the memory. It will start flashing and number keys indicatn serial numbers of
breached zones will light up. Press [CLEAR] .

Reseting two-wire fire (smoke) sensors
[CLEAR] and [ENTER]

Two-wire sensors can be reset by pressing and holding keys [CLEAR] and [ENTER] at the same time. Two-wire fire
(smoke) sensors connected to the input ZN8 will be reset.

To exit the programming mode, erase or edit incorrectly entered values, always use the key [CLEAR].
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Annex 1. Description of Zone Types

Zone type Module operation after the event in the circuit

ON/OFF Security system can be armed and disarmed by breaking the input circuit. Security system
will arm after the specified period of time (Exit Delay) during which secured premises can
be left.

Entry Delay countdown for disarming the alarm system will start once the zone is breached
and the alarm system is armed.
Set by default to input ZN7, EOL;

Delay Exit Delay time will start and the alarm system will arm after the set Exit Delay time period
once the User code is entered in order to arm the security system. Bell and Flash signals will
be sounded and messages will be sent if the zone is breached.

Entry Delay countdown will start if the zone is breached when the alarm system is armed.
Alarm system must be turned of, otherwise, Bell and Flash signals will be sounded and
messages will be sent.

Set by default to input ZN1, EOL;

Interior Bell and Flash output signals will be immediately sounded and messages will be sent if the
zone is breached when the alarm system is armed. Zone breaches are allowed during the
Entry Delay and Exit Delay time.

Set by default to input ZN2, EOL;

Interior STAY | Operates the same way as Interior, however, when the arming mode STAY is enabled, the
module will not react to the breaches in input circuits.

Instant Bell and Flash output signals will be immediately sounded and messages will be sent if the
zone is breached when the alarm system is armed.

Set by default to input ZN3 and ZN4, EOL;

Instant STAY Operates the same way as Interior, however, when the arming mode STAY is enabled, the
module will not react to the breaches in input circuits.

24 hours Constant input circuit control. Bell and Flash output signals will be immediately sounded
and messages will be sent if the zone is breached when the alarm system is armed.

Set by default to input ZN5 and ZN6, EOL;

Fire For connecting two-wire and four-wire fire sensors. Bell and Flash output signals will be
immediately sounded and messages will be sent if the zone is breached when the alarm
system is armed.

Set by default to input ZN8, NO;
Silent Constant input circuit control. Messages will be sent immediately, however, Bell ir Flash

output signals will not be sounded when the zone is breached while the security system is
disarmed.
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Annex 2. Operation Modes of PGM Outputs

Function of a PGM output

Output signal

Bell Output for connecting a sound-emitting (siren) device. A continuous or a wailing PGMx
output signal is sounded once a signal from input ZNx is received.
Set by default to output PGM1.
Fire Alarm Alarm
OFF
ON
Buzzer Output for connecting a sound-emitting (siren) device. A wailing signal is sounded during
Exit Delay time. A continuous signal is sounded during Entry Delay time or once the
zone is breached.
ON ON
ON
ON
Flash Output for connecting a light-emitting device. A continuous signal is sounded when the
alarm is armed and a wailing signal is sounded when it is breached.
Alarm ON
OFF
ON
System State Output for connecting a light-emitting indicator of the alarm system status. A
continuous signal is sounded when the alarm is armed and a wailing signal is sounded
during Entry Delay and Exit Delay times.
Set by default to output PGM2
ON ON
ON
Ready Output for connecting a light-emitting indicator of the input status. A continuous signal
is sounded when all ZN inputs are in order.
Set by default to output PGM3.
All Zones OK ON
OFF —r I—‘
ON
AC OK Output for connecting an indicator of power supply by AC source status.
ON
AC OK
OFF f
ON
Battery OK Output for connecting an indicator of power supply by battery status.

Battery OK OFF

i —
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Remote Control by SMS

Output which can be controlled by SMS message. This output is for connecting electrical
devices which will be controlled by SMS message.

SMS

OFF _E I
ON

Pulse Time

Pulse mode:

SMS 1 SMS 2

OFF _l‘
Level mode: N

Remote Control by DIAL Output which can be controlled by call. This output is for connecting electrical devices
which will be controlled by call.
DIAL
OFF —E I
ON
Pulse Time
Pulse mode:
DIAL DIAL
OFF
Level mode: N
ARM/DISARM Output for connecting an indicator of the alarm system status. A continuous signal is

sounded when the security system is armed.

OFF

F

OFF

>
]
<

ON

Alarm Indication

Output for connecting a status indicator. A continuous signal is sounded once the alarm
system is breached.

Alarm
OFF

:

—

ON

Lost Primary Channel Output in which a continuous signal is sounded once a connection to a central
monitoring station is lost.
Primary Lost Primary Restore
OFF —r
ON
Lost Secondary Channel Output in which a continuous signal is sounded once a standby connection to a central
monitoring station is lost.
Secondary Lost Secondary Restore
OFF —r
ON
Fire Sensor Reset Output for resetting an indicator of keypad commands to fire sensors.

Reset

OFF

]

ON
Pulse Time
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Annex 3. Warranty and Limitation of Liability

The manufacturer provides a 24 month warranty. Warranty coverage period begins on the date of product purchase,
issue of an invoice or signing of a fiscal receipt.

— Manufacturer is not liable in cases of burglary, fire or any other losses suffered in the premises of the Buyer
and/or the User and does not recompense for any direct or indirect damages incurred thereof.

— Manufacturer is not liable for device malfunction if device is not set up or used according to the user manual.

— Manufacturer is not liable for device malfunction if such occurs due to the loss of GSM/GPRS/Internet connection
or faults in service provider network.

— Manufacturer is not liable in cases of GSM/GPRS/Internet service disconnection or restriction and does not
recompense the device Buyer and/or the User for any direct or indirect losses incurred thereof.

— Manufacturer is not liable in cases of electricity supply disconnection or restriction and does not recompense the
device Buyer and/or the User for any direct or indirect losses incurred thereof.
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