BeyondLSI NMAS
For BL-FkeyC
User Manual

BEYONDLSI
BeyondLSl, Inc.



NOTICE

No part of this manual, including the products and software described in it, may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any
language in any form or by any means, except documentation kept by the purchaser for
backup purposes, without the express written permission of BeyondLSI Inc.
(BEYONDLSI).

BEYONDLSI PROVIDES THIS MANUAL “AS IS” WITHOUT WARRANTY OF
ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED
TO THE IMPLIED WARRANTIES OR CONDITIONS OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL
BEYONDLSI, ITS DIRECTORS, OFFICERS, EMPLOYEES OR AGENTS BE
LIABLE FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES (INCLUDING DAMAGES FOR LOSS OF PROFITS, LOSS OF
BUSINESS, LOSS OF USE OR DATA, INTERRUPTION OF BUSINESS AND THE
LIKE), EVEN IF BEYONDLSI HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES ARISING FROM ANY DEFECT OR ERROR IN THIS
MANUAL OR PRODUCT.

The information described in this manual shall not be considered as assured
characteristics.

BeyondLSlI Inc. reserves the right to make changes to specifications and information
contained in this manual at any time without notice.
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1.

System Requirements

¢ OS
Microsoft® Windows® XP Home Edition (SP1 or higher)
Microsoft® Windows® XP Professional (SP1 or higher)
¢ Software
Novell® Client 4.91 SP2 or later
Novell® ConsoleOne™ 1.3.6 or later
e CPU
Intel® Pentium® processor or
Intel® Celeron® processor 1 GHz or higher
e Memory
More than 256 MB
¢ Hard Disk
More than 30 MB space available
¢ Resolution
800 x 600 pixels, middle (16bit) or Highest (32bit)
[ ] USB
Ver. 1.1 or Ver. 2.0



2. BeyondLSI NMAS installation
2.1. BeyondLSI NMAS client Software installation

1. Double-click setup.exe. The setup screen will appear automatically. Click Next.
The License Agreement dialog box will appear. Read carefully and click Next.

BeyondlL Sl NMAS Client 2.1 - InstallShield Wizard

License Agreement

ad the following fi reement carefully.

BeyondLSl, Inc. License Agreement
Mo part of this BEYONDLST NMAS CLIENT INSTALLER,
ichiding the products and software descnibed in it, may be reproduced,
transmitted, transcribed, stored m a retrieval system, or translated into
any language in any form or by any beans, except documentation kept by
the purchaser for backup purposes, without the express written

permmission of BEYQNDLST, Inc. (BEFVONDLST).

BEYONDLSIPRCOVIDES THIS BEYONDLSINMAS CLIENT
SOFTWAERE “AS IS" WITHOUT WARRANWTY OF ANY EIND,
EITHEE. EXPEESS OF IMPLIED, INCLUDING BUT WOT
LIMITED TO THE IMPLIED WARFANTIES OF CONDITIONS
OF MERCHANTABILITY OR FITHESS FOR A PARTICULAR
[PURPOSE. IN NO EVENT SHALL BEYONDLST ITS

o ' \ <ack | mews | | cancal ||

2. Click Install to start the installation.

Beyondl S| NMAS Client 2.1 - InstallShield Wizard

Ready to Install the Program
The wi v to begin

InstallShizid Cancel




3. Once the installation completes, the Setup Complete dialog box will appear. Select
“Yes, | want to restart my computer now”, and click Finish.

BeyondLSI NMAS Client 2.1 - InstallShield Wizard

InstallShield Wizard Complete

W Mo, | wi b cormputer later,

Re ik fram their dri

*={ i< Back ﬂ Finish | ] cone F




2.2. BL-FkeyC Driver installation

1. Afterinstalling BeyondLSI NMAS Client software, insert the BL-FkeyC into a USB port.
The Found New Hardware Wizard dialog box will appear. Select “Install from a list or
specific location (Advanced)”, and click Next.

Found Mew Hardware Wizard

YWelcome to the Found New
Hardware Wizard

Thiz wizard helps you install softwarne for:

Fujitsu USE MBF320 Fingerprint Senzar

\'\:l If your hardware came with an installation CD
L2 or Hoppy digk, insert it now.

Wwhat do pou want the wizard to do’?

() Install the software automatically [Recommended)
(%) Install from a list or specific lacation [Advanced)

Click Mest to continue.

l Mext » II Cancel I

2. Select “Include this location in the search” in the Wizard, and click Browse. Select
DRIVER folder in the path_to_the BeyondLSI_NMAS_Client_software\Driver\ and
click OK.

The default path is Program Files\BeyondLSI\BeyondLSI NMAS Client for BL-FkeyC

Found Mew Hardware Wizard

Please choose your search and installation options. Py

{¥) Search for the best driver in these locations.

IJze the check boxes below to limit or expand the default zearch, which includes local
pathz and removable media. The best driver found will be installed.

] 5earch remavable media (floppy, CO-ROM...]
Include thiz location in the search;

| C:%Program Files\BeyondLS\BeyondLSl NMAS Clie . Browse

3 Don't zearch, | will choose the driver to install,

Chooze this option to select the device driver from a list. *Windows does not guarantee that
the driver you choogze will be the best match for your hardware.

< Back ][ Mest » ][ Cancel
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3. The Hardware Installation dialog box will appear during the process. Click Continue

Hardware Installation

' E The zoftware you are instaling for thiz hardware:
[
Fujitzu IJSE MBF320 [+11071] Fingerprint Senzor

Anyway.

has not pagzed Windows Logo testing to verify ite compatibility
with "Windows =P, [Tell me why this testing iz important. |

Continuing your installation of this software may impair
or destabilize the comrect operation of your spstem
either immediately or in the future. Microzoft strongly
recommends that you ztop this installation now and
contact the hardware vendor for software that has
pazsed Windows Logo testing.

Continue Anmsay I [ STOFR Installation

4. After the hardware installation is complete, click Finish.

Found New Har dware Wizard

Completing the Found New
Hardware Wizard

The wizard has finizhed installing the software far:

g Fuijitzu USE MEBF320 [+1107) Fingerprint Senzor

Click Finizh to close the wizard.




2.3. BeyondLSI Login Method installation
After installing BeyondLSlI NMAS Client software ConsleOne can be used to install the
BeyondLSI Login Method into eDirectory.

1. Logintothe eDirectory tree as an administrator or a user with administrative rights.

Novell Login

Novells Client™ for Windows*

Username: !admin |
{

Pazzwaord: I""""""‘i |

Did wou forget your password?

H | ok || Cancel | [advanced 3>

2. Start ConsoleOne, select the Security container in ConsoleOne.

Movell ConsoleOne
File Edit Wiew ‘Wizards Tools Help

HajB[Bl0|0] ] 2/s/8lalu]

LDty ol feo MDS
- NDS
-k WINZ000
=2y novell
- [ BE-1C0CIAB03AAEA-MNDS
= Security
R =1 uthorized Login Methods
B Authorized Post Login Methods
#-4Z CRL Container
= |ssued Cetificates
L KAP
w-6® SecretStare
1 itemsz J{[_|

: =et: Admin.novell ;Tree: WARZ2000

3. Right-click the Authorized Login Methods container.



4. Click New, then click Object. The New Object Wizard starts.

Mowvell Console@Qne
Ll "“’.‘.“.izaff'?__T?f"t"_ .H‘.E.":'
Ha|> B 0|02 2 v 8 & "o
[ o NDE
-4k wINZ000

EIL% hiowell

o[ BE-1C0CIB02AARA-MDS
=8 i | Securltg.f

I"'I .‘ CRIC Fanama,.. aro
Delete MDS Object

Maove, ..

- fﬁ' Secre

Trustees aof this Object. ., e %
Extensions of this Object. .,
Rights to Other Objects. ..

Lzer: Adrin.novell 2000

5. Select the SAS:NMAS Login Method object class, then click OK.

Create object in:
9 Win2000/Authorized Login Methods. Security

Class:

Cancel

i .&Iias

= MMAE Login Method Help




6. Specify the configuration file. The configuration file is located in the login method
folder and is named config.txt. Then click Next.

Mew Login Method

Nove" Specify the login method configuration file,
The configuration file is in the same directory as the method to
he installed. Itis usually called 'config. b’

Configuration file: peyondlsi_nmas _cliert_1 2methodicontiy 4] @

] Mext = Cancel | Rrzk | Help |

Default folder in BeyondLSI NMAS Client for BL-FkeyC is
C:\ProgramFiles\BeyondLSI\BeyondLSI NMAS Client for BL-FkeyC 2.1\method
7. On the license agreement page, click Accept, then click Next.

New Login Method )

| EaCoal

Read and accept the llcense agreement and then hitthe
Noven next button or hit the back button

BeyvondLSl, Inc. License Agreement -
Mo part of this BEYOMDLE! MMAS CLIENT INSTALLER .
including the products and software described in it, ma
reproduced, transmitted, transcribed, stored in a retriew
system, or translated into any language in any form or
heans, except documentation kept by the purchaser far
hackup purposes, without the express written permissi
BEYOMDLEI Inc. (BEYOMNDLEI).

BEYOMDLS PROVIDES THIS BEYOMDLS! MMAS CLIE
SOFTWARE “AS 13" WITHOUT WARRANTY OF ANY K
EITHER EXPRESS OR IMPLIED, INCLUDING BUT MO™

TR Bl ol e o i I L TR L T Ll R P R e T T Sl e B S RPN T o




8. Accept the default method name, then click Next.

Mew Login Method E|

N ove“ Method propeies from the configuration fle. The method
’ name will he used as the chject name inthe directony. You

may change the method name,

Method name:  BeyonedlS]
Vendor name:  BeyondlS], Inc.,

Grade: Biometric
Method number: 960

Descripthon:

he BeyondL3] HMAS Login Method Client software
are available from BevondLSl, the client software that
allowes Fingerprint Authentication to MDS(Mowvell
elirectory Semvice) through MMAS

9. Review the available modules for this method, then click Next.

Mew Login Method

NGVE" Modules provided for this method;

(LI =y VIE L vy
\Lodin Server Method MNetWare
Login Server Method Linux

Detailz |

Cancel I Firish I Help I

= Back | Mext =




10. If you want a login sequence to use only this login method, check the appropriate
check box, then click Finish.

Mew Login Method

~Create Login Sequence

Checkthe box below o generate a login sequence which
contains only this login method.

_ v Creste login zequence

Technalogy provided by

BEYONDLSI

= Back | flext-= l Cancel

Help

11. Review the installation summary, then click OK.
12. If necessary, close and restart ConsoleOne to run the newly installed ConsoleOne

shap-ins provided by the login method to configure the login and enroll users to
use this login method.

Nowvell ConsoleQne |;| |E| f@

FI|E Edit  Wiew leards Tu:u:uls Help

Nl

'A‘ My Worl ol
=@ NDS
- @ WIN2000
= novell
- [ BE-1C0CIB03AAGA-MDS
= Security
=18 |8 utharized Login Methods|
- w0 BeyondL3l
0 Authorized Post Lonin Metho
7 CRL Container

43 Issupd Cerifirates
1 1 2 tems J{\[_|

: zer: Admin.novell ;Tree: WiR2000

ea(2 #1%@1& g |

= BeyvondlLS]
=0 D5
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3. BeyondLSl Login Method basic functions

3.1. Creating user accounts and Enrolling fingerprint

Note: BL-FkeyC must be connected to the PC prior to using BeyondLSI Login Method.

e Creating a new NDS user:
1. Loginto the eDirectory tree as an administrator or a user with administrative rights.

Novell Login b_<|

Novells Client™ for Windows*

Username: !admin |
{

Pazzwaord: I""""""‘i |

Did wou forget your password?

H | ok || Cancel | [advanced 3>

2. Start ConsoleOne, Right-click the container that you want to create the User object
in > click New > click User.

L& Novell ConsoleOne EBX
File _Edit Miew ﬂiz.ards ] Icu:ul.s ﬂe_lp - - -
/(|01 2|w@a |
L&D My World 8 Admin
=& NDS B wiNxPD1-NDS
= @ WINPTREE WINXP1-NDS-PS
= [0 Securiy [FE LDAP Server- WINXPD...

Rename, ..
Delete NDS Object

Mowve. .. Organizational Unit. ..
fon e - A o R .

SL CedificateDMNE - W
SL CerdificatelP - Wik,
MMP Group - WiIREPD...

Trustees of this Object. .,
Extensions of this Object, ..
Rights ko Other Objects. ..

Yigws b
Set As Rook
Properties...
12 items %_
, zer: Admin WinXpTreeServer I'I'ree: WiINXPTREE

-11 -



3. Fillin the New User dialog box. Click Help for details.

F

E— Dl

Marne: !|
Surnarme: ] _J e

Help

¥ Scan Users Finger print

[ Set Default Login Sequence

[ Assign Simple Passward

ricjue 1T ]

J - Ll=e template:

B Create Home Directory:

=

4] | »

[~ Define additional properties

[T Creste arother User

-12 -



4. Click OK. “BeyondLSI Enterprise NMAS” dialog box appear, click Enroll
¥ New User '

[Marne: le

Cancel
Surname: |

[eitcowepmmed BeyondlSI Enterpri... @ Help

[ Set Detault Log
[roz

Delete |

[T Force Pasd Ik | Cancel |

I &ssign Simple

Inicue 1C: ixl
[ Use template:

| E
[ Creste Home Directory:

Fathn i
] i

3 | »

B Defing additional properties

L Create another User

5. Select the fingerprint that you want to enroll > click OK

Click the button on which finger
you want to enroll.

BEYONDLSI |

-13-



6. Swipe the finger(s) on sensor three times

TN _—
— = P
| [ -. II
=
Emﬂpeﬁnﬂerunsensnnu
=l

BEYUNDOI |

[] E |
\ '}
\

"#8" fingerprint enroll
Successfull

BEYONDLSI « |

7. When a successful fingerprint has been enrolled, click OK

-14 -



8. The “Fingerprint Enrollment Successful!” dialog box will appear. Click OK. Next
the “BeyondLSI Enterprise NMAS” dialog box will appear. Click OK.

x|

; Cancel
SUrN@AMme: v

Enrall

Help
Delete

¥ Scan Users |

™ Set Detautt

[~ Create Home Directary:

Path

4] | »

I Defing additional properties

[ Create anather User

9. The “Set Password” dialog box will appear. Insert the user’'s NDS login password
and click OK.

Set Passworid

Novell

ew Paszword: l

Retype Passward, i

Set Password Cancel

-15-



10. The new user object has now been created in the container in eDirectory.
EEX

MNovell ConsoleOne

File Edit Yiew ‘Wizards Tools Help

e

o4 2|v|®|&|" 8|

LA hiy World
=@ NDE
- F WINXPTREE
-y Security

SR

B WINKPD1-NDS

& Admin

EX
El wirxP01-MNDS

& WINXPD1-NDS-PS

[HE LDAP Server - WINKPO...

1HE LDAP Group - WINXPD...

EF Hitp Server - WINXPO1- .
=4 5A5 Service - WINXPOT
b DINS AG WINKPO1 - Wl

0 P AG192.168.0126- .

b G5 CertificateDNS - W
i S5 CettificatelP - WM.
€@ SMMP Group - WINXPO...

13 tems %__l

zer Admin WinXpTreeserver

[Tree: VWINXPTREE

-16-



3.2. Enrolling fingerprints for existing NDS users

1. Double click the shortcut icon “BeyondLSI MMG” located on your Desktop. Use the
application to authenticate to eDirectory using your NDS password and click Enroll

BEYONDLSI

Hozt Address Port
|‘I Q21682070 |I33I3

User's LDAP DN {example: cn=dsmith,ou=zales.o=corp)

||:n:test2.|:|:nu:uvell

Paszmaord
|****

Cancel

2. The “Valid Certificate” dialog box will appear. Click Yes to accept the certificate.

BeyondLSI MMG B = x|

BEYONDLSI
valid Certificate x|

::) Certificate received,
? ! : :

Certificate Information:
Status: self signed certificate in certificate chain
Issuer: [Ol=Crganizational &/ O=BE¥OMOLSI-TREE
Mok Before Time: 0701090332497 Type: UTC Time
Mot After Time: 1701080332492 Type: UTC Time

Wialld wou like to accepk the certificate?

Nes | Mo |

Enrall | Cancel |

-17 -



3. Select the fingerprints that you want to enroll. Then click OK

Beyondl SI MMG x|

Click the button on which finger
you want to enroll.

BEYONDLSI |

4. Swipe the selected finger(s) on sensor three times.

BeyondLSI MMG x|

| | |
- __
— —= [l
e — =
Swipe finger on senzor...

BEYUNDGI |

-18 -



5. When a successful fingerprint has been enrolled, click OK

BeyondLS1 MMG H

"#38" fingerprint enroll
Successfull

BEYONDLSI = |

6. The “Enroliment Successful! Results” dialog box will appear. Click OK

BeyondLSI MMG B

BEYONDLSI

Hozt Address Part:

e T |

User's LD a0 :|:|:|:ur|:;]"

im \y Enrollment Successful

Passwaord
ook

Entoll CGancel

-19-



3.3. Login to Novell Netware Network by BeyondLSI Login Method

® Logoff status on the PC
When your windows user name is the same as your NDS user name, insert your windows
password, fill in the Tree and Context. Server information for accessing eDirectory, or use
the drop down arrows to select the information for Tree, Context, and Server.

Movell Glient for Windows 4. 91 SP2 E

Novells Client™ for Windows*

Uzername: ]EeynndLSI

Password: | e o o o ok e

[~ Workstation only Did vou foreet vour password?

eDirectory | Serint | Windows | Diat-up | NMAS |

Tree:

L] Treez
Context: |N0ve|l Lj Contexts
Server: 1thisServer—NDS _vJ Servers

RSA

SECURED

Ok I Cancel I Advanced <<I

Switch the login method by selecting the “Sequence” to the BeyondLSI login method and
click OK.

Movell Ghent for Windows 4 91 5P2 E

Novelle Client™ for Windows*

Uszername: |EeyandLSI
Pazgmord: e 38 o o e e
[~ Workstation only Did wou forget wour pazsword?

eDirectDrv] Script l Winduws] Dial-up MMAS ]

Seguence: evondLs]
{DEFALULT>

WDS

=)

j Sequences

HMAS client wersion: 32016

0] 4 | Cancel Advanced <<

-20-



Movell Glient for Windows 4.91 5P2

Novell: Client™ for Windows*

Uzername:

|BevondLSI

Bazsword:

PR

[~ Warkstation o

eDirectary | Scr

Sequenice:

RN =

e &£

fl |

Swipe finger on zenszar...

hesword?

Sequences I

verzion: 32016

JB

Advanced <<

Cancel

Swipe your enrolled finger on the sensor, if the fingerprint identification is successful, you
will be logged onto the PC and have access to your Novell Netware Network

-21-




® Logon status on your PC
When you have logged onto your PC but have not logged onto your Novell Netware
Network, you can Right-click the Red N icon in the task tray and click Novell Login.

Movel Login..
Movell Connections. ..

Movell Map Mebwark Drive. ..
Disconneck Mebwark Drive. ..

Movell Capture Printer Port...

Movell End Capture. .,

Movell Ukilities

Erowse To

Configure System Tray Icon...
Update Movell Client
Movell Client Help

Movell Client Properties, ..

Click the Advanced button.

Movell Loein m

Novell: Client™ for Windows*

U=zername: |Eie;-.ﬂ:|n|:|LSI

Paszwaord: |

Did wou forget wour password?

JA 0] 5 | Cancel Advanced >

-22 -



Insert your NDS user name, fill in the Tree and Context. Server information for accessing
eDirectory, or use the drop down arrows to select the information for Tree, Context, and
Server.

Hovell Login E

Novells Client™ for Windows*

Username: |BeyandLSI

Passwaord: |

Did vou forget wvour pazsword?

3| Seript | Diakun | NMAS |

Tree: 11 92168.20.70 _v_j Trees
Context: ]Novell _:_l Contexts
Server JthisServer—NDS __-:] Servers

ASA
£ Itﬁﬂ

(0] 4 | Cancel I Advanced <<I

Switch the login method by selecting the “Sequence” to the BeyondLSlI login method and
click OK.

1
Nowell Login E

Novells Client™ for Windows*

Uszername: iEIe:-.ﬂ:unu:I L3I

Passward: |

Did vou forget vour password?

elirectory ] Script ] Dial-up  MMAS ]

Seguence: _:_J Sequences

<DEFALLT
NDS

MM&S client verzion: 32016

Ji 8] 4 | Cancel Bdvanced <<

-23-



- _—
Novells Client =

| m
E— L ——

Uzername: iEleyu:un _ﬂ
Paszword i Swipe finger on sensor...
Did wou forget vour pas
=l
eDirectory | Script | O
Sequence: iEleyu:undLSI _:J Sequences I

MMAS client verzion: 32016

Cancel Hdvanced << I

Swipe your enrolled finger on the sensor, if the fingerprint identification is successful, you
will be logged onto the PC and have access to your Novell Netware Network

-24 -



4. Correct way to swipe a finger across the sensor

x Wrong O Correct

N
Cia >N

.‘_

N
"4,’/ S )2

Place the finger on the sensor making sure your finger is parallel with the sensor and swipe
(down) the finger across the sensor at a normal speed.

-25-



