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1. What is the UPS-Management Software?

The UPS-Management Software is a client/server application for networks and local
workstations. The server module of the UPS-Management Software is UPSMAN, which
communicates via RS-232/USB or network cable with the UPS. When UPSMAN starts, it
collects the protocol messages from the UPS as a background program (service).
UPSMAN interprets received messages and makes them available to the client module, a
webserver interface UPS View, the WINDOWS UPSMON, JAVAMON or to any other
SNMP application. The data communication to the client modules is achieved via TCP/IP
or SNMP.

The SNMP protocol of UPSMAN with UPSMAN.MIB is a special private MIB type 1, the
UNIX UPSMAN and CS121 web adapters use the newer MIB 2 standard RFC 1213 &
1628. All UPSMAN clients using TCP/IP may using the GENEREX communication
protocol UPSMON, which is provided as an API to all OEM customers in order to create
own applications.

If UPSMAN detects voltage variations or a power loss it can execute different system
event routines (EVENTS), which, for example, may shutdown the server or send warnings
to connected users. These system event routines, which are part of the UPS-Management
Software, are fully customisable.

The client modules are used for operating and monitoring the active UPSMAN software
connected to an UPS. You can program UPS-Routines (e.g. define dates for automatic
UPS-tests, shutdown the system at defined dates, etc.), check the status of the UPS,
execute different UPS-tests or create power quality statistics. With the client modules you
can also constantly monitor and evaluate the event protocol (log file) that is permanently
updated by UPSMAN.

RCCMD ("Remote Console Command") is an additional module which executes a
command on a remote system, similar to the Remote Shell-Program (RSH) known in the
UNIX world. RCCMD is used to provide a simultaneous shutdown of several servers that
are all supported by the same UPS.

The following listed features depend on the UPS model. Please ask your UPS dealer
which of these functions are available with your UPS model. The following list shows you
the maximum variety of features of the current UPS-Management Software.

@ Client/server software for heterogeneous networks with one and three-phase UPS.
"Look & feel" is identical on all platforms.

@ Support for almost all UPS types and UPS manufacturers with serial (RS-232), USB,
network or dry contact UPS protocols.

@ Integrated proxy SNMP agent for WINDOWS and Linux.



mModuIar structure; optional it is possible to extend the system for multi-UPS
surveillance via UNMS. External modules (hardware) allow for a variety of system
extensions such as: SENSORMAN, RASDIALER (modem solution), UPS SNMP Watch,
JAVAMON, HP OpenView UPSMON and others.

@ Support all important network protocols for the graphical control of the UPS from
every Windows station in the network.

mAutomatic unattended shutdown of local and remote computers in networks
(Master/Slave via RCCMD module)

E Low battery warning, on-screen autonomy time, battery time countdown, low battery
warning, UPS temperature such as battery and internal temperature, defect battery
warning, time and data stamp event logging, extensive logging of all UPS activity and user
messaging.

¥ Battery management, surveillance and counter for power events.

¥i| SMTP compatible system with messaging service for e-mail, e-mail to SMS or other
external services.

@ Menu for several UPS test functions, such as economy mode, UPS temperature,
battery load, power socket switching and UPS emergency power-off.

@ Shutdown and test functions can be executed with a scheduler

@ Graphical display of quality of incoming power load frequency in minimum/maximum
or average values.

E Also monitors UPS systems, via SNMP connection.

1.1 UPSMAN double function - UPS and RCCMD Server

The UPSMAN module is not only reading and managing the computer where the
UPSMAN is running on; it is at the same time the “RCCMD server” — to the computer
which sends RCCMD commands into the network which will start the shutdown procedure
on remote computers. The program RCCMD is designed to execute a command on a
remote system in a TCP/IP network. RCCMD works like the Remote Shell (RSH) known in
the UNIX environment. Inside the UPS-Management Software RCCMD is used to
shutdown several servers that are all powered by a single UPS. For this job, one of these
computers is configured as UPS-master server.

Install the UPS-Management Software UPSMAN on your UPS server and connect it to the
UPS. Alternatively, a SNMP adapter type CS-121 or compatible device can be used for
this as well. The other servers are only connected to the UPS power supply, no RS-232
connection is necessary. On these remote systems, install RCCMD client software and
create a shutdown routine for every system. This shutdown routine may be a batch or



shell script file, that contains the down and other commands for this system. After that,
add RCCMD to the shutdown job or to the EVENT configuration of the computer running
as UPS master server.

Send Email +

Net send
message +
Shutdown !
Shutdown !
Shutdown !
RCCMD 2 client RCCMD 2 client RCCMD 1 client
_=
NOVELL Server Windows Server

Novell|Server

UPSMAN Server +
RCCMD 2 Sender

1%
Firewall

Firewall

] ] =
UPSMAN Server

Ccs121

0s/2 UNIX Server +RCCMD 2 Sender
RCCMD 1 client RCCMD 2 client
Shutdown ! Shutdown !

Figure 1: UPSMAN and RCCMD in a network environment

2. Quickstart — Installation/Configuration UPS Software

2.1 Preparation of the Installation

Before you install the UPS-Management Software, please ensure that your UPS is
working correctly. Connect the UPS to the relevant serial/lUSB port of your computer using
the original cable coming with the UPS. Some UPS models provide several
connections/interfaces, please check the user manual for detailed information which port
has to be used for the UPSMAN software.

o Attention: The UPS comm. cable is very oftern a special cable, which is
provided by the manufacturer of your UPS system. Please see
the corresponding cable configurations in the appendix of your
UPS manual.



2.2 Windows 2000/XP/2003/VISTA/7/2008 UPSMAN Installation

General

The UPSMAN for Windows is a real background service and has no graphical output. The
UPSMAN is the only necessary process for all UPS management actions. The graphical
client modules (eg. Webinterface or UPSMON) are only for viewing the UPS data or for
for the graphical administration, but not compulsory for normal operation of a UPS
software like shutdown, messaging, etc.

Installation

The UPS-Management Software is distributed on a CD-ROM or as full version download
from the web site of the UPS manufacturer. A license key is required for both distributions.
The Windows part of the software is found in the root directory of the distribution package
and is started automatically or executing the “ INSTALL.EXE” command. This SETUP
process copies the desired UPS files to your local hard drive.

Licensing

The first input window is the license key of the CD (license = license key = key code). This
key code is shipped separately (as electronic document, paper document, or in any other
form — please contact your UPS dealer for information where to find the key code).

Every license key allows the customer to install one UPSMAN software (suite, consisting
of UPSMAN and several graphical client modules). To install RCCMD, another - separate
license key - is required — for every installation a new RCCMD key is needed — DO NOT
install the same license key more than once !

(The RCCMD sender functionality is already integrated into the UPSMAN. Only for the
client computers a new RCCMD license is required!) Additional RCCMD installations can
be executed from the same CD ROM or download image, using different license keys.

Beside copy protection, the license key distinguishes the different OEM UPS customers
from each other. It is not permitted to use any other license key than the one provided with
the software.



3. Start Installation + Basic configuration of UPSMAN

To start, please make sure that you have full administrator rights in order to complete the
installation.

Step 1: Put the CD into the CD-ROM drive of your
computer or download the software into a specific
directory on your computers harddisk.

Step 2: Please execute the installation program
install.exe in order to install the files to your
system and choose a desired setup language.

Step 3: Please enter your UPSMAN or RCCMD license
key to choose the correct software package. The
license key determines, which module can be
installed. The installation software shows a
progress bar until the software has been
extracted and the installation begins.

Imstalldrpwhere bersitet die nstallation vor

(C) 1997-2010 Flexera Software, Inc. and/or InstallShisld Co. Inc.

You can choose the language of your installation in the welcome screen. Choose your
language and click the “OK” button.

Installanywhere will guide you through the installation

Itis strongly recammended that you guit all programs befare
continuing with this installation.

Click the ‘Mext' button to proceed to the nex screen. Ifyou want to
change samething on a previous screen, click the 'Previous' button

You may cancel this installation at any time by clicking the ‘Cancel’
button

Ingtaller version: 108

Pravious




Figure 2: Introduction

In the next menue you can see the progress column where the next steps are visible. Click
the “NEXT” button to continue.

Enter your license key

DS Maragement Softwars Sute

Enter license key:

Usually the license key is located on the installation booklet, or on a
label on the reverse side of the CD sleeve.

Figure 3: Enter your License Key

In the next menue you have to enter your license key — a picture shows an example. Enter
the license key an click the “NEXT” button to continue.

o Attention: If you enter a wrong license number at this stage, the UPS-
Management software will be set to a 30 day trial version. You
may enter the correct license in the main window of the
UPSMAN configuration at a later stage. (Please see figure
below)
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Mode!

[sEarm UPS-] [Nu UPS mode! defined ~| [R-Open
Location: (]
Power [VA]: 500 Hold time: fm] 10

Load VAl 500 Recharge time ] &

Date of Battery Installation [DD MM.YYYY]: |01.08.2011

Device:
Address Listen Part:  |5769

Licencekey: T7al version -expires afie ] yps p:
Resetto Factory Seftings

© 1395-2011 Generex GmbH, Hamburg, Gemary.

Sean

Figure 4: Thirty-Day Trial Version without Key Code

Installation and Use of UPSManager Requires Acceptance of the
Following License Agreement:

Copyright

The information contained in the manual of this
product is nonconditional

and may be changed without due notice. GEMEREX nor
the reseller of this

product undertakes no obligations with this
information. The software

deacribed in this brochure is given on the basis
of a license contract

and an obligation to secrecy (i.e. an obligation
not to further publicise

the software material). The purchaser may make a

(@) | acoept the terms of the License Agreement

\:I | do NOT acospt the terms of the License Agreement

Figure 5: License Agreement
Read and confirm the license agreement and continue with the “NEXT” button.

In the next window enter the path where you want to install the software. Default is the
subdirectory “UPS” into the program files folder onto the hard disk “C:”.
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Where Would You Like to Install?
| C:\Program Files\UPS

[ Restore Default Folder | [ Choose...

Figure 6: Choose Install Folder

Click the « Next » button and choose the install set.

Install Set | Complete

[V]UPS Manager (UPSMAM)
-[C]5uppart Toals
H UPS Viewer (UPSVIEW)
i [¥]Help

4

Description

Upsman is a system senvice that communicates with the UPS via
RS232, USB or SNMP. This feature provides the basic functionality of
UPS management.

Figure 7: Choose Install Set

In the Install Set menu you can choose the following modules:

E UPS MANAGER (UPSMAN) - This is a background process UPSMAN, the core of
the system. The UPSMAN is the service, which maintains the direct UPS RS-232/USB or
network connection with the computer and the UPS.

12



¥ Support Tools — This is the UPS Monitor Software. It is used to display a graphical
visualization of the data the UPS manager provides. This feature and the gchart software
are disabled by default and will not be installed automatically.

EUPS Viewer (UPSVIEW) - The webinterface of the UPS accessible through
Webbrowser. It shows the most important UPS data and alarms.

E Help files are provided with the software, basicly it's the user manual which you are
reading here and some extra informations which may be added from time to time.

In next menu you can choose to create a new program group (default) or to choose icons
elsewhere or not at all.

Where would you like to create product icons?

(@ In a new Program Group: Generex Management Software
() In an existing Program Group: | .NETpower Management

() In the Start Menu

(7) On the Desktop

() In the Quick Launch Bar

(") Other:

() Don't create icons

Create Icons for All Users

Previous

Figure 8: Choose Shortcut Folder

In the next menu you see an overview of your installation and you may now press
“INSTALL” to begin.
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Please Review the Following Before Continuing:

Product Name:
UPSManager

Install Folder:
C:\Program Files'UPS

Shortcut Folder:
C:ProgramData Microsoft\Windows'Start
Menu'Programs'Generex Management Software

Product Features:
UPS Manager (UPSMAN)
Help
Graphical Charts (GChart)
UPS Web View

Previous Install

Figure 9: Pre-Installation Summary

Into the next window, you got the opportunity to open the required firewall ports 960 and
5769 automatically.

@ UPSTCP needs ports 960 and 5769 opened in the
A Firewall.

Should these ports now be opened in the Windows Firewall?

O AXNANANAD

Figure 10: Firewall Configuration

The port 960 is used by the UPSMAN tray.

The UPSMAN tray provides the appearance of the UPSMAN message box as pop-up into
the foreground. If you do not want to receive messages from the UPSMAN, please close

the UPSMAN tray via the context menu. To disable the UPSMAN tray permanently, you
can disable it into the UPSMAN configuration.
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The UPSMAN tray appears into the taskbar.

From UPSMAN version 5.8.75 the UPSMAN tray displays the status or rather a change of
the status of the UPSMAN as follows :

Green : Output Active, ECO Mode

Yellow : Bypass Mode, UPS Test Active, Inverter Warning, Overtemperature, Input High,
Output High, Inverter Failure, Battery Bad

Red : Backup Mode, Battery Low, Shutdown Active

Grey : Communication Lost

[ UPS-Status:
Output active, Backup mode

DE . & -. ) 16:05

UPS-5tatus:
Output active

DE . . |‘:|:| 16:06

11.09.2012 11.09.2012

Figure 11: UPSMAN Tray Icon Status

In addition from UPSMAN tray version 1.0.0.7 the UPSMAN tray provides a context menu
with the following features :

. About : Opens the UPSMAN tray window with its version number, copyright

. UPSMAN Configuration : Start of the UPSMAN configuration directly

. Start UpsView : Start of the UpsView directly

. Close UPSMAN Tray : Close UPSMAN tray

abaout,

LIPSMAR configuration
Skart Upstiew

E. Close LPSMAN-Tray
=TT e R 15 09,7012

Figure 12: UPSMAN Tray Context Menu

The USB support of your UPS depends on the hardware interface. In some cases (HID
compatible interface) — no additional driver is needed, since HID is already part of

15



Windows and Linux. In all other cases you receive a USB driver (eg. LibUSB driver) with
the UPSMAN software which is installed separately — or you receive a USB-2-serial driver
which creates a new virtual com port on your system. The difference between an USB and
an USB-2-serial driver is that using USB driver you use “USB” as communication port in
UPSMAN, and with USB-2-serial driver you use a COM port.

The installation of 3" party drivers will be through in some seconds - after this you may
receive a message to reboot your computer. This may be ignored if you have already a
USB driver from prolific on your system. In other cases please try first to communicate
with the UPS through UPSMAN and restart your system only if the communication or the
“search UPS” does not work at once.

NOTE: If a reboot is necessary, you can continue the configuration by clicking in the
Program group on “UPSMAN configuration” — the configuration will pop up and you can
continue the configuration — following the instruction on the next pages.

The main configuration page of UPSMAN is the DEVICE PAGE:
DEVICE PAGE:

Device |System | Files | Mail Server | Evenlsl

Mode!

[Search UPS.| [No UPS madel cefined | [ROpen ~]
Location
| |
| Power [VA]: 500 Hold time: [m] 0 hd I

Load [VA] 500 Recharge time [h]: 6

Date of Battery Installation [DD.MM.YYYY]:  27.07.2011

Device:

Port: Comi - Baudrate: 2400 -
Address Listen Port: 5763
Licencskey: 1451C4% upsip: 0

Reset to Factory Settings

@ 1535-2011 Generex GmbH, Hamburg, Germany.

V 5.825

Figure 13: UPSMAN Configuration
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When the UPSMAN configuration starts up, choose from the UPS modellist your UPS type
— or use “Search UPS” to make UPSMAN try to identify your UPS type. If not clearly
identified, the UPSMAN will show you a list of UPS devices which are corresponding to
the search requests — please pick the right model from the list and confirm with OK.

Autodetecting devices ... ﬂ

Searching USB and
COM ports for connected g
LIPS device

Current port; | COM1

During the auto search process this box will appear, you may stop the search at anytime
and choose the UPS from the drop-down list manually to speed up the process.

UPSMAN

Device |Systern I Files | Mail Server | E\rent5|

Model:

[search UPS:] [No UPS model defined ~] [ROpen ~

o MSRT PRO 1kVA &
Location: MSRT PRO 1kVA+1Batt
MSRT PRO 1kVA+2Batt

_ MSRT PRO VA

Power VAL SRT PRO 2cVA+1Bat
_ MSRT PRO 2VA+1Batt(XL)

Load VAL SR PRO AcVA+2Ba

MSRT PRO 2kVA+2Batt(*L)
Date of Batten WSRT PRO compact ZkVA
MSRT PRO compact 2kVA+1Batt
MSRT PRO compact 2VA+1Batt (<L)
MSRT PRO compact 2k\/A+2Batt
MSRT PRO compact 2kVA=2Batt (XL}
Port: MSRT PRO 3kVA

o MSRT PRO 2kVA+1Batt

MSRT PRO 3VA=1Batt(*L)
Address: MSRT PRO VA=2Batt 5763

MSRT PRO 3VA=ZBatt (L)
Licencekey: MSRT PRO compact 3kVA 0
MSRT PRO compact 3kVA+1Batt —
MSRT PRO compact 3\VA+1Batt(XL)
MSRT PRO compact 3kVA+2Batt
MSRT PRO compact 3kVA=2Batt (L)
Cable 2 - |+ Gemary.
Cable & T3
Cable 7
Cable &
N. 0. contact

[ Advanced Us N. C. contact

SNMP Adapter / RFC 1628

Device:

V5825

) (ot

Figure 14: Select UPS Model

If the model “SNMP Adapter / RFC1628” is selected, please note that it is required that the
battery installation date is identical in the UPSMAN and CS121 configuration.

After having choosen the correct UPS type the UPSMAN standard installation is finished.
If you press now OK, the UPSMAN service will ask to start — press YES and if no further
error message appears within 1 minute, the UPSMAN will now watch the UPS and send
messages in case that an alarm occurs. If the UPS runs on battery and the battery have

17



only 3 minutes left, the UPSMAN will automatically shutdown this computer. In case of
alarms a messagebox will pop up similar to the one above and the user can connect with
UPS VIEW, UPSMON or any other graphical viewer to see the actual UPS alarms.

UPSMAN runs in windows as “service” -see windows service list how to stop/start the
upsman and related services.

S Senices = [B =
File Action View Help

G EEE T L

Senvices (Localy ' Services (Lacal)
UPSMan Name Description  Status  SarupType  LogOnfis  ~
UNMS UPS Netwrar... Manual Local Syste.
Description:
UPnP Device Hast  Allows UPn. Manual Local Service
USV Manager far
Unterbrechungsfreie UPSMan USV Manag Automatic Local Syste.
Stromuersargung - Dieser Serviee UPSMAN HTTP Started  Automatic Local Syste.
Uberwacht Thre USW und sendet User Profile Service  This service ., Started  Automatic Local Syste.
Netzwerk-Nachrichten und RCCMD Virtus! Disk Do Mamaa Lol st
Shut-Down-Signale in Thr Netzwerk, rtuat D1 rovIdEs M. anual ocal dysten
wenn in langerer Stromausfall Uware Agent Ser., Viware Ag.. Manual Local Systz..
auftritt. Zur Konfigurartion starten Vhware &uthoriza., Authorizati.  Started Autornatic Local Syste...
Sie "upsman -config”, UMwire DHCP Ser., DHCP semvin  Started  Autoratic Local Syste..,
Uhware NAT Serv., Metwork ad.,  Started  Autornatic Local Syste..
Whwware USE Arbit, Started Autornatic Local Syste.
Volume Shadow C... Manages an. Manual Local Syste.
WebClient Enables Win.. Started  Manual Local Senvice
Windows fudia  Manages au.. Started  Automatic Local Senvice
Windows AudiaE.. Manages au.. Started  Automatic Local Syste... |-
Windows Backup  Provides Wi.. Manual Local Syste.
Windows Biometri... The Windo, Manual Local Syste.
Windows CardSpa... Securely en. Manual Local Syste.
Windows Color Sy.. The WesPhu, Manual Local Service
Windows Connect., WCNCSVC .. Manual Local Service _
“+ - - [0 - 3
Exended | Standard

Figure 15: Windows Services

Installation and basic configuration FINISHED. Your computer is now UPS protected
and will be shutdowned automatically in case of an extended Powerfailure.

For a simple UPS communication and automatic shutdown of the UPSMAN
computer —the configuration is complete!

For further UPSMAN configuration issues please continue to read in chapter 3.2 —
Advanced User — UPSMAN Windows configuration.

To check your configuration you may use one of the monitoring tools provided with your
UPSMAN software (UPS View, UPSMON, UNMS, JAVAMON or other). The moment you
can read UPS data from your monitoring interface, the installation was successful and you
may close the monitoring tool and keep the UPSMAN running in the background .

In the following figure is the UPS VIEW webinterface of a Protect 3.33 UPS. It shows the
most important UPS data and alarms. The “UPSMANHTTP” windows service running in
the background and provides the data for this webinterface. The following chapters explain
now the various UPSMAN monitoring tools, starting with most common UPS interface for
Windows “UPSMON”.

18



UPS View Web client

I — |

localhost:B081/cgi-bin/ups_view.exe?-ups_view

Identification UPS Events
UPS Typ: Date Time Event -

Protect § 28.11.2011 16:58:40 Information:UPS manager fuer Protect 3.33 ist gestartet worden. |
Firmware: 28.11.2011 16:58:22 Masterlizenz - Nur fr Testzwecke - nicht fr Installationen beim Kunden verwenden.

D 1xx14l 28.11.2011 16:55:46 Information:UPS manager fuer Protect 3.33 ist gestartet worden.
Lacation: 28.11.2011 16:55:27 Masterlizenz - Nur fr Testzwecke - nicht fr Installationen beim Kunden verwenden 2

GENEREX Hamburg I s
Mains input 1
L1-L2: 403V
L2-L3% 400V
L3-L1: 396V Load Autonomy
Frequency: 50.0 Hz Time
Mainsfault counter: o

150 — &0

Battery
Status: Normal
Autonomy Time: 999 Min 100 — 40
Capacity: 100 %
Voltage: 245V
Current: 3A
Te ture: 23.0°C

'emperature: - w
Mains input 2 Output Voltage Current Load Power
L1 228V Phase L1: pxIAY 0A 0% 0w
L2 32V Phase LZ: pXIA 0A 0% 0w o= v
L3 29V Phase L3: 231V oA 0% ow 0% 0% 0% 889 Min
Frequency: 500 1z Frequency:  50.0 Hz

Location: GENEREX Hamburg
DatalLeg Chart | Log file | Functions | Scheduler |

Figure 16: Protect 3.33 UPS Webinterface

3.1 Settings of the Authorization of the UPSMAN Service

This function is used for the commitment of the user authorization of the UPSMAN service,

which exceeds the system shutdown, e.g. execution of batch files, script files etc.

Open the menu of the properties window for the UPSMAN service (via control panel,

administration and services) and click the “Log On” button.
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UPSMan Properties (Local Computer) x|

General bgo"lﬂeeoverleepmdmdesl

Logon as:
€ Local System account
12| Allowseryice tointeract with deskiop

 Thsaccowt: |  Bowse. |
e
Confirm password: l|—-

Help me corffigure user account log on options.
YYou can enable or disable this service for the hardware profiles listed below:

Hardware Profile | Service |
Undocked Profile Enabled
T hooting using hardware profiles. Enatle I Disable I

OK | Concel | mppy |

Figure 17: UPSMAN Properties

Enable « This account », delete the passwords and click the « Browse... » button.

UPSMan Properties [Local Computer) F
A
oot gps

Select this object type: ¥

5

- B B B '

IUser or Built-in zecurity principal Object Types... | s
o

o

B

From this location:

|G><58 Locations... | b

Enter the ohject name to select [

G5 %Admiristrabor Check Mames | b

=

L

¥

El

Advanced... | ’TI Cancel | &
T by
I rrr—r——— Ifm ,","G, : II Local Sws

Figure 18: Select User

Enter the object name « Administrator », click the « Check Names » button and click the
« OK » button.
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UPSMan Properties [Local Computer)
General LogOn | Hecover}ll Dependenciesl

Log on as:

" Local System account
I | Bllovssenie to itteract with deskbon

% This account: I.\Administrator Browse... I

Paszzword: Iooouuu

Confirm password: |°0"""0|

Help me configure user account log on options.

*f'ou can enable or dizgable this service for the hardware profiles listed below:

Hardware Profile | Service |
Undocked Praofile Enabled
Troubleshooting using hardware profiles. Eriahle | Disable |

QK I Cancel | Apply

Figure 19: UPSMAN Properties — This account

Enter the password for the Administrator, confirm it, click the « Apply » button and restart

the RCCMD service.

3.2 Silent Installation of the UPSMAN Installation

The UPS Management Software provides a silent installation, but it is required to enter
some settings into the “installer.properties” file. This file is located into the CD folder
\Upsman\Windows\OEM-ID (2 for AEG, 3 for Piller etc.).
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Figure 20: Content of the ,installer.properties”

It is required to remove the hash mark prior of the variable INSTALLER UI=silent. In
addition the setting of the license key is required behind the variable GXLICENSEKEY=.

The UPS Management Software 5.8.04. or higher provides the parameter preselection
for the UPS communication. Remove the hash mark prior of the variable
UPSDEVICE=COM20:2400,¢, 8, 1, and adjust the parameters accordingly.

3.3 UPSMON for Windows

UPSMON for windows is a graphical interface which is individually customized for every
UPS maker, for this a large variety of screens exists. Depending on the UPS makers
design and functions in the UPS the UPSMON appear more or less complex. In this
manual we desribe the basic functions which are part of any UPSMON version.

When UPSMON starts it will ask for a connection to a server. Enter the IP address or
hostname. To start a connection click on the button Connect.
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NOTE: The UPSMON windows is a monitoring tool for any UPSMAN, unregarded on
which OS this UPSMAN is running. So you may use this tool to connect via an UPSMAN
server at UNIX, MAC or CS121.

To start a connection to different UPSMAN processes at the same IP address, enter the
port and the IP-address, or host name respectively separated by a comma (e. g.
5769,192.10.200.6). The port address can also be left out, if a single UPSMAN has been
started at the default port. The entry of the IP address (191.10.200.6) is enough. We
recommend using the TCP/IP protocol as a communication protocol.

Once connected with a server, the UPSMON responds with the main screen, allowing all
features to be operated.

After a connection has been established, the status main screen shows several windows.
The menu- and toolbar is at the top of the status chart. The bar contains the buttons
“Open A Connection”, “Close A Connection”, “Searching The LAN For Active UPSMAN
Services”, “Get Datalog As Text”, “Get Graphical Datalog”, “Open Scheduler”, “Change Of
Logdata Program”and “Open Remote Configuration”.

The Windows installation of UPSMON contains gChart, a graphical log file viewer.

File View Chart Functions Help

EI Semver | GX17 ‘ Mndel" Protect 3.33 | Location: | GEMEREX Hamburgl Uptime | n.a. ‘
=S @ BlRE <z g)d CountPF: [ na | BL: [ na |sD:[ na |
[ status Chart F=l-@] =

Identifizierung: DLLLEEE

USV-Typ: Protect5s
Firmware: D61xx14]

Standort: GENEREX Hamburg

Time

Event

11/28/2011
11/28/2011

17:01
17:01

Status: Normalbetrieb
Infarmation: Verbindung zur USV hergestellt

Netzeingang 1:

oL Auslastung Batteriezeit
L2-13:
L3-L1:
Frequenz: - 60— =
Netzfehlerzahler: e
100%— 40—
50%— 20—
Aus Leistung M
Phase L1: v oA 0% ow
Phase L2: ow % —— [
Phase L3: ow 0 o o ‘999 Min. —

m

| +

Localtime:

17:02:20 Servertime: |17:02:20 /|

Figure 21: UPSMON Statuspage of a Protect 3.33 UPS
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The Windows UPSMON versions and the UPS VIEW Webinterface have an inbuilt
Scheduler interface to program actions on the remote UPSMAN. This Scheduler interface
is in both applications identical and allow to execute UPS tests or regular shutdowns on
certain days or time settings. Following a screenshot of the Scheduler in Windows, the
UNIX version is identical to this.

When connecting to your UPSMAN you can choose “SCHEDULER” . If you have
password on your UPSMAN configured, a password request will pop-up. After this you will
receive a scheduler screen, similar to the one we show below.

7 UPS Monitor M=l B3
Elle View cChart Functions Help
El Senver: [ 192.168.222.2¢4 | Model | TRIMOD | Cocation: | | uptime: [ 0Days, 081952 |
o] @l BRG] @z counr. [3 ] [ Joo:[ 0 ]
I Status Chart =] | =
Input VoltR Input Volt S Input Volt T
TRIMOD 170Y — = 280%  170Y — — 260%  170Y —, — 260V
T scheduler [_ O[]
Date Time Tvpe ITest State I
Everyday 2014 Daiy  Batterptest active Biatterptest - IT
T |
L Load Phase T
Delete Entry
— 100 %
Edit Entry
Local time:
200417 IT
Servertime:
20:14:22 Riefresh
Battery Capacity
—— 100 %
Lancel Ok I \ /
| 999min. | 29°C | 1000%
-
il | »l_/! d
UPS-STATUS Mormal. |Localtime: 201417 Servertime: [20:14:22 2

Figure 22: Scheduler in UPSMON, interface to program actions on your UPSMAN

The scheduler allows you to add new jobs which will be executed at the programmed time.
The UPSMAN lodfile will show after the job has been executed about the results of the
programmed action. Generally the Scheduler shows the actual active job and the time or
date when it will be executed. Already executed actions are list and automatically removed
from the list if those jobs are expired or not longer recursing. By ADD Entry a new job is
created and added to the list. With DELETE Entry jobs may be removed from the list. With
EDIt entry you can change an already exisiting job. The other functions on the Scheduler
should be self-explanatory and do not require further explanation. Generally we
recommend NOT to program more batterytest jobs than once a month. Especially fulltests
may discharge your UPS batteries to a low level which may damage your batteries if this
is made too often. We recommend to do only short battery tests and replace the UPS
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batteries in regular terms (interval depends on battery type). If you use BACS (Battery
Analyse and Care System) on your UPS batteries, you can see the actual status of the
batteries and decide when change is necessary. Without BACS we recommend to to this
on aregular basis.

|l e e
File View Chat Functions Help
gl sener: | GXIT | Moder: [ NoUPS model defined | Location: [ GENEREX Hamburg | Uptime: | 0 Days, 00:00:12 |
= @l El@le Se 8| countPr: [0 ] &L [0 ] so:[0 ]
i85 [ = =] & | @ EventChart -.:.--El-[!,i
Reomer  mener >
Date | Time | Event I—
11/28/2011 1718 USV-Status Normal
B 11/28/2011 1718 Information: Verbindung zur USV hergestellt
By
[ Status Chart \EI[
i Load/Curr. % Battery : Input Volt [V] : Temperature Autonomy
Single Phase Capacity % sSingle Phase Icl Time [min]
0
35

@ o8 8 5 @
A P

A

B 15 1%

=
B

Locaftime: |17:18:53 Servertime: |17:18:53 /J

Figure 23: UPSMON Statuspage of a Standard UPS without OEM Design

Since there are too many UPSMON screens we can not show those all in this manual.

UPS Functions

To execute tests of your UPS system choose UPS Functions from the menu Functions.
The results will be displayed in a table. The outcome of the tests depend on the settings of
the manufacturer. Selftest is a UPS hardware check. Battery Test is a short test of the
UPS working on battery. Custom Test switches the UPS on battery mode and will keep
discharging the batteries until the "downtime" has passed. With this command you may
check your batteries to see if they are still capable of supplying your system with the
"downtime" configured autonomy. Full UPS test is a deep discharge of the batteries and is
used for calibrating the battery. Tests should only be carried out if no user users are
active. Some tests may be deactivated depending if the UPS supports those features.
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ﬂ Note: Some OEM versions require the default password
,»€8121-snmp*“, to get access to the UPS Functions.

ﬂ Attention: When running a UPS Full test, please note not to
interrupt the test, as long as it is active. If the test
gets interrupted, the software will configure the
autonomy time as the time-span of which the test
has been running on the UPS before it has been
interrupted. A test can be re-started after a 8 hour
waiting period.

9 Note: A manual reset is possible by starting the
upsman.bat.

[ pevcerunctions i x|

Batterny Yoltage | Temperature | Batteny Test |
LIPS Selftest | Full LIPS Test | Custamn Test |
Cancel &l Tests | Buzzer Off | Extended Crnds |
Date | Time | Test | Result
4| | ]

Figure 24: UPSMON Device Command Window
UPS Extended Commands — Outlet switching
You can program the switching of the outlets or manually switch on or rather off the outlets

into the menu Extended Commands.

9 Note: Not every UPS supports this option.
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_|3._4,J Server. | GX17 | Madel:]

PHIC 12 TKVA |7Location: [

I Uptime: | 0 Days, 00:15:50 |
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Programmable Outlet Settings ... |
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08/07/2009 12:06 i i g zur USV herg
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3

ILocsm'me: {12:06:38 Servertime: [12:06:38 4|

Figure 25: UPSMON Extended Commands Window

Click the ,Programmable Outlet Settings...“ button for the configuration of the Outlets.

Pnogrammablé Qutlet Settings

r— Programmable Outlet 1
Turn outlet ON after UPS iz on
™ Tum outlet OFF after AL failure
™ Tum outlst ON after AC recovery
I~ Tum outlst OFF when batteny lowsr
™ Tum outlet OFF when UFS overlaad

IE— Seconds (0-3500)
|0— Seconds (0-3500)
[0 second: (0:3600)
EE

‘Write settings |

— Programmable Outlet 2

i Turn outlet O after UPS is on

I Turm cutlet OFF after AC failure

T~ Tum outlet ON after AT recoven

I T~ Tum outlet OFF when batten lower
™ Tum outlet OFF when UPS averload

|D— Secands (0-3500)
[0 Secands (-2800)
IU— Seconds [0-3600)
[B zpeoem

wirite zettings |

|

Figure 26: UPSMON Programmable Outlet Settings Window

27




The following configuration options are available for the outlets:

Turn Outlet ON after UPS is on — Delayed switching on of the outlets in seconds, after
the UPS was switched on.

Turn Outlet OFF after AC failure — Delayed switching off of the outlets in seconds during
a power failure.

Turn Outlet ON after AC recovery — Delayed switching on of the outlets in seconds after
a power failure.

Turn outlet OFF when battery lower — Definition of the switching off, if the battery
capacity is lower than x in percent.

Turn Outlet OFF when UPS overload — Switching off of the outlets during UPS overload.

Click the “Write settings” button, after you finished the configuration.

Voltage- and Frequence-Chart

Here the input voltage and frequency values of the last 24 hours (default) are displayed in
a bar or line chart/graphic. Depending on the UPS system (single or thriple-phased) one
measurement per phase is recorded.

In the menu File choose Get DatalLog-File for Charts and wait for the measurements to be
transferred from UPSMAN to Upsmon. After the file transfer has been completed, you may
display the measurements of voltage and frequency via the menu Chart.

The menu Chart lets you choose between a chart showing minimum/maximum-results or
mean values.

The bar colours show whether the results have been outside the range of tolerance. The
accepted tolerance of the UPS-rectifier is displayed by a blue-line.

To monitor a certain part of the recorded time period, use the command Time Frame from
the menu Chart. After selecting a time period with the desired frame choose a voltage or
frequency chart again to display the measurements. It shows only the measurements
within this range (higher resolution of input data).

Textlog

In the menu File select Get TextLog-File and wait for the measurements to be transferred
from UPSMAN to Upsmon. The event-protocol includes all UPS events that have occurred
to date. A default UPS dump is printed if no errors have occurred. Only messages like
"Power fail", "Alarm", "Overload", "Battery low" etc. show a unusual situtation.
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The UPSMAN log file can also be opened directly from the UPSMAN directory, please use
any standard text editor for this.

All other UPSMON functions which are not described in this manual come with a self-
explanatory description in the interface itself (“tooltips”). For further questions about those
functions, please contact your UPS reseller.

3.4 UPSVIEW for Windows

The Unix WEB SERVER offers the possibility to display all UPS data with a platform
independent WEB-Browser. In order to establish a connection from a WEB-Browser to a
UNIX WEB SERVER, please enter the IP address and a port number. Example:
http://192.168.202.91:8081. Port 8081 is used as a standard at the start up of the server.

Enter the following into a web-browser, if you want to get a remote connection to an UPS:

http://IP-address of the UPSMAN server:8081/cgi-bin/ups_view.exe?-ups_view

n

5 Favoriten | 53 @] Web Slice-Katalog ~

& UPS View Web client

I . Unknown I

MULTI DIALOG MDM10

L1:225.V S00Hz
12:230.V >

Temp: 21.0 °G]

Capacity: 100%

I Log file Functions Scheduler I

Figure 27: UPSView Remote Access

Via the « Log file » button, you can get the Data or rather Log files.
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http://192.168.202.91:8081/
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[&] ntep://192.168.200.50:2081 logfile htrl \ =]

Data file Log file

& Internet | Geschiftzter Mo ¥5 = #100% -

Figure 28: UPSView Log File

Via the menu « Functions », you can execute UPS tests.

—_

@ Test Functions - Windows Internet Explorer =_l—

[&] hittp://192.168.200.50:8081 /cgi-bin/ ups view.ex=i-logon getUPs | B |
Battery Test Cancel Test |
Self Test Full Test I

Bypass Test Get Test Result

Last Results

Self Test

Battery Test
Full Test

Bypass Test

Current Test

elﬂtemeﬂGa;chmzterModus: Inaktiv 45 v ®10% -

Figure 29: UPSView Functions

To execute tests of your UPS system choose UPS Functions from the menu Functions.
The results will be displayed in a table. The outcome of the tests depend on the settings of
the manufacturer. Selftest is a UPS hardware check. Battery Test is a short test of the
UPS working on battery. Custom Test switches the UPS on battery mode and will keep
discharging the batteries until the "downtime" has passed. With this command you may
check your batteries to see if they are still capable of supplying your system with the
"downtime" configured autonomy. Full UPS test is a deep discharge of the batteries and is
used for calibrating the battery. Tests should only be carried out if no user users are
active. Some tests may be deactivated depending if the UPS supports those features.

ﬂ Note: Some OEM versions require the default password
»€s121-snmp*, to get access to the UPS Functions.
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9 Attention: ~ When running a UPS Full test, please note not to interrupt the test, as
long as it is active. If the test gets interrupted, the software will configure the autonomy
time as the time-span of which the test has been running on the UPS before it has been
interrupted. A test can be re-started after a 8 hour waiting period.

Via the menu ,Scheduler, you can schedule appointments for your UPS.

& UPS Scheduler - Windows Internet Explorer = | = i
‘g http://192.168.200.50:8081 /cgi-bin/ups._view.exe?-logon copy_appointment no pw =]
Appointments
Delete Entry
Edit Entry
Add Entry
|
Cancel
|
Save
& Intemet | Geschiitzter Modus: Inaktiv v HIN% v

Figure 30: UPSView Scheduler

The scheduler allows you to add new jobs which will be executed at the programmed
time. The UPSMAN logfile will show after the job has been executed about the results of
the programmed action. Generally the Scheduler shows the actual active job and the time
or date when it will be executed. Already executed actions are list and automatically
removed from the list if those jobs are expired or not longer recursing. By Add Entry a hew
job is created and added to the list. With Delete Entry jobs may be removed from the list.
With Edit Entry you can change an already exisiting job. The other functions on the
Scheduler should be self-explanatory and do not require further explanation. Generally we
recommend NOT to program more batterytest jobs than once a month. Especially fulltests
may discharge your UPS batteries to a low level which may damage your batteries if this
is made too often. We recommend to do only short battery tests and replace the UPS
batteries in regular terms (interval depends on battery type). If you use BACS (Battery
Analyse and Care System) on your UPS batteries, you can see the actual status of the
batteries and decide when change is necessary. Without BACS we recommend to to this
on aregular basis.
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3.5 Advanced User — Windows UPSMAN Configuration

The following part of the user manual explains the advance user configuration items,
which are optional.

3.5.1 Advanced User - DEVICE Page

The configuration window is opened automatically and the user has to choose the correct
UPS model (manual startup of configuration : "UPSMAN —CONFIG). This is the most
important part of the configuration, because with the model name the correct UPS RS-
232/USB protocol is linked. If a wrong model is chosen from the list, the UPSMAN can not
start. If you would like to enter the configuration at a later point in time, you may do so by
logging on as administrator and click on “UPSMAN configuration” from the program group
UPS software. This icon is only available from the user account from which the installation
was performed in the first place (default). From other user accounts the configuration can
be started from the command line calling “upsman_config” in the UPSMAN folder.

Automatic start at server boot : The default of every UPSMAN s to start automatically at
every new server boot. If you want to change this, go to the control panel, services and
mark the UPSMAN Service under "Start”. You can now change the start up now from
automatic to manual.

Selecting the UPS-Model: To select your UPS-model, click with the mouse on the scroll
box symbol on the right side of the model list. Next, choose the UPS model that you want
to install. All other adjustments which correspond with your selected UPS model will be
done automatically, if the UPS has serial or USB communication.

We recommend NOT to change the default settings of communication parameters of the
UPS — most UPS have a fixed baudrate which must not be changed.

UPS models with serial connections do not need additional adjustments, because these
models transfer all values to the UPS-Management software. If you have a UPS-model
with a port-type cable which does not transfer the connected Load to the UPS-Mana-
gement Software, you have to enter the values of the actual load manually. Add the input
power requirements in Watts of all connected units and calculate the Watt/0,8 (= VA).

o ATTENTION: If you use a UPS-model with the port-type "cable", please notice
that the values for Hold- and Recharge time are in accordance
with the manufacturers specifications and should only be
altered in special configurations since the UPS could be
discharged before the system has been shutdowned.

“Power”, “Load”, “Hold Time”, “Recharge Time” are usually only for informative purposes,
but we strongly recommend to set these values properly, because UPSMAN uses these
configuration data whenever the UPS can not transmit such informations. We recommend
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in any case to set the values for “Hold Time” and “Recharge Time” correctly, because the
user can not know, which UPS calculate the autonomy time out of these data.

esman R ——

Device | System | Fies | Mail Server | Everts|

Model:

[search UPs: | [No UPS mode defined ~| [ROpen ~|
Lacation:
Power [VA]: 500 Hold time [m]: 10 h !

Load [VAl: 500 Recharge time h]: &

Date of Battery Installation [DD.MM.YYYY]: 27.07.2011

Device:
Port: COM1 - Baudrate: 2400 -
Address: Listen Port: 5763
Licencekey: 145I1C4%- UPS ID: 0

’ Reset to Factory Settings ]

© 1595-2011 Generex GmbH, Hamburg, Gemany.

[ox) [

Figure 31: UPSMAN Device Configuration
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Power in VA — Nominal UPS voltage output in VA. Please do not change the
default value, unless you want to use the dry contacts communication.

Current UPS load in VA — Enter here the load currently supplied from your UPS
in VA. You can read this from the UPSMON, the webinterface or from the UPS
display. E.g.: If your UPS shows a load of 25% and has a nominal power of
1000 VA, enter here “250”.

Hold time — UPS autonomy time in minutes at 100% load. E.g.: If your UPS
provide, according to the manufacturer, at 100% load an autonomy time of 30
minutes, than enter here “30”.

Recharge time — Battery recharge time in hours. Please do never change the
default value, unless you get an advice from the manufacturer.

Date of Battery Installation — A warning for the battery durability will be reported
after 4 years (depend of type of the UPS).



Some UPS models have both port types (cable and serial). To guarantee the correct
function of your UPS-Management Software use the default settings and the cable
provided with the UPS or the software. Different cables will be required for different port
types.

. Set battery health level in % - The UPSMAN version 5.8.00 or higher provides
an option for UPSs, which are not able to give a result after a battery test. The
default is 10%, that means, if the battery voltage got a difference of more than
10% PRIOR of the battery test, an error will be logged. Advice: Always execute
a battery test with load. Please use the nominal load, which will be present in
normal mode.

. Location: Enter the name or place of your server or where the UPS in installed.
(e.g. "Berlin”).

e  Port: Selecting the serial port/USB port

To select a serial port (COM port) click with the mouse on the COM check box on the right
side. The communication parameter will be set automatically, corresponding to the in step
1 selected UPS model. Normally these settings do not have to be changed by the user.

The COM ports are in most cases already installed and activated. See in the Control
Panel if the COM ports exist. The baud rate mentioned here is not important for the
UPSMAN, the UPSMAN has its own internal baud rate settings which match the UPS
manufacturer defaults.

. OK button and Reset to factory settings.

When you click on the "OK” button in the dialog window; the new configuration settings will
be stored in the registration database. The UPSMAN configuration will ask you, if you wish
to start the UPSMAN service now. If you like to return to the old, pre-set configuration
values and to start from scratch - please click the "Restore factory settings” button. This
will execute in the background the file upsman.bat which resets your configuration and
returns with an empty configuration page.

3.5.2 Advanced User — Menu SYSTEM Page

Beside the UPS configuration page, more pages will appear if you click the “Advanced
User” button. All configuration data in the menus have "tool tips" in the corresponding
language. Every menu feature will be explained "online", following we start to describe the
SYSTEM page of UPSMAN:.
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| Device | System |Fi|es I Mail Serverl E\rentsl

System
UPSMON Password :
UPS Check Rate [z]: 5 Upsman HTTP Fort: 8081
\ UPSMAN/RCCMD2traps enabled ~ Message Port: 960 |
| Enable network broadcast for events |
[ Use 55L as default for all RCCMD events
System Shutdown:

[¥] Enable Local Shuidown ~ Down time [m]: 3

[ Initiate Shutdown always after (m) on battery: |5

UPS Shutdown:
Enable UPS Shutdown
UPS Down Delay [s]: 180 UPS Restore Delay [s]: |0
SMNMP: Audible settings:
[¥] Enable SNMP Support (71 Beep off (7) Beep endless
Restart SNMP Service @ Beep 3 times{ito9)

T

Figure 32: UPSMAN System Configuration
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UPSMON Password: Default - no password - The user may enter here a
password, which will be requested whenever you open the UPSMAN
onfiguration program or the sheduler and device functions in UPSVIEW.

UPS Check Rate (s): Defines the timing (in seconds) of the polling data from
the UPSMAN to the UPS. The system will be slowed down, if this value is too
small, because of continous communication with the UPS. If the value is too
high, the system will react more slowly in case of a power failure. For continous
use we recommend a value between 15 and 30 seconds.

UPSMAN/RCCMD2 Traps enabled: When this function is activated, UPS
events will be send in form of UPSMAN text message traps to RCCMD clients.
On the RCCMD client side, the two functions ,Check UPSMAN alive* and
,RCCMD2/UNMS traps“ have to be activated to receive such messages. When
a power failure occurs e.g. a message box is displayed on the RCCMD client.



£k UPSMAN Message

1 [T
2008706425 - 12:05:04 ;l
An input condition is out of tolerance 4)))
2008706425 - 12:05:04
UPS Alarm ! Powerfail GX72 detected !

2008706425 - 12:05:04
GX72 UPS has detected a power failure. The time which can be
backed up iz 110.00 minutes.

Figure 33: Message on RCCMD client when UPSMAN trap has been received

e Enable network broadcast for events: This enables the NET SEND broadcast
(MS Messenger Service has to be enabled) with alarm messages to the
network. If the messenger service is not running, a local message will pop up
automatically.

. Use SSL as default for all RCCMD events: This will activate that all RCCMD
(Remote Console Commands to client computers) events will use SSL (Secure
Socket Layer) encryption. This requires that ALL your RCCMD clients use SSL
as well !

(] Enable Local System Shutdown: Defines if the system will start the shutdown
routine in the event of a shutdown call from the UPS during a power failure. If
you disable this function, no shutdown will be performed ! In the case of a
shutdown, the internal event routine will close down all active applications. The
shutdown of the UPSMAN computers is following the sript in the file
shutdown.bat (in unix : shutdown.sh) from where the shutdown programs (in
windows “exitwin.exe” and other commands will be started.

o ATTENTION: Make sure that the check box "System Shutdown enabled" is
always active if you have additionally the “UPS Shutdown”
fuction active ! Otherwise the UPS might be turned off during a
power failure before the system has been shutdown properly.

. Down time: Defines how many minutes before the UPS battery is discharged,
that the shutdown procedure begins. This timing has to be large enough to
guarantee a proper shutdown of the system before the UPS is turned off.
Ensure that this value is calculated on a large scale: (e.g. with 10 minutes hold
time of the UPS, start the shutdown procedure at least 3 minutes (default)
before the batteries are empty (battery low).
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Enable UPS Shutdown: (Default = on) When OFF, the UPSMAN computer will
not execute the UPS shutdown.

Initiate shutdown always after x minutes: This enables/disables the
execution of the shutdown after a period of time wherein the UPS is working on
batteries.

Configure shutdown: The type and sequence of a shutdown can be selected
and edited here. Please note, that the UPS can not boot the computer after
power returned, when POWEROFF is active (ATX boards). Default is shutdown
windows “Exit — shutdown”. In the shutdown-configuration users can add self-
defined actions to the shutdown sequence via the “Add custom application”
button. In addition users can determine the shutdown sequence order.

Configure Shutdown Sequence [ =5

File: C:\Program Files\JPS \upsmanbshutdown. bat

Available Caommands Current Sequence

Log off user

Quit Siemen
« T

Power off Windows
Restart Windows
Hibemate ‘Windows
Suspend Windows
Quit Lotus MNotes
Quit Microsoft Office

- Shut down Windows

m

»
| A‘ v V‘
]

~
w

s SIMATIC =
L3

Description of
‘Log off user'

Figure 34:
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Ends your segsion, leaving the computer running on full power.

Add custom application

Cancel ok

Windows UPSMAN Shutdown Sequence Configuration

Enable UPS shutdown: Defines if the UPS will be turned off after the
completion of the shutdown procedure of the server.The UPS shutdown section
is not supported by all UPS manufacturers. In particular, devices with the
connection-type cable do not support a schedule-controlled shutdown and
restore function.

UPS Down Delay (s): Defines how many seconds after beginning the shutdown
procedure (see Down time) the UPS will turn off.

UPS Restore Delay (s): Defines how many seconds after turning off the UPS
the system is turned on again. For most UPS types it is necessary, that the
power has been restored before the UPS has completely switched off. With
some UPS devices the entry "0" disables an automatic restart and the UPS
needs to be switched on manually.

Enable SNMP Support: Enables or disables the SNMP support. Please check
in the event log, if this function is properly started. A message "SNMP



communication could not be started" shows, that an error occurs. No message
means, that this function is working. To install SNMP service add this software
function via Microsoft additional software installation.

. Restart SNMP Service: This will activate a stop/start of the SNMP service
under Windows. This function avoids start problems of the UPSMAN agents,
using older or not maintained systems.

e  Audible Settings: You can define the audible settings of the UPSMAN
message box:

- Beep off
- Beep endless

- Beep (1 to 9times)

3.5.3 Advanced User — Menu FILES Page
rsvan

| Device | Systeml Files | Mail SErverl Events‘

Attach logfiles to Mail-Events

Event Logfile:

Fllename:  upslog.csv Status Dump [
| Lodfile max. Size kE] 200 f

Data Logfile
Flename:  UpsData.cev Enable
Logfile max. Size [kB]. 1000 Update Rate (sl 300

Debug:

[ Write raw data to file

Figure 35: UPSMAN Files Configuration

Attach log files to Mail-Events: Enable this function, if you want to attach the
“upslog.csv” and the “UpsData.csV’ at all emails that will be send by the UPSMAN.

. Event Logfile Filename: “upslog.csv’ is the name of the event/alarm text
protocol. The default is a MS-Excel compatible CSV file format. “Status Dump”
writes regularly (approx. every 10 minutes) the current UPS status into the text
log file.
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. Data Log File: “upsdata.csv’ — This file contains the logged measurement
values of the UPSMAN, like voltages and currents.

® | ogfile max. Size (kb): Defines the size of the log files in KB.

®  Write raw datato file: Enable this function for logging of the RS232/USB
communication between the UPS device and your computer to a file called
“line.raw” into the UPSMAN folder. This features will be used for the analysis by
the UPSMAN support team.

o Attention; This file can be very huge in a short time, especially at
USB communications. We recommend to enable this
function for the analysis only.

3.5.4 Advanced User — Menu MAIL SERVER Page

This page is for the Email Server configuration of the email client module “QBLAT”, which
is provided with your UPSMAN installation. This configuration has to be made, if you
want that the UPSMAN send emails in case of alarms.

A valid mail server/email address, SMTP authentication has to be entered in the UPSMAN
“Mail Server Configuration” in order to use the mail service.

| Device |System I Files | Mail Server | Everts

E-Mail-Configuration:

Use E-Mail

E-Mail address of the sender:  generex test @googlemail.com

Name of the mail server: smtp .googlemail com
UPS Administrator E-Mail: e .schulz @generex de
SMTP Authertffication:

Use SMTP Authertfication

Login: genenex test
Password: LY TITTITIYY
Server-Configuration:
SMTP pot: 25 Use secure connection (TLS encryption)

Figure 36: UPSMAN Mail Server Configuration
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SMTP Authentification is required in networks, where the mail server is not locally, but
elsewhere (eg. at an internet provider). For the correct configuration please contact your
system administrator.

Since UPSMAN version 5.9.42 the TLS encryption is provided. In addition you can define
the SMTP port.

3.5.5 Advanced User — Menu EVENTS Page

Actions and reactions to UPS events/alarms will be defined in the “UPSMAN Event
Manager”. The UPSMAN service can execute certain actions (jobs).

o NOTE: Although the jobs in the joblist of the EVENT manager are
executed top-down - but since every job has its own timer (eg.
delayed, immediately, etc.), the priority of the jobs depend on
the individual timers, not on the rank in the job list. If you want
to change the rank of a job, you can drag & drop the job in this
list, but still the individual timer remains unchanged.

Which events are configurable depends on the type of UPS. Every UPS contain individual
alarms, large UPS have usually more alarms than smaller UPS. The following section
explains the pre-settings of such an event list on the example of a 1 phase UPS.

—‘ The event overview displays all available
Device | System | Fies | Mai Server Events .
) ) events of this type of UPS and the user
Event Configuration Overview
configuration of the corresponding actions.
Every “X” means that this event has at
least 1 job as executable listed. With a
MHE double mouse click the user may open the
X . .
x| x event to see, which jobs are already
ooy % x| 1%|x configured. Now the user may add extra
Load Normal X X
Ovetampantue | O jobs or actions to this event. The most
Bypass on X X X | . I i
Bypass of X X% % important event is “Powerfail” — here the
o user has to configure which RCCMD
| | eshelgevents clients are to be triggered in case of
[ Advanced leer ok Abbrechen alarms. In addition it is possible to define

»Threshold Events* for the variables
,Battery Voltage“, Seconds On Battery*,
Battery Autonomy®, Battery Charge, UPS
Temperature®, ,Input Voltage* and ,Output
Load". Please also check the following
chapters of the manual.

Figure 37: UPSMAN Event Config.
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Threshold Event Definition -

Wariable Direction  Threshold
> - I (o
[
Secands on Battery
Battery Autonany i)
Battery charge (%) Il ﬂ
UPS Temperature
Input voliage P-N
Dutper ozd 5 i i )
v
Device | System | Fies | Mai Server | Everts
Extrs Jobs
Evert
|| [Powerail ~ | [ovenvien]
Jobs:
Il [5ends the messageid 601
Sends the messsgeid 600
Log Event
Warming Delete
send RCCMD trap messags
Edit
— Load RCCMD Test
Power failurs: 0
Battery low: 0 Resst
Shutdonn o
Summary Alam 0 Reset
Test faiure: 0
b

Figure 38: Advanced Buttons

| ‘

Function:

<None> he

Function Par 5 o 4 hMessagebor with text
Start Alarm Besper with Messagebos

Paramet Send defaul message IDs iom fils messages dat
Executs Progiam
Send ACCMD SHUTDOWM ta remoe client
Send ACCMD WAKEUP ta remete dlient
Send ACCMD EXECUTE to remots client
Send ACCMD MESSAGE_ID to remote dlient
Send ACCMD MESSAGE to remots client
Send ACCMD MAIL_ID to remate dlent

 Send ACCMD MAIL_TXT to remote client

Donathing  5erd ACCMD LOG_ID to remate client

Send ACCMD LOG_TXT taremote client

Send ACCMD trsp-message

Send ACCMD trap-message by 1D

send ehlail

\wite to Log-File UPSLOG.CSY

\wiite to MG svent viewet

Send a Shutdown UPS Signal

S end Wake OnLAN signal

@ Do immediately;
©) Do Always © Doafter [0 Seconds, repeat.
) Dokvery |0 Seconds ) Doat [ Minutes remaining

Figure 39: Insert Functions

In order to configure the event, click on the
designated event and the “Event Jobs” list
opens. For every event there are pre-
settings, most of them are log file entries
and RCCMD messages as traps. In the
example there are three jobs configured for
the event ,Powerfail” - 2 jobs will send out
standard text messages, (can be edited in
the "Message.dat" file), whereas the 3"
event writes a message into the log-file. In
order to add a job, please click the “Insert”
button and the following functions page
opens.

The “Reset” buttons below are to reset the
alarm counters of UPSMAN, visible in the
UPSMON or other graphical viewers
(statistical information since the software
has started).

Choose the desired function and set a
timer and define, when and how often this
function should be executed. Any event
that contains a delay will be executed
ONLY, if the alarm is still valid when the
timer has run out. E.g. if you configure to
send an RCCMD shutdown after 30 sec. —
this job will be executed ONLY, if the
powerfail is still the case after the 30 sec.
have run out. If the power has returned at
29 sec. — nothing will happen.

The following functions are available in most UPS :
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Send a Shutdown UPS
Signal

Switches the UPS output off after a pre-set time.
Please make sure that the UPS is not being
switched off before a system shutdown is
executed, as otherwise important data may get
lost.

This shutdown signal only executes the output
switch off - but NOT the shutdown of connected
computers! If you define such an action, make
sure that RCCMD is triggered before! The user
can configure a delay (in seconds) before the
switch off is executed.

Send Message box with text

Sends a network message using “net send”. The
Windows Messenger Service has to be active to
use this function. Enter a user or a machine
name or use the "*" character in order to send
the message to all users. If you want to add
several addresses, please part them with
semicolon and a blank.

Send RCCMD SHUTDOWN to
remote client

This is the most important function in this job
list, it sends a RCCMD shutdown message to
RCCMD clients in the network! RCCMD
(Remote Console Command) is a program used
for the execution of executable files via network,
mainly used for the remote shutdown of
computers with different OS using TCP/IP as
common basis. From RCCMD Version 2.0 it is
possible to use the (*) as wildcard to shutdown
complete segments, e.g. 192.168.202.255 will
send the signal to all computers in the network
192.168.202.0 to 255. RCCMD can be used as
client (receive a signal) and a server (transmitting
a signal). So, the syntax to send a shutdown
signal to a specific computer is “RCCMD —s —-a
192.168.200.201” - This example will send a
shutdown signal to this IP which will be executed
if on this IP also an RCCMD client is running and
the sender is in the valid address list of senders.
The entry of a IP address or hosthame will send
RCCMD only to those named. If it is required to
shutdown more than one client, additional event
jobs can be configured. Note: If the number of
additional RCCMD clients is very large, a batch
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file, which contains the RCCMD —s commands
can be used instead (“rccmd relay”). This allows
you to send rccmd calls much faster and is easier
to handle than the executing of a long list of jobs
by the UPSMAN. Such a batchfile can be
executed from the “Special” or “Events Execute
Program” functions.

Please note that RCCMD shutdown calls should
always be configured in the “UPS Battery low”
without any further delay.

Send email

Sends an individual email text at this event.
Enter an email address and the corresponding
text into the field. Please note that you need a
configured SMTP server on the UPSMAN
computer. “Qblat” is the email program which is
triggered by UPSMAN email configuration.

Send RCCMD EXECUTE to
remote client

This action initiates the execute.bat on a defined
RCCMD remote client (IP-address). Through this
function the UPSMAN can execute any
command on the remote computer if the correct
path and name of the program is known on this
remote computer with RCCMD running.

Send RCCMD MESSAGE ID
to remote client

In this menu the user can send an ID from the
messages.dat to other users. These IDs are pre-
defined text messages. Open the file
message.dat to see the default text of such
messages. Text entries can be altered with an
editor. The edited text is then given out in a
textbox at the remote client. This is useful if you
want to send a messagebox from Windows
UPSMAN to a UNIX system - the problem of
sending messages to different operating systems
can be solved through this.

Start Alarm Beeper with
messagebox

This function displays a message box with an
audible warning on the screen of the UPSMAN
computer.

Send RCCMD MAIL ID to
remote client

Similar to RCCMD message ID, a message ID is
send, which is then forwarded from the RCCMD
client as an email to the corresponding receivers.
This is useful if the UPSMAN computer for any
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reason can not send emails directly, than the
remote client can do this job. The user can pick
on of the default text messages as ID no. from
the file message.dat or us RCCMD MAIL TXT
instead to create its own text.

Send RCCMD MAIL TXT to
remote client

Like the send RCCMD mail function, an email is
send from the RCCMD client as relay. The user
may enter here any individual text.

Send RCCMD LOG TXT / LOG
ID to remote client

This writes a log file text (customized or as
predefined text if you use ID) into the RCCMD
remote clients log file. This maybe useful if a
common log file is wanted, where all UPSMAN
computers write into. This log file maybe on any
network computer with RCCMD.

Send RCCMD MESSAGE (ID
or TEXT) to remote client

The user can configure a text message
(customized or as predefined text if you use ID)
which is transferred to the RCCMD client and
pops up as text box. This is useful if you want to
send a messagebox from Windows UPSMAN to
a UNIX system - the problem of sending
messages to different operating systems can be
solved through this.

Execute Program

Executes a configured program on this
computer. Please enter the full path to the
executable file on the UPSMAN computer. It is
recommended that the executable file is located
in the UPSMAN folder or in any other folder
where a path is set to.

Write to Log file
UPSLOG.CSV

Writes any text into the upslog.csv text file on
this UPSMAN computer.

Send default messages IDs
from file messages.dat

Sends pre-set network messages, using the
receiver name and message ID. This standard
message can be configured in the
"message.dat". Open the file with an editor in
order to change or check the text of the
corresponding message ID.

Write to MS Event Viewer

When an alarm occurs, this function write to the
MS EVENT LOG called also “Event Viewer”. The
user can now alter the Windows standard event
viewer entries by choosing the type
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(informational, warning and error) and by adding
text to the event viewer entries.

In the “Event Viewer” you will find the UPSMAN
events as :

Information 8 Upsman Stopped
Information 7 Upsman Started

For further text entries use this function and add
your text and severity.

Send RCCMD trap message This function enables UPSMAN to send

by ID RCCMD2/UNMS traps, which shows the UPS
status as a text message on the remote client. If
activated it will display a local message box on
the client whenever the UPS status changes.
Please also note that the “RCCMD2/UNMS trap
enabled” box is activated at the RCCMD client
toreceive the trap messages.

Send RCCMD trap message Identical to RCCMD trap messags by ID, but the
user may define his own text.

3.6 Avanced User — Special Tools and Configuration Advices

3.6.1 Advanced User - UPSMAN Debug and Line.raw Tools

After the installation the files are found in (default) c:\program files\ups\. Directory. Here
the files of the UPSMAN and UPSMON, other optional components have subdirectories.

UPSMAN DEBUG: Usually UPSMAN windows starts as service in the background. If you
want to start UPSMAN as application in the foreground to create tracefiles, than open a
command line, stop any upsman service and enter "upsman —debug“. Thereby the
UPSMAN service will display support information at the command line. This information
may be requested from the UPS support service if you encounter communication
problems with your UPS.

3.6.2 Email to SMS

In order to send a SMS message in case of an alarm, you have to use the “Email to SMS
Service” of your GSM provider. This is a service where the UPSMAN sends an email to
the service center of your GSM provider, who converts the email into an SMS. This
service is standard in most GSM networks and very reliable compared to modem
solutions. For receiving emails as SMS you have to contact your GSM provider to open
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this service. In the following we describe how this works with some GSM providers in
Europe, since these providers change this very often, please refer to the website of your
GSM provider to find out how “Email to SMS” can be activated for your cell phone.

Example:
GSM Provider T-Systems D1

Your D1 email address will be D1Nr.@t-d1-SMS.de (e.g.:01711234567@t-d1-sms.de)
Please note that you enable receiving emails on your cell phone. This is done by sending
a SMS with the message “OPEN”, to the number 8000.

Only the subject or the text field of the email will be transferred as a SMS, 160 characters
from the subject and text field.

Important: If you want to stop receiving emails, please send a SMS to the number 8000,
with the text “CLOSE”.

(If you want to enable the email transfer again, just send a message to the number 8000,
containing the text “OPEN”", as described before.)

GSM Provider Vodafone

In germany the vodafone email-to-SMS server is called ,vodafone-sms.de". Please take a
look onto the vodafone website of your country for the accordant server name.

Please note that you enable receiving emails on your cell phone. This is done by sending
a SMS with the message “OPEN”, to the number 3400.

Only the subject or the text field of the email will be transferred as a SMS, 160 characters
from the subject and text field.

Important: If you want to stop receiving emails, please send a SMS to the number 3400,
with the text “CLOSE”.

(If you want to enable the email transfer again, just send a message to the number 3400,
containing the text “OPEN”, as described before.)

Other providers

Please ask your cell phone network provider for informations about the email to SMS
settings.

3.6.3 Save & Load Configurations

The number of available events and jobs depend on the type of the UPS. Although each
event and job may differ from UPS to UPS, the general configuration process for each job
is the same as follows. Your configured event files can be saved and loaded for backup
purposes or for simply having alternative configurations available.
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[ Device | System | Fiss | Mai Ssrver | Everts |
Extra Jobs:
Event:
||| [uPsMAN started
[ Jobs: (]
H Log Evert [
Powerfailure: 0 Reset
Battery low: Resst
Shutdown: 0
Summary Alam:
Test failure: Resst
—

Figure 40: Load/Save Jobs

Your configuration for this UPS model will be saved into a file. If you later want to use this
configuration again, please make sure that the UPS type has NOT changed! Only event
files which have been recorded previously will work when reloaded, if the UPS type has
not changed.

3.6.4 Examples - Execute Program with Parameters
The following shows some examples for customized configurations of UPSMAN.
Example: How to create a load statistic via UPS EVENTS on Windows:

The log file datalog.csv constantly creates the current MS-Excel compatible log file with all
important UPS data and can also be extended or adjusted via the messages.dat ID 700
file (single-phased UPS) or messages.dat ID 800 (three-phased UPS). In the following
example, we show how the EVENT manager can be used to create a “load” statistic:

47



UPSMAN
Device | System | Fies | Mai Sewver | Everts

On the register card “Events”, please
choose the event "UPS MAN started".

Exra Jobs

= This is the only event, which is always
| (osttsmsiates ) uonsen] “TRUE” when the UPS runs normally. So
| Jobs:
|| [CegEvert [ if you want to start actions, which are

executed anytime, choose the event
“UPSMAN started”.

Load RCCMD Test .
Comi Next click the “Insert” button.

Tt 0
Battery low
Shutdown: 0 Reset

Summary Alsm 0
Test fallure 0

i

Figure 41: Insert Job Instructions

e roncion == Select the function "Execute Program".

Furcto: - (Exccute Progtam ™) Enter the name of a batch file in the field

Function Parameters:

e — (here laststat.bat) “Program”. The field
PROGRAM  laststathat “Parameter” should be filled with the
PARANET HLOAD#LOCATION variables #LOAD (connected to load to

the UPS) and #LOCATION. Enter the full

I exe or bat requires a parameter, enter it here path to the eXeCutable f||e Is the deSiI’ed

Eeeleseal file in the same directory as the
\UPSMAN, no path entry is necessary.

© Do immediately. once O Doatter 0| Seconds The bottom part of the dialog contains the
(IR R buttons for the configuration of the time
and how often the execution of the
configured function should be done. Here,
the load will be written to the “laststat” file
Figure 42: Execute Program every 20 sec.

@ DoEvery |0 Seconds () Do at 0 Minutes remaining

Please note that when entering several parameters, every parameter has to be separated
by a set of quotation marks separated by one space " " “. See the following example:

#LOAD" “#LOACATION" “#INVOLT

At the beginning and at the end no are allowed! The are only for separating the

variables.
By clicking the “Ok” button the configured function is allocated to the chosen event.

Before starting the UPSMAN service, please create the file "laststat.bat" via e.g.
“NOTEPAD.EXE”".
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The content of this example file may look like the following:

(% UltraE dit-32 - [C:\Program Files\UPS \laststat.bat]

uEile Edit Search Project “iew Format Column  Macra  Advanced
DEe W SR 2% H [REEN =N

laststat bat I

‘window  Help

ElniPs B0 E |

)
Becho off
echo.

>>"Load statistics.txt™
echo Date: »»"Load statistics.txt"
date /t »r"Load statistics.toxt”
echo Time: »>»>"Load statistics.txt”
Time /t »»"Load statistics.oxt”
echo. >>"Load statistics.txc”

echo %1 Volt Ampere at UP3 %2 >>"Load statistics.txt"

echo. >>"Lﬂsd| statistics.txt™
echo ——- >»>"Load statistics.txt”

1

| ;I_I
|For Help, press F1 |Ln @, Col. 14, Cw/ [pos | [Mod: 05/02/02 09:47:43 |File Size: 331 MS i

Figure 43: Laststat File using a Text Editor

Start the Upsman service. If you have followed the above example, now every 20 seconds

the file "Load statistics.txt”, containing the current values of the UPS load, is created and
updated.
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3.6.5 Examples - Send Email Function

Function: [send ebail v]

Function Parameters: (Upsman Addressbook-] [ Outlook Addressbook ]

Parameter Yalue
ADDRESS  monitoring@somewhere.com
TEXT Attention powerfailure at #LOCATION

Flease enter the test to be sent

Example: General Fault on UPS s

@ Do immediately, once () Do after |0 Seconds

() Do Always () Do after |0 Seconds, repeat.

(O DoEvery 0 Seconds ) Doat ] Minutes remaining
[ Cancel ] [ Ok

Figure 44: Send Email Configuration

Address book N

Ix.

Add Group
de
system <server net
£ UPS service office EIUEED
£ supplies
Delete
Edit
Write to File
Read to File
~Selected item
\workstation users 0K I Cancel

Figure 45: UPSMAN Address Book
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The send email job can send
individual emails to single
receivers or receiver groups.
These users or groups may be
defined in either the UPSMAN
address book (for groups) or in
the MS Outlook address book.
Click the “Upsman
Addressbook” button and create
a new group. Enter a list of
email addresses in this group,
which will receive the text
message for this event, if an
alarm occurs.

The UPSMAN address book
makes it easy to organize
recipients into groups. The read
and write function allow the user
to make back ups of this UPS
group address book.



3.6.6 Examples - RCCMD Mail ID

Insert Function =]

With this function an email will be send
from the RCCMD client as relay. Instead of
an individual text, a pre-defined message

Function: | Send RCCMD MAIL_ID ta remate client A ‘

Function Parameters:

Parameter Walue
ADDRESS ID will be send. Enter the IP address or
PORT 6003 : f
oy Enmble SSL hostname of the RCCMD client, which you
D (Bowse] | \vant to relay this email. Enter the port
RECIPIENT
Enter the e-mail address of your recipient parameter into the fle'd “PORT". The

The RCCMD client will fanward yaur e-mail to this recipient

standard port is 6003 for receiving RCCMD
signals. The message ID can be selected
by clicking the “Browse” button (see next

Example: generex@generey. de

@ Do immediately, once Do after |0 Seconds
Do Always Doafler [0 | Seconds, repest figure). This function may be useful, if the
DoEvery 0 Seconds () Do at 0 Minutes rsmaining

UPSMAN computer is not able to send
T emails directly. Using an RCCMD client as
relay solves this problem.

Figure 46: RCCMD Email Example

| Select Message ID | = |

Using an editor you can modify message

D Message - IDs in the default messages.dat file.
600 #3ERVER USY hat einen Stromaustall erkannt. Die al
601 USY Alarm | Stromausfall bei #LOCATION #SERVER
B02  USY Strormversorgung bei USY #LOCATION #5ERVE
603 Sichere Dateien und fahre das System #3ERVER her
604 USWV#LOCATION R3232/USE Verhindung gestoert
B05  USY#LOCATION RS232/USE Verbindung wiederher
GOE  USY#LOCATION Batterien sind zu alt. USY benoetigh
B07  USWV#LOCATION Ueherlast Alarm |

« T T o v

Cancel 0K
[ coce |

Figure 47: Message ID Example
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3.6.7 Examples - Send RCCMD execute to remote client

InsertFuncion I_=® | . L .
This action initiates the execution of a
Function: Send RCCMD EXECUTE to remote client v] batChflle “exeCute.bat" ona defined remote
Function Paramsters: . ) ) .
FE— RCCMD client (IP-address). This bat file is
ADDRESS  152.165.202156 configured to start programs on the remote
PORT 6003
850 Enahble S5L machine.
PARAMET... Chrmy-directonArmy-program.exe
Adetionsl Parameters can be ertered here In this example the “execute.bat file” will be
executed at remote client (IP address
192.168.202.156), at port 6003. The entry
) ) made in the parameter field will be sent
® Do immediately, once ) Doafter [0 Seconds
©) Do Always ) Doafter |1 | Seconds,repeat from UPSMAN as a parameter to
@ DoEvey |0 Seconds ) Do at 0 Minutes remaining execute.bat and in this way “my_
program.exe” is started.

Figure 48: RCCMD Execute Example

3.6.8 Examples — RCCMD with SSL via UPSMAN

The Secure Sockets Layer (SSL) protocol is a cryptographic protocol that provides
security and data integrity for communications over TCP/IP networks.

Open the UPSMAN configuration. Click the “Advanced User” button on the lower left side,
then the tab “System” and enable the “Use SSL as default for all RCCMD events” box.
ESMAN —— 5=

C o — -

- System | Fles | Mail Server | Events

System
UPSMON Password
UPSCheck Rate s~ 5 Upsman HTTP Por: 8081 |
UPSMAN/RCCMD2 raps enzbled  Message Port 960

Enable netwark broadcast for everts
(@] Uss S5L as defaut for all RCCMD events )

System Shutdown

[7] Enable Local Shutdown ~ Downtime m: 3

[ Initiste. Shutdown always after (m) on battery: |5

UPS Shutdown:

Enable UPS Shutdown

UPS Down Delay 1~ 180 UPS Restore Delay 5] 0
SNMP Audible settings
[] Enable SNMP Support () Besp off () Besp endless

Restart SNMP Servics @Bep 3 times (1109

Figure 49: SSL Main Activation
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The SSL network feature requires correct time settings, so it is required to configure a
correct time at the work station, where the UPSMAN software is installed.

It is required to enable SSL for each RCCMD event function. Click the tab ,Events®. Click
on the desired event, to add an accordant function. Click the ,Insert“ button and select the
desired RCCMD function. Enable the SSL box to activate the SSL feature.

v o . ==

Funclion: [ Send RECMD SHUTDOWHN i remete dlent -

Function Parameters:

Pararmeter Walue
ADDRESS 192168222111
FORT 6003

FPARAMET.

Enable 551

Check this bow to enable S50

@ Do immediately, once ' Doafter |0 Seconds
Do Always o Secands, repeat.
) DoEvey |0 Seconds () Do at 0 Mirutes remaining

Figure 50: SSL Activation of a single function

Close the configuration windows with the “Ok” button and restart the UPSMAN service.

Start the RCCMD Wizard installation and enable the SSL network feature.
)

IP addiess list of all RCCMD servers that are allowed to send a
shutdown command ta this client [no entry means:every server).

Add Address ...
Delete Address
Edit &ddress

Metwarl: settings

Configure advanced
hetwork settings like [P
address to bind, port
and SSL or use the
default values

RCCMD ver. 4.0.0.7

< Back. Mext > Cancel |

Figure 51: SSL Configuration
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Advanced network settings |25 |

IP addrezz and port:

IPtobindto:  [127.0.0.1
Browze for P...

on Port: EOO3

55L
(|7 Use secure connection [S5L) )

Cancel oK |

Figure 52: Advanced Network Settings

3.6.9 Examples - RCCMD with own SSL certificates

In this chapter we will describe, how to use an own SSL certificate with RCCMD, e. g.
OpenSSL ( http://www.openssl.org ):

Be your own CA

Using OpenSSL it is quite simple to become your own CA. Just run:
CA.pl -newca

Done! Just ensure, that you select a useful CN (common name)!
Create your RCCMD certificate

You need to create your certificate for RCCMD now. As it will use it for verification, it
should contain the same useful common name (CN), that you selected for the CA. The
private key must not be encrypted to let the RCCMD Client (service) start without trouble.
Therefore we use the “—nodes” option and the “-newreq” command:

CA.pl -newreq -nodes
Sign with your CA:
CA.pl -sign

Now create an empty file named “rccmd.pem® and copy the cert information of
newcert.pem (rccmd certificate), newkey.pem (private key) and cacert.pem (CA) into it.
Please note, that the exact copying is required to use it without trouble!

Use your own RCCMD certificate

Do the following steps at the RCCMD Client and every sender (UPSMAN default directory:
C:\Programs\UPS\Upsman):

. Backup the existing “rccmd.pem”

. Replace the existing “rccmd.pem” with your own
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. Restart the RCCMD Client

Restart the RCCMD Sender

3.6.10 Examples - WOL — Wake On LAN

Insert Function (X ‘

- = —  This function will wake up hibernating
Function: | Sendwake-On-LAN signal - or sleeping computers to go back
Function Parameters: online. The receiving computers of this
Parameter Value signal must have network cards, and
:ii&ggé operating systems that support this
PASSWO.. function (“magic packet”). The MAC
address can be determined in dos
Requited: Enter the MA addiess of the computer ta wakeup consoles by entering the command:

“ipconfig /all” at the DOS prompt. Here
you can find your network card MAC

Example: The format is s where = is a hexadecimal number.

address. To wake up this computer,

D diately, Do aft 0 5 d: . .
© Doimmedate ence oo Feene enter the MAC address in this
Do Always Doafter |0 Seconds, repeat, . .
DoEvery [0 Seconds ) Doat | Minutes remaining UPSMAN job. A password is not
- needed unless you have a BIOS where
Cancel Ok y

you can define such a password for

WOL magic packets.
Figure 53: Wake-On-LAN Signal

3.6.11 Examples - Scripting

The transfer of internal variables of the UPSMAN to self-created batch files is possible
with the UPS-Management software. The normal batch file programming is used for this.
In the batch file the values can be selected with %1, %2 etc. as usual. The definition is
created directly in the JOB.

Example I:
"net send GX9 UPS autonomy time #AUTONOMTIME”

This entry in the JOB sends a network message to GX9 with the information on
#AUTONOMTIME, which is transferred directly from the UPSMAN.

Example 2:

"net send GX9 autonomy time #AUTONOMTIME minutes Battery Capacity #BATTCAP
o
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This entry in the JOB sends a network message to GX9 with the information on UPS
Autonomy time and battery capacity, which are transferred directly from the UPSMAN.
The receiver GX9 gets this: "message from GX 0 to GX 9”: "Autonomy Time 46 minutes
battery capacity 85.000 %”

Example 3:
JOB Power fail: c:\ups\mybatch.bat #AUTONOMTIME #INVOLT #OUTPOWER

This entry defines #AUTONOMYTIME as "%1”, #INVOLT as "%2", #OUTPOWER as "%3”
etc.. In the batch file itself, the following can be configured:

Mybatch.bat

Net send * "Power fail at UPS detected!!”

Net send <USER> "Power fail! Inputvoltage %2 Volt, only %1 minutes left!”

Every UPSMAN provides at least the following variables

Variable Function

#OUTPOWER Actual load in % at the UPS
#OUTPOWER Actual load in % at the UPS
#TEMPDEG Actual UPS temperature in Celsius

#AUTONOMTIME

Actual autonomy time in minutes

#LASTTSTBUPT Last tested BACKUPTIME (UPS test) in minutes
#STATUS Actual UPS Status in minutes
#LASTERR Last error

#TIMEUNTILSHTDWN

Actual Remaining time (remaining battery time until SD)

#RUNTIME Actual Remaining time (remaining battery time until SD)
#INCURR Voltage input power

#BATTVOLT Battery load in Volt (V)

#INFREQ Input frequency in Hz

#OUTFREQ Output frequency in Hz

#CNT_PF Counter for power failure

#CNT_BL Counter for battery low
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#CNT_SD Counter for shutdown

#CNT_SA Counter for summary alarms
#CNT_TF Counter for test errors
#INVOLT Current Input voltage in Volt (V)

For the special UPS integration into the UPSMAN software, more variables can be
provided. Please ask your UPS dealer/manufacturer for more information on additional
variables.

3.6.12 Start Options of the UPSMAN Module

Upsman.exe is a Windows service application. The configuration parameters are read
from the Windows registration database. By default the UPSMAN service is set to start
“automatic” — In the following we describe options to start and configure UPSMAN service.

Please start the upsman.exe via the control panel with the help of the service icon.
Alternatively start the UPSMAN with a command line: net start upsman. To use the
UPSMON (graphical interface), please install the TCP/IP protocol on your system.

Upsman.exe can also be started from the command line as foreground process. The
following parameters are supported:

. -install installs the UPSMAN as a service

. -remove uninstalls the UPSMAN service

. -config starts the configuration program

. -libver shows the version release of the UPSMAN

. -debug starts the UPSMAN as foreground process (not as service)

and displays a window for error function analysis. In addition a “line.raw” file is
created, which logs the entire communication between COM port and end
device. The file can be decoded by our service team in order to track down
errors.

In order to allow an automatic start of the UPSMAN module at server boot; please set the
service start-up status in the control panel to automatic.

In case the service needs to be removed or deactivated, please change the start-up status
in the control panel section SERVICES to manual. In case an automatic start under
Windows is not desired, please enter the command line: Upsman -remove or deactivate
via the corresponding icon "UPSMAN Remove".
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In order to reinstall the service after removing it, please change to the UPSMAN directory
and enter the command line: "UPSMAN.BAT". This is a “reset” command where UPSMAN
service is now reinstalled and the configuration program will start.

The local UPSMAN directory contains “send.bat”, log file entries, “messages.dat”, which
are part of the event configuration, where the file is existing. Using an editor all of these
files can edited and modified. The event configuration however enables a complete
configuration of these files.

Stop the USV-Management Software

In order to stop the UPSMAN service, a command line with the command: net stop
Upsman can be entered. Also, the control panels (services) in the Windows UPSMAN
Icon in the status panel can be used.

3.6.13 UPS Management Software for WIN 2008 Server Core x64

The installation/configuration of the UPS Management Software on a Windows 2008 Core
x64 system got some specifics. The default folder is:

C:\Program Files (x86)\UPS

= Administrator: C:\Windows\system32\cmd.exe

C:\Progr. NInternet Explorer>netstate
g st ’ t recognized as an internal or external command,.

' Generex Management Software

Installationsordner auswéahlen

Eitte wihlen Sie einen Zielordner flr diese Installation aus.

Wo soll installiert werden?
IC:IPrUgram Files (x86)|UPS

standardordner wiederherstellen Wahlen,

Figure 54: Installation Folder

Please take a look into chapter 3 on page 7 for further information of the installation
procedure and the basic configuration.

The UPSMonitor will be started out of the following folder :
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C:\Program Files (x86)\UPS\upsmon

info.txt
Lib.ini
libl.ini
license.txt
LOGO.BHP
logo.html
Logol.bmp
73.796 messages.dat
139,264 METACTRL.DLL
@ MONITOR.L
39,858 normalbetrieh.bmp
147,856 NWCALLS .DLL
41,888 NWIPKSPX.DLL
?1.245 -
28 92,840 QDLLI
~2084 135,244
A7./P1.-208: B
62.20-1997 B QSCRLL32.DLL
B4.-12,2018 QSNet.d1l
a9 2628608 1,215 readme.txt
11192081 REGSNI . EXE
641720087 B scanlUPSMAN.dA11
@7-22,2018 173 SNIUVIEW.BAT
85291998 1l SWARNLIS .DLL
A7.-22-2018 > TEMP
18181996 M - TLI_UIN.DLL
06 ~85./2088 UBMPCTRL.DLL
11.-96-1997 B UBICTRL.DLL
A6 2572081 UCHART . DLL
06 25,2081 uchartdll.d1l
@7/86./2084 188,416 UCKCHART .DLL
A9 26,2008 1.215 upsman.txt
84872018 1.515,6@7 UPSMON32. exe
a7 -2%9.,20683 275% upsmon32.ini
a7 /852818 625,350 upstyp.ups
B4.727./2085 H 54@,778 USTDCTRL.DLL
a7-24-2087 237,659 UTHIGTRL.DLL
52 File{s> 11.206.318 hytes
4 Divrcs> 12.213.108.544 bytes free

|up: Files <x86>\UPS\upsnon>

Figure 55: UPSMON Folder

Execute the « upsmon32.exe » to start the UPSMonitor.

The UPSView enables the remote access to the UPS data via web-browser. To be able to
use the UPSView, it is required to open the firewall port 8081 as follows :

netsh firewall add portopening tcp 8081 "upsviewport™

Enter the following into your web-browser :

http://IP-AddressCore:8081/
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http://ip-addresscore:8081/

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

|'.-.—' - Google » |

| L] UPS View Web client [+ -

I Unknown I =

- c Q | http://192.168.200 64:8081/ cgi-bin/ups_view.exe?-ups_view 17 -

No UPS model defined Status
|
=
” =
L1:230.V 500 Hz |p—— . . —— | L1: 100. %
L1

Battery:  NA
Time: 10Min

Capacity: 100%

i
E]
@
!
g
£
|

4 [ *
Fertig

Figure 56: UPSView

4. Unix & MAC X

4.1. Basic - Installation UPSMAN on UNIX and MACX
General

The UPSMAN modules installation on UNIX exists in 2 versions: The older command line
based “install” version which is based on the installation script “install” and the new
graphical based “installupsman.bin” installation.

Since the graphical installation “installupsman.bin” is the new standard, we describe this
procedure first. The older scriptbased “install” version is found in chapter 4.4.6 of this
manual.

o ATTENTION: If you got an OS without grafical interface, please take a
look into the FAQs, how to mount a USB stick.

INSTALLATION via CD

Open your CD-ROM folder and click the ,start.html* (HTML file, starts a web-browser)
button. Enter your license key (see below, where to find it).
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B e UPS581_14 — Dolphin @& CD Menu

File Edit View Go Tools Settings Help s Window Help
@ Back &) Forward * Up | 22 lcons & Details Columns | Bl Preview + Split 5581_14/start.htm!
Places = = > UPS581_14 Information o x

[ Home & = =

o TS DRIVERS Reemd Upsman -

B Root

7 Trash m

[ 5 [
SRR autorun.inf SETUR.ICO start.himl
[ud Floppy Drive start.html
his Installation CD!
Type: HTML
document your license key:
Size: 2.2KB .
Modified Friday, August | Key |
13,2010 11:47
am

OK

‘start.ntml' selected (2.2 KiB) &

Figure 57: CD-ROM Folder

Click into the download menu the « UPSMAN Suite » button and select the accordant
operating system.

- Unix UPSMAN Suite Installation
3tnal!lleat|on

UPSMAN Suite e
RCCMD Agents ¢
UNMS Il Free

HPURix

+ UPSWMAN Suite daemon for HPUnix

9.
——

BMAIX
+ UPSMAN  Suite  dasmon  for

IBM_AIX

A Linux
+ UPSMAN SuIte for Linux
vl
>
-

b SRIals
| B _\,(,_\J + UPSMAN Suite daemon for Solaris

[

Figure 58: Download Menu

A tab will appear on the upper left side with your OEM ID (UPS, inverter, rectifier,
accumulator manufacturers number). This number indicates your device manufacturer.
You will find the required data into the accordant folder, e. g. Linux OS : OEM ID 14 is the
manufacturers number, the folder « 14 » contains the accordant files.
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B 14— Konaueror
File Edit View Go Bookmarks Tools Settings Window Help

G pv@ O T & /media/UPS581_14/Upsman/Linu/14

=1 SUSE ,, [®l Planet KDE [#! KDE at openSUSE

[ starthiml @ 2 14 8

o <>
: A 3
gpg-pub.td Instal_CD_ installer. installer. installupsm installupsm installupsm versionOE
Key txt info properties an bin an bin.asc an bin.md5 W14 il

Figure 59: Installation Files

The displayed files are your required installation files ! Copy the data into a desired folder
and execute the « installupsman.bin ».

INSTALLATION using ANYWHERE installer “installupsman.bin

o Advice : Please note, that it is required, to execute the installation on Ubuntu OS
via sudo -s.

Start the “installupsman.bin” (command ,./installupsman.bin”). If you get “permission
denied”, use the “chmod 777 on install.bin command to make the file executable.

The installation will show the following sequzence of screens, please follow the
instructions during the installation.

¥, Generex Management Software
InstallAnyawhere will guide wou through the installation.

It is strongly recommended that wou cuit all programs before
continuing with this installation

Click the 'Mext' button to proceed to the next screen. If wou want
1o change something on a prewious screen, click the 'Previous’
futtan.

You may cancel this installation at any time by clicking the
‘Cancel" buttan.

Installer wersion: 0005

Figure 60: Introduction Page
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4, Generex Management Software

Enter your license key

LI5S Maragedms it Sofbeans Suite

Mo #123456 1820

LIFS Software Llcense Key

Enter license ey 125HA4-

Usually the license key is located on the installation booklet, ar
on a label on the rear side of the CD sleeve.

Cancel Previous Iext

Figure 61: Enter Licence Key Page

4, Generex Management Software ‘@

Installation and Use of UPSManager Requires Acceptance
the Following License Agreerment

Copyright

The information contained in the manual of this
product is nonconditional

and may be changed without due notice. GENEREX nor
the reseller of this

product undertakes no ohligations with this
information. The software

described in this brochure is given on the basis
of a license contract

and an obligation to secrecy (i.e. an ohligation
not to further publicise

the software materiall. The nurchaser mav make a

@ | accept the terms of the License Agreement

D | do NOT acceptthe terms of the License Agreement

Figure 62: License Agreement Page

Press NEXT to continue.
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4, Generex Management Software ’@

Install Set |Cump|ele

[¥]UPS Manager
[¥]UPS Monitor Web
[¥]Help

i | »
— Description
Upsman is a system service that communicates with the UPS wia
5222, USE or SMMP. This feature provides the basic
functionality of UPS management.

Cancel Previous

Figure 63: Install Custom Page

. UPS MANAGER (UPSMAN daemon): This is a background process UPSMAN,
the core of the system. The UPSMAN is the service, which maintains the direct
UPS RS-232/USB or network connection with the computer and the UPS.

e  UPS Monitor Web: This is the grafical interface for the UPS monitoring.

e  Help files are provided with the software, additionally this folder contains the
user manual.

4, Generex Management Software @

Please Review the Following Eefore Continuing:

Product Name:
LIPSManager

Install Folder:
Jusrfups

Link Folder:
Jtmpfinstall.dir, 19530/none

Product Components:
LIPS Manager,
Help,
UPS Monitor Web

Java VM Installation Folder:

Cancel Previous

Figure 64: Pre-Installation Summary Page

64



v, Generex Management Software '@

Installing... Uninstall_UPSManager

Cancel

Figure 65: Installing UPSMAN

Selection of the UPSMAN start:

1 . Generex Manage ment Software @

Do wou want 1o enable Upsman to start automatically at system
boot time?

® Start Upsman at system boot
7 Start Upsman manually

Cancel Frevious

Figure 66: UPSMAN Start Selection

Click the ,Next” button to continue.
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Press DONE to continue with UPSMAN graphical configuration. It is required to allocate a
password, which will be requested prior of the calling of the configuration, because a
remote configuration is also available.

@ JUPSCFG - Authorize = (vl A X

This option is password protected.
Flease enteryour password to continue.

Password:

DK Cancel

Figure 67: JUPSCFG — Authorization

The system requires a moment to startup the graphical configuration (“./JUPSCFG”).

[ @ JUPSCFG - UPSMAN-Configuration -2

Model:
Type: [No UPS model defined [+]] [~]
Lacation: [Unknown |
Power [VA]: 500 Hold time [m]: ’E
Load [VA]: 500 Recharge time [h]: D

Date of Battery Installation [DD.MM.YYYY]:

Device:

Port: Jdevittys0 Baudrate: 2400 =
UPS ID: 4]

| Restore Factory Settings

(c) 2001,2007 GENEREX GmbH, Hamburg

V5.6.34

Advanced User oK |

Cancel

Figure 68: JUPSCFG — UPSMAN Configuration Device Page
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When the UPSMAN configuration starts up, choose from the UPS modellist your UPS type
— or use “Search UPS” to make UPSMAN try to identify your UPS type. If not clearly
identified, the UPSMAN will show you a list of UPS devices which are corresponding to
the search requests — please pick the right model from the list and confirm with OK.

800

Model:
Type:
v No UPS model defined
Location: YUNTO P 250
YUNTO P 500
Power [VAJ: YUNTO P 750 : 10
YUNTO P 1250
Load [VA]: YUNTO H 400 i 2(h): |6
YUNTO H 600 AP
Date of Battery In YUNTO Q 450 1
Device:
Port: /dev/tty.usbse B Baudrate: be2ez @
UPS ID: 0

(" Restore Factory Settings )

(c) 2001,2007 GENEREX GmbH, Hamburg

G  ( cancel )

Figure 69: Select UPS Model Page - call “startupsman —config” for reopening this page

Serial interface

You have to choose now the correct serial or USB interface where the UPS cable is
connected. NOTE: If you use a USB-2-serial converter, youre interface will appear as tty —
not as USB.

The identification of the correct serial device name on UNIX is not easy to find . The
following table gives the usual device names for some popular UNIX systems.
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Unix system [ Normal device name for the
first interface

Linux /dev/ttySO

HP UX /dev/ttyOpO0

SPARC /dev/ttya

Solaris /dev/ttya

Unixware /dev/tty00

SCO Unix /dev/ttyla

IRIX /dev/ttyd0

IBM AIX /dev/tty0

Sinix /dev/term/serQ

DEC Unix /dev/tty00

Make sure that that there is no "active" entry (getty process) within your system file inittab
concerning the device which should be connected to the UPS. If there is an entry with the
same device name, this entry must be disabled (commented or respawn), otherwise the
UPS-Management Software will not work.

Tip:

If you are not sure if you are connected to the right device(COM port) on your UNIX
system, you can find it out with the following procedure:

Choose cable settings to "Type O"
Plug a serial 1-1 cable to your computer
Start the software at the directory /usr/ups: ./Jupsman

Shorten the pins 2 and 3 with a paper clip. If you don’t see a message like "powerfail ...",
you are using the wrong device. In this case choose another device name and repeate the
procedure above until you see this message. Now youre port has been identified and you
can reconfigure your correct UPS model from the drop-down list box.
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Using Keyspan’s USB Serial Adapter with UPSMAN on MACX

1

Use the
Keyspan
Serial
Assistant to
display the
name stub of
the serial port
on the
Keyspan
product (You
can find the
Keyspan
Serial
Assistant in
the Program
Group on your
Mac). Be sure
to use the last
displayed
name in the
list. The name
of the serial
port in our
example
screenshot is:
“KeySerial”.

B O & Keyspan Serial Assistant

Serial Ports
v &7 1[USAL9]
[Keyserial]

2)

“ls

Depending on
your Keyspan
product the
serial port
name maybe
be extended
by additional
characters. To
display the real
device name
that is used by
your Mac:
Open a
Terminal
windows and
execute the
following find
command

/dev/*Key
Serial*”.
This will
display a list
of the
Keyspan
port(s) on

00 Terminal — bash — 56x8

macintosh:~ generex} ls Adev/*kevSerial#
Jdewfou.kevSeriall qr Adew/tty.kewSeriall
macintosh i~ generexd I

R = )
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your Mac.

3)

4)

Now type the
device name
from above in
the Port
Configuration
field, in our
example:
“/dev/cu.Ke
ySeriall”.

Click the OK
button to save
the
configuration
and restart
UPSMAN to
listen on this
Port.

USB interface

If you want to use an USB interface, just enter “USB” into the “Port:” area.

70




- JUPSCFG - UPSMAN-Configuration -

| Device |
Maodel
Type: oK 1000 [+ ][seria [
Lacation: Unkricwn
P r [WA ) 1000 Hold time [m]: 7
Load [WA] 1000 Recharge time [h]: (3

Demte of Eartery Ingtaliatian (DD MM

Dewice
Par LISE | Bawsdrate: 2400 :'
LIPS |0 0
Restore Factory Settings
E () 2001, 2007 GEMEREX GmbBH, Hamburg
VEE.36

Advanced User [ 0K Cancel

Figure 70: USB configuration
Finishing installation and basic configuration

After having choosen the correct UPS type and serial/lUSB device the UPSMAN standard
installation is finished. If you press now OK, the UPSMAN daemon will ask to start — press
YES to make the service/daemon start. If no further error message appears within 1
minute, the UPSMAN will now watch the UPS and send messages in case that an alarm
occurs. If the UPS runs on battery and the battery have only 3 minutes left (“downtime”),
the UPSMAN will automatically shutdown this computer. In case of alarms a messagebox
will pop up similar to the one above and the user can connect with UPS VIEW, UPSMON
or any other graphical viewer to see the actual UPS alarms.

4.1.1 Silent Installation of the UPSMAN Installation

The UPS Management Software provides a silent installation, but it is required to enter
some settings into the “installer.properties” file. This file is located into the CD folder
\Upsman\LinuxX\XOEM-ID (2 for AEG, 3 for Piller etc.).

71



e e e e e e e
P R

e e e e
e e e e

']
$#
']
$#
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']
$#
']
$#
']
$#
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$#
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A

[EY = b e e e e o
i [EINE I TR

STALLER UI=silent

Figure 71: Content of the ,installer.properties”

It is required to remove the hash mark prior of the variable INSTALLER UI=silent. In
addition the setting of the license key is required behind the variable GXLICENSEKEY=.
Execute the “installupsman.bin” as root.

If you want to activate the console installation, it is required to remove the hash mark prior
of the variable INSTALLER UI=console and to set the word console instead of silent.

The UPS Management Software 5.8.04. or higher provides the parameter preselection
for the UPS communication. Remove the hash mark prior of the variable
UPSDEVICE=/dev/ttyS0:2400,e, 8,1, and adjust the parameters accordingly.

4.2 Start UPSMAN on UNIX and MACX

General

After the configuration has been done, the installscript will ask to start the UPSMAN
service.
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To start / stop the UPSMAN process use always the prepared script ./startupsman. For
starting the UPSMan with all its necessary processes and services type

“.Istartupsman start”

To stop the processes call the script with the parameter stop as follows:

“ /startupsman stop”

By “./startupsman config” you open the JUPSCFG graphical configuration page again.
Automatic Start at Server Boot

Every Unix system has a certain method to start programs at the boot procedure. Usually
a main start-up script or program reads off specific directories (e.g. /etc/rcl.d, /etc/rc2.d,
etc.) and executes the enclosed shell scripts. If you use this method you can start the
UPS-Management Software at system boot time automatically. The UPSMAN installation
will enter a new startup script (and remove older ones) automatically. In the Appendix you
find a section which describes the technical details of such a startup script so that you
may change it yourself.

4.3 UNIX WEB-Server

The Unix WEB SERVER offers the possibility to display all UPS data with a platform
independent WEB-Browser. In order to establish a connection from a WEB-Browser to a
UNIX WEB SERVER, please enter the IP address and a port number. Example:
http://192.168.202.91:8081. Port 8081 is used as a standard at the start up of the server.
Please adjust the script /usr/ups/startupsman.sh, if you would like to use a different port. It
is possible to start the Web-server with different port addresses, if several UPS monitor a
Unix server.

Start the WEB-Server by executing the script /usr/ups/upshttpd.sh

When connecting with your browser a graphical UPS viewer will open and show the UPS
data according to the specifications of the UPS maker.

The Webserver interface are varying for every OEM — following some examples for such
interfaces. All interface have in common that they are mainly viewers, so not essential for
a UPS/USPMAN installation.
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http://192.168.202.91:8081/

localhost:B081/cgi-bin/ups_view.exe?-ups_view

& >

Identification UPS Events
UPS Typ: Date Time Event -
Protect § 28.11.2011 16:58:40 Information:UPS manager fuer Protect 3.33 ist gestartet worden. I
Firmware: 28.11.2011 16:58:22 Masterlizenz - Nur fr Testzwecke - nicht fr Installationen beim Kunden verwenden.
DE1xx14l 2811.2011 16:55:46 Information:UPS manager fuer Protect 3.32 ist gestartet worden.
Location: 28.11.2011 16:55:27 Masterlizenz - Nur fr Testzwecke - nicht fr Installationen beim Kunden verwenden i
'GENEREX Hamburg 4 3
Mains input 1
Li-L2: 403V
L2-L3% 400V
L3-L1: 396V Load Autonomy
Frequency: 50.0 Hz Time
Mainsfault counter: o
150 — &0
Battery
Status: Normal
Autonomy Time: 999 Min 100 — 40
Capacity: 100 %
Voltage: 245V
Current: 3A
Temperature: 23.0°C
50— 2
Mains input 2 Output Voltage Current Load Power
L1 228V Phase L1: 21V 0A 0% ow
L 232V | | phase L2 BV 0A 0% 0W v ¢
L3 29V Phase L3: 231V oA 0% ow 0% 0% 0% 889 Min
Frequency: 500 1z Frequency:  50.0 Hz
Location: GENEREX Hamburg
DatalLeg Chart Log file Functions Scheduler

Figure 72: Protect 3.33 UPS Webinterface

NOTE: For installations without a grafical interface (runtime level 2 or without KDE or other
desktop) — we provide a non grafical UPSMON through the commandline. For syntax
please refer to chapter 3.8.7, page 87.

4.4.1 Advanced User - DEVICE Page

The graphical configuration is started by “./startupsman config” — the JUPSCFG
windows is opened automatically and the user has to choose the correct UPS model —
similar to the windows configuration described above. You may reopen the configuration
at anytime by entering ” ./startupsman config” again. The DEVICE page shows a drop-
down list of UPS models which is the most important part of the configuration, because
with the model name links the correct UPS RS-232/USB protocol wioth each other. If a
wrong model is chosen from the list, the UPSMAN can not start.

The configuration may also be started from the user account from which the installation
was performed, the install.bin creates a link to startupsman config automatically (default).
From other user accounts the configuration can be started from the command line in the
lusr/ups directory “.startupsman config”.
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Automatic start at server boot: The default of every UPSMAN is to start automatically at
every new server boot. If you want to change this, edit your startup script entries in /etc/rc
directoy.

Selecting the UPS-Model: To select your UPS-model, click with the mouse on the scroll
box symbol on the right side of the model list. Next, choose the UPS model that you want
to install. All other adjustments which correspond with your selected UPS model will be
done automatically, if the UPS has serial or USB communication.

We recommend NOT to change the default settings of communication parameters of the
UPS — most UPS have a fixed baudrate which must not be changed.

Set battery health level in % - The UPSMAN version 5.7.3 or higher provides an option
for UPSs, which are not able to give a result after a battery test. The default is 10%, that
means, if the battery voltage got a difference of more than 10% PRIOR of the battery test,
an error will be logged. Advice: Always execute a battery test with load. Please use the
nominal load, which will be present in normal mode.

UPS models with serial connections do not need additional adjustments, because these
models transfer all values to the UPS-Management software.

f.0.0 JUPSCFG - UPSMAN-Configuration

l/Device rSvslem rFiIes rEvenls |

Model:
Type: [vunTo Q 450 |+ |[serial [+]
Location: [unknown |
Power [VAl:  [450 Holdtime [ml: |1 |

Load [VA]: 450 Recharge time [h]: |8
Date of Battery Installation [DD.MMYYYY]: |04.03.2011
Set Battery health level in %:

Device:

UPS 1D: 1]

| Restore Factory Settings

(c) 2001,2011 GENEREX CmbH, Hamburg

V5.7.3

Advanced User 0K | | Cancel

Figure 73: Advanced User — Device Page
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4.4.2 Advanced User — Menu SYSTEM Page

Beside the UPS configuration page, more pages will appear if you click the “Advanced
User” button. All configuration data in the menus have "tool tips" in the corresponding
language. Every menu feature will be explained "online", following we start to describe the
SYSTEM page of UPSMAN.

JUPSCEG - UPSMAN-Configuration

Device‘ System [ Files l Eventsl

System:

Upsmon Password: :]
UPS Check Rate [s]: Upsman HTTF Po...[B0E1

System Shutdown:

Enable Local Shutdown Down time [m]:
[] Initiate Shutdown al... after (m) on battery: C]

UPS Shutdown:

Enable UPS Shutdown

UPS Down Delay [s]: UPS Restore Delay [...

Advanced User oK ] [ Cancel

Figure 74: Advanced User - System Page

. UPSMON Password: Default - no password - The user may enter here a
password, which will be requested whenever any UPSMON or other graphical
interface tries to connect.

. UPS Check Rate (s): Defines the timing (in seconds) of the polling data from the
UPSMAN to the UPS. The system will be slowed down, if this value is too small,
because of continous communication with the UPS. If the value is too high, the
system will react more slowly in case of a power failure. For continous use we
recommend a value between 15 and 30 seconds.

®  Enable Local System Shutdown: Defines if the system will start the shutdown
routine in the event of a shutdown call from the UPS during a power failure. If
you disable this function, no shutdown will be performed ! In the case of a
shutdown, the internal event routine will close down all active applications. The
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shutdown of the UPSMAN computers is following the sript in the file
shutdown.sh from where the shutdown programs will be started.

Down time: Defines how many minutes before the UPS battery is discharged,
that the shutdown procedure begins. This timing has to be large enough to
guarantee a proper shutdown of the system before the UPS is turned off.
Ensure that this value is calculated on a large scale: (e.g. with 10 minutes hold
time of the UPS, start the shutdown procedure at least 3 minutes (default)
before the batteries are empty (battery low).

Enable UPS Shutdown: (Default = on) When OFF, the UPSMAN computer will
not execute the shutdown file.

Initiate shutdown always after x minutes: This enables/disables the execution of
the shutdown after a period of time wherein the UPS is working on batteries.

UPS Down Delay (s): Defines how many seconds after beginning the shutdown
procedure (see Down time) the UPS will turn off.

UPS Restore Delay (s): Defines how many seconds after turning off the UPS
the system is turned on again. For most UPS types it is necessary, that the
power has been restored before the UPS has completely switched off. With
some UPS devices the entry "0" disables an automatic restart and the UPS
needs to be switched on manually.

Enable SNMP Support: Enables or disables the SNMP support. Please check in
the event log, if this function is properly started. A message "SNMP
communication could not be started" shows, that an error occurs. No message
means, that this function is working.



4.4.3 Advanced User — Menu Files Page

. Event Logfile Filename:“upslog.txt” is the name of the event/alarm text protocol.
The default is a MS-Excel compatible CSV file format.

e Data Log File: “upsdata.txt” — This file contains all UPSMAN variables ID 700 or
800 which are part of the message.dat.

. Logfile max. Size (kb): Defines the size of the log files in KB.

JUPSCEG - UPSMAN-Configuration

Device I System‘ Files [ Events‘

Event Logfile:

Filename: [hpsloq.txt ]

Logfile max. Size [kB]: |200

Data Logfile

Filename: [Upslod.csv ] Enable [

Logfile max. Size [kB]: | 1000 Update Rate [s]:

Advanced User [ oK ] [ Cancel

Figure 75: Advanced User — Files Page
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4.4.4 Advanced User — Menu Events Page

Actions and reactions to UPS events/alarms will be defined in the “UPSMAN Event
Manager”. The UPSMAN service can execute certain actions (jobs).

o NOTE: Although the jobs in the joblist of the EVENT manager are
executed top-down - but since every job has its own timer (eg.
delayed, immediately, etc.), the priority of the jobs depend on
the individual timers, not on the rank in the job list. If you want
to change the rank of a job, you can drag & drop the job in this
list, but still the individual timer remains unchanged.

Which events are configurable depends on the type of UPS. Every UPS contain individual
alarms, large UPS have usually more alarms than smaller UPS. The following section
explains the pre-settings of such an event list on the example of a 1 phase UPS.

In order to configure the event, click on the designated event and the “Event Jobs” list
opens. For every event there are pre-settings, most of them are log file entries and
RCCMD messages as traps. In the example there are three jobs configured for the event
JPowerfail” - 2 jobs will send out standard text messages, (can be edited in the
"Message.dat" file), whereas the 3" event writes a message into the log-file. In order to
add a job, please click the “Insert” button and the following functions page opens.

The “Reset” buttons below are to reset the alarm counters of UPSMAN, visible in the
UPSMON or other graphical viewers (statistical information since the software has
started).
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JUPSCEG - UPSMAN-Configuration

Device l System l Files‘ Events ‘
Extra Jobs:
Event:
Fowerfail E]
oh:
Sends the messageid 601 Insert
Sends the messageid 600
Log Event
send RCCMD trap-message
Counter:
Power failure: [0 ] [ Re... ]
Battery low: [0 ] [ Re... ]
Shutdown: [0 ] [ Re... ]
Summary Alarm: [0 ] [ Re... ]

C o [ o

Figure 76: Advanced User — Events Page

Choose the desired function and set a timer and define, when and how often this function
should be executed. Any event that contains a delay will be executed ONLY, if the alarm is
still valid when the timer has run out. E.g. if you configure to send an RCCMD shutdown
after 30 sec. — this job will be executed ONLY, if the powerfail is still the case after the 30
sec. have run out. If the power has returned at 29 sec. — nothing will happen.
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- Konsole JUPSCFG - UPSMAN-Configuration
Edit Bookmaik:

Session View

Retrying Installabl [a]
Deferral retries dol
There were no defer
RepositoryManager:
RepositoryManager: Function P:
executed LSB instal Paramex"d RCCMD MESSAGE_ID to remote client
install_initd= ADDRESS |Execute Program

Command .run(): Canni | [porT end Messagebox with text

Function:

Send RCCMD MAIL_TXT to remote client

ption: error=2,

No such file or dij | F57  [Send RCCMD SHUTDOWN to remote client
Installer: pass 1: RECIFIENT[SEnd RCCMD LOG_TXT to remote client cute Command: /
eEc/anLEd/UgS-nan Send RCCMD MAILID to remote client

Send RCCMD MESSAGE to remote client )

BrowserLauncher .ope

Did not match to me
SHUTDOWN REQUESTED

This function will send a RCCMD MAIL-Text ta a remote client
REGISTRY ALREADY ST

cleanUp()
calling cleanUpUNIX
Exiting with exit ci
:/tmp/GEinstal g
: startupsman: ® Do Once ) Do after Seconds
/tmp/GEinstal

:/usr‘/ups/GEup () Do Always ) Do after Seconds, repeat F |
: startupsman: ) Do Every Seconds
:/usr/ups/GEup
Starting UPSMAN con
ox203: /usr/ups/GEup OK | l Cancel ’

Starting UPSMAN con

To direct input to this virtual machine, press Ctil+G. @ \/Mwware Plaver

Figure 77: Advanced User — Insert Function Page

The following functions are available in most UPS:

Send a Shutdown UPS Switches the UPS output off after a pre-set time.
Signal Please make sure that the UPS is not being
switched off before a system shutdown is
executed, as otherwise important data may get
lost.

This shutdown signal only executes the output
switch off - but NOT the shutdown of connected
computers! If you define such an action, make
sure that RCCMD is triggered before! The user
can configure a delay (in seconds) before the
switch off is executed.

Send Message box with text Sends a network message to the user at this
terminal. Enter a user or a machine name or use
the "*" character in order to send the message to
all users.

Send RCCMD SHUTDOWN to | This is the most important function in this job
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remote client

list, it sends a RCCMD shutdown message to
RCCMD clients in the network! RCCMD
(Remote Console Command) is a program used
for the execution of executable files via network,
mainly used for the remote shutdown of
computers with different OS using TCP/IP as
common basis. From RCCMD Version 2.0 it is
possible to use the (*) as wildcard to shutdown
complete segments, e.g. 192.168.202.255 will
send the signal to all computers in the network
192.168.202.0 to 255. RCCMD can be used as
client (receive a signal) and a server (transmitting
a signal). So, the syntax to send a shutdown
signal to a specific computer is “RCCMD —s —a
192.168.200.201” - This example will send a
shutdown signal to this IP which will be executed
if on this IP also an RCCMD client is running and
the sender is in the valid address list of senders.
The entry of a IP address or hostname will send
RCCMD only to those named. If it is required to
shutdown more than one client, additional event
jobs can be configured. Note: If the number of
additional RCCMD clients is very large, a batch
file, which contains the RCCMD —s commands
can be used instead (“rccmd relay”). This allows
you to send rccmd calls much faster and is easier
to handle than the executing of a long list of jobs
by the UPSMAN. Such a scriptfile can be
executed from the “Special” or “Events Execute
Program” functions.

Please note that RCCMD shutdown calls should
always be configured in the “UPS Battery low”
without any further delay.

Send email

Sends an individual email text at this event.
Enter an email address and the corresponding
text into the field. Please note that you need a
configured SMTP server on the UPSMAN
computer. “sendmail” is the email program which
is triggered by UPSMAN email configuration.
Please make sure that sendmail is configured
correctly before using email.

Send RCCMD EXECUTE to

This action initiates the execute.bat on a defined
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remote client

RCCMD remote client (IP-address). Through this
function the UPSMAN can execute any
command on the remote computer if the correct
path and name of the program is known on this
remote computer with RCCMD running.

Send RCCMD MESSAGE ID
to remote client

In this menu the user can send an ID from the
messages.dat to other users. These IDs are pre-
defined text messages. Open the file
message.dat to see the default text of such
messages. Text entries can be altered with an
editor. The edited text is then given out in a
textbox at the remote client. This is useful if you
want to send a messagebox from Windows
UPSMAN to a UNIX system - the problem of
sending messages to different operating systems
can be solved through this.

Start Alarm Beeper with
messagebox

This function displays a message box with an
audible warning on the screen of the UPSMAN
computer.

Send RCCMD MAIL ID to
remote client

Similar to RCCMD message ID, a message ID is
send, which is then forwarded from the RCCMD
client as an email to the corresponding receivers.
This is useful if the UPSMAN computer for any
reason can not send emails directly, than the
remote client can do this job. The user can pick
on of the default text messages as ID no. from
the file message.dat or us RCCMD MAIL TXT
instead to create its own text.

Send RCCMD MAIL TXT to
remote client

Like the send RCCMD mail function, an email is
send from the RCCMD client as relay. The user
may enter here any individual text.

Send RCCMD LOG TXT/LOG
ID to remote client

This writes a log file text (customized or as
predefined text if you use ID) into the RCCMD
remote clients log file. This maybe useful if a
common log file is wanted, where all UPSMAN
computers write into. This log file may be on any
network computer with RCCMD.

Send RCCMD MESSAGE (ID
or TEXT) to remote client

The user can configure a text message
(customized or as predefined text if you use ID)
which is transferred to the RCCMD client and
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pops up as text box. This is useful if you want to
send a messagebox from Windows UPSMAN to
a UNIX system - the problem of sending
messages to different operating systems can be
solved through this.

Execute Program

Executes a configured program on this
computer. Please enter the full path to the
executable file on the UPSMAN computer. It is
recommended that the executable file is located
in the UPSMAN folder or in any other folder
where a path is set to.

Write to Log file
UPSLOG.CSV

Writes any text into the upslog.csv text file on
this UPSMAN computer.

Send default messages IDs
from file messages.dat

Sends pre-set network messages, using the
receiver name and message ID. This standard
message can be configured in the "message.dat"
file. Open the file with an editor in order to
change or check the text of the corresponding

message ID.

Send RCCMD trap message
by ID

This function enables UPSMAN to send
RCCMD2/UNMS traps, which shows the UPS
status as a text message on the remote client. If
activated it will display a local message box on
the client whenever the UPS status changes.
Please also note that the “RCCMD2/UNMS trap
enabled” box is activated at the RCCMD client
toreceive the trap messages.

Send RCCMD trap message

Identical to RCCMD trap messags by ID, but the
user may define his own text.

4.4.5 Email Usage on Linux OS

Linux OS contain the program mailx, which is using the settings of the mail server. A
configuration is required, to send emails of root via e. g. GMX. An account at GMX for the
authentification is required. In the following we use the account username@gmx.de with

the password “geheim”.

We created the file .mailrc into the home folder of root with the following content:

set smtp-use-starttls
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mailto:username@gmx.de

set ssl-verify=ignore

set smtp-auth=login

set smtp=smtp://mail.gmx.net:25

set from="user name <username@gmx.de>"
set smtp-auth-user=user name

set smtp-auth-password=geheim

The rights were set, that root only can read this file:

chown root:root .mailrc

chmod 600 .mailrc

4.4.6 Remote UPSMAN Configuration

To accomplish the remote UPSMAN configuration onto a system without grafical interface
via web-browser, it is required to start as root the UPSHTTPD onto the system, where the
UPSMAN is installed:

Jupsman_path# ./upshttpd

o Advice : Please note, that it is required, to start the UPSHTTPD on Ubuntu OS via
sudo -s.

Open a web-browser on a random system and enter the following into the address line:

http:/IP Console System:8081/jupscfg.html

It is required to install the JRE (Java Runtime Environment) Plugins onto the system,
where you want to start the remote connection and enable the option ,Allow Starting Of
Applets®. Additionally you have to open the port 8081 tcp in your firewall.

& 192.168.200.114:8081 /jupscfg.html

Ein Plugin wird bendtigt, um diese Inhalte darzustellen.

Plugin installieren...

Figure 78: Error message — Java plugin

85


http://ip_konsolen_system:8081/jupscfg.html

Since the end of 2013, JRE plugins are blocked in alle common webbrowsers by default.
The security settings in the Java control panel have to be changed, so that you can still
use the Java remote configuration.

To do this, you have to open the Java Control Panel, which you can find in the startmenu.
There you have to switch to the Security tab and set the Security Level to Medium, to save
this Change click the Apply button.

| £/ Java Control Panel = 52|

‘ General I Update I Javal Security | Advanced

Enable Java content in the browser

Security Level

A Very High
[ |

High {minimum recommended)

[ Medium

Least secure setting - All Java applications will be allowed to run after presenting a security prompt.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts.

[ Edit Site List... |

Restore Security Prompts ] [ Manage Certificates. .. ]

Figure 79: Java Control Panel — Security Settings

4.4.7 Older “Install” Script Based Installation with “ups_conf”

This “install” script runs also without a graphical interface but is not supported for new
UNIX/MACX versions. We recommend to use for new OS the graphical installation, which
is almost 100% identical to the windows version, described above.

INSTALL Script based installation

The software is distributed on CD ROM or as downloaded TAR file from the internet. In
both cases you find (after mounting CD ROM or having the file unpacked tar —xovf ...) you
find a new directory UNIX or GENEREX which contains the “install” script and the install
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executable for the graphical installation. To start the script installation you have to use
“install” .

Tip: CD Rom instalaltion: On UNIX itself you need a CD-ROM drive and a CDFS
filesystem driver (ISO 9660). If there is no CD-drive on the system where the software
could be installed from, you can use any other Unix-system or PC with a CD driver (via a
network) to install the software.

Other way: Use a DOS- or Windows workstation in your network and insert the CD there.
Now you can copy the software (e.g. via FTP) to the hard drive of your Unix-system, /tmp
directory. For that purpose, copy the complete Unix-directory-tree.

The Unix part of the UPSMAN modules is found in the Unix directory. As there is no
standard binary executeable format for non graphical installations for all the different Unix
systems, we use a shell script to install the software onto your computer. Usually this
shell script should have executable permissions. If permissions are set correctly on your
CD ROM drive, you can start it directly from CD-ROM. In other cases you have to copy the
UNIX folder on your system and use “chmod” to make the “install” script executable.

Using the install script, only the UPSMAN modul command line based version of the
UPSMON (scripting tool to read/write to the UPSMAN module, eg. for reading variables
like UPS batteryvoltage, start tests, etc.) will be installed on your Unix system.

Please make sure you have root user rights in order to proceed with the installation using
the install script :

Step 1: Insert your CD - |If the reading of the CD file
format is not supported by your system, proceed
as described above.

Step 2: Mount CD ROM - The first step you have to do
after inserting the CD-ROM into your CD-ROM
drive is to mount this device, i.e. give the system
access to the files at the CD-ROM. The comon
command at Unix systems to mount the CD-ROM
is like this: mount cd-rom-device mount-directory

However, there are serveral specific options for
this command depending on the used Unix
system. The following table displays these
options, but please check yourself if this matches
also for your system and OS:

Unix Options device name
Linux -0 mode=777 -t iso 9660 /dev/cdrom
Sinix -F hs /dev/iosO/sdisk(id)sO
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Reliant UNIX
HP UX

SCO Unix
Unixware
DEC Unix
SPARC
Solaris

IBM AIX

Step 3:

Step 4:
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-F hs —o dos,ro /dev/iosO/device/cdrom

-F cdfs -0 cdcase,ro /dev/dsk/cOt(id)dO
-oro /dev/cdO

-F cdfs —r o fperm=777 /dev/cdrom/c0bO0t(id)I0
-f cdfs -0 noversion /dev/rz(id)a

-F hsfs —r /dev/dsk/c0t(id)d0s2
-F hsfs —r /dev/dsk/cOt(id)d0s2
-0ro -v cdrfs /dev/cdrom

There are two possible case modes of flenames
at your CD-ROM: all file names are upper or
lower case. This has to be noted when you call
the installation programm or when you change
the subdirectory at the CD-ROM. The ISO 9660
specification supports also version numbers at
filename, so at some systems you will find
suffixes ";" (semicolon) or "." (dot) with filenames.
As you can abbrivate filnames with wildcards "*".
After successfully mounting the CD-ROM into
your system, you can start with installation by
calling the install script, i.e.

Start the instal script - As a next step, please
start the install script install by entering: (”./install”
or ”./install” from the CD/Unix directory). In case
your CD file system does not support the
execution please copy the complete Unix
directory tree to e.g. /TMP and change with
CHMOD the execution rights of the install script.
Start the the installation with ./install again. The
procedure can look like this for e.g.:

cd /CDROM

cp -pr unix/ /tmp
cd /tmp

chmod +700 inst*
Jinst*

Enter UPSMAN license key - Please enter your
CD-key at this point and choose the desired
operating system from the list. The installscript



tries to recognize your OS and shows a list of OS
versions to choose from. The found system is
already preset and you simply need to confirm
the with a “Y” or RETURN.

The installation script will copy all required files
into the default directory /usr/ups. ( If you move
manually the installation directory later, don’t
forget that also the startup scripts have to be
changed ! Edited the scipts in the directory
"letc/rc2.d” , the start/stop scripts usually carry
the names "S99upsman” andr "K99upsman”.
This is necessary because these files contain
reference to the directory 7usr/ups”.

Step 5: Configuration tools - After the files have been
copied to the system, the configuartion program
starts automatically. Per Default the JAVA based
configuration will be started (“./startupsman
conf”). On as UNIX with a grafical shell the JAVA
UPSMAN configuation tool starts and the
configuration and look & feel is identical to the
WINDOWS version as described above. If no
grafical interface is present the user may use the
former on CURSES based configuration tool
“.Jups_conf” . This tool has a different look and
feel compared to WINDOWS, so we describe in
the following this tool and not the JAVA based
configuration.

o NOTE: ups_conf is not longer supported since CURSES
libraries do not exist on most modern UNIX. If
your system does have a GUI — nor supports
CURSES - you may configure your UPSMAN via
a network computer (eg. Windows) with a
Webbrowser and JAVA runtime.

The software is now extraced and installed, the basic configuration of UPS model and
interface is the next step.

“ups_conf” - Basic - Device Configuration
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As described in Step 6 .- the grafical configuration is identical to the Windows UPSMAN
configuration described in this manual and is self-explanatory. In the following pages we
focus only on the older CURSES based version “ups_conf” which is no longer supported
but may be needed if no graphical interface is present of if you configure a no longer
supported OS version of UPSMAN.

After a successful extraction through the installscript “install” the UPS-Management
Software tries to start the graphical configuration “JUPSCFG” — if this fails and you can not
use any other computers Webbrowers to connect to this UNIX machine (HTTP://<IP
address>:8081) , you may fall back to the configuration tool “ups_conf” which is found in
the target installation folder (default /usr/ups).You can start this tool again by typing:
“Jups_conf” in the folder /usr/ups.

All configuration tools use the same config file “ups.cfg” which may also be changed by an
Editor, but some technical knowledge is required here and you may need the help of our
support. The ups_conf will ask you to create this file if it does not exists.

The file ups.cfg contains the configuration data and has to be in the same directory as that
in which the UPSMAN process is started from.

Within the configuration program ups_conf the ?-keyis available to read the help texts and
the Esc-key is available to close the menu. Finally do not forget to save your settings and
restart UPSMAN.

We continue with the “ups_conf” configuration with Step 7 — configuration of the UPS
comport and interface. Choose in the ups_conf menu “Set Ups values” to enter youre
Ups model and interface.
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Figure 80: Unix Configuration Menu

| CO-ROM (IDE 1:0 || B8 Ethernet |[= | 43) Sound Adapter | @) Serisl Port

5] tester@ux245:usriups - Shell - Konsole

Edit  View Bookmaks Semings Halp

Set UPS wvalues
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COM port Options
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Write to logfile (s):

logfile max.size(Mb):

modelname : < ENTER for list!
cable : < ENTER for list!
max. load (vA):
act. load (VA :
maxholodtime (m):
rechargetime (h):

Battery install date:

[ ESC ] = Exit Screen

RCCMD Configuration |58 tester@ux245 3] ~ =
XJUPEEFG—U:EMMVC(. @@Qa d@ 03:53 pm =

To direct input ta this virtual machine, press Ctil+G & VMware Plaver .

Figure 81: SUSE Linux “Set UPS Values” Menu
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“ups_conf” - Basic — Set UPS Values Menu
The most important entries in this page are : Com port options & UPS model name.

For all UNIX and MACX computers you have to enter in this menu at “COM port Options”
the name of your serial device, usually found in the /dev/ directory. Enter here eg. for
Linux: “/dev/ttyS0:2400,n,8,1” if you want to use the first COM port. AS next step choose
the UPS model (listbox) which you have connected to this COM port.

These entries have to be correct, otherwise the UPS will not start. The entry UPS com
port options contains also the information about the settings of the com port, i.e. baud rate,
parity, data bits, etc. Syntax is:

UPS Com port options=device:baud,parity,data,stop
Example for serial interface : “/dev/ttyS0:2400,n,8,1”

Example for USB interface : “USB:2400,n,8,12

where device is the device name, parity is either e (=even), o (=odd) or n (=no), data is the
number or data bits (7 or 8) and stop is the number of stop bits respectively.

It is recommended NOT to change the default entries for the serial port parameters
(baudrate, partiy, databits, stopbits) for the UPS since these are default settings of the
UPS maker.

The devicename depends on the driver on your UNIX/MACX system. Original drivers are
using the name /dev/tty or USB and can be found in the /dev/ folder. Third party drivers
add a new devicename in the folder /dev — these new devicenames have to be identified
by the user and may now be used in the configuration.

o Attention: The baudrate settings and the corresponding parameters are
changed to the correct settings automatically, by choosing the
correct UPS model from the drop-down list. Please do not
changed the baudrate settings of the UPS settings, unless you
have changed the pre-programed settings of the UPS
previously. (UPS usually have fixed baudrate settings!)

o Attention: Please ensure you have to entered the correct serial port device
name because the UPSMAN Software cannot identify to which
com port the UPS is connected. If a AUTOSEARCH function is
provided, you may use this to find out which interface an UPS
type is connected.
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UPS model: Goto the UPS model list and choose from the listbox the UPS type which
you have connected to your interface. If you can not find the UPS model in this list, check
if you have installed the correct software OEM version for this UPS maker.

Corresponding to the UPS model you have selected the UPSMAN Software has
automatically set the UPS parameters and the corresponding “UPS cable” type.

UPS cable: In general there are three different UpsCables which are automatically
assigned by the UPS modelname:

Serial setting: (Default for all modern UPS with a serial or USB protocol). The UPS-
Management Software uses a data protocol to get status information from and to send
commands to the UPS. For such protocol types the original UPS cable has to be used.

Cable 2 to 13: With these settings the UPS-Management Software uses modem control
connection to get the status from the UPS, e.g. the UPS sets a signal "high" or "low". In
this case the software is only able to get the status "Powerfail* and "Battery Low" and to
shutdown the UPS immediatly. The cable settings 2 to 9 are not very appropriate for non
X86/x64 based UNIX because they do not support modem control exploitation. If you use
any x86 based UNIX, we recommend to use cable logic 2. However — supported in every
UNIX are the cables types “C” "closed” or"O” "opened”.

Typ O and Typ C: This is the most simple form of a dry contact monitoring - in this case
the software sends a byte to the UPS and tries to get it again via the usual send/receive
wires. In the case of Type O (=open) the contact is open, so the the send byte can not
return in normal UPS operation. The moment the contact closes (Ups Alarm) the byte
returns and the UPSMAN triggers the Powerfail EVENT. The logic is other way round in
the case of setting cable type to Typ C (=closed).

Other configuration Parameters on page “Set Ups values”

Write to logfile Defines the time-interval (in seconds) the UPS-
Management Software logs the Input Voltage and
Frequency Values. The standard entry to the text
file (Ok status) are done every 15 minutes, if no
unusual Events occur.

Logtime min. Defines the minimum time-range (in hours) of the
Logfile for Input Voltage and Frequency Values.

Logfile Size max. Defines the maximum time-range (in hours) of the
log file for Input Voltage and Frequency Values.
The log file will be set back to min. size (value of
logfile size min.) if the log file contains more data
than the configured value.
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“ups_conf” - Basic — Set System values

Check UPS interval

Enable shutdown

o ATTENTION:

System downtime

Defines the time-interval (in seconds) that the
UPS-Management Software polls the UPS for
new data via the serial port. The system will be
slowed down due to permanent communication
with the UPS if the value is too small. If the value
is too high the system will react more slowly if a
power failure occurs.

Defines if the system will start the shutdown
procedure in case of a power failure.

Make sure that this entry needs to be ”yes” at all times, if there
are no customised shutdown jobs configured. This is to avoid
that the UPS switches off before the system has performed a
shutdown proberly.

Defines how many minutes before the UPS-
battery is discharged the shutdown procedure is
initiated. This time-interval has to be large
enough to guarantee a graceful shutdown of the
system before the UPS is switched off. Calculate
the value on a large scale: (e.g. with 10 minutes
hold time of the UPS start the shutdown
procedure at least 3 minutes before the discharge
of the battery).

The following functions are not supported by all UPS types. In particular, devices with the
connection-type cable do not support a scheduled down and restore command.

Shutdown UPS

UPS shutdown delay

UPS restore delay
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Defines if the UPS will be turned off on
completion of the server shutdown procedure.
This command will turn off the UPS before a
complete discharge of the batteries.

Defines how many seconds after beginning the
shutdown procedure (see Downtime) that the
UPS will turn off.

Defines how many seconds after turning off the
UPS the system is turned back on again. For
most UPS types it is necessary that the power



has been restored before the UPS has
completely switched off.

Enable fixed shutdown Defines if a shutdown needs to be initiated after a
power fail, independent from the remaining time
of the UPS and the configured system down time.

Fixed shutdown delay Defines after how many minutes a fixed
shutdown should be initiated.

The basic configuration is now complete. Exit the menu (ESC) and leave config tool by
Save Configuration & Exit. The UPSMAN may be started now.

“ups_conf”’ - Advanced User — Set Job values

Following part of this manual explains the Advanced User configuration items of UPSMAN
software, using the “ups_conf” tool.

This analogue to the Windows description “ Special Jobs” and allows the execution of
own programs, e.g. shell scripts at a defined point of time during the discharge of the
battery. As soon as the UPS transmitts a "Remaining Time" which equal or lower than the
configured value, the corresponding procedure is executed.

As soon as the "Enable Extra Job“ is set to "yes”, the program name or shell script of the
desired job can be entered in the "Extra Job x (Path)” line. This script is than started at a
certain set Remaining Time of [m] minutes.

Example: Different network servers should be stopped at different times via shutdown
script, depending on the importance. This way it is possible to provide (depending on the
circumstances) more autonomy time for the important components.

Additionally 3 jobs can be executed time controlled.

Path for textfile Defines the filename and path of the event log.

Path for datafile Defines the filename and path of the log file for
Input Voltage and Frequency Values.

Path for custom file Defines the file name and path of the custom file
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E2) Root Shell - Konsole
Session Edit View Bookmarks Seftings Help

Set Job values

Enshle Extra Job 1 : =N ¢ EMTER for list!
execute at remaining time (m) : 1

Extra Job 1 (Path) : usr/ups/ups_exel

Enable Extra Job 2 : no < ENTER for list!
execute at remaining time (m) : 1

Extra Job 2 (Path) : fusr/ups/ups_exeZ

Enable Extra Job 3 : no < ENTER for list!
execute at remaining time (m) : 1

Extra Job 3 (Path) : fusr/ups/ups_exe3

[ ESC 1 = Exit Screen [ 71 =Help

| @ Root Shel l

Figure 82: Defining Paths
“ups_conf”’ - Advanced User — Set Event Parameter

The UPS Events enables the user to utilise and configure the different applications of a
UPS. Depending on the matter of use, via Events (Event messages of the UPS) certain
actions (Jobs) can be executed with the UPS-Management software. Via an Event it is
possible to transfer measured values, status messages to own processes, in order to
process those even further (e.g. load statistics etc.). The Event configuration starts from
the UPSMAN configuration. (see picture)

5} Root Shell - Konsole:

Session Edit View Bookmarks Settings Help

UPSMAN Configuration

Set UPS values
Set System values
Set Job walues
Set Path values

Save Conflguration & Exit

|| = Root Shell J

Figure 83: UNIX ups_conf Events Menu

In this part of the configuration, the event parameter will be configured. The user can now
choose a event, which needs configuring. (see picture below)

Which Events are configurable depends on the type of UPS. The standard messages,
which can be used, can be found in the file "message.dat" in the UPSMAN directory.
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) RootShell- Konsole =)

Session Edit  View Bookmarks Setings Help

Eventlist

Powerfail
Power restored
System shutdown
UFSMAN started
UFS connection lost
UPS connection restored
Overload
Load Mormal OK
Overtemperature
Temperature Mormal OK
Battery low
Battery charged
Battery charging
Battery discharing
Battery EOL
v

|| @ Root Shell l

Figure 84: UNIX ups_conf Event List

In order to process the Events, please go to the Eventlist in the UPSMAN configuration.
There is a pre-set (default) for every Event. In the above example, the event “UPS/System
shutdown imminent...” is configured with 3 default jobs. The first will send a standard
message (message id 603), which can be edited in the messages.dat file. The second job
will write the event into the log file of the UPS-Management software, whereas the third
job will execute a shutdown after x minutes (default).

Add Event Job:

In order to add a Job to event, please highlight the corresponding event and confirm with
the “Enter” key. In the following window, the “Add Job to List” a additional job can be
added. By using “Delete Job from List®, a single event job can be deleted from the list.
“Exit menu” will take the user back to the Eventlist windows. (see picture)

[ Root Shell - Konsole

Session Edit View Bookmarks Seftings Help

System shutdown

Log Ewvent
1 to syslog: Warning
Shutdown System/UPS in default seconds

Add Job to List
Delete Job from List
Exit Menu

|| = Root shel l

Figure 85: UNIX ups_conf Menu — Add Job Parameter
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Please choose the desired function and set when and how often this function should be
executed. Please note listed functions depend on the used operating system and not all of
them might be available. In this case please refer to share or freeware programs, which
allow the desired function. The following jobs can be added to a event.

Send a Shutdown UPS Switches the UPS off after a pre-set time. Please
Signal be aware that the UPS is not being switched off
before a system shutdown is executed, as
otherwise important data may get lost.

This shutdown signal only executes the switch
off, of the UPS, but not the shutdown of
connected computers. The user can configure a
delay (in seconds) before the switch off is
executed. This is recommendable when a
switching off of an UPS is necessary because of
over-heating etc.

Send Message box with text | Sends a network message. Enter a user name or
use the "*" character (not with NetWare), in order
to send the message to all users. Please note
that the Windows 95/98 Clients NT message can
only be only received if Winpopup.exe or another
message service is active. Please also consider
that "net send * <text> "with Windows 95/98 does
not function correctly. Instead of the " * " a
respective machine name e.g. "Workstationl1"
must be entered. In order to send messages to
several users a "Send Message" job must be
inserted per user. Please note that the Windows
NT user database is not empty and that the
computer belongs to a domain, as otherwise the
network messages can not be sent.

Send RCCMD SHUTDOWN to | RCCMD (remote console command) is a
remote client program used for the execution of executable
files via network. This tool transmits a TCP/IP
signal that is absorbed of the recipient module
(RCCMD client software) on another computer.
This function is normally used for sending a
shutdown command (call of shutdown.bat) over
the network to another computer, of any
supported operation system. (starting from CD
4.17).

From RCCMD Version 2.0 it is possible to use
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the (*) wildcard or other syntax. For example
192.255.255.255 will send the signal to all
computers in the corresponding subnets. A
RCCMD -s —a 192.168.200.255 will send the
signal to all computers in the subnet 200. The
entry of a IP address or hostname will send
RCCMD only to those named. If it is required to
shutdown more than one client, additional event
jobs can be configured. Hint: If the number of the
additional RCMD clients is too high, a batch file,
which contains the RCCMD —s commands can
be used instead. This much faster and also
easier to handle than the a long list of event job
list. This batch can be executed from the
SPECIAL or EVENTS EXECUTE PROGRAM
function.

Please note that RCCMD should always be
additionally configured in the “UPS Battery low”
Event and if the Event “UPS/shutdown
imminent....” is used, RCCMD must always be
located before the “shutdown UPS in default
seconds” command. For moving the command
lines, “click” with the left mouse on the line, hold
the button and now move the command.

Send eMail

Sends an E-mail. Here we use the SMTP email
client of your UNIX system “sendmail”. Configure
SENDMAIL first before you use this function !
Enter the E-mail address and the corresponding
text into the field.

Send RCCMD EXEUTE to
remote client

This action initiates the execute.bat on a defined
remote client (IP-address). This bat file can be
configured individually by the user. The user may
execute a random program on the remote client
computer, where the execute.bat is located. It is
also possible to attach parameters, whereas
these parameters must be added to the
execute.bat which is executed as described
above.

Execute Program

Executes a configured program. Please enter the
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full path to the executable file. Is the desired
executable the same directory as the
upsman.exe or *. nim, no path entry is
necessary. The handling of other variables is
explained further on in this chapter.

Write to Log file Writes the Event into the local log file of the
UPSLOG.CSV UPSMAN computer
o ATTENTION: Since ups_conf which is CURSES based is no longer

supported, we recommend to use the graphical configuration
JUPSCFG (Java based) for any configuration in the advanced
user area.

4.4.8 Unix/MAC commandline UPSMON

The UPSMON for Unix is a simple monitoring tool for the display of the current UPSMAN
data and for the programming of own scripts for further processsing UPS information.

In addition all UPS functions and UPS tests can be activated by UPSMON:
Parameter for UPSMON

usage: upsmon {-vicdtrh} [-n start-number]

-v Program information

-i <value>Query of a UPS-measurement

-Cc <ups command> Execution of a UPS-function

-d <ups command with duration> <seconds> Execution of a timed UPS-function
-t <ups test> Execution of a UPS-test function

-r <ups test result> Query of a UPS-test functions result

-h Display of extended help

-n <start-number> Is a definite number, if more than one UPSMAN is running on the
Unix-machine (several UPS at one computer)

<values>: -i
status
inputvolt
inputcurrency

battvolt
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temperature
autonomietime
autotime
battcap
batterycapacity
outputpower
inputfrequenz

outputfrequenz

<ups command>: -c

canceltest

cancelbatterytest

cancelshutdown (only certain UPS supporting this command)
alarmreset

bypassmode

shutdownrestore [down seconds] [restore seconds]

switchoutlet [0=0ff|1=0n] [outlet nr]

<ups command with duration>: -d

shutdown
restore
cancelbypass

outputoff

<ups test>: -t

101

customtest
batterytest
selftest

fulltest



<ups test result>: -r
customtest
batterytest
selftest

fulltest

Example:
Command for read "autonomy time":

"./Jupson -i autonom"

Response from upsman :

"upsmon: Inquiry (autonomietime) ups answer: 25.48

Command for Shutdown UPS and Restore

-lupsmon —c shutdownrestore 90 120

o Note: More information about the UPSMON modul is given in part lll
of this manual.

4.5 Apple Maclntosh

4.5.1 UPSMAN for MAC OS 9 - MAC OS 10

MAC OS 9 is no longer supported, only RCCMD should be used on such older MAC
systems. UPSMAN is currently only supported for MAC OS X 10.4 and higher. UPSMAN
on MAC X 10.4 and higher is identical to the UNIX UPSMAN description and installation.

UPSMAN for MAC X is designed for MAC OS 10.4 or higher. Its is using the same
installation routine as UNIX and WINDOWS.

UPSMAN for MAC OS X is identical regarding installation and configuration as the
UPSMAN for UNIX. Please refer to UPSMAN user manual for UNIX when installing
UPSMAN for MAC X.

102



The only difference in MAC X configuration compared to UNIX is the different device
name for the serial /JUSB interface. Since the device name for a RS232/USB interface is
created during the installation of eg. a USB to Serial adapter, the user has to find out the
device name for his new COM or USB port in the MAC X device finder.

5. UNMS - UPS Network Management System

UNMS is an additional viewing tool for UPS installations. It's a UPS network monitor
designed to monitor your UPS devices on different locations in the network. This tool is
useful if you have more than 1 UPSMAN/CS121 to manage. For standalone UPS this
software is not needed.

The UNMS may be delivered as a limited versionwith the UPSMAN license (depends on
UPS makers license regulations). The UNMS Server Service runs intermittent checks on
UPS devices you specify. When problems are encountered, the UNMS Server Service can
send notifications out to administrative contacts in a variety of different ways (For
example: Email). Current status information, historical logs, and reports can all be
accessed via a web browser (Web Console).

s

Web Console ~ Web O|onsole WebCFnsole ®
1
TP Network (LAN / WAN) 0

a

UNMS Server

®

Site
o ®

Figure 86: UNMS Il Environment

The UNMS is not described in this manual, a separate UNMS user manual is distributed
with the UNMS software or can be downloaded from WWW. GENEREX.DE
documentation download area.

6. Simple Network Management Protocol (SNMP)

The Simple Network Management Protocol (SNMP) is a worldwide standard
communication protocol. It is used to monitor any device in the network via simple control
language. The UPS-Management Software also provides its data in this SNMP format.
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UPSMAN supports under Windows the private GENEREX MIB, found as MIB file in the
UPSMAN directory (“‘upsman.mib”. At Linux we support the RFC 1628 standard UPS
MIB which is present in most SNMP software already and does not need to be compiled.
With any SNMP-Management software (e.g. HP-OpenView, Novell NMS etc.) capable of
compiling an external MIB (UPSMAN.MIB) or having the standard RFC MIBs already
implemented — can now connect to the UPSMAN SNMP agent and read UPS data

The UPSMAN software supports the SNMP interfaces from Windows. On all other
operating systems the UPSMAN does not have an SNMP interface. For SNMP data on
such OS we recommend to use an SNMP adapter (eg. CS121) instead. In case you use a
CS121, the UPSMAN software is obsolete since already running inside the CS121.

6.1 UPSMAN with SNMP on Windows

To be able to connect to the UPSMAN via SNMP you have to install and configure the
Windows SNMP service.

Open the Windows Components Wizard (click Start, Control Panel, double-click
Add/Remove programs and then click Add/Remove programs again). In components, click
Management and Monitoring Tools (but do not select or clear its check box) and then click
Details.

Select the Simple Network Management Protocol check box and click ok.

After the SNMP service has been installed you have to configure the SNMP service via
the control panel icon Administrative Tools/Services. Enter the community string of your
management station and the address of the trap target and enter the system group.

Start the SNMP-service from the command line by net start snmp or start with the help of
the icon Services from the control panel. If the installation has been completed
successfully you should receive a cold boot trap on your management console. In addition
you can access system group data.

In order to connect the UPSMAN software and an SNMP adpter is it required to start the
SNMP service. The UPSMAN computer needs to be configured in the SNMP adapter.
Please also refer to your SNMP adapter installation manual.

The UPSMAN SNMP MIB RFC1356 is located into the ,private tree”!
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Figure 87: SNMP MIB Tree

7. FAQ

Problem with SUSE 11.3, x64: UPSMAN is running, remote configuration is possible, but
UPSView does not start (no error message into web-browser)

Solution: Manually installation of the libstdc++ 32bit with the following command:

yast —-install libstdc++-32bit

Problem email transmission on Windows OS: If the UPSMAN should not transmit
emails, you can get more information with the program gblat into debug mode. Enter the
following command out of the UPSMAN default folder C:\Program Files\UPS\upsman:

gblat.exe -debug -to (email address of the receiver) (text)

C:“Program Files“UPS“upsman>gblat.exe —debug —to erikPgenerex.de test
gBlat v2.2.8.6 ¢build : May 6 2084 16:14:18>

Sending stdin.txt to eriklfgenerex.de
Login name is erikCPgenerex.de
»>»>putline>>> AUTH PLAIN AGUyaWsAZ3J1dHpreQ==
{<{{getline{<{ 235 Authentication successful
>>>putline>>> MAIL From: <{erikBgenervex.de’
K<{<{getline<<{<{ 258 0k
)))putllne))) RCPT To: <erikPgenerex.de?
258 0Ok
DATA
354 End data with {CR>{LF>.{CR>{LF>
258 0Ok: gueuwed as 7166248800082

<{<getlined<{<

C:=“Program Files“UPS“upsman?>

Figure 88: gblat Debug
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Solution: Send the faulty output to support@generex.de

Problem with Linux syslog messages:

Jan 8 06:25:28 ALIX1D-2 kernel: [664692.312727] usb 1-4: usbfs:

process 27300 (upsman) did not claim interface 0 before use
Solution: Proceed as follows to discard messages from syslog:

Creat the file /var/log/messages/0l-blocklist.conf

Add the line :msg, contains, « upsman »

Restart syslog with /etc/init.d/syslog restart

Problem with Ubuntu 10.04 syslog messages: Since Ubuntu 10.04 rsyslog is used
instead of plain syslog.

Solution: Proceed as follows to discard messages from syslog:

Create the file /etc/rsyslog.d/0l-blocklist.conf (the 01-part into the filename
forces rsyslog to load this config prior it loads anything else)

Add the line :msg, contains, “upsman” ~ (the lines into the file find any messages
containing the text you want to ignore and discard those messages right away

Restart rsyslog with /etc/init.d/rsyslog restart

Problem with the installation of multiple UPSMAN services on one PC:
Information: We do no longer support it (05/2011).

Problem with the installation on a 64bit UNIX OS:

Solution: If the installer is not running on a 64bit Debian/Ubuntu (GNU/Linux) system, it is
required to install the compatibility libraries with the following command: sudo aptitude
install ia32-1libs

If the installer is not running on a 64bit Fedora 12 (GNU/Linux) system, please do the
following :

Open an editor, create a new file called ,install* and copy the following lines into it:
#!/bin/sh

libs 32=( libXext.i686 1libXtst.i686
libstdc++.1686)
for lib in ${libs 32[@]}
do
yum install $1ib
done

Call the command (as root), to install the required 32bit libs:
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[terminal]:./install
Problem: No communication possible to APC UPS SURTD from 2011

Solution: This UPS model communicates with a proprietary protocol. It is required to use
the APC slot card Legacy (AP9620) for the establishment of a communication.

Problem: Mount of USB stick via command line

Solution: Change into the directory /dev. Execute Is. There you will see the connected
devices. Note the devices like sda, sda1... Connect your USB stick. Execute Is again into
/dev. Now you should see more entries under sda. My stick got the entry sdc1.

Enter the following : mount /dev/sdc1 /mnt
Use this command on FreeBSD OS : mount_msdosfs /dev/da0s1 /mnt/usb
Execute Is —lisa

Now you should the folders of your stick. Change into the accordant directory : cd
Imnt/name of the folder, which contains the installation data.

Extract the the upsinst.tar file : tar —xvf upsinst.tar
Execute the binary file : ./installupsman.bin
Problem: The UPSMAN Message Box does not appear in the front.

Solution: Click on the warning triangle icon with the right mouse button and select
« Always on top ».

Verschieben
L
x  SchlieBen Alt+F4 - nicht fur Installationen beim ‘:D)

Always on top

About

Exit

[z |E

Figure 89: gblat Debug
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Appendix

A. Supported Systems

The UPS Management Software supports all current operating systems. Please use our
internetsite for updates and additional information. http://www.generex.de

B. Know-How Pool

In this section you will find a collection of know-how informationof different operating
platforms and operating systems. Please note that an update of to the latest version of the
UPS-Management software will solve many problems and minor "bugs”. Please contact
your UPS dealer or visit our webs ite under http://www.generex.de The free update to the

latest version of the UPS-Management software is available from CD version 4.17.
Change UPSMAN Window start-up in the registry

This can be done by changing the script, please change the path:
Hkeylocal_machine\system\currentcontrolset\services

in the registry and find the entry start. This enrty should be set to 0x2 (automatic) by
default, 0x3 (manual) and 0x0 means that the driver will be loaded by the Kernel loader at
startup. However, 0x1 means that the dribver will be loaded by ethe 1/0 subsystem at
Kernel startup.

Change UPSMON Window PollRate

To change the PollIRate of the UPSMON to the UPSMAN service, it is required to edit the
value (in seconds) into the file ,upsmon32.ini*, which is stored into the default folder
C:/Program Files/UPS/upsmon:

Figure 90: UPSMON32.INI Edit
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Example settings SUN Solaris 2.6, 2.7 : TTY configuration

Settngs of the serial interface with the admintool:

%! Admintool: Modify Serial Port [ <]}
_ i Pl | Detail: + Basic - More
Port:=b Baud Rate: 9600 s

7 Service Enable

Terminal Type: |

options: |~ |nitialize Only Login Prompt: | Jogin:
Comment: ||
Service Tag: ttyb

Port Monitor Tag: zsmon s

-1 Bidirectional
7 Software Carrier

Expert Options: |~ create utmp Entry Service: ]EJUST/ hinflogin
Streams Modules: | ldterm,ftcompat

1 Connect on Carrier
Timeout (secs): Hever

oK | apply | Reset | cancel | Help

Figure 91: Example Settings SUN Solaris 2.6, 2.7 : TTY configuration
UPSTCP

This program connects the remote Windows or Java UPS monitoring software using the
local UPSMAN program. It must be started, if the you want to "connect" with the UPSMON
software to UNIX controlled UPS. This can be done within the ups.rc startup script. The
upstcp program is based on the TCP/IP network protocol. Any UNIX system has these
protocol implemented; there is no need to install TCP/IP separatly. UPSTCP has to be
started, if UPSMON for the graphical UPS monitoring is used.

CS122 Network Adapter:

When using the an older CS122 UPS network adapter instead of the serial port of the
UPS the following procedure must be followed :

Set the IP adress of the CS122 using ar webbrowser or telnet as described in the
Quickstart set-up for the CS122. Start "ups_conf". Go into the "Set UPS values" screen.

Replace all of the values in the field "COM port Options" uptil the colon with with the
CS122 connection:

For example: replace the Linux-Comport "/dev/ttyS0:2400,n,8,1" by the virtual CS122-
Comport "vcoml1l@192.168.202.122:2400,n,8,1" Note that the values for the baudrate
and other values following the colon will automatically be set when changing the UPS
model.
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5l 2:GX7 - GX7 root - 5SH Secure Shell o =] |

Fle Edit Wiew Mindow Help |

H SR 58 e s 8 s @

F1 quick Canmect ] Profiles |

=l
Set UPS wvalues
Location
COM port Options
TPs Id H
Write to logfile (3): 300
logfile max.size(lb): 1
UPS modelname : SINUS-1000 = ENTEER for li=t!
TP3 cable 1 serial < ENTEE. for list!
TF3 max. load (WA lo0o
TP3 act. load (VWA lo0o
TPS maxholdtime [m): 7
UPS rechargetime (h): g
EBattery install date: EZ5.10.2004
[ ESC ] = Exit Screen [ # 1 = Help
-
Connected to GX7 |55H1 - 3des-iche - cre32 - none | BOx27 @ i

Figure 92: Settings for a CS122 network TCP/IP to Serial converter (MOXA, or other)

(No longer supported) Virtual comport in the UPS values — NOT for CS121 ! The CS121
does not need to communicate with any UPSMAN software, the UPSMAN is part of the
CS121! This is only useful if you use a RS232 to TCP converter like the CS122 or devices
from MOXA.

HP OPENVIEW Bug_ RFC 1628 Trap receiver does not interprete correct
MIB 2 Traps

This bug is know in HP OV 5, 6 for Windows. The moment the trap definition is manually
changed, HP OV transforms the version 2 trap indentifier in to version 1.

How to override: You can manually correct in the trapd.conf file. You will see that the trap
ID has changed from

1.3.6.1.2.1.33.2.1 to 1.3.6.1.2.1.33.0.1 (this is trap 1! - not trap 2). Change this string
to 1.3.6.1.2.1.33.2.1 again to correct this problem.

HP OV Version 5 and 6 SNAP IN under HP UNIX:
Configuration for HP-OV-Snap-in:

in /etc/opt/OV/share/registration/C
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the following file must be present: upsmonov.reg

After the reboot, the process upsmonov must be present in the process list. This process
incorporates normally all objects, which are SNMP supported and also support the
RFC1628-MIB or PPC-MIB.

Please check the following picture:

X Attributes for Object hpux.mytrix.de

11570 Jun 21 1997 ipnap
2197 Jun 21 1337 netmon
829 Jun 21 1997 nnm
1937 ovHomePage
11357 ovhelp

1999 ovsrmp
397 ovu
21 1397 owueb
1997 ovunavigator
1997 v
1997 terminal
1339 upsmon, re;
657 Jun 21 1997 xnmpoliing

st 1 @ 5 2 () @] G B &) ] A B =i B B B B B BB o) Bf (S8 mBXESS8e85E wy

Figure 93: Configuration for HP-OV Javamon

In /etc/opt/OV/sharelregistration/C the following file must be present: upsmon.reg.
The following must be configured in the symbol properies for the object:
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RIS 0 oryce Comnt semt ioixi

d short *vhin)

b volt = % (1d)\n®, *vflt, vEl);

%d 2d %d 2d zd\n",
b[4] b[5] b[E].b[T]);

*) pData, sizeof(x));
pData ST ’ (double) +pData, ppata, x);

la d 3d 3d 3d xdwn",
ata[Z] pDnta(Zi] pnata[ﬂ pData[5], phatal6], pData[7]

Var=%f\n", (double) *Varf];

generexisol 7uspesupsnan-current > ]

mm»:u:z:x\t/upadav/up:dw c

st | 14 @ 5 2 || @] 14 B ] @ A4 1 = B B 1 14 2 B @ s [GEnEAESssont xs

Figure 94: Symbol/ Object Properties

C. Automatic Start of the UPSMON after Reboot (Windows)

If the UPSMON should start after reboot automatically, it is required to link the supplied
,GO.BAT" file, which is located into the default folder C: \Program Files\UPS\Upsmon,
into the startup of Windows.

’

tartup
. SuperviSor
.. Terzio

e mumtawer
P7 Intervideo Information Service
¥ [[s] Windows Calendar
@ A , ] Windons Contacts

4] Windows Defender

IEE » ;2 Windows Fax and Scan

R} &3 Windows Live Messenger Download
5 @ Help and Support [/ windows Mai

cz) = Windows Media Player

° Windows Meeting Space

<= Windows Movie Maker

by (6] shutoown... B

i1 Windows Photo Gallery

Figure 95: ,GO.BAT" into startup

112



M GO - Shortcut Properties

Compatibility I Security | Details | Previous Versions
General  Shotout | Options | Fort | Layout | Colors

@:’ GO - Shortcut

Targettype:  Windows Batch File

Target location: upsmon
Target: "C:\Program Files\UPS\upsmon\GO.BAT"

Start in: I"C:\ngram Files\UPS\upsmon"

Shortcut key: INone

Run: I Normal window L’
Comment: |
Open File Location I Change Icon... Advanced... ]

x|

0K I Cancel Soply

Figure 96: Properties of the ,GO.BAT" Link

D. NTP time synchronization (UNIX)

The Network Time Protocol is defined in RFC1305 and allows the transfer and
maintenance of time functions over distributed network systems.

Basic Configuration

The following command will synchronize the local system time against another server,
ensuring nearest possible time is available before configuring the NTP server:

[bash] #ntpd -b

If failed, try the following command:

[bash] #ntp -b
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" root:bash
File Edit View Scrollback Bookmarks Settings Help

Lirw- £36] -~ # 1fconfig
eth? Link encap:Ethernet Haddr 00:06C:29:57:EC:SS
inet addr; 192 168.200.60 Bcast: 192,168 200,255 Mask:255.255.255.0
anetf addr: fe®0::20¢:29fF: FeS57. ecS/ 64 Scope: Link
UP BROADCAST RUNNING WULTICAST WTU: 1560 Metric:l
RX packets: 594 errors:0 dropped: @ overruns: 0 fram: 0
TX packets: 441 errors:0 dropped: 0 overruns:0 carrier:0
collisions: 0 txqueuelen: 1680
RX bytes: 244373 (232.6 kb) TX bytes:50308 (49,1 ¥b)
Interrupt: 19 Base address: 0x2024

|

1o Lank encap:local Loopback
anet addr:127.0.0.1 Mask:255.0.0.0
inet§ addr: :: )1/ 128 Scope:Host
UP LOOPBACK RUNNING WTU: 16436 Metric:l
RX packets: 70 errors:0 dropped: 0 overruns:0 frame:0
TX packets: 70 errors.0 dropped: 0 overruns:0 carrier:0
collisions: 0 txqueuelen: 0
RX bytes:4364 (4.2 Kb) TX bytes:4364 (4.2 Kb)

Umue-F26i:~ ¢ ntpd -b

Linux-£35j

Figure 97: Bash — ntpd —b
Make a backup of the original file (/etx/ntp.conf):
[bash]#cp /etc/ntp.conf /etc/ntp.conf.original

Edit the configuration file and do the following changes :

[bash]#vi /etc/ntp.conf

The following declarations into the /etc/ntp.conf file are required :
#Finding a Time Source.

# The default configuration for ntpd servers after version 4.2 uses the NTP
#Pool for the default server sources.

Server 0.pool.ntp.org
server l.pool.ntp.org

server 2.pool.ntp.org
# Access Controls.
restrict default kod nomodify notrap noquery nopeer

#The NTP Pool servers have been listed as a time source already (ver 4.2
#onwards), and they too need restrictions applied so the local server can
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#synchronise from them. Ensure the access control parameters are strict
#enough that the remote servers can only be used for queries.

restrict O.pool.ntp.org mask 255.255.255.255 nomodify notrap noquery

restrict l.pool.ntp.org mask 255.255.255.255 nomodify notrap noquery

restrict 2.pool.ntp.org mask 255.255.255.255 nomodify notrap noquery

# To allow all the workstations inside the internal private network to be able to query the #time
from your server, use the following access control rule (adjust subnet if needed).

restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

server 127.127.1.0 # local clock
fudge 127.127.1.0 stratum 10
driftfile /var/lib/ntp/drift
broadcastdelay 0.008

keys /etc/ntp/keys

Starting the NTP

[bash] #ntpd -b

If failed, try the following command:

[bash]#ntp -b

File Edit WView Scrollback

& nepd -Bb
# mtp b

bash: n'l:p.: command mot Found

Figure 98: Bash — ntp —b

You should now set the runlevels required for the ntpd service, then restart it:
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chkconfig --level 2345 ntpd on
/etc/init.d/ntpd restart
or

chkconfig --level 2345 ntp on

[etc/init.d/ntp restart



File Edit View Scrollback Bookmarks

Linux-f36§:~ & nepd -b

L:.||||:-f3ﬁ_'i:1- & nTp b

bash: ntp: command ot found

Linua-F365:~ # chkeenfig - -Level 2345 nepd on
migpd: wnknown service

Linuu=f2651~ # chkcenfig - -Level 25 ntp on
LEnux-F36§: ~ # I

Figure 99: Runlevel

You can check which runlevels the service will be active with the following command:

[bash]# chkconfig --list ntpd
or

[bash]# chkconfig --list ntp

File Edit View Scrollback Bookmarks Settings Help

Linus-f26]:~ # chkconfig --list ntpd

ntpd: unknown service

Tirue-F36]:~ # chkeonfig --list ntp

ntp 0:off  Lioff . &:of f
Linuz-F36j:~ # I

Figure 100: Check config

To see if the service started successfully, you should check the system log file with the
following command:

[bash]# grep ntpd /var/log/messages
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Edit View Scrollback

1a:
pid=1793

1
1
1
1

:52: 17 linux-f36]
:52:17 linux-f36]
117 Linux-f36]
117 Linux-f36]
:562: 17 linux-f36]
117 Linux-f26]
;17 Tinux-f326]
;50 linux-f36]
;50 linux-f36]
;50 linux-f36]
150 Linux-f36]
180 Tinux-f36]
80 Linux-f36]
1580 linux-f36]
1580 Tinux-f26]
;50 Tinux-f326]
;50 linux-f36]
;50 linux-f36]
;50 linux-f36]
;088 Linux-f36]
;088 Linux-f36]
08 Linux-f36]
108 Linux-f36]
108 Linux-f26]
;08 Tinux-f326]
108 Tinux-f36]
108 Tinux-f36]
08 Tinux-f36]
08 Tinux-f36]
;088 Linux-f36]
;088 Linux-f36]
132 linux-f36]
132 linux-f36]
132 linux-f26]
;32 Tinux-f36]

38: 27 Linux-f36]

:31:04 Linux-f36]
:31:04 Linux-f36]
:31: 04 Linux-f36]
:31: 04 linux-f36]
:31: 04 inux-f36]
:31: 04 Linux-f36]

ntpd[20974]:
ntpd[20974]1:
ntpd[26974]:
ntpd[ 269741
ntpd[20974]:
ntpd[20974]:
ntpd[20974];
ntpd[21194]:
ntpd[21195]:
ntpd[21195]:
ntpd[21195]:
ntpd[21195]1:
ntpd[21195]:
ntpd[21195]:
ntpd[21195]:
ntpd[211951];
ntpd[21195]:
ntpd[21195]:
ntpd[21195]:
ntpd[28156]:
ntpd[28157]:
ntpd[281571: 1
T Listening on interface #0 wildcard, 8.0.0.0#123 Disabled
: Listening on interface #1 wildcard, ::#123 Disabled

b ; Listening on interface #2 o, ::1#122 Enabled
tpd[281571:

ntpd[281571:
ntpd[281571:
: Listening on interface #5 eth2, 192.168.200. 635123 Enabled

: kernel time sync status G040

: frequency initialized -3.749 PPW from /var/1ib/ntp/drift/ntp. drl

ntpd[28185]:
ntpd[28185]:
ntpd[28185];

kernel: type=1505 auditl1273043221.584:18): operation="profile Lload" name="/usr/shin/ntpd" name2="de

ntpd[4687]:
ntpd[4163]:
ntpd[4169]1:
ntpd[4189]1:
ntpd[4189];
ntpd[4189];

Figure 101: Log messages

(=) kupdateapplet

re po-non-oss: [[] Valid metadata not founc
Listening on interface £2 o, ::1#123 Enable re po-oss: [|] Valid metadata not found at s

Lll.steml.ng on Jl.m:erface #3 eth2, fes8n::20c:29 re po-update: [] Valid metadata notfound
Listening on interface #4 lo, 127.8.0.1£123

Listening on interface #5 lo, 127.0.0.28123
Listening on interface #6 eth2, 192.168.200.4
kerngl time sync status 0040

frequency initialized -3.749 PPH from /var/lib/ntp/ drift/ntp. drift
ntpd 4.2 4pSal. 1541-0 Wed Dec 3 B7:22:15 UTC 2008 (1)

precision = 1.@080 usec

ntp_io: estimated max descriptors: 1824, initial socket boundary: 16
Listening on interface #0 wildcard, 0.8.8.0£123 Disabled

Listening on interface #1 wildcard, ::#123 Disabled

Listening on interface #2 o, ::1#123 Enabled

Listening on interface #3 eth2, fe80::20c: 29FF: fe57: ecS5#123 Enabled
Listening on interface #4 lo, 127.0.0.1#123 Enabled

Listening on interface #5 lo, 127.0.0, 28123 Enabled

Listening on interface #6 eth2, 192.168.200 682123 Enabled

kernel time sync status 0048

frequency initialized -3.749 PPH from fvar/lib/ntp/drife/nep. drife
ntpd 4.2 4pSel. 1541-0 Wed Dec 3 @7:22:15 UTC 2008 (1)

precision = 1, AR us
ntpdo7 estimated max descriptors: 1824, initial so

Bookmarks  Settings  Help

Listening on interface #3 eth2, fe80::20c:29Ff:fe57: ec55#123 Enabled
Listening on interface #4 lo, 127.0.8.1#123 Enabled
Listening on interface #5 lo, 127.0.8. 28123 Enabled

atpd 4.2.4pSal.1541-0 Wed Dec 3 B7:22:15 UTC 2068 (1)
precisis
ntp_io: estimated max descriptors: 1824, initial socket boundary: 16

unable to bind to wildcard socket address 0.0.0.0 - another process may be running - EX

ntpd 4.2 4p5el. 1541-0 Wed Dec 3 G7:22:15 UTC 2008 (1) |
precision = 1.088 usec L
ntp_io: estimated max descriptors: 1824, initial socket boundary: 16

Listening on interface #0 wildcard, 8.0.0.0£#123 Disabled
Listening on interface #1 wildcard, ::#123 Disabled
Listening on interface #2 Lo, :;1#122 Enabled

<>

You can now query the NTP server with the ntpg (query) tool:
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[bash]# ntpg -pn



a

File Edit Wiew Scrollback Bookmarks Settings Help
Tinux-f36]:~ &
Tinux-f36]:~ #
Tinux-f36]:~ #
Tinux-f36]:~ #
Tinux-F265:
Tinux-f36]:~ &
Tinux-f36]:~ &
Linux-F36]:
linuz-f36j:~ # clear
Tinux-f36]:~ # ntpg -pn

remte refid st t when poll reach delay offset jitter
127.127.1.4@ LocL. 51 51 &4 377 O. 600 G.66a  0.001
+85.214 116.15 192.53.163.188 2 u K3 256 377 27.806 -9.076 1.490
*188.193.210.74 . DCFL. lu 193 256 377 62.568 -9.812 2.250
+89.238.71.130 192.53.163.168 2 u 182 258 377 21.831 -1.951 2.113
127.127.1.08 LLacL. w1l 27 &4 377 G.06063 G.0600  6.601
Tinux-f36]:~ & I

Figure 102: NTP query

E. UPSMAN configuration without graphical interface (Linux)

Perform a “Silent Installation” (text-only output) on the Linux machine. Store the cd-data
into /usr/ups and start the UPSMAN web-server with the command . /upshttpd

Start a java-compatible web-browser on a machine with graphical interface. Enter the
following address:

http://<ip-or-name-of-upsman-machine>:8081/jupscfg.html

Enter the desired configuration data and restart the UPSMAN daemon. Done!

F. Error codes (UPSMAN)

List of the UPSMAN Error codes, which consist of 4 digits e.g. 4603 indicates an error at
the serial interface.

Severity information codes:

0xxx Success information

Ixxx Severity informational

2XXX Minor error, warning

AXXX Major error, process stopped
Error type:

X1XX Unknown error
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X2XX
X3XX
X4XX
X5XX
XBXX
XTXX
X8XX
Extended error information:
XXx1
XXX2
XXX3
XXX4
XXX5
XXX6
XXXT
XXX8
XXX9
XXXA
XXXB

XxXC

Out of heapspace

Module not installed

UPS protocol failure

Locked, failure during operation
Connection failure

Capability failure

UPS database error

Unknown error

Error in installation

Error at serial interface

No communication with UPS,but COM port opened OK
No answer from UPS within 3 seconds
Incorrect data from UPS received

Header of UPS protocol is missing or defect
Checksum error in protocol string of UPS
Unspecified error

UPS did not accept the command

End of command string or byte was missing

COM port could not be opened

The following error codes in table are displayed when the UPSMAN software fails to start.

Error  Error name  Description

code
2 ENOENT No such file or directory
This happens if the device name is not found. The
reason can be a missing colon (":") at the end of the
device name
50r6 EIO/ No such device or address. |.e. the device name
ENXIO exists, but the physical device does not. E.g. the

device name is /dev/ttyS2, but the computer has only
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two serial devices.

22 EINVAL Invalid argument. The serial port driver of the UNIX
system does not support a function call the UPSMAN
programm.

25 ENOTTY Not a serial device. Please choose a device name

which is not a serial device.

G. Cable types

For UPS communication cable please refer to GENEREX website download
documentation or contact you UPS maker.
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