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1. Making effective use of this document

1.1 How to use this manual

This operating manual will concern qualified experts in electrical engineering and communica-
tion technology!

To make it easier for you to understand and revisit certain sections of text and instructions in the
manual, we have used symbols to identify important instructions and information. The meaning of
these symbols is explained below:

‘f Information calling attention to hazards is marked with this warning symbol.

Information intended to assist the user to make optimum use of the product are
marked with the Info symbol.

1.2 Overview of chapters

¢ Making effective use of this document:
This chapter gives you instructions on how to use this documentation

o Safety instructions
This chapter describes the dangers during installation and when operating the device

e Product description:
This describes the scope of delivery and product options

¢ Standard application:
This chapter deals with the normal use of this product

¢ Installation, connection and commissioning:
This chapter shows the steps to take up to commissioning

e The BMS-Ethernet Gateway COM460IP:
This chapter describes the display and operating elements and the device operation by means
of the device's own menu

o COM460IP web user interface:

This chapter describes how to operate the COM460IP conveniently using the web browser
and how to query and parameterise the bus devices connected to the COM460IP

o Display function for mobile Web applications:
This chapter provides a presentation of the bus overview by means of a smart phone

COM4601P_D00023_00_M_XXEN/08.2013 9
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Data access using Modbus/TCP protocol:
This chapter deals with the protocol main features

Modbus process image in the COM460IP's memory
In this chapter, the representation of BMS data on Modbus/TCP structures is described in detail

Technical data:
In addition to the technical data you will find here ordering details and characteristics of device
variants (software options)

Troubleshooting:
This chapter offers service and support in case of malfunction. In addition you will also find here
information on our Technical Service department

INDEX:
The key word index assists you in finding the term you are searching for.

1.3 Quick reference guide

Connection of the COM460IP

If you are familiar with the installation and connection of electrical devices as well as networking,
particularly with Ethernet, you can start right away with the wiring diagram on page 21.

It may also be helpful to refer to block diagrams representing an application example with an inter-
nal and external bus on page 17.

Using the web user interface
You can easily access the COM460IP using a standard web browser. For details refer to page 31.

Using the Modbus/TCP functions
Information about this field can be found from page 113 onwards.

10
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2. Safety instructions

2.1 Work activities on electrical installations

e Only skilled persons are permitted to carry out the work necessary to install, commission and
run a device or system.

o Compliance with applicable regulations governing work on electrical installations, and with the
regulations derived from and associated with them, is mandatory. EN 50110 is of particular
importance in this regard.

Any work on electrical installations which is not carried out properly
can lead to death and injury!

o Ifthe device is being used in a location outside the Federal Republic of Germany, the applicable
local standards and regulations must be complied with. European standard EN 50110 can be
used as a guide.

2.2 Intended use

The BMS-Ethernet gateway COM460IP connects the serial Bender BMS bus to Ethernet TCP/IP net-
works. The gateway converts alarms, measured values and statuses from the BMS bus into Modbus/
TCP protocol. That allows connection to Modbus networks and visualisation and evaluation using
standard web browsers with Silverlight plugin.

If the gateway is operated on the internal BMS bus, the other devices on the internal BMS bus can
be parameterised.

2.3 Address setting and termination

In order to ensure proper functioning of the BMS Ethernet gateway COM460IP, correct address set-
ting and termination is of utmost importance.

Assigning addresses that are already used by existing devices in the BMS or
TCP/IP networks concerned may cause serious malfunctions.

Ensure correct address setting and termination of the COM460IP.
For details refer to the chapter basic configuration from page page 19 onwards.

COM4601P_D00023_00_M_XXEN/08.2013 11
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3. Product description

3.1 Scope of delivery
You will receive:
o the COM460IP

e an operating manual as pdf file in the device memory,
accessible via the web user interface under "Tools" > "Manual"

e ashort description

3.2 Short description

The BMS-Ethernet gateway COM460IP converts data from the Bender BMS bus into TCP/IP protocols.
The device utilises an integrated web server which can easily be used for displaying data from BMS
systems on any PC via a web browser with Silverlight plug-in.

In addition, a Modbus/TCP server is integrated to convert BMS data for Modbus clients.

In addition, COM460IP provides an FTP server for file access.

Ethernet-TCP/IP interface:
The coupling is performed via the internal Layer-2 switch. Two Ethernet ports are available.

Interface on the BMS side:

COM460IP can be operated as master or slave. In master mode requests can be answered faster.

If, in addition to the basic device, add-on packages (software licences) have been purchased, an ex-
tended scope of functions is available for each additional option.

The basic device can be used as a stand-alone device or in combination with optional packages.
The characteristics, which depend on the individual configuration of the package, are described in
the following chapters.

3.3 Basicdevice

o Representation of BMS data using a standard web browser with Silverlight™

plugin
o Representation of current measured values, operational and alarm messages

e Time synchronisation for all BMS bus devices

o Integrated Ethernet switch: 2 x RJ45, 10/100 Mbit/s

o LCD for simple address setting

o Operation possible optionally via the internal or external BMS bus

o Access to all devices connected to the BMS bus using the web server

¢ Modbus/TCP data access to BMS addresses 1...10 of the first internal BMS bus

e Password-protected device menu

o History memory for 1000 entries

¢ 12 data loggers, freely configurable with 1000 entries each.

COM4601P_D00023_00_M_XXEN/08.2013 13
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3.4 Optional package A - Individual messages

o Assignment of individual texts for devices and measuring points (channels).

¢ E-mail notification to various user groups in the event of alarms and system faults. The e-mail
address of the sender being displayed can be entered.

o Device failure monitoring

e Report function saves measured values and settings. Saved settings can be compared with the
current settings made on the COM460IP.

3.5 Optional package B - Modbus/TCP expansion
COM460IP can be operated on the internal or external BMS bus.

e More BMS addresses can be displayed via the Modbus/TCP server when used in the external
BMS bus, up to 98x150 BMS devices can be monitored (98 BMS devices external, 150 BMS
devices internal)

e Upto 150 BMS devices can be monitored on the internal bus

e From an external application (e.g. visualisation software) commands can be sent to BMS
devices.

3.6 Optional package C - Parameter setting

o Fast, simple parameter setting of BMS devices using the web browser,
also see “List of devices compatible with COM460IP” on page 15.

e BMS devices, other than COM460IP, can only be parameterised when the gateway is operated
on the internal BMS bus

¢ Report function saves measured values and settings when the gateway is operated on the
internal BMS bus. Saved settings can be compared with the current settings made on the
COM460IP. The saved settings can be reloaded into the COM460IP.

3.7 Optional package D - Visualisation

e Fastand simple visualisation without any programming. For example, measured values or
alarms can be arranged on a floor plan and visualised.

¢ Displaying an overview the contents of which takes up more than one page. Jump to another
view page and back to the overview page.

o A graphical representation with the scaling of the time axis for the data logger of COM460IP
and compatible Bender devices (see “List of devices compatible with COM460IP” on page 15).

¢ System visualisation: Displaying several gateways (COM460IP, CP700) on one website. Display-
ing common alarms of the devices. Clicking on a device being displayed will open its web user
interface.

14 COM4601P_D00023_00_M_XXEN/08.2013
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3.8 Possible applications

e Commissioning and diagnostics of BMS bus systems

¢ Optimum representation and visualisation of device and system statuses supported by silver-
light functions in the web browser

o Specific system overview according to individual system description
o Selective notification to various user groups in the event of alarms

o The use of professional visualisation programs permits conversion of BMS data to Modbus/TCP
protocols

e Observing and analysing communication-capable Bender products, such as RCMS, EDS and
MEDICS® systems

¢ Simple and fast parameterisation of BMS systems, storage and documentation of settings

3.9 List of devices compatible with COM460IP

A current list of the devices that can be parameterised is available under the address:
http://www.bender-de.com/de/products/system components/com460i p-compatible devices.html

3.10 Software products used for COM460IP

e FJCore under the MIT licence (http://www.opensource.org/licenses/mit-license.php)

e AES256 implementation:
* Copyright (c) 2007-2009 llya O. Levin, http://www.literatecode.com
* Other contributors: Hal Finney(modified to AES128)

e SilklIcons
This work is licenced under a Creative Commons Attribution 2.5 licence.
[ http://creativecommons.org/licenses/by/2.5/ 1

COM4601P_D00023_00_M_XXEN/08.2013 15
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4. Standard application

4.1 COMA460IP on the internal or external BMS bus

Bender systems such as EDS46x/49x, RCMS46x/49x and MEDICS communicate with each other via
the Bender measuring device interface BMS.

The BMS-Ethernet gateway COM460IP serves as a coupling between the BMS bus and TCP/IP net-
works. The internal Modbus/TCP server of the COM460IP communicates with the Modbus/TCP client
via these networks.

The integrated web server allows BMS data to be queried using standard browsers with installed Mi-
crosoft Silverlight.

The following block diagram illustrates the operation of the gateway in an internal BMS bus.

rili‘ii‘ rili‘ii‘ rili‘ii‘ rili‘ii‘ Modbus/TCP
| : 1Modbus-RTU\ I BACnet | : OPC : Client
I |

| Modbus/TCP, | Modbus/TCP, | Modbus/TCP, | Modbus/TCP,

\ \ \ | —
’ LAN ‘
Web- Web-
Browser Browser
] PC1 PC2 PC3
TCP/IP|via ISDN, DSL, .. Firewall ‘ Y T |
1 1 1
] LAN \
TCP/IP via Ethernet
10/100 Mbit/s
frierr [aa G I TVTY
| Layer-2-Switch |
Web Server Modbus/TCP Server
Port 80 Port 502
BMS FTP Server
Master (Slave) Port 21
COM460IP
[ j [ j Rs485[A] [B]
IZ:] E -
QEE\EIJH 1200
&] E_I
(.
120Q max. 1200 m

BMS bus

Fig. 4.1: Block diagram of a coupling between an internal BMS bus and TCP/IP networks
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R N I N N W
. | IModbus-RTU| | BACnet | oPC Modbus/TCP

| Modbus/TCP| 1 Modbus/TCP, 1 Modbus/TCP| | Modbus/TCP|
| | | | E—
’ LAN ‘
Web- Web-
Browser Browser
TCP/IP|via ISDN, DSL, ... Firewall l;l
| LAN ]
TCP/IP via Ethernet
10/100 Mbit/s
‘ Layer-2-Switch ‘
Web Server Modbus/TCP Server
Port 80 Port 502
BMS FTP Server
Master (Slave) Port 21
COM460IP
Rs485[A] [B]
{}
BMS bus, external 120Q
120Q max.1200 m
-
Be [ee]
Medics TM800
Tableau
Ai] [Bi] Rsass
I ] =
1200
o
DDM
[B] [a] (a]
-
1200 max.1200 m

BMS bus, internal

Fig. 4.2: Block diagram of a coupling between an external BMS bus and TCP/IP networks

4.2 Internal and external BMS bus

The majority of Bender devices communicates via the internal BMS bus.

Individual devices, such as MK800, TM800 or Bender panels can communicate via both the internal
BMS bus (BMS i) and the external BMS bus (BMS e).

The BMS-Ethernet gateway COMA460IP is quite exceptional. This device is capable of communicating
either via the internal BMS bus (BMS i) or the external BMS bus (BMS e).

For details about the changeover to different BMS bus protocols BMS i or BMS e, refer to

the "Protocol” menu "Setting the BMS address" on page 20 and to "Menu overview" on page 27.
When the COM460IP is operated on the external bus, parameter setting on additional bus devices
is not possible. The COM460IP itself, however, can be parameterised via the connected LAN.

18 COM4601P_D00023_00_M_XXEN/08.2013
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5. Installation, connection and commissioning

The BMS-Ethernet gateway can usually be integrated into existing LAN structures, but can also be
operated via a single PC on the Ethernet side.

i

5.1

1. Have all the questions as regards the installation been answered by the technician responsible
for the installation?

If you are familiar with the configuration of computer networks, you can carry
out the connection of the COM460IP by yourself. Otherwise please contact
your EDP administrator!

Preliminary considerations

2. Shall the device be operated on the internal or external BMS bus?
Is the BMS address to be set known?
Can COM460IP be operated as the master (BMS address 1)? If apart from the COM460IP, an
alarm indicator and test combination MK800 is connected to the internal bus, the COM460IP
must not have address 1 (master).
You will find more detailed information on the BMS topic, in particular about the wiring of bus
devices, in the separate document "BMS bus". You can download the document from the
download area of the website www . bender-de . com.

3. Does the computer network comprise a DHCP server?
Otherwise, the network data such as the IP address and netmask allocated by the person
responsible for the electrical installation have to be set manually.

4. Ask for the IP address of the NTP server, which is required for automatic time setting.

5. Are suitable PC hardware and software available for commissioning? -
Minimum system requirements: 1.6-GHz processor/512 MB RAM /
Windows XP/Vista/7/Web browser with Microsoft Silverlight (version 5.0 or higher).

Forinitial connection, a basic configuration of the COM460IP depending on the specifics determined
is required, which is to be carried out outside the installation.

5.2 Basic configuration
The COM460IP will be delivered with the following address-relevant factory settings:

Parameters Factory setting Submenu in the device menu
IP address: 192.168.0.254 1.IP>1.IP
Netmask: 255.255.0.0 1.1P>2.SN
Standard gateway: 192.168.0.1 2. Standard gateway > 1. IP
DHCP: on 3.DHCP > 1. DHCP
toff: 30s 3. DHCP > 2. t(off)
BMS address: 2 4.Interface > 1. Address
BMS protocol: BMSi 4, Interface > 2. Protocol
toff = max. IP-address assignment time

COM4601P_D00023_00_M_XXEN/08.2013
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: B E N D E R Installation, connection and commissioning

Proceed as follows:

1. Connect the COM460IP to supply voltage.
2. Set the agreed BMS address in the menu of the COM460IP; see chapter 5.2.3.

3. If the computer network of the installation comprises a DHCP server, you don't need to assign
an IP address in the COM460IP menu, the IP address will be assigned automatically.

4, If the computer network does not comprise a DHCP server, the IP address and netmask are to
be set as determined by the EDP administrator, see chapter 5.2.2.

5.2.1 Automatic retrieval of the IP address
If the existing EDP structure comprises a DHCP server, the COM460IP can automatically negotiate an
address after connecting to the LAN. The device is factory set to DHCP = on.

5.2.2 Manual setting of the IP address and the subnetmask, where appropriate
The setting on the COM460IP display is described here as an example:

1. Press the "MENU" button on the COM460IP.

2. Select "1. Settings" > "1. Server" > "1.IP" > "1. IP”. The factory-set
IP address will be displayed and can be changed now.

3. Modify the addresses block by block using the buttons "A" or "V¥".
4. Confirm each address block with the "4" button.

If the netmask is to be changed, navigation is performed in the same way as for the IP address. Any
other settings can be carried out easily with a browser via the graphical user interface of the
COM460IP once the gateway has accessed a PC via TCP/IP. Details about the user interface can be
found from page 31 onwards.

A fixed IP address was assigned to the device. Therefore it is necessary to switch off the DHCP func-
tion of the COM460IP:

1. Select"1. Settings" > "1. Server" > "3. DHCP" > "1. DHCP".
2. Select "off" using the "A" or "V¥" button.
3. Confirm the change with "".

5.2.3 Setting the BMS address

The following description is based on the assumption that the device is operated on the internal BMS
bus.

Factory setting: ,1. Settings > 2. Interface > 2. Protocol”="BMS i". Also refer to page 27.

First of all, you need to clarify whether the COM460IP can be operated as BMS master. If possible, as-
sign BMS address 1. This is the standard setting allowing for a higher data rate throughput. In this
case, a new address has to be assigned to the present master. If slave operation is required, there
should be no gaps between addresses. These may reduce data throughput.

1. Press the "MENU" button on the COM460IP.

2. Select"1.Settings" > "2.Interface" > "1. Address". The factory-set BMS address will be displayed
and can be changed now.

3. Modify the addresses block by block using the buttons "A" or "V¥".
4. Confirm the modified BMS address with "Enter".

20 COM4601P_D00023_00_M_XXEN/08.2013
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5.3 Installing the device
Possible methods of mounting:

o DIN rail mounting

e Screw mounting with 2 x M4 (dimension diagram on page 134)

i

5.4 Connecting the device

For UL application, the following is to be observed:

- Supply voltage U, see nameplate and ordering information

- Maximum ambient temperature 55°C

- For use in pollution degree 2 environments

- Only 60/75-°C copper wires are to be used

— Tightening torque for terminals 0.5...0.6 Nm

When installing the device, please take into consideration that the device is only to
be used in locations that are protected from unauthorised entry!
This can be installation works in a switchboard cabinet, for example.

Connect the terminals and the sockets of the COM460IP according to the wiring diagram.

US
sall] [|]eA

|a1]az|
IngPing [11] o ]14]
)
[ ] D)
)
)
CEERL |AMB|BMB| . h\
ETH1 | ETH2 R ,|A|B]
@ @
BMS-Bus
2x RJ45 RS-485

on

off
(AMB, BMB)
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Terminal Description

A1, A2 Connection to the supply voltage, 6 A fuse recommended,
two-pole fuses should be used on IT systems.
For UL and CSA applications, it is mandatory to use 5 A fuses.

IN1, GND1/2, IN2 Currently has no function (digital inputs)

11,14 Currently has no function (alarm relay K1)

IN3, GND3/4, IN4 Currently has no function (digital inputs)

AMB, BMB Currently has no function

Ron/off (AMB,BMB)  Currently has no function

ETH1, ETH2 Two connections for connection to a personal computer or connection to the
local network (Hub, Switch, Router).
Connection using a CAT5 cable; internal Layer-2-Switch with cable autodetect.

A B Connection BMS bus (internal or external) with shielded cable (e.g. J-Y(St)Y 2x0.8).

Ron/off (A,B) Switch for BMS bus termination. When the device is installed at the end of the bus,
set the termination switch to "on".

5.5 Commissioning

1. After making the first address settings, the installation and the connection of the device, start a
standard browser to access the graphical user interface of the internal web server.

2. Enter the current IP address (visible on the COM460IP LC display) to call up the start page of
the graphical user interface.
You can tell from the DCHP status "Active" appearing in the first line of the device display that
the current address has been assigned by the DCHP server, unless you have not changed the
factory setting.

3. Click on the "Bus overview" menu on the web-user interface to display the bus devices.

4. If everything works properly, a list of all accessible BMS devices should appear after a few sec-
onds. In the most unfavourable case, it can take up to 7.5 minutes until all accessible devices
on the internal BMS bus (COM460IP = MASTER) are recorded, on the external bus it can take up
to one hour.

5. If, nevertheless, malfunctions occur at the bus devices, please check whether the respective
device is provided with the current software version.
A current list of parameterisable devices is available under “List of devices compatible with
COM460IP” on page 15.

5.5.1 Determining address data

The IP address and subnet mask must be known for the operation of the COM460IP. If these data
have been changed without making a note of the modified address data, the following options are
feasible:

e Press the "Menu" button. Read or change the address from menu "1. Server > 1.IP".

¢ Enter NetBIOS name in the web browser: "http://com460ip" or "com460ip" (dependant on the
browser). Requirement: COM460IP and PC must lie in the same address range.
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6. The BMS-Ethernet gateway COM460IP

6.1 Display and operating elements

12 4 13 5 6
[/ | ] /
coma6olP C/) Eg1 (5 582
act/ link act/ link | 7
33— Onum
e
2o J @]
1—{fe= \ (@]
\
11

Fig. 6.1: COM460IP front plate

Key

1 "ON“ LED, lights when supply voltage is applied.

2 "COM” LED, lights when the gateway is responding to BMS requests.

3 "ALARM” LED, lights when an internal device error occurs.

4 LED "ETH1 act/link" flashes when data is being transmitted.

5 LED "ETH2 act/link" flashes when data is being transmitted.

6 "INFO” button to query the COM460IP for device-specific information.
"ESC” button to leave the menu function without changing the parameters.

7 " A" button: to move up in the menu, to increase the parameter value.
Micro-SD card

9 "W" button: to move down in the menu, to decrease values.

10  "MENU" button for starting and exiting the menu.
"J" button to confirm parameter change.

11 LCdisplay for standard and menu mode

12,13 No function (reserve)

Do not remove the Micro-SD card to ensure that all device fea-
tures are retained!
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6.1.1 Automatic contrast setting for the display
The display contrast is factory set to an optimum value. In exceptional cases, it may be necessary to
adjust the contrast manually.

Simultaneously press and hold down the "ESC" and "" buttons. All available contrast modes are
continuously indicated in an infinite loop: minimum contrast, maximum contrast, no contrast (last-
ing some seconds), then the same cycle starts again. If the button "V¥" is additionally pressed, the
contrast modes will be displayed in the opposite direction.

Release the button as soon as the desired level of contrast is reached.

6.1.2 Display in standard mode
Network-related parameters will be indicated.

1/—com460ip
2/—DHCP—Status: on
3—1P:192.168.0.254
4—122.06.2012 12:34

Key

1 Device type

2 DHCP status: Active ==>DHCP server found or DHCP activated in the menu.
DHCP status: off ==> DHCP server not found or DHCP deactivated in the menu

3 IP address of COM460IP
4 Current date and time

6.1.3 Display in menu mode
Use the "MENU" button to switch to the Menu mode.

ElEXit

1. History

2. Data logger
3. Settings

A blinking cursor supports menu navigation.
¢ You can access the individual menus by means of the "A" or "V¥" button.
e Press the "1" button to confirm the selection of a menu or any setting you changed.

o To leave the respective menu level or discard a setting which is not confirmed yet, press the
"ESC" button.

Menu mode is exited if no button is pressed for longer than five minutes.

6.2 Factory setting
All factory settings you will find in the table on page 27.
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6.3 Menu overview diagram

The following diagram will help you to familiarise yourself with the menu:

| Exit |

|1.History |

— Exit
|2.Data logger | 4|1 Server
2 Interface
—3.Modbus

|
|
|
|
3.Settings |—4|4.H|story/Logger :
|
|
|

4|5.Language
———6.Clock
7 Password
|4.Info | —8.Service

6.4 Main menu functions

Menu Function Page
Exit Exit menu mode
1. History Display of the history memory (1000 entries) with information about 25

alarms, warnings as well as acknowledgements and associated times.
Display of the minimum and maximum measured value after an alarm
has occurred, incl. address and channel.

2. Data logger Display of the12 data loggers. Shows measured values of individual 26
channels with date and time (max. 1000 entries per data logger).

3. Settings Make the necessary settings for this device. 27
4.Info Display information on device type and firmware versions. The same 30
information as indicated in the standard mode when pressing the
"INFO" button.

6.4.1 Menu 1: History

The history memory stores up to 1000 entries (prewarnings, alarms, tests) occurred on the BMS bus.
A maximum of 50 open alarm messages can be pending at the same time. The history memory can
be stored failsafe in the EEPROM.

If the history memory is full, the oldest entry will be deleted in the event of an alarm to create space
for the new entry.
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6.4.1.1 Displaying the history memory

1. Use the arrow buttons to select the entry you require. The most recent entry appears first on
the display. Older entries can be selected with the Up/Down buttons.

500/512

Start: 04.05.13/16:00:01
Quit: 04.05.13/16:00:33
End: 04.05.13/16:03:17

2. Press"d" to call up the message text for the selected entry. In the last line, the path the mes-
sage took to reach the device (In this case: insulation , BMS bus address 3, channel 9) is dis-
played. When the message "TEST" appears in the last line of the alarm text presentation, it
shows that the current history entry results from a test at this device.

500/512

® Insulation fault
min.42.0Q /max.42.0Q
Addr.:3 Chan.:9 TEST

3. Press "J" again to go back to the entry selection screen.

Repeat these operating steps for all required messages. Then press "ESC" to exit the menu.

6.4.1.2 Delete the history memory
Select "3. Settings" > "4. History/Logger” > "1. History" > , 1. Delete". This entry must be confirmed
once again. Also refer to the description in table “1. History” on page 28.

6.4.2 Menu 2: Data logger

Up to 1000 entries can be recorded for each of the 12 data loggers. A new measured value will be
entered when the conditions set in the "3.Settings" > "4.History/Logger" > "2.Data logger" menu are
met. You also make settings for overwriting and deleting measured values here (also refer to table
“2. Data logger” on page 28).

1. Use the arrow buttons to select the required data logger.

Exit
1.Data logger
2.Data Togger
3.Data logger

2. Usethe"J" button to call up the stored measured values for this data logger.

6/46

6:21.05.13/14:00:01 600mA
5:21.05.13/14:00:33 <1mA
4:21.05.13/14:03:17 98mA
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3. Usethe"d" button to display the selected entry.

® 100mA

6/46

Residual current
21.05.13/14:00:01

4. Press "d" again to go back to the entry selection screen.

Repeat these operating steps for all required entries. Then press "ESC" to exit the menu.

6.4.3

Menu 3: Settings on the device

The menu is divided into maximum four levels. All menus listed in the table can be called up via the
main menu "3. Settings" in the uppermost menu level.
All control buttons are explained on page 23.

Menu level 2| Menu level 3

Menu level 4

Factory
setting

Description

1. Server 1.1P

1.1P

192.168.0.254

Set the IP address of COM460IP

2.SN

255.255.0.0

Set the subnet mask of COM460IP

3.Name

COM460IP

DNS name of the COM460IP in the net-
work

2. Standard
gateway

1.1P

192.168.0.1

Set the IP address of the gateway

3.DHCP

1. DHCP

on

Activate/deactivate automatic IP address
assignment using the DHCP server.

2. t(off)

30s

COM460IP connects to the DHCP server
for up to 30s to obtain an IP address.
The communication time is 5...605s
adjustable in steps of five seconds.

If no DHCP server can be reached,
COM460IP will use the currently set IP
address.

2. Interface 1. Address

Set the BMS address of COM460IP: 1...99.
The selected address applies to both the
external and internal BMS bus.

2. Interval

2s

Set the cycle time 1...3s for the sequence:
- Querying alarms on the BMS bus

- Querying new bus devices

- Offering the BMS master function

3. Protocol

BMSii

BMSi COM460IP on the internal bus
(the external BMS address of the
COM460IP always is 1).

BMS e COM460IP on the external bus
(the internal BMS address of the
COM460IP always is 1).

4, Baud rate

Adjustable for protocol BMS e only

3. Modbus 1. Control

off

Switch on or switch off the control via
Modbus.

COM4601P_D00023_00_M_XXEN/08.2013
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Factory

Menu level 2| Menu level 3| Menu level 4 . Description
setting
4. History/ 1. History 1. Delete — Delete the history memory. The entry
Logger must be confirmed once again.

2. Data logger — 1 Use the arrow button "A" to select the
data logger to be set. Confirm with "J"
1,2, ... single data logger
1...12 all 12 data loggers

1. Status off Activate or deactivate the data logger

Address and channel of the device to be monitored:

2. System 1 External BMS bus address

3. Address 2 Internal BMS bus address

4. Channel 1 Channel of the BMS device

A new entry will be saved when one of the three following conditions (mod-

ification, trigger, modification) are met (OR operation).

5.Modific. 2% A new measured value is saved if it differs
from the previous measured value by the
percentage defined here.

6. Trigger off A new entry will be saved after xx hours
resp. 7 days.

7. Modific off A new measured value is saved if it differs
from the previous measured value by the
absolute value defined here.

8. Overwrite yes yes: If the memory is full (1000 entries
per data logger), the oldest entry
will be deleted to create space for
the new entry (ring buffer).

no: Datalogger records 1000 entries
then stops.

9. Delete —_— Delete data logger. The entry must be
confirmed once again.

3. Interface —_— off Recording of the BMS bus traffic, adjusta-
ble for 1...7 days or deactivation of the
log function.

5.Language 1. English —_— Deutsch Selection of the operating language
2. Deutsch —_—
3. Frangais —

28
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Menu level 2

Menu level 3

Menu level 4

Factory
setting

Description

6. Clock 1. Format

d.m.y

Date format: m-d-y/d.m.y

2. Date

01.01.2010

Date

3.Time

00:00

Time

4. CEST

off

Select Central European Summer Time:
off = Function switched off

DST = Automatic switchover, USA, CDN
CEST = Automat. switchover, Central
Europe

on=settimezone+1h

5.NTP

off

Activate/deactivate the NTP server query
for time synchronisation.
Synchronisation cannot be carried out in
the external BMS bus.

6.1P

192.168.0.123

Set the IP address for the NTP server

7.UTC

+1

Time zone setting (-12...+13):
UTC+ Th=CET
UTC+2h=...
UTC+3h=...

7. Password 1. Device

1. Password

000

Enter/change password: 0...999

2. Status

off

Enable/disable password protection for
Parameter setting via the buttons of
the COM460IP.

2. Server

1. Password

default

Enter/change password with a maximum
of 10 characters: a...z, 0...9, minus sign,
underscore.

2. Status

off

Enable/disable password protection for
access to the COM460IP web server.

3.Login

1. Password

default

Enter/change password with a maximum
of 10 characters: a...z, 0...9, minus sign,
underscore.

2. Status

off

Enable/disable password protection for
the Parameter setting via web user
interface.

4. Ftp

1. Password

default

Enter/change password with a maximum
of 10 characters: a...z, 0...9, minus sign,
underscore.

2. Status

off

Enable/disable password protection for
FTP access to COM460IP.

8. SERVICE

Reserved for settings to be made by
authorised Bender Service personnel.

Table61: Menu 3 "Settings" of the COM460IP
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6.4.4 Display INFO list
Open the "INFO" menu:

¢ In the standard mode: press the "INFO" button.

e Inthe menu mode: select function "2. Info".

COM460IP
Options: A|B|C
Protocol: BMS i
Address: 1

This menu displays information about the device and the software. Navigate in the list using the "V¥"
resp. the "A" button.

1. Name of the gateway
Activated options
Type of BMS protocol
BMS address

MAC address

Order number

Serial number

© N O AW

Software version
9. Manufacturer's address
Please have this information to hand if you need to contact us for assistance by telephone.
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7. Web user interface of the COM460IP

7.1 Menu structure of the graphical user interface
Bl Home Bus overview Alarms Tools Info @ Visualisation | Login | 1
Menu bar Submenu: Description Page
Start Deutsch Indication and selection of the operating language | 33
English
Other languages.
Bus overview | List of bus devices for - Representation of the bus structure with internal | 35
- Selection and/or external BMS addresses
-Query . - Colour coding of the bus devices according their | 38
- Pgramet&zr setting alarm or operating condition
‘i
(Option ©) - Displaying additional data of the bus device 39
selected via the "Device info" button
- Menu representation of the selected bus device 41
- Parameter setting for the bus device selected 56
- Create, export or import a report including all 42
parameters of the respective device
- Enter individual texts for devices and channels 61
(Option A)
- Configure e-mail notification which is to be sentif | 67,70
an alarm occurs (Option A)
- Activate/deactivate monitoring function for 73
device failure
- History memory and data logger 46, 49
Alarms Alarm window Representation of all pending alarms and data of 76
devices sending an alarm
Tools BMS recording Manual recording of the BMS bus activity, 78
saving of the records to a storage media outside the
COM460IP
BMS analyser Evaluation of the BMS recording 79
BMS log files Selection and indication of the recorded BMS-log 82
files in the browser window*
Network parameters Displaying and changing network parameters* 82
Socket state Indication of the socket status in the browser win- 83

dow*
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Software update Update of the system software of COM4601P* 84

Software options Displaying the option-dependent range of func- 86
tions and the licencing of additional options.

Modbus register Modbus register representation of the connected 89
BMS devices.

Modbus control commands | From an external application (e.g. visualisation soft-| 91
ware) commands can be sent to BMS devices. The
"Modbus control commands" menu provides Mod-
bus control commands for selected BMS com-
mands. These commands can be copied to the PC's
clipboard and then included in the programming
for the external application.

Individual texts Overview of all individual texts in the web user 63
interface pre-defined for devices and measuring
points (channels). Individual texts can be:

- exported to CSV format,

- processed externally (e.g. in Excel®)

- and imported.

Device failure monitoring Overview of all devices for which device failure 74
monitoring has been activated.

Overview of e-mails Overview of all devices and channels for which an 71
e-mail notification has been configured in the event
of an alarm.

E-mail configuration Set up e-mail templates: days of the week, time of 67

day, e-mail addressee and texts.

Visualisation Fast and simple visualisation without any program- | 93
ming.
Manual Function, connection, operation etc.* 86
System visualisation Several gatways (COM460IP, CP700) on one website.| 107
Displaying common alarms of the devices.
Info Software D271 V3.0x Displaying the current software versions 85
Software D278 V3.0x
Visualisation Carrying out visualisation 104

* Deactivate the pop-up-blocker function before using these functions, see chapter 7.2.

7.2 Browser configuration

In order to fully benefit from all functions of the web user interface, Silverlight has to be installed on
your computer and JavaScript has to be activated. In addition, the pop-up blocker has to be deacti-
vated so that all functions are available to you.

Silverlight Microsoft Silverlight (version 5.0 or higher) must be installed

JavaScript Should be activated; required for report, software update etc.

Pop-up blocker Should be deactivated for the IP address of the COM460IP; otherwise there is no access
to the manual, software updates, network settings etc.

ActiveX Not required
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7.3 Start page and operating language

7.3.1 Opening the start page
1. Open an Internet browser.

2. Enter the IP address of the COM460IP into the address line (Example: http://162.18.22.18/). The
start screen will appear:

[l Home Bus overview Alarms Tools Info = Visualisation | Legin 1

¥, BENDER

The Power in Electrical Safety

@ 001 | comasoIP

> @ 018 | RCMS490-D [1]

Malnlan0 SN

©2013 Bender GmbH & Co. KG. All Rights Reserved.

7.3.2 Changing the language
If a German Windows operating system is installed on the PC, the web user interface will start up in
German language.

1. Click "EE Home".

2. Click the required language resp. on the typical national flag, to select the operating language
for the graphical user interface .

EE§ Home  Bus overview Alarms Tools Info  Visualisation | legin 1

E espafiol
I] italiano

— . . F

Fig. 7.1: Menu bar and language selection by mouse click
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7.4 Menu bar

The user interface can largely be controlled per mouse click.

Bl Home  Bus overview = Alarms Tools Info @ Visualization Login 1
1 2 3 4
Key

Menus and functions. Example: Home = Select the menu language

2 Input field for entering the password to log in.
The edit filed won't appear unless a "Login" password has been assigned in the password
menu of the COM460IP and the password protection has been activated before.

3 Button "Login" resp. "Logout".
Logging in is the precondition for:
- the parameter setting of the recorded bus devices (Option C)
- the settings for device failure monitoring, e-mail notification and individual texts
(Option A) and visualisation (Option D)
Logging in ensures that only one user can change parameters at a given point of time.
For detailed information about parameter setting refer to page 56.

4 Common alarm indication. In the example illustrated above, two alarms exist. Click this
button to open the indication of the alarms (the same effect as menu item "Alarm").
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7.5 Bus overview and device information

7.5.1

AN

It is absolutely necessary to ensure
- that the network is separated from the Internet
- or common security mechanisms (firewall, VPN access) are applied.

Activating a password protection for COM460IP

Risk of damage to the system due to unauthorised access

The password protection for the COM460IP protects against unauthorised ac-
cess only to a limited extent. Attackers from the Internet may nevertheless be
able to read data and to change settings.

The device allows a staggered password protection. The necessary settings can be carried out op-
tionally:

in the device menu (see page 27)

or via the web user interface. Select
"Bus overview" > "COM460IP" > "Settings" > "Password".

4 Settings

Server
Interface
Modbus
History/Logger
Clock

Password

Protecti
Password on Password | Function of the password types
for ex ex factory | Character pool for passwords
factory
. Parameter setting via the COM460IP buttons;
Device off 000 | password: 000...999
Access to the web server of the COM460IP by
Server off default | logging on to the web server;
Password: a...z, 0...9, minus sign, underscore
Access to the parameterisation functions by log-
Login off default | ging on to the web user interface;
Password: a...z, 0...9, minus sign, underscore
TP off default Access to the FTP server of the COM460IP;

Password: a...z, 0...9, minus sign, underscore

i

Prior to logging on with the password types "Server"and "FTP", the user-
name "user"” has to be entered!

| user

[7] Rerember my credentials

[ ok

| [ cancel |

Fig. 7.2: The standard user "user" logs on to the web server or FTP server with "default” or by entering his password
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Example:
The parameter setting function of the COM460IP is to be protected by a new password. A login pass-
word from the table above has to be assigned. The password protection must also be activated!

1. Select "Bus overview" > ,COM460IP" > "Settings" > "Password" > "Login".
In the first line, the appropriate edit field appears after which the maximum number of charac-
ters is displayed. Double-click the current password and overwrite it with your new password.
After entering the first character, the colour of the edit field changes.

4 Password 001 | COM4601P
Login
Device
1. Password: default [rest1234] (8110) Characters
Server
2. Status: on on h
Login Save
FTP 7/9/2013 8:24:01 AM

2. Click on the button in the status line and select "on" in order to activate the password protec-
tion.

3. Press "Save". The result of the changes will appear in the "Parameterisation overview" window.

001 | COM460IP
Parameterisation overview

Login->=Password:

Q
=]
i
@
=

Login-=Password: s Done
Login-=Password: £ Dene erif
Login->=Password: 1 Dene erif
Login->=Password: 2 Dene Verify
Login-=Password: 3 Done
Login-=Password: 4 Dene
Login->Password: Dene
Login->=Password: Done Verify L

| |

0% 100%

Parameterisation completed ./
Verification completed!! v

No side effects found! v

4, Click the "Logout” button in the menu bar.

[EE{ Home = Bus overview = Alarms Tools Info = Visualisation Log out 1

As of now, parameter setting of the COM460IP can only be carried out after logging in with the
new login password.

5. For logging on again, enter the password.

S Home = Bus overview = Alarms  Tools Info = Visualisation Login 1

Click "Login" prior to parameterisation even if password protection is
deactivated! Logging in ensures that only one user can change param-
eters at a given point of time.
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7.5.2

\ 4001 |c0M4601P 401 | Bus /

O 020 RCMS460-L [12

Buttons for the list of bus devices

56 4

1 2 3
\/ ]
Reload menu @ o001 | MKsoo-12

Report 02 | Bus
) 4 03 | Bus
Histery
4@ o0t |comasorr ———— 6
Data logger Reload ment
elozd men
Settings

Settings 7

Info 7 Info/
: / 8

© 018 | RCMS490-D [1]

Residual current Hall B\ 9

10

COM460IP on the internal BMS bus COMA460IP on the external BMS bus

10

Key

Button to open or close the list of bus devices and the device menu. Instead of using the
triangular buttons it is also possible to double-click or click on the bus devices' button
resp.on the sub menus underneath.

External BMS address, marked with the lettering "Bus"

Alarm status of the BMS device

Green Operating message

Red Alarm message

Grey Bus device has not responded for a long period of time.
The grey symbol will only appear if the device failure monitoring function has
been activated before. As soon as the device failure monitoring function is
deactivated, the device will disappear from the list.

Internal BMS bus address

BMS device type
Click this button to open the device window indicating the measured values and alarms.
For details refer to chapter "7.5.5 Querying device information"

Marking of the COM460IP the web server of which was used to set up a connection (font
type "bold" and dark background)

Dark background marks the selected bus device or menu item.

Option A only: Edit buttons for individual texts, configure e-mail and activate device fail-
ure monitoring function. The buttons will only be active when you have logged in
before. For details refer to chapter "7.4 Menu bar".

Number of alarms of this BMS device

Option A only: Individual test "Residual current monitoring"
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7.5.3 COMA460IP on the external BMS bus
In the selection box below, all BMS addresses marked with "bus" are assigned to the external bus. The

respective internal BMS bus devices are listed below them.

These devices are connected to the TM800 or MK800, for example, utilising both an internal and ex-

ternal BMS interface.

Bl Home  Bus overview = Alarms

4 01 | Bus
@ 001 | MKB0D-12

4 02 | Bus
@ 001 | MK800D-12

@ 002 | comasolp
@ 003 | coM4GOIP
@ 005 | EDS461-D
@ 006 | RCMS490-1
@ 010 | 12427
@ 013 | EDS151
@ 014 | RCMS460-D
@ 033 | SMD481-12
@ 042 | RCMS460-D
@ 043 | RCMS460-D
@ 044 | RCMS460-D
@ 045 | RCMS460-D
@ 046 | RCMS460-D
@ 047 | RCMS460-D
@ 048 | RCMS460-D
@ 049 | RCMS460-D
4 03 | Bus
@ 001 | comasorp

Bus overview ~

Tools

Info

Visualisation

Login 1

Fig. 7.3: Bus overview of the BMS devices connected to the COM460IP

Should, for example, several TM800 or MK800 be connected to the external BMS bus which are also
connected to devices of an internal BMS bus, several sections of the list will appear in the bus over-

view.

When the COM460IP is operated on the external bus, parameter setting on ad-
ditional bus devices is not possible. The COM460IP itself, however, can be pa-
rameterised via the connected LAN.

7.54 COM460IP on the internal BMS bus
If the device is operated on the internal bus, only the internal addresses and bus devices are present-

ed.

Home = Bus overview

@ o001 | comasoIP

@ 018 | RCM3430-D

© 020 RCMS460-L [1]
Residual current Hall B

Alarms

Tools

MalInlan0 SN

Info

Visualisation

Login 1
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7.5.5 Querying device information

1. Click on "Bus overview" in the menu bar to open the menu of the same name.
An enlarged form of the bus overview will be displayed.
EfE Home Bus overview Alarms Tools  Info  Visualisation | Legin 1
>
@ o001 | comasotp o
@ 018 | RCMS490-D g =
Q
RCMS460-L [1] <
@020 Residual current Hall B “ s
2
H
2. After loading all devices, you can select the respective device from the list.
In addition, the device window will open indicating measured values and alarms.
3. Click on the "Device info" button” to obtain more information.
In addition to the basic data, additional data are indicated.
Bl Home  Bus overview Alarms  Tools = Info  Visualisation | login 1
@ oo | ,
001 | COM460IP -]
4 @ 020 | et v o
@ 013 Romsaso-D g No. | Alarm Test | Channel description Measured value E’e\:ice name: ?;?;2°'L 4
RCMS460-L [1] < ast contact: =
© 020 Residual current Hall B i 1@ szi'd;flsi‘;r;;gf e <1ma Number of alarms:‘::‘u:‘l? AM g
(1] rewarmin: esidual curren Address: 20 o
= 2 O Erewarmng UVB109 ?NldKEIDunr st-t:rage room ER e X E_
|¥] Hide inactive channels 3
2 @ i sima °
@ i — S8m
5@ vy <Lma
s © S [ Tt () 50
7@ sty sima
s @ e =im
° @ T o <Lma
0 Q@ T e Tt sims

4.

Enlarging and reducing the bus overview and device info:

The display area can be enlarged to the full width of the window by clicking on the "bus over-

view" resp. "device info" button. Another click on the button reduces the respective display
area.

Presentation of basic data on the selected device:

No. Channel number resp. consecutive number of measured values resp. alarms
Alarm status of the channel

red Red = alarm, warning, device error

Yellow Yellow = prewarning

green Green = operating message

Alarm All possible alarm messages are indicated:
"Alarm" or "Fault" or "Prewarning" or "Warning"

Test "Internal test" or "External test"

Description Description of the alarm or operating message

Measured value Measured values transmitted from the bus

COM4601P_D00023_00_M_XXEN/08.2013
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Additional data presented after clicking the "Device info" button:

Device type Example: isoMED427P

Last BMS bus connection:

Last contact .
Date and time

Number of alarms Number of alarms

External BMS address;

External address will only be indicated when the COM460IP is operated on the external bus

Internal address Internal BMS address

Activate "Hiding inactive channels" to display active channels only.
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7.5.6 Loading the menu of a bus device
An RCMS460-L is used in the example below to illustrate the selection of a device menu.

1. Start the browser and wait until the web

user interface appears.

@ o001 | coMmasoIP
@ 018 | RCMS490-D
@ 020 | REMSaEOL [11

Residusl current Hall B

_> or double-click device type.

MBIAIBA0 SNY «

@ 018 | RCMS490-D
4 a2 | FOMSE0L [11

@ 001 | coMasoIP

Residual current Hall 8 ~
Reload menu
Report
Alarm/meas.values
% Bar graph
Harmenics
Settings
Control

Info

L o

MIIAIBNA0 SNY

2. Select the appropriate device: Click on ">"

The menu of the bus device is loaded. The menu of the bus device in the browser largely corresponds
to the menu structure of the bus device in the device display.

7.5.7 Querying bus device settings
After loading the menu of the bus device, the "Settings" menu is available. In the example below, the
settings of the "General" menu are queried.

1. Select "Settings": Click ">"

or double-click "Settings"

@ 001 | comasoip
@ 018 | RCMs420-D

RCMS460-L [1]
020 . E
“@ Residual current Hall B

Reload menu
Report
Alarm/meas.values
% Bar graph
Harmonics
Settings

Control

Info

4

&

MaIAIBN0 SN~

2. Click "General"

-

@ 001 | comasoIP
@ 018 | RCMs430-D

RCMS460-L [1]
“«Q o Residual current Hall B~

Reload menu

Report

Alarm/meas.values

% Bar graph

Harmenics

4 Settings

General
PRESET
Channel
Relay
Interface

Fartar cattinn

3. The settings of

_> the "General"

menu item are

listed

&

General

020 | RCMS460-L

Residual current Hall B

MBIAIBNA0 SN ~

m koW MR

. Memory:

. Prewarning:
. Hysteresis:
. Frequency:

. T(start):

off
50 %
20 %
S50Hz
0 s

7/9/2013 11:53:41 AM
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7.5.8 Generation and further processing of a bus device report

The current settings of all parameters of a bus device including the individual texts can be stored in
a HTML file, and optionally the currently measured values too, using the "Report" menu (Option A or
Q). In addition, the contents of the "Info" menu are recorded.

The report file can be displayed and evaluated using a standard browser. In order to display all the

elements of a report file, JavaScript must be activated.

The following actions are described chapter by chapter using an RCMS460:

¢ Generating a report

Displaying a report
e Comparison of two reports

Using a report comparison for parameter setting

7.5.8.1 Generating a report
1. Select ,"Bus overview" > "RCMS460" > "Report".

@ o001 | comasoIP u:
@ 018 | RCMS490-D &
Q
RCMS460-L [1] H
“ o 020 Residual current Hall B E
Reload menu o
Report g
2. Activate the respective selection box:
020 | RCMS460-L
Residual current Hall B
Report
Here you can generate a report which includes all
device parameters. Optionally, the measured values
and a header can be added.
Options:
Report [+] Insert measurements &
|_| Insert compariscn (i)
1] Insert comment @
|RCMS460,L: meas. values and DE’EI’\’:EtEI‘Sl File Dovnload - Secunty Warning ﬁ\\
You can compare the current parameters of the .
device with the parameters of the stored report hers, ] Do you want to save "20 - RCVS460-L - Rep..” 7
compars | Tmport | Only parameters deviating from normal values are
displayed. You can then select the parameters that
are to be transferred to the device. I
8/6/2013 12:02:54 PM L & |
Insert the measured values Add the currently measured values to the report.
Insert comparison Load a stored report to compare the parameters of an existing
report with a new report to be generated.
Insert header text An edit field will appear. Enter the respective text

(max. 70 characters).

3. Click on the "Report" button. Confirm the subsequent security query with OK. You can accept
the file name appearing in the subsequent window or specifiy an individual name. After stor-
ing the file, report generation is completed.
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7.5.8.2 Displaying areport
1. Double-click on the report file in the memory location. As a result, the browser will show a list
field that corresponds to the device menu.
2. You can enlarge or reduce the individual menu items using the "+" and "-" buttons. Use "+All"

resp. "-All" to enlarge or reduce all menu items simultaneously.
On the right next to the date setting, the header text assigned during the report generation is

displayed.
3. Click on the "General" menu button. to open the associated parameters and its values.

[1]20] RCMS460-L | Residual current Hall B

Overview [[:illl]] 108,"f15_;':,2561gm RCMS460-L: meas, values and parameters
Menu
+-Alarm/meas.values
-I-Settings
-I-General
No.| Channel description Parameter
1 Memory off
2 Prewarning 50 %
3 Hysteresis 20 %
4 Frequency 50Hz
5 T(start) 0s
+ PRESET
+-Channel
+-Relay
+-Interface
+-Info

+ Individual texts
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7.5.8.3 Generate new report using a comparison of the device parameters

1.

Select ,"Bus overview" > "RCMS460" > "Report”.

@ 001 | coMasoIP
@ 018 | RCM3430-D

RCMS460-L [1]
020 .
‘@ Residual current Hall B
Reload menu

MBIAIDA0 SNT ~

Report

2. Activate the respective selection box:

020 | RCMS460-L
Residual current Hall B
Report

Here you can generate & report which includes all
device parameters, Optionally, the measured values
and a header can be added.

Options:

Report |¥] Insert measurements @

|+ Insert comparison )

[¥f] Insert comment @

‘RCM54ED-L: Comparison meas. values and parameters

File Drowiload - Security Warning (X ]

You can compare the current parameters of the
device with the parameters of the stored report here.

pare | Import Only parameters deviating from normal values are B Doyouwantto save 20 - ACUSAE0-L - Rep”?
displayed. You can then select the parameters that
are to be transferred to the device. I
8/6/2013 12:02:54 PM L ﬂl !
Insert the measured values Add the currently measured values to the report.
Insert comparison Load a stored report to compare the parameters of an ex-

isting report with a new report to be generated.
Click on the "Upload" button to load the previous report to
which the current parameters are to be compared. After
uploading the existing report file, the name of this file will
appear next to the "Upload" button.

Insert header text An edit field will appear. Enter the respective text
(max. 70 characters).

Click on the "Report" button. Confirm the subsequent safety query with OK. You can accept the
file name appearing in the subsequent window appearing or specifiy an individual name. After
storing the file, report generation is completed.

Double-click on the new report file in the memory location. In the new report, the values and
states to be compared are displayed side by side. Deviating parameters will appear in red.

Menii
+ Alarm/meas.values
-/ Settings

- General

Channel Previous
N description Haameter parameters
Memory off off
Prewarning 55 % 50 %
Hysteresis 20 % 20 %
Frequency 50Hz 50Hz
T(start) 0s 0s

=]

L RES O SR

PRESET
Channel
Relay
Interface

EaREaRE e
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7.5.8.4 Using areport for parameter setting

The parameter settings stored in a report can be transferred to a bus device of the same type using
the function "Compare - Import".

Onthe one hand settings stored in a report can be written back after experimental parameter setting
of a bus device. On the other hand parameter setting can be carried out using the reportfile in a con-
venient manner after device replacement.

1. Select ,"Bus overview" > "RCMS460" > "Report".
The "Compare/Import" button is inactive.

>
O o001 | COMA460IP m You can compare the current parameters of the
c device with the parameters of the stored report here.
@ 018 | RCMS490-D w o =
o or srameters deviating from normal values are
4@ 020 RCMS460-L [1] . g displayed. You can then select the parameters that
Residual current Hall B ) 2 are to be transferred to the device.
Reload menu o
= 8/6/2013 12:02:54 PM
Report
2. Login to the menu bar. | | togin |

After logging in, the "Compare/Import" button is displayed as being active.

Options:
Report i
|_| Insert measurements @
[ Insert comparison @

|| Insert comment ﬁ

You can compare the current parameters of the
device with the parameters of the stored report here.

Compare | Import | Only parameters deviating from normal values are
displayed. You can then select the parameters that
are to be transferred to the device.

8/6/2013 12:02:54 PM

The check boxes above the line are not required for the comparison.

3. Click on the "Compare/Import" button to open the report file containing the parameter set-
tings. The "Comparative overview" window will then open. By means of the "Excel" or "PDF"
button. The table can be exported for documentation purposes.

020 | RCMS460-L
Residual current Hall B
Comparative overview

] Excel B pdf X Reset filter

No.  Menu Parameter = Setting value, report | Setting value, device Transfer the setting value from the report to the device

1 General Memory off on (4|
2 General Prewarning 50 % 55 % o
Deselect all Select all |Transfer selected values to device|

In the "Comparative overview" window only the differing parameter settings are displayed.

- Select the parameters to be transferred either individually or using the respective check
box.

- In case of longer lists, select via the "Select all" button or cancel the selection with the "Dese-
lect all" button.

— Click on "Transfer selected values to device" to start the parameter transfer to the bus
devices.
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4. Once transmission is completed, the "Parameterisation overview" window appears.
Transmission and parameterisation successfully completed.

020 | RCMS460-L
Residual current Hall B
Parameterisation overview

General->Memory: off Done
General->Prewarning: 50 % Done
-
| |
0% 100%

Parameterisation completed /'

Verification completed!! J

Mo side effects found! 7

If the parameterisation procedure proves unsuccessful in some cases, repeat the procedure.

7.5.9 History memory

The history memory stores up to 1000 entries (prewarnings, alarms, tests) occurred on the BMS bus.
A maximum of 50 open alarm messages can be pending at the same time. The history memory can
be stored failsafe in the EEPROM.

If the history memory is full, the oldest entry will be deleted in each case in the event of an alarm, to
create space for the new entry.

7.5.9.1 Displaying the history memory
Select "Bus overview" > "COM460IP" > "History".

4 Q) 001 | comasorP
Reload menu
Report
History
Data logger

MAIAIDAD SNT ~

Settings
Info

The history memory will be displayed:

001 | COM460IP

History

[E] Excel & Pdf X Reset filter
Mo. | Address Channel | min. MEX. Channel description = Test  Start Acle, | End =
27 18 11 236 mA 236 mA  Residual current 7/10/2013 2:01:49 PM | -- 7/10/2013 2:01:52 PM
26 |18 3 89 mA 101 mA Residual current 7/10/2013 2:01:44 PM | -- 7/10/2013 2:01:52 PM
25 18 11 487 mA = 37 A Residual current 7/10/2013 2:01:35 PM  -- 7/10/2013 2:01:40 PM
24 20 2 51 mA 155 mA  Residual current 7/10/2013 1:51:18 PM | --

23 18 11 481 mA 481 mA Residual current 7/10/2013 1:51:15 PM  -- 7/10/2013 1:51:17 PM
22 18 11 482 mA 482 mA Residual current 7/10/2013 1:51:11 PM | -- 7/10/2013 1:51:12 PM
21 18 11 482 mA 482 mA  Residual current 7/10/2013 1:51:05 PM  -- 7/10/2013 1:51:07 PM
20 18 3 102 mA& 102 mA& Residual current 7/10/2013 1:50:58 PM | -- 7/10/2013 1:51:02 PM
19 18 11 487 mA 487 mA  Residual current 7/10/2013 1:50:53 PM  -- 7/10/2013 1:50:55 PM
18 18 3 < 1mA 102 mA Residual current 7/10/2013 1:50:44 PM  -- 7/10/2013 1:50:48 PM
17 20 2 98 m& 98 m&  Residual current 7/10/2013 1:50:40 PM  -- 7/10/2013 1:50:43 PM
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7.5.9.2

Evaluating the history memory

Sorting or filtering criteria saved in the history memory will be deleted after leav-
ing the "History" menu.

Sorting entries
Click on the column heading. Each time you click on the column heading, you can choose whether
you want to sort in ascending or descending order.

[E] Excel & Pdf

MNo.

27
26
25
23
22
21
20

Address | Channel | min.

i1
3

i1
i1
i1
i1
3

236 mA
89 mA

487 mA
481 mA
482 mA
482 mA

102 ma

Filtering entries

1.

max.

236 mA
101 mA
=37 A
481 mA
482 mA
482 mA

102 ma

XR.eset filter
Channel description = Test  Start Acle, | End =
Residual current 7/10/2013 2:01:49 PM  -- 7/10/2013 2:01:52 PM
Residual current 7/10/2013 2:01:44 PM  -- 7/10/2013 2:01:52 PM
Residual current 7/10/2013 2:01:35 PFM  -- 7/10/2013 2:01:40 PM
Residual current 7/10/2013 1:51:15 PM | -- 7/10/2013 1:51:17 PM
Residual current 7/10/2013 1:51:11 FM  -- 7/10/2013 1:51:12 PM
Residual current 7/10/2013 1:51:05 PM | -- 7/10/2013 1:51:07 PM
Residual current 7/10/2013 1:50:58 FM  -- 7/10/2013 1:51:02 PM

Move the mouse without clicking near to the required column heading.

Click on the "V¥" symbol.

Enter your own filter criteria (1) or activate/deactivate filter criteria proposed in the list (2).
You can link up to four filter criteria using "OR" resp. "AND".
All entries of the history memory, including numerical values are treated like text by the filters.

[E] Excel & Pdf

No.

28
27
26
25
24
23
22
21
20

Addre:+| Channel

21
18
18
18
20
18
18
18
18

Contains

&) None () Or (L)

' Select All

18

2

ENIENEEN

21

Filter

min.

[E] Excel & Pdf

max. C No. | Addre:+ Channel = min. max. {
M
A N /ﬁ,zl‘/ Contains > | |18
—_
And 1 7|8 () None (2} Or (L) And
2 o TTTeas = 5
2 .
= | Contains And
2 24 |20 Starts With
R 23 18 Ends With
2 22 18 Equals
R 21 18 Not Equals
Clear
2 20 18 ¥ 21
19 18 -
Filter Clear
18 18 = .

4. Click on the "Filter" button. The " T " symbol will appear next to the column heading. The filter
is set.

It allows the setting of several filter criteria which are to be fulfilled at the same time. In addition, the
entries can be sorted.

Deleting filters

o If afilteris no longer required, click on the " ¥ " symbol and then on the "Delete" button.

o Click on "Reset filters" to reset all filters
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7.5.9.3 Exporting the history memory
The current representation of the history memory will be exported (if required, sorted and/or
filtered).

& Excel & Pdf

Excel Exports to an Excel file. That allows further processing of data.

Pdf Exports to a pdf file (e.g. forwarding by e-mail etc.).

7.5.9.4 Delete the history memory

1. Login to the menu bar. | | Login |

2. Select "Bus overview" > "COM460IP" > "Settings" > "History/Logger" > "History" > "1. "Delete".

001 | COM460IP
History

|1..De|ete: | Delete |

7/10/2013 1:23:08 PM

3. Click on the "Delete" button. This entry must be confirmed once again.

Also refer to the description in table “History” on page 59.

7.5.9.5 Displaying the history memory of BMS devices
If a BMS device features a history memory, its entries can also be sorted and/or filtered.

018 | RCMS490-D

History
Excel B pdf X Reset filter
Mo. | Address Channel | min. MEX. Channel descriptic = Test Start Acl, | End =
300 18 11 236 mA 236 mA Residual current - 47 PM - 7/10/2013 1:01:47 PM
Contains hd
299 18 3 89 mA 101 mA  Residual current @ None O or O And Lid4 PM | -- 7/10/2013 1:01:49 PM
298 18 11 437 mA = 37 A Residual current L34 PM - 7/10/2013 1:01:39 PM
297 18 11 481 mA 481 mA  Residual current | = SelectAll 1114 PM -- | 7/10/2013 12:51:14 PM
296 18 11 482 mA = 37 A Residual current ||| L Alarm Text No.0 71:08 PM --  7/10/2013 12:51:12 PM
295 18 11 482 mA = 37 A Residual current |¥]| No address p1:03 PM | -- 7/10/2013 12:51:07 PM
294 18 3 < 1mA 102 mA Residual current |_| No CT connected 52:52 PM | -- 7/10/2013 12:51:02 FM
293 18 11 487 mA 10.33 A Residual current || Residual current 32:45 PM | -- 7/10/2013 12:32:49 PM
292 18 3 < 1mA 102 mA Residual current 32:37 PM -- 7/10/2013 12:32:41 FM
Filter Clear
291 18 11 475 m& 10.59 A Residual current 0z PM = 7/10/2013 12:32:36 PM
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7.5.10 Data logger
Up to 1000 entries can be recorded for each of the 12 data loggers.

7.5.10.1 Data logger setting

A new measured value will be saved when the conditions set in the "Bus overview" > "COM460IP"
>"Settings" > "History/Logger" > "Data logger" menu are fulfilled (refer to the description of settings
in the table “Data logger” on page 59). You also make settings for overwriting and deleting meas-
ured values here.

001 | COM460IP

Data logger

Data logger 1 A

1. Status: on on A

2. System: 1 |1. =
1=

3. Address: 20 |20 =
1=

4. Channel: 2 |2 =]
1=

5. Modific: 2% (2% =
1=

6. Trigger: off | off -

7. Modific.:  off |off =
1=

8. Overwrite: yes | yes -

9. Delete: Delete

Save

7/10/2013 1:23:08 PM

An existing data logger will be deleted when one of the settings "System", "Ad-
dress" or "Channel" is changed.

7.5.10.2 Displaying the data logger
Select "Bus overview" > "COMA460IP" > "Data logger" > "Data logger..".

4 (@ 001 | coMmasoIP E
Reload menu
Report
History

4 Data logger

M3IAIBAD SNY

Data loggerl
Data logger2
Data logger3
Data loggerd
Data loggers
Data loggers
Data logger?
Data loggers
Data loggers
Data loggerio
Data loggeril

If measured values recently changed are not displayed, select "Reload menu".
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The selected data logger will be displayed:

001 | COM460IP
Data loggerl RCMS460-L Residual current Hall B Address: 20 Channel: 2 7N1 K2 Door storage room

~ Overview

o
(] e © [-=N-]
(-] o e
o o - o ag 1
~ Detail
0.2
e B ® @
0.1 * L] 2
o @ o
0 I)i - Y v v . ' . ' - I)u O o0———0.0
-
% K d;r‘ d;a ‘%,) % %
- o & - ® © -,
(=}
Zoom cut| || Display limit “”es/
~ Table view
Excel B pdf X Reset filter (' Update araph
Mo. Alarm Channel description Measured value Date E
480 O Frewarning Residual current 51 mA 7/10/2013 1:51:26 PM
479 O Warning Residual current 155 ma 7/10/2013 1:51:21 PM
478 O Frewarning Residual current 51 mA 7/10/2013 1:51:18 PM
477 @ Residual current < 1mA 7/10/2013 1:50:43 PM
476 O Warning Residual current 98 mA 7/10/2013 1:50:40 PM
475 @ Residual current < 1mA 7/10/2013 1:50:38 PM
474 O Warning Residual current 148 ma 7/10/2013 1:24:18 PM

-

7/10/2013 1:31:03 PM

1 | Overview of the graphical representation (Option D only).

2 |Details of the graphical representation (Option D only).

3 |Table view. Entries can be sorted and/or filtered as well as exported

Each of the three representations can be reduced by clicking the associated orange bar. This pro-
vides more space for other representations. Clicking the orange bar again will maximise the repre-
sentation again.

7.5.10.3 Evaluating the data logger

All settings made for sorting or filtering the table view and settings for the graph-
ical representation will be deleted as soon as the "Data logger..." menu is exited.
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Using the overview

Determine the section to be zoomed in by moving the grey slider on the time axis to get a close-up
view of your document.

~ Overview

001 | COM460IP

Data loggerl RCMS460-L Residual current Hall B Address: 20 Channel: 2 7N1 K2 Door storage room

o o °
~ Detail
0.2 ¢
° 3
0.1 @
o o
a ' T T ‘ =]
K G G G 3 ‘3‘ ‘3:.
<. <. <. 2. 2 2 2

% % % 2 % %
Zoom out| |_| Display limit lines

View details

In the depiction mode "Details" you can zoom in the section to be viewed until the required zoom
setting is reached:

1. Click on the beginning of the presentation to be viewed while holding down the mouse key.
2. Drag the mouse pointer to the end of the section to be viewed (dotted line) and
release it.
» Detail
0.2 L v
o £=3
0.1 @
[+] [+]
o - T T =]
& & = = = & &
% ) k) ) ) ) A

Zoom out| |_| Display limit lines

A close-up view of the selected section will appear immediately.

~ Detail
0.2
@

0.1 -2

a T T T ]

% % % % % % %
<. < 2 % @ 2 2
B I % D i) hel )
4 >

described in step 1 and 2.

o If you want to zoom in the current presentation even more, repeat the previous procedure as

o Select "Zoom out" to restore the original presentation.
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o Activate "Display limit lines", to display the limit lines (red) of the graphics. Set the appropriate

limit values.
~ Detail
0.2
o
0.1 @
o
o
3 K C K K 3 K
%, % % % % % %
B i K] D i) ke k)
4 | |»
Zoom ocut| |« Display limit lines |0.035 | |D.1.5

Sorting entries of the table view
Click on the column heading. Each time you click on the column heading, you can choose whether
you want to sort in ascending or descending order.

~ Table view

Excel B pdf X Reset filter (' Update araph
Mo. Alarm Channel description Measured value Date o
13 (@) Warning K Residual current 157 mA 7/10/2013 4:03:11 PM

7 O Warning Residual current 104 ma 7/10/2013 4:02:01 PM

[ O Warning Residual current 157 ma 7/10/2013 4:01:52 PM

5 O Warning Residual current 209 mA 7/10/2013 4:01:45 PM

3 O Warning Residual current 157 ma 7/10/2013 4:01:33 PM

10 O Frewarning Residual current 85 mA 7/10/2013 4:02:23 PM

8 O Frewarning Residual current 52 mA 7/10/2013 4:02:10 PM 3

Filtering entries
1. Move the mouse without clicking near to the required column heading.
2. Click on the "¥" symbol.

3. Enter your own filter criteria (1) or activate/deactivate filter criteria proposed in the list (2).
You can link up to four filter criteria using "OR" resp. "AND".

Excel B pdf Excel B pdf

Mo. Alarm  Channel description Mo. Alarm  Channel description
]'K O Warning Contains - \ w m -

7 O Warning & None ) or () And 1 7 O Warning Contains And
& (@ Wamning Warning | searts with

5 O Warning =/ Select Al ing Ends With
3 O Warning | / 2 3 O Warning Equals
10 O Prewarnin| | ¥/ Prewarning 10 O Prewarnin| | Not Equals
8 (O Prewarnin | || Warning 8 (O Prewarnin ||| Warning
Filter Clear Filter Clear

4. Click on the "Filter" button. The " T " symbol will appear next to the column heading. The filter
is set.

It allows the setting of several filter criteria which are to be fulfilled at the same time. In addition, the
entries can be sorted.
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Information on the use of the filter
Different filters are available for the entries of the data logger (numerical values, text, date/time).

Example: Text

Example: Numerical values

MNo.

Alarm

O Warning
O Warning
O Warning
O Warning
O Warning

O Prewarnin
O Prewarnin

| Channel description

-
Contains And
Starts With
Ends With
Egqusls
Mot Equals
| Warning

Filter Clear

Measured valL = | Date

< 1mh - 49
52 ma Equals And
157 mA Greater
< 1mh Grester/Equals

Clear
209 mA Less
157 mA Less/Equals 52 PM
104 ma Not Equals ) eM

Filtering numerical values reliably
Numerical values are treated as floating point values by the COM460IP and are
reduced to a meaningful representation. The "Equal” therefore might not pro-

vide the appropriate numerical value. Use the filter criteria "Greater"and "Less"

to narrow down the numerical value.

Deleting filters

o If afilteris no longer required, click on the " T " symbol and then on the "Delete" button.

Measured valu > Date

< 1mh
52 mA
157 mA
< 1mh
209 mA

157 mA

o Click on "Reset filters" to reset all filters.

Less T 432
None [ Or (* And
Greater x m =

Filter Clear

7/10/2013 4:01:52 PM
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7.5.10.4 Apply the filter to the graphical representation
Click on "Update graph" to apply the filter to the graphical representation.

001 | COM460IP
Data loggerl RCMS460-L Residual current Hall B Address: 20 Channel: 2 7N1 K2 Door storage room

~ Overview

a
1*] 1
e
~ Detail
0.2
0.15 e
0.1 T T u T ™ T v T
R - T T TR
2 0% 0% % %% 2 9% % & % o
Zoom out| |_| Display limit lines
~ Table view
Excel B pdf X Reset filter (' Update araph
Mo. Alarn‘: T Channel description Measured value Date
13 O Warning Residual current 157 ma 7/10/2013 4:03:11 PM
7 O Warning Residual current 104 ma 7/10/2013 4:02:01 PM
[ O Warning Residual current 157 ma 7/10/2013 4:01:52 PM
5 O Warning Residual current 209 mA 7/10/2013 4:01:45 PM
3 O Warning Residual current 157 ma 7/10/2013 4:01:33 PM

7/11/2013 7:39:22 AM

7.5.10.5 Exporting the data logger
The current representation of the data logger (where applicable sorted and/or filtered) will be ex-
ported.

Excel B pdf

Excel Exports to an Excel file. That allows further processing of data.

Pdf Exports to a pdf file (e.g. forwarding by e-mail etc.).
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7.5.10.6 Deleting the data logger

1. Login to the menu bar. | | togin_ |

2. Select "Bus overview" > "COM460IP" > "Settings" > "History logger” > "Data logger".
3. Select one data logger or all data loggers (1...12).

001 | COM460IP

Data logger

Data logger 1 A

1. Status: on on A

2. System: 1 |1. =]
=]

3. Address: 20 |20 =
had|

4, Channel: 2 |2 =
=]

5. Modific.: 2% |2 % =
=]

6. Trigger: off | off -

7. Modific.:  off |0f‘F =
=]

8. Overwrite: yes | yes -

9. Delete: Delete

Save

7/10/2013 1:23:08 PM

4. Click on the "9. Delete" button. This entry must be confirmed once again.

Also refer to the description in table “Data logger” on page 59.

7.5.10.7 Displaying the data logger of BMS devices
If a BMS device features a data logger its entries can also be sorted and/or filtered as well as exported.

@ 001 | comasoIP 018 | RCMS490-D
Data logger3 Address: 7 Channel: 218
4 (@ 018 | RCMS4%0-D = o
~ Overview
Reload menu i

Report

Alarm/meas.values

%"
o
. @

% Bar graph

~ Detail
History k |
. 0.2 s ® g§o
Harmonics S )
%9 %5 ¥
4 Data logger 0.1 Wmmm; E ° 8
% Pogiod 8
@ e
Data loggerl 0 i ) L9 e It
T =] Z < 5 b 7 2 2
Data logger2 % ‘%3 G S o, 2, Yy % B, ‘%_'.k ) (,;
T

Data logger3

Zoom out| || Display limit lines

~ Table view
|

x Reset filter c Update graph

Excel B pdf

No. Alarm Channel description Measured value | Date

300 @ Residual current <1mh 7/10/2013 1:01:49 PM
299 (@) Warning Residual current 89 mA 7/10/2013 1:01:49 PM
298 (@) Warning Residual current 101 ma 7/10/2013 1:01:44 PM
297 () Prewarning Residual current <1mA 7/10/2013 12:51:01 PM
296 @ Residual current 102 mA 7/10/2013 12:32:51 PM
295 (@ Waming  Residual current <1mA 7/10/2013 12:32:41 PM
294 (@) Warning Residual current 102 ma 7/10/2013 12:32:37 PM

7/11/2013 7:56:55

-

AM
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7.6 Parameter setting for bus devices
The COM460IP must include Option C in order to support parameter setting for bus devices.

Incorrect parameter setting on bus devices may result in malfunctions!
Therefore, the COMA460IP is to be protected by passwords against un-

authorised access!

In the factory setting, password protection is deactivated. This facilitates the first

parameter setting during commissioning.

When the COM460IP is operated on the external bus, parameter set-
ting on additional bus devices is not possible. The COM460IP itself,

@ however, can be parameterised via the connected LAN.

The current list of parameterisable BMS devices can be found in chap-
@ ter “List of devices compatible with COM460IP” on page 15.
7.6.1 Operating elements for parameter setting
Edit field to change the values using the "A" or
"W" buttons. Slide the cursor over the edit field

o &
' to view the value range.

L = |

Range: 0 - 9
Drop down list to select modes and functions.

Click on the button to open the list.

off -

Corresponding function of the button

|Save|

Setting the parameters for RCMS460-L

7.6.2
Click "Login" prior to parameterisation even if password protection is

deactivated! Logging in ensures that only one user can change param-

@ eters at a given point of time.

If a user has already logged on via the COM460IP, it will also be displayed to the other users.

Example:
Double-click on the "RCMS460-L" to select the bus device from the "Bus overview".

The percentage prewarning level of the RCMS460-L is to be set to 55% of the alarm value.
2. Click "Menu". As soon as the text "Loading complete" appears, the COM460IP knows the menu

1.
and the current parameters of the RCMS460-L.
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3. Double-click "Settings" and then the "General" submenu to open the "General" window. The
current setting of the prewarning level will be displayed.

>
@ ooz | comasorp o 020 | RCMS460-L
5 c Residual current Hall B
@ o013 | RCMs490-D i =
g General
RCMS460-L [1] .
4@on Residual current Hall B © — ¢ s
Relosd menu = 1. Memory: off
Report g 2. Prewarning: 50 %
Alarm/meas.values 3. Hysteresis: 20 %

% Bar graph
4. Frequency: 50Hz
Harmenics

4 Settings 5. T(start): 0s
=== 7/9/2013 11:53:41 AM
FRESET
Channel
Relay
4. Login to the menu bar for setting the parameters. | | Login_|

The "General" window will then show additional input fields.

5. Intheline "2. Prewarning", you can increase the response value to 55% using the " A" button.
The colour of the edit field changes as soon as a change is made. The percentage prewarning
threshold has been changed.

020 | RCMS460-L
Residuzal current Hall B

General

1. Memory: off off -

2. Prewarning: 50 % |55 % :ei

3. Hysteresis: 20 % |2D %a Igrﬂange: 10 % - 100 %
I

4. Frequency: 50Hz S50Hz -

5. T(start): 0s |os |=
1=

Save

7/10/2013 11:54:38 AM

6. Press"Save". The result of the changes will appear in the "Parameter setting overview" window.
Side effects which may be displayed provide information about indirect impact of parameter
setting on other device functions.

020 | RCMS460-L
Residual current Hall B
Parameterisation overview

General-=Prewarning: 55 % Done Verify

I J
0% 100%

Parameterisation completed /'
Werification completed!! '
No side effects found! 7

7. Click the "Logout" button in the menu bar, if no other settings are to be changed.
Further parameter setting is only possible after logging on again.
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7.6.3

Parameter setting for COM460IP using the "Settings" menu

After the installation of the COM460IP and setting the parameters via the device display and connec-
tion to the web server of the gateway, additional settings or changes can be carried out comfortably
using the browser. For this purpose the COM460IP provides its own menu.

1. Logintot

he menu bar.

Login |

2. Select "Bus overview" > "COM460IP" > "Settings".

4 (@ o001 | comaso1P

Reload menu

Report

History

Data logger

4 Settings

Server

Interface

Modbus

History/Logger

Clock

Password

Menu level | Menu level 3| Menu level 4  Factory | Description
2 setting
Server 1.1P 1.1P 192.168.0.254 | Set the IP address of COM460IP
2.SN 255.255.0.0 | Set the subnet mask of COM460IP
3.Name COM460IP | DNS name of the COM460IP in the network
2. Standard 1.1P 192.168.0.1 | Set the IP address of the gateway
gateway
3.DHCP 1. DHCP on Activate/deactivate automatic IP address
assignment using the DHCP server
2. T(off) 30s COM460IP connects to the DHCP server for
up to 30s to obtain an IP address.
The communication time is 5...60s
adjustable in steps of five seconds.
If no DHCP server can be reached, COM460IP
will use the currently set IP address.
Interface 1. Address — 2 Set the BMS address of COM460IP: 1...99
The selected address applies to both the exter-
nal and internal BMS bus.
2. Interval —_— 2s Set the cycle time 1...3s for the sequence:
- Querying alarms in the BMS bus
- Querying new bus devices
- Offering the BMS master function
3. Protocol _— BMSii BMS i = COM460IP on the internal bus
BMS e = COM460IP on the external bus
4.Baud rate —_— _ Adjustable for protocol BMS e only
Modbus 1. Control — off Switch on or switch off the control via Mod-
bus
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Menu level | Menu level 3| Menu level 4|  Factory | Description

2 setting

History/ History 1. Delete — Delete the history memory. The entry must be

Logger confirmed once again.

Data logger — Data logger 1 | Click on the "V¥" symbol and select the data

logger to be set.
1,2,... single data logger
1...12 all 12 data loggers

1. Status off Activate or deactivate the data logger

Address and channel of the device to be monitored:

2. System 1 External BMS bus address

3. Address 2 Internal BMS bus address

4. Channel 1 Channel of the BMS device

A new entry will be saved when all three conditions (modification, trigger,

modification) are fulfilled (AND operator):

5.Modific. 2% A new measured value will be saved if it dif-
fers from the previous measured value by the
percentage value defined here.

6. Trigger off A new entry will be saved after xx hours resp.
7 days.

7. Modific off A new measured value is saved if it differs
from the previous measured value by the
absolute value defined here.

8. Overwrite yes yes: If the memory is full (1000 entries per
data logger), the oldest entry will be
deleted to create space for the new
entry (ring buffer).

no: Data logger records 1000 entries then
stops.

9. Delete —_— Delete data logger. The entry must be
confirmed once again.

Interface 1.Interface off Recording of the BMS bus traffic, adjustable

for 1...7 days or deactivation of the log func-
tion.
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Menu level | Menu level 3| Menu level 4|  Factory | Description
2 setting
Clock 1. Format — d.my Date format
2.Date —_— 01.01.2010 | Date
3.Time —_— 00:00 Time
4, CEST —_— off Select Central European Summer Time:
off = Function switched off
DST = Automatic switchover, USA, CDN
CEST = Automat. switchover, Central Europe
on =settimezone+1h
5.NTP —_ off Activate/deactivate the NTP server query for
time synchronisation.
Synchronisation cannot be carried out in the
external BMS bus.
6.1P —_— 192.168.0.123 | Set the IP address for the NTP server
7.UTC —_ +1 Time zone setting (-12...+13):
UTC+ 1Th=CET
UTC+2h=...
UTC+3h=...
Password | 1. Device 1. Password 000 Enter/change password: 0...999
2. Status off Enable/disable password protection for
Parameter setting via the buttons of the
COM460IP.
2. Server 1. Password default Enter/change password with a maximum of
10 characters: a...z, 0...9, minus sign, under-
score.
2. Status off Enable/disable password protection for
access to the COM460IP web server.
3.Login 1. Password default Enter/change password with a maximum of
10 characters: a...z, 0...9, minus sign, under-
score.
2. Status off Enable/disable password protection for the
Parameter setting via web user interface.
4.FTP 1. Password default Enter/change password with a maximum of
10 characters: a...z, 0...9, minus sign, under-
score.
2. Status off Enable/disable password protection for FTP

access to COM460IP.

The setting of the password protection is described on page 35, the parameter setting of a bus device by
the example of an RCMS490-D from page 56 onwards.
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7.7 Entering individual texts

Individual texts allow unique identification of devices and measuring points (channels). The texts ap-
pear on the web user interface, in exported files (reports) or in a visualisation. For using the individual
texts, the COM460IP must include Option A.

Economising on texts in larger BMS systems!

If an individual text is assigned to each channel of a device, the limit of
1200 texts can be reached in larger BMS systems. Therefore it is recom-
mended to use texts that apply to the whole device. These will be
counted as one text entry, although they are displayed for all device
channels.

7.7.1  Enter individual texts for an RCMS460-L
Example: Individual texts are to be assigned to an RCMS460-L and to its channels.
1. Login to the menu bar. | | togin |

2. Click the "Edit texts" field of the "RCMS460-L" bus device. This is optionally available in the bus
overview or in the device information.

>
@ 001 | comasoIP =
=
@ 018 | RCMS450-D [1] @
Q
@ 020 | RCMS460-L = =
Edit texts | J
=
E
or
@ 020 | RCMS460-L .
No. Alarm | Test Channel description | Measured val Edit texts | name: RCMS460-L  »
Last contact: 7/11/2013 =
1@ Residual current <1mh 8:25:52 AM ';
2 @ Residual current <1mhA Number of alarms:0 2
Address: 20 il
3 O Residual current <1mA o
1 Q Residual current c1mh |+] Hide inactive channels z"
5 O Residual current <1mA
6 O Residual current <1mA
7 O Residual current <1mA
8 O Residual current <1mA
9 O Residual current <1mA
10 O Residual current <1mA
11 O Residual current <1mA
12 O Residual current <1mA C
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3.

Complete all text fields which are to be applied for the whole "RCMS460-L" device. It is also

possible to leave fields unused.

020 | RCMS460-L
Residual current Hall B
Edit device specific texts

Device name |Residual current Hall B | (024|100) Characters

Device failure |Fai|ure UVE109 -7N1 -5F6 | (026|100) Characters

Device error |Eerr UVB109 -7N1 | (018|100) Characters
Channels

Alarm{for all channels) |Alarm UVB10%9 | (013|100) Characters

Frewarning(for all channels) |Prewarning UVB109| | (018|100) Characters

Open/closeall| 1 |2 |3 |4 |5 |6 |7 |8]9]10f11]12
Save

Proceed as follows to enter texts which are to be used for one or several channels:

— Click in turn the respective channels to open its input form. Clicking a channel again will

close the input form.

- In case of longer lists, use the "Open/close all" button

- Complete all text fields that are to be valid for each of the selected channels. (Example:

channel 3). It is also possible to leave fields unused.

020 | RCMS460-L
Residual current Hall B
Edit device specific texts

Device name |Residual current Hall B | (024|100) Characters

Device failure |Fai||.|re UVEB109 -7N1 -5F6 | (026|100) Characters

Device error | Error UVB109 -7N1 | (013|100) Characters
Channels

Alarm{for all channels) |Alarm UvB109 | (013|100) Characters

Prewarning(for all channels) |Prewarning UVB109 | (018|100) Characters

Open/closeall| 1 |2 |3 |4 |56 |7 |8]|9]|10]|11)12

Channel 3
Channel description |CT annexs | (010|100) Characters
Alarm |A|arm annexe UVB109 | (020|100) Characters
Prewarning |Prewaming annexe UVE109 | (025|100) Characters

Save

Press "Save". Changes take effect immediately. The bus overview shows the RCMS460-L and

the associated text.

@ o001 | comasoIP
@ 018 | RCMS430-D o

O 020 RCMS460-L
Residual current Hall B

aIAdano SNE

6. Click the "Logout" button in the menu bar, if no other settings are to be changed.
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7.7.2

7.7.2.1 Displaying individual texts

1.

Select "Tools" > "Configuration" > "Individual texts". The window "Individual texts" appears.

Individual texts

Export =) CsV Import
Address | Channel | Content Text type =
2 o Factory building Device name

18 0 UVB109 -7N1 -5F6 Device is lost

18 o UvB109 Devicewarning/alarm

18 o UvB109 Device prewarning

18 0 UVB109 -7N1 Residual current Device failure

18 1 7N1 K1 Supply of HVC1 Channel description

18 2 7N1 K2 Door storage room Channel description

18 3 Reszerve Channel description

18 4 7N1 K4 EDP Paternoster Channel description

Displaying, filtering, exporting and importing individual texts

2. Click or double-click on the column heading. The data will be sorted according to the column

heading in ascending or descending order.

Individual texts

Export =) CSV Import
Address | Channel | Content w Text type =
18 3 UWBE109 Prewarning text 3] Prewarning

18 0 UVB109 -7N1 Residual current Device failure

18 0 UvB109 -7N1 -5F6 Device is lost

18 11 UWE109 [Prewarning text 11] Prewarning

18 3 UWE109 [Alarm text 3] Warning

18 11 UWB109 [Alarm text 11] Warning

18 o UvB109 Devicewarning/alarm

7.7.2.2  Filtering entries

1.
2.

Ccsv

innel

Move the mouse without clicking close to the required column heading.
Click on the "¥" symbol.

Import
Content | Text type =
UWE109 Prewarning text 3] Contains - - 7N
UVB108 -7N1 Residual current | o oo \ /T
UVE109 -7N1 -5F6 1 ———— Starts With
UVB109 [Prewarning text 11] S Selzm: Al Ends With
UVB108 [Alarm text 3] [+] 7N1 K1 Supply of HVC1 = Equals
UVB109 [Alarm text 11] ¥ 7N K10 Places _  ———T 2 Not Equals
UvB103 [+/] 7N1 K11 Place 6 | |[¥] 7N1 K11 Place &
UVB109 |+ 7M1 K2 Door storage room | | |¥f] 7N1 K2 Door storage room
Residual current Hall B |_| 7M1 K4 EDP Paternoster |+ 7M1 K4 EDP Paternoster
Reserve || 7M1 K5 Flace 9 |+ 7M1 KS Place 5
Prewarning UVB109 L Sl a— | [ —mis rom = ——
Prewarning annexe UVB109 Filter Clear Filter Clear

3. Enter your own filter criteria (1) or activate/deactivate filter criteria proposed in the list (2).
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4. Click on the "Filter" button. The " ¥ " symbol will appear next to the column heading. The filter
is set.

5. It allows the setting of several filter criteria which are to be fulfilled at the same time. In addi-
tion, the entries can be sorted. If afilter is no longer required, click on the " ¥ " symbol and then
on the "Delete" button.

7.7.2.3 Exporting individual texts
Click on "Export" to export data in CSV format. The data can be externally displayed (e.g. in Excel®)
printed and edited.

A B C D E F G
1 |//texttype |external internal Channel content
2 DeviceName 1 2 0 Factory building
3 Devicelost 1 18 0 UVB109 -7N1 -5F6
4 DeviceWarni 1 18 0 UVB109
5 DevicePreW: 1 18 0 UVB109
6 DeviceFault 1 18 0 UVB109 -7N1 Residual current
7 ChannelDesc 1 18 1 7N1 K1 Supply of HVC1
8 ChannelDesc 1 18 2 7N1 K2 Door storage room
9 ChannelDesc 1 18 3 Reserve
10 ChannelDesc 1 18 4 7N1 K4 EDP Paternoster
11 ChannelDesc 1 18 5 7N1 K5 Place 9
12 ChannelDesc 1 18 6 7N1 K6 Testing instrument 1 (B109)
13 ChannelDesc 1 18 7 7N1 K7 Place 1
14 ChannelDesc 1 18 8 7N1 K8 Place 2
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7.7.2.4 Editing and importing individual texts

Individual texts can be externally created in CSV format (character encoding: UTF-8), edited and im-
ported to the COM460IP.
Evaluation is carried out line by line. The identification in the first line informs about the type of indi-
vidual text. The lines can be in any order. The layout within the lines is as follows:

1 2 3 4 5
ol /

A B c D Z E F G
1 |//text type ternal internal Channel coHntent
2 DeviceName 1 2 0 Factory building
3 Devicelost 1 18 0 UVB109 -7N1 -5F6
4 DeviceWarni 1 18 0 UVB109
5 DevicePreW: 1 18 0 UVB109
6 DeviceFault 1 18 0 UVB109 -7N1 Residual current
7 ChannelDesc 1 18 1 7N1 K1 Supply of HVC1
8 ChannelDesc 1 18 2 7N1 K2 Door storage room
9 ChannelDesc 1 18 3 Reserve
10 ChannelDesc 1 18 4 7N1 K4 EDP Paternoster
11 ChannelDesc 1 18 5 7N1 K5 Place 9
12 ChannelDesc 1 18 6 7N1 K6 Testing instrument 1 (B109)
13 ChannelDesc 1 18 7 7N1 K7 Place 1
14 ChannelDesc 1 18 8 7N1 K8 Place 2

Key

//

1 Identification allowing the COM460IP to recognise what kind of individual text it is.
Other possible identifiers:

Comment line

External BMS bus address
Internal BMS bus address

Channel number of the BMS device.
Channel number "0" means that this text applies to the whole device.

5 Individual text which will be assigned to the BMS device.

Description of identification in column A

Identification in

column A Plain text Individual text is being displayed...
DeviceName Device name ...as name of the device

Devicelost Device failure ... when the device has failed
DeviceFault Device error .. when the device signals a fault

DeviceWarning

Alarm (for all channels)

... when one of the channels signals an alarm

DevicePreWarning

Prewarning (for all chan-
nels)

.. when a prewarning is signalled by one of the chan-
nels

ChannelDescription

Description channel

... as a description of an individual channel

ChannelWarning

Warning/alarm channel

..when an alarm is signalled by an individual channel

ChannelPreWarning

Prewarning channel

... when a prewarning is signalled by an individual
channel
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If individual texts are to be assigned to many BMS devices, we recommend to proceed as follows:

1.
2.

7.

8.

Login to the menu bar. | | togin_|

Create individual texts for a BMS device on the web user interface (see chapter "7.7 Entering
individual texts")

Export these individual texts to a CSV file.

Open the CSV file (e.g. using the Windows editor). Enter individual texts in the same way for all
other devices in the CSV file.

Select "Tools" > "Configuration" > "Individual texts".

The window "Individual texts" will appear. Klick "Import" and select the file to be imported.

Individual texts

Export =) CsV Import
Address | Channel | Content Text type =
2 o Factory building Device name

18 0 UVB109 -7N1 -5F6 Device is lost

18 o UvB109 Devicewarning/alarm

10 n [IIVT-R Ty Phimasimm et -

After successful import, the message appears.

Import succesfull!

@J

Click "OK"

Click the "Logout" button in the menu bar, if no other settings are to be changed.

Individual texts can also be set and assigned to devices not currently existing, if
device failure monitoring has been parameterised.
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7.8 E-mail notification in the event of an alarm

COM460IP allows e-mail notifications to be sent in the event of an alarm or system fault to different

groups of users. Up to five different templates can be set up. For using e-mail notifications, the
COM460IP must include Option A.

In just two steps e-mail notifications can be set up:
1. Create templates: To whom and when is an e-mail to be sent

2. Select devices and channels which are to trigger an e-mail notification

7.8.1 Create templates: To whom and when is an e-mail to be sent
A maximum of five templates can be created.
Example: A template for the weekend emergency service is to be created.

1. Login to the menu bar. | | togin_|

2. Select "Tools" > "Configuration" > "E-mail configuration".
3. Click "=]" to edit this template.

List of configurated templates

(0]5) E-mail templates

t: - [
3: - [i4]
+ - [
s: - [i21

4. Enter the template name and the server settings.
The COM460IP uses the e-mail server from the network in which it is located. Enter the IP
address and the port of the e-mail server. Enter the name of the user and the password for
SMTP authentication.

E-mail template

Template name |Weekend shift | (13]50)
Server configuration ~
] |192.168.0.25 | (zis) v

Port 25|2

Authentication | off -

User (0l50) J

Password (ols0) &
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5. E-mail settings

- Enter the sender's address to be displayed.
- Enter the address the e-mail is to be sent to. Click "+" to add address fields.

- Enter subject, header and footer. There must not be umlauts in the subject line.

‘E—mail configuration |
Start |alarm@bender-de.com | (19]50)
To |J0hn.Doe@bender—de.DDm | |l| (22]50) J

|Hugo.Meyers@bender—de.com | |i| (25]50) J
Cc | | |l| (0]50)
Bcc | | |l| (0]50)
Subject |Alarm factory greenhill| | (23]100) v

+({alarms XX) (ASCII only)
The current status of your Bender system:

Message header (41]200)

This is an automatically generated email, please do not reply.

Message footer (62]|200)

6. E-mail behaviour:
- Select days and hours to be applied for the template .
- Activate or deactivate "E-mail in the event of a test alarm" resp. "E-mail in the event of pre-

nu

warning" “.

|Ez mail behaviour -~

|+ Full day Start:| 12:00 AM End:| 12:00 AM 5 5
[] Full day Start:| 4:30 PM ~ |  End:| 12:00 AM ~ | F

[] Full day Start:| 12:00 4M ~ | End: 7:00PM » | M

Mo Tu We Th Fr Sa Su

|_| E-Mail in the event of test alarm

|_| E-Mail in the event of prewarning

Save Cancel

4

7. Click "Save" to save the entries.
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8. The list of configurated templates will appear.

List of configurated templates

(1]5) E-mail templates

1: Weekend shift m |_| Send test e-mail

7o ==
3: -

41 -

EEEE

5 —

Click "Send test e-mail" to check the correct function of this e-mail notification. Other operat-
ing options:

- Click "[*]" to delete this template

- Click "[=|" to change this template

9. Open your e-mail post box to display the "Test e-mail".

From: Bender COM460IP <noreply@bender-de.com> sent: Mo 10.09.2012 15:49
To john. Do@bender-de.com; Hugo.Meler@bender-de.com

Ce

Subject  Alarm factory greenhill | Alarmcount: O

F] 3 4 5 5 7 8- 1 -9 10 1 -11 12- 1 -13 14 15- 1 -16 i

Alarm status messages for your Bender devices

The current state of your Bender system:

Pending (new) (0)
| Pending (0)

Mo lenger pending (0)

This is an automatically generated email, please do not reply.

| © 2012 Bender GmbH & Co. KG |

10. Click the "Logout" button in the menu bar, if no other settings are to be changed.
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7.8.2

Login to the menu bar. | i

Login |

Select devices and channels that are to trigger an e-mail notification

Click the "Configure e-mail" field of the "RCMS460-L" bus device. This is optionally available in

the bus overview or in the device information.

>
@ o001 | comasoIP E
@ 018 | RCMS430-D @
=]
0 020 RCMS460-L g
Residual current Hall B~ 3
{Configure e-mail
or
RCMS460-L
© 00 Residual current Hall B~ i .
Configure e-mail
Mo. Alarm | Test Channel description Measured value : RCMS460-L  »
Last contact: 7/11/2013 =
Residual current 11:00:00 AM =
1 = 1mA P
e 7N1 K1 Supply of HVC1 Number of alarms:0 g
Residual current Address: 20 o
2 O 7M1 K2 Door storage room S 3 E_
|+ Hide inactive channels 3
Residual current o
3 O CT annexe =1ma
3. Assign the devices and channels that are to trigger an e-mail notification to the respective tem-
plates.
020 | RCMS460-L
Residual current Hall B
Monitoring
Weekend shift | Night shift
Al O =
Device failure monitoring (] (]
Residual current
@-<1ma Supply of HVCL X ‘—‘
Residual current
O =1ma 7M1 K2 Door storage room N l—‘
Residual current
O =1ma CT annexe ] ]
Residual current
© < 1MA 11 Ka EOP Patemoster v =
Residual current
© < 1MA i kS Place 9 4 o
O <1mA Residual current 7
7N1 K& Testing instrument 1 (8109) Ls ‘—‘
Residual current
© < 1MA N 17 Place 1 4 4
Residual current
© < 1MA i K8 Place 2 v k1
Residual current
© < 1MA i kS Place 3 4 o
Residual current
© < 1mA N K10 Place 5 v =
@ < 1 mA Residual current 1 &l
@ < 1 mA Residual current ] ]
@ - =) =
@ - O O
@ - =) =
@ - O O
Save
RCMS460-L
@ 020 Residual current Hall B -
Click "Save" to save the entries. The blue symbol " =" in the bus overview shows that e-mail

notifications for this device have been set up.
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4. Repeat steps 2 and 3 for all BMS devices you want to trigger an e-mail notification.

You can also set up e-mail notifications for devices currently not available on the
bus, if a device failure monitoring function has been configured for these devices.

5. Click the "Logout" button in the menu bar, if no other settings are to be changed.

7.8.3

Displaying an e-mail overview

Once the e-mail notifications are set up for all required BMS devices, an overview can be displayed.

Select "Tools" > "E-mail overview".

E-mail overview

Address  Channel Device name Weekend shift = Night shift

18
20
20
20
20
20
20
20
20
20
20
20
20

2
1
2
3

i0
i1
iz

RCMS450-D
RCMS460-L
RCMS460-L
RCMS460-L
RCMS460-L
RCMS460-L
RCMS460-L
RCMS460-L
RCMS460-L
RCMS460-L
RCMS460-L
RCMS460-L

RCMS460-L
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7.9 Using the device failure monitoring function

Devices connected to the BMS bus can be monitored for failure.

Behaviour when device failure monitoring is activated
If the device failure monitoring is activated, the "Alarm status" field in the bus overview is grey-shad-
ed out.

@ o001 | comasoIP

A O o1s RCMS490-D [1]
Residual current Hall & ©

RCMS460-L
Residual current Hall B

@ o020

Although the device is currently not available, it is treated as if it were available:
- An alarm will be signalled in the event of a device failure
- It will be displayed in the bus overview
- Individual texts can be entered
- E-mail notifications can be configured

— It can be visualised

Behaviour when device failure monitoring is deactivated
The device RCMS490-D will not be monitored for failure.

4
@ o001 | comasoIP / m

© o1s | REMS490-D 111 - =
Residual current Hall & o

. Device monitoring on/off
O 020 RCI\':I54GD L =k 2
Residual current Hall B <.

If the RCMS490-D fails, it will be deleted from the bus overview. No alarm will be signalled.

@ o001 | comasoIP

@ o020

RCMS460-L
Residual current Hall B
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7.9.1 Activating/deactivating device failure monitoring function
in the bus overview

Activiating device failure monitoring function
Example: The RCMS490-D is to be monitored for failure.

1. Login to the menu bar. | | Llogin_|
2. Click "Device monitoring on/off" of the bus device "RCMS490-D". This is optionally available in
the bus overview or in the device information.

4
@ o001 | comasoIP / m

@ 018 RCMS490-D [1]
Residual current Hall A ~

O 030 RCMS460-L Device monitoring on/off

Residual current Hall B N g

or

RCMS430-D [1]

018 . "
O Residual current Hall &
T Device monitoring on/off
Mo. Alarm Test | Channel description Measureé|—vE|T\:na—-'-'“-*'-“'-'—I RCMS450-D
Last contact: 7/11/2013
Residual current A6:
1@ e 1ma 12:46:37 PM
7N1 K1 Supply of HVC1 Number of alarms:1
: @ Residual current J— Address: 18
7M1 K2 Door storage room
|+ Hide inactive channels
Warning Residual current
3@ LWAR1 NG Talarm text 31 Recerve 208 ma

3. A message will confirm the activation of device failure monitoring.

018 | RCMS490-D is being
monitored!

|_| Do not show this message again during this session

Ok

In the bus overview the symbol " & " shows that this device is monitored for failure.

4. Click the "Logout" button in the menu bar, if no other settings are to be changed.

Deactivating the device failure monitoring function
Example: The device failure monitoring function of the RCM460-L is to be deactivated

1. Login to the menu bar. | | togin_|
2. Click the "Device monitoring on/off" field of the bus device "RCMS460-L".
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This is optionally available in the bus overview or in the device information.

?
@ o001 | comasoIP / m
c

Qo RCMS490-D [1] 5
Residual t Hall & —
=idual current fa Device monitoring on/off
RCMS460-L
ozo . 4
O Residual current Hall B : g
or
Q@ oe RCMS490-D [1]
Residual t Hall & © T —
Ssidual eurrent Ra Device monitoring on/off
No. Alarm Test | Channel description Measured value UEVICcE name: RCMS450-D
Last contact: 7/11/2013
Residual current 1:02:02 PM
1 = 1mA ree
© 7N1 K1 Supply of HVC1 Number of alarms:1
Address: 18

Residual current

2 @ <1mA

7M1 K2 Door storage room
|+ Hide inactive channels

3. A message will confirm the deactivation of device failure monitoring.

020 | RCMS460-L is no longer
monitored!

|_| Do not show this message again during this session

Ok

Click the "Logout" button in the menu bar, if no other settings are to be changed.
Further parameter setting is only possible after logging on again.

7.9.2 Displaying overview device failure monitoring and adding devices

An overview of the devices monitored for failure will be displayed. Devices not yet connected to the
BMS bus can be added by entering the planned BMS address. For these devices individual texts can
be entered and e-mails can be configured. They can be visualised.

1. Login tothe menubar. | | togin_|

2. Select "Tools" > "Configuration" > "Device failure monitoring".

3. Anoverview of the devices monitored for failure will be displayed.

Device failure monitoring

Address | Device name | Individual texts

18 RCMS430-D  Residual current Hall &

20 RCMS460-L  Residual current Hall B
Add entry

Import actual state Save
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Monitoring all BMS devices
Select "Tools" > "Configuration" >"Device failure monitoring". Click on "Import actual state" and then
click "Save" to monitor all active devices currently connected to the BMS bus for failure.

Device failure monitoring

Address | Device name | Individual texts

1 COM480IP
18 RCMS490-D  Residual current Hall &
20 RCMS460-L  Residual current Hall B
—— > @ 001 | coMmasoIP 4
TR e T |save » > @ois i:::jaglocﬁriln]t Halla 9

RCMS460-L

ozo . 4 o
r@ Residual current Hall B -

In the bus overview all devices are now marked with the symbol " < ",

Adding a device not yet connected to the BMS bus

1. Select "Tools" > "Configuration" > "Device failure monitoring". Click "Add entry" to add a device
not yet connected to the BMS.

2. Select the BMS address of the device and then click "OK".

Device failure monitoring

Address | Device name | Individual texts

1 COM480IP
Add enti

18 RCMS490-D  Residual current Hall & oy 21

# 22
20 RCMS460-L  Residual current Hall B System

23 | =
Add entry Address |1 =

Import actual state Save oK || Cancel

Repeat step 2 for all devices to be added. Once all devices are added, click "Save". Although the de-
vices are currently not available, they are treated as if they were available:

- Inthe event of failure of these devices an alarm is signalled for each device.
- They will be displayed in the bus overview.

- Individual texts can be entered

- E-mail notifications can be configured

- They can be visualised

L4

> @ 001 | coMmas0IP 4| o

Q@ oe RCMS490-D [1] =i =

' Residual current Hall & - 2

RCMS460-L .|

: O 20 Residual current Hall B k=l g

(1]

> (@ 021 | Unknown device 4 =
> (@ 022 | Unknown device 4
© 023 | Unknown device E =

Edit texts
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7.10 Alarms

1. Click on the common alarm button marked with an "!" or on the "Alarms" menu to open the
window with the same name. Opening the window "Alarms" will deactivate the background.

Web user interface of the COM460IP

Login 1

Bl Home Bus overview Alarms Tools Info = Visualisation

Alarms 4
No.  Address = Channel Alarm Test  Device name Channel description Measured value | Timestamp
Warning RCME450-D Residual current
1 /18 3 . 193 ma 7/11/2013 12:45:27 PM
O UWVEL09 [Alarm text 3] Residual current Hall A Reszerve m MM <
Warning RCME490-D Residual current
2 18 11 . 37T A 7/11/2013 1:29:23 PM
O UWVB109 [Alarm text 11] Residual current Hall A 7N1 K11 Place 6 * y
Frewarning RCME460-L Residual current
3 20 2 . . 43 ma 7/11/2013 1:28:36 PM
- O Prewarning UVB109 Residual current Hall B 7N1 K2 Door storage room m e
Unknown device
4 |21 - @ Fault - No address 7/11/2013 1:25:31 PM
Device is lost

2. Inorder to return to the main menu, press the "ESC" button or close the alarm window by click-
ing the close symbol in the top right corner.

The meaning of the table entries is described below.

No. Consecutive number of alarms

Address Internal BMS address

Channel BMS channel number

red Red = alarm, warning, device error

Yellow Yellow = prewarning

Alarm Alarm, warning, prewarning, device error

Test Alarm caused by "Internal test" or "External test"

Device name

Name of the BMS device

Description

Description of the alarm or operating message

Measured value

Measured values transmitted from the bus

Timestamp

Time and date the first alarm occurred
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7.11 Tools
Select "Bus overview" > "Tools".
Displays Menu Menu item Page
N BMS Recording 78
4 BMS S Analyser 79
Recordin [=] .
? = Log files 82
Analyser
Log files Network Parameters 82
4 MNetwork Socket state 83
Farsmeter Software Update 84
Socket status 3
Options 84
4 Software
Update Modbus Register 89
Options Control commands 91
4 Modbus Configuration Individual texts 63,
Modbus register 92
Control commands R R R
Device failure monitor- 74,
4 Configuration ing 92
Individual texts . A
o o Overview of e-mails 71,
Device failure monitoring 92
E-mail averview
. . E-mail configuration 67,
E-mail configuration 9
Wisualisation
4 Miscellaneous Visualisation 93
Manual Other Manual 106
System visualisation System visualisation 107
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7.11.1 BMS recording
You can record the current BMS bus traffic for control and analysing purposes and save it in a sepa-
rate file on an external medium. For accessing and analysing recordings, use the BMS analyser.

1. Click "Tools" > "BMS" > "Recording". Recording will start immediately.

2. As soon as you consider the volume of the recording as sufficient, press the "Stop" button.
Recording is finished.

3. Now you have the choice to
- delete the recording
- save it on the PC or an external medium
- orto evaluate it using the BMS analyser

4. Click on the respective button to carry out one of the activities listed above.

Recording

1;018:BTR? 12&rv
:1:018:1d<mA 1&5r
1;020: ALMN?&dZE

1:020:n= 1&%9e

1;020:ALM? 18dZq

1:020:no O&m

1;020:ALM? 28dZp

1:020:Ip/mA 488x

1;020:ALM? 38dZo

1:020:no O&m

1;020:ALM? 48dZn

1:020:no O&m Start
:;020:ALM? 58dZm l—lﬂ_ =
::020:no D&m ]
1;020:ALM? 58dZI Delete
1:020:no O&m | Save
1;020:ALM? 7&dZk | l—l
1:020:no - || BMS analyser

In addition to the method described above, it is possible to record the BMS traffic (BMS logger) for a
defined period of 1...7 days.

Select "Bus overview" > "COM460IP" > "Settings" > "History logger” > "Interface". Select the preferred
duration by mouse click.

4 (@ o001 | comaso1P E <

Reload menu

Réport 001 | COM460IP

Fistery Interface

Data logger

4 Settings 1. Interface: off |1 d :e{

Server |Sa£|
Interface
Modbus 7/11/2013 8:05:55 AM

[

Histery/Logger
History
Data logger

Interface
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7.11.2 BMS analyser
With this tool, you can select the log file you need, open this file and analyse the recorded data of the
BMS bus using the different submenus. The log files either come:

o from the BMS logger previously activated in COM460IP ("COMA460IP" > "Settings" > "History/
Logger"> "Interface"). The recorded files of the history memory are listed in the "Data source"
submenu. Approximately one hour after activating the BMS logger, the first entry will be dis-
played.

o orfrom the BMS recording. These data files can be imported using the "Open external file" but-
ton.

In the following example, data of the BMS logger is used.

Open recorded log files:
1. Click on the date of the file you need to open the "Statistics" data field.

2. Inthis data field, in particular, check the value "Protocol errors in %".
If the value is greater than 0, further analyses will be necessary. The "Errors" submenu may be
helpful in this case.

Analyser
Data source | Statistics | Errors | Answers | Timestamps

Date: 5/21/2013 8:32 AM
Date: 5/21/2013 7:49 AM
Date: 6/20/2013 2:52 PM
Date: 6/20/2013 2:04 PM
Date: 6/20/2013 1:17 PM
Date: 6/20/2013 12:30 PM
Date: 5/20/2013 11:43 AM
Date: 5/20/2013 10:55 &M
Date: 6/20/2013 10:08 AM

Open external file

Save

BMS analysis, statistics

Analyser
Data source = Statistics | Errors | Answers | Timestamps -~
Line number Telegram o
File bmslog_2013-06-20_10-08.txt oaf
2 :;018:ALM? 3&dZh
Size 1024 KB 3 1:018:1d/ma 1438Q
4 1;018:ALM? 4&dZg
BMS protocol internal 5 11018in0 0
8 1;000: ALMI?8zzE
7 1;000: MASI?8dZE
Number of lines 61692
8 1;099: IDNM?&dZd
El ;099 ALMN?&dZd
Protocol errors in % 0 10 :;018:ALM? 584ZF
11 ::018:no O&F
BMS timestamp 6/20/2013 10:27 AM e :;018:ALM? 68dZe
13 1:0138:no 0&F .

Save v
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BMS analysis, error
In the "Errors" list field, bus faults and special bus activities are listed. Faults appearing in the right
protocol field are marked in red, bus activities by contrast are marked in grey.

1. Click on the first line of the list in the "Errors" list field. As a result, the first faulty line in the right
protocol field will appear red marked.

2. Proceed accordingly with the next and the other lines in the "Errors" list field. The selected line
of the protocol field will be highlighted.

Analyser
Data source | Statistics | EMMOMS | Answers | Timestamps 'y
Line number Telegram Description Line number  Telegram i
41571 1:018:1d=mA 188r:;020:ALMN?8dZt Teilen der Checksumme und des Befehls am Et-Zeichen ist fehlgeschlagen | 41563 1:018:1d<mA 189r
41564 1;018:BTR? 28d2[
41565 1:018:1d<mA 185r
41366 1;018:BTR? 38dZZ
41567 1:018:n0 0&F
41568 1;018:BTR? 48d7Y
41569 1:018:1d<méA 188r
41570 1;018:BTR? 584ZX
N
41572 11020:n= 180e
41573 1020:ALM? 18dZq
41574 11020:n0 0&m
-

Save

BMS analysis, answers

In the "Answers" list field, the master-slave behaviour relating to the BMS addresses of the bus devic-
es is shown in detail. The column "Unrequested”, for example, shows whether a certain bus device
has answered without having received a request.

1. Click on the "Answers" tab”, to open the list field of the same name and to get information
about the answering behaviour of the recorded bus devices.

Analyser

Data source | Statistics | Errors | Answers | Timestamps ~

Address  Queried  Answered | Unrequested | Line number | Master hand-over | Master take over | * || Line number Telegram =

o 3336 o o o o 1 0&f

1 1028 1027 (o] 0 o 2 1;018:ALM? 3&dZh

z z0 o o s} o 3 1:018:1d/mA 143&0Q

3 20 o 0 o 1} 4 :;018:ALM? 48dZg

4 20 o o] o o 5 ::018:no 0&F

5 20 [} o 0 o 6 13000 ALMI?&2zE

6 20 a o o a 7 13000 MASI?&dZt

7 z0 o (o] o 0 8 :;099: IDNM?&dZd

8 20 o o] o o g ;099 ALMN?&dZd

9 20 o o o o 10 1;018:ALM? S&dAZf

10 20 a o o 0 11 ::018:no 0&F

11 z0 o (o] o 0 12 :;018:ALM? 6&d7e

1z 20 o 0 o o |13 ::018:no 0&F .
| Save v
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BMS analysis, timestamp

Every minute, timestamps are added to the BMS data flow.

In the "Timestamps" list field, the timestamps added and the associated line numbers are put into
context. In addition, you can see how many lines have been recorded between two timestamps. This
information may be useful for the analysis of bus faults.

1. Click on the "Timestamps" tab. The timestamps will appear in the list box in chronological

order.

2. Click on one of the other timestamps in the list field on the left. In parallel, the associated
timestamp of the recorded BMS traffic will be highlighted in the protocol field.

Analyser

Data source

Line number

474
1775
3086
4389
5698
6999
8306
9611
10919
12221
13522
14829
16135

Statistics

Timestamp

6/20/2013 10:
6/20/2013 10:
6/20/2013 10:
6/20/2013 10:
6/20/2013 10:
6/20/2013 10:
6/20/2013 10:
6/20/2013 10:
6/20/2013 10:
6/20/2013 10:
6/20/2013 10:
6/20/2013 10:
6/20/2013 10:

Errors

Answers | Timestamps

:00 AM
:00 AM
:00 AM
:00 AM
:00 AM
:00 AM
:00 AM
:00 AM
:00 AM
:00 AM
:00 AM
:00 AM
:00 AM

Lines/min
1301
1311
1303
1309
1301
1307
1305
1308
1302
1301
1307
1306
1310

-

~

Save

Line number
8298
8299
8300
8301
8302
8303
8304
8305
8306
8307
8308
8309
8310

Telegram

:BTR? 6&dZ™

o

102
102

o

:Id=mA 1&9y

o

:;020:BTR? 78dZ]

102

o

:Id=mA 1&9y

o

1;020:BTR? 8&dZ\

102

o

:Id=mA 1&9y

o

:;020:BTR? 98dZ[

102

o

:Id=mA 1&9y
[2013/06/20 10:14:00]
1;020:BTR? 108WVE
1:020:Id=mA 1&%y
1;020:BTR? 118WVD

1:020:Id=mA 1&%y

v

-
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7.11.3 BMS log files
Use this menu item to view the complete text of the log file in a browser window.

1. Click "Tools" > "BMS" > "Log files". The list of all log files that are automatically recorded will
appear in a browser window.

Log files
I:E!_

bmslog 2013-06-20 10-08.txt 1.048.576 20.06.2013 - 10:54
bmslog 2013-06-20 10-55.txt 1.048.576 20.06.2013 - 11:42
bmslog 2013-06-20 11-43.txt 1.048.576 20.06.2013 - 12:29
bmslog 2013-06-20 12-30.txt 1.048.576 20.06.2013 - 13:16
bmslog 2013-06-20 13-17.txt 1.048.576 20.06.2013 - 14:04

moh W

free space: 1.987.084.288 bytes

Copyright @ 2011 Bender All rights reserved.

2. Click on the required log file in the "File name" column. The recorded BMS lines appear in text
format in a separate window.

|*

1:Ma5T? 1
tMRST?
tMRST?
ALMN?&dZu
l1:n= 0&59g =
01:BTRN?&dZg

l:n= 0&dg
IALMN?&dZt
:n= 0&89f
:BTRN?&dZf
2:n= 3&f%c
:BTR? l&dZc
tRe/k0 1000&dZ[
O:RLMTI?&zzE

b

ra

&
&
&

7.11.4 Network parameters
You can change the network parameters of the COM460IP in this menu.
Only change parameters after careful planning!

Incorrect settings may lead to serious disturbances in the network or the net-
work can get lost!

The following parameters can be set:
o [P address
e Netmask
¢ Standard gateway
o DHCP activated/deactivated
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Proceed as follows:

1. Select "Tools" > ,"Network" > "Parameter”. The window "Network parameters" will appear.

Here you can change the network parameters. If you want to change
the IP address, you need to change the host IP address in your internet
browser too, in order to re-connect to the gateway. Only change
parameters after careful consideration. Incorrect parameter settings
may lead to network disturbances or the network connection may get

lost permanently until next hardware reset.

(tem ________|Setting |
IP address W
Subnet mask W
Standard gateway IW
DHCP

Change |

Network parameters

Carry out your changes and enter them into the input fields intended for this purpose and confirm

with "Change".

If you do not want the entries to be saved, select "Undo" to maintain the previous value.

7.11.5 Network socket status

The current socket parameters appear in this list field. It allows to check the client/server connec-

tions.

1. Select "Tools" > "Network" > "Socket status". The current state of all sockets appears in a

browser window.
2. Click on "Refresh", if you want to update the list of connections.
Socket connection status

[ Socket|State _[Rem 1P| Rem Port] Loc Port]

172.16.22.90 2203

1 CONMNECT
2 LISTEM

3 LISTEM

4 LISTEM

5 LISTEM

5] CONMNECT
7 LISTEM

8 LISTEM

9 LISTEM
10 LISTEM
11 FREE

172.16.22.90 2025

80
80
80
21
102a
4530
4530
4530
502

943

port
120

29
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7.11.6 Software update

You can update the operating software for COM460IP as soon as Bender provides a new software
version.

The "Software Update" menu allows you to comfortably:

¢ load the update file from your computer to the COM460IP Micro-SD card
o start the operating software update

Proceed as follows:

Adjust the browser settings
1. Make sure that JavaScript is activated

2. Deactivate the pop-up blocker for the duration of the update process

Open the "Software Update" window
1. Select "Tools" > "Software" > "Update"

2. Find out which software version is installed, e.g.: 2.xx

Loading the current update file from the Bender Internet server

1. Select "Bender download area" from the "Software Update" window.
Alternatively you can also enter the address
http://www.bender-de.com/de/service-support/downloadbereich.html
into the address line of your web browser

2. Load the update file COM460 Vx.xx.BUF from the category software
The category software will be visible as soon as the login procedure has elapsed.

3. Click on the respective icon in the software list and specify a place to save the update when
you are prompted to do so.

Uploading the update file to the COM460IP

1. Click on "Browse" in the "Software update" menu to select the loaded update file. In the win-
dow "Software update" the respective path will appear.

2. Click on "Upload" to copy the update file COM460 Vx.xx.BUF to COM460IP. Once the file
transfer is completed the file path is blanked out.

Starting the software update

1. Click on "Start update" to start the update of the system files.
The progress bar in the "Software update" window will tell you when transmission is complete.

2. An activity indicator and the lettering "UPDATE" will appear in the display of the COM460IP.
Once the update is completed, after approximately 10 minutes, the device can be operated
again.

During the software update, the following directories are deleted and renamed:
\DEVICES

\IMAGES

\JS

\BIN

\HELP

\MISC

\LANG
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Select language:

s
e | ] ]

Software Update

COM460IP firmware and software define all functions of the gateway.
They are subject to continuous improvement. New versions include
enhancements and improvements and are supplied by Bender as updates.

Check Bender-download , if an update exists for your COM460IP.
Installed version: 2.50
File found on COM460IP: COM460 V2.50.BUF (13638 kb)

Update procedure:

1.Select an update file!

Browse

2. Load selected file to COM460IP!

Upload

3. Start update:

Start update

Copyright © 2011 Bender All rights reserved.

—
LR~ ] |

Testing the updated status of the software

1. Select "Info" from the menu bar to open the window of the same title.

2. If the software has been updated correctly, the numbers of the software versions will be identi-

cal.

Info

Software D271 V3.00
Software D278 V3.00

If the number of the version in the upper line is higher than the number in the line below, the brows-
er cache should be deleted and the request for the software version should be repeated.

COM4601P_D00023_00_M_XXEN/08.2013

85



BENDER

Web user interface of the COM460IP

7.11.7 Software options and licencing

7.11.7.1 Identifying activated software options

Click on the menu item "Software options", to make the currently enabled options visible. In the
"Software options" window in the line "Activated" a check mark is assigned to each option, a confirm-
ing green check mark is assigned to activated options, a red X to deactivated options.

Proceed as follows to identify activated options:
1. Select "Tools" > "Software" > "Options".

2. Line "Activated" shows the activated options.

Software options

Functionality Basic device Option A

Individual texts, e-mail

Option B Option C Option D

Modbus/TCP, gateway Parameterisation Visualisation

Complete system overview with indication of alarm
messages and measured values

Web server with Silverlight
Web server for displaying the system overview on mabile
phones

Can be operated on the internal and external bus (max.
99 x 139 addresses)

Multilingual menu structure

IPaddress setting manually or via DHCP

Time synchronisation for the BMS bus system via NTP
Built-in switch with 2x RJ45, cable auto detection
Diagnostics function (bus log, analyser...)

Modbus/TCP data sccess for the BMSaddresses 1... 10 on
the internal BMS bus

To read out data from the histery memory and data
logger of BMS devices/with report function

History memary for alarms, warnings and tests
Data logger

Individual text messages for all devices/channels
E-mail/alarm message

Report functicn (file export) impert/export
Modbus/TCP data access for all BMS devices
Modbus/TCP to control BMS devices

Parameter setting for all BMS devices
Visualisation

System visualisation

Data logger Visualisation

Activated J J
Import

Fig. 7.4: The software options A, B, C and D are activated

When not all software options are activated, other options can be acquired and can be imported us-

ing a licence file.

86
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7.11.7.2 Acquiring licences for additional software options and loading

the licence file
After acquiring a licence from our sales department for one or several software options, the corre-
sponding licence * . BLF will be available under the address

http://www.bender-de.com/en/licences/licence-download.html.

As soon as the login procedure has been passed successfully, the website "licences" appears. Follow
the user guidance there.

1. Enter the groups of numbers, which are printed on the device label or on the enclosure or are
available in the Info menu of the COM460IP, into the edit fields "Artikel-Nr./Art. no" and Werk-
Nr./Serial no".

2. Then click on "Get licence file". A green text field will appear showing the name of your new
licence.

3. Right-click to open the context menu and click on ,Target save as”. There, you select the mem-
ory location and confirm with OK.

Artikel-Nr./Art. no.

Werk-Nr./Serial no. i -
/ gget licence f||§

Fig. 7.5: Enter the article number and serial number into the licence window

Licence Download

Licence files are used to activate functions in Bender devices.
If the device you purchased already includes a licence, you can obtain the asscciated licence file here.

Please enter the following data for download:

Artikel-Nr./Art. no.

GBI, BT L Get licence file for another device

. . LICENSE-2222222222-B95061010.BLF
(Download with right mouse button)

Instructions for activating the licence, you will find in your device manual.

If you need a licence with additional options for your device, please contact the

Where do I find the article number resp. the serial number?

= On the device label

= In the "Info" menu, when the device is equipped with a text display
= On the sticker of the packaging

Fig. 7.6: The licence file was generated and must be saved
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7.11.7.3 Activate acquired software options

In order to activate additional software options, you have to import the licence file * . BLF loaded

from the Bender server to the COM460IP.

Select "Tools" > "Software options".

1.

[Tiodur |
/ / / / / Pa1eAIDY

' uonesijensig Jabbo| eleq
. uoes!|ensiA walsAs
' uonesi|enspy
. S30IARD Sl ||2 Joy Bumaes Jajaweley

' S80IASP WG [03U00 03 dDL/SNGPoK

' S301A3P SING |[E JOj 53200 e8P 4IL/SNgpojy

vodxa/uodw [Lodxa 2)1y) uoijoun) uodsy
' sbessaw wJee/|iew-3
' S|3ULIEYD/5301AD ||B Joj safiessall 1xa] [EnpInpU]
' 1abbo| ezeg

' 5153) pue sbuiliem ‘swue|2 Jo) Alowsw AojsiH

UoIIUNy Lodsd UM /S301A3D Sg 10 1a600|
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SN Shg [BWwaul 3y}
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' U0I3I233P 03N (G2 'SP XT YIM Y3IMS UI-3jing

' 41N Bin walshs Sng SiNg 243 J0j UORESILOIYIUAS AW

. dDJHQ 28 o Ajlenuew Buipes ssaupped]

' 2UnonJ3s nuaw [enbulynpy

(sassa.ppe 6ET X 66
“XELW) SN |EWAXS pUE [2UISIUI SU] UC palesado aq ue)

sauoyd
3(IOL UD MaIAIRA0 WaIEAS au3 Buide|dsip Jo) J3AES gap)
. WBILSAIS YUM J3A8S GBp

San|eA painseal pue safiessauw
WLI|E JO UOIEJIPUI UJIM MBIAJBA0 W31SAS 313|dWwo]

uonesijensip, uoljesLialEWeled Aemzieb 'ddL/snqpop |lBW-3 'S1X3] |enpIAIpUl

@ uondo 7 uondo g uondo v uondo 3DNABP DISEY Ajljeuomnouny

suijdo aIEmYos

2. Click on "Import" to open the file list that contains the loaded licence file of the format * .BLF.

3. Select the required file and confirm with "Open".

Then confirm all available options in the "Software options" window by a green check mark in

the line "Activated".
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7.11.8 Modbus register

Display Modbus functions and their register addresses

Sections of the memory image of a BMS device can be represented graphically using the "Modbus
register" menu. 12 BMS channels can be displayed individually or details about the device. A detailed
description of the Modbus data structure can be found on page 113 onwards.

7.11.8.1 Modbus representation of device information
In the example below details about an RCMS490 device with BMS address 18 are shown.

1. Select "Tools" > "Modbus" > "Register".

2. First click on RCMS490-D in the device list and then select "Device info" from the drop down list
next to it. The Modbus representation of the device information and the corresponding start
addresses will appear.

In the column furthest to the right, the hexadecimal start addresses of the respective information
blocks are listed:

e Start address 0x1200 = BMS address 18, device type
o Start address 0x120A = BMS address 18, timestamp

e Start address 0x120E = BMS address 18, common alarm and device error

Modbus register

000 | TEST Device info +
001 | COM460IP
018 | RCMS490-D RCM3430-D
020 | RCM5460-L Dez Hex
- HiByte ASCII
021 | Unknown device Word 0 (0x00) LowByte ASCIT e el
- HiBytes ASCII
Wword 1 (0x01) | %= i 4609 | 1201
HiBytes ASCII
Word 2 (0x02) | %= i 4610 | 1202
HiBytes ASCII
Word 3 (0x03) | ¥ i 4611 | 1203
HiBytes E ASCII
Word 4 (0x04) | %= 3 i 4612 | 1204
HiByte g ASCII
Word 5 (0x05) | "% : i 4613 | 1205
HiByts = ASCII
Word 6 (0x06) | "% i 4614 | 1206
HiBytes ASCII
Word 7 (0x07) | %= i 4615 | 1207
HiBytes ASCII
Word & (0x08) | ¥ i 4616 | 1208
HiBytes ASCII
Word 9 (0x09) | %= i 4617 | 1209
HiBytes
Word 10 (0x04) | "% Year 4618 | 1204
HiE 'i:E Month
Word 11 (0x0B) | "% g:v 4619 | 1208
HiBytes . H
Word 12 (0x0C) | ~°%= E il 4620 | 120C
HiByte - second
Word 13 (0x0D) | " =¥° I 4621 | 120D
HiBytes Common Alarm
3
Word 14 (0x0E) | 0% et | 4622 | 1208
HiBytes
Word 15 (0x0F) | "% Reserved | 4623 | 120F

Fig. 7.7: Modbus representation of device information

Do not assign BMS address 0 to a real BMS device!
Address 000/TEST only serves to simulate data access
(siehe “Reference data records of the process image” on page 123).
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7.11.8.2 Modbus representation of a BMS channel
In the following example, BMS channel 1 of an RCMS490 with BMS address 18 is shown.

1. Select "Tools" > "Modbus" > "Register".

2. First click on RCMS490-D in the device list and then select "Channel 1" from the drop down list
next to it. The Modbus representation of BMS channel 1 with the respective start addresses will
appear.

In the column furthest to the right, the hexadecimal start addresses of the selected BMS channel are
shown. These addresses represent the start of the related information blocks in each case:

o Start address 0x1210 = BMS address 18, channel 1, floating point value (Value (float))

o Start address 0x1212 = BMS address 18, channel 1, alarm type and type of test as well as range &
unit

e Start address 0x1213 = BMS address 18, channel 1, description

Modbus register

000 | TEST Channel 1 =
001 | COM460IP Device info
018 | RCMS490-D Channel 1
020 | RCMS460-L Channel 2

021 | Unknown device | Channel 3
T | channels
Channel 5
Channel &

Channel 7

Fig. 7.8: Selection of the BMS device and of an BMS channel

Dez | Hex Unit identifier: 0x01 Dez Hex
Word 16 (10)
. Value(Float) 4624 | 1210
Word 17 (11)
- Test ext. 7
E Test int. 5]
HiB',rte = State 5
v Res. 4
= Res. 3
- E 2
B = Alarm ; 4626 | 1212
5 word 18 (12) =
= A~ 7
] Range Validity .
. 5
LowByte = 2
o
& 3
) Unit 2
2 1
o
word 19 (13)| MiEve Descripti 4627 | 1213
or (13) [ escription

Fig. 7.9: Modbus representation of the BMS address and BMS channel 1
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7.11.9 Modbus control commands

From an external application (e.g. visualisation software) commands can be sent to BMS devices. This
menu item provides the Modbus control commands for special BMS commands.

The Modbus control can be activated or deactivated in the Settings" > 3. Modbus > 1. Control" menu.
(refer to chapter 6.4.3 or chapter 7.6.3).

Control commands for the external BMS bus

Test Isometer

Test changeover device
RESET alarm (broadcast)

— Buzzer off [for alarm address] (broadcast)

Control commands for the internal BMS bus
- TestIsometer
- Test changeover device PRC
- Start automatic test changeover 1->2, end after T(test)
— Start test generator without changeover
- Switchover toline 1
- Switchover to line 2
— RESET alarm (broadcast)
— RESET alarm EDS (broadcast)
— Buzzer off [for alarm address] (broadcast)
- Switch on relay/switch

- Switch off relay/switch

These control commands can be copied to the clipboard of the PC and then included in the pro-
gramming for external application. The menu item "Modbus control commands" therefore serves as
a programming aid.

1. Select "Tools" > "Modbus" > "Control commands".

2. Select the address of the device from the list the command is to be sent to. The list shows all
devices available on the BMS bus as well as devices which are currently not available.

Modbus control commands

System

Address | -

001 | COM480IP
Channel

018 | RCMS430-D
BMS command 020 | RCMS460-L
021 | Unknown device

0x12 0x34 Transaction Identifier (Example)

0x00 0x00  Protocol Identifier (MODBUS = 0x0000)

0x00 0xOF  Length

0x01 Unit-1D

0x10 FunctionCode {0x10 -= Write Multiple Registers)
0xFC 0x00 StartRegister for MB Commands

0x00 0x04 Quantity of Registers

0x08 Length of Data

0x00 0x01 external Address

0x00 0x15 internal Address
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3. Select the command you intend to send to the device from the list "BMS command". Com-

mands marked with "Broadcast" apply to all BMS devices.

Modbus control commands

System

Address

| 921 | Unknown device A

Channel

BMS command

| Isometer test

|

0x12 0x34 Transacticn Id

0x00 0x00 Protocol Ident

0x00 0xOF  Length

0x01 Unit-ID

0x10 FuncticnCode

0xFC 0x00 StartRegister

0x00 0x04 Quantity of Re

0x08 Length of Dat:

0x00 0x01 external Addn

Isometer test

Test switching device PRC

Start automatic test changeover 1-=2
Start generator test without changeover
Changeover to Line 1

Changeover on Line 2

Re

w

et alarm (Broadcast)

Re

w

et alarm EDS (Broadcast)
Buzzer off [for alarm address] (BC)

Relay/turn switch on

Relay/turn switch off

0x00 0x15

0x00 0x00 Channel

0x00 0x01 Command

internal Address

Copy to clipboard

The Modbus commands and the associated explanations will be displayed.

4. Click "Copy to clipboard”. This command can now be inserted into the programming of an

external application (e.g. visualisation software).

7.11.10 Individual texts, device failure monitoring, e-mail configuration

The following functions are described elsewhere in this operating manual:

Menu item

Description

Page

Individual texts

Overview of all individual texts in the web user interface
pre-defined for devices and measuring points (channels).
Individual texts can be:

- exported to CSV format,

- edited externally (e.g. in Windows® editor)

- and can be imported.

63

Device failure monitoring

Overview of all devices for which device failure monitoring
has been activated.

74

Overview of e-mails

Overview of all devices and channels for which an e-mail
notification has been configured in the event of an alarm.

71

E-mail configuration

Setting e-mail templates: days of the week, time of day, e-
mail addressee and texts.

67

92
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7.12 Visualisation

Fast and simple visualisation without any programming. For example, measured values and alarm
statuses of devices and channels can be arranged on a floor plan and can be displayed.

Displaying an overview the contents of which takes up more than one page. Jump to another view
page and back to the overview page.

7.12.1 Create visualisation

1. Login to the menu bar. | | togin_|

2. Select "Tools" > "Configuration" > "Visualisation".

+| Residual current
Hall B

Home Busoverview @ Alarms Tools Info = Visualisation Log out 2

> >

0 )

4] B 8

H [1]1] comasoip Al = k-]

5 3 g

[1]18] RCMS490-D R =

+| Residual current —~— 1 )
Hall & 9
[1]20] RCMS460-L =
3

H [1]21] Unkhgwn devics

Add view

Add link

|
|
Add text N
|

Add data logger

1 2 3 4
Key
1 Tools for configuration:
- Add view Create a new view page
- Add a link Add a jump to another view page
- Add text Add a text line with max. 100 characters
- Add data logger Add a data logger. A maximum of 12 data loggers can be
inserted in one view page.
2 BMS bus devices and channels
Insert the selected device or channel into the displayed view page by clicking "+"
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Key
3 Optionen:

| Save configuration

| Export

x0q|ooL

| Import

- Save configuration
- Export

- Import

suopRdo

Saves the current configuration to the Micro-SD card in
COM460IP.

Exports the current configuration to a file on the PC (e.g. as
backup copy).

Imports the configuration file saved on the PC to the
COM460IP.

4 Visualisation view

Up to 20 view pages can be displayed.

Clicking on the "Options" button will reduce the display area to provide more
space for the visualisation view.

Use "Save configuration" to save the configuration on the Micro-SD card in the
COM460IP (see “Save and exit configuration” on page 102).

You can save the visualisation to a file on the PC by clicking "Export", even after
only a fraction of the configuration file has been loaded (see “Export configura-
tion” on page 102). In this way, you can avoid data loss (such as accidentally de-

leting a page).

You can also carry out settings for visualisation for devices currently not availa-
ble on the bus if a device failure monitoring function has been configured for this

device.

94
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7.12.1.1 Creating a new view page

Add view
3. Select "Add view". Enter a name for this view page (e.g. "Start") and click "OK".

Enter new name 2 Start
View Start

Start 5] 25

saipadold A

| Ok || Cancel |

| Load image

| Delete element

A new view page with the name "Start" will appear. The "Properties" button provides the fol-
lowing functions:

- Name Changing the name of the view page.

- Load image Adds a new background image. Existing back ground images will
be replaced.

- Delete element Deletes this view page.

Loading a background image

4. Have a picture at hand in png or jpg format. Click "Load image". Select the image file and click

"Open". The image will be displayed immediately.

Images with clear contours and few colours produce a clear image. In case of col-
oured and complex images, COM460IP optimises storage requirement which
may result in blurred images.
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Adding additional view pages

5. Repeat the steps 4 and 5 to add additional view pages. Example: "Circuit diagram" and "Plan
view".

Start | Circuit diagram | Plan view
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7.12.1.2 Adding a link to view pages
Links allow jump to other view pages.

Adding a link
On the view page "Start" two links are to be added which prodvide access to the view pages "Circuit
diagram™ and "Plan view".
6. Click on the view page "Start" and then "Add link". Select the view page to be linked to and then
click "OK". The link will appear in the upper left corner of the page..
[ Enter destination = |

L]

Start

Circuit diagram

Plan view

Delete/modify/edit a link

7. Click on the link. The link is enclosed by a frame. A frame with additional editing options
appears in the right-hand corner of the screen. Now the link can be edited:

— move the link to another location on this page

- resize the link by dragging the lower right-hand corner of the frame

Circuit diagram

- change the destination of the link

- change the rotation angle of the link

Destination:
Start D
- =
Circuit diagram -
o
Plan view L

Rotation angle: 270|

| Delete element |

— or "Delete element"

The link will appear in blue letters. If there is an element indicating an alarm on
the view page referred to, the letters will appear in red.

8. Create another link for the page "Plan view".

Circuit diagram Plan view

F T
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7.12.1.3 Adding new elements

The list shows all devices available and devices currently not available on the BMS bus for which a
device failure monitoring function has been set up. The BMS bus address, the name, the individual
text and the alarm status of the element can be displayed. Devices or/and individual channels of the
devices can be displayed.

Adding elements
Two elements are to be added to the view page "Circuit diagram”.

9. Click "Circuit diagram" on the view page.

10. The left window shows devices which can be added. After clicking the symbol " " the chan-
nels of the associated device are indicated. Click on the "+" sign in front of the element you
want to display. The element will appear in the upper left corner of the page.

- i
lil [1]1] COM4&0IP [1]18]
@ rcms4s0-D .
[1]18] RCMS490-D Residual :urrﬂt Hall &
+| Residual current A L3
Hall A *

Sl
L PE TT

[1]20] RCMS460-L
1] Residual current
Hall &

m [1]21] Unknown device

Delete/modify/edit an element

11.Click on the element. The element is enclosed by a frame. A frame with additional editing
options appears in the right-hand corner of the screen. Now the element can be edited:

— move the link to another location on this page

- resize the link by dragging the lower right-hand corner of the frame

: (1] 18] L
! Q) rcmsaso-D :
Residual current Hall A |

R R
™

- activate/deactivate display options: Alarm marker (alarm status), BMS bus address and
channel, device type, individual text

- change the rotation angle of the element

Show alarm symbol |+
Show bus address and 7
channel: A
Show device name: [+] T !
. 1. |
Show name defined by O Ly T v
" o
the user: A .‘p&c SJQ; “w.
o ey, Seg, '
el Oy
| Deselect all || Select all R e Sl
=,
- A,
. ?’5"4
....... .
. - |
Rotation angle: .

| Delete element |

- or "Delete element"
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12.Insert the second element in the same way.

. 1 3 . e e o [ - e e e L P T
. T N E ¥ I IO i I | BN E15 7, e ST L - DU
P
s 4. ) L a T2 gan . L2 s LZM oo .
- LMTIR £ A - ﬁzﬁ JE - szﬁ L &ZZ,’é PR L.
o dze o nes | o
a.0.0 nn.f
[1] 18]
(@ RcMsean-D S
Residual current Hall A ° [1]18]11]
...... bl ek L RCMS450-D
: v : Residual current Hall A
Channel: 11 L —

............... Residual current: 10.24 &

e

) I - s
N1 K11 Place & = o B
Measurement updated3:51:06 PM : [ o
‘Warning e B =
UVBL09 [Alarm text 11] . LW .
Alarm since: 7/16/2013 3:48:57 BM 58 50 5% 50 B

L1

The current values and the alarm status of the elements (here: red = alarm) are
displayed.
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7.12.1.4 Adding a new text line
Explanatory text lines with a maximum of 100 characters can be added.

Adding text
A heading is to be inserted into the view page "Circuit diagram".

13. Click the view page "Circuit diagram" and then click "Add text". Enter the text.
Enter text 2

cuit diagram Hall A| 22 | 50

| Ok Il Cancel |

Delete/modify/edit a text

14.The text is enclosed by a frame. A frame with additional editing options appears in the right-
hand corner of the screen. Now the text can be edited:

- Move the text to any position on this page

Resize the text by dragging the lower right-hand corner of the frame
g 1

. Circuit diagram Hall & !

™

change text

change the rotation angle of the text

Text Diagram Hall & c 17
T
]
- PE -
Lo |
Rotation angle: 270] < I
—_— |
| Delete element | E P
E |
5 E
o |
.= '
[a] [

15. or "Delete element"
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7.12.1.5 Adding a new data logger
Places an icon for a data logger on the respective view page. If "Visualisation" is started in the menu
bar, the data logger can be selected and then used by clicking on the associated icon (see chapter

“Data logger” on page 49).

Adding a data logger
A data logger is to be inserted into the view page "Circuit diagram”.

16. Click on the view page "Circuit diagram" and then click "Add data logger".

| ] 1 1 |

Data logger 1 4—17
A 3
J ......... S Eamma

Editing/modifying/deleting a data logger
17.The text is enclosed by a frame. A frame with additional editing options appears in the right-
hand corner of the screen. Now the text can be edited:

Move the link to another location on this page

Resize the link by dragging the lower right-hand corner of the frame

Hide or show name and text
Change text
Enter logger number

Change the rotation angle of the text

Show name ]
Show text ]
Text 450_Channel |:|

Logger number 1 -

Rotation angle: 0,

| Delete element |

18. or "Delete element"

[1] 18]
@ RcMs430-D
I Residual current Hall A |-

Data logger 1

© . i RCMS490_Channel 1 |} -

COM4601P_D00023_00_M_XXEN/08.2013

101



P, BENDER

Web user interface of the COM460IP

7.12.2 Save, export, import and exit configuration

Click on "Options".

| Save configuration |

| Export

x0q|ooL

| Import

7.12.2.1 Save and exit configuration

suopRdo

1. Select "Save configuration". Now the configuration is saved to the COM460IP on the Micro-SD
card. The configuration menu will be closed. Visualisation can be tested.

The visualisation menu can now directly
tion".

be selected from the menu bar by clicking "Visualisa-

2. Click the "Logout" button in the menu bar, if no other settings are to be changed.

7.12.2.2 Export configuration

You can save the visualisation to a file on the PC by clicking "Export". In this way, you can avoid data

loss (such as accidentally deleting a page).

In addition, the configuration can be imported to another COM460IP. This can be necessary when a
COMA460IP is to be replaced or when several COM460IP devices are to be configured with similar

tasks.

1. Select "Export". The following message will appear.

File Download - Security Varning

)

i Do you want to save "1 - COM4ELIP - Visua.." ?

OK . Cancel

2. Click "OK". Select the storage location on your PC and then click "Save".

102

COM4601P_D00023_00_M_XXEN/08.2013



Web user interface of the COM460IP : B E N D E R

7.12.2.3 Import configuration
Imports the configuration file stored on the PC to the COM460IP.

1. Select "Import".

2. Select the memorylocation on your PC.
Click on the file to be imported and then click "Open”.

(& Open i
OO “| . =< Local Disc (C:) P WisU-COMAB0D v| ‘? | p ‘

1 - COM460IP - Visualization - 17 07 2013.vsc
1 - COM460IP - Visualization - 16_07_2013.vsc

File name: - lbender visualisation config fil ~ l

l Open ‘v

| cancel
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7.12.3 Using the visualisation function
Select "Visualisation" from the menu bar.

1 2

Start | Circuit diagram | Plan view

.}-

| S I
S i Circuit diagram

Key
1 Open the view page by clicking the name on the respective page. The names will be
shown in red lettering when an element with an alarm exists on the page.

2 Links to other view pages. Click on the name of the respective page. The names will be
shown in red lettering when an element with an alarm exists on the page.

104 COM4601P_D00023_00_M_XXEN/08.2013



Web user interface of the COM460IP

BENDER

Start | Circuit diagram | plan view
T T 7 T 3 T T ~ g 3 7 5 T O
L : L
V] 12
A 13 [ 4
N e
Pt SRR SRRt R R e 0 s R ) A P ap
. |
- _ ‘ ! -
= c !
[= [ '
o . 1
I | .
pud
8 10 o i &
£ ‘ ]
o
o | .
=1 . o
= | .
_ & ‘ ; -
I .
L 1
| I . . . . - . . L C
£ o v (517 S NPT % i i NPT TE DR sV i i N N
A ! 0¥z ’ L2 oy g L L1/2 901 ::35 ? L1725 2 g
| | | UHITOR L . . L . . S L L
>§ RGN B PRI . e o H
E ] | 1 486 aaan
£ ! -
N B - [1]18] 0
E ‘ RCMS490-D
= . Regidual current Hall A [1]18]11]
HE - ~ RCMS490-D
. Residual current Hall A
— I Channel: 11 ||
.- Residual current: 10.23 A o o o m
"’"ZE$' 7N1 K11 Place 6 Lo I | B 83
Data logger 1 Measurement updated:12:34 AM z D 2
! RCMS490_Chbnnel 1 Warning -3 A= e
E |- N - UVE109 [Alarm text 11] - - :
. Alarm since: 7/17/2013 8:46:56 AM 50 .50 .50 .50, (B0 B0 82
L L o |
{ .
HV (50A) . /
F [ varherige Sefie 01 / Projekibeschrelbng Il BLottheschrelbung ndchste Seile 1 F
Zustang [Anafrang  [oorum  [wome [erajer/ [oatum Unferverteilung 1 ) nEpeisUg Praj.-Nr: . Aninge: =
L] ! 04,1208 aourn [ Jos 112008 (Heitung/Kangrassor) . Kfz_tolle_Uvi o+
| | Gear.] |, N . . Stondort | Zekhing, T, K . [pwin
1 | ora/ irs 1 / rs g von__ 13
| I | ] [ I
T 1 I
| / ’

Key

Text entered

Element for displaying a device. Depending on the configuration, the following details
will be displayed: the BMS bus address, the name, the individual text and the alarm sta-

tus of the element.

Data logger can be selected by clicking on the associated icon. For more information

about the use refer to “Data logger” on page 49.

Element for the representation of a channel. Depending on the configuration, the follow-
ing details will be displayed: the BMS bus address, the name, the individual text, the

measured value, the timestamp, and the alarm status of the element.
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Clicking an element provides details on the channels of this device. Requirement: Configuration
must be closed.

29
@ o8 RCMS490-D [2]
Residual current Hall & -
No. Alarm Test  Channel description Measured value Device name: RCMS450-D  »
Last contact: 7/17/2013 5
Residual current e )
1@ < 1mA 9:16:23 AM o
7N1 K1 Supply of HVCL Number of alarms:2 g
Residual current Address: 18 o
2 1maA
O 7N1 K2 Door storage room =Lm E,
|| Hide inactive channels 3
Warning Residual current o
3 95 mA
@ s [Alarm text 3] Reserve m
Residual current
+ @ 7N1 K4 EDP Paternoster <1mA
Residual current
5 @ 7N1 K5 Place 9 <1mA
Residual current
6 L 1maA
@ N1 K6 Testing instrument 1 (8109) ~
Residual current
7@ 7N1 K7 Place 1 <1mA
Residual current
8@ 7N1 K8 Place 2 <1mA
Residual current
° Q@ 7N1 K9 Place 3 <1mA
Residual current
e 7N1 K10 Place 5 <1mA
Warning Residual current
11 10.22 A
O UWB109 [Alarm text 11] 7M1 K11 Place 6
12 O Residual current <1mA C'

7.12.4 Open the operating manual as PDF file
Open the operating manual included in the device memory via the web user interface. Select "Tools"
> "General data" > "Manual".

Manual
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7.12.5 System visualisation

System visualisation is used when several COM460IP or CP700 exist in a network.

The devices are represented as tiles on a view page. The current alarm state of the devices is shown
(red frame = alarm). The web user interface can be opened by clicking on one tile.

The visualisation of the system is saved on the current PC whilst being created. A copie can be ex-
ported and imported to another computer.

7.12.5.1 Start system visualisation
Select "Tools" > "General data" > "System visualisation". A new register card will be opened in the In-
ternet browser.

\_) order by address (_) order by text (%) custom order | import I export | | | test I add |
\ " n

R ]

1 2 3 4 5 6 7

Key

Sort tiles: by address

Sort tiles: by text

Sort tiles: by your own order

Load stored system visualisation from PC (import)
Save system visualisation on PC (export)

Open the web user interface of all linked devices.

N Ot WN =

Add new device to system visualisation

7.12.5.2 Add new device to system visualisation
1. Click on "add".
2. Enter the IP address and the respective text. Then click on "OK".

[ Edit Device 5
Address: |1.?2.1.6.22.18 |

Text: |CC-M4SOIP headquarter |

| oK I Cancel |
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A new tile appears on the system visualisation surface.

172.16.22.18
COM460IP
headquarter

The colour of the frame shows the alarm status of the linked device:

green No alarm

red Alarm

yellow Device not found

grey Device status (not yet)
known

3. Repeat the steps 1 and 2 to add more devices to system visualisation.

7.12.5.3 Change or delete the device

1. Move the mouse to the respective tile without clicking.

COM460IP
headquarter

2. Click on the respective icon:

172.16.22.17) 1%

There are some alarms

I / Change IP address and text

x l Delete device

108
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7.12.5.4 Export system visualisation

You can save the visualisation to a file on the PC by clicking "Export". In this way, you can avoid data
loss (such as accidentally deleting a system visualisation).

In addition, the system visualisation can be imported to another COM460IP. This can be necessary
when a COM460IP is to be replaced or when several COM460IP devices are to be configured with
similar tasks.

1. Select "Export".

2. Select the storage location on your PC and then click "Save".

7.12.5.5 Import system visualisation
Imports the system visualisation saved in a file on the PC.

1. Select "Import".

2. Select the storage location on your PC.
Click on the file to be imported and then click "Open".

= Open ———
Q O || | <<Llocal Disc (T3 P Wisu-COM4ED v| +y ||| P |
(- O @
o= Bender_all_Buildings.acf
e House_A_Visu.acf
o House_B_Visu.acf
File name: Bender_all_Buildings.acf - Iacf files (*.acf) - ]
l Open ‘vl l Cancel l

7.12.5.6 Sort system visualisation
Determine the order in which the tiles are arranged on a view page as follows:

Sort by address Sort tiles: by address

Sort by text Sort tiles: by text

Sort by customer Sort tiles: by your own order
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Select your own order

1. Click on the element to be moved.
2. Use the "Up" resp. "Down" button to move it to the appropriate position.
3. Click on "OK" to save the new order. Or click on "Cancel" to keep the original order.

Reorder devices = |
172.16.60.60
il 6 COM460IP headquarter
172.16.22.18
2: 6 My COMASOIP
172.16.60.77
. 6 CP700 new building

172.16.80.40
g 6 CP700 WBH

w

up down cancel ok
[ lEmemEss ]

7.12.5.7 Use system visualisation
Click on one of the tiles. The web user interface of the device will appear.

You can optionally display the system visualisation or the web user interface using the register cards
of the Internet browser.

) \ e X
s @ http/17216.60.77/ P~ o x| Baraa62 [ Beenderny ©1721.. x|y
U @) 172.16.22.18 [Bender P -8 -2 e
Home = Bus overview Alarms Tocls Info Login -
! The Power in Electrical Safety
E Deutsch T
E espafiol
W N itatiano
1 Web user interface that is used to call up the
system viualisation
System visualisation
Web user interface of the device, that is
called up using the system visualisation
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8. Display function for mobile Web applications

8.1 System requirements

The necessary precondition for communication with a smartphone is a WLAN router connected to
the COM460IP. A mobile, web-enabled device with WLAN connection is required. The browser of the
mobile device must be able to process HTML and Javascript. The COM460IP provides up to 3 ports.

8.2 Bus overview and BMS channels

COM460IP provides a "Bus overview" representation that is optimised for smartphones.

The bus overview representation can be reached under the address http://<IP address>/
bus.html

The IP address is identical for all COM460IP applications.

The bus devices accessed, the device name and their status are displayed:

Red = Alarm

Green = Normal operation

Grey = Bus device has not responded for quite some time.

After tapping on one of the bus devices, details about the BMS channels will be displayed. These may
be alarms, measured values and statuses. In addition, the language is selectable.

In mobile web application parameter setting is not possible.

COM460IP [1|18]RCMS490-D
¥ BENDER ¥ BENDE

¢ Ponr in Hlectrim Seizh The Power in Electeical Safety

HOME BUS HOME BUS

Kanal abgeschalt.

[1]1] © COM460IP

Kanal abgeschalt.
[ 1 | 18] o RCMS490— D 95 mA Differenzstrom
Warnung

Kanal abgeschalt.

[1]20] @ RCMS460-L .

Kanal abgeschalt.

© 2012 Bender GmbH & Co. KG.

Kanal abgeschalt.

Kanal abgeschalt.

DOO0OO OO O

Kanal abgeschalt.

Fig. 8.1: Bus overview with device list and channel information
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9. Data access using the Modbus/TCP protocol

Requests to the Modbus/TCP server of the COM460IP can be made using the function code FC4 (read
out input register). The server will generate a function-related answer and send it to the Modbus cli-
ent.

9.1 Exception code

If a request cannot be answered for whatever reasons, the server will send the so-called exception
code with which possible faults can be narrowed down.

Exception code | Description
0x01 Impermissible function
0x02 Impermissible data access
0x03 Unacceptable data value
0x04 Slave device error
0x05 Acknowledgement of receipt (answer will be time-delayed)
0x06 Request not accepted (repeat request, if necessary)
0x08 Memory: Parity Error
0x0A Gateway path not available
0x0B Gateway error

9.2 Modbus requests

The required words of the process image can be read out from the input registers of the COM460IP
using the function code FCA4. For this purpose, the start address and the number of the registers to
be read out have to be entered.

Example:

The Words 0 and 1 are to be read out from the input registers 0x100 and 0x101.

Byte Name Example:
Byte 0, 1 Transaction identifier 0x0000
Byte 2,3 Protocol identifier 0x0000
Byte 4,5 Length field 0x0006

0x01 (corresponds to the
external BMS address 1),

Byte 6 Unitidentifier address assignment of the
external BMS bus

Byte 7 Modbus function code 0x04
0x0100 (corresponds to the

. - internal BMS address 1),

Byte 8,9 Device address (BMS int * 0x100) Address assignment of the
internal BMS bus

Byte 10, 11 Number of Words 0x0002
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Data access using the Modbus/TCP protocol

9.3 Modbus responses

The responses consist of 2 bytes per register. The succession of bytes is MSB first.

9.4

9.5

Byte Name Example:

Byte 7 Modbus function code 0x04

Byte 8 Byte count 0x04

Byte 9, 10 Value Register 0 0x1234 (fictitious value)
Byte 11,12 Value Register 1 0x2345 (fictitious value)

Structure of the exception code

Byte Name Example:
Byte 7 Modbus function code 0x84
Byte 8 Exception code 0x01 or 0x02

Modbus address structure for BMS devices

. Number of Number of
Function Address range
bytes Words
Device type 0x00...0x09 20 bytes 10 Words
Timestamp 0x0A...0x0D 8 bytes 4 Words
OxOE
Common alarm (High byte) 1 byte 0.5 Words
No BMS bus OxOE
connection (Low byte) 1 byte 0.5 Words
Unused OxOF 2 bytes 1 Word
Channel 1...32 0x10...0x8F 32 x 8 bytes 128 Words
Alarm and test
Channel 33.. 64 0x90...0xFC 218 x 8 bytes 109 Words

114
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10. Modbus process image in the memory of COM460IP

The device holds a process image in the memory. It represents the current statuses and values of up
to 150 BMS devices for each monitored internal BMS bus.

10.1 Requesting data

10.1.1 Modbus function code

The memory of the COM460IP can be read out using the Modbus function 4 "Read input registers”.
The size of the data volume to be queried depends on the number of bytes selected in the Modbus
client being used. Up to 125 Words (0x7D) can be read by one single request.

An individual addressable byte, such as the set bit of a stored common alarm, can also be read out.

10.1.2 How are memory areas organised?

e End of the Size of the mem-
Memory utilisation | Start address
memory area ory area
Reference values 0x0000 OXOOFF 0x0100
for testing purposes
Process image 0x0100 O0x95FF 0x9500
Unused 0x96FF OxFFFF 0x6900

In some Modbus clients, an offset of 1 must be added to the register addresses.
Example: Process image start address = 0x0101.

The assignment of the memory addresses and the associated memory content is described below.
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Modbus process image in the memory of COM460IP

10.2 Memory scheme of the process image

10.2.1 BMS device address assignment on the Modbus

As illustrated in the table, the Modbus start address for the respective process image is derived from
the BMS device address. 256 (0x100) Words or 512 bytes are reserved for each BMS device. They con-
tain all the information requested and transmitted from the bus.

Modbus address ranges of the process images in the memory
Word
BMS
. HiByte LoByte
device address y y
00 FF
1 0x01 Device 1
2 0x02 Device 2
3 0x03 Device 3
32 0x20 Device 32
150 0x96 Device 150

Table101: Modbus start address for each BMS device for which a request is to be sent.

10.2.2 Memory scheme of an individual BMS device
BMS devices can feature various types of analogue and/or digital channels. Please take into consid-

eration that there are device-specific differences:

e BMS devices usually feature 12 channels.

e MKB800/TM800 provide up to 64 digital channels in the master mode.

e The channels 33 to 64 transmit digital messages only.

Use the tables on page 116 and page 117 to determine the start address to request the following de-

vice parameters:

e Device type

Timestamp

Common alarm

e Device error
e BMS channel

116
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Modbus process image in the memory of COM460IP

Example:

In our example, channel 2 of the device with BMS address 3 is queried. How is the start address de-
termined for querying the channel? In our example, the relevant cells in the table are marked bold.

1. For BMS device address 3, the first part of the address 0x03 (High-Byte) is taken from table 101,

2. The second part of the address 0x14 (Low-Byte) is taken from table 102 for channel 2. Take
number 4 from the same table for the number of Words to be queried: (0x14 to 0x17 = 0x04)

3. The start address 0x0314 is made up of the High and Low-Byte.

Memory image of a BMS device

LoByte| 0 1 2 3 4 5 6 7 8 9 A B C D E
0x00 Device type - | - Timestamp ------ c|D
0x10 Channel 1 Channel 2 Channel 3 Channel 4
0x20 Channel 5 Channel 6 Channel 7 Channel 8
0x30 Channel 9 Channel 10 Channel 11 Channel 12
0x40 Channel 13 Channel 14 Channel 15 Channel 16
0x50 Channel 17 Channel 18 Channel 19 Channel 20
0x60 Channel 21 Channel 22 Channel 23 Channel 24
0x70 Channel 25 Channel 26 Channel 27 Channel 28
0x80 Channel 29 Channel 30 Channel 31 Channel 32

0x90 (33|34|35|36(37|38(39(40(41|42|43|44|45|46|47|48|49|50|51|52|53|54|55|56(57|58|59|60|61|62|63

O0xAO0 |R.|R.|R |R|R |[R|R [R|R |[R|R|[R|R|R|R|R|R|[R|R|R|R|R|R|R|R|R|R|R|R|R[R.

0xBO |R.|R.|R. |[R|R |R|R|R|R|R|[R|R|R|R|[R|R|R|R|[R|R|R|R|R|R|R|R|R|R|R |R|R.

0xCO |R.|R.|R. |[R|R |R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R |R.|R.

0xDO [R.|R. [R.|R |[R|R |[R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R[R|R|[R|R|R|R|R|R.

OxEO |R.|R.|R.|R [R.|R |R|R|[R|R [R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R[R.|R.

OxFO |R.|R.|R.|R |[R|R |[R|R |[R|R [R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R|R [R|R.

Table102: Modbus address assignment of the channels in a BMS device;
Hex representation: horizontal = units, vertical = sixteens

Abbreviations for memory contents:
C=Common alarm

D = Device lost (device failure)

R. = Reserved
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A detailed description of the data formats for the device type, timestamp etc. is given below.

10.2.3 Device type

Word

0x00 0x01 | Ox02 | Ox03 | 0x04 | 0x05 | Ox06 | Ox07 | 0x08 | 0x09

ASCII text, 10 Words/20 bytes

The device type is set by a BMS bus scan.

10.2.4 Timestamp

Word 0x0A 0x0B 0x0C 0x0D

HiByte LoByte HiByte LoByte HiByte LoByte HiByte LoByte

Year Month Day Hour Minute Second

YY MM DD hh MM ss Reserved

The timestamp is set according to a datagram received from a transmitting device.

10.2.5 C=Common alarm und D = Device lost (device failure)

Word 0x0E

HiByte LoByte

C D

Common alarm, Tbyte:| Device error, 1 byte:
LSB=0or1 LSB=0or1

The common alarm bit is set as soon as an alarm status from the respective BMS device is detected.
The device error bit is set when communication with the respective BMS device is no longer possible.

10.2.6 Channels 1 to 32 with analogue and/or digital values

Word 0x00 0x01 0x02 0x03

HiByte LoByte HiByte LoByte HiByte LoByte HiByte LoByte

Floating point value (Float) AT&T R&U Channel description

Every analogue BMS device channel can contain alarm messages, operating messages, measured
values, test messages and descriptive text. Both analogue and digital information can be transmit-
ted.

AT&T = Alarm type and test type (internal/external)

R&U = Range and unit

For details on the channel description refer to chapter 10.4.
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10.2.6.1 Float = Floating point value of the BMS channels

Word 0x00 0x01
Byte HiByte LoByte HiByte LoByte
Bit |31]30 24(23]22 16(15 817 0

S|E|E|E|E|E|E|E|EIM/M[ M| M[M[ M| M[ M| M|M[ M| M|M[ M| M|M[M|{M|M|M|M|M|M

Presentation of the bit order for processing analogue measured values according to IEEE 754

S =Sign
E = Exponent
M = Mantissa

10.2.6.2 A&T = Alarm type and test type (internal/external)

Bit [7|6|5(4|3(|2]|1]|0 Meaning
® | ®©
clc TS
2| |5|¢|2E |5
SlEls|glg|s|E
Bl |7 BB
8 |8
X| x| x|x|x|0]0]|O No alarm
o X[ x| x|[x|x|[0]O0]|1 Prewarning
o
2 0O|O0|x|x|x]|]O0O|1]0 Device error
g X | x| x| x| x[0]1]1 Reserved
< X | x|x|x|x]|1]0]|O0] Alarm (yellow LED), e.g. insulation fault
X | x| x| x|x[1]0]1 Alarm (red LED)
X[ x| x|x|x|[1]1]0 Reserved
X | X | x| x| x|.].if... Reserved
X | x| x| x| x|[1]1]1 Reserved
0|0 x| x|x|x|x]x No test
)
E O 1| x| x| x|x]|x]|x Internal test
110 x| x| x|x]|x]|x External test

The alarm type is coded by the bits 0 to 2.

The bits 3 and 4 are reserved and always have the value 0.

Bit 5 usually has the value 0 and represents the digital value of the status.

This column is relevant for SMI devices only.

Bit 6 or 7 are usually set when an internal or external test has been completed.
Other values are reserved.

The complete byte is calculated from the sum of the alarm type and the test type.
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10.2.6.3 R&U =Range and unit

Bit [ 7|6|5[4|3(2|1|0 Meaning
X|x|x|0]|0O|O|]O]|O Invalid (init)
X[{x|[x|[0[O0O|O|O]|1 No unit
X|x|x|[0[]O0O|O|1]O Q
X|x|[x|0[0]O|1]1 A
x| x|[x|0lO0O]|]1T|]0]O \
X|x|[x|0[O0]1T]0]1 %
X|x|x|[0|O0O[1T]1]O0 Hz

=

c X[ x| x[O0]O|[1]1]1 Baud
]

X[{x|x|[O0O|1T|0|O0]|O F
X[ x|[x|[O0O[1T|]O0O|O]|1 H
Xx|x|x|O0[1T]0[|1]0 °C
X|x|[x|0[1T]0[1]1 °F
X|x|x|[0]|1|1]0]|0O0 Second
X|x|[x|0[1]1T]0]1 Minute
X|x|{x|[O0[1T[1]1]0 Hour
X|x|x|0| 11|11 Day
Xx|x|x|1/0|0|0]|O0 Month
X | X | X oo oo een [ enn | ons Reserved
x| x|{x|[1[1[1]1]0 CODE
X | x| x| 1]1[1T]1]1 Reserved
X | X | X [ ei]ei | nn Reserved
X[ x| x| 1] 1T[1]1]1 Reserved
O[O0 | x| x| x|x]|x|x True value

S =

g 2101 | x| x| x|x]|x|x True value is smaller

o0

S® | 1|0 x| x]|x|x|x]x True value is larger

e >
T 11| x| x| x| x]|x]|x Invalid value

The unit is coded in the bits 0 to 4.
The bits 6 and 7 describe the range of validity of a value. Bit 5 is reserved.
The whole byte is calculated from the sum of the unit and the range of validity.

Note!

If the unit byte refers to CODE, the recorded value or status will result in a text message. The content
of this text message is described in the table on page 121 or page 125 . The floating point value con-
tains an internal CODE but no valid measured value.
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10.2.6.4 Channel description

Word 0x03
Byte HiByte LoByte crine:; Meaning
Bit |15|14({13|12|11({10|{9 |8 |7 |6 |54 |3 |2|1]|0
ofojo0f0j0|j0Oj0O0O|jOjO|jO|O]jO|O|O|O]|O 0 Reserved
ojojofojo0|j0j0|jO0O|jO|jO|jO]|JO|O]|]O|O0O]T 1 Insulation fault
ofojo0f0j0|j0j0|jOjO|jO|O]jOfO|O|T1T]|O 2 Overload
ojojojojofofofofo|jojo|jojojoj1in 3 Overtemperature
3 ojojo0f0j0|j0j0jOjO|jO|jO]j]OfO|T1|0]|O 4 Failure line 1
E ojojojofo|OjOjOfO|O|O|O|O|1T]|O]|T1 5 Failure Line 2
éu ojojojofo|O|O|OfO|O|O|O|O|1T|1]|]O0]| 6 Insulation OP light
g o(ojofojojojojojojofojofo|1|{1]n 7 Reserved
E ofojojojo|jO|O|O|lO|jO|O|O|1T|O|O]|O 8 | Failure distribution board
3 o(fojofojo0ojo0jo0jo0ojojojojof1rjofojn 9 Oxygen
ofojofo0jo0|jo0ojo0ojojojofojofrjofry|o 10 Vacuum
ojojofojo|jojojojojojojoOof1T|oOf1]|n1 11 Anaesthetic gas
o|jo|jo|j0|O|jO|JO|O|O|JO|O|O|T1T|1]|]0O0]|O0O]| 12 Compressed air 5 bar

A code with the associated descriptive text is available for each channel. The table above only shows
an extract from the texts. For a complete list of the available codes or texts refer to page 125.
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10.2.6.5 Channel 33 to 64

Bit [ 7|6|(5[4|3(2|1|0 Meaning
[N
glg|3/z|2/E|s
ZleE|c8|g|o|&|E
8 |8
X|x|x|x|x|0]0]|O No alarm
o X| x| x| x|x]|0[0]1 Prewarning
o
> 0O|0|O0|x|x|0O0|1]|O Device error
g X | x| x| x| x[0]1]1 Reserved
< X | x| x| x|x]|1]0]|O0] Alarm (yellow LED), e.g. insulation fault
X | x| x| x| x[1]0]1 Alarm (red LED)
X[ x| x|x|x|1]1]|0 Reserved
X[ X | X[ X | X|eefueei].nn Reserved
X x| x| x|x|1[1]1 Reserved
0|0 | x| x|x|x]|x]x No test
)
E O 1| x| x| x|x]|x|x Internal test
110 x| x| x| x]|x]|x External test

The BMS channels 33 to 64 only provide digital information. The information is coded as alarm or
message type or test type (internal, external).

The coding is similar to the data format AT&T for the channels 1 to 32, with the exception of the ad-
ditional bit 4, which is used for coding device errors, e.g. connection faults or internal device errors.
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10.3 Reference data records of the process image

In order to make it easier to check the configuration and the Modbus/TCP data access to BMS devic-
es, COM460IP provides a reference data record under the virtual BMS address 0.

Do not assign BMS address 0 to a real BMS device!
Address 0 only serves to simulate data access.

Special features of the Modbus communication are the byte offset and the word and byte order in
the memory (Big Endian). At the end of this chapter, a few examples of correct configuration are giv-
en, which might be helpful.

10.3.1 Address assignment of the reference data record
As shown in the following table, the Modbus start address for access to the reference data record is
derived from BMS device address 0.

Modbus addresses for the reference data record
Virtual BMS LoByte
. Word
device address 00 OE 10 14
HiByte . Common
0 0x00 Device type Alarm Channel 1 | Channel 2

Table103: The start addresses for the reference data record request

The start addresses provide the following reference values:
e 0x0000: TEST (device type)
e Ox000E: 1 (common alarm, LSB of the high byte is set)

0x0010: 230 V undervoltage (reference value on channel 1)

0x0014: 12.34 A overcurrent (reference value on channel 2)

10.3.2 Reference value on channel 1
The following reference value is stored in this channel: 230.0 V undervoltage

Word 0x10 0x11 0x12 0x13

HiByte LoByte HiByte LoByte HiByte LoByte HiByte LoByte

0x43 0x66 0x00 0x00 0x00 0x04 0x00 0x4D
Floating point value (Float) AT&T R&U Description
230,0 No/No Volt Undervoltage

Table104: Reference data stored in channel 1
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10.3.3 Reference value on channel 2
The following reference value is stored in this channel: 12.34 A

Word 0x14 0x15 0x16 0x17

HiByte LoByte HiByte LoByte HiByte LoByte HiByte LoByte

0x41 0x45 0x70 0xA4 0x00 0x03 0x00 Ox4A
Floating point value (float) AT&T R&U Description
12,34 No/No Ampere Overcurrent

Table105: Reference data stored in channel 2

10.3.4 Explanation of how to access floating point values
The test value 12.34 can be read out via Modbus/TCP using Modbus function 4 under the address
0x0014. The test value has a size of 2 Words.

Proceed as follows:

1. Determine the correct byte offset
Interpreting both Words as unsigned integer values should result in the following values:
Word 1 with address 0x14: unsigned integer value => 16709 (0x4145)
Word 2 with address 0x15: unsigned integer value => 28836 (0x70A4)

2. Determine the correct byte resp. word swap
There are four different combinations of swapping. The only correct value is 12.34.
All swapping combinations are represented in the following table.

Hex value Word 1 Word 2 Floating point
sequence Byte1 | Byte2 | Byte3 | Byte4 value
A B C D

CORRECT a1 45 70 A4 12,34
Word swapping 7C0 E 4 4A1 4BS 4.,066E+29
Byte swapping 4%5 :\1 AI\D4 7C0 3098,27
Word and byte D @ B A
swapping A4 70 45 41 521817
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10.4 Channel descriptions for the process image

Measured value
Value description Note
alarm message
operating message
0
1(0x01) Insulation fault
2 (0x02) Overload
3 (0x03) Overtemperature
4 (0x04) Failure line 1
5 (0x05) Failure Line 2
6 (0X06) Ins.fault OPlight :ings:tlatlon fault operating theatre
7 (0x07)
8 (0x08) Failure distribution board
9 (0x09) Failure oxygen
10 (0x0A) | Failure vacuum
11 (Ox0B) Anaesthetic gas
12 (0x0C) | Compressed air 5 bar
13 (0x0D) | Compressed air 10 bar
14 (OxOE) Failure nitrogen
15 (0xOF) Failure CO2
16 (0x10) Insulation UPS Insulation fault UPS
17 (0x11) Overload UPS
18(0x12) | Converter UPS
19 (0x13) UPS fault
20 (0x14) UPS emergency operation
21 (0x15) UPS test run
22 (0x16) | Failure air conditioning
23(0x17) | Batt.op. OP-L Eaetlt;rt)]/toperated operating thea-
24 (0x18) Batt.op. OP-S Battery operated Sat OP light
25 (0x19) Fail.norm.supply Failure normal power supply
26 (0x1A) | Fail.safet.supply Failure safety power supply
27 (0x1B) Failure UPS Failure additional power supply
28 (0x1C) | Ins.safety supply
29 (0x1D) Fail.N conductor
30 (0x1E) Short distr.panel Short-circuit distribution board
31 (0x1F)
32 (0x20)
33 (0x21)
34 (0x22)
35(0x23) | Standby function ?:;a:;';';)g function switched off
36 (0x24)
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Measured value
description

alarm message
operating message

Value Note

37 (0x25)

Battery operation, special safety

38 (0x26) Batt.op. UPS
power supply

39 (0x27) Phase sequ. left

40(0x28) | Failure UPS Failure battery supported safety

power supply
41 (0x29)
66 (0x42)
67 (0x43) |Function test by: Date
68 (0x44) Service by: Date
69 (0x45) Ins.fault locat Insulation fault location
70 (0x46) | Peak Fault EDS system
71 (0x47) Insulation fault Insulation resistance in Q
72 (0x48) Current Measured value in A
73 (0x49) Undercurrent
74 (0x4A) Overcurrent
75 (0x4B) Residual current Measured value in A
76 (0x4C) | Voltage Measured value in V
77 (0x4D) Undervoltage
78 (0x4E) Overvoltage
79 (0x4F) | Frequency Measured value in Hz
80 (0x50)
81 (0x51) Asymmetry
82 (0x52) Capacitance Measured value in F
83 (0x53) Temperature Measured value in °C
84 (0x54) Overload Measured value in %
85 (0x55) Digital input StateOor1
86 (0x56) Insulation fault Impedance

. Al fi insulation faul
87 (0x57) Insulation fault arm from an insulation fault

locator
88 (0x58) Load Measured value in %
89 (0x59) | Total Hazard Current THC
90 (0x5A) Inductance Measured value in H

Information about service inter-

97 (0x61) Service code
vals

101 (0x65) | Mains power connection
102 (0x66) | Earth connection
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Measured value
Value description Note
alarm message
operating message
103 (0x67) |Short CT CT short-circuit
104 (0x68) | No CT connected
105 (0x69) | Short temp.sensor Short-circuit temperature sensor
106 (0x6A) | Temp.sensor open Connection temperature sensor
107 (0x6B) | K1 Fault contactor K1
108 (0x6C) | K2 Fault contactor K2
109 (0x6D)
110 (Ox6E)
111 (Ox6F) | No address Failure BMS device
112 (0x70)
113 (0x71) | Failure K1/Q1 Failure contactor K1/Q1
114 (0x72) | Failure K2/Q2 Failure contactor K2/Q2
115 (0x73) | Device error Fault ISOMETER
116 (0x74) | Manual mode K1/2 manual mode
117 (0x75) | Open circuit K1on Line to K1 on interrupted
118 (0x76) | Open circ. K1off Line to K1 off interrupted
119 (0x77) | Open circuit K2 on Line to K2 on interrupted
120 (0x78) | Open circ. K2 off Line to K2 off interrupted
121 (0x79) |K/Qlon Fault
122 (0x7A) | K/QToff Fault
123 (0x7B) | K/Q2on Fault
124 (0x7C) | K/Q2off Fault
125 (0x7D) | Failure K3
126 (0Ox7E) | Q1 Fault
127 (0x7F) | Q2 Fault
128 (0x80) | No Master
129 (0x81) |Device error
130 (0x82)
131 (0x83) |Fault RS-485
132 (0x84)
133 (0x85)
134 (0x86)
135 (0x87)
136 (0x88)
137 (0x89) | Short-circuit Q1
138 (0x8A) | Short-circuit Q2
139 (0x8B) | CV460 CV460 fault
140 (0x8C) | RK4xx Fault RK4xx
141 (0x8D) | Address collission Eg‘/i:ﬁgf}ihas been assigned
142 (0x8E) |Invalid address
143 (0x8F) | Several masters
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Measured value
description

Value Note
alarm message
operating message
144 (0x90) | No menu access
145 (0x91) | Own address
201 (0xC9) | Line 1 normal op
202 (0xCA) |Line 2 normal op
203 (0xCB) | Switch.el. 1on
204 (0xCC) |Switch.el.2on
205 (0xCD)
206 (0xCE) | Auto mode
207 (0xCF) | Manual mode
208 (0xDO0)
209 (0xD1)
210 (0xD2) |Line AVon
211 (0xD3) |LineSVon
212 (0xD4) |Line UPSon
213 (0xD5) | Channel disabled
214 (0xD6) | SwitchBackLock tsi‘g:g;'t?\?ebac" interlocking func-
215 (0xD7) |Phase sequ. right
216 (0xD8) | Switch. el. pos.0
217 (0xD9) |Line BSV on
218 (0xDA) |on SMO48x: Alarm from relay

128
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To convert the data of parameters, you will need data type descriptions.
Text representation is not necessary in this case.

Value Description of parameters:

Parameter/measured value invalid.

1023 (Ox3FF) The menu item of this parameter is not displayed.

1022 (0Ox3FE) | No measured value/no message

1021 (0x3FD) | Measured value/parameter inactive

Measured value/parameter only temporarily inactive (e.g. during the transfer of a new

1020 (0x3FC) parameter) Display in the menu"..".

1019 (0x3FB) Parameter/measured value (unit not displayed)

1018 (0x3FA) Parameter (Code selection menu) units not indicated

1017 (0x3F9) | String max. 18 characters (e.g. device type, - variant, ...)
1016 (0x3F8)
1015 (0x3F7) | Time
1014 (0x3F6) | Date day
1013 (0x3F5) Date month
1012 (0x3F4) | Date year
1011 (0x3F3) | Register address (unit not displayed)
(
(
(
(

1010 (0x3F2) |Time

1009 (0x3F1) | Factor multiplication [¥]
1008 (0x3F0) | Factor division [/]
1007 (Ox3EF) Baud rate
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10.5 Modbus control commands

Commands can be sent to BMS devices by an external application (e.g. visualisation software).

Modbus process image in the memory of COM460IP

The Modbus control can be activated resp.deactivated in the "Settings" > 3. Modbus > 1. Control"
menu (refer to chapter 6.4.3 or chapter 7.6.3).

Command structure

Write read
Word 0xFC00 0xFCO1 0xFC02 0xFCO03 0xFC04
External BMS bus Internal BMS bus BMS
Command Status
address address channel

Writing to register:
o For this purpose, use function code 0x10 "Write Multiple registers".
o Start address: 0xFCO0
e Number: 4 registers

o Always set all four registers (Word 0xFCO00...0xFC03) at the same time, even when individual
registers remain unchanged.

¢ When no external bus exists, write the value "1" into this register.

e When no BMS channel number is required, write the value "0" (zero) into this register.

You can also generate control commands in the "Tools" > "Modbus control com-
mands" menu (see page 91).

Read register:
o For this purpose, use the function code 0x04 "Read input registers”.

Possible response in the register "Status":

0 Busy Command is being processed.
1 Error An error has occurred.
2 Ready Command has been processed successfully.
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Control commands for the internal and external BMS bus

int/ext . . . Register
/ Register Register Register 9 .
BMS Comman Function
Ext Int Channel
bus d
Int 1
1-150 0 1 Test Isometer
Ext 1-99
Int 1 0
1-150 2 Test changeover device PRC
Ext 1-99 0
Int 1 1-150 0 3 Start automatic test changeover 1-
>2
Ext - - - - end after time T(test)
Int 1 1-150 0 4 Start test generator without
Ext - - - - changeover
Int 1 1-150 0 5
Switchover to line 1
Ext - - - -
Int 1 1-150 0 6
Switchover to line 2
Ext -- - - -
Int 1
0 0 7 RESET alarm (broadcast)
Ext 1-99
Int 1 0 0 8
RESET alarm EDS (broadcast)
Ext - - - -
Int 1 0
1-150 9 Buzzer off [for alarm address] (BC)
Ext 1-99 1-192
Int 1 1-150 1-12 10
Switch on relay/switch
Ext -- - - -
Int 1 1-150 1-12 11
Switch off relay/switch
Ext - - - -
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11. Technical data

( )* =factory setting

11.1 Tabular data

Insulation coordination acc. to IEC 60664-1

RAEA INSUIATION VOITAGE. ..o AC250V
Rated impulse withstand voltage/pollution BGTEe ...........c....eeeeroeeoroeerseeescessees e 4kv/3
Supply voltage

SUPPIY VOITBOR Ug vrvrrrvrsrerserssvrsessirsssessssnssssssessssssssssssess s see ordering information
FIEQUENCY TANGL UG vvvrreerrivrrcrrsneerssssssesnssmsssssssss s ssessses see ordering information
POWEr CONSUMPTION ...oovooveeeeeee e ... see ordering information

Displays, memory

DISPIAY v four lines, backlit, for operating data and device menu
LEDs:

2 x Ethernet ETH1, ETH2 act/link ..o lights when connected to the network, flashes during data transmission
ALARM oo internal device error
COM e data traffic BMS bus
ON s s s operation indicator
Memory card for special device functions (MICr0 SD Card) ......ccoooceevoevrsceiecesceeesecss e 2GB
E-mail configurations (Option A only) and device failure MONITOMNGS ........cvveevoevrscerrcerseene max. 250 entries
Individual texts (OPHON A ONIY) ...c.coooeereeeeeeeeeeees s max. 1200 texts with 100 characters each
Interfaces

BMS bus (internal/external):

Interface/protocol........oovvvrveeeessseeessseeene ... RS-485/BMS internal or BMS external (BMS internal)*
OPEIANG MOUE .o master/slave (slave)*
Baudrate BMS (InterNal/EXtEMNAI) ..........oeeeeeceeeeeeeeeeeeeeeeeeeeeeeeeesessseceecseeenseseseeeneeeeessssesssssesesssssiee 9.6 kbit/s/57.6 kbit/s
QADIBTBNGEN. ..o s <1200 m
cable, twisted pair, shielded, shield cONNECted t0 PE ...o.cccoooooeeeseeeeee e J-Y(SH)Y 2x0.8
Connection, BMS INtEMNAI/EXIEMAL ... seseeeessesesssceeeeesesseseeeeneesesesssssessssssssn terminals A, B
TOIMINGLNG TESISTON +.vvvr oo 120Q(0.25W)
Device address, BMS bus eXtEMAI/INTEMNAL ... eeeeeesesesssccescceeeeeeeeeeeeeeeeessseseessessssesesseeeeeeee 1...99()*
Ethernet:

COMNBCLION ..o sssssssseseee e 2xRJ45
DAL TALE oo eeeeeeeeeeseeses s e ses s eeeseessesenennennnnen 10/100 Mbit/s, autodetect
DO et e e et rreenen on/off (on)*
(0 S 5...605(305)*
P AAAIESS ..o sessesssss e eeeeeeeeeees nnn.nnn.nnn.nnn (192.168.0.254)*
NEtMask........oo.... nnn.nnn.nnn.nnn (255.255.0.0)*
Protocols (depending on the option selected)..........cc.cooovveesecveesscieernns TCP/IP, Modbus/TCP, DHCP, SMTP, NTP
General data

VI e EN61326-1
(lassification of climatic conditions acc. to IEC 60721:

SEAUONATY USE ...vvveeevvveeeee s . 3K5
TEANSPOM .o 23
LONG=LOMM STOTAGE .....vvvvoee v K4
OPETATING TOMPETATUTE ...ooos oo -10...455%C
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Technical data

(lassification of mechanical conditions acc. to IEC 60721:

SEAUONATY USE .o e 3M4

TEANSPOME ... s M2

LONGEIN STOTAYE 1o vvvvrvveersseesessessesssesses s s s ™3

Operating mode OO ..continuous operation

MOUNTING s display oriented

Connection

CONMECLION TYPE . sssess s screw-type terminals

Connection properties:

IGIA/NENIDIC st . 02...4/02...2.5mm? (AWG 24...12)

Multi-conductor connection (2 conductors with the same cross section):

RIGIA/AIEKIDIE ..ttt 02...15/0.2...1.5mm’

SEAPPEL TENGIN ..o 8...9mm

TiGhtening tOrQUE ....oocveesveeesveeeeseeeerno

Degree of protection, internal components (IEC 60529) ...

Degree of protection, terminals (IEC 60529)..................

TYPE OF ENCLOSUTE ..o s

SCTW MOUNENG ..o

DIN rail MOUNTING ACC 0 v

Flammability class..........ccovverrvee

SOFEWATE VEISION <..ovoseeeeeeeeesecessssees s . D271V3.0x
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For information about UL applications refer to page 21.
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11.4 Features of the device variants

Software options

Functionality Basic device Option A Option B Option C Option D

Individual texts, e-mail Modbus/TCP, gateway Parametarisation Visualisation

Complate system overview with indication of alarm
messages and measured values

Web server with Silverlight '

Web server for displaying the system overview on mabile
phones

Can be operated on the internl and external bus (max.
59 ¥ 139 addresses)

Multilingual menu structure '
[Paddress setting manually or via DHCP '
Time synchronisation for the BMS bus system via NTP '
Built-in switch with 2x RJ45, cable auto detection '
Diagnastics function (bus log, analyser...) '

Modbus/TCP data access for the BMSaddresses 1... 10 on
the internal BMS bus

To read out data from the history memary and data
logger of BMS devices/with report function

History memory for alarms, warnings and tests '

Data logger '

Individual text messages for all devices/channels '

E-mail/alarm message '

Report function (file export) import/expart ' '

Modbus/TCP data access for all BMS devices '

Modbus/TCP to cantrol BMS devices '

Parameter setting for &l BMS devices '

Visualisation '
System visualisation '

Data logger Visualisation '

Activated J J J J J
Limor

Other interface protocols
Connection to SCADA systems (Supervisory Control and Data Acquisition) and/or PLCs via OPC, BAC-
net or other protocols on request.
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Technical data

11.5 Ordering information

Optional Supply voltage/ Power
package
Type frequency range con- Art. No.
(software .
) Ug sumption
licence)
H us
LISTED
AC/DC 76...276 V */
AC 42...460 Hz/DC
For UL application:
COM460IP
BMS-Ethernet | - UsAC=76...250V, | 5..40VA/ | Approvals | o o500 4610
gateway 40...150 mA, 3.8W available
42...460 Hz
UgDC= 76...250V,
10...35mA
COM460IP-24V DC16...94V Apbrovals
BMS-Ethernet |  —— AC16...72V, <4VA pe‘:] o B 9506 1020
gateway 50...60 Hz P 9
*Qptional pack-
age A:
Indlyldualtextsfor B 7506 1011
devices/channels,
e-mail in the event
of an alarm
Optional package
B:
Modbus/TCP B 7506 1012
server with max.
14700 BMS nodes
Optional package
. . B 7506 1013
Parameter setting
for BMS devices
Optional package
D:
Visualisation of B75061014
BMS devices

* Absolute values
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12. Troubleshooting

12.1 Damage in transit

If you find transport damage on the receipt of delivery, have the damage confirmed by the delivery
agent on handover. In case of doubt, please contact:

Bender GmbH & Co.KG

Londorfer StraBe 65

35305 Gruenberg, Germany

06401 807-0

12.2 Malfunctions

If disturbances occur in the connected networks which might result from the use of COM460IP,
please refer to this operating manual.

12.2.1 What should be checked?
Check whether..

e The device is supplied with the correct supply voltage

e The BMS bus cable is correctly connected and terminated (120 Q);

e The appropriate Ethernet cable (RJ45) is correctly connected;

e The BMS address is correctly set

o theIP address is correctly set resp. whether the DHCP function is activated

o the start page of the COM460IP web server can be reached via a web browser

o the current version of the Silverlight plug-in (at least version 5.0) is installed on the PC you are
using and JavaScript is activated

o the network parameters are correctly set and at least the IP address and netmask or the
DHCP function are activated.

12.2.2 Where do you get help?

If, after thorough reading of the technical manual and intensive fault location in your installation,
you cannot delete the fault related to the BMS-Ethernet gateway COM460IP, please contact our
Technical Service department:

Tel.. +496401807-760 or 0700BENDERHELP
Fax: +49 6401 807-259
E-mail: info@bender-service.com
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INDEX

A

Acquiring a licence for software options
87
Activate software option 88
ActiveX 32
Address setting
-BMS address 27, 58
-IPaddress 27, 58, 82
Alarm window 76
Analysis tools 77
Application with an external BMS bus 18
Application with an internal BMS bus 17
Automatic display contrast control 24

B

Basic configuration for the initial connec-
tion 19
BMS analyser 79
BMS analysis
- Error 80
- Responses 80
- Statistics 79
- Timestamp 81
BMS bus, internal and external 18
BMS device address assignment on the
Modbus 116
BMS log files 82
BMS logger 78
BMS recording 78
Bus overview and device information 35
Bus overview for mobile web applications
m
Button
-down 23
-Info 23
-MENU 23
-UP 23
Byte offfset 124
Byte resp. word swapping 124

C

COM460IP on the external BMS bus 18,
38

COM460IP on the internal BMS bus 17,
38

Commissioning 22

Connection, preliminary considerations
19

D

Damage in transit 137
Description of the measured values, list
125
Device failure monitoring 72
- activate 73
- Add device 75
Device variants, features 135
Device window
- Additional data 40
- Basicdata 39
DHCP server 20
Diagram 25
Dimension diagram 134
Display and operating controls 23
Display in menu mode 24
Display in standard mode 24

E

E mail notification 67
- Create template 67
- Select devices 70
Exception code 113
External BMS bus 18

F
Factory setting 24

G

Graphical user interface 31

H

History/Logger, see BMS logger 78

How to enlarge or reduce of the presenta-
tion of the bus overview and device
info field 39

How to use this manual 9

Identifying activated software options 86
Indicating measured values 39

Individual texts 61
- exporting 63
- Import 65

Installation, preliminary considerations
19

Installing the device 21

Intended use 11

Internal BMS bus 18

J
JavaScript 32

L

LED
-Alarm 23
-(OM 23
-ETHT act/link 23
-ETH2 act/link 23
Licencing of the software options 86
List of bus devices 37
Loading the licence file 87
Loading the menu of a bus device 41

M

Main menu 25
Malfunctions 137
Memory image of a BMS device 117
Memory scheme of the processimage 116
Menu bar 34
Menu overview of the functions adjustable
at the device 27
Menu structure of the Web user interface
31
Modbus
- Address structure for BMS devices
14
- Control commands 91, 130
- Function code 115
- Processimage 115
- Request 113
- Responses 114
Modbus representation
-BMS
channel 90
- Device information 89
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INDEX

N
Network parameter setting 27, 58, 82

o)

Open recorded log files 79
Operating language 33

Operating manual 106

Optional packages A, B, C 13, 136
Ordering information 136
Orientierung 25

Overview of chapters 9

P

Parameter setting
- Bus devices 56
- (OM460IP 58
- Device list 56

- Operating elements 56
- RCMS490-L 56
Parameter setting for bus devices 56
Pop-up blocker 32
Processimage 116
Product description 13

Q

Querying bus device settings 41

Querying device information from the bus
device 39

Quick reference guide 10

R
Reference data records of the process im-
age 123
Report
- Displaying a report 43
- generating a report 42
- Using a comparison for generating a
report 44
- Using a report for parameter setting
45
S

Scope of delivery 13
Setting the clock 29, 60
Setting the date 29, 60
Setting up a password protection for
(OM460IP 35
Silverlight-Plug-in 32
Socket state 83
Software update 84
Start page, web user interface 32
Support 137
System visualisation
- according to your own order 110

- Benefits 110

- Export configuration 109
- Import configuration 109
-sort 109

T

Technical data 133
Testing the status of the software 85
Time setting 29, 60
Tools
- BMS analyser 79
- BMS recording 78
- Device failure monitoring 72
- E-mail configuration 67
- E-mail overview 71
- Individual texts 61
-Logfiles 82
- Modbus register 89
- Socket state 83
- Software options 86
- Software update 84
Troubleshooting 137

U

UL applications, resitrictions 21
User interface of the internal Web server
31

\"

Visualisation 93
- Add view 95
- Adding a data logger 101
- Adding a reference 97
- Adding elements 98
- Adding text 100
- Export configuration 102
- Import configuration 103
- Loading a background image 95
- Save configuration 102

w

Web menu
- Bus overview 31
-Info 31
- Language, operating language 33
- Menu structure 31
- Settings 31
- Start 31
-Tools 31
Web user interface 31
Wiring diagram 21
Work activities on electrical installations
1
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