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INTRODUCTION

1 Purpose

This document describes the services provided to users who have been given beam time at
Diamond, but who are not Diamond staff or have any other Diamond connection.

2 Glossary

CDROM Compact Disk Read Only Media

DLS Diamond Light Source Ltd.

DVD Digital Video Disk or Digital Versatile Disk

Fedld Federal Identifier. A computer username unique across CLRC and DLS
systems.

ftp File Transfer Protocol

Janet Joint Academic Network

PBS Principal Beamline Scientist

ssh Secure shell — a method of logging in securely across the network.

sftp Secure File Transfer Protocol — an ecrypted form of ftp

scp Secure copy — a methor of copying files securely across the network

uUSB Universal Serial Bus

eSATA External SATA — a way of connecting external disks, no longer widely used

but still available on some beamlines.
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COMPUTING SERVICES PROVIDED FOR DIAMOND USERS

1 Federal IDs and passwords

A Federal ID (usually abbreviated to FedID) is a Diamond computer username which,
together with an associated password, enables the user to access the Usernet,
Proposal Manager website and all beamline computing systems including data
storage.

New users must complete a Registration form which ensures that the User Office hold
relevant personal details. The following steps happen once the registration form is

submitted:

o User is automatically allocated a Fed ID

o User must acknowledge receipt of FedID and acceptance of Diamond IT policy
o User is allocated a password by the User Office together with details about the

Quest Password Manager system

If arriving at Diamond without their FedID and/or password the user will not be able to
take the safety test on-line and is likely to experience significant delays in starting their
experiment as staff in the User Office cannot immediately reset passwords.

For your own benefit and to help the User Office team please ensure that you
remember to bring your FedID and password when you come to Diamond for
beamtime.

2 Quest Password Manager

By registering a set of personal questions and answers you can change your password
to make it more memorable or reset if you have forgotten it. This will save time for
you and can ensure that you start your beamtime without delay.

Please register with Quest Password Manager (http://access.stfc.ac.uk) so that you
can quickly reset your password if forgotten

3. All usage of Diamond Computers by Diamond Users must be in accordance with all
current laws and must be ethical and not interfere with the business mission,
professional reputation or security of Diamond. In particular users must abide by the
following policies:

a. Janet Acceptable Use Policy

b. STFC Information Systems Privacy and Security Policy

4. All users will initially be allocated 512 MByte of user space. This will appear as their
home directory, as well as their Windows “U:” drive and “My Documents” folder.

5. The 512 MByte allocation will not be deleted, and will be backed up. If data is present
in this area for a minimum of 24 hours, it should be recoverable.

6. Extensions beyond 512 MByte may be provided if resources permit and the extension
is approved by the PBS of the beamline for which the user has allocated time.

7. Users will have access to science data collected on their beamline during their
allocated time from any Diamond machine.
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Science data collected on beamlines will only be guaranteed available from DLS for a
limited period (presently one month) after it has been taken. Currently, DLS has no
provision for keeping data for a longer period than this, and users are responsible for
keeping copies of their data.

Data taken on previous visits is made available from the archive at
https://icat.diamond.ac.uk

Users will be able to make copies of their data by:

a. Copying the data to a personal disk using designated Data Dispenser
hardware available on each beamline.

b. Copying the data to DVD or CDROM using designated machines.
c. Using outgoing ftp to copy the data to an external location.
d. Using outgoing scp to copy the data to an external location.

e. Using incoming scp to copy the data to a laptop connected to the Diamond
visitor network.

f.  Mounting the Diamond data areas exported from data.diamond.ac.uk onto a
machine on the visitor network and doing a normal file copy to their visitor
machine.

Connection of users storage devices to other than designated connection points isnot
allowed.

Users will be granted authorisation to log in on the console of machines on the DLS
office network for a limited period around their allocated beam time (up to one month
before and at least one month after). Outside this time they will be unable to log in
unless authorised by the PBS (or their designate) of the beamline for which they had
time.

Users will be granted authorisation to log in to machines on the DLS office network via
ssh for a limited period around their allocated beam time. Outside this time they will be
unable to log in unless authorised by the PBS of the beamline for which they had time.

Users will be granted authorisation to log in to machines on their allocated beamline
during the days they have been allocated time to set up their experiment and take
beam. Outside this time they will be unable to log in unless authorised by the PBS of
the beamline for which they had time.

Users may bring their personal computing equipment to Diamond. However, it will
normally only be allowed to be connected to the Diamond Visitor network. The only
Diamond services available from the Diamond Visitor network will be access to their
Diamond data, access to Diamond printers, and access to the external internet.
Access to other Diamond services will only be available as an external, untrusted
system.

A Beamline Visitor Instrumentation Network (BVIN) will be made available to host
users' equipment that needs access to the beamline network, for instance specialist
sample envrionments, PVs published by the beamline are also visible on this network.
Users must indicate at least 2 weeks in advance if they require the use of this network.
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17. Under exceptional circumstances the PBS of the beamline can make a case for
beamline user’s personal computing equipment to be connected to a Diamond network
other than the visitors network. This case must be made at least 2 weeks in advance
of the visit, and DLS system administrators must be given root or administrator access
to the computing equipment so it can be configured and scanned for potential
problems. If the equipment is deemed to be acceptable, it will then be allowed to be
connected to a designated Diamond network for a strictly limited period of time.

18. Diamond will provide some public computing systems on the visitor network to allow
visitors to access the internet even without need for a Fedld.

3 DATA TRANSFER SPEEDS

Users should consider the volume of data that is expected to be collected. This will depend on
length of experiment, complexity and detector type. For example, a typical MX user may
expect to collect some hundreds of gigabytes in certain circumstances.

Consideration should be given to transfer of data before the experiment has begun. Leaving
the copy process until the end of the experiment may result in long delays. Diamond has
developed a Data Dispenser which can be set up to transfer data continuously during an
experiment to a user's own disks, thereby reducing delays at the end of a visit due to data
copying.

Below is an indication of typical transfer speeds for different copy processes and media:

eSATA disk Approximately 40-50MB/s
USB disk: Approximately 25-35MB/s
SSH over LAN: Approximately 20-40MB/s depending on protocol

SMB/CIFS (Windows Approximately 25-35MB/s
file share):

Remote from Diamond: Approximately 10-30MB/s

Users should remember that transfers to home institutes can be slow. SSH remote transfers
are usually around 10MB/s but remote sites may have further limitations. Transfer to the
Visitor network is limited by firewalls so is less suitable for large data volumes.

For further information, please refer to the Usernet “Transferring Data” pages which
can be found under the “While You are Here” section.
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First draft (NPR)

Second draft after review by IT, DAG, Linux system
administrators and user office

Third draft. Added incoming ssh from DLS visitor network
and update glossary.

First released version. Numbered items and added PBS
designate to point 11.

Added ability to access data directly from
data.diamond.ac.uk.

Added instructions for copying data to the visitor network
and printing, plus a couple of minor corrections from the
User Office.

Simplified instructions and added a few more pictures.

changed instructions re data copying from being visitor
network to general data copying instructions (visitor and
beamline network)

merged in data transfer speeds.
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Revision of Annex A, especially data copying instructions;
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ANNEX A: Guide to SOME common computing tasks

DATA ACCESS AND DATA TRANSFER

The recommended and fully supported way to make a copy of experimental data taken during
a visit — especially for large data volumes — is copying the data to a USB or eSATA disk whilst
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it is being acquired, using the designated Data Dispenser hardware available on each
beamline. Beamline data dispensers can handle either ext3, ext4 or NTFS formatted hard
drives. Note, drives formatted with FAT file systems are NOT recommended due to inherent
limitations. Drives formatted with HFS+ (Apple) are NOT supported. Note also that the
“Thunderbolt” interconnect is NOT supported.

Users can bring their own disks. It is recommended that these are the “desktop” variety with
external power supply rather than bus-powered. This is because bus-powered disks often
require more power than the bus can provide when working flat out. This can lead to file
system corruption and data loss.

The Experimental Hall Coordinators (EHCs) have a small number of external hard drives for
loan. These are formatted as either ext3 or NTFS.

For smaller data volumes, it may be sufficient to copy it to a portable storage medium (DVD,
USB flash drive, USB hard drive...) from a beamline workstation.

All beamline workstations have CD/DVD writers. Blank media may be obtained from either the
User Office or the EHCs.

3 Data access from Diamond Linux workstation

All data taken during an experiment is saved in a directory
/dls/BEAMLINE/data/YEAR/EXPERIMENT-VISIT

i.e. for experiment mt9343 visit 1 in 2014 (that is proposal no. 9343 in “village” mt, 1% visit in
2014) on B16 data will be stored in /dIs/b16/data/2009/mt9343-1:

qgs43472@ws040:/dis/ble/data/2014

Figure

[q9s434720u=040 ~1% cd Adls/blR 1:
[qq=43472Bus040 b1E]F s e
data epics accessi
(9924347 2Ru=040 b1E1$ od data ng data
[99=43472Rus040 datals 1=
2008 2009 2010 2011 2013 2014 ona
(9924347 20u=040 datald od 2014 Diamon
[q9=434720u=040 2014]% 1= d Linux
cmd963-1  inb0O7-1 mtIl04-2 mt9343-1 wt98R3-1 nt4919-2 nth0g4h-1
cmd963-2  mtd934-1 wt9ld40-1 mt9a02-1 wmt98R7-1 nt4915-3  ntEETI-2 worksta
eedBE6-1 mt7I46-7 mtI149-1 mtI6FI-1 nt3B00-2 nth038-1  nt5E71i-4 tion
[q9=434720uw=040 201415 I using
the
comma
nd line
interfac
e
Altern
atively,
any

file browser (e.g. Konqueror, Nautilus) can be used to navigate to the relevant directory:

Nautilus (gnome) Konqueror (KDE)
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Figure 2: access to data from a Diamond Linux workstation using Nautilus or Konqueror

These directories are automatically available on all Diamond Linux workstations. Note: data
will only be readable to users registered for this visit — to access your data this way, you will
have to be logged in to a workstation using your Fedld

4 Data Access from Diamond Windows workstation

On any Diamond Windows workstation, the beamline data directories are available as

\\BEAML INE-storage\BEAML INE\

Experimental data will be in the directory data. This directory contains a subdirectory named
after the year of the experiment (e.g. 2009) which in turn should contain a directory named
after your proposal number (see Figure 3 for an example). The subdirectory named after your
proposal contains your experimental data.

For example, for experiment mt767 visit 1 in 2009 (that is proposal no. 767 in “village” mt, 1*
visit in 2009) on B16 data will be stored on \\b16-storage\b16\data\2009\mt767-1.

Note: data will only be readable to users registered for this visit — to access your data this
way, you will have to be logged in to the workstation using your Fedld (or at least connect to
the share using your Fedid).

Page 10 of 40



' %\b16-storage

Fle Edt Yew Favorites Tools Help

Issue 1.12

!’ %\b16-storageiblb

n File Edit ‘“ew Favorites Tools Help

Qoack - ) - (T | - Search Folders | (& 3 2 ) ‘ | Qoack - ) - (T | - Search Folders ‘ & X B ‘ &
Address| 4 \b16-storage BN Address |4_1 \\b16-starageibl6 B
Mame = I Comments | Mame  * I Size: | Type | Date Modified | Aktributes
L bl b6 storage [Ebin File Folder 10{12/2007 10:05
L kdfS1254 Home Directories [Sdat | File Folder 22{12/2008 11:4%
Sy Printers and Faxes Shows installed printers and fax ... [)docs File Folder 03i04/2008 11:00
Chepics File Falder 27/05/2008 09:41
Dete File Falder 11122007 17:39
Dlogs File Folder 16/01 /2009 20:50
[Dlost+Found File Folder 06/07/2007 15:57
[Cscripts File Falder 14f01/2009 10:35
[Csoftware File Falder 06/01/2009 16:19
Dvar File Folder 06f01/2009 16:47

(@ ',\b16-storage’,b 164 data & \.\b16-storage'b16'data’ 2009 |
File Edt Wiew Favorites Tools  Help | ;',' Fle Edit Wiew Favorites Tools Help | ;','
Dbk ~ ) - (T | - search Folders ‘ & 3 X £ | [HELS QBack - - (F ‘ ) search Falders | & X g | EEfs
Address [ ) 401 é-storagelb16idata R E Address [ lib16-storage|b16|datal2n0s B
Mamg_ = | S\zsl Type I Date Modified | Attributes Name = | Sizel Type | Date Modified | Attributes
Jstoraged File Folder 21/08/2008 10:10 H JU-U 5 File Falder 06/01/2002 10:16
I=yz007 File Folder 16/07/2007 13:04 Imkd File Folder 060172009 10:16
12008 File Falder 07/01/2003 0L:01 [Dmt7e?-1 File Falder 14/01/2009 01:08
File: Folder 1401/2003 01:08 [CEInes14-1 File Falder 12/01/2009 11:04
IIFH_nt451 _overflow File: Folder 14/09/2008 16:01
Ihimages File: Falder 04/12/2008 19:12
ISrung File: Falder 18/05/2006 16:11
2008_080627_225336.c5% LKB  Microsoft Office Exc...  27/06/2008 21:54
Ig200870806277225458.:%l 1KE  Microsoft Office Exc...  27f08[2008 21:55
@2008_080627 225605.05% 1KE  Microsoft Office Exc...  27f06[2008 21:56
IgZIJDS_DEDﬁZ?_ZZSESQ.(sv' 2KB  Microsoft Office Exc...  27/06/2008 21:57
2005_080625_150912.csv 2KB  Microsoft Office Exc... 28/06/2005 14:09
@2008_080628_151043.:5\" 2KE  Microsaft Office Exc...  28/06/2008 14:11
2008_080626_223621.c5v FKE  Microsoft Office Exc...  28/06/2008 21:38
Ig2I]DSiﬂEDEZS]Z‘?DIQ.ESV’ KB Microsoft Office Exc...  28/06/2008 21:41
2005_030625_224307 5% 2KE  Microsoft Office Exc...  28[06[2008 21:43

Figure 3: access to data from a Diamond Windows workstation

On beamline Windows workstations, the network drive might already be connected as the X:
drive.

5 From the visitors network

The beamline data directories are available read only on the visitor network. The files are
visible on the server data.diamond.ac.uk and can be accessed using either smb (Windows
Explorer) or sftp.

You can connect to the visitor network either using the wireless network or using the
dedicated wired connections on every beamline.

4.1.1 Data access from Linux

Using samba (smbclient)

The Nautilus Linux file manager and the Konqueror browser can be used to browse the data
directories by typing

smb://data.diamond.ac.uk
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into the address bar. If you try to connect to the directories you will be asked for username
and password. Note that you will have to enter your username as CLRC\yourFedID (see
Figure 4 for Konqueror and Figure 5 for Nautilus).

-

R smb://data.diamond.ac.ulyils - Konqueror

Location Edit View Go Bookmarks Tools Settings Window Help

R B

B Location: |8 smb://data.diamond.ac.uk/il5

A4PRIFOREP AR QIHEME

Authorisation Dialogue E]
P Please enter authentication information for:
o) |
b Server = data.diamond.ac.uk
J R _
Share = il5

Username: |C LRC\npr78

Password: |mm“-¢

3 Cancel

e,

11 Items - O Files - 11 Folders

.,

Figure 4: Connecting from Linux using Konqueror
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Information

N

¥-directory/smb-share

"118" selected

File Edit View Go Bookmarks Help
4 . > . A O 7 @t o .
Back Forward Up Stop Reload Home Computer
Location: |smb://data.diamond.ac.uk/il8 €, 100% @, | View as Icons *

i1l8 on data.diamond.:

File Browser: i18 on data.diamond.ac.uk

@ You must log in to access data.diamond.ac.uk/il8

Username: |nprf8
Domain: | CLRC|
Eassw Drd CE L L L

[ | Remember password for this session

[[] Save password in keyring

& Cancel

., ~

Figure 5: Connecting from Linux using Nautilus

You can also use the command line utility ‘smbclient’ to connect to the data directores.

smbclient -U "CLRC\yourFedID" -L data.diamond.a.cuk

will show you the list of available directories on data.diamond.ac.uk.

Note: you need to put quotes around ‘CLRC\yourFedID’!

Connect with the following command:

smbclient -U ""CLRC\yourFedID" //data.diamond.ac.uk/

typing ‘help’ in an smbclient session will give you a command overview; typing ‘help command’
will give help on that command.

Using sftp (Linux/Mac)

data.diamond.ac.uk can also be directly reached via sftp from the visitors network, i.e. data
can also be transferred using sftp.

Using sftp, you can also write to the directories (given you have write access to them - e.g.

your home directory).

Under Linux you can simply use the sftp command on the command line, or use the sftp

features of Konqueror or

Nautilus (sftp://data.diamond.ac.uk in Konqueror; File -> Open

Location -> sftp://data.diamond.ac.uk in Nautilus). You will likely have to log in using your
Fedld (maybe as CLRC\Fedld as described above) if you are not logged in to your computer
with your Fedld. Note: this will probably drop you into your home directory, from where you
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will have to navigate into the data directory you want to go to (the directory will be called
/dIs/IBEAMLINE/data/YEAR/EXPERIMENT-VISIT as described in section Error: Reference
source not found.)

Using the command line sftp, connect by entering "sftp
yourFedld@data.diamond.ac.uk" in a terminal window; in sftp, "help" will show all
available commands:

(| qgs43472@ws040:/dis/bl6/data/2014 - O x

: Figure
[q9=4347200u=040 20141% =Ftp data.diamond,ac,uk ]
Connecting to data.diamond.ac,uk... 6: sftp
sftp> help access
Available commands: to
buye Quit =ftp )
cd path Change remote directory to 'path’ data.di
chgrp grp path Change group of file 'path' to 'grp' amond.
chmod mode path Change permizszions of file 'path' to 'mode’ ac.uk
chown own path Change owner of file 'path' to 'own' )
df [-hi] [path] Dizplay statistics for current directory or from
filesystem containing 'path’ Linux
exit Quit sftp
get [-P] remote—path [local-path] Download file comma
help Display thiz help text nd line
led path Change local directory to ‘path’ (first
11z [1z—options [pathl] Dizplay local directory listing :
lmkdir path Create local directory figure)
In oldpath newpath Symlink remote file N "
lpwd Print local working directory de
lz [-1aflnrSt] [pathl] Display remote directory listing will
lumazk umask Set local umask to 'umask'
mkdir path Create remote directory show
pProgress Toggle display of progress meter
put. [-P] local-path [remote-—path] Upload file you
pud Dizplay remote working directory your
quit uit =ftp
rename oldpath newpath Rename remote file curren
rm path Delete remote file
rmdir path Remove remote directory t
zymlink oldpath newpath Symlink remote file direct
version Show SFTP wersion
Execute 'command' in local shell ory,
Ezcape to local fhell -
Synonym for help Is
list its
conte
fqqs43472@ws040:~ - 0O = ¢
1 [99z434720w=040 1% sftp data,diamond,ac,uk [ P SI’I
onhecting to data.diamond,ac,.uk... and "cd
ftpr pud
emote working directory: Shome/gqed3472 Change
ftpr cd Adls/blE/data/ 2014 the
ftp> pud .
emote working directory: Adls/bl6/data 2014 directory
ftp> 1= .
md963-1 cmdI63-7 eedBEE-1  inB007-1 mhtdS84-1 mtFI4E-2 mt9104-2 mt9140-1
t9149-1 wt9343-1 wi9002-1 mt9671-1 wt9853-1 mt38L7-1  nt3800-2  ntd4919-2
t4919-3 nth038-1 nthod5-1 nthE71-3  nthE7l-4
Figure 7:
sftp
accesss to
data.diam
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ond.ac.uk from Linux command line (second figure)

“Get” will download a file or directory from the server (into the directory you are
currently in on your computer, as shown by “lpwd”). “Put” can be used to upload files
to the current working directory on the server (provided you have write access to it).

Using one of the file browsers, the connection can be opened like:

[~ Idifs1254 BICIE)
File Edit View Places Help sftpi//data.diamand.ac.ub/home/kdf 51254 - Kanqueror
ﬁ Location Edit Wiew Go Bookmarks Iooks Settings Window Help
ﬁ ﬁ ﬁ 00,000 D o8 &M 2|
accounts atw bin E» Location: | shp://data.ciamond. ac uihome/kdis1254 -| o §
= = (=]
Name = Size | File Type | Moditied | Permissions
blstoragel_diags cifs-keytabs_i02- clustat_on_all jisSaccounts 4.0 KB Foider 2007-08-12 15:10  woxrwour-x j
storage Eatw 40KB Foider 2006-09-11 1149 rwoxrwoer-x
_ _ ESbin ANKB Folder 20050120 OBSH  mwoxrwarx
7 Open Location 7 @ E=ibistorage]_diags S0KE Folder 2007-06-11 16:41  mxremrx
IEcifs-keyabs_i02-storage 4.0KB Foider 2007-03-29 16:51  mwerwirx
Location: | sftp://data. diamond.ac.uk| Eclustat_on_all 4.0KB Foider 20070213 0838 nwurwierx
CSW4R = . — ESCSMR 4.0 KR Folder J008-11-24 16: 24 narwaorx
Ecscrnacks ANKB Foider 200802081522 nwxrwatx
E30ell_spen_manage_mibs 4.0KB Foider 2007-09-2516:05  rwranerx
E3Deskiop 40KB Foider 20030112 09:38  merxex
E3diamend_compating 4.0KB Foider 2008-10-16 11:24  rwxrwierx
D D ERdrstable_cortrols A0KR Foider 20090114 1133 nwxrwrx
ESdrstable_new A0KB Foider 20090114 1017 nwnrwarx
Desktop diamond_computing dnstable_controls E3decumenation 4.0KB Foider 20080407 10:34 rorwnerx
Edownloads BOKD Folder 20080103 14:02 nwrwarx
Edset_wohba 4.0KB Foider 2007-06-11 11:02 rwx—
Eligih A0KE Folder 20081103 1409 nwmrwarx
Byl A0KR Foider 2007-080812.39_nxrnrx |~
dnstable_new documentation downloads S - ! Ll
[v]] | |/339 ttems - 274 Files {426.4 M Total) - 65 Folders
kdf51254 ~ 330 items, Free space: 351.9 GB

Figure 8: sftp to data using Nautilus or Konqueror on Linux

then browse to the correct directory (/dls'BEAMLINE/data/YEAR/EXPERIMENT-VISIT).

4.1.2 Data access from Windows

The beamline data directories are visible on the server data.diamond.ac.uk and can be
accessed using Windows Explorer.

Open an Explorer window (e.g. “My Computer” or “My Network Places”) and enter

\\data.diamond.ac.uk\

into the address bar. Note that — if you are not logged in to your workstation using your Fedld
— you will have to log in before being able to see any files. You will probably have to enter
your username as CLRC\yourFedID (see Figure 9 - note the CLRC), and use your normal
Diamond password.
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Bl Address | 4 My Computer

Connect to data.diamond.ac.uk E| FS__<|

2
&k

Connecting to data.diamond. ac.uk

User name: ‘ € ClrCnprrs

Password: ‘ TTTTTT YT

[ Remember my password

Q My Cornpuker

Figure 9: Logging in to data.diamond.ac.uk on Windows

Once you have logged in, it will show all beamline data directories, plus your Diamond home

directory (see Figure 10).

2 \data. diamond.ac. uk

File  Edit Miew Favorites Tools  Help

@Back - \_/J l’j pSearch H:‘ Folders = x n v

A=

)
"‘l

Address| 1-) Yidata.diamond. ac.uk

V|GD

L npr7s

" 2y Printers and Faxes

Camments

B16 data

102 data

103 dats

104 data

106 data

I11 data

15 data

I16 data

[18 data

122 data

I24 data

Home Directories
Shows installed printers and Fax ...

13 objects

Figure 10: View after connecting to data.diamond.ac.uk from Windows
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Select the directory you need. For beamline directories this will then show you the data
directories on that beamline (see Figure 11 for an example).

#¥ \\data.diamond.ac.uk\b16 : il

£3

File  Edit View Favorites  Tools  Help |'
e Back - </ lﬁ 7 ! Search f Folders = |3 x E) v

Address |‘g Y\data.diarmond, ac,ukible V| a G0

Mame Size  Tvpe Date Modified
hin | File Folder 10/12/2007 10:05
File Falder 07032005 13:54
Jdocs File Folder 05/0372008 19;31
[ epics File Folder 29/08/2007 12:56
ek File Folder 11/12/2007 17:39
—Jlogs File Folder 0//05/2008 09: 32
) lost+Found File Folder 06072007 15;57
[ scripts File Folder 27/0212008 13:34
) software File Folder 12/12/2007 13:48
_)war File Folder 14/02/2008 09:25
10 objects 0 bytes ‘-_4 Local intranet

Figure 11: An example Beamline directory

Experimental data will be in the directory data. This directory contains a subdirectory named
after the year of the experiment (e.g. 2007) which in turn should contain a directory named

after your proposal number (see Figure 12 for an example). The subdirectory named after
your proposal contains your experimental data.
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& \\data.diamond.ac. uk\b16\datal2008 :

=13
[ l".:'

File Edit ‘Miew Favorites Tools  Help

O Back v () lﬁ - search H Folders .0 &+ x 2) <
Address | ) Y\data.diamond. ac.ukib16ldata| 2008 v| B G
Marne Size | Type Dake Modified
00 File Folder 07/03/2008 13:54
Cymk File Folder 07/03/2008 13:54
amk355-1 File Folder 05/02/2005 15:52
[Jmk355-2 File Folder 0g/0z/2005 10:59
1 objects selected 0 bwtes 'lj Local intranet

Figure 12: An example Beamline experimental data directory

Please remember that the directories are read only. You can copy this data to your own
computer but you will not be able to write back to the file server. This is also true for your
home directory.

Alternative: sftp

data.diamond.ac.uk can also be directly reached via sftp from the visitors network, i.e. data
can also be transferred using sftp. Using sftp, you can also write to the directories (given you
have write access to them - e.g. your home directory).

On Windows, a possible sftp client is WinSCP; Diamond IT helpdesk might be able to help
you set this up.

You will have to log in using your Fedld (maybe as CLRC\Fedld as described above). Note:
this will probably drop you into your home directory (/home/yourFedid), from where you will
have to navigate into the data directory you want to go to. The data directory can be found as
/dIs/BEAMLINE/data/YEAR/EXPERIMENT-VISIT. This is described in more detail on page 13
in section 4.1.1 — the instructions given for Linux / Linux sftp access apply to Windows sftp
access, as well.
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4.1.3 Data access from Mac

Using samba/CIFS

In the main menu (Finder), select "Go — Connect to Server":

Finder File Edit View g« Window Help

Back

Enclosing Folder ®T

Computer {+38C
% Home {+38H
4 Desktop +3D
 Network {+38K
E iDisk >
2 Applications {+38A
7 Documents 30
S Utilities 38U

Recent Folders [

Go to Folder...
Connect to Server... 3K

Figur
e 13: data access from Mac - connect to server

Enter smb://data.diamond.ac.uk as the server to connect to and press "Connect":

MM Connect to Server

Server Address:

i smb:j_jdala.diamoﬂd.ac.ukl

Favorite Servers:

@ Remove (" Browse ) ( Connect}

Figure 14: connect to server "data.diamond.ac.uk"

Enter CLRC\FedID as your id and your FedID password as your password:
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Enter your name and password for the server
"data.diamond.ac.uk’.

Connect as: () Guest
® Registered User

Name: [CLRC\kdf51254

Password: ssssssssss

|| Remember this password in my keychain

( Cancel ) Eﬁurmecta

Figure 15: enter your FedID and password
This will give you a share with the list of beamlines; select the correct beamline and click OK:

Select the velumes you want to mount on
‘data.diamond.ac.uk”:

i15
ile
il9
i20

22

Figure 16: select beamline as volume to mount

Your data directory can be found as in a subdirectory data — year — proposal number:
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I 80O 18 =

(<[> BRowm] [o][#-] Q :
DEVICES Name 4| Date Modified Size Kind

=4 Macintosh HD '
=l diskos3 M sna.dat 26 March 2007 13:53 1MB  Unix
=} diskos4 M 9na.dat 26 March 2007 13:55 1 MB Unix

E iDisk » (] 2006 7 December 2006 16:10 - Foldim
» G 2007 20 May 2011 08:04 -~ Folds
SHARED S » [ 2008 31 March 2011 11:27 - Folds
& data.diam... = > [ 2008-2 17 November 2009 09:06 -~ Folds
[E zrb13439's re... v @3 2009 31 March 2011 11:01 -~ Folds
PLACES & 0-0 22 December 2008 12:00 1MB  Alias
I Desktop (g mx18-13 10 June 2009 13:49 -~ Folds
@ tina 3@ m491-1 28 June 2009 16:45 -~ Folds
oA Applications 3@ m492-1 19 March 2008 12:13 --  Folds
[S1 Documents i3 nr1173-1 4 June 2009 10:52 -~ Folds
(3 m1174-1 10 March 2008 13:07 - Folds
LA R & nt1175-1 17 September 2009 09:33 —~  Folds
AL aky (3@ m1176-1 4 September 2009 14:28 - Folds
AL Wesmenvlay @ nt1237-1 27 October 2009 08:12 -=  Folds
o jEaztpeer 3 nt1239-1 30 October 2009 03:32 -~ Folds
(] Al images & spo 2 February 2010 12:58 --  Folds
[E] All Movies & sp0-1 14 July 2009 13:58 - Folds

[E] Al Documents (& spB84-2 28 August 2009 11:30 -- Folds &

_ (3 sp752-2 10 June 2009 15:32 - FoldiT
= ] 14|k

1 of 144 selected, 3.42 TB available v

Figure 17: navigate to visit data directory

Data can then be dragged and dropped on to your machine.

Using sftp

The instructions for command line data access via sftp from Linux (4.1.1, page 13) apply to
Mac as well.

Alternatively, a graphical tools for sftp access can be used. The following example is using
"Cyberduck". Open the software and choose "SFTP" as protocol:
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Cyberduck Get a donation key!

v FTP (File Transfer Protocol)
FTP-SS5L (Explicit AUTH TLS)
[@ SFTP (S5H File Transfer Protocol)
WebDAV (Web-based Distributed Authoring and Versioning)
WebDAV (HTTP/S5L)
P MobileMe iDisk (WebDAV)
ESB (Amazon Simple Storage Service)
*§ Google Storage
1 Eucalyptus Walrus S3
D Rackspace Cloud Files
Swift (OpenStack Object Storage)
2§ Google Docs
(L] Windows Azure Cloud Storage

storage.clouddrive.com
https:/ [tinag@storage.clouddrive.com/

Unlimited File Storage & Content Delivery

svn.cyberduck.ch - WebDAV (HTTP)
swn.cyberduck.ch
http:/ /tina@swvn.cyberduck.ch/trunk

Figure 18: connect via SFTP using Cyberduck

Connect to data.diamond.ac.uk using your FedID/password:
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Cyberduck | Get a donation key! |

Server: | data.diamond.ac.uk :i

URL: sftp://kdf51254@data.diamond.ac.ulk:22/

Username: kdf51254

Password: l"' sesssnn

] Anonymous Login
"] Add to Keychain

® (Cancel) ( Connect )

» More Options

Rackspace Cloud Files
storage.clouddrive.com
https://tina@istorage.clouddrive.com/

Unlimited File Storage & Content Delivery

swn.cyberduck.ch

= svn.cyberduck.ch - WebDAV (HTTP)
http:/ (tina@svn.cyberduck.chitrunk

e

5 Bookmarks

Figure 19: enter FedID/password in Cyberduck

This will drop you into your home (/home/FedID) directory, from where you will have to
navigate to the beamline data directory. You need to choose the top level directory (/) and
then find /dIssBEAMLINE/data/YEAR/EXPERIMENT-VISIT:
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e no - data.diamond.ac.uk - SFTP Frsclalenh o
r .
N — IR > WP

Open Connection Refresh  Edit Disconnect

(@] » TBIQ

Filename i odified

L [* =4 el R LW LWL L I

02/08/2011 14:56
> [ attic 02/08/2011 14:56
» (] bl6 02/08/2011 14:56
» (] bl8 02/08/2011 14:56
v [ b22 17/08/2009 17:45
» B bin 17/08/2009 17:45

v i data 04/01/2011 09:47

» [ 2009 07/03/2011 13:31

v [ 2010 07/03/2011 14:38

» §F 0-0 BB 25/12/2010 21:06

»[] cm1905-1 33 B 07/03/2011 13:55

b [ ] cm1905-2 33 B 07/03/2011 13:55

» [ ] cm1905-3 33 B 07/03/2011 13:55

» ] cm1905-4 33 B 07/03/2011 13:55

» [ ] cm1905-5 33 B 07/03/2011 13:55

b | nt1872-23 35 B 07/03/2011 14:07

b [ nt1938- 32 B 07/03/2011 13:55

b [] nt1938-1 33 B 07/03/2011 13:55

> [ nt5572-1 33 B 07/03/2011 13:55

[ I T e o T | TI N _ATIATIIIMATY 13,00

110 Files

Figure 20: nagivate to visit directory in Cyberduck

6 Data Access from remote host

Remote access to DLS is provided using NoMachine software. The client software is available
free from www.nomachine.com for Linux, Microsoft and Apple clients. Unless your data sets
are small, it is recommended that you analyse your data at DLS rather than trying to transfer it
over the WAN.

The following instructions and screenshots were created using v4.2.21 of the NoMachine
software.

4.1.4 NX

Start the NX client nxplayer - this should give you a "Recent connections" screen. Either
choose (double click) an existing session (if you already have one for a Diamond NX server),
or click the "New" button:
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MoMachine

Recent connections NOMALCHINE

= View = Order by _| ¥ New | Edit g Open & Preferences

<Click here to create a new connection=

lllustration 1: choose an existing connection or create a new one.
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NoMachine

New connection NOMACHINE

Protocol

Select the protocol used to connect.

Protocol - -
zo0it0r |

Continue

lllustration 2: Select the SSH protocol to connect to v3.5 servers

MoMachine

New connection NOMACHINE

Protocol

Insert the hostname or IP and port where you want to connect.

- -

Continue

lllustration 3: Set the hostname, the port number will be 22 by default if you have selected the SSH
protocol in the last screen
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NoMachine

New connection NOMACHINE

Protocol Authentication

How do you want to authenticate on the host?

’ @ Use the system login
@ ora

’ ® Use the NogMachine login
m , .

Continue

lllustration 4: Select the "NoMachine login" option to connect to a v3.5 server

Use defaults for the following screens.
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NoMachine - Connection to nx.dlamond.ac.uk

Verify host authenticity NOMACHINE

The authenticity of host nx.diamond.ac.uk, 172.23.146.10, can't be established. The
RSA key fingerprint is: b5 12 21 a3 8a 62 Oc 8e ¢7 94 29 9b 8e fa ff fa. Are you sure you
want to continue connecting?

NoMachine - Connection to nx.diamond.ac.uk
Connection to nx.diamond.ac.uk NOMACHINE

Please type your username and password to login.

Username [elsiiEky

Password oo o ok o o oo o

B Save this password in the connection file

i# Login using a guest account

lllustration 6: login with your FedID and password. It is recommended that you do NOT save these
credentials in the connection file.

Page 28 of 40




Issue 1.12

NoMachine - Connection to nx.diamond.ac.uk

Connection to nx.diamond.ac.uk NOMACHINE

Create a new KDE Create a new XDM Create a new VNC
virtual desktop virtual desktop virtual desktop

Create a new RDP Create a new CDE
virtual desktop virtual desktop

[
B Save this setting in the connection file Continue

lllustration 7: Select the type of connection

You should now have a full DLS desktop environment with access to your home directory and
data directories as if you were using a DLS workstation. The hardware that you are using is
more powerful than a standard desktop and has fast access to the beamline data areas. This
is an ideal environment for you to perform data processing.

4.1.5
416 21

4.1.7 224.1.14.1.3FTP

DLS provide an FTP service for remote transfer at ftp://fedecks.diamond.ac.uk. This system
requires client software that can use “explicit encryption” or ftpes. This is to protect your
credentials. The server is compatible with clients that can negotiate parallel transfers.
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Other

- greg@nilpc: ~ el clients

areglnlpc:™f 1ftp 99s43472@8Fedecks ., diamond, o, uk
Pazzword:

Iftp qoed3472@fedecks  diamond, o, uk:™> od 120/datas2014
cd ok, cwd=/120/datas2014

Iftp qqz424720fedecks,diamond, ac,uk: /120 data/2014> 1=

drwzrus-—— 13 Z7E00 108452 4096 Apr 15 05:36 ced974-1
druwxrus——— 12 37500 103038 4035 Apr 22 05:55 ced974-2
druxrus——- g 37500 103451 4035 Hay 03 23:10 spdl5id
druxrus——- 7 37E00 108435 4096 Dec 29 00310 spd974-1
druxrus——— g 37000 109421 4096 Apr 28 23110 spBi61-2
druxrus——— 7 ATh00 109205 4096 Mar 21 163140 spS/-1
druxris——— g 37500 1059546 4096 May 11 23:10 spSdf0-2
druxris——— 7 O37R00 109126 4096 Mar 31 16:40 =p919%-1
drurs——— g 37500 109487 4096 May 05 23:10 spd797-1

Iftp qga434720Fedecks, diamond, ac,uk s/ i20/data/2014>

lllustration 8: Secure ftpes server accessed using Iftp client

Page 30 of 40

are

availa

ble
and

compa

tible
such
as

Filezill
a.



Issue 1.12

7 ANNEX B: Using Diamond printers

Diamond's print server is called print.diamond.ac.uk. It is available from the Visitor
Network, i.e. visitors bringing their own computers and connecting them to Diamond's
Visitor Network should be able to install Diamond printers following these instructions.

1.1.1 Printer names

All printer names in Diamond follow a naming scheme. Additionally, all printers should
have a name tag. A printer name will contain the building, the room the printer is in,
the printer type, and a printer number. Thus, Diamond House printers will be called
dh.floor.room.type.no, in the synchrotron building s.floor.room.zone.type.no and
beamline printers beamline.room.type.no, e.g.

dh.g.51.bw.1: Diamond House: black/white printer, room G.51 (ground floor)
s.1.13.z02.co.1: Synchrotron building: colour printer, room 1.13, zone 02 (1* floor)

b.il6.cc4.col.1l: Beamline 106: colour printer in CC4

1.1.2 Connecting from a Windows computer

The quickest way to find all shared printers is to directly connect to the print server
using Windows Explorer.

Open an Explorer window and enter \\print.diamond.ac.uk in the address bar
(see Figure 23). That will bring up a list of all available printers. Select the required
printer, right-click on it and choose "Connect..." (see Figure 23).

! iprint.diamond.ac.uk

£s4,bi06,cod.col. 1
Eg biildcol.o
bttt o

File Edit “iew Favorites Tools  Help | ﬂ'
PBack ~ o) - T | - search Folders | & o 2 K) | =
Address | o Y\print.diamond, ac.uk j a o
Marme =~ |C-:umment5 | s
Esabli03.cc3.caol 1 Colour Laser Jet
e blin6.ccl . cal 1 Caolour Laser Jet

Colour Laser Jet —

fd Colour LaserJet

Open Colour Laser Jet

I Colour LaserJet

Conneck, ..

e blilg.ccl.o

reate Shorkcut Calaur Laserlek

gzadh.1.03,col
Est,dh. 1,19, b

son A2 colour prinker
A miono duples

Properties

tedh. 1,19, b2
tdh.1.19.cal1
Esadh.1.19.col.2

Visitars Prinker
83,44 color duplesx
_annon Mopier

=]

Figure 23: Connecting to a printer on print.diamond.ac.uk

The driver will be automatically installed and the printer made available on the system.
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Alternatively, open the "Printers and Faxes" dialogue box (Start - Settings - Printers
and Faxes). Double click "Add Printer" to open the add printer wizard. Choose "A
network printer, or a printer attached to another computer” in the second step (which
type of printer to use) and click next. In step three (Specify a Printer), select "Connect
to this printer (or to browse for a printer, select this option and click Next):" and type
\\print.diamond.ac.uk\name of printer (e.g. for printer dh.g.51.col.1, type
\\print.diamond.ac.uk\dh.g.51.col.1). Click next. Windows should now install
the printer driver (see Figure 24).

Add Printer Wizard

Add Printer Wizard

Local or Natwork Printer Specity a Printer 3
The wizard needs o know wiich ype of pinter to zet up, 1 pows dor't know the name o addiess of the prister, you can seaich fora prinks =
that meets pour nesds.

Select the aphan that describes the printer you want fo wse: e R e )

™ Local printer attached to this compuier
I y
-------- (¥ Cormect to thiz prinker or to browse for a printer, select this option and cick Mext]:

" Fird a prinkes in the directony

Mame I'\'\Ji"ﬂ‘.dh.c.sl col 1|

Yprinkidh. g.05.bw. 1
Yiprintldh.0.51 bw. 1

™ Cor or cifice netveark:
i Tozat up a netwark. pinter that iz not attached to a prink serves, URL: I .
‘-\f) use the "Local printer” option. .
Example: bl //serverd printers/myprinter/ printer
<Back Heot> Concel | < Back [ Corcel |

Figure 24: Connecting to a Diamond printer using the Add Printer wizard

1.1.3 Connecting to the print server from a Linux computer or a Mac
On Diamond Linux workstations, all printers should be automatically available.

However, in case they are not, or you want to connect a non-Diamond workstation
(e.g. a Mac from the Visitor network), there are different ways of connecting to the
print server:

1. for all users on that computer - requires root access

You need to have a local cups server running on the computer. Simply - as root -
add the following line to Zetc/cups/cupsd.cont:

BrowsePoll print.diamond.ac.uk

Then restart CUPS (service cups restart). The printers should now appear (try
Ipstat -p).

2. per user - does not require root access
As user, in your home directory, add a file .cupsrc with the entry:

ServerName print.diamond.ac.uk

That user should now see all printers when doing Ipstat -p. Note that this is not
system-wide and each user would have to do it him/herself.
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A default printer can be set with the command
Ipoptions -d printer

(e.g. Ipoptions -d dh.g.51.bw.1 to set the default printer to the black and white printer
in the ground floor print room in Diamond House).

Note that this is user specific unless the command is called as root.

1.1.4 Information on printers, prints jobs plus CUPS user manual

Connect to print.diamond.ac.uk:631 from any web browser for access to a list of printers
and print jobs (can also be cancelled or restarted). The CUPS user manual (with information
on command line print tools and options) can also be found there.

8 Using ICAT to retrieve data from the data archive

1.8.1 Logging In

e Open a web browser and navigate to “https://icat.diamond.ac.uk”.
e You will see an Authentication Type pop up box. If this is not shown please check if your
browser disables pop ups.

e If you still do not see the login Authentication type dialogue box click login in the top right
hand corner.

i b | Pebimry Fuiidy | Diski Pul

1) Tamms [ Ba | Camptiies Fraedry | Cmdbend

e Select Username/Password from the Authentication Type box
e Enter your FEDID, password and click log in.

Page 33 of 40



Issue 1.12

e e S e L

e i few Fyley peeewhn e e
| R e e it ]

- la N = - LI ]

e T g 5

e e i
-, v Awai wed m n sy b e

|l-l.t|ﬂ-l—u-i1url-ll—-hl-

|
- —— _ — —- — |

(et hwR

e Once logged in you will see the “My Data” home page.
e You can always navigate back to this point by using the tabs below the Diamond logo.

TiSLat med {ndl b wasias SB0 Gatanpn  Wedcd dnadin

= LsE Vew giey Jestrain e pew
| TR s b e it ]

* s i Se= - - (AR

PSS
S b e b gt 5 b g

a Amrww e s e rmes b e e

TRAMCAE gt 5

i el W ] [r——

Page 34 of 40



Issue 1.12

1.8.2 Retrieving Data

e Double click on the visit you wish to retrieve data from, in the “My Data” window.
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e Click on the visit and select the files individually or tick the box at the top of the table to
select all data sets.

o Click the “View” button and the download window will appear.
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e Select one or more files in the file view, the tick box at the top of the table will select all
files in the view.

e Click on Download
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® Enter afile name for the compressed file that will be prepared and presented for
download to your local machine.
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® You will see the following message when the retrieve from archive begins.

® This retrieves it from the archive and prepares it for download to your local machine.
This may take a long time.

® You do not have to be logged in for this process to complete.

e Progress of the download will be shown in the “My Downloads” tab. This is found in
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the same line as the “My Data” button.

e If you wait in an active session you will be presented with a save dialogue box where
you can download the file to the local machine.

e ahaaid Fretan s e il P

p—

1.8.3 Getting data that has been retrieved previously

¢ If you close the session and want to get data that has already been retrieved navigate
to the “My Downloads” tab in the same row as “My Data”.

o Click the “Download or “Re-download” button on the right hand side of the line
showing the retrieved visit.

e This will open up the save dialogue box and there you can download your data from
the archive to your local machine.
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1.8.4 Searching for a visit

e If the visit is not shown in the “My Data” view there is a Search utility available.
e Click on “Search” in the tabs that you see “My Data” in.
o Expand the Facilities Search field.

e In Visit Id type the visit number all in capitals and click search.

e Do not click on any Beamline, if something is selected press CTRL and click on the
one selected.

diamond —-—-—-
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1.8.5 Logging Out

To log out of icat select the “Logout”

button in the top right of the screen.
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