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[. Intruction

Paxton Access Control System has been integrated with NUUO Crystal Titan and MainConsole
(NVR IP+, Hybrid NDVR, DVR card), coporating to provide an interface between the two platforms,
to provide access control metadata and events for NUUO solutions.

NUUO — Paxton interface allows access device information and events from Paxton server to be
accessed within the NUUO Software.

I[I. Product Info

Item Version | Compatible Server
- Paxton Net2 v5
NUUO Bridge_TCP Server_Paxton V1.0 - NUUO Mainconsole v5.0.12 and above

- NUUO Crystal Titan v2.0 and above
- Paxton Net2 v5
- NUUO Crystal Titan v2.0 and above

ACTCPClient_Crystal2.0 V2.1.0

[ll. System Architecture

T | I
:_ NUUO Crystal Titan

¥V Paxton
| | :
---.,-\ Network == el =====- -|'\ MNetwork -
N i e

Paxton AC Server NUUOQO_Paxton Bridge
Service
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IV. NUUO Bridge_ TCP Server_Paxton Setup

Step 1: Download NUUO Bridge_TCP Server_Paxton v1.0 .zip from NUUO website and unzip
the file.

Step 2: Install NUUO Bridge Software in any Windows based PC which could be NUUO
Mainconsole server, Paxton Net2 server or a separated server.

Note:
(1) Windows based PC could be 32bits and 64bits

(2) Each Bridge only can connect with single Paxton Server.
(3) Only ONE Bridge can run on single server
(4) For different user scenarios, please refer to Chapter VI “Installation Scenarios”

Step 3: Launch NUUO Bridge_TCP Server_Paxton .exe

Lag 2014/4/3 b7
|%| CenterWinDialog.dll 2014/4/3 T 6 KB
|| ip_user.cfg 2014/4/3 0 1 KB
% ListViewExdll 2014/4/3 B 03 b= 24 KB
) log4netdl 2012/1 297 KB
[ & NUUO Bridge TCP Server Paxton.exe | 2014/4/3 F 79 KB
|| NUUQ Bridge_TCP Server_Paxton.exe... 2014/3/24 F 1 KB
|%| Paxton.Cryptography.dll 2014/1/31 £F 46 KB
|%| Paxton.Met2 OEMClientLibrany.dll 2014/3/24 F 406 KB
|%| Paxton.MNet2 Utils.dll 2014/1/31 214 KB
|%| Paxton.Remaoting.Channel.dll 2014/3/3 F 64 KB
|%| Paxton.Remoting. RematinglLayerinterf.. 2014/1/31 49 KB
% tepServer.dll 2014/4/3 R 15 KB

Step 4: Login Paxton Server.
Insert Server address, Username and Password of Paxton Server

Login Paxton Server \
Login Paxton Server
Server address: 100930
Taemame: Piz
Pazswond; -

Login

Note: If NUUO Bridge is installed with Paxton Server, user may insert the Server address as
“127.0.0.1” or “localhost”. 3/15
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Step 5: Check the “Bridge IP Address”, “Paxton server Address” and “Server connection
status” between NUUO Bridge and Paxton Net2 server.

1] Connected

& NUUO Bridge_TCP Server_Paxton | - f——

Eridge IF fddress 10.0.13.129

Pazcton server Address; 100.9.30

Channel List:

(&) Selectal | [(§ Desslectall | [ Refresh | [ 0 Stant

| Dioor narme Serial number Port TCP Berver Status a

ACTI 23213452 023213452 BE56 2 Stopped
ACTT 24252414 024252414 BE57 L Stopped
ACT] 24523452 024523452 6651 2 Stopped
LCT] 24524523 024524523 BE53 I Stopped
ACTT 24524524 024524524 6654 2 Stopped
ACTT 33333333 033333333 6645 I Stopped E
ACTT 34523413 024523413 6046 2 topped
ACTT 24523423 034523423 BE42 I Stopped
ACTT 34534534 024534534 6644 2 opped
ACTT 24562452 034562452 BE52 I Stopped
ACTT 45322345 045322345 BE53 2 Stopped
ACTT 45632523 045632523 6649 I Stopped
ACT] 53453327 053453227 6042 2 Stopped
ACT] 55323423 056323423 6647 L Stopped
ACT] 56563452 056563452 G048 2 Stopped i

Server connection statns: @/) Comnnected

L7

[2] Connecting
{_‘}? Connecting. ...
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Step 6: Configure Port for NUUO recording server connection

. |
& NUUO Bridge_TCP Server_Paxton C=nre X
Brid g [P Address: 10.0.13.129
Pazton server Address: 10.0.9.30
Chamnmnel Lzt
) Selectall | [ Desslectll | (G Refresh || o Stan
|| Do sae serial nomber Port TCP Berver Status =
LCTT 2321 3452 023213452 6656 2| Stopped
LCTT 24252414 024252414 8657 2| Stopped
LT 24533452 024523452 8651 2| Stopped
LTI 24524523 024524523 8653 2| Stopped
LTI 24524524 024524524 8654 2| Stopped
LCTT 33333333 033333333 b64S 2| Stopped =
LCTT 34523413 034523413 BE46 2| Stopped
LCTT 34523423 034523423 B4 2| Stopped
LCTT 34534534 034534534 G644 2| Stopped
LCTT 34562452 034582452 8652 2| Stopped
LTI 45327345 045322345 8655 2| Stopped
LCTT 45632523 045532523 8649 2| Stopped
LCTT 53453227 053453222 b643 2| Stopped
LTI 56323423 056323423 8647 2| Stopped
LCTT 56563452 056563452 66458 2| Stopped 8
Server connection statms: @O Conuected
L7
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NUUO

Step 7: Select the door you want to connect with NUUO recording server

Bridge IF Address: 10.0.13.129
Patton server Address: 10.0.9.30

Chamnmnel lizt:
(&) Seketdl | [ Deseketall [|[G Refsh || stn
Door name serial number Port TCFE Server Statuz

1 23213452 023213452 6650 2 Stopped
1 24252414 024252414 6657 12 Stopped
CTJ 24523452 024523452 6651 2 Stopped
CT7 24524523 024524523 6053 2 Stopped
T 24524524 024524524 8654 2 Stopped
1 33333333 0233333332 6645 12 Stopped
CT7 34523413 034523413 6045 2 Stopped
CT7 34523423 034523423 6042 2 Stopped
T 34534534 034534534 6644 2 Stopped
1 34562457 024562452 6652 2 Stopped
CTJ 45322345 045322345 6055 2 Stopped
CTJ 45632523 045632523 6045 2 Stopped
17 53453227 053453222 6643 2 Stopped
C1 56323423 056323423 6647 2 Stopped
1T 56563457 056563452 66458 2 Stopped

Server connechion stains: @/) Conuected

Note: If none of the door is selected, user cannot run the service.

© 2014 NUUO Inc. All rights reserved.
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Step 8: Click “Start” to run the metadata transmitting service

Bridge IP Address: 10.0.13.129

Pardon server Address: 100930

Channel list:

() Sectal | (3§ Desslectall | | Refresh || b St

| Door name Serial number Port TCF Berver Status it

ACT 23213452 023213452 BE56 1 Stopped
ACT 24252414 024252414 8657 % Stopped
ACT 24523452 024523452 8651 % Stopped
ACT 24524523 024524533 8653 1 Stopped
ACT 24524524 024524524 B854 1 Stopped
ACT 33333333 033333333 8045 1 Stopped =
ACT 34523413 034523413 BE46 I Stopped
ACT 34523423 034523433 8042 1 Stopped
ACT 34534534 034534534 B844I Stopped
ACT 34562452 034502452 8852 1 Stopped
ACT 45322345 045322345 8855 % Stopped
ACT 45632523 045632523 8043 1 Stopped
ACT 53453222 053453232 8043 1 Stopped
ACT 56323423 056323423 8047 1 Stopped
ACT 56563452 056563452 8048 I Stopped .

Server connection statns: @/) Conngcted

L7

Step 9: Click “Refresh” to synchronize the door list on Paxton Server. (Optional)

Eridge IF Address: 10.0.12.129

Paxton server Address: 10.0.9.30

Channel list;

() Seectal | (3§ Desslectall ||| Refresh L St

| Door name Serial number Port TCF Berver Status it

ACT 23213452 023213452 6636 2 Stopped
LCTT 24252414 024252414 6657 2 Stopped
LT 24523452 024523452 G651 2 Sopped
LCTT 24524523 024524533 G653 L Sopped
LT 24524524 024524534 6654 2 Sopped
LCT 33333333 033333333 6645 2 Sopped =
LCT 34523413 034523413 6646 2 Siopped
LCT 34523423 034523423 6642 2 Sopped
LCTT 34534534 034534534 6644 = Siopped
LCTT 34562452 034562452 6052 L Siopped
LCT 45322345 045322345 BE55 L Sopped
LCT 45632523 045632523 6645 = Sopped
LCTT 53453222 053453232 6643 2 Sopped
LCT 56323423 056323423 6647 2 Sopped
LCTT 5R563452 056563452 6648 2 Sopped il

Server connection statns: @/) Conngcted

w
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Step 10: Click “About” icon to check software info.

&2 NUUOC Bridge_TCP Server_Paxton . I. = El J
Eridge IF Address: 100131209
Paston server Addres: 100.9.30
Chianmnel list:
% W Sw
Dioor name Sertal number Port TCF Server Status it
7] ACTT 23213452 023213453 B656 1 Running
J| ACT FARE0a1 N949E9414 fAST & Dunning
V| 4CU ] About Paxton Bridge ] ing
S ACT g
S AT ing
 LEL NTUO Bridge_TCF Server_Paxton 1.0.0 ining E
o ACH @ 2014 ;
v] acm = . v
7] acT WU Ine. AL rights reserved. |
/| ACT hittpofhaewew oo com ning
S ACT g
W ACTT ing
V| acu | O Lning
W ACTT e ing
W ACT g .
PR .— i
Server connection statns: {f/) Conmected
- [ Cle |
v

Step 11: Overview the status of each door by showing “Stopped” or “Running”

Eridge IP Address: 10.0.13.129
Paxton server Address: 10.0.9.30
Chanmel List:
x B Gtop
Door name Serial number Port TCF Server Status it
V] ACT 23213452 023213452 6656 2 |Running
7] ACT 24252414 024252414 6657 2 | Running
7] AU 24523452 (124533452 6651 2 | Running
7] ACU 24524523 (124534523 6653 2 |Running
7] ACT 24524524 (124534524 6654 2 | Running
7] ACU 33333333 033233333 6645 2 | Running =
V| ACU 34523413 034523413 6646 3 | Running
V] ACT 34523423 034523423 6642 2 | Running
V] ACTT 34534534 034534534 6644 2 | Running
V] ACT 34562452 134562452 6652 2 |Running
V| ACTT 45322345 (145222345 6655 2 |Running
7] ACU 45832523 (145632523 6643 2 | Running
7] ACU 53453222 053453222 6643 2 | Running
7] ACU 56323423 056323423 6647 2 | Running
7] ACU 56563452 (156563452 6648 2 | Running il
Server connection statns: @O Connected
v
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Step 12: Click “_" to minimize the Bridge service window to Running Service

— -

Bridge IF Addres: 100.13.129

Pascion server Addeess: 100930

(C e st

(] Selectan (3 DeslectAll | |5 Refeesh g Shot

Do mame Serinl rumber Port TCF Server Status o
O 252 3452 (23213452 6636 2 Swpped
AT 24257414 (24252414 6657 3 Swpped
RCT 24523452 024523452 6651 3 Swopped =9 - B 3
RCT 24504523 024524523 6053 & Sopped E! L @ E 'ﬁ
ACTT 24524524 024524524 6654 3 Swopped
ACTT 33333333 033333333 6645 I Supped 5 Iz =
e - ol

ACT 34523412 034523413 6646 2 Sopped Tﬂ [l_ £
ACTT 34523423 034523423 6642 = Swpped
ACTT 34534534 (34534534 6644 2 Sipped B E.] 0
LCT 34567452 (34562452 6652 3 Swpped
ACT 45327345 045323245 6655 & Swpped -
ACT 45632523 045632523 6648 1 Zwpped _.'I E
ACT 53453222 053453222 *5_"‘:43 = Sopped
ACT 56323423 056323423 5647 3 Swpped
ACTI 56563452 056563452 6648 T Swpped - =17

Zerver conmecion siatu: @f) s fed

w .
CH &= g [, 2 |

Step 13: Click “Close” or “X” to turn off the Bridge service. (Optional)

2 NUUO Bridge_TCP Server_Paxton o S—

Bridge [P Address: 10.0.12.139

Paxton server Sddress: 10.0.9.30

Channel list:

() Selectall | (3} Deselectall || Refesh || b St

| Dioor name Serial number Port TCP Server Satos it

LCTT 23213452 023213452 8656 2 Stopped
ACIT 24252414 024252414 8657 3 Stopped
ACI 24523452 024523453 8651 3 Stopped
LCTT 24524523 024524523 8653 2 Stopped
ACIT 24524524 024524524 6654 3 Stopped
ACIT 23333333 033333333 6645 2 Stopped £
LCTT 34523413 034523413 6048 2 Stopped
ACIT 24523433 034523423 6642 3 Stopped
ACIT 24534534 034534534 6644 2 Stopped
LCTT 24562452 034562452 8052 2 Btopped
ACIT 45322345 045322345 B655 3 Stopped
LCIT 45632523 (45632523 6649 2 Stopped
LCTT 53453237 0534532272 6043 2 Stopped
ACTT 55323433 056323423 6647 2 Stopped
LCIT 56563452 (156563452 6648 2 Stopped 4

Server connection status: @"? Connected

L7
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V. NUUO Server Configuration

1. Crystal Titan
Step 1: Download ACTCPClient_Crystal2.0 .nmp from NUUO website.
Step 2: Upload “ACTCPClient_Crystal.nmp” to Metadata server

nuuo"

O~ Live View  Playback Config

=71 | = E‘d NVR Management Server
B BL Recording Server opert 0 - - o TE
El EL NVR Recording Server
E Bk Metadata Server
=
Ly b Look in B ciUserswsenDeskiop
Bl Matrix

Install Plugin

g Version | ) My Computer = 2014 NUUO Logo
icon

SCB-C31 2009 u - B PaxtonBridge_0403

< B Paxton Bridae snaoshots

POS TCP Client 2009 | M ACTCRClient Crystal2.0_20.01 0410.nmp

AC TCP Client 1000

Flles of type:  Plugin files(* nmp) m

Step 3: Run “NUUO Bridge_AC_Paxton .exe” and add Metadata Source.

Metadata source = Paxton door
TCP Server IP = Bridge IP Address
TCP Server Port = Door Port

nUUO”

r“:. ~ Q' b Live View Playback Config

— B & NVR Management Server . MUUO Bridge_TCP Serve
El ; -

Recording Server Properties |
@ BLY NVR Recording Server
= Metadata Server
£ NVR Metagata Server Metadata Source: @ Enable

B % NVR Metadata Server .
Plugin type: AC TCP Client
B piztest g b
= #n metadata source Source type: AC TCP Client
Gl | O-ACU 0201
B R MDStest
&L, marrx Description

Name: |NUUC-ACU 0204

Connection test: ,j’

TCP Server IP - |10.0.13.73

TCP Server Port . | 6841

Server connection status: &

© 2014 NUUO Inc. All rights reserved. www.nuuo.com
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Step 4: Configure filter, display format and event/action
Refer to Crystal User Manual Chapter “10.1.3. Configure Metadata Server”.

nuuo"

r:‘l hd 9‘ ‘_3 Live View [EVBEMS Config

— B % NVR Management Server
B BL Recording Server roperties Vet ay  EventAction
Choose filter: filter (2) - + - ?‘ Y‘
Filter name ﬁlte—|

Encoding option:  AS(
Transaction imeout. |‘10 senz.

Data filter definition:

Original data Filtered data:

=21 X 2 Jd

Filter configuration

P B Priority Action type # Match option  # Data # Result

2. Mainconsole

Step 1: Run “NUUO Bridge_AC_Paxton .exe” and add Metadata Application.
Metadata Application = Paxton door

TCP Server IP = Bridge IP Address

TCP Server Port = Door Port

- - — — - w—
Metodats Application o p s, & NUUO Bridge_TCP Server_Paxton L ‘—LJ__M‘S-
Data Source | Display | Plug-in et Setting

Bridge IP Address: 10.1.0.2
1 My Delele 4 Configure
S Metadats = 1 i i Paxton sexver Address: 10.09.30
: I3 Paxton ACU 1 Name PadonACU 1 Cl 1 list:
g Paxton ACU 2 e
= = | Stop
| Test
! Door name Serial number Port TCP Server Status 2

! ACU 24524523 024524523 6653 I Stopped

: ACU 24524524 024524524 6654 I Stopped

JCP Sever® Locahost ! ACU 33333333 033333333 6645 I Stopped

TCP Server Port [6640 = ACU 34523413 034523413 6646  Stopped

ACU 34523423 034523423 6642 :  Stopped

ACU 34534534 034534534 6644  :  Stopped

ACU 34562452 034562452 6652 3 Stopped

ACU 45322345 045322345 6655 3 Stopped

ACU 45632523 045632523 6643 2 Stopped

ACU 53453222 053453222 6643 I Stopped

ACU 56323423 056323423 6647 :  Stopped

ACU 56563452 056563452 6648 I Stopped

ACU 63546244 063546244 6650 :  Stopped
v/ NUUO - ACU 0201... 002017789 6641 I Running

= v/ NUUO - ACU 0233... 002331786 6640 I Running v
Ok
\ , = Server connection status: @0 Connected
o Close
v 0
11/15
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Step 2: Configure filter, display format and event/action

Refer to User Manual NUUO Metadata Plugins Chapter “Software Setup”.
IMetadata Application r - a - ot e

Diata Source \ Displa\,r] Plug-in ]

¥ Inzert P Delete [ Configure Setffings |
E[E; Metadata r I
- filg - |
P
9 ’1|— seconds

Associated Cameras

Tag Filter
Mew Edit Delete Import Export

Dizplay Region Definition I
{ {

]

|~/ OK | |)( Cancel| I

12 /15

© 2014 NUUO Inc. All rights reserved. www.nuuo.com




3'Y Party Integration User Guide n U U o®

Access Control / Paxton / Version v1.0 / Apr. 2014

VI. Installation Scenarios

1. If one NUUO Recording Server would receive events from multiple Paxton Servers, NUUO
Bridge must be installed on Paxton Server.

fPaxton l Paxton lPaxton

l NUUO Brldge

2. If multiple NUUO Recording Servers would receive events from single Paxton Server, NUUO
Bridge can be installed on one of NUUO Servers or a separated server.

NUUO Mainconsole

l Paxton

13/15
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VIIl. Event Support List

1. Display information on NUUO Interface

Display Information

Item Description

Door ID ID or address of the door

Card ID ID or number of the card

User Name Name of employee or cardholder

User ID ID or number of employee or cardholder

Event Date The data / time when recorder receives card information and

Time events

Event ID ID or number of access control event. Defined by access control
server

Event Type Including description of event type and event subtype. Ex:

Description AccessDenied-CardOnly

2. Supported Paxton events

Event Types \

Type Subtype Description
alarm Door alarm has been acknowledged
Access control
acknowledged
Access control door alarm Door alarm has been issued
Access control tampering A device or a door has been tampered with
Access control Unit connected ACU online
Access control Unit lost ACU not responding

Access Denied

Alarm Still armed

Alarm from access control server is not relieved yet

Access denied - invalid
code

Access Level not
valid

Code is configured according to different access level. Ex:
Admin - 0909

Vehicle . o,
. . . License plate or car number recognition by camera or access
Access denied - ANPR registration not . .
. control system is not valid
recognized
Individual

Access Denied -
Lockdown in Progress

permissions not
valid

Access Denied - Invalid
Token

Invalid Access

Card or pass is invalid

Access denied - invalid
PIN

Token Details not
found

PIN code of card or pass is invalid

Access Denied — Token
not valid

Anti-passback
(Logical)

Anti-passback deters users from tailgating each other and
requires both IN and OUT readers at each area boundary. The
system must see a user card leave an area before allowing
access in the opposite direction.

4 4
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Access Denied — Token
not valid

Anti-passback
(Timed)

Access control system doesn’t allow more than one token
triggering during certain period

Access Denied — Token
not valid

Anti-passback
(Logical + Timed)

Combination of logical and timed for Anti-passback

Access Denied — Token
not valid

Anti-passback
(Lost contact with
server)

When server disconnects, any token is not allowed

Access Denied — Token
not valid

Not active

Access Denied — Token
not valid

Token reported
lost

Access permitted

Temporary access
assigned

Access permitted -

Anti-passback

Users entry with correct token, meanwhile match anti-passback

Token only (Logical) logical rule
Access permitted - Anti-passback Users entry with correct token and PIN, meanwhile match
token + PIN (Timed) anti-passback timed rule

Access permitted -
token + code

Anti-passback
(Logical + Timed)

Users entry with correct token and code, meanwhile match
anti-passback logical and timed rule

Access permitted - PIN
only

Anti-passback
(Lost contact with
server)

Users entry with correct PIN, meanwhile match anti-passback
lost contact with server rule

Access permitted -
code only

No access made

Users entry with correct code

Access permitted -
ANPR

License plate or car number recognition by camera or access
control system is valid

Door opened

With network
instruction

Door opened

With timezone

Door allows to be opened in user defined time zone

Door opened

With exit button

Manually press exit button to open the door

With network

Door closed . .

instruction
Door closed With timezone Door allows to be closed in user defined time zone
Door forced Door is closed or opened by external force

© 2014 NUUO Inc. All rights reserved.
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