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Abstract

Senior citizens often want to live in their own homes as long as possible,
which can be achieved with assistance from healthcare professionals. How-
ever the current state of communication technology in Trondheim for care
of the senior citizens is limited to telephone and other analogue solutions,
and there is a growing need for more healthcare professionals. Technology is
evolving rapidly in other parts of our society with smart phones and small
interconnected embedded computer systems. This gives an incentive for the
work presented in this report, a solution that can make the job for healthcare
professionals more manageable by utilizing a wearable sensor for recording
vital signs.

This report describes the development process of the healthcare support
system Angelika, a system that uses an off the shelf fitness tracker to monitor
a user’s vital signs. This data is then transferred securely to a server where
it is analysed in order to find anomalies in the values compared to threshold
values set by healthcare professionals. After receiving the data, the results
are displayed on a web page accessible for healthcare professionals. The user
of the sensor also has access to a an interface that displays their measured
values and motivational notes from the healthcare professionals.

The finished system is a prototype of the described system, designed to
be stable and functional to a degree that makes it suitable for testing in
real environments. It has high focus on modifiability, making it adaptive
and possible to change according to future needs. Providing healthcare pro-
fessionals with vital signs of their users, this system can make their work
more manageable by examining users’ current situation faster, limiting home
visits, and improving communication with users.
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Preface

This report is written for [Irondheim Kommune (TK)|and is a project in the
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Professional development nurse; and Kirsti Fossland Brgrs, project leader
at [TK] Jon Atle Gulla was appointed by the Department of Computer and
Information Science as the team’s advisor.

The project is motivated by the growing need for personnel in the health-
care sector in Norway. The senior citizen population of the country is steadily
growing, but the capacity to handle the growth is lacking. The government
has put forward multiple guidelines in order to help the situation, exploring
the applications of information technology is among these. By incorporating
technological solutions one might relieve the workload for healthcare profes-
sionals and enable them to help more people.

By using information technology and personal devices, users of the health-
care service might be empowered to take more control over and understand
their health situation better. This in turn might help healthcare professionals
give better assistance to the users of the healthcare system.

Haaland, Torgeir Hovind, David
Jordal, Iver Le, Tan Quach
Sandve, Sigurd Solheim, Martin
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Planning and Requirements






Chapter 1

Introduction

1.1 General

This chapter will briefly introduce the project, its background and purpose.
It also covers the involving parties and stakeholders of the project.

1.2 Project Mandate

The project was defined by in the course compendium. Below is the
project description, unedited as it appeared in the compendium:

Using Wearable Devices in Welfare Services

Norway is investing in advanced welfare technologies as a tool to improve
the quality and scalability of welfare services for seniors. Low maintenance
cost for welfare technology is a decisive success factor. Low maintenance cost
can be achieved by using standard, off-the-shelf components. In this task we
will use off-the-shelf wearable devices to support common welfare services.
Example devices are Fitbit and various smart watches.

The project will consist of the following tasks:

e Conduct a study of existing off-the-shelf devices, their capabilities and
their and tools for integration with open platforms.

e Create a set of scenarios for future services using these devices. The
scenarios will include all stakeholders common in welfare services, such
as seniors and municipality personnel. One of these scenarios will be
selected for implementation.
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e Design and implement one example service. The implementation will
be end-to-end and will simulate a real service provided by the munici-
pality.

The project will be run in close cooperation with user groups. The re-
quirements will come from the customer. The development process will be
agile and lean, with weekly or bi-weekly iterations where the project group
will demonstrate new functionality. Tools such as paper prototyping, and
low and high fidelity prototypes will be used. The project will produce open
source code [22].

After initial meetings with the customer, it became clear that the main
focus of this project was the creation and implementation of one example
service. The team was to conduct a preliminary study and then implement
an end-to-end prototype. What this service provided or how it functioned
was left to the team to decide. specified that the service had to target
senior citizens, and wanted the team to figure out what new possibilities
wearable sensor devices on the market might provide them with, hopefully
innovating the way [TK| uses technology today.

1.3 The Customer

The customer for this project is Trondheim Kommune (the municipality of
Trondheim). Their responsibilities include health and welfare services for the
whole municipality area. This project is part of [TK[s project called Welfare
Technology [23].

1.4 Involved Parties

There are three main parties involved in this project: the customer, the
developers, and the advisor. The customer, which is described in section [I.3]
was represented by Lise Hgiberg, Tone Dypaune, and Kirsti Fossland Brgrs.
See table [2.4] for more information.

The development team consisted of six computer science students and
one informatics student, all master level students from the Department of
Computer and Information Science at the ee table for a list of
developers.

The advisor was Professor Dr. Jon Atle Gulla at the Department of
Computer and Information Science at NTNU] He provided help and feedback



1.5. PROJECT BACKGROUND bt

to the development team during the project. For contact information, see

table 2.6

1.5 Project Background

Norway’s population consists of a growing portion of elderly people. This
leads to numerous challenges for the healthcare sector. The capacity for giv-
ing healthcare to elderly people is strained, both in institutions and for home
services. As a response to this, the government has set several national goals
aimed at addressing these problems. There is a strong focus on investigat-
ing the potentials of using technology in different aspects of the healthcare
sector.

This is the reason ’s healthcare sector is investing in new technology. [57]
has several projects concerning technology and healthcare services cur-
rently in process. One of these are a programme examining the use of fall
sensors, and how to detect a fall. They are constructing a “smart-house”
to show off future technologies that they want to use. There is also a de-
velopment project working on moving the existing safety alarm system from
analogue telephone system to using the internet.

In later years the market for wearable health tracking devices has grown
considerably. The cost of the devices has decreased, and they are easy to
acquire. Most sensors are accompanied by some kind of software on the web
or on smart phones. This allows the users of the sensor to track and monitor
their vital signs constantly. This can help them get a better understanding
of their health and motivate them to keep a healthy lifestyle. The use of
sensors for tracking vital signs is growing in popularity, one can expect to
see more and more sensors with the ability to monitor an increasing amount
of parameters.

1.6 Project Objective

The objective of this project is to look at the applications for commercial
health trackers in the healthcare sector. The possibilities for using this tech-
nology preventively in order to enable elderly people to live at home longer
will also be explored. At the end of the project a working prototype of the
system will be presented.
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1.7 Duration

The project ran over the course of 13 weeks from the 28th of August 2014
to the 20th of November 2014. The period consisted of 85 days, where 60 of
them were weekdays.

1.8 Stakeholders

Table describes the identified stakeholders in the project.

Stakeholders Description and interests

Constructive stakeholders

User The people using wearable devices to be monitored by the
system. These are the main stakeholders in the system. The
term “user” does not include other users of the system, like
healthcare professionals or system administrators. When re-
ferring to all users of the system, the term system users will
be used. A user should find the system useful, be comfortable
using the wearable device and feel more safe. Also, if the user
has been granted access to see the data that is recorded, this
should be easily accessible and intuitive to use.

Healthcare Healthcare professionals who can use the system to moni-

professionals tor data from the users, and get alarms if abnormal values
are registered. Healthcare professional will be abbreviated to
IHealthcare Professional (HP)|in some tables, in order to save
space. They want the system to be efficient and easy to use,
as this will make their job easier to do, and will result in them
being able to help more people.

Next-of-kin A close relative of the user. A next-of-kin will not have a
direct role in the system, but might have an important role
as a support person for the user. Next of kin will therefore
have an important role, not in the system per se, but in the
environment where the system is implemented. They may
access the system through the user’s account.
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Stakeholders

Description and interests

Developers

Testers

Authorities

The team members developing the system, whose responsibil-
ities includes planning, designing and implementation. They
are interested in creating a system that fulfils the require-
ments defined by the customer, and the other stakeholders
are happy with.

Representatives of healthcare professionals and potential
users who perform validation and verification of the system.
They will test either parts of, or the entire system, to ensure
that the system is functioning correctly, and that the needs
of the stakeholder they represent are met.

National and legal interests. The authorities make and regu-
late rules that may apply to the system. Authorities may be
national or local government or the Directorate of Health.

Negative stakeholders

Misusers

People who would misuse information or sabotage the sys-
tem. Misusers might be hackers or employees without access
clearance to the system.

Table 1.1: System stakeholders.
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Chapter 2

Planning

2.1 General

In this chapter the planning of the project will be discussed. This chap-
ter also describes the organisation of the team, quality assurance, and risk
management.

2.2 Project Plan

2.2.1 Measurement of Project Effects

By using this system, healthcare professionals will easily be able to see which
users have got abnormal values from their sensors, and can quickly send help
if the user is having a medical emergency.

The user benefits from the system because by having a system that mon-
itors their vital signs, abnormal values will quickly be detected and alert
healthcare professionals. This in turn will help users to stay healthy by re-
ceiving correct assistance in time. The final goal is that the system enables
users to live outside of healthcare institutions longer and limit the amount
of home visits from healthcare personnel.

2.2.2 Limitations

2.2.2.1 Limitations by the Customer

The product must be open source, and can not be a mobile application, as
this was not desired by the customer for maintenance reasons. The hub must
use [Health Level 7 (HLT7)| to communicate with server, and the sensor must

9
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use Bluetooth to communicate with the hub. Integration with the customer’s
current system is not included in the scope of this project, because this is
a time consuming process that exceeds the timeframe of this project. Data
produced by the sensor could only be stored by the customer and the user,
meaning no third party could process the data produced.

2.2.2.2 Limitations by the Project/Team

Time is a big limitation, the team only has 13 weeks to finish the project.
The project has a limited budget, the customer has said that they are willing
to spend about 3000 NOK on the project. Inexperience is also a big limi-
tation, the team consists of seven students, where most members have little
experience with developing web solutions and running a Scrum project. Only
one of the team members has extensive experience with the web technolo-
gies that have been chosen for the project. For the inexperienced members
this means that a lot of time must be spent learning how to use the chosen
technologies.

2.2.3 Tool Selection

2.2.3.1 Git and GitHub

Git [24] is a version control system, and GitHub [25] is a hosting service for
git repositories. Git gives full access to all the functionality even when using
a free account, and is well documented and supported. The team also had
experience using Git and GitHub which is why it was preferred over other
source code management systems.

2.2.3.2 Google Drive

Google Drive [26] is a file storage and synchronization service provided by
Google. It includes an office suite with the applications Google Docs, Sheets
and Slides.

Google Docs is a free, web-based word processor, allowing multiple users
to edit a document simultaneously and can easily be shared with other users.
The team used Google Docs to collaborate on document drafts.

The file storage functionality in Google Drive was used to share other
files (not source code files) between the group members.
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2.2.3.3 Google Calendar

Google Calendar [27] is a free time-management web application offered by
Google. It allows users to create a calendar that can be shared between
multiple accounts, and it synchronizes events between all devices connected
to this calendar. The team used this for time-management for meetings and
work sessions.

2.2.3.4 Trello

Trello [2§] is a free web-based project management application. It uses boards
(that represents projects), which contain lists (corresponding to task lists,
e.g. “To do”, “Doing”, “Done”). Within a list there are cards (tasks) that
are meant to progress from one list to the next. Different members can be
assigned to these cards. The team chose this tool because it is easy to use
and some of the team members have used it before. Trello also makes it
possible to maintain a digital Scrum board, this is an important aid for the
Scrum process.

2.2.3.5 LaTeX

LaTeX is a document preparation system and document mark-up language.
It was chosen because it is suitable for longer scientific documents and makes
them look more professional. It allows the writers to focus on the content,
not the look of the document.

The team will write drafts in Google Docs, and then write the final project
report in LaTeX.

2.2.3.6 Facebook

Facebook [29] is an online social networking service. The team used Facebook
as a communication tool for sending messages between the team members or
writing posts for all team members to see.

2.2.3.7 Doodle

Doodle [30] is an Internet calendar tool for time management, and coordi-
nating meetings. One of the team members would create a new “doodle”
that spans one or more days with different time slots. He would then send
the link to the other team members, and everyone would select the time slots
they are able to attend a meeting. When everyone have answered, the time
slot with most votes would be selected.
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2.2.4 Schedule of Results
The milestones and sprints are listed in tables 2.1 and [2.2]

Milestones

28. August Project start
17. October Pre-delivery of project report
20. November Final delivery of project report

20. November Presentation and project demo

Table 2.1: Project milestones.

Sprints

Sprint 1 9th of September - 26th of September
Sprint 2 29th of September - 17th of October
Sprint 3 20th of October - 14th of November

Table 2.2: Project sprints.

2.2.5 Concrete Project Work Plan
The Gantt diagram in figure below shows the project timeline.

2.3 Project Organization

2.3.1 Project Organization

Figure[2.2)illustrates the project organization. The project roles are described
in table 2.3
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Project timeline Gantt diagram.

Role

Responsible

Responsibilities

Project manager

Customer contact

Advisor contact

Lead front-end de-
veloper

Front-end  devel-

oper

Lead hub devel-
oper

Martin Solheim

Martin Solheim

Martin Solheim

Iver Jordal

Martin ~ Solheim,
Lars Tore Vassli

Torgeir Haaland

Responsible for managing the team
and making sure everyone does what
they are supposed to.

Responsible for communication be-
tween the team and the customer, and
arranges meetings.

Responsible for communication be-
tween the team and the advisor, and
arranges meetings.

Responsible for managing the front-
end development team and for making
sure the front-end system is working
and following code conventions.

Responsible for developing the front-
end of the system.

Responsible for managing the hub de-
velopment team and for making sure
the hub and sensor system is working.
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Role

Responsible

Responsibilities

Hub developer

Back-end program-
mer

Lead tester

Documentation re-
sponsible

Secretary
Document  struc-
turing

Document  gram-
mar

User manual re-

sponsible

David Hovind
Tan Quach Le, Sig-

urd Sandve

Sigurd Sandve

David Hovind,
Lars Tore Vassli

Iver Jordal

Tan Quach Le

Iver Jordal

Lars Tore Vassli

Responsible for developing the hub
and sensor system.

Responsible for developing the back-
end of the system.

Responsible for testing and making
sure that the system is thoroughly
tested.

Responsible for the quality of the doc-
umentation and for making sure the
documentation is being written.

Responsible for taking notes during
meetings with the advisor, the cus-
tomer and internal meetings.

Responsible for getting a good struc-
ture of the project report.

Responsible for eliminating grammar
errors in the project report.

Responsible for creating a user manual
for the finished product.

Table 2.3: Project roles.

2.3.2 Partners

Name

Role

E-mail

Lise Hgiberg

Tone Dypaune

Project leader for
the program for
welfare technology

atITEI

Professional devel-
opment nurse

lise.hoiberg@trondheim.kommune.no

tone.dypaune@trondheim.kommune.no
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Name Role E-mail

Kirsti Fossland Project leader at kirsti-fossland.brors@trondheim.kommune.no

Brors |TK|

Table 2.4: Project customer representatives.

Name E-mail

Torgeir Haaland torgehaa@stud.ntnu.no
David Hovind davidjh@stud.ntnu.no
Iver Jordal iverjo@stud.ntnu.no
Tan Quach Le tangl@stud.ntnu.no
Sigurd Sandve sigurdsa@stud.ntnu.no
Martin Solheim martsolh@stud.ntnu.no

Lars Tore Vassli larstva@stud.ntnu.no

Table 2.5: Team members.

Name E-mail

Jon Atle Gulla jag@idi.ntnu.no

Table 2.6: Project advisor.

2.4 Quality Assurance

2.4.1 Routines for producing high quality internally

To ensure that only solid code is produced and that the main branches of the
project’s git repositories only contains quality code the team has made sure
to keep a rigorous scheme of accepting pull requests. Whenever a change
was to be made to the system a new branch would be created and the imple-
mentation of that change would happen in that branch. When the feature
was done the developer made a pull request to make the branch a part of
the main branch again. Then another team member had to review the pull
request and make sure that the code was of sufficient quality to be merged
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Lise Hpiberg

Project leader,
program for welfare

technology at TK

Customer

TRONDHEIM
KOMMUNE
Tone Dypaune

Professional

development nurse

Kirsti Fossland
Brgrs

Project leader at TK

David Hovind
Torgeir Haaland

Developers

Iver Jordal

¢ Lead hub programmer

Sigurd Sandve

Back-end programmer
Lead tester

Documentation responsible
(first part)

* Secretary

Hub developer

Martin Solheim

¢ Project manager
¢ Customer & advisor contact
* Front-end programmer

Lead programmer

Tan Quach Le

* Back-end programmer
* Document structuring

Lars Tore Vassli

Front-end programmer

Documentation responsible

(second part)

User manual responsible /

Figure 2.2: Project organization.
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with the main branch.

The different development teams internally made sure to work together
as often as possible, this let the team members exchange knowledge and let
them do quality control of each others code.

2.4.2 Routines for Approval of Phase Documents

The results of each sprint would be presented to the customer so that they
could give feedback on the work done so far. The customer had the opportu-
nity to provide feedback on aspects such as requirements, misunderstandings,
and suggest solutions to problems. The advisor would also be presented the
progress and results from the sprints, so that he could give the team feedback
on how the project was doing.

2.4.3 Procedures for Customer Meetings

Customer meetings were planned in advance over e-mail. The agenda for the
meeting was written by the team before the meeting and sent to the customer
one day in advance. All meetings were lead by the team leader according to
the agenda.

Customer meetings have been the primary method for uncovering require-
ments and for getting feedback for the user driven development process of
the web application.

2.4.4 Procedures for Advisor Meetings

Advisor meetings were set up as a regular weekly occurrence, each Tuesday
at 10:15 in room 122, I'T-bygget, unless otherwise stated. One day before
each meeting the team worked out an agenda for the meeting and gathered
documents for review by the advisor. These documents and the agenda were
then sent by e-mail to the advisor.

2.4.5 Document Templates and Standards

At the start of the project, the team developed standards for the agenda
document, the weekly status report, time sheet, and for the report structure.
See Appendix [D] for figures showing the templates.
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2.4.6 Coding Routines and Standards
2.4.6.1 Front-end

e JavaScript variables were written in camel case

e Soft line length limit: 120 characters

e Indenting: Two spaces

e JavaScript Code Quality Tool: JSLint

When setting up the project, the team structured the files in a logical

way, rather than having everything in one folder, as shown in table

Location Description
In the root folder, there is one [HyperText Markup
Language (HTML)| file for each [Single-page Applica-|
tion (SPA)|- (login, dashboard and user-dashboard)
and app icons

| -css Style sheets that the team has written

| -img background, logo, animated gifs

| -js General JavaScript files, like static.js and common-
config.js

| -——-controllers Angular controller modules

| -—=directives  Angular directive modules

| -—-filters Angular filter modules

| -——services Angular service modules

| -—-lib A directory for libs that are included. Contains a
subdirectory for each lib.

| -snd Sounds, like the alarm notification sound

| -templates HTML| templates that contains Angular-specific ele-
ments

| -—-modals All modal templates go in this subdirectory

Table 2.7: Folder structure
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2.4.6.2 Back-end and Hub

Coding in the back-end and the hub was done following the
lhancement Proposal 8 (PEPS)|standard, which is the de-facto code style for
Python [45]. This standard covers code layout, naming convention, and com-
menting. There was one thing the team modified in instead of using
the standard 80 character line width the team chose to use a 100.

2.4.7 Version Control Procedures

For assuring code compatibility, co-operability and safety, Git version con-
trol system was utilized. All of the code was located on three different git
repositories, one for front-end, one for back-end and one for the hub develop-
ment. All team members were responsible for committing their work often
and making sure not to break the current build. By doing it this way all
team members could stay up to date with the latest version of the software.

2.4.8 Internal Reports

The team used Trello (see section for more information) to keep track
of tasks and their status, and assign them to team members. This is a way
of documenting the progress internally.

The team also used Google Drive (see section [2.2.3.2)) to write minutes
from internal meetings and effort registration.

2.5 Risk Management

In this section the risks of the project will be presented. The risks were
rated for consequence and probability. Consequence levels are explained as
followed:

High (H) Will affect the progression of the project greatly.
Medium (M) Will affect the progression of the project moderately.

Low (L) Will affect the progression of the project slightly.
The rating for probability of the risk occurring, is defined by:

High (H) Probability of risk occurring is greater than 0.8.
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Medium (M) Probability of risk occurring is between 0.3 and 0.8.

Low (L) Probability of risk occurring is less 0.3.

A mitigation plan was developed for risks with a consequence level of M
or higher. The risk assessments can be found in table [2.8]

Group dynamics

Risk ID
Risk Factor
Probability

Consequence

Mitigation plan

Risk ID
Risk Factor

Probability

Consequence

Mitigation plan

Risk ID
Risk Factor

Probability

Consequence

R1
Conflict between team members.
M

M: Bad morale, which could lead to a poor project or in-
complete project

If the conflict is related to the project it can be used as a
starting point for discussion within the team where we try
to come to a solution. If the conflict is off-topic it should
be resolved quickly, involving the advisor if necessary.

R2

Team members fail to complete assigned task to an accept-
able standard.

L

M: Bad grade, or incomplete project due to parts not func-
tioning.

The person responsible should try to improve the work, if
unable (for example due to illness or lack of understanding

of the assigned work) the project lead will be responsible
for the completion of the task.

R3

Other commitments or coursework interfere with the
project.

M

H: Incomplete project, or a lot of catching up needed at the
end of the project.
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Mitigation plan

Risk ID
Risk Factor
Probability

Consequence

Risk ID
Risk Factor
Probability

Consequence

Mitigation plan

Team members will be responsible for catching up with
assigned work. It will be possible to allocate tasks to team
members in a manner that minimises conflicts with other
commitments.

R4

Failure by team members to attend meeting.
M

L

R5
[llness/Absence
L

L/M/H: Increased workload for rest of team, not enough
time to complete project.

Consequence of this risk depends on amount of hours lost
due to illness/absence. We can mitigate impact if we work
in pairs, so that we always have two people with knowledge
of an aspect of the project.

Technology choices

Risk 1D

Risk Factor
Probability
Consequence

Mitigation plan

Risk ID
Risk Factor

R6

The Angel sensor does not arrive in time.

H

H: We will not be able to complete the project as expected.

A replacement sensor will be acquired in order to proceed
with development without the Angel sensor.

R7

When the Angel sensor arrives, the implementation proves
to be incompatible with the sensor.
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Probability
Consequence

Mitigation plan

Risk ID
Risk Factor

Probability
Consequence

Mitigation plan

CHAPTER 2. PLANNING

H
M: We will not be able to complete the project as expected.

The Bluetooth communication between sensor and hub has
to be done in a highly modifiable manner. Thus enabling
a swift adaptation to communication with other Bluetooth
LE devices. Furthermore, steps taken for R6 applies to this
risk as well.

R8

Failure by team mate to learn the chosen technologies to a
high enough level.

L
M: The implementation process might take more time.

By making sure that all team mates work through some
tutorials and by having work meetings, team mates should
be able to learn the chosen technologies.

Communication

Risk 1D R9

Risk Factor Failure to communicate efficiently with the customer.
Probability H

Consequence H: Project will be of little value to the customer.

Mitigation plan

Risk ID

Risk Factor
Probability
Consequence

Mitigation plan

We have to constantly follow up the customer, making sure
that we always understand them correctly and that they
understand us. This is achieved by frequent meetings in
person and close contact via email.

R10

Failure to communicate efficiently with the advisor

L

H: Project will not be completed in a satisfactory way.

By arranging for frequent advisor meetings the team should
be able to maintain close contact with the advisor.



2.5. RISK MANAGEMENT 23

Risk ID

Risk Factor
Probability
Consequence

Mitigation plan

R11

Failure to communicate efficiently within the team
M

H: Waste time, not completing on time.

By arranging for frequent meetings, keeping contact on
Facebook and using tools like Trello and GitHub, the team
should be able to communicate efficiently.

Table 2.8: Project risks.
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Chapter 3

Preliminary Study

3.1 General

This chapter presents the preliminary study for this project. It discusses the
different options of sensors, hubs and technologies considered in this project.
Further, this chapter explains the reasoning behind the choices made and the
licensing of the final software.

3.2 Similar Solutions

3.2.1 Overview

The customer wanted a tailored interface where healthcare professionals
could monitor the vital signs of multiple users, using wearable sensors that
transmit data to a server. Complete solutions like this are not open or freely
available, but parts of the solution do exist on the market. Most systems
are local and closed for third parties to make changes. In this regard it
was more feasible to look at individual sensors (see section [3.4). However
there exist some comprehensive solutions on the market already doing some
of what the customer wanted, the most comprehensive being the e-health
sensor platform [2] and iHealth [4].

One does not need to buy into a extensive ecosystem of sensors in order
to have access to some basic health tracking features. Everyone who owns a
modern smart phone has access to features like activity monitoring and heart
rate. By using the camera and flash on the phone some applications can cal-
culate a persons heart rate. Some phones even include a heart rate sensor [3].
Phones also have a huge capability for presenting and analysing data. Ap-
ple’s newest iteration of i0S8, includes an application called Health [I]. This

25
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application uses Apples HealthKit to gather information from applications
that monitor vital signs and share that information with other applications
that might be interested in this information. Other mobile operating system
providers are also starting to include this kind of functionality. Of course the
problem remains, this technology is not open to the extent that is required
in order to be used by the municipality.

3.2.2 e-Health Sensor Platform

The e-health sensor platform is a platform with ten different sensors, includ-
ing body temperature, heart rate, blood pressure and blood-oxygen satura-
tion. The platform uses a Raspberry Pi, or Arduino to capture all the data
from the sensors and can transmit the data to the cloud where the data can
be processed, or to a computer or mobile device to see the data in real time.
The main drawback with this platform is that it has a lot of different sensors
that are connected via cables, reducing portability.

3.2.3 1iHealth

The iHealth product family is an extensive collection of sensors that can
monitor heart rate, blood sugar, blood oxygen, blood pressure and weight.
The most notable aspect with this solution is the software that pairs with
the different sensors. The data recorded from the different devices can be
analysed both on mobile platforms and on computers. The drawback with
this solution is that it is proprietary and the data is only available through
iHealth’s own applications. This means that one gets locked into the ecosys-
tem.

3.3 Relevant Sensors

Relevant, off-the-shelf solutions that could be used for the purpose of this
project were sought after by the customer. The team studied a whole range of
sensors, with primary focus on wristbands, where the main criteria included
health measurements, battery life, the price, and whether it had an open [AP]|
or not. Table describes the different sensors that were studied, and their
differences.
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The prices in table [3.1] are mainly taken from Norwegian web stores.
Except for some of the products, whose prices are taken from American web
stores, priced in USD. The prices in USD were converted to NOK using the
current exchange rate, NOK 6.47 to USD 1, and rounded. Tax is not included
in the American prices, and shipping is not included in any price.

The main problem with most of these devices is that they do not have an
open [API] meaning that custom software could not be developed for them.
Some of the sensors however did have this feature and were prime candidates
to be used in this project. The following sections go into more detail about
these sensors.

3.3.1 Angel Sensor

The Angel sensor is a flexible wristband with four sensors for monitoring
vital signs. It measures heart rate, blood-oxygen saturation, activity and
body temperature. It has an open [AP] that gives access to reading the
values directly from the sensor, which means that it is very easy to create
custom applications for it, and the developer has complete control of the
data [5]. The sensor’s biggest drawback is that it is a product of a crowd
sourcing project and not yet in production. The company behind the sensor
has been able to ship some prototype sensors, and the first batch of finished
products is set to be shipped 20th of October, 2014.

3.3.2 Jawbone UP24

Jawbone up 24 is an activity monitor wristband. It is primarily made to make
people healthier, by monitoring activity, diet and sleep. Jawbone focuses
primarily on applications on a mobile device and most of the strengths of the
Jawbone up lies in its software [6]. It has an openso that it is possible to
develop applications and access the information of the sensor. The drawback
of this solution is that Jawbone saves the data on a third party server and
the data must be accessed through it. It is not possible to get the readings
directly from the sensor itself. This means that a mobile device has to be
paired to the Jawbone up in order for it to send data to their servers, to be
retrieved by a custom application later [7].

3.3.3 Withings O- Pulse

The Withings O, Pulse is an activity monitor that measures activity, heart
rate and blood-oxygen saturation. It focuses on versatility, where it is pos-
sible to use it as a wristband, a belt clip, or just be worn in the pocket [§].
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Much like the jawbone, it features an that is open, but the data must
first go through their servers before it can be accessed by third parties [9].

3.4 Hub for Receiving Sensor Data

The hub is the device that receives data from the sensor and sends it forward
to a centralized server such that healthcare personnel can access the data
on multiple platforms. The choice of hub is important for the development
process and has to be carefully considered. The choice of hub was narrowed
down to two possible devices; a mobile device and a mini computer. The
solution to this question is somewhat tied to the choice of sensor, as some
sensors require an standard application run on a mobile phone to access the
data.

3.4.1 Mobile Device as Hub

A mobile device is a smart phone or tablet that can receive the data from
the sensor. Here are some of the pros and cons of using a mobile device as a

hub.
Advantages:

e Only one device is needed, it can function as both a hub and to present
information. The mobile device could have an application that could
show the health information of the sensor, as well as sending the data
forward to a server.

e If the user has their own mobile device, this could be used as a hub
and no costs for an extra device is necessary.

e By using a mobile device the hub is mobile and can send data from
anywhere.

Drawbacks:

e There are multiple possible platforms. To cover most of the mobile
devices on the market today there would have to be an application for
both iOS and Android. This would mean double the work in the devel-
opment of the hub, and more work in maintenance of the applications.

e Mobile devices are closed platforms, which means that the application
which will be developed would only run on that platform.
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e The battery life of mobile devices is usually poor and unreliable, and
if the hub loses battery life there is no connection between the sensor
and the server.

e There are users who do not own a mobile device suitable to be a hub.
In this case a new device must be provided to the user, adding extra
cost.

3.4.2 Mini Computer as Hub

A mini computer is a small single-board computer, which is a complete com-
puter built on a one circuit board, the most famous mini computer is the
Raspberry Pi. It’s a credit-card sized computer which has had great success
in the mini computer market [I0]. Here are some of the pros and cons of
using a Raspberry Pi as a hub.

Advantages:

e The Raspberry Pi is an open platform. The code written for this com-
puter can essentially be used on any computer.

e There is no battery for the Raspberry Pi so it does not need to be
charged regularly to function.

Drawbacks:

e The cost of the Raspberry Pi is around NOK 550 using cabled network,
if the hub needs wireless networking the price adds up to about NOK
650.

e The Raspberry Pi has to have a stationary position in the home,
whereas a mobile platform does not.

3.5 Software development-methodology

The software development methodology is important for how a project’s de-
velopment process is going to preform. Two technologies will be discussed
in this section, the Scrum model and the Waterfall model. The strengths
and weaknesses of these methods will be discussed and compared, which will
form a base for the choice made in this project.
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3.5.1 Scrum

Scrum is an agile software development model. When using the Scrum
method one has to define the product backlogs, and the sprints. A sprint is
a specific period of time, usually between one to four weeks, where the team
works on the chosen tasks. When a sprint is finished, new tasks for the next
sprint is chosen. Scrum’s strength is the ability to adapt to new changes.
This makes it easier for the customer to be more involved, and it is easier
for the development team when the customer changes or adds requirements.
However, this also means that it can be harder to meet the deadline, if the
customer keeps changing or adding new requirements.

3.5.2 Waterfall

The waterfall model is a sequential software development model and is often
considered to be the classical approach to software development. The devel-
opment process flows like a waterfall through different phases of the project’s
life cycle, hence the name waterfall. The phases of the waterfall model are
requirements, design, implementation, verification and maintenance. The
main intention is to move from one phase to the next in a purely sequen-
tial manner, such that one phase cannot start until the previous phase is
completed, reviewed and approved. [11]

3.6 Programming Languages

3.6.1 Python

Python is an object-oriented programming language with dynamic typing.
Its high level built-in data structures and dynamic typing makes programs
small and relatively fast to develop compared to more strict languages with
more structure and syntax. Python supports modules and packages which
encourages modularity and reuse of code. [17]

3.6.2 JavaScript

JavaScript is the programming language of the web. It is the language used
to program the behaviour of a web page. For example, with JavaScript,
it is possible to fetch data from an [API| asynchronously, create draggable
components and alter the document content when a component is clicked.
All modern browsers understand this language.
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3.6.3 Java

Java is an object-oriented programming language. Its main advantage is that
applications created with Java are cross-platform compatible, meaning that
it does not need to be recompiled to run on a different platform (” Write once,
run everywhere” ).

3.6.4 Ruby

Ruby is a dynamic, open source programming language with a focus on
simplicity and productivity.

3.7 Technologies

3.7.1 Hub and sensor technologies

Continua Health Alliance is a non-profit organization whose purpose is to
agree on international standards within welfare technology. Bluetooth, Zig-
Bee or [Universal Serial Bus (USB)|is strongly recommended by Continua to
be used as communication between a sensor and hub. The message standard
is recommended as a communication protocol towards central servers.
The recommendations from Continua together with the availability will form
a base for the choice of technologies for the hub and sensor.

3.7.1.1 Bluetooth

Bluetooth is a wireless technology standard for exchanging data over short
distances. The Bluetooth technology is built in to billions of devices, from
mobile phones to medical equipment. [1§]

3.7.1.2 ZigBee

ZigBee is a standards-based wireless technology focusing on low-cost and low-
power control networks. It is the preferred short-distance technology defined
by Continua and is easily extendible. There is no need for configuration when
adding a device to the network. [19]

3.7.1.3

[USB]is a widespread industry-standard external bus used to connect comput-
ers and devices. Unlike the other alternatives, ZigBee and Bluetooth,
is not a wireless technology. [20]
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3.7.1.4

or Health Level 7, is an organization whose primary work is related to
the exchange of healthcare information. Version 2 is the most widespread
of the message standards and comprise a set of standards which define the
content to be sent, the message syntax to be used and the lower level protocol
which is how the exchange of the message should be. Although recommended
by Continua, the standard is not used in Norway at this time.[21]

3.7.2 Front-end Technologies

3.7.2.1 Proposed Technologies

Technology Uniform Resource Identifier (URL)

jQuery mobile http://demos. jquerymobile. com/
1.4.3/

AngularJS https://angularjs.org/

Angular Ul Bootstrap http://angular-ui.github.io/
bootstrap/

Bootstrap http://getbootstrap.com

Ionic Framework http://ionicframework.com/

Intel’s App Framework http://app-framework-software.
intel.com/

Lungo http://lungo.tapquo.com/

Gumby Framework http://gumbyframework. com/

Angular Strap http://mgcrea.github.io/
angular-strap/

Golden Layout https://golden-layout.com/

DevExtreme http://js.devexpress.com/

Telerik http://www.telerik.com/kendo-ui

Ratchet http://goratchet.com/

EmberJS http://emberjs.com/

Foundation http://foundation.zurb.com/

Frameless Grid http://framelessgrid.com/
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Flat Ul http://designmodo.github.io/
Flat_UI/#

Mobile Angular UI http://mobileangularui.com

HTML http://www.w3.org/standards/

techs/html#w3c_all

Cascading Style Sheets (CSS) http://www.w3.org/standards/
techs/css#w3c_all

Table 3.2: Proposed front-end technologies.

3.7.2.2 Single-Page Application

A [SPA]is a web application that fits on a single web page with the goal of
providing a more fluid user experience akin to a desktop application. Al-
though the [SPA| provides the perception and navigability of separate logical
pages in the application, it’s essentially just one page containing logic for the
whole system. Rather than reloading a new page for each action, client side
technology is used to manipulate the [Document Object Model (DOM)[The
client side fetches data from the [API] using Cross-Origin Resource Sharing
(CORS) when needed. This kind of dynamic communication with the web
server happens behind the scenes.
The main benefits of a[SPA] are the following:

e [t reduces round trip delays of loading complete web pages, so we get
a faster user interface. This enhances the [User Experience (UX)|

e [t is easier to implement complex state logic, because small view state
changes do not map well to |[URL]|

e [t is good for responsive web design.

3.7.2.3 HTML

H'T'ML| is the standard mark-up language used to create web pages. Since
the front-end is developed as a modern [SPA] the front-end developers are
required to write [HTMLp, which is the latest widely adopted revision of the

[HTMI] standard. [HTMLIP is specified by the [HTMI] Working Group of the

World Wide Web Consortium.
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3.7.2.4

[CSS| or Cascading Style Sheets, are used to define the style and appearance

of the [HTMT] pages.

3.7.2.5 AngularJS
“AngularJS is what[HTMI] would have been, had it been designed for building

web-applications”
— angularjs.org

Since was not designed for dynamic views, one needs a framework
such as AngularJS to make it easy to develop and maintain a [SPA] Angu-
larJS is a JavaScript framework that fixes the shortcomings of [ITML] when
it comes to developing a [SPA| AngularJS provides an imperative way for
manipulating the [DOM] so that it becomes easy to create dynamic views. It
also contains a set of tools that you typically need in a [SPA] Angular]S is
fully extensible and works well with other libraries, such as Highcharts.

3.7.2.6 Highcharts

Highcharts is a JavaScript library used to create interactive and dynamic
charts for web applications.

3.7.2.7 Bootstrap

“Bootstrap, a sleek, intuitive, and powerful mobile first front-end framework
for faster and easier web development.”
— getbootstrap.com

Bootstrap is the most popular front-end framework for developing respon-
sive web sites. [CSS| media queries are used to scale the web site so that it
fits perfectly on a wide array of devices. It is well tested and works in all
modern web browsers. Bootstrap is also free and open source.

3.7.2.8 Mobile Angular Ul

Mobile Angular Ul is a Framework that utilizes AngularJS and Bootstrap
in order to make responsive web apps, with especially high focus on mobile
devices.
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3.7.2.9 Flat Ul

Flat Ul is a user interface kit based on Bootstrap. There is both a free and
a paid version. The free version contains a very limited amount of elements.

3.7.2.10 Frameless Grid

Frameless Grid is a resource to assist the design process of making a web
page.

3.7.2.11 Foundation

Foundation is a responsive front-end framework. The framework has a strong
focus on user experience.

3.7.2.12 EmberJS

EmberJS is a framework, similarly to Angular, made for creating web appli-
cations. It is designed to simplify the development process and make the job
of making a web application faster and more efficient.

3.7.2.13 Ratchet

Ratchet is a framework focused on making web applications for mobile de-
vices.

3.7.2.14 Telerik

Telerik has a |[User Interface (UI)| framework called Kendo UI. Kendo Ul
is intended to make it easy to create responsive web sites and apps using
HTMLp and [JavaScript (JS)| The problem with Kendo Ul is that there is no

free version of it.

3.7.2.15 DevExtreme

DevExtreme is a cross-platform |[HTML tool aimed at developing for web
and mobile devices. DevExtreme has no free version, only a free trial.

3.7.2.16 Golden Layout

Golden Layout is a tool for organizing windows and tabs for JavaScript appli-
cations. Does not have full functionality with touch devices, but its features
is only needed for managing windows on a big screen or between multiple



3.7. TECHNOLOGIES 37

screens. Golden Layout is licensed under the Creative Commons [32] license
and is therefore free to use for non commercial projects.

3.7.2.17 AngularStrap

AngularStrap is a set of native directives that integrates Bootstrap with
AngularJS.

3.7.2.18 Gumby Framework

The Gumby Framework

3.7.2.19 Lungo

Lungo is a JavaScript library for developing [HTMLH hybrid mobile apps.

3.7.2.20 Intel App Framework

Intel’s App Framework is a JavaScript library for developing [ HTMLH hybrid

mobile apps.

3.7.2.21 Ionic Framework

Tonic Framework is a [CSS| framework and JavaScript library for developing

H'TMLH hybrid mobile apps.

3.7.2.22 AngularUI Ul Bootstrap

Angular UI Bootstrap is a set of native directives that integrates Bootstrap
with AngularJS written by the AngularUl Team. UI Bootstrap has more
powerful functionality than AnguarStrap.

3.7.2.23 jQuery mobile

jQuery mobile is a JavaScript library for creating web applications for mo-
bile devices, optimized for a wide variety of smartphones and tablets with
touchscreen interfaces.
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3.7.3 Back-end Technologies

3.7.3.1 Django

Django is a open source web application framework. It supports four database
back-ends: PostgreSQL, MySQL, SQLite and Oracle. Django makes it easier
to create database-driven websites.

3.7.3.2 Django |Representati0nal State Transfer (REST)| Frame-
work

Django [REST] Framework is a tool to make it easier to build Web [APTk.

3.7.3.3 Cron Job

Cron is a software utility that handles time based job scheduling. The
team set up a scheduler to handle deletion of old motivation texts, by using
SetCronJob that calls the correct endpoint[49).

3.8 IDE

In this section the [Integrated Development Environment (IDE)s considered
in development of the system are described.

3.8.1 PyCharm

PyCharm [37] is anused for development using Python. It has good sup-
port for text editing, syntax highlighting, auto indentation, code navigation
and completion, and automatic error checking. Some features are behind a
pay wall but PyCharm also has a well functioning free community edition as
well as free student accounts. PyCharm has support for many frameworks,
including Django.

3.8.2 WebStorm

WebStorm [44] is anfor front-end development. Like PyCharm, you have
to pay for an account in order to use WebStorm. Fortunately JetBrains, the
company that makes WebStorm and PyCharm offers a free student account
with access to, among others, WebStorm. The [DE] offers an extensive set
of features for developing web applications using technologies like Angular.js
and Bootstrap.
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3.9 Conclusion and Evaluation

This section provides an explanation, and a justification for the choices made
based on the preliminary study.

3.9.1 Choice of Sensor

The study shows that existing wearable devices are usually locked to one
system, and does not have an open [API. Based on this study, the Angel
sensor was chosen. The reason for this decision is that this wristband fulfils
most of the requirements presented by the customer, see section The
price is reasonable compared to the alternatives - even devices with only
movement sensor comes at about the same price. It is completely open,
meaning that it does not require the data to go through a mobile phone or
external server (as is the case with all the other sensors we have considered),
and grants access to raw data if necessary. But it can also be used with an
to access data easier. The Angel sensor does not need to send the data
to a third party to provide access to it, which is the case with other sensors,
this is vital when it comes to privacy.

3.9.2 Choice of Hub

The mini computer, Raspberry Pi, was chosen. This is because it is an open
platform and only one version of the hub software need to be developed, in
contrast to a mobile app. Another reason to choose the Raspberry Pi is that
the customer does not want a mobile app to maintain. The Raspberry Pi
was set up with the Debian [53] based operating system Raspbian [54], which
is free and optimized for the Raspberry Pi.

3.9.3 Choice of Software Development Methodology

Scrum was chosen as the development methodology for the project. The
choice was made because of the flexibility that the method makes possible.
The project has a short time span and requires a considerable amount of
development, and these are conditions that Scrum is well suited for. Scrum
also allows for an agile approach to new demands, making it less troublesome
to accommodate new requirements. The methodology also makes the relation
with the customer easier to manage. In this project communication with the
customer is essential to develop a good solution, involving the customer in
the project is made easy by using Scrum.
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3.9.4 Choice of Programming Languages

The languages that have been chosen to implement the Angelika system is
JavaScript for the front-end and Python for the back-end, hub, and commu-
nication between the hub and the sensor.

The choice to use JavaScript in the implementation of the front-end was
motivated by the fact that the front-end web page will be a This means
that the page will require a degree of flexibility and responsiveness that is
most easily achieved by using JavaScript. In addition, all the group members
were familiar with JavaScript, so this meant that we would not need any extra
time to learn a new programming syntax.

The reasons for choosing Python is discussed in section [3.9.7]

3.9.5 Choice of Hub and Sensor Technologies

Bluetooth was chosen as communication method between the sensor and
hub. This was largely influenced by the choice of sensor. Since very few
off-the-shelf devices support ZigBee, it is either Bluetooth or that must
be used if we wanted to stay within the recommendations of Continua (See
section on page . Bluetooth does have an advantage over due
to it being a wireless protocol. In addition to this the Angel sensor supports
Bluetooth 4.0, which is more power-friendly than previous versions. To meet
the recommendations of Continua, was chosen as the message standard
to use to exchange data between the hub and the central server.

3.9.6 Choice of Front-end Technologies

When using JavaScript to construct a web page or a web application, which
is the case for this project, one should use a framework to make develop-
ment less complicated. A good JavaScript framework unlocks the power of
JavaScript and makes it easily accessible for the developer. The different li-
braries have different applications. The library that has been chosen for the
construction of the Angelica web application is AngularJS, see section[3.7.2.5
This is a library developed by Google in order to make development of
easy.
Reasoning behind the choice of the Angular library:

e Angular works well with a multitude of [APIs. This includes
framework, which have been chosen for our back-end.

e Animportant requirement from the customer is that the solution should
be open. Angular lives up to this requirement, being licensed under the



3.9. CONCLUSION AND EVALUATION 41

MIT license [31].

e Angular has got a large user community, which makes it easy to find
helpful information on the Internet, and there are many online learning
resources [33, [34] on the web that are free and easily accessible.

e Having this amount of learning resources will enable the team to keep
the development schedule, while at the same time learn a new technol-

ogy.

e Testing JavaScript code can be quite complex, but the Angular frame-
work makes testing easier.

The web page that the healthcare professionals will be using to view
information about the users is going to be quite data intensive. There will
be a great amount of data to display on the page. This requires an intelligent
and intuitive layout of information. In order to facilitate this a library called
Golden Layout [35] will be used. This library helps in the structuring of the
page and makes displaying multiple data views less complicated.

3.9.7 Choice of Back-end Technologies

Django was chosen because it makes it easy to build database driven websites,
and supports python which was a familiar programming language to the
developers. Django framework provides an easy to use api to post
and fetch data from the database. This functionality was very important to
our system because the sensor produces a lot of data that needs to be stored,
and the front-end fetches this data to present for the user. All this is made

easy by using [REST] framework.

3.9.8 Choice of IDE

PyCharm and WebStorm was chosen as [DEk. Since python was chosen
as the development language, the team needed a good [DE] for development.
PyCharm was chosen for this because of its quick code navigation, code com-
pletion, easy refactoring, unit testing and its debugger. Furthermore it also
has good support for the Django framework. It is made by JetBrains which
focuses on intelligent that makes coding easier and quicker. WebStorm
is also made by JetBrains and was chosen for the front-end web development.
Since they come from the same company, it is build on the same core, which
makes the user interface and shortcuts very similar. This makes the develop-
ment process smoother and makes it easier to switch between developing in
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Python, [HTMI] and [JS§] WebStorm was also chosen because it offers exten-
sive support for frameworks like Angular.js and Bootstrap and the fact that
it was free for students.

3.10 Software Licenses

3.10.1 Open Source

One important requirement from the customer was that the product of the
project should be open source. Open source software is software that can be
freely used, changed, and shared (in modified or unmodified form) by anyone.
Open source software is made by many people, and distributed under licenses
that comply with the Open Source Definition [22]. There are many kinds of
open source licenses, two of these are mentioned in this section.

3.10.2 MIT License

The MIT license [31] is a free software license that grants the person who
obtains a copy of the software the permission to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the software. The MIT
license is very simple and uncomplicated.

3.10.3 Creative Commons

The Creative Commons license [32] is a free licence for creative work. The
Creative Commons organization describes their mission as:

" Creative Commons helps you share your knowledge and creativity with
the world.

Creative Commons develops, supports, and stewards legal and technical
infrastructure that maximizes digital creativity, sharing, and innovation.”

In order to use the Creative Commons licence one only has to choose one
of the six versions of the licence and mark the work with the license. The
six variations are:

Attribution This lets people use and share ones work as they want, as long
as they attribute the work to the creator.

Attribution-ShareAlike This is the same as Attribution, only that people
who wish to share the work has to use the same license.
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Attribution-NonCommercial This is the same as Attribution, only that
the work cannot be used for commercial purposes.

Attribution NoDerivs This lets people pass the work along and use it as
they want, as long as they do not make any changes to the work and
attribute the work to the creator.

Attribution-NonCommercial-ShareAlike This is the same as Attribu-
tion NoDerivs, only non commercial.

Attribution-NonCommercial-NoDerivs This is the most stern licence.
It lets people download the work and share it, as long as they credit
the creator, but nothing else.

3.10.4 Choice of license

The team wanted the software to be as open as possible, but the soft-
ware produced is restricted to the most restrictive licence of the tech-
nologies chosen. Considering this, the license chosen was the Creative
Commons Attribution-NonCommercial, because this is what Golden
Layout uses, which is the most restrictive license used.
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Chapter 4

Requirements

4.1 General

This chapter describes the requirements for the system, including initial and

final requirements, user stories, and the complete product backlog.

4.2 Initial Requirements

This section shows the initial requirements, as agreed with the customer in
the initial phase of the project in table [4.1]
the development team created a list of requirements to form a basis for the
complete system. For a list of the final requirements, see table {4.2 How the
requirements were changed during the development can be seen in section
4.4l All the requirements have a priority and a complexity, this is explained

in section 4.3.3[ and 4.3.4] respectively.

Based on these requirements

ID Description

CR1  The system must include a hub, a sensor, a server, an interface
for the healthcare personnel, and an interface for the users

CR2  The front-end interface must be a web application, both for
the healthcare personnel and the users

CR3  The communication between hub and sensor should use Blue-
tooth, [USB| ZigBee or [Near Field Communication (NFC)|

CR4  The communication between hub and server should use [HL7|

CR5  The system should show normal vales for the users

45
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ID Description

CR6  The system should alert healthcare professionals of abnormal
values measured by a sensor

CR7  Healthcare professionals should be able to restrict what kind
of health information the users can see

CR8  Healthcare professionals should be able to view multiple users
at the same time

CR9 It should be possible to register a note or tag to an alarm,
and the notes should be searchable

CR10 It should be possible to search for a user by name, date of
birth or [National Identification Number (NID)|

CR11 The information tied to users should include: [NID| phone
number, sensor measurements, restriction of measurements,
motivational messages, information messages for the user.

CR12 There should be authentication of the healthcare personnel

Table 4.1: The initial requirements from the customer

4.3 Final Requirements

4.3.1 Functional Requirements

Table shows the final functional requirements for the system.

ID User Story ID  Description Pri. Cmp.

FR-S1  US02 The sensor must monitor vital signs H L

FR-S2 US02 The sensor must communicate with a hub de- H M
vice using Bluetooth

FR-S3  US03 The sensor should cache data if communica- L M
tion with hub fails

FR-S4 US02 The sensor should send data to hub automat- M M

ically
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ID User Story ID  Description Pri. Cmp.

FR-H1 US02 Hub should send data to server when new data H H
is received by sensor

FR-H2 US17 Hub should communicate with a server using H H

FR-H3 US03 Hub should be able to cache data for a certain L M
period of time

FR-H4 US32 Hub should be able to start and resume work L M
after a power outage

FR-B1 US02 The monitored values must be stored in a H H
database

FR-B2 US11 The system must alert healthcare profession- M H
als when an abnormal value is registered

FR-B3 US04 The server must store information about the H L
user

FR-B4 US28 The front-end interface should not display M L
multiple consecutive alarms

FR-F1  USO1 Actors need to be able to log in to the system H M
through a web interface

FR-F2  US10 Web page should display historical data for M L
monitored values to the user

FR-F3  USO1 Access to the front-end interface needs to be M L
password protected

FR-F4 US04 Front-end must display a list of registered M L
users

FR-F5 US05 Front-end must allow searching for users by M L
name, date of birth or @

FR-F6  US06 Front-end needs to allow healthcare profes- M L
sionals configure threshold values for users

FR-F7  US07 Front-end needs to allow healthcare profes- L L
sionals configure what information is visible
for the user

FR-F8 USO8 Front-end needs to display data as graphs L H
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ID User Story ID  Description Pri. Cmp.

FR-F9 US13 Front-end needs to display data as a table M M

FR-F10 US09 Front-end needs to allow healthcare profes- L L
sionals change the time span of a graph

FR-F11 US12 Front-end needs to present a list of alarms H M

FR-F12 US14 Front-end needs to have a tab-based interface L M

FR-F13 US15 Front-end needs to have a customized, mobile- M
friendly view for when a user (not healthcare
professional) is logged in

FR-F14 US16 Front-end needs to allow changing of global L L
system settings

FR-F15 US17 Front-end needs to use [Hyper Text Transfer| L M
Protocol (HTTP)| Secure (HTTPS)|

FR-F16 US18 The front-end interface must display a list of M L
next of kin for the users, with relations.

FR-F17 US19 The front-end interface for users should make L H
it possible to give voice messages to the users.

FR-F18 US20 The system should store previous motiva- M L
tional /informative messages for users, and the
front-end interface for the users should display
them

FR-F19 US21 The front-end interface for users should have M L
the ability to notify the healthcare profession-
als that the user would like to be called.

FR-F20 US22 The system should store previous threshold H M
values, and display them on the front-end in-
terface.

FR-F21 US23 The front-end interface should allow health- H L
care professionals to choose what kind of in-
formation they want to see from each patient.

FR-F22 US24 The front-end interface should have a form for H M

adding new users to the system, with standard
values preset in the form.
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ID User Story ID  Description Pri. Cmp.

FR-F23 US25 The front-end interface should highlight ab- H M
normal values in the list view

FR-F24 US26 The front-end interface should play a sound M M
when new alarms are received

FR-F25 US27 Graphs in the front-end interface should dis- M L
play handled alarms differently than unhan-
dled alarms

FR-F26 US29 Graphs in the front-end interface should up- M M
date automatically with regular intervals to
get live data

FR-F27 US30 The front-end interface should display a mes- M M
sage instead of no values if there are no data

FR-F28 US31 Phone numbers in the front-end interface L L

should be clickable

Table 4.2: Functional requirements

4.3.2 Non-Functional Requirements

e Modifiability: The system should be built in such a way that it makes
the system easy to extend or alter, for example by making it easy to
use another sensor or add additional functionality.

e Usability: The user interface should be quick to learn and easy to use.

e Availability: The system should provide a reliable service. Healthcare
professionals should be able to rely on the system to display current
and correct data from all sensors.

4.3.2.1 Modifiability

The modifiability tactics are described in section [6.5.1]
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4.3.2.2 Usability

The usability tactics are described in section section [6.5.2]

o1
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4.3.2.3 Availability

The availability tactics are described in section section [6.5.3]

93
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4.3.3 Prioritization

The requirements are prioritized in three categories: a) High, b) Medium or
c¢) Low.

High (H) Core functionality of the utility that must be implemented.
Medium (M) Requirements that will improve the value of the utility.

Low (L) Requirements that will not add much value to the utility.

4.3.4 Complexity

The complexity of each requirements has been estimated, and placed in the
following categories:

High (H) Functionality that seems difficult and non-trivial to create.

Medium (M) Functionality that seems time consuming but straight for-
ward.

Low (L) Requirements that are trivial to implement.

4.4 Requirements Evolution

4.4.1 Sprint 1

No new requirements were added during this sprint, but two new tasks to
the functional requirement FR-B3 were added. The system should store the
address of the users as well as next of kin. This resulted in the following new
tasks:

FR-B3-H Store address
FR-B3-1 Store next of kin

4.4.2 Sprint 2

In this sprint the implementation was well under way and the team could
start to focus on details within the system. The requirements that were
uncovered during this sprint was:

e [t was established that the system is not a proof of concept, but rather
a prototype that should be ready for testing by the customer upon
delivery.
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e The specifics of how next of kin should be presented was established:

— Next of kin should be displayed in a prioritized list, with the main
contact person on the top.

— The information about next of kin should include the relation the
person has to the user.

e In the users interface there should be a button that when pushed noti-
fies the healthcare professionals that the user wishes to be contacted.

e [t should be possible to add voice messages in addition to written mes-
sages and motivational texts. This is to ensure that the service is
accessible also for users with reduced eyesight.

e Old motivational and information messages should be stored and pos-
sible for the user to see.

e The system should store previous threshold values in a history
This led to the following changes in requirements:

FR-F16 The front-end interface must display a list of next of kin for the
users, with relations.

FR-F17 The front-end interface for users should make it possible to give
voice messages to the users.

FR-F18 The system should store previous motivational/informative mes-
sages for users, and the front-end interface for the users should display
them.

FR-F19 The front-end interface for users should have the ability to notify
the healthcare professionals that the user would like to be called.

FR-F20 The system should store previous threshold values, and display
them on the front-end interface.

4.4.3 Sprint 3

The customer provided the group with the following information in sprint 3:

) is no longer a requirement. After doing some research [58] and
reading about [HL7, both the customer and the group have realized that
this standard is immature, lacks national guidelines and may therefore
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not be a good choice given the scope of this project. The main motiva-
tion behind the requirement was to make the system open and easily
extendable by using a message standard that soon may be applied to
the Norwegian healthcare sector[50].

High security is no longer a high priority in the project.

Healthcare professionals should be able to choose what kind of infor-
mation they want to see from each user. This is in order to not have
to deal with irrelevant information.

The language used in the service should only be Norwegian, no alter-
native language is required.

The license for the project should be open and it should be possible to
use in other research.

In the future the system should become a part of an existing system
made by Siemens.

There should be a form for adding new users to the system
Abnormal values should be highlighted in the list view

A handled alarm should be displayed differently in graphs than an
unhandled alarm

A sound should be played when a new alarm is received in the system

Healthcare professionals should have a setting for disabling sound ef-
fects

A graph should not display multiple alarm icons next to each other if
there are multiple measurements in a row with abnormal values

Graphs should update automatically with regular intervals to get live
data

A telephone call request should be shown as an alarm
New threshold values should be validated
A message should be shown instead of a graph if there is no data

A message should be shown instead of a list of sensor data if there is
no sensor data
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e A message should be shown instead of a list of alarms there are no
alarms

e The current threshold values should be shown in list view
e There should be some standard values for the 'new user’ form

e The alarms tab should have a number on it showing the number of
unhandled alarms

e There should be an option to only show unhandled alarms in the alarms
list

e Phone numbers should be clickable

Based on this, the following new requirements and tasks were created:
FR-F6-C The front-end interface should validate a new threshold value
FR-F11-C The alarms tab should show the number of unhandled alarms

FR-F11-D There should be an option to only show unhandled alarms in
the alarms list

FR-B4 The front-end interface should not display multiple consecutive alarms

FR-F21 The front-end interface should allow healthcare professionals to
choose what kind of information they want to see from each user.

FR-F22 The front-end interface should have a form for adding new users
to the system, with standard values preset in the from.

FR-F23 The front-end interface should highlight abnormal values in the list
view

FR-F24 The front-end interface should play a sound when new alarms are
received

FR-F25 Graphs in the front-end interface should display handled alarms
differently than unhandled alarms

FR-F26 Graphs in the front-end interface should update automatically with
regular intervals to get live data

FR-F27 The front-end interface should display a message instead of no val-
ues if there are no data
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FR-F28 Phone numbers in the front-end interface should be clickable
Also, these requirements and tasks were skipped:

FR-S1: The sensor must monitor vital signs The backup sensor does
not require any work for it to start recording the vital signs needed.

FR-S2-A: Make sensor send data to hub This is no longer an issue, as
the backup sensor is locked and the team cannot control how it com-
municates. It sends data to the third party server, which the system
needs to access to get the data.

FR-S3: The sensor should cache data if communication with hub fails
The backup sensor caches data automatically.

FR-H2: Hub should communicate with server using The customer
does no longer require the use of in the scope of this project.

4.5 Requirement Description

This section gives a brief description of the requirements for the system.
Each functional requirement has a user story as its "parent” (see table
for an overview over the connection between functional requirements and
user stories), and each functional requirement is divided into one or more
tasks (see table[4.7). The functional requirements are divided into four main
categories: FR-S is sensor, FR-H is hub, FR-B is back-end, and FR-F is
front-end related requirements.

FR-S1 The wearable sensor used in the system must monitor vital signs
that are useful for health care professionals to monitor.

FR-S2 The sensor must use Bluetooth to communicate with a hub device.
See section for the justification of the choice of transfer technology.

FR-S3 If the sensor is unable to send data to the hub, it should cache data
so that data is not lost.

FR-S4 The sensor should send data to the hub automatically, so that the
user does not need to interact with the sensor in order to send data to
the hub.

FR-H1 When the hub receives new data from the sensor, it should send it
to the server as soon as possible.
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FR-H2 The hub should use the guideline to send data to the server.

FR-H3 If the hub is unable to send data to the sensor, it should cache data
so that data is not lost.

FR-H4 The hub should be able to restart and continue work after a power
outage, so that the user does not have to interact with the hub to get
it working.

FR-B1 The data received from the hub must be stored in a database.

FR-B2 When a recorded value that is outside the defined threshold val-
ues for a patient, the system must display an alarm to the healthcare
professionals.

FR-B3 The information about the users must be stored in the database

FR-B4 Consecutive abnormal measurements of the same type should not
create more than one alarm, because it is desirable to only have one
alarm per incident.

FR-F1 The system must be web based, where actors can access the system
from anywhere in the world, assuming they have an Internet connec-
tion.

FR-F2 The system needs to store and display all data recorded by a sensor,
so that healthcare professionals can see historical vital sign measure-
ments to better understand a user’s current health situation.

FR-F3 An actor needs to have a username and password to access the sys-
tem interface, to ensure system security and protect sensitive, personal
information.

FR-F4 The front-end interface must offer a list with all registered users of
the system, so that healthcare professionals can find users and access
their health information.

FR-F5 The front-end interface must offer a search functionality in the list
view (FR-F4) where name, date of birth or social security number is
searchable, so that healthcare professionals quickly can find the users
they are looking for.

FR-F6 The healthcare professionals must be able to edit the threshold val-
ues, or threshold values, for a user, as these might change over time.
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FR-F7 The healthcare professionals must be able to change what informa-
tion is visible for the user in the user’s dashboard. For example, a
healthcare professional can grant access to heart rate data if the user
requests it, and can revoke the access if it is no longer desirable for the
user to have access.

FR-F8 The front-end interface must display data as graphs, as this is often
considered an easier way to get an overview over recent development
of vital signs.

FR-F9 The front-end interface must display data as a table, as it is some-
times useful to see data represented as numbers instead of a graph.

FR-F10 Healthcare professionals need to be able to change the time span
of a graph, so that they can see how the user’s heath situation has
developed over both a long and short time span.

FR-F11 The front-end interface needs to present a list of unhandled alarms,
so that healthcare professionals easily can see what alarms needs to be
looked at.

FR-F12 The front-end interface needs to be a tab-based interface, because
healthcare professionals often need to have multiple users open at the
same time, and they need to quickly switch between users. A tab-based
interface offers this.

FR-F13 The front-end interface for users (not healthcare professionals) must
be mobile-friendly, because users must be able to access the system by
a mobile device, such as an iPad. It should display graphs for the vital
sign measurements.

FR-F14 The front-end interface must allow actors to edit the global settings
for the system (settings that are not linked to specific users).

FR-F15 The front-end needs to communicate with back-end using [HTTPS]|

to ensure secure transfer of data.

FR-F16 The front-end interface must display a list of next of kin for the
users, with relations, so that healthcare professionals know who to con-
tact in case a medical emergency should occur.

FR-F17 The front-end interface for users should make it possible to give
voice messages to the users, as this might be preferable to text messages
for some users.
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FR-F18 The system should store previous motivational/informative mes-
sages for users, and the front-end interface for the users should display
them, as it might be interesting for users to see not only the newest
motivational text

FR-F19 The front-end interface for users should have the ability to notify
the healthcare professionals that the user would like to be called, as
this gives users an easy way to signal that they have some kind of issue
they want to take up with healthcare professionals.

FR-F20 The system should store previous threshold values, and display
them on the front-end interface, as this is useful for seeing how a user’s
health has developed over time, and give correct threshold values to
old alarms.

FR-F21 The front-end interface should allow healthcare professionals to
choose what kind of information they want to see from each patient,
to prevent irrelevant information to be shown if only some of the mea-
surement types are relevant.

FR-F22 The front-end interface should have a form for adding new users to
the system, with standard values preset in the form, so that healthcare
professionals easily and quickly can add new users.

FR-F23 The front-end interface should highlight abnormal values in the list
view, so that healthcare professionals easily can see abnormal values in
this view.

FR-F24 The front-end interface should play a sound when new alarms are
received, so that healthcare professionals can be notified about new
alarms even if they are not looking at the screen.

FR-F25 Graphs in the front-end interface should display handled alarms
differently than unhandled alarms, so that healthcare professionals can
easily see if an alarm is handled or not. There should also be an option
for muting the sound, because healthcare professionals might find the

sound irritating if they do not need it, and should be able to turn it
off.

FR-F26 Graphs in the front-end interface should update automatically with
regular intervals to get live data, so that healthcare professionals do not
need to refresh the page manually.
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FR-F27 The front-end interface should display a message instead of no val-
ues if there are no data. This is so that the healthcare professional will
know that there are no data, rather than think that there is something
wrong with the system.

FR-F28 Phone numbers in the front-end interface should be clickable, so
that the healthcare professionals can easily call the user when using a
tablet or phone.

4.6

User Stories

Table [1.6] shows the user stories.

ID

Description

USo01

Us02

US03

Uso4

US05

US06

Usor

US08

As a user of the system, I want to log in to the system to be able to
use its features.

As a user, I want the data recorded by my wearable sensor to be sent
to the system, so that healthcare professionals can be alerted if there
is an unusual value.

As a user, I want data to be stored even when it is not possible to
send data to the system, so that no data is lost.

As a healthcare professional, I want to see a list of all users in the
system, so that I can get an overview of the registered users.

As a healthcare professional, I want to search for a user by name or
social security number, so that I can easily find the user I am looking
for.

As a healthcare professional, I want to change the threshold values
for a user, because these are different from user to user, and they can
change over time.

As a healthcare professional, I want to select what information is
available for the user to see, because by default, no information is
available for the user to see, and he/she might want to see it.

As a healthcare professional, I want to see the data recorded from
a users sensor presented in graphs, so that I can easily see how the
current values compares to earlier values.
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ID

Description

US09

US10

US11

US12

US13

US14

US15

US16

US17

US18

US19

US20

As a healthcare professional, I want to change the time span for the
graphs, so that I can set how far back in time I compare the current
values to.

As a healthcare professional, I want to see historical data for a user,
so that I can see how his/her values have developed over time.

As a healthcare professional, I want to get an alarm when a regis-
tered value is outside the specified threshold values, and be given the
opportunity to mark this alarm as handled, because a value outside
the threshold values could mean a health risk for the user.

As a healthcare professional, I want to see a sorted list of all unhan-
dled alarms, because this gives me an overview which users might
need assistance.

As a healthcare professional, I want to see the data recorded from a
users sensor presented with numbers, so that I can see the current
and past values.

As a healthcare professional, I want to be able to switch between users
quickly using a tab-based interface, because this makes the workflow
faster and easier.

As a user, I want a web interface that shows the information I have
access to, because I want to see how my vital signs have developed
over time.

As a healthcare professional, I want to change settings for the system,
because I want to customize how the system works.

As a user, I want the information to be securely transferred, so that
my privacy is protected.

As a healthcare professional, I want to see a list of next of kin to a
user, so that I can alert them if the user has a medical emergency.

As a healthcare professional, I want to make an audio recording of a
message to a user, because this will both save me time and the user
might find it easier to listen to a message rather than to read it.

As a user, I want to see multiple motivational and/or informative
messages, because previous messages might be important.
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ID

Description

US21

US22

Us23

US24

US25

US26

US27

Us28

US29

US30

US31

US32

As a user, I want to have a button for requesting healthcare profes-
sionals to call me, because I might need assistance and would like to
easily notify healthcare professionals that I want to be contacted.

As a healthcare professional, I want to see previous threshold values
for a user, so that I can see how his/her health has developed over
time.

As a healthcare professional, I want to be able to choose what kind
of information I see for each user, because some types of vital signs
might be irrelevant for some users.

As a healthcare professional, I want to be able to use a form to add
new users to the system, and this form should have some default
values, so that it is quick and easy for me to add a new user to the
system.

As a healthcare professional, I want cells with abnormal values in list
view to be highlighted, so that I can easily see the abnormal values.

As a healthcare professional, I want to hear a sound when a new
alarm is registered, so that I am alerted even if I am not looking at
the screen.

As a healthcare professional, I want to see different icons in graphs
for handled alarms and unhandled alarms, so that I can easily see if
an alarm has been handled or not.

As a healthcare professional, I want to see only one alarm even if
there are multiple consecutive abnormal measurements, because I
only want to see one alarm for each incident.

As a healthcare professional, I want graphs to update automatically
when new data is available, so that I don’t need to refresh the page
manually.

As a healthcare professional, I want to see a message if there are no
data in the system, so that I do not see an empty table.

As a healthcare professional, I want phone numbers to be clickable,
so that I can quickly call a number if I am using a device that allows
phone calls.

As a user, I want the hub to restart and continue working seamlessly
even after a power outage.
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Figure 4.1: Use case diagram

ID Description

Table 4.6: User stories

4.7 Use Cases

Creating use cases was also considered, but after discussing this with the
advisor, the team were told that it would not be necessary to create both
user stories and use cases. However, the team spent some time creating use
cases before this was decided, and a use case diagram created in the initial
phase of the project can be seen in figure

4.8 Product Backlog

Table [4.7] shows the complete product backlog containing all the functional
requirements and their tasks. It provides a short description for each task, the
sprint it was completed in, and the estimated and actual time spent on the
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task. The column for actual time spent does not include fixes, improvements
or refactoring done in later sprints, testing or documentation.

Hours

Req. Description Sprint  Est.  Act.

FR-S1 The sensor must monitor vital signs 8 N/A

FR-S1-A  Make sensor monitor blood oxygen N/A 2 N/A

FR-S1-B Make sensor monitor heart rate N/A 2 N/A

FR-S1-C  Make sensor monitor heart rate N/A 2 N/A

FR-S1-D  Make sensor monitor heart rate N/A 2 N/A

FR-S2 The sensor must communicate with a hub 10 20
device using Bluetooth

FR-S2-A  Make sensor send data to hub N/A 5 N/A

FR-S2-B Make hub receive data from sensor SP2 5 20

FR-S3 The sensor should cache data if communi- 5 N/A
cation with hub fails

FR-S3-A  Cache data up to 7 days in sensor if failed N/A 5 N/A
to establish connection to hub

FR-S4 The sensor should send data to hub auto- 24 30
matically

FR-S4-A Make sensor send data to hub when new  SP3 24 30
data is recorded

FR-H1 Hub should send data to server when new 28 24
data is received by sensor

FR-H1-A  Make hub send data to server when new  SP3 28 24

data is received from sensor
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Hours
Req. Description Sprint Est. Act.
FR-H2 Hub should communicate with a server using 40 N/A
7

FR-H2-A |ZsLe_HL7 N/A 40 N/A

FR-H3 Hub should be able to cache data for a cer- 15 20
tain period of time

FR-H3-A  Make sure data is cached in hub if a connec-  SP2 15 20
tion cannot be established with the server

FR-H4 Hub should be able to start and resume 10 2
work after a power outage

FR-H4-A  Make sure hub starts and continues work  SP3 10 2
automatically after a power outage

FR-B1 The monitored values must be stored in a 24 24
database

FR-B1-A  Store blood oxygen data in database SP1 2 1

FR-B1-B  Store heart rate data in database SP1 2 1

FR-B1-C  Store activity data in database SP1 2 1

FR-B1-D  Store temperature data in database SP1 2 1

FR-B1-E  Store data from the hub in database SP3 16 19

FR-B2 The system must alert healthcare profes- 35 26
sionals when an abnormal value is registered

FR-B2-A  Generating alarm on back-end SP2 10 8

FR-B2-B  Receiving alarm on front-end SP2 ) 3

FR-B2-C  Front-end for handling of alarm SP2 10 7

FR-B2-D  Back-end for handling of alarm SP2 10 8
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Hours
Req. Description Sprint Est. Act.
FR-B3 The server must store information about the 9 4.5
user
FR-B3-A  Store name SP1 1 0.5
FR-B3-B  Store [NID SP1 1 0.5
FR-B3-C  Store phone number SP1 1 0.5
FR-B3-D  Store restrictions of user SP1 1 0.5
FR-B3-E  Store motivational messages SP1 1 0.5
FR-B3-F  Store information messages SP1 1 0.5
FR-B3-G  Store threshold values SP1 1 0.5
FR-B3-H  Store address SP1 1 0.5
FR-B3-1 Store next of kin SP1 1 0.5
FR-B4 Consecutive abnormal measurements of the 4 5
same type should not generate more than
one alarm
FR-B4-A  Create only one alarm per incident SP3 4 5
FR-F1 Actors need to be able to log in to the sys- 16 17
tem through a web interface
FR-F1-A  Create basic web interface SP1 8 10
FR-F1-B  Log-in screen SP1 2 3
FR-F1-C  Log out option SP1 2 1
FR-F1-D  Database with users table SP1 4 3
FR-F2 Web page should display historical data for 8 12
monitored values to the user
FR-F2-A  Code for getting all data about a user from  SP3 8 12

database to front-end
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Hours
Req. Description Sprint Est. Act.
FR-F3 Access to the front-end interface needs to be 6 9
password protected
FR-F3-A  Password protect front-end SP1 6 9
FR-F4 Front-end must display a list of registered 8 10
users
FR-F4-A  Front-end for list of users SP2 3 2
FR-F4-B  Back-end for providing list of users SP2 3 5
FR-F4-C  Database with user table SP2 2 3
FR-F5 Front-end must allow searching for users by 2 1
name, date of birth or social security num-
ber
FR-F5-A  Front-end search functionality SP2 2 1
FR-F6 Front-end needs to allow healthcare pro- 9 5
fessionals to configure threshold values for
users
FR-F6-A  Front-end for normal value settings SP2 3 2
FR-F6-B  Back-end for normal value settings SP2 3 2
FR-F6-C  The front-end interface should validate a  SP2 3 1
new threshold value
FR-F7 Front-end needs to allow healthcare profes- 6 5
sionals to configure what information is vis-
ible for the user
FR-F7-A  Front-end for user access settings SP2 3 2
FR-F7-B  Back-end for user access settings SP2 3 3
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Hours

Req. Description Sprint Est. Act.

FR-F8 Front-end needs to display data as graphs 20 24

FR-F8-A  Front-end for activity graph SP2 5t 6

FR-F8-B  Front-end for blood oxygen graph SP2 5 6

FR-F8-C  Front-end for heart rate graph SP2 5 6

FR-F8D  Front-end for temperature graph SP2 5) 6

FR-F9 Front-end needs to display data as a table 10 8

FR-F9-A  Front-end for list view SP3 10

FR-F10 Front-end needs to allow healthcare profes- 4 6
sionals to change the time span of a graph

FR-F10-A Front-end for selecting graph time span SP2 4 6

FR-F11 Front-end needs to present a list of unhan- 10 9
dled alarms

FR-F11-A Front-end for alarm list SP2 2 2

FR-F11-B Back-end for alarm list SP2 3 3

FR-F11-C The alarm tab should show the number of SP3 3 2
unhandled alarms

FR-F11-D There should be an option to only show un-  SP3 2 2
handled alarms in the alarms list

FR-F12 Front-end needs to have a tab-based inter- 15 24
face

FR-F12-A Front-end for tab-based interface SP2 15 24

FR-F13 Front-end needs to have a customized, 10 9

mobile-friendly view for when a user is
logged in



72 CHAPTER 4. REQUIREMENTS
Hours

Req. Description Sprint Est. Act.

FR-F13-A Customized front-end view for users SP3 5 6

FR-F13-B Make view mobile-friendly SP3 ) 3

FR-F14 Front-end needs to allow changing of global 6 8
system settings

FR-F14-A Front-end for global system settings SP3 3 4

FR-F14-B Back-end for global system settings SP3 3 4

FR-F15 Front-end needs to use HTTPS 16 24

FR-F15-A  Use HTTPS SP3 16 24

FR-F16 The front-end interface must display a list 6 6
of next of kin for the users, with relations

FR-F16-A Front-end for next of kin SP2 3 4

FR-F16-B Back-end for next of kin SP2 3 2

FR-F17 The front-end interface for users should 11 6
make it possible to give voice messages to
the users

FR-F17-A  Front-end implementation of voice message  SP3 5 2
for healthcare professionals

FR-F17-B  Front-end implementation of voice message  SP3 3 2
for users

FR-F17-C Back-end storing of voice messages SP3 3 2

FR-F18 The system should store previous motiva- 10 8

tional /informative messages for users, and
the front-end interface for the users should
display them
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Hours
Req. Description Sprint Est. Act.
FR-F18-A Front-end for motivational/informative  SP2 5 3
messages
FR-F18-B Back-end for motivational /informative mes- ~ SP2 5 5
sages
FR-F19 The front-end interface for users should 5 4
have the ability to notify the healthcare pro-
fessionals that the user would like to be
called
FR-F19-A Add ’call me’ button on user dashboard SP2 1 1
FR-F19-B Handle call request on back-end SP3 2 1
FR-F19-C Display call request in alarm list SP3 2 2
FR-F20 The system should store previous threshold 11 12
values, and display them on the front-end
interface
FR-F20-A Display previous threshold values on the SP2 6 7
graphs
FR-F20-B Back-end should store old threshold values SP2 5) 5)
FR-F21 The front-end interface should allow health- 5 5
care professionals to choose what kind of
information they want to see from each pa-
tient
FR-F21-A  Settings for changing the visible information =~ SP3 5 5
FR-F22 The front-end interface should have a form 5 4
for adding new users to the system, with
standard values preset in the from.
FR-F22-A Front-end form for adding new users SP3 5 4
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Hours

Req. Description Sprint Est. Act.

FR-F23 The front-end interface should highlight ab- 1 1
normal values in the list view

FR-F23-A  Front-end for highlighting of abnormal val-  SP3 1 1
ues

FR-F24 The front-end interface should play a sound 5 7
when new alarms are received

FR-F24-A TImplementation of notification sound for  SP3 4 6
alarms

FR-F24-B  Setting for muting of notification sound SP3 1 1

FR-F25 Graphs in the front-end interface should dis- 2 1
play handled alarms differently than unhan-
dled alarms

FR-F25-A Give handled alarms a different icon than  SP3 2 1
unhandled alarms

FR-F26 Graphs in the front-end interface should up- 3 4
date automatically with regular intervals to
get live data

FR-F26-A Update graphs automatically SP3 3 4

FR-F27 The front-end interface should display a 5 3
message instead of no values if there are no
data

FR-F27-A  Show a message instead of an empty graph  SP3 1 1
if there are no graph data

FR-F27-B  Show a message instead of an empty list if SP3 1 0.5
there are no list data

FR-F27-C Show a message instead of an empty alarm  SP3 1 0.5

list if there are no alarms
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Hours

Req. Description Sprint Est. Act.

FR-F27-D Show a message instead of an empty motiva-  SP3 1 0.5
tional texts list if there are no motivational
texts

FR-F27-E  Show a message instead of an empty infor-  SP3 1 0.5
mative texts list if there are no informative
texts

FR-F28 Phone numbers in the front-end interface 1 1
should be clickable

FR-F28-A Make phone numbers in front-end clickable ~ SP3 1 1

Table 4.7: Product backlog.
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Chapter 5

Test Plan

5.1 General

This chapter describes the test plan for the project. Methods and require-
ments will briefly be discussed, before looking at general routines and sprint
test plans.

5.2 Methods for Testing

5.2.1 White Box Testing

White box testing is when you know what your code looks like and you use
this to test a certain structure of a certain code. Django’s unit tests use a
Python standard library module:unittest. Testing is done by first writing a
test that will test a certain function, then run the test by writing “./man-
age.py test” in the terminal/command line.

5.2.2 Black Box Testing

Black box testing is when you test your applications functionality without
having any knowledge of the code. You know what the output should be
and you check if your application gives the right output. The code itself is
irrelevant.

7
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5.3 Non-Functional Requirements

Testing of the non-functional requirements found in section was planned
for sprint 3. These requirements could not be completed by simply evaluating
the source code. |User Acceptance Testing (UAT)|was planned, using the user
stories as a test plan. A full scale test like this is important to make sure that
the requirements are fulfilled, and that the system meets the expectations of
the customer. It also provides a mean to determine how ”done” the system
is.

5.4 Templates for Testing

Test Case ID:
Test Case Name:
Tester:

Description:

Pre-conditions:

Step Action Data Exp. Res. Act. Res. Pass/fail Comment

test  test test test test test test
test  test test test test test test
test  test test test test test test

Table 5.1: Template for testing

5.5 Test Criteria

For most of the test cases, they will be considered a success if the output
matches the expected result. Naturally, a test will be considered a failure if
the output varies from the expected result. Some tests do not have an explicit
output, and will have to be considered individually for success through varied
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methods. This applies to some of the non-functional testing that are to be
done with external resources.

5.6 Testing Responsibilities

Each person is responsible for writing unit testing that passes before com-
mitting new code. The test leader is responsible for the quality of the test
plan and tests. When making changes to the code, the developer has to make
sure all tests still pass before committing.

5.6.1 Testing Routines

Testing was to be done continuously during a sprint. This to ensure that
new code did not break old code when submitted. Tests for back-end was
written in the included test suite [3§]

5.7 Sprint Testing

5.7.1 Sprint 1

In sprint 1, the team expected to have rudimentary testing of code.

5.7.2 Sprint 2

In sprint 2, testing should be more extensive, and tests should be run before
pushing new code to git-hub.

5.7.3 Sprint 3

A is planned for this sprint. This will be a test of the whole system,
and an important step to verify that the system cover all the requirements.
A test plan will have to be produced using the user stories. Furthermore
a stress test of the system was planned for this sprint, to see if the system
could handle large amounts of data.
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Chapter 6

Architectural Description

6.1 General

This chapter describes the general architecture of the system. It contains
architectural drivers, tactics, patterns and views.

6.2 Architectural Drivers

6.2.1 Motivation

The customer wanted the possibility to use different sensors, and also add
new measurements. The system had do be easy to use and it had to be
reliable. This set the focus for the quality attributes modifiability, usability,
and availability. With high modifiability it should be easier to change sensors.
The customer should also be able to easily implement secure transmissions
after the project. Focusing on usability meant that the system should be easy
do use for both the healthcare professionals and users. With high availability
the hub should preferably always be connected to the server, but if it loses
connection it should retransmit the data when it reconnects.

6.2.2 Expected Life Time

The development team will not continue working on this project after this
course. However it should not be difficult for the customer to maintain it
in the future. The customer wanted a functioning product that they could
implement in their services as a prototype, and maybe even continue develop-
ment for extended use in the future. However, it is possible for the customer
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to abandon this project if they do not feel the need for this product, or if
they find something better.

6.2.3 Experience of the Team

The team members are all experienced in programming and are familiar
with system development, albeit mostly theoretical. However, the technolo-
gies used (Django and Angular), were new to most of the members. Working
together in such a large group over such a long time was also a new expe-
rience. Overall, the project presented many new challenges, and provided
opportunities to develop new skills.

6.2.4 Business Requirements

The customer cannot maintain a mobile application, but they can maintain
a web application. This means that if the team was to create or use an
existing mobile application for this project, it would have to be maintained
by someone else than the customer.

e The system should run on different platforms, and be as open as pos-
sible.

e The system should be ready and functioning before the deadline, since
it is not possible for the team to work on it after the project.

e The product is not a proof of concept, but should be a working proto-
type, ready for field testing.

6.3 Architectural Patterns

6.3.1 Model-view-controller

is an architectural pattern where the implementation is divided into
three main components, the model, view, and controller. Data is stored in the
model and displayed in the view, while the controller is used to manipulate
the model through the view. Each entity in figure has its own model. In
Django, the view is actually what is called the controller in [MVC] it controls
what should be displayed in the view, while the serializer is the Django

equivalent of the view.
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6.3.2 Layered Pattern

The Layered Pattern is an architectural pattern in which the entire system is
partitioned into smaller systems called layers. This is done in such a manner
that portions of the system can be developed and evolved individually. This
pattern was used to partition the software into three parts: Hub, back-end,
and front-end. This was done in order to make it possible to change the
technologies without rewriting the whole system. For example, the hub could
be replaced with a mobile device in the future without having to change the
back-end or the front-end. This layered structure also makes it easy to change
the sensor, and this is one of the main reasons the system was engineered
this way.

6.4 Architectural Views

6.4.1 4+1 View Model

This project uses the 441 View Model. This model suggests four different
views: Logical, process, Development and physical view. In the case of the
Angelika system, only three of the views has been used. The Angelika web
application is too complex for a process view. The reason for that will be
discussed below.

6.4.2 Process View

The view in figure: is a very simple presentation of the process view. It
would not be constructive to draw more of this view because of the amount
of states possible when logged in as a healthcare professional. The system
has too many states to draw a process view diagram that is both correct and
readable.

6.4.3 Logical View

The purpose of the logical view is to describe the functionality provided to
end users. It also shows the classes and the relationships between them.

Figure shows a class diagram for the front-end of the system, and
figure [6.3] shows the logical view for the hub. For an ER diagram of the
back-end, see figure (7.1}
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Logged in as healthcare
professional

Logged in as user

Figure 6.1: Process view

6.4.4 Development View

The development view is used to build up a code structure and its depen-
dencies. It describes the architecture that supports the development process
and eases the development. Having a standard also ensures integrity.

Figure[6.4shows the development view for the layered pattern. The front-
end contains the implementation of the [Graphic User Interface (GUI)| the
part that interacts with the user. The back-end controllers contains the logic
and data, and handles the data fetched by the front-end. The hub gathers
new data and sends it to the back-end.

Figure [6.5 shows the [MVC| development view. This view is quite typical,
except for the fact that it has two types of views. One containing the seri-
alizers which is the view from the back-end perspective and one containing
templates which is from the front-end perspective. The model contains all
the data. The data is displayed in the view and the controller uses the input
from the view to manipulate the data in the model.
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Figure 6.2: Class diagram, front-end
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WithingsAPI

WithingsPulseO02

IsonPosting

Figure 6.3: Class diagram, hub

Front-end

Figure 6.4: Layered pattern
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alarm.model alarm.view
measurement.model - p» Measurement.view
motivation_text.model motivation_text.view
next_of kin.model next_of kin.view
patient.model patient.view
threshold_value.model threshold_value.view

I
Django View Angular View

alarm.serializer Templates
measurement.serializer

motivation_text.serializer

next_of kin.serializer

patient.serializer

threshold_value.serializer

Figure 6.5: [MVC|

6.4.5 Physical View

The physcial view presents the system from a system engineers point of view.
It is concerned with topology of the components on a physical level.

Initially the team created a physical view, shown in figure The view
describes an architecture where a sensor communicates with a hub, using a
[USB] connected Bluetooth dongle. The hub then send data to a server that
consists of a database and an[AP] The[API handles requests from healthcare
professionals and users. These two user groups have different user interfaces,
the users interface is very simple and has little functionality.

This is the desired architecture by the customer. The Angel sensor does
not need any user interaction (other than charging), and the data is not stored
on any external server owned by a third party. However, as the project
progressed, and the team got indications that the Angel sensor might not
arrive in time, an updated diagram with the backup sensor was created.
This is shown in figure [6.7]

The main difference between the original architecture from figure 6.6/ and
the updated architecture described in figure is that the data from the
backup sensor needs to go through a third party server before it can reach the
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Figure 6.6: Initial physical view diagram

hub. This means that the data, which contains sensitive information about
vital signs, can be accessed by the third party provider.

The updated architecture is not an ideal solution, but the team has not
been able to find a wearable sensor currently on the market that would allow
data to be sent directly to the hub.

6.5 Architectural Tactics

Architectural tactics are decisions about the overall design.
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Figure 6.7: Updated physical view diagram
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Modifiability Tactics
Tactics that were chosen to improve modifiability [14] is described in table[6.1]

Req.

Tactic

How

Why

M1

M2 and

M3

Resource

files

Increase
semantic
coher-
ence.

Restrict
depen-
dencies.

By maintaining a configuration file
with information regarding what sen-
sor is connected to the hub, what[URL]
the hub should post to and intervals
for how often data should be posted,
there is no need to recompile the code
if the hub needs to be reconfigured.

Place responsibilities that do not serve
the same purpose in different modules.
Do not group responsibilities concern-
ing models in modules with other re-
sponsibilities.

Layered pattern. Have three seperated
layers: the hub, back-end, front-end.

Defer binding

Increase cohesion.
Lower the chance
to affect different
responsibilities
when changing a
module.

Reduce coupling.
Lower the chance
of affecting multi-
ple modules when
making a change

Table 6.1: Modifiability tactics.

6.5.2 Usability Tactics
Tactics that were chosen to improve usability [15] is described in table [6.2]

Req. Tactic How Why

Ul Support Cancel: Listen for the cancel request, Support the user
User terminate the command that has been in either correct-
Initiative  cancelled ing errors or being

more efficient
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U2

U3

Support
System
Initiative

Support
System
Initiative

Maintain Task Model: Determine the
context of interaction, so that the sys-
tem can have an idea of what the user
is trying to accomplish, in order to as-
sist the user.

Maintain System Model: Maintain an
explicit model of the state of the form
in order to be able to know what kind
of values to expect in the form

91
Make interaction
with the system

more efficient and
easy for the user

In order to make
sure that the user
does not make any
big mistakes while
filling out the pa-
tient form

Table 6.2: Usability tactics.

6.5.3 Availability Tactics
Tactics that were chosen to improve availability [13] is described in table [6.3]

Req. Tactic

How

Why

Al

Detect Faults

Recover
Faults

From

Self-test:

gets an error

tion is established

When the connection be-
tween sensor and hub fails, the hub

Retry: Saves the data that has not yet
been sent and sends it when a connec-

In order to de-
tect faults

In order to re-
cover from a

fault

Table 6.3: Availability tactics.

6.6 Design Patterns

6.6.1 Factory Method Pattern

The Factory Method Pattern is a design pattern that makes it possible to
instantiate objects without specifying the class. Factory Method makes the
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system more easily customizable by making it easy to create new classes and
integrate them into the system.[41]

The hub uses this pattern for creating instances of different sensors. This
is to make it easy to support new sensors in the future. To add a new sensor
one would simply need to create a new class for the new sensor and add that
class to the factory.

6.7 Architectural Rationale

Choosing Layered pattern, and Factory Method pattern increases the
modifiability of the system. Because of the nature of the system, which
consist of a hub, database and a view, the team found [MV(] as a fitting
architecture for the system. Implementing the layered pattern enables modi-
fication of the different parts of the system without interfering with all other
parts. The team can also work on different layers at the same time without
having to take any precautions in order to avoid breaking any other part of
the system.
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System Design

7.1 General

This chapter describes the overall system design of the three main parts: the
back-end, the front-end and the hub. It also describes tools used to develop
the design over time.

7.2 Back-end

7.2.1 Database Design

The database design is shown in figure [7.1] The figure shows the differ-
ent Django models and their relationships. The DjangoUser [30] entity is a
standard model that comes with Django. It handles user accounts, groups,
permissions and cookie-based user sessions. Each box is an entity that has
attributes in the database, and the lines between them is how they are con-
nected, usually by a foreign key.

While developing the database the back-end team made an ER diagram
to get a better understanding of the database. This was also a tool used
to come up with solutions of how the data flow could work in the finished
system. The ER diagram went through several iterations as the database
developed.

7.2.2 Application Programming Interface

[AP]|is a three letter acronym for Application Programming Interface, which
denotes an interface of a software so that specific parts of it can be activated,
run, from another software. This lets the web page access the data from the
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Figure 7.1: Final ER diagram for database
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database. Django Framework creates the endpoints to POST and
GET [JavaScript Object Notation (JSON)|data.

7.3 Front-end

7.3.1 User-Centred Design

In the development of the systems [Ul] the team chose to use the principles of
ISO 9241-210 for user-centred design [40]. Cooperative design, or participa-
tory design, will also be applied in order to involve the system users in the
design process. Healthcare professionals is the most important user group.
They do not have time for inefficient tools and might be reluctant to accept
a system that does not conform to their expectations and demands. By in-
volving the healthcare professionals in the design process, the will better
reflect their needs. Another reason for focusing on the [Ul] design process is
that the system is heavily reliant on displaying information and making in-
formation accessible in an efficient and user-friendly manner. This makes the
user interface development process key to the success of the entire system.

7.3.2 The Design Process

The design process started with the creation of a simple paper prototype.
This prototype was then scanned into the prototyping tool [42]. The
tool helped us turn our simple drawings into a wireframe that we presented to
the customer in order to gather feedback. The customer had some suggestions
for changes and improvements for the prototype. The user requested a bigger
user interface, because the primary device for viewing it will be a PC. They
also wanted tabbed interface for user data pages.

The second iteration of the prototyping process was to make a wireframe
prototype using the tool Pidoco [43]. This prototype included the changes
that had been requested by the customer after viewing the first prototype.
The team made a video presenting the new prototype and this video was
shared with the customer. The customer distributed the video within their
organization and gathered feedback. Preferably some representatives from
the team should have observed and interviewed the people who saw the film,
but circumstances did not permit this. The feedback collected by the cus-
tomer was presented to the team on a customer meeting.

The team continued to run iterations to gather more feedback. After
receiving feedback on a video the changes were made and another video
recorded. From this point the implementation functioned as the prototype.
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By using dummy-data the front-end could be used to demonstrate suggested
solutions. The front-end was presented at every customer meeting in order
to gather as much feedback as possible.

7.3.3 Prototypes

The two major prototypes that were made during the prototyping process
was the [POP] and Pidoco prototypes. A selection of screen shots from the

prototype is shown in figure [7.2] [7.3] and the full prototype can be
accessed on the WebE]. Screen shots from the Pidoco prototype can be seen

in figure 7.6 [7.5] and [7.7] the full prototype can be accessed on the webP]

7.3.4 Designhjelpen

Designhjelpen [46] is a group of skilled and dedicated students from Industrial
design at Their workshops can include brainstorming, user testing
and marketing of a product from a design viewpoint. It is possible to ap-
proach them with a request to facilitate a workshop. As the demand for
workshops is high, they only pick the most interesting products. The team
approached Designhjelpen early in the first sprint.

7.4 Hub

7.4.1 Hub and Angel Sensor

Using the Angel sensor makes it necessary for a hub at the location of the
user to pull data from the sensor over Bluetooth as seen on figure The
hub runs a script which periodically pulls data from the Angel sensor and
forwards the data to a central server.

7.4.2 Hub and Backup Sensor

When using the backup sensor, the architecture is slightly altered. As we
can see from figure [6.7, the Withings sensor needs a mobile device running
a Withings app. This app makes it possible to pull data from the backup
sensor and automatically forwards it to the Withings server. The only way to
obtain and use the data is to interact with the Withings [APIl The function

"https://popapp.in/w/projects/5410435500988ce66306fbb4/mockups
Zhttps://pidoco.com/rabbit/api/prototypes/124705/pages/page0001.xhtml?
mode=sketchedArial&api_key=t4VPAf10RKja4YhccyRM2DYPEM6m74pNP1le2MWaq


https://popapp.in/w/projects/5410435500988ce66306fbb4/mockups
https://pidoco.com/rabbit/api/prototypes/124705/pages/page0001.xhtml?mode=sketchedArial&api_key=t4VPAflORKja4YhccyRM2DYPEM6m74pNP1e2MWaq
https://pidoco.com/rabbit/api/prototypes/124705/pages/page0001.xhtml?mode=sketchedArial&api_key=t4VPAflORKja4YhccyRM2DYPEM6m74pNP1e2MWaq
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Figure 7.2: Prototype of the log in screen in [POP)|
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Figure 7.3: Prototype of the alarm screen in [POP]
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Figure 7.4: Prototype of the user page screen in [POP]
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Figure 7.6: Prototype of the log in screen in Pidoco
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Figure 7.7: Prototype of the user page screen in Pidoco
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of the hub is to pull data from the Withings and post it to the central
server.

As the hub might seem slightly redundant in this scenario, an approach
to designing the system with the backup sensor is to remove the hub from the
architecture and let the central server interact with the Withings [AP]] itself.
This will probably be a better solution if the idea is to use the Withings
sensor when the system is operational. However the Whitings sensor does
not fulfil the open source requirements and also stores the data with a third
party, it does not make sense to re-tailor the system for this sensor. The
focus has been directed towards making it easy to switch to the Angel sensor
at a later point in time. By including the hub in the system and writing
very general scripts for pulling and posting data, the work needed to make a
transition to a different sensor will be reduced significantly.
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Chapter 8

Sprint 1

8.1 General

This chapter describes the planning, execution, result and evaluation of the
first sprint.

8.2 Sprint Planning

8.2.1 Duration

Sprint 1 began 9th of September and ended 26th of September, lasting 18
days.

8.2.2 Sprint Goal

The goal of the first sprint was to create the main foundation of the system:
a database, a front-end solution, and an to communicate between front-
end and the database. The healthcare professional should be able to log in
to the system with a username and password.

The rest of this period was used to create prototypes that were presented
to the customer in order to collect feedback. Work was also done on se-
lecting and learning programming languages, frameworks, tools and other
technologies, and writing documentation.

8.2.3 Backlog

107



108 CHAPTER 8. SPRINT 1

Hours
User story Req. and description Est. Act.
US01 FR-F1: Actors need to be able to log in to 16 17
the system through a web interface
FR-F1-A: Create basic web interface 8 10
FR-F1-B: Log-in screen 2 3
FR-F1-C: Log out option 2 1
FR-F1-D: Database with users table 4 3
US01 FR-F3: Access to the front-end interface 6 9
needs to be password protected
FR-F3-A: Password protect front-end 6 9
Uso4 FR-B3: The server must store information 9 4.5
about the user
FR-B3-A: Store name 1 0.5
FR-B3-B: Store [NID 1 0.5
FR-B3-C: Store phone number 1 0.5
FR-B3-D: Store restrictions of user 1 0.5
FR-B3-E: Store motivational messages 1 0.5
FR-B3-F: Store information messages 1 0.5
FR-B3-G: Store thresh values 1 0.5
FR-B3-H: Store address 1 0.5
FR-B3-1: Store next of kin 1 0.5
Us02 FR-B1: The monitored values must be 8 4

stored in a database

FR-B1-A: Store blood oxygen data in 2 1
database

FR-B1-B: Store heart rate data in database 2 1
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o Post username and password » | Back end
Return auth token
R
Include auth token in requests
>
Figure 8.1: Login procedure over the [AP]|
Hours
User story Req. and description Est. Act.

FR-B1-C: Store activity data in database 2 1

FR-B1-D: Store temperature data in 2 1
database

Total 39 34.5
Table 8.1: Sprint backlog, sprint 1

8.3 System Design

8.3.1 System Overview

The front-end development was done through a user-centred design process
using multiple prototype iterations, as can be seen in section After
identifying some main requirements the team also started implementing the
solution.

Figure [8.1] shows a diagram illustrating the login procedure over the [AP]]
Figure presents the structure of the database at the end of sprint 1.
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Figure 8.2: ER diagram at the end of Sprint 1

8.4 Implementation

8.4.1 Log In

Token-based authentication.

e Whenever an auth token is not included in the HTTP|request to a view
that has restricted access, the returns [HTTP] 401 Unauthorized.

e Whenever the client attempts to log in with an invalid combination
of username and password, the [AP]] returns [HTTP] 400 Bad Request,

since an auth token could not be obtained from the given combination.

e Whenever the client attempts to log in with a valid combination, the
returns an auth token. When the client has obtained the token, it
navigates from the log in page to the dashboard page.

e The client can include the obtained auth token in [HT'T'P| requests to
the to authorize itself so that it can get access.
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8.4.2 Log Out

The client clears the auth token from memory, resets defaults, and
navigates to the login page. No request is sent to the during this process.

8.4.3 Store information about the user

The team created a model called ”patient”, which has a 1-1 relation to the
Django user model. Django already has fields for first name, last name, user-
name and password. This is a way to extend the built-in user model. Even
if patient queries often require a join database operation, it is best practice
according to the Django community. When a model is created in Django,
a database migration is automatically created. This makes it easy for the
team members to have the same database structure during the development
of the system.

8.4.4 Menu

A simple bootstrap button group was included in the header. This would
serve as a menu that could be used to switch between multiple pages.

8.4.5 Script to Send Email Containing the IP of the
Hub

To be able to control the Hub using [Secure Shell (SSH)| its [Internet Protocol]
must be known. A script that emails the [IP|of the Hub at startup was
created. This will eliminate the need to use a screen and keyboard whenever
interaction with the Hub is necessary.

8.5 Customer Feedback

During sprint 1, the team and the customer were still in the process of defin-
ing the scope and requirements of the project, so a lot of the customer feed-
back in this period was related to this.

One of the major decisions that was taken in sprint 1, was to use a
Raspberry Pi instead of a mobile device as a hub (see sections 3.4 and [3.9.2).
The team presented their opinion to the customer, and the customer agreed
that a Raspberry Pi would be a better solution.

There was also a lot of focus on prototyping in this sprint. The team
produced mockups of the user interface that were presented to the customer.
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The customer was mostly satisfied with the team’s suggestions, but also gave
constructive feedback on how certain parts of the user interface should be
created.

8.6 Testing

Since the team was still doing a lot of research, very little code was produced.
As the team were still getting to know new technology, no tests were produced
in this sprint as previously planned.

8.7 Sprint Evaluation

8.7.1 Review

The implementation went slowly in the first sprint, mainly because of lack
of requirements. However, the team had an idea of what kind of system
they wanted and therefore much time was spent on designing the interface.
Although there was a lack of requirements, there were some requirements to
work with. In the end of the sprint, the team managed to implement a log
in function and began working on the for the patient model. A group
meeting to decide what kind of technology should be used was also held.
Figure shows the burndown chart for the sprint.

8.7.2 Positive Experiences

e Good communication with customer.

e The team members are cooperating well with each other.

8.7.3 Negative Experiences

e Since many project details were partly undefined at the beginning of
the sprint, it was difficult to start producing a product when it was
unclear exactly what was to be produced. This meant that the team’s
productivity was limited by research and meetings with the customers
to receive more answers before development could start.

e [t was challenging to achieve the required 25 person hours per week.
This was due to both lacking insight in what needed to be done and
team members focusing on other courses in this period.



8.7. SPRINT EVALUATION 113

Burndown chart, sprint 1

= = |deal burndown Remaining effort {hours)

Figure 8.3: Burndown chart, sprint 1

e Little work was put into documentation, which resulted in a lot of
sprint 1 lacking documentation, that would have to be completed in
other sprints.

e Planned testing was dropped, due to lack of progress.

8.7.4 Planned Actions

Documentation and testing would need to be improved in the next sprint.
The team planned to make templates for documentation and testing, and
also put up a skeleton for the report.

8.7.5 Barriers

The major barrier of this sprint was that the team did not have access to
any wearable sensor. This made it harder for the team members assigned to
working on the sensor part of the system to find out how to get communica-
tion between the sensor and the hub to work.

In addition, at the start of this sprint the team did not have all the
requirements for the system ready, as the customer wanted the team to in-
vestigate what possibilities a wearable sensor based system could offer. This
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meant that the design and implementation phases had to start later than if
the customer had presented the team with the requirements from the start.



Chapter 9

Sprint 2

9.1 General

This chapter describes the planning, execution, result and evaluation of the
second sprint.

9.2 Sprint Planning

9.2.1 Duration
Sprint 2 began 29th September and ended 17th October, lasting 19 days.

9.2.2 Sprint Goal

The goal of the second sprint was to implement the core functionality. It
was also needed to create additional prototypes in order to gather more
information and feedback from the customer. The prototypes also needed to
be more high level, showing more detail than earlier. On the hardware side,
the hub should receive data from a sensor and the team should find and use
a backup-sensor. This other sensor should be used until the Angel device
arrive in order to start implementing sensor functionality for the system.

9.2.3 Backlog

Table shows the backlog for sprint 2. Requirements/tasks that were
postponed to the next sprint are written in italics, and the ones that have
been completed in the first sprint have a strike through.
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Hours
User story Req. and description Est. Act.
US02 FR-S2: The sensor must communicate with 5 20

a hub device using Bluetooth

FR-S2-B: Make hub receive data from sen- 5 20
sor

FR-H3: Hub should be able to cache data 15 20
for a certain period of time

FR-H3-A: Make sure data is cached in hub 15 20
if a connection cannot be established with

the server
US11 FR-B2: The system must alert healthcare 35 26
professionals when an abnormal value is reg-
istered
FR-B2-A: Generating alarm on back-end 10 8
FR-B2-B: Receiving alarm on front-end ) 3
FR-B2-C: Front-end for handling of alarm 10 7
FR-B2-D: Back-end for handling of alarm 10 8
US04 FR-F4: Front-end must display a list of reg- 8 10
istered users
FR-F4-A: Front-end for list view 3 2
FR-F4-B: Back-end for list view 3 )
FR-F4-C: Database with user table 2 3
US05 FR-F5: Front-end must allow searching for 2 1

users by name, date of birth or social secu-
rity number

FR-F5-A: Front-end search functionality 2 1



117

9.2. SPRINT PLANNING
Hours
User story Req. and description Est. Act.
US06 FR-F6: Front-end needs to allow healthcare 9 5
professionals to configure threshold values
for users
FR-F6-A: Front-end for threshold value set- 3 2
tings
FR-F6-B: Back-end for threshold value set- 3 2
tings
FR-F6-C: The front-end interface should 3 1
validate a new threshold value
uUsor FR-F7: Front-end needs to allow healthcare 6 5
professionals to configure what information
is visible for the user
FR-F7-A: Front-end for user access settings 3 2
FR-F7-B: Back-end for user access settings 3 3
USO8 FR-F8: Front-end needs to display data as 20 24
graphs
FR-F8-A: Front-end for activity graph ) 6
FR-F8-B: Front-end for blood oxygen graph 5 6
FR-F8-C: Front-end for heart rate graph 5 6
FR-F8-D: Front-end for temperature graph 5 6
US09 FR-F10: Front-end needs to allow health- 4 6
care professionals to change the time span
of a graph
FR-F10-A: Front-end for selecting graph 4 6

time span
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Hours
User story Req. and description Est. Act.
US12 FR-F11: Front-end needs to present a list 5 5
of unhandled alarms
FR-F11-A: Front-end for alarm list 2 2
FR-F11-B: Back-end for alarm list 3 3
US14 FR-F12: Front-end needs to have a tab- 15 20

based interface

FR-F12-A: Front-end for tab-based inter- 15 20

face
US18 FR-F16: The front-end interface must dis- 6 6
play a list of next of kin for the users, with
relations
FR-F16-A: Front-end for next of kin 3 4
FR-F16-B: Back-end for next of kin 3 2
US20 FR-F18: The system should store previ- 10 8

ous motivational /informative messages for
users, and the front-end interface for the
users should display them

FR-F18-A:  Front-end  for  motiva- 5 3
tional /informative messages

FR-F18-B: Back-end for motiva- 5 5
tional /informative messages

US21 FR-F19: The front-end interface for users 1 1
should have the ability to notify the health-
care professionals that the user would like
to be called

FR-F19-A: Add ’call me’ button on user 1 1
dashboard
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Hours
User story Req. and description Est. Act.
US22 FR-F20: The system should store previous 11 12

threshold values, and display them on the
front-end interface

FR-F20-A: Display previous threshold val- 6 7
ues on the graphs

FR-F20-B: Back-end should store old nor- 5 5
mal values

Total 152 169
Table 9.1: Sprint backlog, sprint 2.

9.3 System Design

9.3.1 Hub

The requirement FR-S2 states that the sensor must communicate with the
hub using Bluetooth. In anticipation of the Angel sensor, a backup sensor
was acquired in the form of a Withings Pulse O;. The Withings sensor uses
Bluetooth, but it can not send the data directly to the hub. The data must
first be sent to the Withings server. It was still unclear at the time whether
the Angel sensor would arrive in time, so the focus was to make the Withings
sensor communicate with the hub.

9.3.2 Back-end
Figure [9.1] presents the structure of the database at the end of sprint 2

9.4 Implementation

9.4.1 Receive Data from Sensor

Withings uses an authentication system called OAuth, which had to be used
to receive the data from their servers. A library called python-withings was
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Figure 9.1: ER diagram at the end of Sprint 2.
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used to communicate with their and get the sensor data. This library
did not support all the values of the Withings Pulse O, sensor, so the library
was extended to include these values.

Since the sensor needed to be synced with a phone to get the data to the
Withings server and further onto the hub, the hub would not always receive
updated data when requesting data from the Withings[AP]] This led to some
problems when caching data, and making sure the database was updated.

9.4.2 Cache Data on Hub

The caching of the data on the hub seemed straight forward. There were
however some problems while caching the data from the Withings server.
It was possible to receive new data from the Withings server from the day
before, even if the hub had tried to receive data earlier that day, because the
sensor was not synced with the phone.

Considering this, the following process describes the caching of the data
on the hub.

1. The hub asks the Withings server for data from the last update of the
sensor to the current time.

2. The received data is checked against the cache to check for duplicate
measurements.

3. All new measurements are saved in the cache as a file with a time stamp
of the moment it is saved.

4. The hub saves the time stamp of the newest measurement as the latest
update of the sensor.

9.4.3 Generate Alarm for Anomalies

When a measurement from a sensor is received, it is checked against the
current threshold values for the user. O, pulse and temperature data are the
only data types that can potentially generate alarms. O, can only generate
alarm if the value is too low, not too high. If there is already an unhandled
alarm of this type for this user, a new alarm is not created. This is done to
prevent spamming multiple alarms for the same incident.

9.4.4 Display Registered Users

The team created an endpoint for users. To make it easy to follow
framework standards, a model view set was extended. This view set
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provides an endpoint for a list of users and an endpoint for details about a
specific user. To show a list of users on the front-end, angular uses the[HT TP
module to call the [URT] for the user list endpoint. If the client is authorized

as health professional, the [AP]|returns [JSON|data with a list of users. When
the front-end receives this data, it is rendered in the angular template.

9.4.5 Search for Users

Angular’s filter function is used for searching in the list of users. This gives
us an easy way to filter by name, national identification number, date of
birth and age. The search is done on the client. This is memory intensive
and slow for massive amounts of data, but really quick for small amounts
of data. As the customer has said that the number of users will be around
4000, the team decided that a front-end based search was a good solution.

9.4.6 Configure Threshold Values

Every user has a list of threshold values. These threshold values are shown
as coloured areas on the graphs. However, when it comes to configuring
threshold values, there is a user object that exposes only the newest threshold
value of each type. These values are shown in the user form. Whenever
that form is saved, the front-end checks which threshold values have been
changed, and shows a modal that presents the changes, if any. The healthcare
professional must confirm these changes to be able to save them. Whenever
that user object is posted or patched to the [API] the back-end checks which
threshold value have been changed. For each changed threshold value, a new
threshold value row with current time is created.

9.4.7 Configure Information Visible for Users

In the back-end there is a boolean field for each data type, O, heart rate,
temperature, activity. This data is shown as a set of check boxes in the user
form.

9.4.8 Display Data as Graphs

The [AP]] provides a graph data endpoint. This endpoint provides data fil-
tered by patient and data type. The[JSON]object includes three series: Lower
threshold values, upper threshold values and measurements. Each object in
a series includes an x attribute which is |Uniplexed Information and Com-|
[puting Service (UNIX)| time, (Coordinated Universal Time (UTC)) and a y
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attribute which is the value for that data point. Additionally, a measurement
object in the measurement series may or may not include an alarm object.
When a patient is opened in the front-end, the four different kinds of graph
data is requested. When it is received from the [AP]] the data is processed
to find the span of the y axis and to determine the coloured areas for the
thresholds. The Highcharts library takes care of drawing the chart based on
the data. Normal measurement points are drawn in blue, points that have a
treated alarm are drawn in red, while points that have an untreated alarm
show a clickable alarm icon. When this icon is clicked, a modal for that alarm
appears.

9.4.9 Change Timespan of Graphs

There is a bootstrap button group with buttons for several spans: Day, week,
month, year. When a button in the button group is clicked, the span of the
x-axis is set accordingly. Highcharts takes care of drawing the correct range.

9.4.10 Display Alarms

A model viewset was used in the back-end. The endpoint for the list of
alarms should serialize information about the user and the measurement. To
achieve this in an efficient manner, Django’s select_related function was used.
This creates a complex join-based [Standard Query Language (SQL)| query
behind the scenes, rather than having one or more database queries for each
alarm row, which is inefficient for large sets of data. The front-end simply
loads data from this endpoint and shows it in a list.

9.4.11 Display a Tabbed Interface

Golden Layout is an advanced layout manager written in JavaScript. It is
relatively new (released in October 2014) so it had a few bugs in the first few
versions. The lead developer has contributed to the open source project in
order to reduce the amount of bugs, and improve the usability. Among the
features in Golden Layout is a tabbed layout. There were three challenges
when implementing Golden Layout:

1. The style did not look anything like the bootstrap theme that was used
elsewhere. This was resolved by rewriting the [CSS] of the default light
theme of Golden Layout.

2. It was hard to integrate Golden Layout components with templates,
controllers and scopes in AngularJS. This problem was dealt with by
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using ng-init (for passing variables to new components), ng-include (for
loading templates) and Golden Layout’s event Emitter to pass layout-
related events between AngularJS scopes and Golden Layout.

3. Bootstrap’s responsive columns did not work nicely with Golden Lay-
out’s split view. At first, this seemed like a very hard issue. After a lot
of research about how Bootstrap’s responsive grid system works and
how Golden Layout handles component sizes, the lead developer ended
up setting a custom [CSS| class on each component based on its size.
These custom [CSY] classes would override some of Bootstrap’s default
styling behaviour for responsive grids.

Bootstrap also provides a tabbed interface. The team has used both
Golden Layout tabs and bootstrap tabs. They look the same, but the upper
tabs are draggable Golden Layout tabs.

9.5 Sprint Testing

In this sprint, the team started writing tests for the code in the back-end. It
was important that all new features written also had test coverage. The tests
that were produced was continuously run before committing new code, and
the tests had to be a success before committing. If any bugs were found, they
would have to be fixed before proceeding implementing missing features.

Since the tests were required to be a success, no larger test evaluation
was done at the end of the sprint. This was not ideal, but due to lack of
experience in testing and lack of features, the testing was not so extensive at
the end of sprint 2.

Front-end testing was postponed to sprint 3.

9.6 Customer Feedback

The customer gave a lot of feedback in this sprint which resulted in new
requirements for the project, see section [£.4.2] They approved the choice
of front-end layout and liked how it looked, but some of the text needed
rephrasing. It was made clear that the customer wanted to have a functioning
product at the end of the project.
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Burndown chart, sprint 2
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Figure 9.2: Burn down chart, sprint 2

9.7 Sprint Evaluation

9.7.1 Review

During this sprint only one meeting with the customer was held, however the
meeting was very efficient. The customers gave answers to all the questions
that were asked, and new requirements were determined.

The communication between back-end and front-end were focused on in
this sprint. At the end of the sprint the team were able to complete the
implementation of the [AP]] for patient, measurement, motivation text and
next of kin. However, the team felt progress was slow. It was during this
sprint the team members realized how far behind they were in documentation.
Many team members were unaware of the detailed requirements needed in
the report and documentation was lacking.

Figure shows the burn down chart for the sprint.

9.7.2 Positive Experiences

e The backup-sensor was easy to implement.
e The front-end had good progress.

e The main functionalities were implemented.
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e Dividing the team in three sub-teams (back-end/front-end/hub) was
effective.

9.7.3 Negative Experiences

e During this sprint only one meeting with the customer was held. The
team had many questions, and all of them had to be answered during
that one meeting

e The backup sensor was worse than anticipated. It did not automatically
measure pulse nor Oy, which was not stated anywhere on their web

page.

e The team did not use Scrum optimally, the Scrum meetings were lack-
ing and the documentation was not where it should have been.

e Because of the customer lacking technical insight it was hard to specify
requirements.

9.7.4 Planned Actions

During sprint two, the team realized that they had been spending too little
time on the project. The team leader decided to be more strict and everyone
agreed that they should spend more time on the project. Some team members
were allocated to work on the report.

9.7.5 Barriers

Because of lack of regular communication with the customer at the end of the,
it was hard for the team to update their requirements as often as needed.
Tasks that needed clarification with the customer were put on hold. The
biggest barrier however was the fact that the back-up sensor was limited
compared to the original sensor. The back-up sensor did not fulfil the re-
quirements of the customer, and this would mean that an implementation
with this sensor is not a sensor the customer can use in a real deployment.
In the end of the sprint the team also got a message that said that the sensor
was postponed, which meant that it would come too late and the backup
sensor would therefore be used for the presentation.
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Sprint 3

10.1 General

This chapter describes the planning, execution, result and evaluation of the
third and final sprint.

10.2 Sprint Planning

This was the last sprint, as a consequence, adding new requirements at this
point would have to be considered carefully. After having done little work
on documentation in earlier sprints the team now had to shift the focus to
documentation.

10.2.1 Duration
Sprint 3 began 20th of October and ended 14th of November, lasting 26 days.

10.2.2 Sprint Goal

The goals of sprint 3 was to complete the system to a level where it would
have full functionality. Also the report should be nearing completion. There
was still a few days after the sprint available to finalize the report, but all
major sections should be written.
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10.2.3 Backlog

Table shows the backlog for sprint 3. Requirements/tasks that were
not implemented in this sprint, either because there was not enough time to
complete them, or because the requirements from the customer changed (see
section , are written in italics, and the ones that have been completed

in previous sprints have a strikethrough.

Hours
User story Req. and description Est. Act.
US02 FR-S4: The sensor should send data to hub 24 30
automatically
FR-S4-A: Make sensor send data to hub 24 30
when new data is recorded
Uso1 FR-H1 Hub should send data to server when 28 24
new data is received by sensor
FR-H1-A: Make hub send data to server 28 24
when new data is received from sensor
US32 FR-H4: Hub should be able to start and 10 2
resume work after a power outage
FR-H4-A: Make sure hub starts and contin- 10 2
ues work automatically after a power outage
US02 FR-B1: The monitored values must be 16 19
stored in a database
FR-B1-E: Store data from the hub in 16 19
database
US28 FR-B4: Consecutive abnormal measure- 4 5

ments of the same type should not generate
more than one alarm
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Hours
User story Req. and description Est. Act.
FR-B4-A: Create only one alarm per inci- 4 5
dent
US10 FR-F2: Web page should display historical 8 12
data for monitored values to the user
FR-F2-A: Code for getting all data about a 8 12
user from database to front-end
US13 FR-F9: Front-end needs to display data as 10 8
a table
FR-F9-A: Front-end for list view 10 8
US12 FR-F11: Front-end needs to present a list 5 4
of unhandled alarms
FR-F-C: The alarm tab should show the 3 2
number of unhandled alarms
FR-F-D: There should be an option to only 2 2
show unhandled alarms in the alarms list
US15 FR-F13: Front-end needs to have a cus- 10 9
tomized, mobile-friendly view for when a
user is logged in
FR-F13-A: Customized front-end view for 5 6
users
FR-F13-B: Make view mobile-friendly 5 3
US16 FR-F14: Front-end needs to allow changing 6 8
of global system settings
FR-F14-A: Front-end for global system set- 3 4

tings
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Hours
User story Req. and description Est. Act.
FR-F14-B: Back-end for global system set- 3 4
tings
US17 FR-F15: Front-end needs to use [HTTPS 16 24
FR-F15-A: Use HTTPS 16 24
US19 FR-F17: The front-end interface for users 11 6

should make it possible to give voice mes-
sages to the users

FR-F17-A: Front-end implementation of 5 2
voice message for healthcare professionals

FR-F17-B: Front-end implementation of 3 2
voice message for users

FR-F17-C: Back-end storing of voice mes- 3 2
sages

US21 FR-F19: The front-end interface for users 4 3
should have the ability to notify the health-
care professionals that the user would like
to be called

FR-F19-B: Handle call request on back-end 2 1
FR-~F19-C: Display call request in alarm list 2 2

US23 FR-F21: The front-end interface should al- 5 5
low healthcare professionals to choose what
kind of information they want to see from
each user

FR-F21-A: Settings for changing the visible 5 )
information
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User story

Req. and description

US24

US25

US26

Us27

US29

FR-F22: The front-end interface should
have a form for adding new users to the
system, with standard values pre-set in the
form.

FR-F22-A: Front-end form for adding new
users

FR-F23: The front-end interface should
highlight abnormal values in the list view

FR-F23-A: Front end for highlighting of ab-
normal values

FR-F24: The front-end interface should
play a sound when new alarms are received

FR-F24-A: Implementation of notification
sound for alarms

FR-F24-B: Setting for muting of notifica-
tion sound

FR-F25: Graphs in the front-end interface
should display handled alarms differently
than unhandled alarms

FR-F25-A: Give handled alarms a different

icon than unhandled alarms

FR-F26: Graphs in the front-end interface
should update automatically with regular
intervals to get live data

FR-F26-A: Update graphs automatically
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Hours
User story Req. and description Est. Act.
US30 FR-F27: The front-end interface should dis- 5 3
play a message instead of no values if there
are no data
FR-F27-A: Show a message instead of an 1 1
empty graph if there are no graph data
FR-F27-B: Show a message instead of an 1 0.5
empty list if there are no list data
FR-F27-C: Show a message instead of an 1 0.5
empty alarm list if there are no alarms
FR-F27-D: Show a message instead of an 1 0.5
empty motivational texts list if there are no
motivational texts
FR-F27-E: Show a message instead of an 1 0.5
empty informative texts list if there are no
informative texts
US31 FR-~F28: Phone numbers in the front-end 1 1
interface should be clickable
FR-F28-A: Make phone numbers in front- 1 1
end clickable
Total 179 180

Table 10.1: Sprint backlog, sprint 3

10.3 System Design

10.3.1 System Overview

After this final sprint the system had complete functionality as specified by
the requirements in the backlog [I0.I} The finished system is described in
greater detail in section [11.2.1
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10.4 Implementation

10.4.1 Sensor Should Send Data to Hub Automatically

As the focus was changed from the Angel sensor to the backup sensor, the
implementation details regarding how the sensor should send data changed
accordingly. As long as the sensor had a mobile device with Bluetooth acti-
vated nearby running the Withings app it would synchronize automatically
with the mobile device. The mobile device would again synchronize auto-
matically with the Withings servers. This was functionality already made
by Withings. For the data to arrive at the hub, it was necessary to use the
Withings

The hub executed [HTTP| GET requests to the Withings [AP]] at specified
intervals. If there was any new data in the response, this data was cached in

the hub.

10.4.2 Hub Should Send Data to Server When Re-
ceived by Sensor

A thread in the hub pulls data from the Whitings and places it in the
cache. Another thread checks the cache at given intervals for new data. This
was done to avoid duplicated data. It is important to note that this interval
was different than the interval mentioned in section[I0.4.1l The reason behind
having a different interval for when the sensor is checked for new data and
the hub posting the data to the is that the traffic between the hub and
the should be limited. If there are 4000 users, all with their own hub,
the traffic into the central server would be substantial unless limited. If the
cache contained data that was not previously sent, it would send it. Since

the was a [API] the easiest way to send data from the hub was

to let it execute [ HTTP| POST requests to the [AP]] posting files. The
files comprise a list of measurements and hub-id. There is no personal

information about the user in the data sent from the hub. The hub-user
relationship is specified server-side.

10.4.3 Store Monitored Values in a Database

When data is received at the server after being sent from the hub, the back-
end iterates over the list of measurements posted. For every measurement, it
creates a Measurement object containing the information received and links
the included hub-id with user-id to map the measurement to a specific user.
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10.4.4 Display Historical Data for Monitored Values
to the User

The provides a graph data endpoint for current user. This endpoint
gives a simple list of measurements (no alarms are specified) from the last 7
days. If the user tries to access data he or she is not allowed to see,
403 (Permission Denied) is returned. Highcharts is used to visualize the data
in front-end.

10.4.5 Display Data as a Table Front-end

The list view uses the same data as the charts, but the ordering should be
reversed in the list view. To achieve this, Angular’s orderBy filter was used.
To use the real estate efficiently, all four lists are shown beside each other, as
bootstrap columns. If the display is too narrow for this, the lists are placed
below each other. By default, only the 15 newest measurements are shown
in a list. This is done to have a manageable amount of data to scroll through
when viewing the [Ullon a tablet. At the end of the list, you will find a button
for that can be clicked to expand the list with up to 200 more measurements.
For each measurement that has an alarm, the background for the value cell
becomes red.

10.4.6 Customized, Mobile-Friendly View for When a
User is Logged In

In order to make things easy to read for visually impaired users, the text size
is set to a relatively large size. As bootstrap is responsive and mobile-friendly
out of the box, basically, all that is needed is adding a viewport meta tag
that sets the width of the page to the width of the device.

10.4.7 Change Global System Settings in Front-end

The two global settings are sound on/off and show only untreated alarms.
These are shown as button button groups. The active setting is highlighted
with a darker background colour. When the mouse is hovered over the button
group, a pop-over that explains the setting appears on the right. When a
setting is selected, it is saved in the browser’s localStorage.
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10.4.8 Use HTTPS

If (port 80) is used, a man in the middle could obtain the client’s
auth token (and other data) by sniffing data packets, log in as the user for
that token and potentially get access to secret data. It is important to avoid
this serious security vulnerability, and it can be done by using [HTTPS| This
technology makes sure that the connection is encrypted from end to end,
so that the data packets cannot be sniffed by a man in the middle. The
team lends a linux server from [NTNU| This server was initially set up to
a sub domain of ntnu.no. In order to get an |[Secure Sockets Layer (SSL)|
sertificate for our system, a custom domain (not a sub domain of ntnu.no)
was needed. Therefore, the domain angelika.care was bought, along with a
Comodo PositiveSSL certificate. In order to be able to prove the fact that
the team owns angelika.care, the email address postmaster@angelika.care
was set up. When the keys and certificates were generated and obtained,
nginx [48] on the server was set up to serve the [API| over HTTPS| (port 443)
on api.angelika.care. The [AP]] was made accessible only through [HTTPS
and not [HTTP!

10.4.9 Audio Recordings

Before developing the sound recorder feature, the lead developer had to choice
among two technologies: Flash and [HTMIp.

Keys points for [ HTML}:
e Open standard.
e Works on mobile devices.

e Future-oriented.
Key points for Flash:

e Closed standard.
e Not compatible with mobile devices.

e Apple claims that it is dying technology H

These key points made it easy to see that was the obvious choice.
The lead developer found an open source library called Recordmp3js. This
library uses getUserMedia and Web Audio [AP]] for getting sound input from

"http://www.apple.com/hotnews/thoughts-on-flash/
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the healthcare professional’s microphone and record it. getUserMedia is im-
plemented in many browsers, including Firefox, Google Chrome and Opera.
After the sound is recorded, the raw sound data is converted to
[ture Experts Group, Audio Layer 111 (MP3)|with a JavaScript library called
libmp3lame. Since Recordmp3js is not compatible with AngularJS, the lead
developer had to develop an Angular service module that wrapped the func-
tionality of Recordmp3js in order to integrate it. To transfer the sound data
to the server, the data is encoded to base64 and included in the patient
[JSON] object. When the [AP]] receives this base64 data, it is decoded and
saved as an file. Afterwards, the [AP] provides absolute [URL to these
files. The files are playable in the web application by using the
standard audio [HTMT] tag, which is widely adopted.

10.4.10 Optimizing front-end for mobile devices

The team worked on making the front-end of the system scale to any screen
dimensions, making it compatible with any mobile device. This included
front-end view for both users and healthcare professionals. The latter proved
most challenging, as this view uses the layout manager Golden Layout, which
does not have touch support in its current version. This meant that the lead
programmer had to contribute to the Golden Layout project and, in some
cases, create work-arounds in order to make it work. Figure and figure
10.2| shows the front-end view for a healthcare professional on an iPhone 6
and an iPad 4 respectively.

10.5 Sprint Testing

10.5.1 Types of Tests

A performance test was performed this sprint. It was an important step to
ensure that the system performance was at an acceptable level. For more
information see [A.2]

Front end was also tested for compatibility with different browsers and
devices, see appendix [B] for more information.

Testing was done continuously on the back-end during development. The
[UAT] towards the end of the sprint would be a test of the whole system, and
an important step to verifying that the system covered all the requirements.

10.5.2 Test Results
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Figure 10.1: Front-end on an iPhone 6
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Figure 10.2: Front-end on an iPad 4
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Test Case ID: TIDO01
Test Case Name: Module Patient Test
Tester: Sigurd Sandve

Description: Testing of all the interactions of the patient model

Test unit: PermissionTests
Authorization is tested for wrong behaviour, by trying to retrieve the

list of patients with different permissions.

Test name Exp. Res. Act. Res. Pass/fail
unauthorized 401 401 Pass
authorized 201 201 Pass
no permission 403 201 Pass

Test unit: PatchTest
Tests functionality the healthcare user should be able to perform

after logging in.

Test name Exp. Res. Act. Res. Pass/fail
activity access True True Pass
add next of kin - - Pass
update next of kin - - Pass
reorder next of kin - - Pass
remove next of kin address - - Pass
update, reorder, remove, add nok - - Pass
add motivation text - - Pass
update motivation text - - Pass
remove motivation text - - Pass

add information text - - Pass
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update information text - - Pass
remove information text - - Pass

add, remove info and motiv text Pass

Test unit: GetGraphDataTests

Tests the graph data recieved from the sensor, and interaction with it.

Test name Exp. Res. Act. Res. Pass/fail
patient graph data endpoint - - Pass
no permission 403 403 Pass
threshold values - - Pass
graph data measurements - - Pass
graph data alarms - - Pass

Test unit: CurrentPatientTests

Tests the ”call me” functionality avaliable to the user in the user view

Test name Exp. Res. Act. Res. Pass/fail
call me request - - Pass
call me request repeatedly - - Pass

Test unit: PostTests

Tests the creation of a new user.

Test name Exp. Res. Act. Res. Pass/fail
create patient - - Pass
create patient minimum data - - Pass

unique identification number - - Pass
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Test unit: UsernameHelperTests

Tests the automatic generation of usernames.

141

Test name Exp. Res. Act. Res. Pass/fail
generate username - - Pass
from weird characters - - Pass

Table 10.2: Sprint 3 patient testing

Test Case ID: TID02
Test Case Name: Module Motivation- and Information Text Test
Tester: Sigurd Sandve

Description: Testing of all the interaction of the motivation model

Test unit: TestMotivation

Tests the creation of motivation and information text

Test name Exp. Res. Act. Res. Pass/fail
add motivation text - - Pass
current information text - - Pass
current motivation text - - Pass

Test unit: TestCronjobs

Tests if the cronjob deletes old motivation texts

Test name Exp. Res. Act. Res. Pass/fail

delete old motivation text - - Pass

Table 10.3: Sprint 3 motivation- and information text
testing
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Test Case ID: TID03
Test Case Name: Module Alarm Test
Tester: Sigurd Sandve

Description: Testing of all the interaction of the alarm text model

Test Unit: PermissionTests

Tests the permissions for accessing alarm data

Test name Exp. Res. Act. Res. Pass/fail
unauthorized - - Pass
health professional - - Pass
no permission - - Pass

Test Unit: GetTests

Tests the retrieval of alarms list

Test name Exp. Res. Act. Res. Pass/fail
unfiltered - - Pass
filtered by patient - - Pass
parse error 400 400 Pass

Test Unit: PostTests

Tests the posting of alarms

Test name Exp. Res. Act. Res. Pass/fail
handle - - Pass
handle without motivation - - Pass

Table 10.4: Sprint 3 alarm testing
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Test Case 1D: TID04
Test Case Name: Module Measurement Test
Tester: Sigurd Sandve

Description: Testing of all the interaction of the measurement model

Test unit: PostMeasurementTest

Tests all the interaction with posting new measurements

Test name Exp. Res. Act. Res. Pass/fail
post ignored measurements - - Pass
post when not authenticated - - Pass
post bad hub id - - Pass
post abnormal low - - Pass
post abnormal high - - Pass
post abnormal low repeated - - Pass
post low multiple - - Pass
post update daily activity - - Pass

Table 10.5: Sprint 3 measurement testing

10.5.3 Test Evaluation

The tests were set up to monitor the system as code was developed. If any
test failed, it was either due to new code breaking something, or that new
code changed the way the system worked. So a failure in a test was not a
definitive proof that a bug was introduced, but could mean that the change
had altered the interaction between units, and the programmer would have
to be extra careful to see how this might effect other code in the project. If
everything seemed correct, the test would have to be rewritten to reflect the
new code. The tests worked really well for this purpose, and helped the team
develop faster.
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10.6 Customer Feedback

Along with the completion of the last pieces of the front-end, the customer
was given access to try it out for themselves. This resulted in new require-
ments which is listed and described in section4.4.3l It was confirmed that no
third party should have access to the measured data, which is the case with
the Withings sensor, see The customer was pleased with the purchase
of the domain angelika.care as well as the logo the team had developed. Test
data should be included when delivering the system.

10.7 Sprint Evaluation

10.7.1 Review

As this was the last sprint, both the pressure and expectations were higher.
The whole team agreed that the focus of the last sprint should be documenta-
tion. This was because a too small amount of work regarding documentation
was done in previous sprints. However, there was still some implementation
left to do, especially on the front-end, due to new requirements from the
customer. This resulted in the lead programmer continuing with implemen-
tation during the whole sprint, while the rest of the team shifted focus to
documentation after finishing their work on implementation.

It was gratifying to see that the backlog was finished and that all mem-
bers of the team stepped up and worked both harder and more efficient.

The team also had to perform in this sprint. However the customer
was unable to give us a time slot to do this. The team would have preferred
to set up the system at the customer simulating real world usage as closely
as possible. However, lacking this option, a was performed using the
team members that had not been involved programming the front-end. This
solution was not ideal, but better than not doing a [UAT| at all. The test
showed that the system covered all the customers requirements except one,
however this requirement was completed after the testing was done. The
system was deemed compliant with the customers expectations. The full

test can be read in the appendix [A.T]
Figure [10.3| shows the burndown chart for the sprint.
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Burndown chart, sprint 3
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Figure 10.3: Burndown chart, sprint 3

10.7.2 Workshop with Designhjelpen

After having planned a workshop with Designhjelpen for a month, the work-
shop finally took place. The workshop agenda can be seen in figure [10.4]
The whole team, representatives from [TK] and several design students was
present. It started out with all parties introducing themselves and explaining
what their goal for the workshop was. Second the participants was divided
into groups consisting of both members of the team and design students.
These groups discussed, brainstormed and tried to determine ways of design-
ing the service. At the end, each group pitched their idea.

As the workshop was arranged at such a late point, it was reassuring to
see that the team already had thought of many of the ideas that emerged. All
members felt that they gained a broader understanding of how the system
could and should be used. The only downside with the workshop was that
it was, as mentioned, arranged slightly too late for it to make a serious
impact on how the system was designed. This was due to a high demand
for workshops with Designhjelpen. They could not schedule the workshop
earlier.

10.7.3 Positive Experiences

e Much changed in the early stages of this sprint, both with the Angel
sensor not arriving and a great deal of new requirements. Despite all
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PLAN - WORKSHOP MED ANGELIKAPROSJEKTET

13:30

INNSIKT OG TJENESTEFORLGP
14.00
DEL 1 - BAKGRUNNSINFO
Innsjekk Alle
Velferdsteknologi i TRH Lise/Kirsti
Trygghetspatruljen Nora
Angelika-prosjektet Martin

DEL 2 - TJENESTEFORL@P

Hvordan er tienesteforlgpet i dag?

Hvordan kan det bli med ny teknologi?

Hva er de viktigste behovene for hver enkelt?

Verktay Personas
Blueprint
Resulltat Oversikt over tjenesten

10 punkter pa hver aktar

15.00

PAUSE

GRENSESNITT
1515 16:30
DEL 3 - KONSEPTER

Hvordan kan grensesnittet se ut?

Verktey Skissing
i ming - funksjor
Brainstorming - funksjoner/visuelle framstillinger
Resultat Stort utvalg ideer og skisser!

DEL 4 - KONSEPTER | ET FORLGP

Fremstill utvalgte funksjoner fra del 3 i et sammenhengende konsept

Resultat Konkret konsept i tienesteforlap

PITCH OG OPPSUMMERING!

@ Designhjelpen

Figure 10.4: Agenda for the workshop with Designhjelpen
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these changes, the team worked steadily and managed the changes well.
e All the members of the team worked longer and harder.

e Since there was little work to be done on the back-end and the hub was
finalized early in the sprint, more of the team could focus on documen-
tation.

e Had the workshop with Designhjelpen.

10.7.4 Negative Experiences

e Since the documentation was not in focus during earlier sprints, there
was much work to be done during this sprint.

e Many new requirements emerged for the front-end and the time the
team had to finish them was scarce.

e The Angel sensor did not arrive in time.

e The workshop with Designhjelpen was perhaps slightly too late to have
an impact on the project.

10.7.5 Barriers

This sprint was marked by the biggest barrier of the project, the Angel sensor
not arriving on time. The Angel sensor is, as mentioned in section [3.3.1] not
a finished product yet. The same day as this sprint began, the team got
the message that the sensor was delayed awaiting EC [55] and FCC [50]
declarations of conformity.

The risk assessment and mitigation plan for the Angel sensor is described
in table 2.8 on page The consequence of the sensor not arriving was esti-
mated to be high, but by implementing the the mitigation plan and finding
a replacement sensor, the current impact on the project was minimal. The
team designed the system to work with the replacement sensor and at the
same time be extendible and modifiable enough to accept other sensors such
as the Angel sensor at a later point.
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Chapter 11

Conclusion

11.1 General

In this chapter the final state of the system will be described. This chapter
will also discuss opportunities for further development, along with a short
discussion of how testing was used in the project.

11.2 System Overview

11.2.1 System Summary

The finished system is a prototype, designed to be stable and functional to
a degree that makes it suitable for testing its functionality in near reality
environments. Structurally the system consists of four main components: A
sensor, a hub, the system server and the front-end web application. Two ad-
ditional components have been added as a result of changes that happened in
sprint three, see chapter The additional components are an app running
on a smart phone and a third party server. These were introduced in order
to facilitate a replacement sensor, but much of the original architecture was
maintained in order to make the system modifiable and thus compatible with
other sensors.

The sensor monitors the wearers heart rate, blood O, saturation, and
activity. Data is sent from the sensor, via a mobile app and a third party
server, to the hub. The hub then passes the data to the system server, where
it is stored and analysed for abnormal values. The server maintains a list of
alarms that it generates when it receives abnormal values from a sensor. The
data on the server is accessible for healthcare professionals and users using
the system’s web application. While healthcare professionals have access to
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the information of all users, users only have access to the parts of their own
information that healthcare professionals have approved access to.

11.2.2 Hub

The hub is developed with emphasis on modifiability regarding switching of
sensors. In figure the final structure of the hub is shown.

The hub’s responsibilities are to pull data from the sensor, cache it and
forward it to the server. In the figure referenced above, the hub script handles
the different threads that is responsible for these tasks. The thread that pulls
data from the sensor tries to do this at specified intervals. If there are any
data to be pulled, it is temporarily cached as a[JSON]file. A different thread
checks the cache at specified intervals and forwards any data that is not
previously forwarded to the server.

The modifiability regarding switching sensors is obtained by writing code
that is specific for the sensor in a subclass of the abstract Sensor class. By
implementing the methods required by the abstract Sensor class, a new sensor
can be integrated into the system without changing the rest of the structure.

11.2.3 Back-end

The back-end is developed with Django and Django REST|Framework. These
popular and well-documented open source frameworks are designed for high
security, dynamic development and readable code. The code is tested us-
ing Django’s test framework. The database queries generated by Django’s
Object-relational mapper are optimized for high performance in a single-
server environment with a PostgreSQL database. However, Django makes it
easy to swap the database, in case that should be necessary later. During
development, permissions has been a focus. The data stored in the system is
sensitive personal data and has been made inaccessible to users without the
correct permissions.

The team has also focused on writing tests for the [APIl The main reasons
are; check that the code works as expected when implementing new features,
and after having modified old code, ensure that the existing behaviour of the
application has not changed unexpectedly. Django’s test-execution frame-
work makes this easy.

The back-end provides two different front-ends: The [REST|[API] which is
browsable, and Django Admin. The [REST|[AP]|is standardized and provides
typical endpoints for [Create, Read, Update, Delete (CRUD)| The
is what provides data (in format) for the front-end. Django
Admin is an admin interface that is only available for super users (system
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administrators). It provides forms for all the models in the system. This
interface can be used to do tasks that are impossible in the Angular front-
end, such as connecting a user with a hub, and deleting a user.

11.2.4 Front-end

The front-end is developed with focus on usability, a diagram describing
structure of the front-end can be seen in figure 6.2

The front-end pulls data from the server, or back-end, and presents this
to the system users. It provides different views for the two user groups,
healthcare professional and user. The healthcare professional can view all
information about all users, edit this information, and control what sensor
data users should be able to see. Healthcare professionals can also view and
handle alarms. Users can only view sensor data from themselves that have
been approved by a healthcare professional, they can not see any alarms.

The front-end’s main responsibilities is to get the latest alarms from the
back-end and notify healthcare professionals when a new alarm is generated.
It also provides an easy to use interface for the healthcare professional to
view and edit user information.

11.2.5 Production Server
e Front-end [URL} http://angelika.care

[APT[URL} https://api.angelika.care

Django Admin [URLf https://api.angelika.care/admin/

Owner: NTNU

Geographical location: Glgshaugen, Norway

Operating system: Ubuntu 14.04

e [HTTP]|server: nginx
e (Web Server Gateway Interface (WSGI)| server: uWSGI

° Certificate: Comodo PositiveSSL

e GZIP [47] compression enabled


http://angelika.care
https://api.angelika.care
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11.3 Further Development

11.3.1 HL7

If the system is to be integrated with other healthcare systems in Norway
it has to use nationally recognized standards. is on its way into the
Norwegian system, but other standards might be considered. The reason that
this was not implemented in the time of this project is because the standard
and the national guidelines for its use is not quite mature. The customer
therefore removed this requirement during sprint three, see section [.4.3]

11.3.2 Sensor

Using the Withings sensor raises privacy related issues. The Withings sen-
sor can only synchronize its measured data with a mobile device running
the Withings app. This app automatically sends all measured data to the
Withings servers. If the data is to be used in any way, it has to be re-
trieved through the Withings [APIl During a meeting with the customer it
was clearly stated that any data measured could only be owned by and
neither be owned or accessed by any third party, effectively maintaining the
users privacy. The backup sensor will therefore not work as a replacement of
the Angel sensor, but as a backup to show the potential of the system.

Modifying the system to use the Angel sensor, or any other sensor, has
been a major focus for this project. Thus, modifying the system to accept
another sensor that is both more versatile and less restricted by privacy issues
is a logical step ahead. The reason why this was not done during the project
is, as stated in chapter[10] that the Angel sensor did not arrive at the planned
time.

11.3.3 Further Improvements to the Front-end

The front-end interface has received a great deal of focus, but it could still
benefit from further development. For example by improving the graphic
representation of data, both for healthcare professionals and users, but pri-
marily for the user. The user side of the service have never been the focus
for the customer, but it is still an area with many interesting possibilities.
For further development of the system, one might want to research ways of
visualizing the sensor data for the user in an understandable and motivating
manner.

Towards the end of the project the team experimented with the idea of
presenting user with a fuel gauge. By combining the measurements for a user
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into a single value that can fill the gauge. This will give the user a simple
representation of how well he/she is doing.

11.4 Testing

11.4.1 Testing Methods

Testing was somewhat overlooked at the beginning of the project. This was
partly because the team had a very slow start where planning and require-
ment specification took up most of our time. Lack of experience writing and
performing testing was also a factor. However, the team took necessary steps
to learn about this later in the project.

The team had around 50 tests for the back-end running continuously
making sure new code did not break old code. This was especially important
to ensure that data management and logic was kept intact as the system
grew more complex.

At the end of Sprint 3 the team completed a full where all the
requirements where tested by using the user stories [4.6[ which were produced
using the requirements gathered from the customers. The passed with
all points except for one user story. However this user story was only a minor
feature and not vital for the system to function.

11.4.2 Testing Conclusion

Overall, testing could have been done better, however the team is happy to
have had tests during development of the most important aspect, handling
of the data. Doing a full system test at the end making sure the require-
ments was met was also an important milestone making sure nothing was
overlooked, and that the system performed as expected.

11.5 Summary

The project objective was to create a service that utilizes a sensor to monitor
a user’s vital signs, and makes this data available to healthcare professionals.
Providing healthcare professionals with this data, the system can make their
work more manageable by examining users’ current situations faster, limiting
home visits, and improving communication with users. Another objective for
the team was to create a solution with high modifiability, in order to make
the service adaptable and able to change according to the customer’s needs.
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The team believes that the solution presented in this document achieves these
objectives and will be a sound resource to build future development on.



Chapter 12

Project Evaluation

12.1 General

This chapter provides an evaluation of the project, mainly describing how
the team felt about different aspects of the project after it was completed.

12.2 Team Dynamics

12.2.1 Goals and Team Building

The team consisted of seven students from [NTNU| chosen randomly from
the class. At the start of the project, the team did some exercises to improve
relations within the group. The team also had to share previous experience
and knowledge to help planning and choosing project roles. There was also
a mandatory lecture focusing on team building. Here the team decided on
some group goals, reiterated below:

e Working prototype

e Good presentation

Well written report

Satisfy the customer

Easy to use product

e Learn as much as possible
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12.2.2 Team Evolution

The team evolved a lot during the group project. From knowing close to
nothing about each other, to knowing each other’s strengths, weaknesses,
and personalities. There were not any internal conflicts within the team
during the beginning of the project, but this was not necessarily a good
thing. In fact, a reason for this might be the fact that everyone did what
they wanted to do in the earlier stages of the project. The team lacked
understanding of the amount of work required, and progress was slow. As
the project progressed, everyone agreed to increase their effort. The team
members having put less hours into the project had to start working more
in order to finish on time. A combination of time pressure, and that team
members now knew each other actually created some heat within the group.
The team evolved from a state where everyone did what they wanted, to a
state where a leader assigned tasks. The team was not afraid to be critical
of each other and pushing each other to perform as expected.

12.2.3 Roles and Responsibilities

There were some changes in the assigned roles during the project. The sub-
team division where members worked on different layers worked out nicely,
but other parts of the project needed more focus. This caused a reshuffle of
the roles where many team members wrote the report full time.

The team found that the members of the different sub groups spent con-
siderable time learning the different technologies, there was simply no time
to have people learn more than the technology for one layer. By changing
responsibilities new ideas might have been introduced to the different divi-
sions of the project, but this gain was estimated to be smaller than the time
it would take re-training a team member.

12.3 Risk Handling

R1. Conflict between team members There were minimal conflict be-
tween the team members, but towards the end of the project, some
tension sparked. Some team members were stressed about finishing
the project on time, and to a high standard, and did not feel that
all team members were pushing their own weight. The problems were
discussed and the tension between the team members was relieved.

R3. Other commitments or coursework interfere with the project
Other coursework did interfere with the project somewhat, but as most
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of the team members do not take the same courses, the weight of one
team member having to prioritize other school work was relieved. Ex-
tracurricular activities were a bigger liability for the team, some team
members prioritized leisure activities before project work.

RA4. Failure by team members to attend meeting As the project pro-
gressed, team members were less and less inclined to come to meetings.
Cake punishment were observed for a time, but the incidents became
so frequent that the team resigned in trying to enforce the attendance
duty. The impact was minimal though as most team members were
hard working and able to distribute the added work evenly.

R5. Illness/absence This risk is related to R3 and R4, illness was only an
issue at the end of the process when a team member became ill with
diarrhoea.

R6. The Angel sensor does not arrive in time This is described in sec-
tion [10.7.5] This did occur, but was handled with minimum negative
effect on the system and the course of the project.

12.4 The Scrum Process

At the start of the project, during the pre-study, the team decided to use an
agile development method for the development process. Only one of the team
members had any previous experiences with agile development, apart from
attending lectures and reading about the theory behind the methodology.
During the first sprint, this inexperience with the process lead the team to do
far to little planing. The sprint was started to early and thus the team had to
work on what had not been established during pre-study and planning phase.
This meant that little development could be done during the first sprint.
Another aspect with the Scrum process that was problematic for the team
to carry off, was the delivery of the product at the end of each sprint. The
customer did not always have the opportunity to schedule a meeting at the
end of each sprint. Thus, the deliveries could not be carried out as specified
by the strict Scrum rules. The team had to adapt a more pliant form of agile
development where the customer was precedented with the current state of
the product at every customer meeting. This was useful for the team, since it
proved hard to gather requirements from the customer without showing them
explicit examples of how the team imagined the finished product. One could
say that the team adapted a development methodology uniting customer-
driven design and Scrum.
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The main experience that the team has had from using, or attempting
to use, Scrum in this project is that it is exceedingly challenging for an
inexperienced team to keep to the very structured style of Scrum. Without
having at least one member with significant Scrum experience to drive the
process, it might actually be near impossible to manage the process in a
satisfactory manner. Despite the difficulties the team has had with Scrum,
the process has been quite instructive and the members of the team have
learned much about the methodology.

12.5 Time Estimation

Estimating time usage is always challenging, especially for an inexperienced
team. One aspect of time estimation that was not taken into account from
the start of the project, but became evident when development started, is
how much time would be spent waiting for requirements. When development
started, the team had to have regular meetings with the customer in order
to keep the flow of the development up. When the time between meetings
was to long, the team was pacified by not having clarified all functionality
with the customer. Not all aspects of the functionality could be determined
in advance, some questions about functionality only became apparent as an
effect of implementing other, customer specified, functionality.

The time that was estimated by the course staff to finish the project,
was approximately 2200 hours, the team’s effort have been slightly over 2000
hours. This 200 hour variation from the estimated time is in part due to
having to wait for specifications from the customer. This is not because the
customer was uncooperative, it was merely time-consuming to plan meetings
to get feedback on the progress of the project. This sometimes left the team
unable to continue the implementation until after meeting with the customer.

12.6 Quality Assurance

This section will discuss how the measures for quality assurance that were
decided in section [2.4] have affected the quality of the project.

12.6.1 Routines for Producing High Quality Internally

The use of pull requests assured a high level of quality for the code, this
practice stopped numerous mistakes and lines of substandard code ending
up in the main branch.
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The different development teams worked together in teams most of the
time. This did as suspected contribute to knowledge transfer between the
more experienced members of the team and the less experienced.

12.6.2 Routines for Approval of Phase Documents

The routines were changed a bit as the project progressed, the team needed
feedback on the state of the product more often than what was proposed in
the planing phase. Therefore the team presented and received feedback on
the state of the product on every customer meeting after the implementation
had started.

12.6.3 Procedures for Customer Meetings

At the start of the project the team produced and sent agendas as proposed
in the planning phase, but as the project progressed the agenda was replaced
by a list of questions and the meetings became less formal and more direct
in terms of gathering requirements from the customer. This was a concious
choice by the team because the customer had limited time for meetings.

12.6.4 Procedures for Advisor Meetings

Having frequent advisor meetings was important for the team to ensure
progress and resolving issues or uncertain elements involved in the project.
Also the advisor provided contacts to people that could help answer questions
the team had during development.

12.6.5 Document Templates and Standards

Producing templates (See Appendix [D]) for documents concerning meetings
and reporting was a good choice to save time and making sure that everything
was consistent from week to week.

12.6.6 Coding Routines and Standards

Coding in the back-end was done following the standard, which is the
de-facto code style for Python [45]. This standard covers code layout, naming
convention, and commenting.
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12.6.7 Version Control Procedures

Using Git version control system proved to be a good choice. There were no
problems during the project synchronizing the code and making sure everyone
had the latest builds.

12.6.8 Internal Reports

Using Trello for assigning tasks and keeping track of progress was a
very neat way of organizing the project. Although this tool was not used to
its full potential by the team, it still helped the team to organize.

Google Drive (see section was a great way to organize documents
shared among the team members, and allowing multiple members to work
on the same document seamlessly.

12.7 Customer Relations

Throughout the project the team and the customer maintained a good rela-
tion with frequent meetings and communication by e-mail. The team were
originally assigned one customer contact, but for the duration of the project
the team maintained contact with two other customer representatives as the
originally assigned contact rarely had time for meetings. The customer rep-
resentatives have been easy to get in touch with, and very helpful. In the
start up period of the project the team and customer had meetings every
week, but as the development process progressed the frequency diminished.
Towards the end of the project meetings were only held once every other
week. Even though there were fewer meetings, the team still shared updates
with the customer by e-mail.

The biggest challenge with the team had with the customer, was that
the representatives had no specific idea of what they wanted. This meant
that the team had to use a lot of time trying to find out what the customer
wanted. By applying user-centred design principles, the process of determin-
ing demands was made more manageable. User-centred design does not help
with determining all requirements, but it was helpful when finding require-
ments for the front-end. This is reflected in the amount of requirements the
team was able to gather for the front-end functionality, and the lack of cus-
tomer specified requirements that were gathered for more technical aspects
of the system.

Having a customer who was unable to hand over a list of requirements
for the system was, in addition to being a challenge, also the most fun and
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interesting part of the project. It meant that the team had to do a lot of
requirement specification, talking with the customer and making mock-ups
and presenting suggestions. This made the process very creative and fun.
This might not have been the case though, if the customer representatives
had not been equally enthusiastic and interested in creating a great solution.

12.8 Advisor Relations

The team’s advisor, Jon Atle Gulla, was an important resource for the
project. He helped push the team to work more and endeavour to create
a high quality product. Gulla was also able to suggest people that could
help with the project. The weekly advisor meeting was a driver for the team,
something to work towards. At the meetings the team would have to be
able to justify choices that had been made and present what progress had
been made the previous week. The advisor often had other conditions than
the customer for what was good for the project. By pleasing both parties
the team was of the conception that the final product would be of a higher
quality.

12.9 Course Evaluation

Overall the team’s experience of the course has been very positive. There
are still some points that may have been done better.

e Structuring the report was demanding, the team had to spend time
looking through old reports in order to make a structure for the report.
This time would have been better spent writing real content for the
report. It would have been very helpful if there had been a guest
lecture with focus on structuring and writing a big report.

e The team had problems using Scrum in an optimal way, the guest lec-
ture was not very helpful in enabling the team to carry out the process.
It might be better to use a workshop approach, where the teams could
be guided through and try the Scrum methodology, supported by an
experienced Scrum user.

e The lecture in group dynamics was too late and the format did not
work. Putting all the course participants in one big lecture hall was
not optimal. It might be better to include this in the proposed Scrum
workshop, letting the team members get to know each other through
working with Scrum.
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e The team found that a workshop with Designhjelpen was very helpful
in exploring the problem for the project and collecting requirements
from the customer. It might be a good resource for all projects in the
course, especially early in the proses as it gives the team a kick start
on the project.

12.10 Summary

Taking this course and working on this project for has been an educa-
tional experience. The team has learned about software development, keeping
customer relations, and working as a group. By working on a product for
welfare services the members of the team also learned about the healthcare
sector in Norway and challenges the sector is facing.

The team have been fortunate to work with such a relevant and inter-
esting problem, and all team members believe that this has been a valuable
experience.
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Appendix A

Test Cases

A.1 User Acceptance Testing

does three things for our project: It provides a measure of how well the
system is compliant with the customers requirements. It also provides a way
to expose functional logical problems that regular testing might have missed
out on. Finally it provides a measure of how "done” the system is.

The [UAT]was done one the 13th of November, one day before sprint 3 was
scheduled to be done. Sprint 3 was the last sprint, so most functionality was
expected to be done by this point. Furthermore it was important to perform
this test to get an overview and make sure that no important functionality
was missing.

The test was performed with a user unfamiliar with the front-end. The
user would perform the tasks described in the user stories, with no help
from the test leader, however the user was allowed to ask questions. This
way confusing elements or poor design might also be discovered by the test.
Some of these things were written down as cards for the front-end team, but
are not documented here.

The should ideally be performed with the customer in the real en-
vironment the system is intended for, however this was not possible with the
resources available for the customer. This is why the test was done with a
team member instead.

Test Case ID: UATO01

Test Case Name: User Acceptance Test
Tester: Sigurd Sandve

Description: Testing of the full system
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Test unit: User Stories

Each user story will be tested using a user unfamiliar with the system

User Story Result Comment

US01 Pass
US02 Pass
Uso03 Pass
Uso4 Pass
USs05 Pass
US06 Pass
uso7 Pass
USso08 Pass
Us09 Pass
US10 Pass
US11 Pass
US12 Pass
US13 Pass
US14 Pass
US15 Pass
US16 Pass
US17 Pass
US18 Pass
US19 Not done This feature was not implemented at the time of testing
US20 Pass
US21 Pass
US22 Pass
US23 Pass
US24 Pass

US25 Pass
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US26 Pass
Us27 Pass
US28 Pass
US29 Pass
US30 Pass
US31 Pass
US32 Pass

Table A.1: User Acceptance Testing

US19 is found in table[4.6] but is also seen below. The reason this require-
ment was unsuccessful was because this feature was not implemented at the
time of the testing. This feature was implemented after the the completion
of this test and tested alone.

"As a healthcare professional, I want to make an audio recording of a
message to a user, because this will both save me time and the user might
find it easier to listen to a message rather than to read it’ﬂ

The result of the testing was that the system performed as expected
and that the system was capable of satisfying the requirements set by the
customer. No major faults were found in the system.

A.2 Performance test

A performance test was done at the end of sprint 3, where a script was
created that generated a lot of data for the system. This was done to detect
potential weaknesses in the system. Around 5800 users were created, 150 000
threshold values and about 2 700 000 measurements. It takes 0.3 seconds to
get a set of measurements and 6.2 seconds to get all the users. Searching
for a specific user takes 0.1 seconds. A stress test was also performed where

1User Story 19
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about 20 000 alarms were created in a short time span, and this caused no
problems for the server.



Appendix B

Front-end testing

Test Case ID: FETO01
Test Case Name: User Acceptance Test
Tester: Iver Jordal
Description: Testing of the front-end on different systems
Smart phones: iPhone 6 (i0S 8)

HTC One X (Android 4.0)

Nokia Lumia 820 (Windows Phone 8.1)
Tablets: iPad 2 (i0S 7)

Acer Iconia A1 (Android 4.4)

Desktop browsers: Chrome

Firefox

Opera

Internet Explorer
Safari

Table B.1: Front-end Testing

This table shows the different types of environments that were tested after
development was done. The front-end works on all devices listed in the table.
The design is responsive, so that it adapts nicely to all the different screen
widths. One thing worth mentioning is that Safari and Internet Explorer
don’t have the features required for recording sound with HTMLS5.
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Appendix C

User and Developer Manual

C.1 Front-end

C.1.1 Introduction

This is the user manual for the system, aimed at teaching healthcare profes-
sionals how to use the system.

C.1.2 Logging in

Figure shows the login screen. Insert username and password and hit
the "Logg in” button to access the system.

C.1.3 Tab interface

The system uses a tab based interface, meaning that several users can be
open at the same time, represented by a tab. This is illustrated in the figures
below. Figure shows the toolbar as it is when the system is first started.
These three tabs contain key functionality and cannot be closed. Each of
these tabs will be described in detail later. The number next to ” Varsler”
shows the number of unhandled alarms. In figure [C.3] three users have been
opened, and the active user is highlighted in blue. To switch active tab,
simply click on the desired tab. A tab can be closed by clicking the 'x’ on
the right side of the tab. A tab can be moved by clicking and dragging it.
Figure shows what happens when a tab is dragged to the right of the
screen: the screen will be split horizontally with the dragged tab on the right
and the other tabs on the left. Figure shows this view. A tab can also
be dragged to the left, top or bottom part of the screen, resulting in the tabs

173



174 APPENDIX C. USER AND DEVELOPER MANUAL

J Angelika

3 Brukernavn

a8 Passord

Figure C.1: Login screen

A Varsler ﬂ Q. Brukere {} Innstillinger

Figure C.2: Tab interface, no open users

splitting the screen the same way. Figure illustrates how to place a tab
back among the other tabs.

C.1.4 Alarm overview

The tab ”Varsler” (English: ”Alarms”) provides an overview over recent
alarms in the system. This is shown in figure [C.7} It shows a table with the
name of the user, the time of the alarm, the alarm type, and whether the
alarm is handled or not. To get more information about an alarm, simply

click on it (see section |C.1.9)).

C.1.5 Users list

The tab ”Brukere” (English: ”Users”) shows a list of all registered users in
the system. See figure [C.8 The search field enables search on name, date of
birth or social security number, and updates the list dynamically on every
key press.

A Varsler o Q Brukere {} Innstillinger A Atle Dyrstad 2 Arild Jansen 2 Rigmor Andreassen x

Figure C.3: Tab interface with open users
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AvVarsir @)  QBrukere £ Innstillnger
Qinfo ol Grafer ister @ Rediger

Arild Jansen

Fodselsnummer 20103931569

Alder 754ar

Toletonnummer 64264340

Adresse arbeiderveien, 0030 Osio
Varsler:

Tid

17.11.2014 . 1234

17112014 1. 1232

17.11.2014 . 1231

17.11.2014 K. 1230

2 Atle Dyrstad & Arild Jansen

Type

Lav O,-metning

Hoy puls

Hoy temperatur

Lav temperatur

@ Endre

@ Endre

@ Endre

Notis. ‘Sokeord

L Rigmor Andreassen

O info ot Grafer ister @ Rediger
Rigmor Andreassen
Fodselsnummer 22085391945
Alder 61ar
Toletonnummer 43336205
Adrosse arbeidervlen, 0030 Oslo

Ingen parorende er registrert

Figure C.4: Dragging a tab to the right of the screen

Avarsier@  QBrkere £ Innstilinger

@i MiGrafer  iSlister (& Rediger

Arild Jansen

Fodselsnummer 20103931869

Alder 754r

Tolefonnummer 64254940

Adrosse arbeiderveien, 0030 Oslo
Varsler:

Tid

Type
17.11.2014 1. 1234 Lav O,-metning

17112014 . 1232

Hoy puls.
17.11.2014 . 1231 Hoy temperatur
17.11.2014 . 1230 Lav temporatur

Figure

A Atle Dyrstad

2 Arild Jansen x

Ingen parorende er registrert

Handtert Rediger

via @ Endre
via @ Endre
via @ Endre
via @ Endre

2 Rigmor Andreassen x

Qinfo ol Grafer = Lister @ Rediger

Rigmor Andreassen

Fodselsnummer 22085391545 ngen pirorende o regisrert
Ader orar

Toletonnummer 45336206

Adresse arbeiderveien, 0030 Osio

Varsler:

Tid Type Handtert Rediger Sekeord
17.11.2014 k. 12.34 Lav O,-metning v Ja & Endre
17.11.2014 kL. 12.32 Lav O,-metning v Ja @ Endre.
17.11.2014 kl. 12.32 Lav O,-metning v Ja & Endre
17.11.2014 kl. 12.30 Lav puls. v Ja @ Endre

C.5: Two tabs splitting the screen horizontally
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-
AVarsier @ QBrukere  innstilinger L AtleDyrstad x & Arild Jansen x )
BS" 3 Rigmor Andreassen
O info i Grafer = Lister @ Rediger
Oinfo  MiGrafer  Elister (& Rediger
Arild Jansen .
Rigmor Andreassen
Fodselsnummor 20100901860
Fodselsnummer 22085001945
Ader 540
Ador s1ar
Teletonnummer 64254940
Telstonnummer 45336295
Adresse arbeiderveien, 0090 sk
Adresse arbeidervelen, 0030 st
Varsler:
Ingen parorende o registrrt
Tid Type oet o _ Notis. Sokeord
17.11.2014 k. 12.34 Lav O-metning vJa & Endre
17.11.2014 k. 12.32 Hoy puls. vJa & Endre
17.11.2014 Kl 12.31 Hoy temperatur v Ja & Endre
17.11.2014 k. 12.30 Lav temperatur v Ja & Endre

Figure C.6: Dragging a tab to place it next to other tabs

A Varsker @@ Q, Brukere £ Innstillinger A 0Ola Nordmann

Navn Tid Type Handtert
0Ola Nordmann 18.11.2014 kl. 23.01 0z-metning £ Nei
Torgeir Haaland 18.11.2014 k. 10.23 Ring meg 25 Nei
0la Nordmann 18.11.2014 kl. 23.02 temperatur v Ja
Torgeir Haaland 18.11.2014 kl. 10.25 Hey puls + Ja
Torgeir Haaland 18.11.2014 kl. 09.26 Hey puls v Ja
Torgeir Haaland 18.11.2014 kl. 00.38 Ring meg v Ja
Torgeir Haaland 18.11.2014 kl. 00.28 Ring meg + Ja
Torgeir Haaland 17.11.2014 kl. 20.05 Hey puls v Ja
Lars Overhaug 17.11.2014 kI 12.33 Hay puls + Ja
Kari Nordmann 17.11.2014 kI. 12.33 Lav Oz-metning v Ja
Viswanathan Anand 17.11.2014 kl. 12.33 Lav temperatur " Ja
Ruth Magnhild Tresheim 17.11.2014 k1. 12.33 Lav Oz-metning + Ja
Ruth Magnhild Tresheim 17.11.2014 kl. 12.32 Lav Oz-metning v Ja
Viswanathan Anand 17.11.2014 k. 12.32 Hay puls + Ja
Kari Nordmann 17.11.2014 kl. 12.32 Lav Oz-metning v Ja
Lars Overhaug 17.11.2014 kl. 12.32 Lav puls " Ja
Kari Nordmann 17.11.2014 k. 12.31 Lav Oz-metning + Ja

Figure C.7: Alarm overview
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A varsier ) £¥ Innstillinger

Q, | Overh
Navn Personnummer Alder
Lars Overhaug 03063544514 79 ar

Figure C.8: User list

C.1.6 Settings

The settings tab (see figure contains a button for adding a new user (see
section [C.1.7)), switches for enabling/disabling sound and filtering of alarms
(showing only unhandled alarms), and a Log out button.

C.1.7 Adding new user

The 'New user’ tab is divided into five sub-tabs, shown in figure

First, there is a tab for adding general information, like name, national

ID number and address (see figure [C.11]).

Next, the tab ”Normalverdier” (Eng.: ” Threshold values”, see figure|C.12))
is for specifying the threshold values for the user. Max O2 saturation is set
to 100 % by default.

The tab ”Synlige malinger” (Eng.: ”Visible measurements”, see ﬁgure
contains check boxes for setting the visibility of the different types of mea-
surements, both for the user (on the left, everything disabled by default) and
healthcare professionals (on the right, everything enabled by default).

”Meldinger til bruker” (Eng.: ”Messages to user”, see figure has
got buttons for adding motivational and informative texts that the user can
see. It is also possible to record an audio message attached to a motivational
text by hitting the ”Spill inn talebeskjed” (Eng.: "Record audio message”)
button. You may need to allow the web browser to access the microphone in
order to do this. While the system is recording (see figure , a bar will
display how long the audio clip will be. When the recording is done, hit the
”Stopp” (Eng.: ”Stop”) button. Finally, the ”"Pargrende” (Eng.: ”Next of
kin” | see section tab can create one or more next of kin for the user.



178 APPENDIX C. USER AND DEVELOPER MANUAL

A Varsler @) Q Brukere £ Innstillinger

A Spill en Iyd nar det kommer nye varsler

Y Vis kun uhandterte varsler

== Ny bruker

(> Logg ut

Figure C.9: Settings

A Varsler @) Q Brukere £ Innstillinger 2 Ola Nordmann > Ny bruker x

© Info om bruker I8 Normalverdier & Synlige malinger 4 Meldinger A Pirarende

Figure C.10: Sub-tabs in new user tab
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@ Info om bruker ™ Normalverdier & Synlig

Fornavn

Ola

Etternawvn

Nordmann

Fadselsnummer

03063544514

Telefonnummer

48765432

Adresse

Sverdrups vei 14

Postnummer

7020
Poststed

Trondheim

Figure C.11: New user tab, next of kin
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© Info om bruker !® Normalverdier & Synlige malinger i Meldinger 2 Parerende

Det generes varsler hvis verdiene gar utenfor disse grenseverdiene

02-metning Min (%) Maks (%)
90 100
Puls Min (slag/min.) Maks (slag/min.)
50 130
Temperatur Min (C) Maks (°C)
36 38

EE D

Figure C.12: New user tab, general info

© Info om bruker !® Normalverdier & Synlige mélinger X Meldinger 2 Parorende
Synlig for bruker Synlig for helsepersonell
[ Aktivitetsmalinger ¢ Aktivitetsmalinger
"] Os;-metning #| O,-metning
] Puls ¥ Puls
[ Temperatur ¥/ Temperatur

[ HLagre | 26 Avone |

Figure C.13: New user tab, threshold values
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© Info om bruker !® Normalverdier © Synlige malinger i Meldinger 2 Parerende

Motiverende tekster

® spill inn talebeskjed m

P + Det er klart for lydopptak

== Legg til ny motiverende tekst

Informative meldinger til bruker

= Legg til ny informativ tekst

L3

Figure C.14: New user tab, messages

[ Stopp

70/20s

Figure C.15: New user tab, recording audio message

@ Info om bruker 18 Normalverdier @ Synlige malinger ¥ Meldinger & Pirorende

% Hovedparerende
Navn

Mari Nordmann

Telefon
90897867

Rolle
Datter

Adresse
Osloveien 27, 7018 Tront

= Legg til pirarende

Figure C.16: New user tab, messages to user
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A Varsler @@ Q. Brukere ¥ Innstillinger A 0la Nordmann
[ @ Info ol Grafer £ Lister (& Rediger ] 1
Ola Nordmann

Fadselsnummer 08012626701 % Hovedpararende:

Alder 88 ar & Per Nordmann

Telefonnummer 98765432 j‘ Q Klokksteinvegen 8, 7088 Heimdal ]
Adresse @Emt Lies veg 10, 7024 Trandha\m]e_‘ 2

Varsler:
Tid Type Handtert Rediger Notis Sekeord
18.11.2014 k. 23.01 0z-metning £ Nei & Merk som handtert 3
18.11.2014 k.. 23.02 temperatur + Ja & Endre Feber

Motiverende beskjeder:

Feler du deg ensom? Snakk med Ole-Petter :)

Informative beskjeder:

Det blir felles tur til Marinen pa lardag. Ring 45683948 hvis du vil bli med.

Figure C.17: User info

C.1.8 User info

The user info page shows a summary of information about the selected
user. Figure illustrates this. One the top (marked with 1) are four
sub-tabs: "Info” (described in this section), ”Grafer” (Eng.: ”Graphs”, see
section , "Lister” (Eng.: "Lists”, see section and " Rediger”
(Eng.: "Edit”, see section. Below are key information about the user.
Addresses (marked with 2) are clickable, which will open a new window with
Google Maps on this address. There is also a section for alarms. For each
unhandled alarm, there is a button called ”Merk som handtert” (Eng.: ”Set
handled”, marked with 3 in the figure). Motivational and informative texts
for the user are displayed at the bottom.

C.1.9 Handling alarm

The handle alarm dialogue is shown in figure It starts by listing the
time, type, value and normal (threshold) values for the alarm. To mark
an alarm as handled, check the check box "Handtert” (Eng.: ”Handled”).
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Handter varsel

Tid: 18.11.2014 kl. 23:01
Type: (0z2-metning

Verdi: 88 %

Navzrende normalverdi: 90-100 %

Handtert: "2

Notis:

Legg inn ny motiverende tekst:

Sekeord:

Figure C.18: Handle alarm

It is also recommended to write a note about what happened, and it is also
possible to add a new motivational text, and a keyword for the incident. Click
"Lagre” (Eng.: ”Save”) to save or ”Avbryt” (Eng.: ”Cancel”) to discard
changes.

C.1.10 Graph view

The graph tab displays sensor data in graphs (see figure . The line
graphs have green and red background colours that indicates threshold val-
ues. If a point is inside the red area, it means it is an abnormal value. An
unhandled alarm is indicated by an exclamation mark icon, marked in the
figure with 1. When the alarm has been handled, the icon changes to a red
dot (marked with 2). To handle an unhandled alarm, click on the icon, and

the handle icon dialogue will open (see section |[C.1.9). To change the time
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span of the graphs, click one of the buttons in the upper left corner (marked
with 3).

C.1.11 List view

The list tab displays sensor data in table form (see figure |C.20). A red
background colour on a cell indicates an abnormal value. Click on a red cell
to open the ’handle alarm’ dialogue (see section |C.1.9).

C.1.12 Edit user
The edit tab is identical to the 'new user’ tab. See section [C.1.71

C.2 Configure a new hub

It is important to note that before a hub can be configured, the user who
will use the hub must be created from the front-end interface and the hub
itself must be created in the back-end administration interface along with
the relation between them.

To create a hub, navigate to the back-end administration interface and
create a new user (legg til bruker) fill out username and password and click
"lagre”. This information is needed later when configuring the hub. More
options becomes available. Under ”grupper” select "hubs” and click "lagre”.
Now, find the user that the hub should belong to under ”Patients” and add
the newly created hub from the drop-down menu on that patient.

Software to format and write to an [Secure Digital (SD)|card is required.
SDFormatter [51] is recommended for formatting and Win32DiskImager [52]
is recommended for writing. To configure a hub, the following is needed:

e Raspberry Pi, model b+ was used during development.
e Ethernet cable connected to the internet.
e Micro cable to power the Raspberry Pi.

e [SD| memory card, either mini{SD| card or micro{SD| card, depending on
the Raspberry Pi model. Must be at least 4 [Gigabyte (GB)] Micro{SD]
card is needed for Raspberry Pi model b+.

e Equipment to read/write the memory card, for example a computer
with an [SD] memory card slot or a [USBJ|[SD| card dongle.
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Lister (& Rediger

3

02-metning

H
=
2
k
]
12 nov. 13. nov. 14. nov 15. nov 16. nov. 17 nov 18 nov.
Puls =
140
120
g
£ 100
£
i
k)
= 80
60
40
12.nov 13 nov 14.nov 15.nov 16. nov 17 nov 15, nov

Temperatur

Temperatur (C)

12.nov 13.nov 14.nov 15. nov 16. nov 17. nov 18. nov

Fysisk aktivitet

4000

Antall skritt per dag

18. nov 19. nov

Figure C.19: Graphs
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O Inf & = List  Redig

02-metning Puls Temperatur Aktivitet

Niverende noaerder: 0100 % Navarends normaerder 50-120 sag/in Navarands nomaerder: 338 °C

T Wling Ta Wling T Wating i Waling
112014 M. 2251 % 18112014K.2250 Tastaginin 11201442257 @2% Tt 1700 skitdag
17.11.2014 k. 2251 9% 17.112014 k. 2253 66 slag/min 17.11.2014 k1. 22.57 37°C 17.11.2014 2800 skiitt/dag
61120142251 ' 161120142258 68 sagmin Te112014.2257 wa% Ter10m 1900 kttag
181120142251 6% 15112014022 T2 sagmin 151120141 2257 w75 18112014 s100stag
1411201402250 0% 11120140225 69saginin 141120142256 8% 1iton 100 skittag
13.11.2014 k. 22.50 95% 13112014 k. 22.52 76 slag/min 13.11.2014 kl. 22.56 38.1°C 13.11.2014 2000 skritt/dag
12.11.2014 k. 22.50 98% 12112014 k. 2252 74 slag/min 12.11.2014 k1. 22.56 379°C 12.11.2014 2600 skiitt/dag
1201k 2250 7% 11120142251 Tosagmin 11120142255 w6% Tt 1800 siiag

Figure C.20: Lists

e [USB| keyboard.
e [High-Definition Multimedia Interface (HDMI)| cable.

e [HDMI| compatible screen.

Text typed in this style are commands that should be typed.

Commands must always be followed by pressing enter. To configure a hub,
follow these steps:

1. Insert the [SD] memory card into the [SD| card reader and make a note
of the drive letter allocated to it. For example G:/.

2. Open SDFormatter, choose the correct drive letter and make sure the
QUICK option is chosen. Click Format.

3. Open Win32DiskImager. Under Image file, browse and select the HUB
.Aimg file. Choose the correct drive letter under Device. Click Write
and wait for the message ”write successful”.

4. Safely remove the [SD] card from the computer and insert it into the
Raspberry Pi.

5. Connect a screen with [HDMI] keyboard with [USB|and Ethernet cable
to the Raspberry Pi.

6. Connect the micro{USB]| power cable to the Raspberry Pi. It will now
power up.

7. Wait until the Raspberry Pi has started and the text "raspberrypi
login” is shown.

8. To log in, write
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pi

. The password is

gruppell

Nothing will happen while typing the password, this is normal.

To make the hub script start automatically every time the Raspberry
Pi is turned in, write

sudo cp rc.local.new /etc/rc.local
Start the hub script, configuration information is needed

sudo python angelika-hub/hub/src/hub/hub.py

e hub_id: Name of the hub as specified in the server admin interface.

e password: Password as specified when creating a hub in the server
admin interface.

e server_url: The of the server[AP]] During development https:
//api.angelika.care/| was used. Remember trailing slash.

e server_interval: How often the hub should send data to the server,
in seconds.

e server_wait: How long the hub should wait before starting to send
data, in seconds.

e sensor_name: Specify a name, does not matter what. Should de-
scribe the sensor used.

e sensor_type: For the Withings sensor
withings_pulseo?2

must be used.

e sensor_interval: How often the hub should check the sensor for
new data, in seconds.

After this the hub should work and a log of what it is doing should be
printed to the screen.

The hub needs to be restarted. Press


https://api.angelika.care/
https://api.angelika.care/
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CIRL + ¢

and wait for the script to stop.

14. Restart the hub by typing
sudo reboot

Wait for the Raspberry Pi to boot.

15. When the log is printed to the screen, everything is OK. Disconnect
the keyboard and screen.

C.3 Configure a new server

e You should have a server running Ubuntu (preferably the latest version)

e Install python-dev, python 2.7.x, pip, virtualenv, uwsgi, nginx, post-
gres, openssl

e git clone https://github.com/sigurdsa/angelika-api.git
/srv/www/angelika-api

e cp /srv/www/angelika-api/api/settings/local.py.example
/srv/www/angelika-api/api/settings/local.py

e git clone https://github.com/iver56/angelika-web.git
/srv/www/angelika-web

e cp /srv/www/angelika-web/js/static. js.example
/srv/www/angelika-web/js/static. js

e Set the correct in /srv/www/angelika-web/js/static.js

e Set up the postgres database (call it angelika)


/srv/www/angelika-web/js/static.js
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e In local.py, set DEBUG and TEMPLATE _DEBUG to False, config-
ure the postgres database settings, insert a random [Message-Digest|
lalgorithm 5 (MD5)|{hash for SECRET_KEY and CRON_KEY (the two
hashes must be different), specify values for CORS_ORIGIN_WHITELIST
and ALLOWED_HOSTS

e In /srv/www/angelika-api/ run make install (this will install all the
dependencies of angelika-api)

e In /srv/www/angelika-api/ run
make migrate

(this will set up the postgres database ”angelika” with the correct struc-
ture)

e In /srv/www/angelika-api/ run
python manage.py collectstatic

to copy static files to the static directory

e In /srv/www/angelika-api/| create the media directory if it is not
present

e Create a superuser for Django

e Make sure you have a domain for your server. Buy one if you do not.
Set up a sub domain ”api” for the [API]

e Set the correct in |/srv/www/angelika-web/js/static.js

e Configure uWSGIE

e Generate/get and cat certificates for [SSL| This is needed for the |[API|
W

but not necessarily for the front-end

e Configure Nginx to serve the front-end and the [APIl The [API] must be
accessible only over for security reasons.

!See this guide for tips about how to configure Nginx and uWSGIL: http://
uwsgi-docs.readthedocs.org/en/latest/tutorials/Django_and_nginx.html

“The following guide may help with setting up [SSL{ http://www.westphahl.net/
blog/2012/01/03/setting-up-https-with-nginx-and-startssl/



/srv/www/angelika-api/
/srv/www/angelika-api/
/srv/www/angelika-web/js/static.js
http://uwsgi-docs.readthedocs.org/en/latest/tutorials/Django_and_nginx.html
http://uwsgi-docs.readthedocs.org/en/latest/tutorials/Django_and_nginx.html
http://www.westphahl.net/blog/2012/01/03/setting-up-https-with-nginx-and-startssl/
http://www.westphahl.net/blog/2012/01/03/setting-up-https-with-nginx-and-startssl/
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e Make sure that all the files in /srv/www/ are owned by www-data.
Run

sudo chown -vR www-data:www-data /srv/www/

e Log in to Django Admin and add groups with the following names:
admins, health-professionals, hubs, patients

e Set up a SetCronJob service (see https://www.setcronjob.com/) to
post to https://<IAPI|sub domain>/motivation_texts/delete_old/?
cron_key=<CRON_KEY >every night


https://www.setcronjob.com/

Appendix D

Templates

D.1 Agenda

Figure |D.1| shows the template for the meeting agenda document.

D.2 Status report

Figure shows the template for the weekly status report document.

D.3 Time sheet

Figure shows the template for the time registration spreadsheet with
example data.

The Sum column shows the total amount of hours on that row, and the
Sum since start column accumulates all the sum cells from this row upwards,
showing how many hours have been spent since the start of the project. Ez-
pected workload since start shows how many hours the team should have
worked since the start of the project, in order to fulfil the workload require-
ment for the project. The Diff column shows the difference between the
columns Sum since start and Fxpected workload since start.

Figure |D.4] explained the codes used in the time sheet.

191
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Agenda

Group 11: Angelika

Group/advisaor/customer meeting

Time: YYYY-MM-DD HH:mm-HH:mm
Chairperson: Martin Solheim Secretary: lver Jordal
Agenda:

1. Issue 1
2. lssue2
3 Issued

Figure D.1: Agenda template
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Status report - week xx

[Summary of work done this week |

Front end:
s Implemented functionality 1
s |mplemented functionality 2
s Implemented functionality 3
L]

Hardware:
s Implemented functionality 1
¢ Implemented functionality 2
s Implemented functionality 3
L]

Backend
+ Implemented functionality 1
s Implemented functionality 2
# Implemented functionality 3
L ]

Documentation

¢ First section documented

¢ Second section documented
# Third section documented
L ]

Figure D.2: Status report template
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Week Date ‘ Iver ‘ Torgeir Martin ‘ David Lars Tore Sigurd ‘ Tan ‘Sum Sur:t:rltnce Expes:;;e:ews;)ﬂrxlmd Diff
26.08.2014 | = 2 = 2 = 2 = 2 = 2 = 2 = 2 14 14 32 -18
a4 a4 a4 a 4 A 4 a4 a4 28 42 64 -22
27.08.2014 ss |4 ss |4 ss |4 ss |4 ss (4 ss |4 = 4 28 70 64 6
uc 1 uc |1 uc |1 uec 1 uc 1 uc 1 uc |1 T 49 96 47
Pz |3 es |3 es 3 ps 3 ps |3 s 3 ps |3 21 70 96 -26
35 28.08.2014 w2 w |2 w2 w 2 wr |2 w 2 w2 14 84 96 -12
3 2 m |3 r 2 2 a1 |2 15 99 96 3
ms 4 ms 4 R 4 ms 4 ms 4 rs 4 rs 4 28 127 128 -1
2082014 11 -1 -1 =1 - - 1 7 134 128 6
30.08.2014 0 134 128 6
31.08.2014 0 134 128 6
0 160
01.09.2014 0 160
0 160
0 192
02.09.2014 0 192
0 192
36 03.09.2014 0 224
n ace

Figure D.3: Time sheet template with example data

Code Category

LE  Lectures

S5  Self study

MI Meetings, internal

MC  Meetings with customer
MA  Meetings with advisor

MO  Meetings, other

PL  Planning

PS  Pre-study

RS  Requirements specification
DE  Design

PR Programming

DO Documentation

PD  Presentation / demonstration

Figure D.4: Time sheet codes
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