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Preface

Purpose of the Manual

This manual supports you during the installation and configuring of the MB54XX Modbus
Gateway Series only, as well as it explains some technical options available with the
mentioned product. As such, it contains some advanced network management knowledge,
instructions, examples, guidelines and general theories designed to help users manage this
device and its corresponding software; a background in general theory is a must when reading

it. Please refer to the Glossary for technical terms and abbreviations (if any).

Who Should Use This User Manual

This manual is to be used by qualified network personnel or support technician who are
familiar with network operations; it might be useful for system programmers or network
planners as well. This manual also provides helpful and handy information for first time users.

For any related problems please contact your local distributor, should they be unable to assist

you, please redirect your inquiries to www.atop.com.tw or www.atop-tech.com .

Supported Platform
This manual is designed for the MB54XX Modbus Gateway Series and that series only.

Warranty Period
We provide a 5 year limited warranty for the MB54XX Modbus Gateway Series.

Manufacturers Federal Communication Commission Declaration of
Conformity Statement

Model: MB54XX Modbus Gateway Series

NOTE: This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if
not installed and used in accordance with the instruction manual, may cause harmful
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interference to radio communications. Operation of this equipment in a residential area is likely
to cause harmful interference in which case the user will be required to correct the interference
at his own expense.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1 This device may not cause harmful interference, and

2  This device must accept any interference received, including interference that may cause

undesired operation.
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1 Introduction

1.1 Overview

The Modbus Gateway is an interface between Modbus Gateway and computer hosts running

Modbus/TCP on Ethernet networks. Fully compliant with Modbus/TCP, the Modbus Gateway

offers a convenient solution to connect existing devices or controllers running Modbus serial

protocol (Modbus/ASCII or Modbus/RTU) to an Ethernet network. The MB54XX Series are

standard Modbus gateways that convert between Modbus TCP and Modbus RTU/ASCII

protocols.

The MB54XX Series support 16 simultaneous TCP master and 32 simultaneous requests for

each TCP master. Each RS-232/422/485 serial port can be individually configured for Modbus

RTU or Modbus ASCII operation or even different baudrate, allowing both types of networks to

be fully integrated with Modbus TCP within one package.

Modbus/TCP Master(s)
or Slave(s)

PLC

OPC Server

;
HMI/SCADA |l

Modbus/RTU

and/or

Modbus/ASCII over
Ethernet TCP/IP Master(s)

Ethernet TCP/IP

Network

Modbus Gateway

Fig. 1. 1

Modbus/RTU

Serial Master or Slave
—— PLC

Modbus/ASCII

Serial Master or Slave

PLC

Modbus/RTU

Serial Slave
4. Discrete I/O

” Slave PLC
d

P

Relay

Modbus/ASCII
Serial Slave

Slave PLC

ot
.

Relay

Note:
A total of up to 254 slave devices
can be supported.
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1.2 Features

RISC 32-bit 266 MHz CPU

Standard 19-inch rack-mount 1U high metal housing

Software selectable RS-232/RS-485/RS-422 RJ-45 connection
Dual 10/100 Mbps Ethernet ports for network redundancy

Configurable via LCM buttons, Serial console, Telnet, Web and Windows-based utility
program Device View©

Relay output indicator for network link status

LCM indication with 4 keypad settings

Convert between Modbus TCP and Modbus RTU/ASCII

2 Ethernet port and 4,8, or 16 RS-232/422/485 ports

Supports 16 simultaneous TCP masters with up to 32 simultaneous requests per master

Easy hardware setup and configuration

Caution

Beginning from here there will be extreme caution exercised.

A Never install or work on electrical or cabling during periods of lighting activity. Never

connect or disconnect power when hazardous gases are present.

WARNING: Disconnect the power and allow to cool 5 minutes before touching.
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2 Getting Started

2.1 Inside the Package

Inside the purchased you will find the following items.

Table 2.1
Item Quantity Description
MB54XX Series 1 Modbus Gateway
Cable 1 RJ-45 to Male DB9 cable
Mounting Kit L Rack Mounting Type-L angles (x 2)

Screws (x 6)

Foot Rubbers

Inside the CD you will find:
[ User's Manual
Documentation + CD [ Installation Guide

® Device View® utility

Installation Guide + Warranty Card
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How to order

Please refer to the following product codes to place an order.

Table 2.2
Item Description
MB5404D-X 4-Port Serial-to-Ethernet Intelligent Modbus Gateway, D-Sub(M)

) 4-Port Serial-to-Ethernet Intelligent Modbus Gateway, Terminal Block, 2 KV Isolation
MB5404D-Sis-X

8-Port Serial-to-Ethernet Intelligent Modbus Gateway with RJ45 connectors, AC

MB5408-X (US)
100-240V, US power plug

8-Port Serial-to-Ethernet Intelligent Modbus Gateway with RJ45 connectors, AC

MB5408-X (EU)
100-240V, EU power plug

16-Port Serial-to-Ethernet Intelligent Modbus Gateway with RJ45 connectors, AC

MB5416-X (US)
100-240V, US power plug

16-Port Serial-to-Ethernet Intelligent Modbus Gateway with RJ45 connectors, AC

MB5416-X (EU)
100-240V, EU power plug

Note: Notify your sales representative immediately if any of the above items is missing or

damaged upon delivery.
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2.2 Appearance, Front & Rear Panels

The following figures show the device’s front and rear panels.

MB5404D-X (Left) / MB5404D-Sis-X (Right) Front Panel
Default Reset Button

Debug Port
Power LED Power LED
Debug Port
Ethernet RJ-45
10/100 Mbps
COM LED
COM LED Ethernet RJ-45
10/100 Mbps
DBS for
MB5404D-X TBS for
MB5404D-Sis-X
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MB5416-X Front and Rear Panel

Reset button  LCM Display LCM buttons

Power cord

connection and Relay Output
switch / Serial Port 1-8 Serial Port 9-16

11.8 14.5 | 14.5 |

i 435.0 "l

Fig. 2.2
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MB5408-X Front and Rear Panel

Reset button LCM Display LCM buttons

AR T T
AR ERE R R

S PR BB E B

Power cord
connection Relay

and switch / Output Serial Port 1-8

LAN Fort 1-2

15
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2.3 First Time Installation

Before installing the device, please adhere to all safety procedures described below, Atop will
not be held liable for any damages to property or personal injuries resulting from the
installation or overall use of the device. Do not attempt to manipulate the product in any way if

unsure of the steps described here, in such cases please contact your dealer immediately.

1. Prepare the necessary cables, DC adapter, power cord, LAN cable, etc.; do not connect
the unit yet.

2. Plug in the Power Supply/Adapter (MB5404D-X/MB5404D-Sis-X) or AC power cord
(MB5408/5416-X) to a power outlet and turn on the power switch (please make sure the
electric outlet has proper grounding so as to not cause damage to the unit, property or
yourself); shortly thereafter the unit will beep once and the LCM Display will show a .

3. Within one minute, the buzzer shall beep once, and the LCM Display shall show the
model’s name.

4. Connect LAN1 to a network switch or to your LAN network with a UTP cable, and
connect a host PC to your LAN network with another cable.

5.  Connect a serial device to one of the serial ports, and make sure a correct cable is used

(Pin assignments for a RS-232 device and for a RS-485 cable are shown in )

For more information on how to install the device, please refer to the Installation Guide

available in your package.
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2.4 Factory Default Settings

Network Defaults

Note that the Modbus Gateway comes with one IP address for redundant Ethernet interfaces.

Table 2.3

Interface

Device IP Subnet mask Gateway IP

LAN 1

10.0.50.100 255.255.0.0 10.0.0.254

Modbus Default

Table 2. 4

Parameter

Default Values

Modbus Master

TCP Settings

TCP Master
[ ) Mode: TCP Master

) Port: 502

Modbus Slave

® MB5416-X:COM1 - COM16
® MB5408-X:COM1-COMS8
® MB5404D-X: COM1- COM4
[ J

MB5404D-Sis-X: COM1- COM4

Mode: RTU Slave

Serial Configuration: RS-232, 9600 bps, 8 data bits, None Parity bit,
1 stop bit, None Flow Control, Buffer Disabled,

13
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Other Default Settings are shown in the following table:

Table 2.5
Parameter Default Values
Security
User Name Admin
Password Null (blank)
SNMP
SysName of SNMP 00B60E9-XXXXXX
SysLocation of SNMP Location
SysContact of SNMP Contact
SNMP Enable
Read Community Public
Write Community Private
SNMP Trap Server 0.0.0.0

Note: you can press the “Reset” button on the front panel for 5 seconds (see Sec. 3.8.8 and

3.9), to restore the server to factory default settings.
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3 Configuration and Setup

3.1 Locating and IP configuring using Device View®©

First, please install our configuration utility program Device View®© that comes with the

Product CD or download it from our websites (www.atop.com.tw or www.atop-tech.com). For

more information on how to install Device View®©, please refer to the manual that comes in the

utility CD. To find the Modbus Gateway device on your network, press “Scan”, a list of devices

currently connected to the network will be shown in the window.

P2 Device View V13.00 ‘ :

Search  Configuration Advance About

FEs&Y @ 85 el

No. | Model | IP Address MAC Address | Host Name Kernel
10 PEE* 10.0.165.100 PEi* V9.3
1 EH7510 10.0.176.223 EH7510 vi.21
12 DT4000 10.0.78.41 vi1.2
13 DT4000 192.166.0.157 ¥1.2
14 MB5416-X 10.0.50.77 V112
15 AWS500 10.0.50.187 ¥1.16
16 MB5A16-X 10.0.67.67 viiz
17 SwW5001 192.168.0.102 vi.21
18 Sw5001 192.168.0.101 ¥i1.21
19 AWS300 10.0.195.97 ¥i1.0
20 AWS300 10.0.195.96 V1.0
21 GW215-MAXI 10.0.77.104 V2.45
22 SES016 10.0.172.161 v3.24
23 GW2BA-104 10.0.51.26 v2.22
24 AWS500 10.0.160.199 ¥1.15
25 EH7510 10.0.153.253 vi.21
26 SEB116 10.0.153.23 vz
27 SE5116A 10.0.153.22 V4.0
28 ATW300 10.0.78.34 v2.18
29 ATW300 10.0.78.33 v2.18
30 10.0.9.2 Y1.6
3 10.0.9.0 V1.7
32 SE1302-50 10.0.5.100 ¥1.15

<[

Ready, Total 32 devices

Fig. 3.1

Note: for illustration purpose only, actual values/settings may vary between devices.

The device might not be in the same subnet as your PC, because of this you will have to use
our utility to locate it in your virtual environment. To configure each device, click the selected
device (default IP: 10.0.50.100), and login with the default username and password. After

successful login, click “Configuration >Network...” (Or Ctrl+N), and a pop-up window will

appear as follows,

15
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Search | Configuration | Advance About

@ Metwork... Ctrl+M E
Locate -

Mo.

10 Reboot —

" Config by browser

13 Config by Telnet

14 Options...

Fig. 3.2
P2 Device View V1.3.00 \ EET =
Search Configuration Advance About
N o
EREIGEIER L
No. | Caution | Model | IP Address | MAC Address | Host Name | Kernel o
10 EH751 N My TestCenter vi.21
1 SEauquE“’"’"‘SE“‘"g == Smart Proj V2.3
12 ewid[" - A RD2-1503-2 ¥2.45
13 PE§*1 ease set the appropriate P settings for this PEE*1 V9.3
14 EH7sq|| 9ovice (M854163,10.0.50.77) EH7510 VPN v1.21
15 EH751 ) EH7510 v1.21 T
16 EH751 [~ DHCP (Obtain an IP automatically} EH7510 vi.21
17 DT400 V1.2
18 DT4[I[II PriEEs woo.smom V12
19 MB541l| subnet mask | 255.255. 0 . 0 vi.12
20 awss(l| V1.16
21 wBsall Gateway: 10 0 . 0 254 v1.12 1
22 SWHO ot name e — v1.21 i
23 | ¥1.21
24 awsal| o — v1.0
25 aws3d) [ o< ] —I V1.0
26 CW21S—= = v2.45
27 SE5016 10.0.172.161 vi.24
78 GW264-104 10.0.51.26 v2.22 L
29 GW21L 10.0.163.1 v1.82
30 AWS50D 10.0.160.199 ¥1.15
3 EH7510 10.0.153.253 v1.21
32 SE5116 10.0.153.23 v2.11 i
:"l B m B T L3
Ready, Total 28 devices ’_ P
Fig. 3.3

You may proceed then to change the IP address, to avoid any IP address conflict with other
hosts on your LAN network or to connect the device to your existing LAN. The system will
prompt you to Authorize whether you can do these changes or not, i.e., it will ask you for the

Username and Password, (Fig. 3.4).
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B8 Device View =l

Search Configuration Advance About
~ # 0| 8
@ = gl S 2
No. | Caution ‘ Model ‘ IP Address ‘ MAC Address | Host Name Kernel o
10 EpzEin ie0aLEl L N TestCenter ¥1.21
. " Authorize Smart Proj v2.31
12 RD2-1503-2 v2.45
“ou must be authorized by this device before doing
13 this operation PRI V.3
14 EH7510 VPN ¥i1.21
15 **“lote: For Some operations the device may be EH7510 ¥i.21 B
16 restarted. Please wait a moment # EH7510 v1.21
17 Device: MB5416-X IP10.0.50.77 vi.2
18 ¥1.2
19 User Name: | adimin V112
20 passwors: [ V1.16
21 | viaz g
22 I= vi.21
23 ¥1.21
24 vid
2h ¥1.0
26 G T TO7 7107 v2.45
27 SES016 10.0.172.161 V¥3.24
28 GW26A-104 10.0.51.26 v2.22 —
29 GW21L 10.0.163.1 ¥1.82
30 AWS500 10.0.160.199 ¥1.15
K| EH7510 10.0.153.253 ¥1.21
32 SEb116 10.0.153.23 v2.11 i
i o . S T »
Ready. Total 28 devices

Fig.3.4
Please consult your system administrator if you do not know your network subnet mask and

gateway address. If your LAN network address begins with 192.168.X.X, then please use the

LAN2 interface for configuration.

3.2 Configuration using Web Interface
Every MB54XX Modbus Gateway device is equipped with a built-in Web server in the firmware.

Therefore, it can be accessed by using a browser for configuration by entering the device’s IP

(see Sec. 2.4 for default value).

Technolog:te I

Overview OverView
Network
* Basic Settings
* Advanced Settings The general device information of Modbus Gateway.
+ Alert
Model Name MB5416-X
# System
Kernel 1.12
Restart Device Information
AP 213
Mode Redundancy Mode
MNetwork Information MAC  00:60:E9:14:72:58
LAM (use LANT now)
IP 10.0.50.76

Fig. 3.5
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COwerview
Metwork
= Basic Settings
COM Settings
VCOM Settings
TCP Settings
Slave ID Map
= Advanced Settings
SHNMP Settings
Modbus
= Alert
SMTP Settings
Alert Events
= System
Log Settings
System Log
Data Log
Modbus Statistic
Time
Security
Import/Export
Factory Default
Restart

Fig. 3.6
This type of configuration is the most user-friendly, most recommended and most common

method used on your MB54XX Modbus Gateway. Please go to its corresponding section for a

detailed explanation.
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3.2.1LCM (Liquid Crystal Matrix) Configuring (MB5408-X/5416-X only)

The device also has the option of manual configuration (without the software), by making use

of its interactive console. Using this method is however, very easy and intuitive; buttons and

their functions are described next.

Table 3.1
Buttons Button Description
. <Menu> | Open Main Menu, or to return to the previous Menu
@ <Up> Scroll up
@ <Down> | Scroll down
@ <SEL> Select

Example

To change the device’s IP address, follow the approach below.

B Press <Menu> to enter Main Menu

B Press <Down> to scroll down to 2. Network Set

B Press <SEL> to enter Network setting and then <Up>/<Down> to scroll up or down to

LAN1

B Press <SEL> to enter LAN1 and then <Down> to scroll down to 1. IP Config

B Press <SEL>to enter LAN1 IP Config and then press <Down> to scroll down to 1.

Static, finally press <SEL> to save the selection.

B Press <SEL><Down> to enter 2. IP Address. Use <Up>/<Down> to increase or

decrease the Digital of IP Address, press <Menu> to return to one level higher after

completion

19
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B To enter: 3. Net mask Use <Up>/<Down> to increase or decrease the Digital of

subnet mask and then <Menu> to return to one level higher after completion

B Toenter: 4. Gateway. Use <Up>/<Down> to increase the Digital of default gateway

and use <Menu> to return to one level higher after completion

B Press <SEL> to the end of the menu to return to one level higher and the device shall

display System message “Save & Restart”. Push <SEL> to 2. Yes, and <SEL>

again after completion. The device shall restart and the new settings will appear.

The LCM command structure is as follows, Table.

Table 3. 2
1% layer 2" layer 3rd layer 4™ |ayer 57 layer Descriptions
1. Model name Display Model name
2.  Kernel ver. Display kernel version
3. APver. Display AP version
1.0verview 1.Lan status Display status of LAN1
4., lanl
2.MAC Display MAC address of LAN1
1.Lan status Display LAN of LAN2
5. Lan?2
2.MAC Display MAC address of LAN2
1.Static IP Display/Change static IP
1.1P config Display dynamic IP or enable
2.DHCP
DHCP
llan1
2.IP address Display/Change LAN1 IP
3.Net mask Display/ Change Net mask
2.Network set
4.Gateway Display/Change the Gateway IP
Display or Change 1st DNS IP
2.DNS serverl
address
Display or Change 2nd DNS IP
3.DNS server2
address
_ Select COM Port: SE5016:
3.Serial set 1.Select port
[1]~[16] / SE5008: [1]~[8]

20
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1. 300 Display or Change baud rate

2. 600

3. 1200

4. 2400

5. 4800

6. 9600

1.Baud Rate 7.19200

8. 38400

9. 57600

10. 115200

11. 230400

12. 460800

13. 921600

1. None Display or Change Parity mode

2.Parameter set
2. Odd

2.Parity 3. Even

4. Mark

5.Space

1.5 bits Display or Change Data bit length

) 2. 6 bits
3.Data bits

3. 7 bits

4. 8 bits

1.1 bits Display or Change Stop bit length

4.Stop bits
2. 2 bits

Display or Change Flow control
1. None
mode

5.Flow control
2. Xon/Xoff

3. Hardware

21
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Display or Change UART mode for
1.232
RS-232
Display or Change UART for
6.UART mode 2.422
RS-422
Display or Change UART for
3.485 Py g
RS-485
1.No
7.Apply to all Apply UART setting to all serial
2.Yes
ports
1.Disable Disable Web console
1.Web console
2.Enable Enable Web console
1.Console
1.Disable Disable Telnet console
2.Telnet console
2.Enable Enable Telnet console
Disable LCM console password
1.No _
1.LCM console protection
2.Yes Enable and change the password
4.Server state .
2.Pwd protection N Disable the Reset button
.No
password protection
2.Reset button
Enable and change the password
2.Yes
on Reset button
Use "ping" command to check
llan1l B
specific IP address for LAN1
3.Ping
Use "ping" command to check
2.Lan 2 B
specific IP address for LAN2
1.No Cancel Restart command
5.Restart
2.Yes Restart immediately

22
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3.2.2Configure Automatic IP Assignment with DHCP
A DHCP server can automatically assign addresses to LAN1 or LAN2, the Subnet Mask, and

the Gateway. You can simply check “DHCP” box in the Network Setting dialog using our

Device View® utility and then restart it; once restarted it will be automatically configured.

3.3 Web Overview

In this section, only current information on the device’s status and settings will be displayed.

atop

Technologies

Owerview OverView
MNetwork
= Basic Settings
COM Settings The general device information of Modbus Gateway.
VCOM Settings
. Model Name MB5416-X
TCP Settings
, Karmnel 1.12
Slave ID Map Device Information _
= Advanced Settings AP 213
SNMP Settings Mode Redundancy Mode
Modbus MNetwork Information MAC  00:60:E9:14:72:58
LAM (use LAMT now)
= Alert IP 10.0.50.76
SMTF Settings
Fig. 3.7

Model Name as its name implies, shows the device’s model.

Device Information displays information on the Kernel version, as well as the AP

Network Information here you may find the Mode in which the device is currently

working on (Dual Subnet, Redundancy Mode), and both LANs respective MAC and IP

addresses.

B Dual Subnet Mode: in which two Ethernet ports have separate |IP addresses and
subnets

B Redundancy Mode: the system will just use one port for data transfer, if this port is

disconnected, the whole system will change to another port automatically.
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3.4 Network Configuration

In this section, IP, Subnet Mask and overall connectivity settings can be accessed. When on
Redundancy Mode the device will have the two LAN ports connected" to the Network, but the
signal will flow through one of them. In the case one line is out due to any reason there will still

be another route so the signal can keep flowing.

atop

Technologies

Cwerview NetWork
Metwork
= Basic Settings
COM Settings To configure network settings of Modbus Gateway. After saving configuration you have
WVGOM Settings to restart the device to make the settings effective.
TCP Settings @ Redundancy Mode ' Dual Subnet Mode
Slave ID Map
= Advanced Settings LAN Settings
SNMP Settings DHCP [E Obtain an IP automatically
Modbus
IP Address 0 .0 &0 . T8
= Alert
SMTP Settings Subnet Mask 286 255 . D .0
Alert Bvents Default Gateway 0 .0 .0 . 254
= System
Log Settings
System Log DNS Settings
Data Log
Modbus Statistic NS T LA [ L LA L L
Time DMNS 2 17 7 17 1T
Security

Import/Export  Save Configuration |

Factory Default
Restart

Fig. 3.8

Note®: you can still connect only one LAN port to the device, though you can still change the settings in it, there won’t

be a Redundancy function.
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When the device is set on Dual Subnet Mode, a set of two IP addresses can be used without

having Redundancy. This is especially useful when using two different networks.

atop

Technologies

Owerview NetWork
MNetwork
= Basic Settings
COM Settings To configure network settings of Modbus Gateway. After saving configuration you have
VCOM Settings to restart the device to make the settings effective.
TCP Settings ©) Redundancy Mode @ Dual Subnet Mode
Slave ID Map
* Advanced Settings LAN 1 Settings
SNMP Settings DHCP [C] obtain an IP automatically
Modbus
IP Address 0 0 S50 76
= Alert
SMTP Settings Subnet Mask 265 255 .0 .0
Alert Events Default Gateway 10 0 .0 . 254
= System
Log Settings
System Log LAN 2 Settings
Data Log
Modbus Statistic DHCP O obtain an IP automatically
Time IP Address 192 168 1 A1
Security
Subnet Mask 265 255 255 0
Import/Export
Factory Default Default Gateway 192 . 168 .1 . 254
Restart
Default Gateway Select
Default Gateway Select @ Lan1 @ Lanz
DHS Settings
DMNS 1 7 17 17 17
DNS 2 7w o7 1T AT

Save Configuration

Fig. 3.9
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3.5 Basic Settings
3.5.1COM Settings

This section is responsible for settings on your physical ports, (may them be COM or serial).

2atop

! Technologies

Basic Settings > COM Settings

Cverview

MNetwork

Basic Settings

To configure COM 1~ port parameters.

VCOM Settings
TCP Settings

Slave ID Map Modbus Setting
= Advanced Settings Operation Mode ASCIl Master ~
SNMF Settings Serial Configuration
Modbus _ _ _
Interface @ Rs232 O RS422 O RS485
= Alert _—
SMTP Settings Baud Rate 9600 - bps
Alert Events Parity @ none ©odd ©Even © Mark © Space
= System o )
] Data Bits © 7 pits @ g bits
Log Settings -
System Log Stop Bits @ 1pit @ 2 bits
Data Log Flow Control ®@ None © XonfXoff © RTSICTS
Modbus Statistic
) [C] apply To All Serial Ports
Time
Security :
Save Configuration
Import/Export
Factory Default
Restart
COM Operation Baud . Data Stop
Number Mode Interface pae P gy s oW Control
01 ASCIl Master  R3232 9600 MNone 8 1 Mone
0z RTU Slave R5232 9600 MNone 8 1 Mone
03 RTU Slave R5232 9600 MNone 8 1 Mone
04 RTU Slave R5232 9600 MNone 8 1 Mone
05 RTU Slave R3232 9600 Mone 8 1 Mone
06 RTU Slave R5232 9600 MNone 8 1 Mone
Fig. 3. 10
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3.5.20peration Mode

RTU Slave: when working as a slave node, the device will wait and accept request from
its master; data transfer is done under an RTU format.

RTU Master: when working as a master node, the device will issue commands to the
slave node; data transfer is under an RTU format.

ASCII Slave: when working as a slave node, the device will wait and accept request from
its own master; data transfer is under an ASCII format.

ASCII Master: when working as a master node, the device will issue commands to the

slave node; data transfer is under an ASCII format.

3.5.3Serial Settings

This section has the following selections:

RS-232/RS-422/RS-485 Software Selectable (Default: RS-232)
Baud-rate: 110 bps ~ 921600 bps

Parity: None, Even, Odd, Mark, or Space

Data Bits: 5, 6, 7, or 8

Stop Bits: 1 or 2

Flow Control: None, Hardware CTS/RTS, Software Xon/Xoff

Apply to all Serial Ports Alternatively, the settings can be chosen to apply to all Serial Ports if

needed by checking the last box on the options.
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3.5.4VCOM Settings

Generates a virtual Serial (COM) port within the device by the network connection, it is a TCP
connection but the encoding is an Atop Technologies’ exclusive private protocol. There is the
choice to set your device as either a Master or a Slave in your network.

You will need a VCOM setting, proceed to go to Basic Settings — VCOM Settings and tick
on the VCOM’s “Enable” box to allow configuration on the port selected.

The options for Master are similar, the only difference being on the device’s function.

atop

Technologies

Basic Settings > VCOM Settings

Overview
Metwark
= Basic Settings
COM Settings To configure VCOM 1 = parameters.
WCOM Settings
TCP Settings VCOM ¥| Enable
Slave ID Map VCOM Port 4660  (1~B5535, default=4560)
* Advanced Settings
s Alert YCOM Mode RTU Slave -
# System WCOM Inactivity Time Out 0 (0~36000 seconds)
Restart

Apply to All VComs

Save Configuration

Fig. 3. 11

Choose whether your device conforms as an RTU or ASCII, which is the VCOM Mode.

B VCOM Port Using the TCP, the device listens whether there are any clients (VCOM

clients), connecting (Serial-IP) to its ports.

B VCOM Mode lts definition is analogous to the one in Sec. 3.5.2.

Note: Windows has its own restrictive Serial-IP software installed for use.
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Technologies

Basic Settings > VCOM Settings

Overview

Network
= Basic Settings
COM Settings
VCOM Settings

To configure VCOM 1~ parameters.

TCP Settings VCOM Enable

Slave ID Map VCOM Port 4660  (1~65535, default=4660)
* Advanced Settings
. Alert VCOM Mode RTU Slave | ~]
+ System WCOM Inactivity Time Out RTU Master 00 seconds)

Restart B roon 1o v ASCIl Slave
Apply to All VComs ASCIl Master
Save Configuration
Fig. 3. 12

B VCOM inactivity’s Time Out can be set as well (which is the period of time allowed
between actions), with a maximum of 600 minutes or 10 hours. If no action has been

taken after this period, VCOM connection will be automatically interrupted by the system.

It is important to note that alternatively, these settings can be chosen to be applied to All

VCOMs if needed by checking the last box on the options.

Technologies

Basic Settings > VCOM Settings

Owverview
Metwork

= Basic Settings
COM Settings
VCOM Settings

To configure VCOM 1 = parameters.

TCP Settings VCOM Enable
Slave ID Map VCOM Port 4660  default=4660)
# Advanced Settings
s Alert VCOM Mode RTU Slave =
+ System VCOM Inactivity Time Cut 0 (0~36000 seconds)
Restart

[ Apply to All VComs

Save Configuration

Fig. 3. 13

Click on Save Configuration to keep all changes made.
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3.5.5TCP Settings

Settings for representing a Modbus TCP connection using the internet are set here. First go
to Basic Settings < TCP Settings, then proceed to choose whether to enable TCP ticking on

the “Enable” box.

atop

Technologies

Basic Settings > TCP Settings

Overview
Network

= Basic Settings
COM Settings To configure TCP 1 = parameters.
VCOM Settings
TCP Settings Add Hew Modbus TCP
Slave ID Map TCP Enable

> Advanced Sellings Operation Mode @ TCP Slave © TCP Master
SHMP Settings
Madbus Remote IP Address 10 .0 34 .2

* Alert TCP Port 502 (1~65535, default=502)
SMTP Settings
Alert Events TCP Inactivity Time Out 0 (0~36000 seconds)

= System
Log Settings Save Configuration
System Log
Data Log
Modbus Statistic )
Time = Lgp rﬁgg?““” E;;’g:;es”j TCP Port Inactivity Time Out
Securty O 01 TCP Slave 10.0.34.2 502 0 seconds
Import/Export

0 16 TCP Master 502 0 seconds

Factory Default
Restart

Fig. 3. 14

B TCP Slave: When on this mode, the device will run on Slave mode and wait to receive
Modbus requests from the Master; data transmission is done under a Modbus TCP
format.

Remote IP Address shows the device’s slave node IP address.

TCP Port shows the device’s slave node TCP port.

VCOM inactivity’s Time Out can be set as well (which is the period of time allowed
between actions), with a maximum of 600 minutes or 10 hours. If no action has been
taken after this period, Modbus TCP connection will be automatically terminated by the

system.
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at

Technologies

Overview
Metwork
= Basic Settings
COM Settings
VCOM Settings
TCP Settings
Slave ID Map
* Advanced Settings
# Alert
# System
Restart

On Operation Mode choose whether the device is going to be a Slave or a Master. Remote IP
Address refers to the IP belonging to the device that is going to be controlled from your
MB54XX Series; this option is not available when the device is set as a Master. TCP Port is the
port through which the signal is going to be relayed upon. And again, there is a TCP Inactivity

Time Out with the same 10 hours maximum value as stated on the last section. Configuration

can be saved as well.

P

Basic Settings > TCP Settings

To configure TCP 1~ parameters.

Add Hew Modbus TCP

TCP Enable
Operation Mode D) TCP Slave @ TCP Master
TCF Part 502 (1~G5535, default=502)
TCP Inactivity Time Cut 0 (0~36000 seconds)
Save Configuration
Fig. 3. 15
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3.5.6 Slave ID Map

The system uses the Modbus ID to route Modbus’ request commands (from the master node)
to the respective slave node; it is paramount to define ID maps for each slave node. For every

slave node, there must be a correct Virtual ID (Alias ID) and Real ID defined in the maps.

Technologies

Basic Settings > Slave ID Map

Cwverview

MNetwork

= Basic Settings To configure Slave 1 = parameters.

COM Settings Slave ID Settings

VCOM Settings

TCP Settings
Slave ID Map

= Advanced Settings
SHNMP Settings
Modbus

= Alert

SMTP Settings
Alert Events

= System

Log Settings
System Log

Slave

Slave Interface

Slave ID Setting

Mode

Slave ID Setting

Enable

© comoz
© com1o

COom

TCcP @ TCPO1

@ Alias Mode © Offset Mode

Alias ID: 8

Real ID: 16

Save Configuration

© comoz © comoa © comos © comos © comor © comog © comog
© com1t @ com1z © comiz @ comi4 © comis © cOM16

Data Log

Modbus Statistic

Time

Security ]
Import/Export " 01

Entry Mo. Protocol Source Mode Slave ID Range (Virtual=-=Real)

Modbus/TCP 10.0.34.2:502 Alias 008 == 016

Factory Default

Restart

Fig. 3. 16
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Slave Interface

When a port is set to slave mode, a Slave interface will be then created for you. Select the
Slave Interface, which is the COM/VCOM/TCP port; then select Alias Mode or Offset Mode
to modify the range and offset as you needed.
B Alias Mode maps a virtual ID to a real ID each at the time.

B Alias ID which refers to a Virtual ID for the reading Master node.

B Real ID which is the real ID from the slave node.
B Offset Mode which refers to a range of defined ID maps.

B Slave ID Start Virtual ID’s start number.

B Slave ID End Virtual ID’s end number.

B Slave ID Offset Real ID range, which is from (Slave ID Start -Offset) to (Slave ID

End-Offset).

atop

Technologies

Basic Settings > Slave ID Map

Owerview

Network

= Basic Settings To configure Slave 1~ parameters.
COM Settings

VCOM Settings

Slave ID Settings

S | ble
TCP Settings fave Enable
Slave ID Map com comoz © comos © comos © comos © comos © comar © comos © coMos
= Advanced Settings Slave Interface como @ comt © comtz © comz @ coms @ comis © comie
SNMP Settings TCP @ TCPO1
Modous Slave ID Setting @ et
s Alett Hode Alias Mode @ Offset Mode

SMTP Settings
Alert Events
= System Slave ID Sefting  Slave ID End: 16

Slave ID Start: 8

Log Settings
Slave ID Offset 0

System Log

Data Log

Modbus Statistic Save Configuration

Time

Security

Import/Export

Factory Default Entry Mo Pratocol Source Mode Slave ID Range (Virtual=-=Real)
Restart 01 ModousTCP Alias 008 == 016

Fig.3.17
Note: on VCOM, TCP and COM, Master and Slave IDs can be set, while on COM and VCOM work only with Serial

ports.
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3.6 Advanced Settings
3.6.1 SNMP Settings

SNMP Settings determines whether your device settings can be viewed with standard SNMP

software; by default it is disabled.

B SysName which is by default the MAC address
B Syslocation refers to the device’s physical location.

B SysContact is the device administrator’s contact information.

If you wish to make the information available for public viewing by a Read Community, simply
check the “Enable SNMP” box and fill in “Public_viewers” in Read Community field. If you
wish to allow a group of people called “Power_users” to change the information, enter
“Power_users” in Write Community. If you allow a trap server to collect device information,
please fill in SNMP Trap Server with its corresponding IP address (the trap server designed to

collect all alarm information). Configuration will take effect after the device is restarted.

atop

Technologies

Advanced Settings > SNMP Settings

Owerview
Metwaork

= Basic Settings

COM Settings By enabling SNMP you allow the management utility to collect the information of
VCOM Settings Modbus Gateway. You can change the device network identity as well by changing
) the system name, location and contact.
TCP Settings
Slave ID Map SHMP Settings
* Advanced Settings SysName 0060E9-147258
SNMP Settings
Modbus SysLocation location
T Alert SysContact contact
SMTP Settings
SMN hla
Alert Events SHP Enable
= System Read Community public
Log Settings - - -
Write Community private
System Log
Data Log SNMP Trap Server 0 o o o
Modbus Statistic
Time Save Configuration
Security
Import/Export
Factory Default
Restart
Fig. 3. 18
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3.6.2Modbus

In Modbus settings, you could select whether to enable Modbus Exception or not. If the
Modbus’ slave produces no response, timeout occurs, it may then be necessary for the

gateway to return an Exception, and setting the Response timeout as follows.

B Configure timeout for each COM port
B Configure timeout for TCP/ VCOM port

atop

Technologies

Advanced Settings > Modbus

Cwverview
Metwork
= Basic Settings Modbus Settings
COM Settings Modbus Exception [ Enable

VCOM Settings
TCP Settings
Slave ID Map
= Advanced Settings
SMMP Settings [ applyto &ll Coms
Modbus [
= Alert
SMTP Settings

Alert Events Save Configuration

= System

Response Timeout

CoM 1 - 1000 (10-120000ms Default1000ms)

TCPRIVCOM 1000 (10-120000ms Default1000ms)

Log Settings
System Log
Data Log
Modbus Statistic
Time
Security
Import/Export
Factory Default
Restart

Fig. 3. 19
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3.7 Alert Configuration
3.7.1SMTP and Email Settings

In Alert Events, you can configure options to let your Modbus Gateway to send out device
information to alert users, administrators, or responsible personnel. There are five anomalies
defined in it to trigger alert functions.
B Cold Start, power supply is interrupted.
B Warm Start, the device Restart function is used, (either by pressing a button or by its
interface).
Authentication Fail, incorrect username and password are entered.
IP address change, device’s IP address is changed.

Password Changed, authentication password is changed.

atop

Technologies

Overview Alert > Alert Events
MNetwork
= Basic Settings
COM Settings To configure the Modbus Gateway to send alert by E-mail or trap.
VCOM Settings
TCP Settings Alert Event
Slave ID Map Cold Start [E1 E-mail [ElTrap
= Advanced Settings Warm Start [ e-mail ElTrap
SNMP Settings Authentication Failure [E1 E-mail [ Trap
Modbus
2 Mert IP Address Changed [ E-mail
SMTP Settings Password Changed [E1 E-mail
Alert Bvents LAN Link Down [ElRelay Out
= System
Log Settings LAMZ2 Link Down [ Relay Out
System Log
Data Log Save Configuration
Madbus Statistic
Time
Security
Import/Export
Factory Default
Restart
Fig. 3. 20
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When enabled, an E-mail alert would be sent to the designated E-mail address in the E-Mail
Settings. To setup an email alert function, you first need to configure the recipient’s email

address and the mail server.

Technologies

Alert > SMTP Settings

Overview

Metwork

Basic Settings

COM Settings To configure the SMTP server where the E-mail notification will be sent.
VCOM Settings
. E-mail Setting
TCP Settings
Slave ID Map Senders E-mail Address
* Advanced Settings Receivers E-mail Address 1
SNMP Settings
Modbus Receivers E-mail Address 2
= Alert Receivers E-mail Address 2
SMTP Settings
Alert Events Mail Server
= System
. Mail Server
Log Settings ’
System Log [E1 mail server Authentication Required.
Data Log User Mame
Modbus Statistic
Time Password
Security
Import/Export Save Configuration ] [ Send Test Mail

Factory Default
Restart

Fig. 3. 21

37



Atop Modbus Gateway
MB54XX-X Series
User’s Manual V 1.1

3.8 System
3.8.1Log Settings

This section lets you change the way your report will be shown on your Log.

Technologies |

Overview

System > Log Settings

MNetwork

= Basic Settings
COM Settings Enable Log Event To Flash (=]
VCOM Settings
TCP Settings
Slave ID Map

= Advanced Settings Syslog Server IP 0 0 0 0
SNMP Settings
Modbus

= Alert

SMTP Settings [ sae |

Alert Events

Log Level 4: (LOG_WARNING) -

Enable Syslog Server =]

Syslog Server Service Port 514 (1~65535, default=514)

= System
Log Settings
System Log
Data Log
Modbus Statistic
Time
Security
Import/Export
Factory Default

Restart

Fig. 3. 22
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3.8.2System Log

This section merely shows a list of system running events currently (with every event’s

properties displayed), as well as the option to clear them all.

atop

Technologies

System > System Log

Owerview

Network
= Basic Settings

COM Settings Index Date Time Startup Time Level Event

VCOM Settings
TCP Settings I Last Page ‘ I Mext Page ‘
Slave 1D Map

= Advanced Settings
SNMP Settings
Modbus

| Show All Event || Clear All Event |

= Alert

SMTP Settings
Alert Events

= System

Log Settings
System Log

Meta | nn

Fig. 3. 23
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3.8.3Data Log

Event filtering is available in this section for analysis; a number of options are available for a

customized analysis. Traffic in the system can be done here as well.

@ Al @ slave ID Only @ Function Code Only
Filter Info. Apply
Start | | Stop
Index Time Type Slave ID Function Code Event
04 38 00 00 00 17 08 03 14 00 00 00 00 00 00 00
. i
1 J2zze TCPResp. & s 00 00 00 00 00 00 00 00 00 00 00 00 00
2
2M531  00:22:29 RTUReq. 16 0x03 ag ga a; gg gg gg gg " EE Jo 0000 0c 000000
531 00:22:29 RTUReq. 16 0x03 10 03 14.00 00 00 00 00 00 00 00 00
04 37.00 00 00 17 08 03 14 00 00 00 00 00 00 00
. i
41531 2zzs TCPResp. & s 00 00 00 00 00 00 00 00 00 00 00 00 00
2
51531 00:22:28 RTUReq. 16 0x03 gg ga ;3 gg gg gg gg o EE J000 0000000000
61531  00:22:28 RTUReq. 16 0x03 10031400
. 04 36 00 00 00 17 08 03 14 00 00 00 00 00 00 00
11531 nazar TCPResp. & 03 00 00 00 00 00 00 00 00 00 00 00 00 00
2
81531 00:22:27 RTUReq. 16 0x03 ag ga a; gg Eg gg gg o EE 2000000000 0o 00
91531 00:22:27 RTUReq. 16 0x03 10 03 14.00 00 00 00 00
) 04 35 00 00 00 17 08 03 14 00 00 00 00 00 00 00
o i
103 o2zzn TCPResp. & s 00 00 00 00 00 00 00 00 00 00 00 00 00
Fig. 3. 24
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3.8.4Modbus Statistic

All ports’ information is available in this section.

Esatop

Overview

System > Modbus Statistic

Network
Basic Settings
COM Settings
VCOM Ssttings
TCP Settings
Slave 1D Map

X Interface Met_Connection DataType Mode RxCnt RxByte TxCnt TuxByte
Advanced Settings
¥ AS MAS 3 FaE5D 2 29707R
SNMP Settings COMO1 ASCI MASTER 009913 0000168521 009912 0000227976
Modbus COMD2 RTU SLAVE 000000 0000000000 000000 0000000000
Alert COMO3 RTU SLAVE 000000 0000000000 000000 0000000000
SMTP Settings COMO4 RTU SLAVE 000000 0000000000 000000 0000000000
Alert Events COMD5 RTU SLAVE 000000 0000000000 000000 0000000000
System COMDB RTU SLAVE 000000 0000000000 000000 0000000000
Log Settings -
COMOT RTU SLAVE 000000 0000000000 000000 0000000000
System Log
COMODS RTU SLAVE 000000 0000000000 000000 0000000000
Data Log
Modbus Statistic COMDY RTU SLAVE 000000 0000000000 000000 0000000000
Time COMAD RTU SLAVE 000000 0000000000 000000 0000000000
Security COMA11 RTU SLAVE 000000 0000000000 000000 0000000000
Import/Export COMA12 RTU SLAVE 000000 0000000000 000000 0000000000
Factory Default CON13 RTU SLAVE 000000 0000000000 000000 0000000000
Restart COM14 RTU SLAVE 000000 0000000000 000000 0000000000
COMA15 RTU SLAVE 000000 0000000000 000000 0000000000
COM16 RTU SLAVE 000000 0000000000 000000 0000000000
TCP 10.0.34.2:502 TCP SLAVE 009912 0000287448 009913 0000059475
TCP(502) 0.0.0.0:502 TCP MASTER 000000 0000000000 000000 0000000000
Fig. 3. 25
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3.8.5Time

Date and time can be set manually, or using Network Time Protocol (NTP) to automatically
synchronizes with a Time Server. For auto-synching check the box below NTP Server
Settings “Obtain date/time automatically” proceeding then to fill the IP address or
hostname for it. If a hostname is entered, the DNS server must be configured properly; a Time

Zone can be selected as well, Fig. 3.26.
'Ter:hnolo;ies p

System > Time

Cwerview

MNetwork

= Basic Settings

COM Settings By enabling NTP you allow to adjust and set the device internal time, relative to Greenwich Mean Time.
VCOM Settings

TCP Settings -
Current System Time

Slave ID Map

- Advanced Settings 20001113 Mon 05:58:23

SMMP Settings

Modbus
= Alert System Time Setting
SMTP Settings Time Zone (GMT) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London =
Alert Events - ) _ _
Time Setting @ NTP © Manual
= System
Log Settings NTP Setting
System Log NTP Server time_nist.gov
Data Log Manual Setting
Modbus Statistic
. Date Year, 2000 I Month Jan I Day| 3
Time _
Security Time Hour:(0~23): 5 Minute:(0~59) | 58 Second:(0~59)) 23
Import/Export Daylight Saving Setting
Factory Default
[E Enable Daylight Saving Time
Restart -
Start Date Month: | Jan | Week| 1st I Day| Sun I Hour 1
End Date Month: | Jan I Week| 1st I Day| Sun I Hour 1
Offset 1 hour(s)
Save Configuration
Fig. 3. 26
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3.8.6 Security

Password settings are available at this section, as well as device’s console configuration

settings allowing users to limit the way they are able to configure the device.
Technologies |

System > Security

Owverview

Metwork

The default password is null, you can change the password by filling in the new
password to New Password and Verffied Password fields, be aware that passwordis case
COM Settings sensitive.

VCOM Settings
TCP Settings
Slave ID Map Old Password
Advanced Settings
SHMP Settings

Basic Settings

Change Password

Mew Password

Modbus Verified Password

Alert
SMTP Settings
Alert Events

System

allow one to change the access methods to protect it against intrusion. All password

Log Settings protect function will use same password of above ‘Change Password” setting data.

System Log

Data Log Security

Modbus Statistic Web Console @ Enable @ Disable

Time Telnet Console ® Enable © Disable

Secunty : :

Import/Export LCM Password Protect @no O Yes

Factory Default Reset Button Protect @ Mo ® Yes
Restart

Save Configuration

Fig. 3. 27
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3.8.7Import/Export

Once all the configurations are set and the device is working properly, you may want to backup
(Export) your configuration. Backup can be used when the new firmware is uploaded and it is
reset to a factory default settings, it is done to prevent accidental loading of incompatible old
settings. The backup file could also be used to efficiently deploy multiple Modbus Gateways of

similar settings by restoring the settings to the devices by Importing the corresponding file.

atop

Technologies

System > Import/Export

Cverview

MNetwork
Basic Settings
COM Settings Import a configuration file to the device.

:ggr;]ei:;:gs Configuration File: [ Bfu‘"se-
Slave 1D Map
Advanced Settings
SNMP Settings

Modbus

Import Configuration I

Export a configuration data from device and save to file

Alert Export Configuration
SMTP Settings

Alert Events

System
Log Settings
System Log
Data Log
Modbus Statistic
Time
Security
|mport/Export
Factory Default
Restart
Fig. 3. 28
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tRatop

Oveniew

System > Import/Export

Network
= Basic Settings
COM Settings Import a configuration file to the device.
VCOM Settings

Configuration File:
TCP Settings

Slave ID Map i -
= Advanced Settings 2 F”,eru._plaad S———
SHAP Settings @uvlu » Computer b Local Disk (C) » <[4 ][ Sea
Modbus Organize New folder
. A'ES"MTP sutings || # 7 Pt - MName : Date modified Type Size
Alett Events B Desktop . BOOK File folder
& Downloads | Elements File folder
= System ] Recent Places ! Intel File folder
Log Settings E | Perflogs File folder
System Log 4/ Libraries | Program Files File folder
Data Log > [# Documents | Users File folder
Modbus Statistic > @) Music . Windows File folder
Time » [ Pictures A DOmd RND File 1KEB
Security > 8 Videos
Import/Export
Factory Default 18 Computer
Restart I a Local Disk (C:)
»w Local Disk (D:)  —
'€

Fig. 3.29

peatop

Owverview

System > Import/Export

Metwork

Basic Settings

COM Settings Import a configuration file to the device.

VCOM Settings

TCP Settings

Slave ID Map -

) Import Configuration

= Advanced Settings
SNMP Settings

Modbus Export a configuration data from device and save to file.

= Alert Export Configuration

Configuration File:

i:::lf:::lsngs ( Opening MBE5416-X-0060E9147258.DAT M‘
= System You have chosen to open

Log Settings || MB5416-X-0060E9147258.DAT

System Log whichis a: Text Document (9.8 kB)

Data Log from: hitp://10.0.50.76

Modbus Statistic What should Firefox do with this file?

Time

Security Notepad (default) -

Import/Export () SaveFile

Factory Default
Restart

[] Do this automatically for files like this from now on.

[ o || conca |

Fig. 3. 30
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3.8.8 Factory Default

A simple return to Factory Default is available in our MB54XX Series.

atop

Technologies

Cwerview

MNetwork

Basic Settings
COM Settings
VCOM Settings
TCP Settings
Slave ID Map

Advanced Settings
SHMP Settings
Modbus

Alert
SMTP Settings
Alert Events

System
Log Settings
System Log
Data Log
Modbus Statistic
Time
Security
Import/Export
Factory Default

Restart

System > Factory Default

Restore all parameters to default.

Set to Default and Restart

Fig. 3. 31
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3.9 Restart

Restart is just a click away in our Modbus Series.

atop

Technologies

ReStart

Chverview

Metwork

When the system stops responding correctly, you can perform this. The restant will be complete
when the RUM LED starts blinking.

COM Settings

VCOM Settings
TCP Settings

Slave ID Map

= Advanced Settings

SNMP Settings

Modbus

= Alert

SMTP Settings
Alert Events
= System
Log Settings
System Log
Data Log
Modbus Statistic
Time
Security
Import/Export
Factory Default
Restart

Fig. 3. 32
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4 Applications and Examples

On your device two different ID mapping definitions are given by the system, both using

Modbus ID to route the requesting command (from the Master) to the Slave node.

4.1 Using ID offset range mapping

If the Slave ID is continuous, it is recommended to use the Offset mode, Fig. 4.1.

TCP/IP

Modbus Gateway

~

Id Mapping

Tieei2 Ve
2

w
{
eSS
!

3732

-
{
N

N

COM1

COM2

COM16

Slave

Slave j

Fig. 4.1
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O:0O0:.0:00:0:000:000:0:0:00:0:0:0 0O

Entry Mo, Protocal Source Mode Slave ID Range (Virtual=-=Real}
o1 Modbus/RTU COomM Offset 001 -002 == 001-002
0z Modbus/RTU COoM2 Offset 003-004 =—=001-002
0z Modbus/RTU COoM3 Offset 005 - 006 == 001 -002
04 Modbus/RTU COoM4 Offset 007 -008 =—=001-002
05 Modbus/RTU COME Offset 009 -010 === 001 -002
06 Modbus/RTU COME Offset 011-012 =-= 001 - 002
o7 Modbus/RTU COM7 Offset 013-014 == 001 - 002
08 Modbus/RTU COMS Offset 015 - 016 === 001 - 002
0a Modbus/RTU COoMa Offset 017 - 018 === 001 - 002
10 Modbus/RTU COoM10 Offset 019 - 020 === 001 - 002
11 Modbus/RTU COM11 Offset 021 -022 == 001 - 002
12 Modbus/RTU COoM12 Offset 023-024 == 001-002
13 Modbus/RTU COM13 Offset 025 - 026 == 001 - 002
14 Modbus/RTU COM14 Offset 027 - 028 == 001 - 002
15 Modbus/RTU COM15 Offset 029-030 == 001-002
16 Modbus/RTU COM1G Offset 031-032 =—=001-002
Fig. 4.2
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4.2 Using Alias ID mapping

This is only recommended if the ID is not continuous, Fig. 4.3.

TCP/IP
L

pull virtual port 1 to 32

Modbus Gateway

s

Id Mapping

T2 1,99
1,99

w
{
NS

31:~32 1;89

7

N

COM1

COM2

Slave

COM16

Slave

J

Slave

* Every slave will have two ID (1 and 59)

Fig. 4.3
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O 03 Modbus/RTL Com2 Alias 003 == 001
O 04 ModbusRTU COmM2 Alias 004 == 059
O 05 ModbusRTU COM3 Alias 005 == 001
O 06 ModbusiRTU COM3 Alias 006 == 059
O 07 Modbus/RTL COM4 Alias 007 == 001
O 08 ModbusRTU COM4 Alias 008 =-> 059
O 03 ModbusiRTU COMS Alias 008 == 001
O 10 ModbusiRTL COMS Alias 010 == 059
O 11 ModbusRTU COME Alias 011 => 001
O 12 ModbusRTU COME Alias 012 == 049
O 13 ModbusRTU COMT Alias 013 == 001
O 14 Modbus/RTL Comr Alias 014 == 059
O 15 Modbus/RTL Coma Alias 015 == 001
O 16 ModbusRTU COMS Alias 016 =-> 059
O 17 ModbusiRTU COM3 Alias 017 == 001
O 18 ModbusiRTL COMa Alias 018 == 059
Fig. 4. 4
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5 Specifications

5.1 Hardware

Table 5.1

System

CPU 32-bit 266MHz RISC Processor with MMU

Flash Memory 2 + 8 MB (2MB for Bootloader)

RAM 128 MB DDR

EEPROM 8 KB

Reset Built-in Recessed Key (Restore to Factory Defaults)
Watchdog Hardware built-in

Network

[ ] IEEE 802.3 Compliance

Dual Port 10/200Mbps Auto-Detection
Ethernet Interface
[ | Connection: RJ-45

®  Auto MDI/MDI-X: No
Protection Built-in 1.5 KV Magnetic Isolation
1
m ICMP
[ | SMTP
m  TCP/IP
Protocol I NTP
E UDP
[ | ARP
m  HTTPR,
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Serial

Serial Interface

RS-232/RS-422/RS-485 Software Selectable (Default: RS-232)

Serial Connector

RJ45 Connector Type

MB5416-X ---16 Serial Ports
MB5408-X --- 8 Serial Ports

DB9 (9-pin) Connector type

MB5404D-X

TB5 (5-pin) Connector type

[ ] MB5404D-Sis-X
B Baud-rate: 300 bps ~ 921600 bps (MB5404D-X, MB5408-X,MB5416-X)
300 bps ~ 230400 bps (MB5404D-Sis-X)
Serial Port B Parity: None, Even, Odd, Mark, or Space
Communication B Data Bits: 7, 0r 8
B  StopBits: 1 or2
B Flow Control: None, Hardware CTS/RTS, Software Xon/Xoff
LED Indicator
®  Powerxl
B Readyx1
LED indication
B COM port TX x 16 (MB5416-X); x 8 (MB5408-X); x 4 (MB5404D-X, MB5404D-Sis-X)
B COM port RX x 16 (MB5416-X);x 8 (MB5408-X) ; x 4 (MB5404D-X, MB5404D-Sis-X)

Power Requirement & EMC
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® 100~240V (MB5408-X, MB5416-X)

Input
® DC9~48V (MB5404D-X, MB5404D-Sis-X)
® Max. 8.5W (MB5408-X/MB5416-X)
Consumption
® 5.58W (MB5404D-X, MB5404D-Sis-X)
EMC FCC Class A, CE Class A
Mechanical

Dimensions (W x H x D, mm)

MB5408-X, MB5416-X 436 x 43.5 x 200

MB5404D-X, MB5404D-Sis-X 53.4x145.7x119.9

Casing

SECC sheet metal (1 mm)

Environmental

MB5404D-X, MB5404D-Sis-X : -40°C ~ 80°C,

Operation
Temperature MB5408-X, MB5416-X : 0°C ~ 60°C,
Storage -40°C ~ 85°C, 5% ~ 95% RH
Humidity 5% ~ 95% Non-condensing
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Serial and RJ-45 Connectors Pin Assignments

RJA45 to Serial Connectors

Table 5. 2
! ¢ Ethernet | RS-232 | RS-422 | RS-485

Pin 1 Tx+ RTS - -
Pin 2 Tx- DTR TX- -

Pin 3 Rx+ TXD TX+ -

Pin 4 SG SG SG
Pin5 SG SG SG
Pin 6 Rx- RXD RX+ Data+
Pin 7 DSR RX- Data-
Pin 8 CTS - -
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DB9 to RS-232/RS-485/RS-422 connectors (MB5404D-X)

Table 5.3
1 5
Q000
B 9
RS-232 RS-422/4-Wire RS-485 2-Wire RS-485
Pin#
Full Duplex Full Duplex Half Duplex

1 DCD N/A N/A

2 RXD TXD+ N/A (reserved)

3 TXD RXD+ DATA+

4 DTR N/A N/A

5 SG (Signal Ground)

6 DSR
7 RTS
8 CTS

9 RI

SG (Signal Ground)
N/A

RXD-

TXD-

N/A

56
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5pin Terminal Block to RS-485/RS-422 connectors (MB5404D-Sis-X)

Table 5. 4
RS-422/4-Wire RS-485 2-Wire RS-485
Pin# Full Duplex Half Duplex
for SE5404D-TB / SE5404D-Sis For SE5404D-TB / SE5404D-Sis

1 T+ NC

2 T- NC

3 R+ Data+

4 R- Data-

5 SG (Signal Ground) SG (Signal Ground)
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RJ45 to Male DB9 Connector

Table 5.5

RJ45

Male DB9

1]

BT :D;H}Q

RTS Pin 1 & Pin7 |RTS
DTR Pin 2 & Pin4 |DTR
TXD Pin 3 & Pin3 | TXD
SG Pin 4 &

Pin5 |GND
SG Pin 5 &
RXD Pin 6 & Pin2 |RXD
DSR Pin 7 & Pin6 |DSR
CTS Pin 8 & Pin8 |CTS

RS-232/RS-422 to RJ-45 Cross over Connection

Table 5.6
RJ45 A RJ45 B
RS-422 |RS-232 RS-232 |RS-422
RTS |Pinl | <& |Pin8 | CTS
TX- DTR |Pin2 | & |Pin7 | DSR RX-
TX+ TXD |Pin3 | <& |Pin6 | RXD RX+
SG |Pin4 | & |Pin5 | SG
SG |Pin5 | & |Pin4 | SG
RX+ RXD |Pin6 | & |Pin3 | TXD TX+
RX- DSR |Pin7 | ¢ |Pin2 | DTR TX-
CTS |Pin8 | & |Pinl | RTS
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RS-485 to RJ-43 Loop back Connection

Table 5.7
RJ45 A RJ45 B
RS-485 RS-485
Pin 1 & Pin 1
Pin 2 & Pin 2
Pin 3 & Pin 3
Pin 4 & Pin 4
Pin 5 & Pin 5
Data+ | Pin6 & Pin 6 | Data+
Data- Pin 7 & Pin 7 | Data-
Pin 8 & Pin 8
LED indicators
Table 5. 8
Name Color Message
Power (Steady Green) Power ON
(Steady Green) Booting up
Ready
(Blinking Green) In Activity
(Blinking Green) Serial Port Transmission
TX (1-16)
o (Light Off) No Data Transmission
(Blinking Green) Serial Port Data Reception
RX (1-16)
o (Light Off) No Data Reception
(Steady Amber) 100Mbps Ethernet connected
LANI/LAN2 10Mbps Ethernet Connection or 100 Mbps
@ (Light Off)

Disconnected
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(Blinking Green) Ethernet Port in Activity

5.2 Software

Table 5.9

Software

Utility “Virtual COM” Driver “Serial-IP” for Windows 98/2000/XP/2003/Vista

[ | Web-based

Telnet
Configuration Tool
mE LCM

[ ] Device View©
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Appendix Configuration using Telnet Interface

The MB54XX Modbus Gateway device also has a built-in Telnet server program such that
users can also configure the device using Telnet console software. To start the device
configuration using Telnet console, please go to Windows Command software (Start—Run)
and use ‘“telnet” command to access the device. In the “Run” window, enter “telnet
device_IP_address” (For example, telnet 10.0.50.100 if the device is connected to LAN1 port)
as shown in Fig. The system will prompt for Username and Password. After the valid
username and password are entered, the main menu shall appear as in Apx. 10. It shows all
the configurations that can be used on the device.

If Telnet is not yet configured, please follow the steps mentioned below to configure it.

Note:

o The steps described below are for Windows® platforms.

° You can always press “ESC” key to return to the upper layer menu.

° If the device does not receive any command within 3 minutes, Telnet connection will be automatically

terminated.
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For Telnet interface configuring, please go to Windows® Hyper Terminal and follow the steps

described below.

B Onyour Desktop go to “Start — All Programs — Accessories — Communications

— HyperTerminal”.

/ \ Internet ’) My Documents
Internet Explorer -~
; | <) My Recent Documents »
f -l E-mail l“b - =

Outlook Express @ Set Program Access and Defaults

%5 Windows Catalog A ‘M -
I Accessibilit
v MSN % windows Update D 2 h e
| & Communications &> HyperTerminal

Windows Media Play N e (@) Entertainment & Network Connections
; ™) Games I System Tools »II % Network Setup Wizard

Windows M r
.:3 indows Messenger lf 7)) Startup "I ) address Book [5] Mew Connection Wizard
. Tour Wind wp 6 Intemnet Explorer ; Calculator {2 Wireless Network Setup Wizard

our Windows ‘
: W4 msn ¥ Command Prompt

- Files and Settings Trd] (G Outlook Express

MNotepad
Wizard

Remote Assistance

-

® windows Media Player

Paint

Program Compatibility \Wizard
| 3 Windows Messenger

]
'}
9
4
aAll Programs B ‘ B Windows Movie Maker é
@
(&)
@

Remote Desktop Connection

Synchronize

@] Log Off l Turn OFf Cornputif Tour Windows XP

Windows Explorer
wordPad ¢ 9,0 & % 101
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m  Fill the Name entry with a name of your choice, and select your favorite icon. The

“Connect to” window will pop-out.

- MNEREEORAEE ;. cc1ion Description
File Edit Wiew

Enter a name and choose an icon for the connechion:

M arne:

|cor:

[ ak. ” Cancel ]

Disconnected LM | Capture

B Select “TCP/IP Winsock” on “Connect using”, then check “OK”. Here “Session
1-Hyperterminal” will appear, and then type “telnet 10.0.XXX.XXX” (device’s IP), to get

into the device’s login menu.

# ATOP_device - Connect To |E| |E|

& ATOP device

Enter details for the host that you want to call:

Host address: || |

Port number: |23 |

Connect using: | TCPAP [winsock] w |

[ Ok _H Cancel ]

IDisconnected TLIM Capkure

Apx. 3
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B Once the correct username and password are entered, you will see the configuration

menu of the device on the display.

“& ATOP_device - HyperTerminal |'._||'E|fg|
File Edit Wiew Call Transfer Help
O = & =08
Linux 2.4.13-5EEB16MEE416—K (Serial Serwver) [(ttupd)
Username:
Connected 00:00: 26 Auko detect TCR(IP

Apx. 4
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The steps before mentioned are for Win XP, in order to enable telnet in Win 7 follow the steps

below.

1. Go to Start and on the “Run” box type cmd, Fig.

Programs (1)
BN cmd
Microsoft Office Qutlook (2)

=i RE: Manual -BE
(=1 RE: Manual -B &

Files (3}

|| pl2303.c
|| pl2303.c
|| pl2303.c

4= See maore results

|cmd| X | | Shut down | » |

@ cl@ e 7

Apx. 5
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2. A pop out window will appear as follows, type “ pkmgr /iu:”TelnetClient” ” and press
Enter, your Telnet must be configured by now. If you wish to confirm if it is working, follow

the next step.

Microsoft Windows [Ue n 6.1.76811
Copyright <c> 2887 Microsoft Corporation. All rights reserved.

C:~lsers~CS-TME473TGrpkgngr ~#iuz"TelnetClient"

Apx. 6

3. Go to Control Panel under Programs and Features press Turn Windows features on

or off and click the Telnet Client box.

&?‘D' » Control Panel » Programs b S
- - -

Control Panel Home

9 Programs and Features
System and Security | U Uninstall a program | # Tumn Windows features on or off | View installed updates
Run programs made for previous versions of Windows | How to install a program

Network and Internet
—  Windows Feat (=B )
Hardware and Sound (-V Default Programs [ | ST i
L/ Change default settings for media or devices | Make s fi -
* Programs Set your default programs Turn Windows features on or off L2 ]

User Accounts and Family

Safety

N Add gadgets to the desktop | Get more gadgets online
ppearance and . mere
Personalization Restore desktop gadgets installed with Windews Simple TCPIP services (i.e. echo, daytime etc) p
Clock, Language, and Region Serial/IP V] [, Tablet PC Components
]|, Telnet Client
Telnet Server
TFTP Client
]| Windows Gadget Platform
@ Windows Process Activation Service
1. Windows Search
Windows TIFF FFitter
]} Windows Virtual PC
V1. XPS Services
U1LL XPS Viewer

Desktop Gadgets To turn a feature on, select its check box. To turn a feature off, clear its
check box. Afilled box means that only part of the feature is tured on.

Ease of Access Configure | Port Menitor | Trace Window

m

[ et

Apx. 7

Note: Default “TCP port numbers” (in this manual, TCP port number, TCP local port number and TCP logical number
are synonymous) are 4660 — 4667 for the MB5408-X model, and 4660 — 4675 for the MB5416-X model, each

corresponding to COM1 — COM8 and COM1 — COM16, respectively.
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After these steps are completed, telnet can be accessed by typing the device’s IP using the

“Run” command window on the Start programs.

. Accessories

9 Bluetooth File Transfer
i] Calculator Jhony-8473TG
E¥ Command Prompt
@3 Connect to a Network Projector j Documents
B Connect to a Projector

-} Getting Started Pictures

"I Math Input Panel

4 Notepad
24 Paint

Remote Desktop Connection

Music

Computer

Run
T Snlppmg Toolr Control Panel
Sound Recorder
Sticky Notes
@ Sync Center

Windows Explorer

Devices and Printers

Default Programs

Windows Mobility Center Help and Support
WordPad
. Ease of Access

4 Back

{ Shut down e

Type the name of a prograrm, folder, document, or Internet
resource, and Windows will cpen it for you.

Cancel | | Browse...

Apx. 9
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Its main menu is a command driven interface; it will look as follows.

BN Telnet 10.0.50.150 E=REEE X

Linux 2.4.18-5E5816MB5416—X (Serial Serverd <(ttypld

Uzername :admin
Pazssword:

[BIERAIT

[110verview

[2 IHetworking

[31COM Port Settings
[4]15ecurity

[515et to Default
[&61Restart

Apx. 10

Most options appear the same as the ones in web browsing mode, the difference being that

they have to be accessed by entering the number corresponded to that option.

For accessing each function please follow the steps described below.
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B On the Main Screen — [1] Overview, (a more detailed description of this section is

given on Sec. 3.3)

& Telnet 10.0.50.100 E=NEERl X

Uzername :admnin
Pazzword:

[BIEXIT

[110verview

[2 INetworking

[31C0OM Port Settings
[4185ecurity

[515et to Default
[61Restart

Model Mame HBS416—H¥

Lan 1 IPF Address Ai0.A80.A58.1868
Lan 1 MAC Ad.6A.E?.55.44 .34
Kernel Uersion 1.8

AP Uersion

[BIERKIT

Apx. 11
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B Main Screen — [2] Networking, (a more detailed description of this section is given on

Sec. 3.4)

& Telnet 10.0.50.100 ol B

[BI1ERIT

[110verview
[2IMetworking

[31COM Port Settings
[4]18ecurity

[518et to Default
[6 1Restart

[BI1ERIT

[11LAN 1 Settings
[2]1DNS Settings
[315HHP Settings

Apx. 12
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Bm  Main Screen — [2] Networking — [1]LAN 1 Settings, (a more detailed description of

this section is given on Sec. 3.4)

BX Telnet 10.0.50.100

Metworking

[BI1EXIT

[11LAH 1 Settings
[21DHS Settings
[315HHMP Settings

[BIEXIT

[11LAN 1 Settings
[21DNE Settings
[315SHHP Settings

[AI1EXIT

[1IDHCP :DisabledStatic
[21IP :A10.0008.658.16808
[3IHetmask t255 255 . 688. 8608
[4]1Gateway :A10.000.686.254

Apx.

71
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B®  Main Screen — [2] Networking — [2] DNS Settings, (a more detailed description of

this section is given on Sec. 3.4)

Bl Telnet 10.0.50.100
[?1SHMP Trap Server

[BI1ERIT

[11LAN 1 Settings
[21DNS Settings
[31S5HHMFP Settings

[BIEXIT

[11LAN 1 Settings
[21DNS Settings
[318HHMP Settings

[AIERIT
[11DNHEL t2505 255255 0255
[21DHS2 :255.255.255.255

Apx.
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B Main Screen — [2] Networking — [3] SNMP Settings, (a more detailed description

of this section is given on Sec. 3.6.1)

& Telnet 10.0.50.100 = | E |-

[11LANH 1 Settings
[21DHS Settings
[315HHMP Settings

[21Read Community
[31HUrite Community
[418ysHame
[518ysLocation
[618ysContact
[?15HHMP Trap Server

public

private

AA6GAE? 554434
location
contact

A8A . 18d . 980 . BEB

Apx. 15
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COM Port Configuration: telnet

B Main Screen — [3] COM Port Setting, (a more detailed description of this section is

given on Sec. 3.5.1)

& Telnet 10.0.50.100 E=NE=N X

Main Menu

[BIEEIT
[110verview
[2IHetworking

[31COHM Port Settings
[4]15ecurity

[515et to Default
[61Restart

Apx. 16
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B Main Screen — [3] COM Port Setting — [1-16] Select Port — [3] COM Port

Settings, (a more detailed description of this section is given on Sec. 3.5.1)

& Telnet 10.0.50.100 E=ma=h X |

COM Port Settings

[BI1ERIT
[11Com Setting

[BIEXAIT

[11lart mode

[Z2]1Baud rate 115288 hps
[31Parity Mone
[41Data hits 8 bits
[515top hits 1 hit
[6]1Flow control Mone

Apx. 17
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B Main Screen — [4] Security, (a more detailed description of this section is given on
Sec. 3.8.6)

B Telnet 10.0.50.100 = | B -]

Linux 2.4.18-5E5816MB5416—3 <Serial Server) (ttypl>

Uzername admin
Password:

[BIEXIT

[110verview

[2 INetworking

[31COM Port Settings
[418ecurity

[518et to Default
[&1Restart

[BIEXIT
[11Change Password

Apx. 18
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B®  Main Screen — [4] Security — [1] Change Password, (a more detailed description

of this section is given on Sec. 3.8.6)

& Telnet 10.0.50.100 o= | B S|

[2 INetworking

[31COM Port Settings
[415ecurity

[515et to Default
[61Reztart

[BI1EXIT

[110verview

[2 INetworking

[31CO0M Port Settings
[415ecurity

[515et to Default
[61Restart

[BI1EXIT

[11Change Password

=1

Enter old password <8 chars)
Enter new password (8 chars?
Reenter new password <8 chars)
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Reset to Factory Defaults

Main Screen — [5] Set to Default, (a more detailed description of this section is given on Sec.
3.8.8)

@ Telnet 10.0.50.100 E=RRcE x|

Linux 2.4.18-5E5816MB5416—% (Serial Server? <ttypl>

Uzername -admin
Password:

[BIEXIT

[110vervieuw

[2 INetworking

[31COM Port Settings
[415ecurity

[518et to Default
[&1Restart

:h

Set to Default? Cy~sN>

Apx. 20
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Restart

Main Screen — [6] Restart, (a more detailed description of this section is given on Sec.3.9)

BN Telnet 10.0.50.100 E=RREEC x|

Linux 2.4.18-5E5816MB5<41 65 <Serial Server> CttypB>

Uzername :admin
Password:

[BIERIT

[110uvervieuw

[2IMetworking

[31COM Port Settings

[4185ecurity

[515et to Default

[&61Restart

=

Are you sure you want to restart? C(ysNH>

Apx. 21
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Warranty

Limited Warranty Conditions

Products supplied by Atop Technologies Inc., are covered in this warranty for undesired

performance or defects resulting from shipping, or any other event deemed to be the result of

Atop Technologies Inc., mishandling. The warranty doesn’t cover however, equipment which

has been damaged due to accident, misuse, abuse, such as:

Use of incorrect power supply, connectors, or maintenance procedures
Use of accessories not sanctioned by us

Improper or insufficient ventilation

Improper or unauthorized repair

Replacement with unauthorized parts

Failure to follow Our operating Instructions

Fire, flood, “Act of God”, or any other contingencies beyond our control.

RMA and Shipping Reimbursement

Customers must always obtain an authorized “RMA” number from us before shipping
the goods to be repaired.

When in normal use, a sold product shall be replaced with a new one within 3 months
upon purchase. The shipping cost from the customer to us will be reimbursed.

After 3 months and still within the warranty period, it is up to us whether to replace the
unit with a new one; normally, as long as a product is under warranty, all parts and labor
are free of charge to the customers.

After the warranty period, the customer shall cover the cost for parts and labor.

Three months after purchase, the shipping cost from you to us will not be reimbursed, but

the shipping costs from us to the customer will be paid by us.

Limited Liability

Atop Technologies Inc., shall not be held responsible for any consequential losses from using

our products.
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Warranty

Atop Technologies Inc., gives a 5 years max for Modbus Gateway products.
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