Wireless Network Setup Guide for GovWiFi —

Windows 7 platform (English)

. Select "Start" > "Control Panel".
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Adjust your computer's settings
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System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet
View network status and tasks
Cheoose homegroup and sharing options

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

n
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View by: Category ™

User Accounts and Family Safety
'@' Add or remove user accounts
@7 Set up parental contrels for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or ather input methods
Change display language

Ease of Access
Let Windows suggest settings
Qptimize visual display

In "Control Panel Home", under "Network and Internet", press
"View network status and tasks" (If you are using "Classic
View", double click "Network and Sharing Center™).

In the left menu, check if "Manage wireless networks" is
available. If it is not found, either your device does not have Wi-Fi
capability or Wi-Fi capability is not turned on. Please check the
user manual of the device.
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  Network and Sharing Center

. In the left menu, press "Manage wireless networks" and then
press "Add".
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How do you want to add a network?

Manually create a network profile
This creates a new network profile or locates an existing network and saves a profile |
for the network on your computer. You need to know the network name (55ID) and |
security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

. Select "Manually create a network profile".
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Encrypted Connection (freeqovwifi-e) Settings

@ ' Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: freeguvwiméi-e

Security type: lWPAZ-EnterprisE - |

Encryption type: ‘AES - |

Security Key: Hide characters

[T]5tart this connection autom atically:

[7] Connect even if the network is not broadeasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Mext ]| Cancel

. Type "freegovwifi-e" in the "Network name".

. Ensure Security type is "WPA2-Enterprise" and Encryption type
Is "AES". Untick both "Start this connection automatically" and
"Connect even if the network is not broadcasting”. Click
"Next".

. Click "Change connection settings".
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freegovwifi-e Wireless Network Properties

sty
Security type: | WPA2-Enterprise -
Encryption type: [hES "]

Chopose a network authentication method:
| Microsoft: Protected EAP (PEAP) - [ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

CocJ (oo

In the "Security" tab, select "Microsoft: Protected EAP (PEAP)"
under "Choose a network authentication method" and tick
"Remember my credentials for this connection each time I’m
logged on" then press "Settings".

» Tick "Validate server certificate".

> Un-tick "Connect to these servers".

> Select "Thawte Premium Server CA" in "Trusted Root
Certification Authorities".

» Select "Secured password (EAP-MSCHAP v2)" in "Select
Authentication Method".
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Protected EAP Properties m

When connecting:
[] valdate server certificate

Trusted Root Certification Authorities:

[7] Microsaft Root Certificate Authority -
[] sequre Server Certification Authority
[C] symantec Root 2005 CA

[ symantec Root CA

Thawte Premium Server CA

[7] Thawte Timestamping CA

[] WeriSign Trust Metwork -
« | m ] ¢

[ Do net prompt user to authorize new servers or rusted
certification authorities,

Celect Authenbcation Mathod:
|Secured password (EAPAMSCHAP v2) v) | configure... |

[]Enable East Reconnect
[ Enable Quarantne dhedks
[7] Disconnect if server does not present aryptobinding TLV

[ ok || conce

> Press "Configure".

> Un-tick "Automatically use my Windows logon name and
password (and domain if any)". Click "OK".

[ EAP MSCHAPVZ Properties ﬁ

When connecting:

Ij;a.rtmica[hrme r:r:.r.'i"ﬁndu-ws legon name and |
password . ;

> Click "OK" in previous windows.
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freegovwifi-e Wireless Network Properties

seaty

Security type: | WPA2-Enterprise -

Encryption type: [AES v]

Chopose a network authentication method:
| Microsoft: Protected EAP (PEAP) - [ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

CocJ (oo

In the "Security" tab, select "Advanced settings
In the “802.1X settings” tab
>  Tick "Specify authentication mode"

>  Select "User authentication"
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802. 1% settings | 302,11 settings

Spedfy authentication mode:

[User authentication *] [ Save credentials

[ Delete credentials for all users

Enable single sign on for this network

i@ Perform immediately before user logon
Perform immediately after user logon
Mairurm delay (seconds); 10 IZI
.ﬁfl_lnw additional dialogs to be displayed during single
sign on

[ ] This netwark uses separate virtual LANs for machine
and user authentication

o< J[ cancel |

»  Click "OK" in previous windows and then "Close".
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Unencrypted Connection (freegovwifi) Settings

(=] & =]

@ ! Manually connect to a wireless network

Enter information for the wireless network you want to add

MNetwork name: freegovwifi

Security type: Mo authentication (Open) =

Encryption type: Mone

Security Key: Hide characters

[7] Start this connection autormatically

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk,

[ Mext ]I Cancel

. Key in "freegovwifi" in Network name.

. Ensure Security type is "No authentication (Open)". Then press
"Next" and then "Close".
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TCP/IP Setting

. Go back to "Network and Sharing Center" and select "Change
adapter setting". Right click "Wireless Network Connection”

icon and select "Properties".
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. When the "User Account Control” popup window is shown,

please click "Continue".
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[0 Wireless Network Connection Properties =X

Metwarking [ Sharing |
Connect using:
-;-'_l‘ Irked(R) PROAWireless 3345ABG Network Connection
Thes connection uses the folowing tems:

[ U8 Cfigrt for Microsoft Metworks

.@Teeferz Diver

e gaus Packet Schaduler

¥ File and Prnter Sharing for Merogoft Networks

L Inemet Pretocol Version 6 (TCP/IPYE)

T Ptooo Verson 4 (TCP/Pv) |

| & Link-Layer Topclogy Discovery Mapper 140 Driver
[w] - Link-Layer Topology Discovery Responder

[ sl || ensal | [ Popeties |

Degeniption

Trarsmission Control Fratocal/mtemet Protocal. The defauk
wide area nebwork protocael that provides communication
acnass diverse interconnected networks.

In "Networking" tab, highlight "Internet Protocol Version 4
(TCP/IPv4)" and then click "Properties”.

Select "Obtain an IP automatically” and "Obtain DNS server
address automatically”.
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[ Internet Protocol Version 4 (TCP/AIPwd) Properties M

Generdl | Alternate Configuration |

You can get IP settings assigned automatically if your netwark supports
this capability. Otharwize, vou need to ask your network administrator
for the appropriate IP settngs.

IP address:

Subnet mask:

Default gabevaay:

i@ Obtain DNS server address automatically
7y Use the following DNS server addresses:

Preferred DS server:

fltermate NS server:

Press "OK".

Press "Close" to save the network settings (You may need to
reboot your mobile device for making the settings effective).
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Connection to GovWiFi

. Click the icon . in Windows' notification area to logon the
network.

Encrypted Connection

Currently connected to: s
: Network
Mo Internet access
Wireless Metwork Connection aA |F
freegovwifi- ﬂ!ﬂ
LHK12MS A =
APAKLBUUAY L
LHK4-TRUE L
Default M
LHK12_WarRooml i~
LHK12MS-DDW L
freegovwifi ’?‘q“ -
Open Metwork and Sharing Center

. Select "freegovwifi-e".
. Click "Connect" for encrypted connection.
. Click "Enter/Select additional log on information".

14 of 16



Metwork Authentication

Please enter user credentials

M

| ok || Cancel |

In the "Enter Credentials" window, enter "govwifi" (without the
double quotes) in both "User name" and "Password".

15 of 16



Unencrypted Connection

. Select "freegovwifi".

LHK12MS M
APAKLBUUAY A
Default T
LHK12 WarRooml M|z
LHK12MS-DDW e
RDIS-APO2 M
freegovwifi ?ﬂ!!

@,J Information sent over this network
might be visible to others.

["] Connect automatically

PCCWix o

-

Open Metwork and Sharing Center

. Click "Connect" for unencrypted connection.
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