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2. Introduction

One of our most appreciated and valued product features is our possibility to perform full Microsoft
Exchange Server backup and recovery. Many of our customers are small and midsize businesses and
for many of these companies the MS Exchange Server represents the most mission-critical business
application.

This document is a guideline for a best practice for MS Exchange Server backup and restore with the
SafeFile software.
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3. Backup Exchange 2003/2007 database

There are three ways to backup an MS Exchange Server database, which can be restored during a
disaster recovery:

» Mailstore level backup
» Folder level backup
» Combination of those above

The mailstore level backup is the most common backup, and even the preferred backup method by
Microsoft. In the next paragraphs | will describe how to accomplish the best ways to create the first two

ways mentioned above with use of the SafeFile software.

The third way is a combination of the two first ways, where you perform a mailstore level backup and
run a folder level backup of the important mailboxes or agenda’s.

3.1. Mailstore level backup

To enable yourself to make a backup of MS Exchange Server on mailstore level you have to at least
take the following steps:

» Make sure that you have SP2 of MS Exchange Server 2003 installed
» Disable Circular logging on the First Storage Group

To activate MS Exchange Servermailstore level backup, you have to enable this in the options tab of the
client.

m Oinline Backup Chent (Remote session)

w0 Mome
*5  Backup Gereenl | Bachup e Reghite | Advanced | Exchangs Server | SOL Serew
% Rostore Mailstore level
w  PReports and Legs B Ackrvitn Excharegs Eadag

« Options e Enchasrages rstore: Auto Complekion
" Suppon
@ About Folder bevel

O Activitn Excharegn Server Dackug on fokder vl

Figure 1: Mailstore level backup activated
Create a new backup task and select the First Storage Group. If you want to make incremental backups

of the First Storage Group it is advised to set the ‘Enforce Full Exchange store/SQL Backup’ option in
the advanced tab of the job to ‘Automatic’.
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The rule of 66% of changes on the First Storage Group will be applied. This means that if one of the
databases has more changes then 66% of the full backup, a new full backup of the entire First Storage
Group will be enforced.

You can create a second mailstore backup task that enforces a full backup, by setting the ‘Enforce Full
Exchange store/SQL Backup’ option to ‘Always’, and schedule it to run (by example) once a month on a
Saturday.

The second option is to create separate tasks for the Mailbox Store and the Public Folder Store and set
the ‘Enforce Full Exchange store/SQL Backup’ option to ‘Let Online Backup Client decide’.

When you schedule the tasks this way, the full backup will be enforced on one of the stores and not on
both the stores when the rule of 66% is reached.

3.2. Folder level backup

To enable yourself to make a backup of MS Exchange Server on folder level you have to at least take
the following steps:

Make sure that you have SP2 of MS Exchange Server 2003 installed

Hotfix KB908072 for MS Exchange Server 2003 must be installed

The ‘SystemMailbox’-user must not be hidden from the Exchange address list

The local and/or domain administrator must have ‘receive as’ and ‘send as’ permission
to the mailstore(s).

v Vv Vv Vv

You can read the steps to be taken in the “SafeFile Client Windows Professional Edition User Manual”
in paragraph 15.4 on page 35.

To activate folder level backup, you have to enable this in the options tab of the client.

l:lnline Backup Client {Remote session)

MNavigation

¥  Home
%= Backup | General " Backup and Restore ” Advanced | Exchange Server | SOL Server
% Restore Mailstore level
il SIS AL v Activate Exchange Backup

< Options [ Use Exchange restare Auto Completion
&' Support
@ About Folder level

[l Activate Exchange Server backup on Folder level

Figure 2: Folder level backup activated

You can now create a new backup task and select the mailboxes you want to backup on folder level.
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" Filker

2 Bdvanced
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Figure 3: Selection of mailboxes on folder level

If you choose to backup al mailboxes on folder level, you do not have to backup on mailstore level.

Note: keep in mind that the folder level backup is a differential backup and can take a long
time.
Note: We recommend to backup Exchange on mailstore level.

For folder level backup on Exchange 2007, you will need to do this remotely please check the following
knowledge base article for the requirements:
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4. Restoring Exchange 2003/2007 database

4.1. Restoring a database to the same server, same location, without
a Recovery Storage Group.

For a restore of an MS Exchange Server database to the same server and the same location, please
follow these steps:

» Do not remove log files from the original location; these will contain information that can
be reinserted into the database after the restore completes.

» Dismount the Exchange store that you want to restore and move the existing database
and streaming file into another folder. The Exchange Recovery tool will not overwrite
existing database or streaming files.

» Restore the last backup through the OnlineBackup Client, and write down the location
of the restored files.

» Download the Exchange Recovery tool from the SafeFile support website and extract it
to a local directory on the server.

» Open the Exchange Recovery tool and click ‘Select File’.

Exchange Recovery !E

Serliazed File: || Select File I
Restore database to Iorignal location j [Destination I
v Fun hard recoverny [SutoComplete] Restore I

Figure 4. Exchange Recovery tool

» Browse to the restore location, and select the serialization file that contains the store
you want to restore (the filename contains the store name) and click ‘Open’.

» Leave all other options at their default values and click ‘Restore’.

» Confirm that you have selected the proper file and that the correct store is being
restored and click ‘OK’.

» The time the restore process takes depends on the size of the database and streaming
file. After the files have been restored, log file replay begins. The store will automatically
be mounted after recovery is complete.

» Click ‘OK’ after the restore has been completed and close the Exchange Recovery tool.

» Please keep in mind that all files from the restore directory that were used in the
recovery process will be deleted after the recovery has been completed. If restoring
through the client takes a long time, take a copy of the restore folder in case you want
to recover again with different options.

» The database has been dismounted
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When the following error message appears:

Error |

Could not add databases ko the restore procedure,
are the restored edb and stm files in the same location as the serialized file?

Figure 5: Exchange Recovery tool Error Message

Please check that the following prerequisites have been met:
» The database has been dismounted
» The physical files (mostly ‘privl.edb’ and ‘priv1.stm’) have been removed from the original
location.

After restoring the database files, and when the store is being mounted, the following error message
can appear in MS Exchange System Manager:

Exchange System Manager E

Ain inkernal processing error has occurred. Try restarting the Exchange System Manager or the Microsoft Exchange Information Skare service, or both. Examine the
Application Log for events related to this error. The description fields of these events will contain specific error codes and may contain links ko Microsoft Knowledgebase
articles on troubleshoating this problem.

ID no: c1041724
Exchange Systemn Manager

Figure 6: Mount failed

This can occur when ‘hard recovery’ is not selected, or has failed to run properly. Run the Eseutil with
the following parameters to repair the database:
» eseutil /p databasename

For example: ..\bin\eseutil /p privl.edb

This carries out the hard recovery process manually and makes sure the database is not in a dirty
shutdown state. Please consult documentation provided by Microsoft about Exchange database
recovery.

4.2. Restoring a database to the same server, using a Recovery
Storage Group.

In case of a recovery situation (e.g. crashed MS Exchange Server machine), the preferred option is to
restore to a Recovery Storage Group. This option is explained in the following steps:

» First, create a Recovery Storage Group and add the proper database to recover:
o Create a Recovery Storage Group through Exchange System Manager.
o Keep the default settings for the Recovery Storage Group and click OK.
o Right click on the Recovery Storage Group and select ‘Add Database to
Recover’ and click OK.
o Select the correct database in the dialog and click ‘OK’.
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Figure 7: Creating a new Recovery Storage Group

Select database to recover

General

Find M
our Exchange Server is version 7538, it

D atabases from later versions of Exchange, as well as databases from Stop

wersionz of Exchange 2000 previous to SP3 will not be shown,
Clear Al

0

]

Search results:

Ha

|1 item(s) Found

Figure 8: Selecting the database to recover

» Restore the backed up store:

o Restore the last backup through the OnlineBackup Client, and write down the
location of the restored files.
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o Open the Exchange Recovery tool and follow the same steps as in paragraph
4.1.

» Merge (or copy) data from the Recovery Storage Group into the existing mailboxes:
o After restoring the Exchange store in the Recovery Storage Group you can
easily merge data from a mailbox in the Recovery Storage Group with the

existing mailboxes. Alternatively you can copy data from the Recovery Storage
Group mailboxes to the existing mailboxes.

& Exchange System Manager

) Fle Action  Wiew Window  Help
=l =

@5 v2K35B501TON (Exchange)
(- Global Settings

[+ Recipients
E

Mailboxes

-0 Servers <
= [ vekasesol Ehy SMITF (VZK3SE...  NT AUTHORITVISYSTEM i [ 6-6-2008 17:32
14 quewes hy System Attend... T AUTHORITVISYSTEM [ 0 S6-2008 14:11 8-6-2008 14:11
) First Storage Group 0%, NT AUTHORITY\SYSTEM 361 401 6-6-2008 17:32

(=)t} Recovery Storage Group
B (2 Mailbox Store (¥2K3SES0L)
- Logons
. { Maiboxes
(3 Protocols

3 HTTR

[ Mapa

31 NP

31 POP3

[ sMTP

H 400

- Connectors
(-3 Tools
B2 Folders

Figure 9: Restored mailboxes

» Right click on the mailbox you want to recover and choose Exchange Tasks. The

Exchange Task Wizard starts and you can recover mailbox data.

.*- Exchange Task Wizard

Available Tasks
The following is a list of tazks that can be applied to one or more of the selected
objects. Select the desired task and press Mest.

Select a task to perform:

— Task Description

Merge or copy mailbox items to selected user's current mailbox

< Back I Mext » I Cancel |

Figure 10: Recover the mailbox data with Exchange Task Wizard

Note: You can choose to merge the data or copy data. If you merge the data, all the data will be

merged into the existing mailbox. Everything gets restored, even the deleted files. If you
make a copy of the data you can select the item you want to be restored.
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4.3. Restoring a database to be mounted on a different server.

In case you want to restore a database to a different server then the original one, please use the
following steps:

» Make sure you create a database with the same name as the original one.

» Dismount that store and click to set ‘This database can be overwritten by a restore’ in
the Database tab of the stores properties. Restore the store through the Online Backup
client.

» Open the Exchange Recovery tool, select the serialized file that contains the
information about the store to be restored and select ‘alternate location’ from the
‘Restore database to’ dropdown box. Click on ‘Destination’ to set a new path, click
restore. Now the database will be restored to the new location, and the log files will be
replayed.

» You can now move the database files to the location of the store you created (double
check the file names) and mount the store.

» You now have to manually reattach all mailboxes to the users.

5. Backup Exchange 2010 database

There is just one way to backup an MS Exchange 2010 Server database, which can be restored during
a disaster recovery:

» Mailstore level backup via VSS

In the next paragraph | will describe how to accomplish this with use of the SafeFile software.

5.1. Mailstore level backup

To activate MS Exchange Servermailstore level backup, you have to enable this in the options tab of the
client.

m Oinline Backup Chent (Remote session)

# Horme
*2  Backup Gerwenl | Bachup e Reabte | Advanced | Exchangs Server | SOL Servw
% FRostore Mailstore level
w  PReposts and Logs B Ackrvitn Excharegs Eacag

s Oplions ) Ui Exchanige peestone: Auto Complekion
&Y Suppen
@ About Folder kevel

[ Activatn Excharags Server Dackug on fokder bl

Figure 11: Mailstore level backup activated
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Create a new backup task and select the Microsoft Information Store. As the backup is done via VSS,
the backup is always incremental, so only the changes are uploaded.

6. Restoring Exchange 2010 database

6.1. Restoring a database to the same server, same location, without
a Recovery Database.

- Open the Exchange Management Console on the Exchange server
- Expand the Microsoft Exchange On-Premises and go to the Organization Configuration and
click on Mailbox
- Right click on the Mailbox Database in the top selection field and select ‘Dismount Database’
- Select Yes to confirm the dismount
- Wait until the database is dismounted
- Right click again on the Mailbox Database in the top selection field and select ‘Properties’
- Open the Maintenance tab
- Select ‘This database can be overwritten by a restore’ checkbox
- Click on ‘Apply’
- Click on ‘OKk’ to close the properties window
- Open the SafeFile client and select the restore option
- Select the Mailbox Database in the restore tree (Servername/MS Exchange Server\Exchange
server name\Microsoft Information Store)
- Click on ‘Restore’
- Now you will have a couple of options for restore
o Latest version (The latest backuped version)
o Older version (You can select a ‘Before date’)
o Specific version (You can see the complete list according to the retention setting)
- Select the option you prefer
- Select to restore to the location ‘Exchange server
- Click on ‘OK’ to start the restore
- If you get messages about files that already exist, please select to overwrite these files
- Once the restore has finished, reopen the Exchange Management Console
- Go to the Organization Configuration and click on Mailbox
- Right click on the Mailbox Database and select ‘Mount Database’
- The database will be Mounted and the log files will be replayed
- The restore has been completed.
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6.2. Restoring a database to the same server, using a Recovery

Database.

6.2.1. Recovery Storage Group Replaced with Recovery Database

Because storage groups were removed from Exchange Server 2010, the recovery storage group no
longer exists. Instead, it will use a recovery database. The recovery database is not tied to any original
server or database. Each Exchange 2010 server can have no more than one mounted recovery
database. There can be multiple recovery databases, but only one can be mounted at a time.

If a recovery database already exists, the application can dismount the database, restore the
data onto the recovery database and log files, and then remount the database.
Microsoft Exchange Server 2010 supports the ability to restore data directly to a recovery
database. Mounting the recovered data as a recovery database allows the administrator to
restore individual mailboxes or individual items in a mailbox. Restoring to a recovery database
can be accomplished in two ways:

The database and log files can be restored to any disk location. Exchange analyzes the
restored data and replays the transaction logs to bring the databases up to date, and then a
recovery database can be configured to point to already recovered database files.

6.2.2. Steps how to restore a mailbox

Restore EDB, Logs and Replay the logs

First you have to Recover the edb and log files to a recovery directory. So select the Mailbox from the
restore tree and select the specific versions you would like to restore. After we have restored the files to
the restore folder (you have to keep in mind to have enough space to hold the complete restore), we will

use F:\Restore.

[ restore
Wersion; Duplicate Files
 Latest version  Ovenwite
 Oider versions  Rename
™ Skip
Befare date I Tuesday . August 23, 2011 LI
% Azk me
% Specific version
Wersion: I‘I [Modified: 8/23/2011 12:31:35 PH) ﬂ
Lozation:

€ Default [C:MBackupdgentsFestoredy08232011)

' Exchange server

@ Selected Location

IF:\Hestore

[ Calculate restore size before downloading [enables time indication)

Apply scripts |

ok |

Browze |

Cancel
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The EDB file we have restored will not include any data that is contained in the log files as these are
committed to the database AFTER we perform the backup.

We need to know the log file numbering before we can run ESEUTIL. To do this, navigate to the folder
you restored the EDB & Log files to (in the case of this article it is F:\Restore) and look for the file that
starts with an E and has 2 numbers after the E and an extension of .chk, so for example E00.chk. This
is what is known as the checkpoint file, or the working log file. All the other log files will start with the
same 3 digits and they are created when the checkpoint file gets full.

So assuming your checkpoint file is called E00.chk we now need to run the command to replay the log
files in the Exchange Management Console.

Once the Exchange Management Shell is open type the following commands:

F: (Enter)
cd Restore (Enter)
eseutil /R EOO /i

This will replay the log files that you have restored from the backup into the database.
When you don’t use the /i you might get this error:

“Operation terminated with error -1216 (JET_errAttachedDatabaseMismatch, An
outstanding database attachment has been detected at the start or end of recovery, but
database is missing or does not match attachment info) after n seconds.”

To resolve this, run soft recovery with the “/i ” switch at the end and it will override the EDB-STM
mismatch.

You also may use /a . Use the /a — allow recovery to lose committed data if database integrity can still
be maintained.

Run Eseutil /mh “Path of the database *.edb” to check if the database is in a state: Clean shutdown.

If the database is not in the state 'Clean shutdown’, we will have to run the following two commands:
1. Eseutil /p "<Database Path>" (Please make sure the path is correct.)
2. Eseutil /d "'<Database Path>"

This will perform a hard recovery of the database, and we will do a defragmentation of the repaired
database.

Create a Recovery Database from the EDB file

- Servername is EX2010T01.ex2010test.local (must be an Exchange Server that holds the
Mailbox Role)
Once we have restored the EDB file and Log files, we then need to create a Recovery
Database. This process can only be performed using the Exchange Management Shell.
Assuming the following Information:

- The EDB & Log files have been restored to F:\Restore\

- EDB File Name is Mailbox Database 1885236806.edb

- The recovery database name will be RDB1

©The Sterling Data Group2012 Page 14 of 18
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Run the following command in the Exchange Management Shell:

New-MailboxDatabase -Recovery -Name “RDB1” -Server EX2010T01.ex2010test.local -
EdbFilePath “F:\Restore\Mailbox Database 1885236806.edb” -LogFolderPath “F:\Restore”

r: Machine: EX2010T01.ex2010test.local

Directory: F:“Restore

LastUWriteTime Length

8,23-2811 H EBA.chk

8,23-2811 H 1@48576 EBA.log

8-23-2811 H 1@48576 EBAAAAAAS 2D .

8-23-2811 H 1848576 EAARAAAAS2E.

8-23-2811 H 1@48576 EBAAAAARAS 2F.

8-23-2811 H 1@A48576 EBAAAAARS 38.

8,23,2811 H 1A48576 EHARAAARS 31 .

8-23-2811 H ERAABARAS 32 .

8-23-2811 H ElfAresA00A1 .

8-23-2811 H Effres00BA2 . jrs

8,23-2811 H exchange—backupcomponents .xml
8-23-2011 H exchange—writermetadata.xml
8-23-2811 H 583382016 Mailbox Database 18852368086 .edb
8-23-2811 H 1821129 Mailbox Database 1885236886 . INTEG.RAY
8-23-2811 H 8454144 tmp.edh

[PS]1 F:“Restore>New—MailboxDatabaze —Recovery —Name "RDB1'' —Server EXZB108TH01 .exZ2B1Btest.local —EdbFilePath "F:“Restore“M
ailbox Database 1885236806.edbh" -LogFolderPath "F:“Restore"

8,23,2011 H 1848576 EAARARARL2ZE.

8-,23,2011 H 1848576 EARAAAARS2F.

8-,23,2011 H 1848576 EARAAAARS 3G .

8-23,2011 H 1848576 EABAAAARS 31 .

8-,23,2011 H EARARARAS 32 .

8-23-2011 : EfBres000861

8-,23,2011 H Effre s00AA2 ]

8-23/,2811 H exchange—backupcomponents .xml
8/23.,20811 H exchange—writermetadata.xml
8-,23,2011 H 583382816 Mailbox Database 1885236886.edh
8-23,2011 H PH 1821129 Mailbox Database 1885236806 .INTEG.RAY
8,23,2011 H AM 8454144 tmp.edh

[P5]1 F:“Restore>New—MailboxDatahase —Recovery —Mame "RDE1' —Server EX2018TH1.ex2B81Btest.local —-EdbFilePath "F:“Restore“M
ailbox Database 1885236886 .edb" —LogFolderPath "F:“\Restore"
WARNING: Recovery database 'RDB1’ was created ing existing file F:“Restore“Mailbox Database 1885236806.edb. The
database must be brought into a clean shutdown state before it can be mounted.

Server Recovery ReplicationType

EX2@818TA1 True

F:=\Restore

The next step is to mount the Recovery Database. To do this we run the following command from the
Exchange Management Shell:

Mount-Database RDB1

We can confirm the database has been created and that it is a recovery database by running the
following command from the Exchange Management Shell:

Get-MailboxDatabase

: EX2010T01.ex2010test.local
:\Restore>Get—MailboxDatahase

Server Recovery ReplicationType

Mailbox Database 1885236886 EX2@1ATAL
RDB1 EX2818T81 True None

[F5]1 F:“Restorel_

The important part of this screenshot is that the database listed as RDB1 has the value of True under
the Recovery setting.
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We now have a recovery database created.

Show list of mailboxes in the recovery database

To show all the mailboxes which are in the recovery database use the following command from the
Exchange Management Shell:

[PS] Get-MailboxStatistics -Database RDB1

[PS] F:vRestore>Get MailboxStatistics —Database RDBL
DizplayMame ItemCount StorageLimitS8tatus LastLogonT ime

soft Exchange App...
Minnie Molina
Luke Carson
Test

Estelle Nichols

Administrator ?/11-2811 11:18:14 AM
Victor Cooley
Gerardo Holt

Edwin Sawyer

Discovery Search Mailbox
Antonia Acosta

Melody Mccray

Lucas Lynch

Wendell Solomon

Megan Micholson

n
SystemMailbox{lac?dib?...
lWendy Whitaker
Lance Trujillo
Microsoft Exchange
Jeremiah Guzman
Rolando Hampton
Earnest N

Christy Chen

Leona Ewing

Edwin Navarro

Bill Logan

Vicki Durham
Randolph Montgomery
Cynthia Robbins
Shannon Walter

WL NMNMNMNWNNMNWONE N WRE WNNWRNMNNWOWWWNE WRNWWRNMNMNMNMNWNMNW A WWWNR MW W=

[PS] F:“\Restore>

Recover the required mailbox/mail items

Unlike previous versions of Exchange, there is no Graphical User Interface for the recovery process. To
recover mail items we need to use the Exchange Management Shell.
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Restore the completed mailbox

So for example, we have a user called Luke Carson and he has deleted the entire contents of his
mailbox and you need to recover all his mail.

We have a copy of the mailbox belonging to Luke Carson in our Recovery Database. To restore the
required mailbox, we would use the Exchange Management Shell and run the following command:

Restore-Mailbox -ldentity "Luke Carson" -RecoveryDatabase RDB1

This will recover a mailbox called Luke Carson from the Recovery Database called RDB1 to the Luke
Carson mailbox in the live database. This method relies on the original mailbox still being intact.

Restore to a Folder

The next option is to recover the Luke Carson mailbox from the Recovery Database and place it into a
folder called “Luke Carson Recovery” within a mailbox called Administrator.

[PS] Restore-Mailbox -ldentity Administrator -RecoveryDatabase RDB1 -RecoveryMailbox "Luke
Carson" -TargetFolder “Luke Carson Recovery”

Outlook'Web App

4 Eﬁ‘ Favorites
rj Inbox
EFI Unread Mail (2]
@ Sent Items

4[] administrator
rj Inbox
4 [ Luke Carsen Recovery
4 [ Recovered Data - Luke
[ Deleted Ttems
1 Drafts
[ Inbox (2]
| Motes
[ Outhbox
[ sent Items
@ Drafts
@ Sent Items
i,_J Motes
U@ Junk E-Mail
@ Deleted Ttems
> EFI Search Folders
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Restore selective Mail

Restore only the mail with the subject more2know, with the message body containing the word
business, and with the message location either in the Inbox or Calendar folder into the mailbox called
Administrator. This example assumes that the mailbox is in English. Place the restored items into a
recovery folder.

Restore-Mailbox -ldentity Administrator -RecoveryDatabase RDB1 -RecoveryMailbox "Luke
Carson" -SubjectKeywords “more2know” —ContentKeywords “business” —-IncludeFolders
\inbox,\calendar —TargetFolder “Luke Carson recovery with more2know”

Bulk Restore

Bulk restores all the mailboxes in the Mailbox Database 1885236806 mailbox database that are also
present in RDB1

Get-Mailbox -Database "Mailbox Database 1885236806" | Restore-Mailbox -RecoveryDatabase
RDB1

Removing the recovery database

After the restore is completed we must remove de recovery database. To do this we would run the
following command:

Remove-MailboxDatabase -ldentity RDB1

©The Sterling Data Group2012 Page 18 of 18



