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- <devices>

300
/

- <l-- Brand A Remote Control -> 330
<device oui="00:19:C1:" name="BD Remote Control" pin="NULL" />
<device oui="00:1E:3D:" name="BD Remote Control" pin="NULL" />

- <l-- Input devices -->

- <l-- Brand B Wireless Mouse --> 310
<device oui="00:0A:95:" type="mouse" pin="0000" />
<device oui="00:14:51:" type="mouse" pin="0000" />

- <l-- GPS devices -->
<device oui="00:0D:B5:" name="TomTom Wireless GPS MkII" pin="0000" />
<device oui="00:0D:B5:" name="GPS-GW-005" pin="0000" />

- <l Audio devices > 320
<device type="audio" oui="00:1A:80:" name="CMT-DH5BT" pin="max:4" />

- <l-- Generic types -->
- <l-- Printers -->
<device type="printer" pin="0000" />

- <I-- Headphones and headsets -->
<device type="headphones" pin="0000" />
<device type="headset" pin="0000" />
<device type="audio" pin="0000" />

- <I-- Mice without pincodes >
<device type="mouse" pin="NULL" />

</devices>

FIG. 3
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1
SIMPLIFIED PAIRING FOR WIRELESS
DEVICES

TECHNICAL FIELD

Embodiments of the present invention relate to communi-
cations between two wireless devices, and more specifically,
to the determination of a code of a wireless device when
establishing a connection to another wireless device.

BACKGROUND

Many wireless electronic devices are capable of exchang-
ing data over a short range distance (e.g., a few to a hundred
meters) using wireless data communication protocols. One of
such protocols in common use today is Bluetooth. Many of
the services offered over Bluetooth can expose private data, or
allow a connecting device to control another device. For
example, a Bluetooth-enabled headset can be connected to a
mobile phone and receive the audio signals destined for the
phone. A Bluetooth-enabled mouse can be connected to a
computer and control the cursor movement on the computer.
For security reasons, it is generally necessary to control the
devices that are allowed to gain access to a given Bluetooth
device. Therefore, a conventional Bluetooth device generally
has a pre-determined personal identification number (PIN)
code that can be used for authentication purposes.

The Bluetooth protocol defines a pairing process, which
determines whether two Bluetooth-enabled devices (also
referred to “Bluetooth devices™) can be authenticated to wire-
lessly communicate with each other. To pair two Bluetooth
devices that do not have the “Secure Simple Pairing” (SSP)
feature (which is available in Bluetooth 2.1 or later versions),
a user typically has to manually enter PIN codes on both
devices. A device that does not have a keypad or other means
for entering the PIN code can use a pre-determined static PIN
code for the pairing purposes. The PIN code is provided by
the manufacturers of Bluetooth devices and is usually docu-
mented in the user manual. The PIN code can be used to
compute an encryption key, which encrypts the wireless link
between two Bluetooth devices to prevent man-in-the-middle
attacks.

Conventionally, when a user wishes to pair two Bluetooth
devices, the user typically has to manually enter at least one
PIN code of one of the devices during the pairing process. For
example, if one device is a headset and the other device is a
mobile phone, a user typically has to look up the PIN in the
headset’s user manual, and enter the PIN using a keypad on
the mobile phone. Once a pairing between the two devices has
been established, the pairing is remembered by the two
devices. Subsequent connections between the two devices
can be established without repeating the pair process unless
the pairing relationship is removed by the user.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example, and
not by way of limitation, and can be more fully understood
with reference to the following detailed description when
considered in connection with the figures in which:

FIG. 1 is a block diagram of a wireless device which
implements embodiments of the invention.

FIG. 2 is a diagram of one embodiment of a user interface
displayed by the wireless device.

FIG. 3 illustrates one embodiment of data entries in a data
repository accessible by the wireless device.
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FIG. 4 is a flow diagram illustrating one embodiment of a
method for device pairing.

FIG. 5 illustrates a diagrammatic representation of a
machine in the exemplary form of a wireless processing sys-
tem.

DETAILED DESCRIPTION

Described herein is a method and system for pairing wire-
less devices. In one embodiment, a first wireless device is to
be paired with a second wireless device for communication
over a wireless connection. The first wireless device receives
an input that indicates a device identifier of the second wire-
less device, and then matches the device identifier with one of
the data entries in a data repository to obtain a code of the
second wireless device without user interactions. The data
repository contains a plurality of data entries associating a
plurality of wireless devices with their corresponding codes.
Based on the code of the second wireless device, the first
wireless device authenticates the second wireless device and
establishes the wireless connection.

In one embodiment, the wireless devices are enabled to
communicate using the Bluetooth protocol without the
Secure Simple Pairing (SSP) support. In contrast to the con-
ventional pairing process, an embodiment of the invention
allows the wireless devices to be paired without the user
manually entering or manually confirming a PIN code (also
referred to as a “code”). Instead, a wireless device can auto-
matically look up a data repository to locate a PIN code for a
connecting device. Data entries in the data repository may be
provided by device manufacturers and/or software providers,
and can be modified by a system administrator to include
information pertaining to the devices that are commonly used
in a specific environment such as an organization, a company
or an office.

In the following description, numerous details are set forth.
It will be apparent, however, to one skilled in the art, that the
present invention may be practiced without these specific
details. In some instances, well-known structures and devices
are shown in block diagram form, rather than in detail, in
order to avoid obscuring the present invention.

FIG. 1 illustrates an exemplary wireless device 100 which
implements embodiments of the invention. The wireless
device 100 may be a computer (e.g., a server, a workstation, a
personal computer (PC), a laptop, etc.), a mobile phone, a
hand-held computing device, a game station, a personal digi-
tal assistant (PDA), a global positioning system (GPS)
device, etc. In one embodiment, the wireless device 100 sup-
ports a communication protocol for exchanging data wire-
lessly over a short range. An example of the communications
protocol is Bluetooth, which is an industry standard for short-
range wireless communications with low power consump-
tion.

In one embodiment, the wireless device 100 may also be
connected to a wired network (e.g., a local area network
(LAN), the Internet, or other private or public wired network)
in addition to the short-range wireless connections. The wire-
less device 100 may exchange data via the short-range wire-
less connections with one or more connecting wireless
devices 115, which may be a computer, a mouse, a keyboard,
aheadset, a phone, a PDA, a game station, a GPS device, etc.

In one embodiment, the wireless device 100 includes pro-
cessing unit 112, which may include one or more processors.
The processing unit 112 executes instructions and interacts
with other functional units in the wireless device 100. The
wireless device 100 also includes a network manager 107 to
manage wireless communications for the wireless device
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100, one or more sensors 106 to detect the presence of the
connecting wireless devices 115 within the vicinity of the
wireless device, and a transceiver 108 to transmit and receive
wireless signals from the connecting wireless devices 115. In
some embodiments, the sensor 106 and the transceiver 108
may be integrated into the same piece of unit, which switches
between a sensor mode and a transceiver mode at a high rate
(e.g., thousands of times per second). The network manager
107 performs a pairing process with one or more of the
connecting wireless devices 115 to determine which devices
115 are permitted to communicate with the wireless device
100. The pairing process may include a sequence of hand-
shakes between the wireless device 100 and a connecting
wireless device 115 to exchange authentication information.

In one embodiment, the wireless device 100 also includes
a device wizard module 129, which enables a device wizard
interface 128 to be shown on a display screen 127 coupled to
the wireless device 100. The device wizard interface 128
includes a sequence of screen displays to guide a user through
the pairing process. In an alternative embodiment, the wire-
less device 100 is not coupled to a display screen. Instead, the
wireless device 100 has a display element integrated in its
housing. For example, the display element may be a Liquid
Crystal Display (LCD) with a one-line display, which allows
the user to scroll through a list of devices and select one
device to be paired with the wireless device 100.

Through the device wizard interface 128, the device wizard
module 129 receives the device identifier of a connecting
wireless device 115 that a user wishes to connect to the
wireless device 100. The device wizard module 129 uses the
device identifier to look up a matching data entry in a data
repository 118 that contains a collection of data entries. Inone
embodiment, the data repository 118 may be a file (e.g., an
Extensible Markup Language (XML) file) stored in a
memory 109 of the wireless device 100. The memory 109
may include volatile memory devices (e.g., random access
memory (RAM)), non-volatile memory devices (e.g., flash
memory), and/or other types of memory devices. In an alter-
native embodiment, the data repository 118 may be stored in
data storage (not shown) coupled to the wireless device 100.
The data storage may include mass storage devices, such as
magnetic or optical storage based disks, tapes or hard drives.

According to one embodiment of the present invention, the
data repository 118 provides the PIN code for the connecting
wireless device 115. Upon receiving an identifier of the con-
necting wireless device 115, the device wizard module 129
looks up a matching data entry, which contains the PIN code
associated with the connecting wireless device 115. There is
no user interaction for entering the PIN code. The PIN code is
used to authenticate the connecting wireless device 115, and
establishes a connection with the connecting wireless device
115 if the authentication is successful. After the connection is
established, the wireless device 100 communicates with the
connecting wireless device 115 using the transceiver 108.

FIG. 2 illustrates an example of a screenshot of the device
wizard 128. The device wizard 128 displays a list of devices
(i.e., the connecting wireless devices 115) that have been
found in the vicinity (i.e., within the wireless communication
range) of the wireless device 100. The list of devices may be
shown in a scrollable window 210. Each device is shown as a
device name and a corresponding device type (also referred to
as a “device class™). A user can select from the list a device
that he wants the wireless device 100 to pair with. In one
embodiment, the device wizard 128 also includes a filter
function that filters the devices shown in the window. For
example, when a user presses a button 250, a list of available
device types will be shown in a pull-down menu. The user
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may select “headset” as a filter, and only the devices with
device type “headset” will be shown in the window 210.

Once a device is selected from the window 210, the device
wizard module 129 looks up the data repository 118 to iden-
tify a PIN code for the selected device. If a PIN code cannot
be found, then the device wizard 128 will inform the user to
manually enter the PIN code. In one embodiment, the user can
press a “passkey options” button 260, which causes another
window to pop up. The user may manually enter the PIN code
into this other window. In an alternative embodiment, the
network manager 107 may be implemented to incorporate the
capability (e.g., PIN code lookups).

FIG. 3 illustrates an example of the data entries in the data
repository 118. In this example, the data entries are stored in
an XML file 300. The XML file 300 includes a collection of
data entries, each including a device identifier and a corre-
sponding code. The device identifier may include one or more
of'a device name, an organizationally unique identifier (OUI),
and a device type. In one embodiment, the data entries in the
file may be sorted in an order from specific to generic. For
example, a first data entry that represents a headset of a
specific brand can be listed before a second data entry that
represents generic headsets. The device identifier of the first
data entry may include an OUI to indicate the specific brand,
and may additionally include a device name and/or a device
type. The device identifier of the second data entry may
include only the device type and not the OUIL The device
wizard module 129 scans the XML file 300 in the direction
from specific entries to the generic entries (e.g., from top to
bottom), and stops scanning when a matching data entry is
found. Thus, if a headset of a specific brand uses a particular
PIN code that is different from the generic PIN code of
generic headsets, the device wizard module 129 will locate
the particular PIN code instead of the generic PIN code.

In an alternative embodiment, the data repository 118 may
include multiple files with each file containing multiple data
entries. The files may be provided by the vendors of the
wireless devices. Data entries in the files may be unsorted. In
this alternative embodiment, the device wizard module 129
may scan all of the data entries in the files and determines the
best matching data entry for a selected device. The device
wizard module 129 may first identify a number of candidate
data entries with each candidate data entry being associated
with a weighting factor. For example, a candidate data entry
that matches both the OUI and the device type is weighed
more heavily than another candidate data entry that only
matches the device type. The device wizard module 129 then
determines a matching data entry as the candidate data entry
that has the most weight.

In the embodiment of FIG. 3, it is shown that some of the
PIN codes are pre-determined fixed-length numbers 310
(e.g., “0000”). Some of the PIN codes are random numbers up
to a maximum number of digits 320 (e.g., max: 4). Some of
the PIN codes are shown as “NULL” 330, which indicates
that the devices will not be paired, but will be connected
without an encrypted connection and will be marked as
trusted. The “NULL” 330 can be used for devices such as
mice and joypads where there is no encryption.

Referring to FIG. 2 and FIG. 3, in one embodiment, the
device names shown in window 210 are the same as the device
names in the file 300. The device names in both places are
provided by the corresponding remote devices (e.g., the con-
necting wireless devices 115). However, the device names
may be somewhat cryptic (e.g. “CMT-DH5BT,” instead of
“Sony Bluetooth speakers CMT-DHSBT”). In one embodi-
ment, for a device that was previously known and paired with
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the wireless device 100, an end user may change the device
name in the window 210 to a name more descriptive and
meaningful to that user.

For certain input devices the device wizard module 129
may implement a helper function that detects the absence of
aperipheral device (e.g., an input device such as amouse or a
keyboard) on the system. When the absence of the device is
detected, the helper function automatically looks for such a
device in the vicinity and informs the user of this action.

FIG. 4 is a flow diagram illustrating one embodiment of a
method 400 for pairing two wireless devices. The method 400
may be performed by computer system 500 of FIG. 5 that may
comprise hardware (e.g., circuitry, dedicated logic, program-
mable logic, microcode, etc.), software (e.g., instructions run
on a processing device to perform hardware simulation), or a
combination thereof. In one embodiment, the method 400 is
performed by the wireless device 100 of FIG. 1.

Referring to FIG. 4, in one embodiment, the method 400
begins when the wireless device 100 receives a request to
activate the device wizard module 129 for adding a new
connection to the wireless device 100 (block 410). The
request may be in the form of a user launching the device
wizard interface 128 on the display screen 127 of the wireless
device 100. After the device wizard interface 128 is launched,
the wireless device 100 searches the other wireless devices in
the vicinity (block 420). The wireless device 100 may use one
or more sensors 106 to detect the presence of the other wire-
less devices. These other wireless devices support the same
wireless communication protocol as the wireless device 100.
For short-range wireless communications, this protocol may
be the Bluetooth protocol. The size of the vicinity within
which wireless communication can be performed is defined
by the Bluetooth protocol.

After the devices in the vicinity are found, the wireless
device 100 displays a list of the devices on its display screen
127 (block 430). The list of devices shown on the display
screen 127 may be filtered by the user to show only a specific
type of the device. The user may select one of the listed
devices as the new device to be connected. Through the
device wizard interface 128, the device wizard module 129
receives an identifier (e.g., a device name and a device type)
of'the new device (block 440). The device wizard module 129
then matches the identifier with the data entries in the data
repository 118 to determine the PIN code for the new device
(block 450). After the PIN code is found, the network man-
ager 107 uses the PIN code to authenticate the new device
(block 460). The wireless device 100 may start a sequence of
handshakes with the new device to exchange authenticating
information. Upon completion of the handshakes, the wire-
less device 100 may display a message to indicate whether the
new device has been successfully authenticated (block 470).
If the new device has been successfully authenticated (block
480), the wireless device 100 can start wireless communica-
tion with the new device (block 490). Ifthe new device cannot
be authenticated (block 480), the wireless device 100 denies
the request for connecting to the new device (block 495).

FIG. 5 illustrates a diagrammatic representation of a
machine in the exemplary form of a computer system 500
within which a set of instructions, for causing the machine to
perform any one or more of the methodologies discussed
herein, may be executed. In alternative embodiments, the
machine may be connected (e.g., networked) to other
machines in a Local Area Network (LAN), an intranet, an
extranet, or the Internet. The machine may operate in the
capacity of a server or a client machine in a client-server
network environment, or as a peer machine in a peer-to-peer
(or distributed) network environment. The machine may be a
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personal computer (PC), a tablet PC, a set-top box (STB), a
Personal Digital Assistant (PDA), a cellular telephone, a web
appliance, a server, a network router, switch or bridge, or any
machine capable of executing a set of instructions (sequential
or otherwise) that specitfy actions to be taken by that machine.
Further, while only a single machine is illustrated, the term
“machine” shall also be taken to include any collection of
machines (e.g., computers) that individually or jointly
execute a set (or multiple sets) of instructions to perform any
one or more of the methodologies discussed herein.

The exemplary computer system 500 includes a processing
device 502, a main memory 504 (e.g., read-only memory
(ROM), flash memory, dynamic random access memory
(DRAM) such as synchronous DRAM (SDRAM) or Rambus
DRAM (RDRAM), etc.), a static memory 506 (e.g., flash
memory, static random access memory (SRAM), etc.), and a
secondary memory 518 (e.g., a data storage device), which
communicate with each other via a bus 530.

The processing device 502 represents one or more general-
purpose processing devices such as a microprocessor, central
processing unit, or the like. More particularly, the processing
device 502 may be a complex instruction set computing
(CISC) microprocessor, reduced instruction set computing
(RISC) microprocessor, very long instruction word (VLIW)
microprocessor, processor implementing other instruction
sets, or processors implementing a combination of instruction
sets. The processing device 502 may also be one or more
special-purpose processing devices such as an application
specific integrated circuit (ASIC), a field programmable gate
array (FPGA), a digital signal processor (DSP), network pro-
cessor, or the like. The processing device 502 is configured to
execute the device wizard logic 522 for performing the opera-
tions and steps discussed herein.

The computer system 500 may further include a network
interface device 508. The computer system 500 also may
include a video display unit 510 (e.g., a liquid crystal display
(LCD) or a cathode ray tube (CRT)), an alphanumeric input
device 512 (e.g., a keyboard), a cursor control device 514
(e.g., a mouse), and a signal generation device 516 (e.g., a
speaker).

The secondary memory 518 may include a machine-read-
able storage medium (or more specifically a computer-read-
able storage medium) 531 on which is stored one or more sets
of instructions (e.g., device wizard logic 522) embodying any
one or more of the methodologies or functions described
herein (e.g., the device wizard module 129 of FIG. 1). The
device wizard logic 522 may also reside, completely or at
least partially, within the main memory 504 and/or within the
processing device 502 during execution thereof by the com-
puter system 500; the main memory 504 and the processing
device 502 also constituting machine-readable storage
media. The device wizard logic 522 may further be transmit-
ted or received over a network 520 via the network interface
device 508.

The machine-readable storage medium 531 may also be
used to store the device wizard logic 522 persistently. While
the machine-readable storage medium 531 is shown in an
exemplary embodiment to be a single medium, the term
“machine-readable storage medium” should be taken to
include a single medium or multiple media (e.g., a centralized
or distributed database, and/or associated caches and servers)
that store the one or more sets of instructions. The term
“machine-readable storage medium” shall also be taken to
include any medium that is capable of storing or encoding a
set of instructions for execution by the machine that cause the
machine to perform any one or more of the methodologies of
the present invention. The term “machine-readable storage
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medium” shall accordingly be taken to include, but not be
limited to, solid-state memories, and optical and magnetic
media.

The computer system 500 may additionally include a
device wizard module 528 for implementing the functional-
ities of the device wizard module 129 of FIG. 1. The module
528, components and other features described herein (for
example in relation to FIG. 1) can be implemented as discrete
hardware components or integrated in the functionality of
hardware components such as ASICS, FPGAs, DSPs or simi-
lar devices. In addition, the module 528 can be implemented
as firmware or functional circuitry within hardware devices.
Further, the module 528 can be implemented in any combi-
nation of hardware devices and software components.

Some portions of the detailed descriptions which follow
are presented in terms of algorithms and symbolic represen-
tations of operations on data bits within a computer memory.
These algorithmic descriptions and representations are the
means used by those skilled in the data processing arts to most
effectively convey the substance of their work to others
skilled in the art. An algorithm is here, and generally, con-
ceived to be a self-consistent sequence of steps leading to a
desired result. The steps are those requiring physical manipu-
lations of physical quantities. Usually, though not necessarily,
these quantities take the form of electrical or magnetic signals
capable of being stored, transferred, combined, compared,
and otherwise manipulated. It has proven convenient at times,
principally for reasons of common usage, to refer to these
signals as bits, values, elements, symbols, characters, terms,
numbers, or the like.

It should be borne in mind, however, that all of these and
similar terms are to be associated with the appropriate physi-
cal quantities and are merely convenient labels applied to
these quantities. Unless specifically stated otherwise, as
apparent from the following discussion, it is appreciated that
throughout the description, discussions utilizing terms such
as “receiving”, “checking”, “matching”, “authenticating”, or
the like, refer to the action and processes of a computer
system, or similar electronic computing device, that manipu-
lates and transforms data represented as physical (electronic)
quantities within the computer system’s registers and memo-
ries into other data similarly represented as physical quanti-
ties within the computer system memories or registers or
other such information storage, transmission or display
devices.

Embodiments of the present invention also relates to an
apparatus for performing the operations herein. This appara-
tus may be specially constructed for the required purposes, or
it may comprise a general purpose computer system selec-
tively programmed by a computer program stored in the com-
puter system. Such a computer program may be stored in a
computer readable storage medium, such as, but not limited
to, any type of disk including floppy disks, optical disks,
CD-ROMs, and magnetic-optical disks, read-only memories
(ROMs), random access memories (RAMs), EPROMs,
EEPROMSs, magnetic disk storage media, optical storage
media, flash memory devices, other type of machine-acces-
sible storage media, or any type of media suitable for storing
electronic instructions, each coupled to a computer system
bus.

The algorithms and displays presented herein are not inher-
ently related to any particular computer or other apparatus.
Various general purpose systems may be used with programs
in accordance with the teachings herein, or it may prove
convenient to construct more specialized apparatus to per-
form the required method steps. The required structure for a
variety of these systems will appear as set forth in the descrip-
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tion below. In addition, the present invention is not described
with reference to any particular programming language. It
will be appreciated that a variety of programming languages
may be used to implement the teachings of the invention as
described herein.
Itis to be understood that the above description is intended
to be illustrative, and not restrictive. Many other embodi-
ments will be apparent to those of skill in the art upon reading
and understanding the above description. Although the
present invention has been described with reference to spe-
cific exemplary embodiments, it will be recognized that the
invention is not limited to the embodiments described, but can
be practiced with modification and alteration within the spirit
and scope of the appended claims. Accordingly, the specifi-
cation and drawings are to be regarded in an illustrative sense
rather than a restrictive sense. The scope of the invention
should, therefore, be determined with reference to the
appended claims, along with the full scope of equivalents to
which such claims are entitled.
What is claimed is:
1. A method comprising:
receiving a device identifier of a second wireless device
that is to be connected to a first wireless device;

checking a data repository comprising a plurality of data
entries that associate a plurality of wireless devices with
corresponding codes;
matching, by a processing device, the device identifier with
one of the plurality of data entries in the data repository,
wherein each of the plurality of data entries comprise an
organizationally unique identifier (OUI) and a device
type, wherein the matching comprises applying a weigh-
ing factor to each of the plurality of data entries in view
of the OUIT and the device type, wherein the weighing
factor is greater for the match of the device identifier
with combination of the OUI and the device type than for
the match of the device identifier with the device type;

determining a code of the second wireless device in view of
the match of the device identifier with one of the plural-
ity of data entries; and

authenticating the second wireless device in view of the

code.

2. The method of claim 1, wherein a wireless connection is
established between the first wireless device and the second
wireless device using a Bluetooth protocol without support of
Secure Simple Pairing (SSP).

3. The method of claim 1, further comprising:

detecting, by the processing device, other wireless devices

in a vicinity of the first wireless device, the second
wireless device being one of the other wireless devices;
and

displaying a list of the other wireless devices detected in

the vicinity on a display screen.
4. The method of claim 1, wherein the code is represented
by one of a pre-determined fixed-length number or a random
number having a maximum number of digits, or null.
5. The method of claim 1, wherein the matching the device
identifier further comprises:
scanning the data repository, in a direction from specific
entries to generic entries, to determine a matching data
entry for the second wireless device, wherein each of the
specific entries comprises the OUI and each of the
generic entries comprises the device type; and

stopping scanning of the data repository when the match-
ing data entry is found.

6. The method of claim 1, further comprising:

detecting absence of an input device associated with the

first wireless device;
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searching for the input device in the vicinity; and

informing the user that a search is being performed for the

input device.

7. The method of claim 1, further comprising:

providing a graphical user interface (GUI) to show a pass-

key option, the passkey option allowing a user to enter
the code of the second wireless device when the code is
not found in the data repository.
8. A non-transitory computer readable storage medium that
provides instructions, which when executed by a processing
device, cause the processing device, to perform operations
comprising:
receiving a device identifier of a second wireless device
that is to be connected to a first wireless device;

checking a data repository comprising a plurality of data
entries that associate a plurality of wireless devices with
corresponding codes;
matching, by the processing device, the device identifier
with one of the plurality of data entries in the data reposi-
tory, wherein each of the plurality of data entries com-
prise an organizationally unique identifier (OUI) and a
device type, wherein the matching comprises applying a
weighing factor to each of the plurality of data entries in
view of the OUT and the device type, wherein the weigh-
ing factor is greater for the match of the device identifier
with combination of the OUI and the device type than for
the match of the device identifier with the device type;

determining a code of the second wireless device in view of
the match of the device identifier with one of the plural-
ity of data entries; and

authenticating the second wireless device in view of the

code.

9. The non-transitory computer readable storage medium
of claim 8, wherein a wireless connection is established
between the first wireless device and the second wireless
device using a Bluetooth protocol without support of Secure
Simple Pairing (SSP).

10. The non-transitory computer readable storage medium
of claim 8, the operations further comprising:

detecting, by the processing device, other wireless devices

in a vicinity of the first wireless device, the second
wireless device being one of the other wireless devices;
and

displaying a list of the other wireless devices detected in

the vicinity on a display screen.
11. The non-transitory computer readable storage medium
of claim 8, wherein the matching the device identifier further
comprises:
scanning the data repository, in a direction from specific
entries to generic entries, to determine a matching data
entry for the second wireless device, wherein each of the
specific entries comprises the OUI and each of the
generic entries comprises the device type; and

stopping scanning of the data repository when the match-
ing data entry is found.

12. The non-transitory computer readable storage medium
of claim 8, wherein the code is represented by one of a
pre-determined fixed-length number or a random number
having a maximum number of digits, or null.
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13. The non-transitory computer readable storage medium
of claim 8, the operations further comprising:

detecting absence of an input device associated with the

first wireless device;

searching for the input device in a vicinity; and

informing a user that a search is being performed for the

input device.

14. The non-transitory computer readable storage medium
of claim 8, the operations further comprising:

providing a graphical user interface (GUI) to show a pass-

key option, the passkey option allowing a user to enter
the code of the second wireless device when the code is
not found in the data repository.

15. A system comprising:

a memory;

aprocessing device coupled to the memory, the processing

device to:

receive a device identifier of a second wireless device to be

connected to a first wireless device,

check a data repository comprising a plurality of data

entries that associate a plurality of wireless devices with
corresponding codes,

match the device identifier with one of the plurality of data

entries in the data repository, wherein each of the plu-
rality of data entries comprise an organizationally
unique identifier (OUI) and a device type, wherein the
match comprises apply a weighing factor to each of the
plurality of data entries in view of the OUI and the device
type, wherein the weighing factor is greater for the
match of the device identifier with combination of the
OUI and the device type than for the match of the device
identifier with the device type,

determine a code of the second wireless device in view of

the match of the device identifier with one of the plural-
ity of data entries and

authenticate the second wireless device in view of the code.

16. The system of claim 15, wherein a wireless connection
is established between the first wireless device and the second
wireless device using a Bluetooth protocol without support of
Secure Simple Pairing (SSP).

17. The system of claim 15, the processing device to:

detect other wireless devices in a vicinity of the first wire-

less device, and

display to show a list of the other wireless devices detected

in the vicinity.

18. The system of claim 15 wherein the code is represented
by one of a pre-determined fixed-length number or a random
number having a maximum number of digits, or null.

19. The system of claim 15, the processor to:

detect absence of an input device associated with the first

wireless device;

search for the input device in a vicinity; and

inform a user that a search is being performed for the input

device.

20. The system of claim 15, the processor to:

provide a graphical user interface (GUI) to show a passkey

option, the passkey option allowing a user to enter the
code of the second wireless device when the code is not
found in the data repository.
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