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Features
Wireless 300M router with 4-port 10/100Mbps LAN switch and 802.11n access point
Supports all IEEE802.11b/g/n WiFi standards
Up to 300 Mbps data transfer rate via the wireless 802.11n protocol
Built-in DHCP server automatically assigns and manages all IP addresses within your
LAN
Advanced firewall, 64/128-bit WEP encryption and WPA-PSK, WPA2-PSK security
Supports Wi-Fi Protected Setup ( WPS ) with reset button
Supports MAC/IP filtering and URL blocking (family filter)
Easy to use Web-interface for all router management options

Specifications
Supported standards: IEEE 802.11n, IEEE 802.11g, IEEE 802.11b, IEEE 802.3, |IEEE
802.3u, CSMA/CA,CSMA/CD, TCP/IP, DHCP, ICMP, NAT, PPPoE, PPTP
Ports: - LAN: 4 x 10/100M Auto MDI/MDIX RJ45 ports
WAN: 1 x 10/100M Auto MDI/MDIX RJ45 port
Frequency band 2.4 ~ 2.4835GHz
Channels: 1 ~ 11 (US, Canada), 1 ~ 13 (Europe)
Supports Virtual Server and DMZ
Supports DDNS (DynDNS, TZO) and QoS
Data transfer rates: max 300 Mbps (11n), 54 Mbps (11g), 11 Mbps (11b)
Encryption standards: WPS, WPA, WPA2, WPA2/WPA Mixed
Antenna: 2 x 3 Dbi omni-directional antenna
RF power: 20 dBm (max)
Transmission distance: indoors up to 120 m, outdoors up to 360 m (distance is
dependent of environmental conditions, obstructions, walls, ceilings, etc)
Dimensions: 153 x 100 x 30 mm (W x D x H)
Operating temperature: 0 ~ 40 °C
Storage temperature: -40 ~ 70 °C

Operating humidity: 10 ~ 90 % non-condensing;
Storage humidity: 5 ~ 95 % non-condensing =L
i
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1. Wireless router overview

1.1 Front panel (LED indicators)

SYS (Red): Flickering light indicates a proper connection to the
power supply.

WPS (Green): The LED is flash about two minutes during WPS
working.

WLAN (Green): The LED is flickering during wireless activity.

LAN 1, 2, 3, 4(Green): The Link/Act LED serves two purposes. If the
LED is continuously illuminated, the Router is successfully connected to a
device through the corresponding port. If the LED is flickering, the Router is
actively sending or receiving data over that port.

WAN (Green): The Link/Act LED serves two purposes. If the LED is
continuously illuminated, the Router is successfully connected to a device
through the corresponding port. If the LED is flickering, the Router is actively
sending or receiving data over that port.
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1.2 Back panel (sockets description)

O

POWER WPS

WAN: 10/100Mbps RJ45 port. The WAN port is where you will connect
Cable/DSL Modem or other LAN.

LAN (1, 2, 3, 4): 10/100Mbps RJ45 Auto-sensing. These four LAN ports
are where you will connect networked devices, such as PCs, print servers,
remote hard drives, and anything else you want to put on your network. If
you connect this product with the Hub (or Switchboard) correctly, the
Router’s corresponding LED and the Hub’s (or the Switchboard’s) must be
illuminates.

POWER: Power inlet.

RESET (WPS): The Reset Button has two functions, WPS and Factory
Default. When press it less than 2 seconds, it is WPS function and the Reset
LED will flash two minutes, than 6 seconds, the router will restore to factory
default.
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2 Hardware Installation

internet
/\ > o ~ J/\
- = -
e / \ 5 = \i"’ 7’

Wireless PCMCIA Adapter Cable/DSL I:J
o " Madam

Wireless PCI Adapter

Y

11n Router

1. Make sure that all devices including your PCs, modem and router are
powered off.

2. Connect your Internet access device such as cable or DSL modem to
the router WAN port using a cat 5e patch cord.
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3. Turn all the devices on.
4. Power the router up.

3 Quick Installation Guide
3.1 TCP/IP Settings

Before you can access and configure router, you have to setup your PC
network adapter IP address. Connect your PC to the router LAN port. Follow
the steps below to access the built-in router web-interface (for Windows OS).

Note: The router default IP address is: 192.168.1.1

1. Choose Network connections from the Control Panel.

2. Click with the right mouse button over the Network adapter connected
to the router. Choose properties from the popup menu which would then
appear.

3. Select TCP/IP v.4 from the next window and click Properties

4. Select “Obtain an IP address automatically” and “Obtain DNS server
address automatically” in the IP Address tab.

5. Click OK to complete the install procedure. You might need to restart
your PC to activate these settings.

You can verify that your PC got correct IP address selecting Start > Run
- cmd and then entering command: ipconfig /all.
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¢ C:\WINDOWS\systend2\cmd. exe

C:\Documents and Settings>ipconfig /all
Mindows IP Configuration

Host Name . . . ¢ WWH-3D88669518C
Primary Dns Suffix .o

Node Type . . . . « « « .« ¢ Unknouwn

IP Routing Enablod e L L

WINS Proxy Enabled. . e .. Yes

Ethernet adapter Local cormection:

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Realtek RTL8169/8110 Family Gigabit
Ethernet NIC

Physical Address. . . . : DB-EB-4C-69-00-15

Dhcp Enabled. . , .o vt Yes

Autoconfiguration Enabled e 0ot Yoo

IP Address. . . . . . Lo 192188101

Subnet Mask . . . . . . . . . : 255,255.255.0

Default Gateway . : 192.168.1.1

DHCP Server . . . co.o.o.or 19218811

DNS Servers . . . . . e .. 192168 11

Lease Obtained.

Lease Expires .

C:\Documents and Settings>_

GEMBIRD EUROPE B.V. http://www.gembird.eu
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3.2 Getting Started

To access the router web-interface, open a web-browser such as Internet
Explorer and enter the IP address of the router (192.168.1.1).

a setup — Microsoft Internet Exzplorer

File Edit Yiew Favorites Tools Help

Q- O - A @ ] Psewc

Address |&] 192. 163.1. 1 ~| B co

You will be prompted to enter the login and password. The default
Login/Password is: admin/admin

Upon a successful login you will see the status page.
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Status Statistics Lo

Uptlme Oday:16h:31m:56s

Current Time 1:21:2 2/14 2009

Firmware Version ¥1.00.07

Build Time Thu Aug 13 08:49:08 HKT 2009
Wireless LOI‘IfIgLII'atIOI‘I

Mode

Band 2.4 GHz (B+G+M)
SSID 80Z. 11K

Channel Number a1

Encryption Disabled

BSSID DD e0:4c:80:90:b1

Associated Clients

TCP/IP t.onflguratlon

Attain IP Protocol Fized IP

IP Address 192.168.1.1
Subnet Mask 255.255.255.0
DHCP Server Enabled

MAC Address 00:e0:4c:80:90:b1

WAN Configuration

Attain IP Protocol DHCP

IP Address 192.168.10.124
Subnet Mask 255.255.255.0
Default Gateway 192.168.10.1
Primary DNS 61.187.98.3
Secondary DNS 202.103.95.112
MAC Address 00:e0:4c:80:90:h2

3.3 Setup Wizard
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Click on the “Wizard” option to setup your router step by step in a simple
way. There are six steps to follow:

The setup wizard will guide you to configure this router for first time, Please
follow the setup wizard step by step.

Setup Operation Mode
Choose your Time Zone
Setup LAM Interface
Setup WaHN Interface
Wireless LAN Setting
Wireless Security Setting

[ I T N

Please follow the steps to complete the router configuration.
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Step 1 — Operation Mode Settings
The router supports three operation modes: Gateway, Bridge and
Wireless ISP. Each mode is suitable for different purpose, please choose the

correct mode.

You can setup different modes to LAN and WLAN interface for MAT and bridaging

function.

@) Gateway

) Bridge

O wireless 15p

In this mode, the device is supposed to connect to
internet via ADSL/Cable Modem. The NAT is enabled and
PCs in four LAN ports share the same IP to ISP through
WaMN port, The connection type can be setup in WaN page
by using PPPOE, DHCP client, PRTF client, LZTF client ar
static IP.

In this mode, all ethernet ports and wirgless interface are
bridged together and NaT function is disabled, &ll the
Wan related function and firewall are not supported.,

In this mode, all ethernet ports are bridged together and
the wireless client will connect to ISP access point, The
MAT is enabled and PCs in ethernet ports share the same
IP to ISP through wireless LAM. You must set the wireless
to client mode first and connect to the ISP AP in
Site-Survey page. The connection type can be setup in
WAN page by using PPPOE, DHCP client, PPTP client, L2TP
client or static IP.

[ cancel |[ <<Back || Next»>
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Step 2 - Time Zone Settings
The Time Configuration option allows you to configure, update, and
maintain the correct time for the internal system clock. Daylight Saving can

also be configured to automatically adjust the time when needed.

You can maintain the system time by synchronizing with a public time server
over the Internet.

NTP client update Enahle

Automatically Adjust
Daylight Saving [MlEnable

Time Zone Select
(GMT)Caszablanca, Monrowvia
NTP server 182.68.41.41 - North America v

[ cancel || <Back || Wext>> |

NTP client update: Check this box to connect to the NTP Server and

synchronize Internet time.
Automatically Adjust Daylight Saving: If you check this box the system
will take the summer time into consideration.
Time Zone Select: Select the Time Zone from the drop-down menu.
NTP Server: Select the NTP Server from the drop-down menu.

GEMBIRD EUROPE B.V. http://www.gembird.eu
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Step 3 — LAN Settings
Setup the IP address and network mask for the LAN interface.

This page is used to configure the parameters for local area netwaork which
connecks to the LAM port of your Access Point, Here you may change the
setting for IP addresss, subnet mask, DHCP, etc..

IP Address 192,168, 1.1

Subnet Mask 265, 2565, 265, 0

Cancel || <<Back || Wexty>

Step 4 — WAN Settings

The router supports five access modes for the WAN, please choose the
correct mode according to your Internet Service Provider (ISP).

Mode 1: DHCP Client

GEMBIRD EUROPE B.V.  http://www.gembird.eu 13
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This page is used to configure the parameters for Internet network which
connects to the WakN port of your Access Point, Here you may change the
access method to static IP, DHCP, PPPOE, PPTP or L2TP by click the item value
of WaN Access type.

WAMN Access Type DHCF Client

| Cancel || <<Back |[ Next>> |

Select DHCP Client to obtain IP Address automatically from your ISP.
This mode is commonly used for Cable modem services.

Mode 2: Static IP

Select Static IP Address if the IP information is provided to you by your
ISP. You will need to enter the IP address, subnet mask, gateway address,
and DNS address (-es) provided to you by your ISP. Each IP address
entered in the fields must be in the appropriate IP form, which are four octets

separated by a dot (x.x.x.x). The router will not accept the IP address if it is
not in this format.

IP Address: Enter the IP address assigned by your ISP

GEMBIRD EUROPE B.V.  http://www.gembird.eu 14
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Subnet Mask: Enter the Subnet Mask assigned by your ISP.

Default Gateway: Enter the Gateway assigned by your ISP.

DNS: The DNS server information will be supplied by your ISP (Internet
Service Provider.)

This page is used to configure the parameters for Internet network which
connecks to the Wak port of your Access Point, Here you may change the
access method to static IP, DHCP, PPPOE, PPTR or L2TP by dlick the itern value
of WaN Access type,

WAN Access Type Static IP w
IP Address 192, 168, 10. 10
Subnet Mask: 255, 286, 255,10
Default Gateway 192, 168.10.1
DNS

Cancel || <<Back || Wexty>

Mode 3: PPPoE
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Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a
PPPoE connection. Your ISP will provide you with a username and
password. This option is typically used for DSL services.

This page is used to configure the parameters for Internet network which
connects to the WakN port of your Access Point, Here you may change the
access method to static IP, DHCP, PPPOE, PPTP or L2TP by click the item value
of WaN Access type.

WAMN Access Type PFPoE w

User Mame

Password

| Cancel || <¢Back |[ Next>>

User Name: Enter your PPPoE user name.
Password: Enter your PPPoE password.

Mode 4: PPTP
Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a
PPTP connection. Your ISP will provide you with IP information and PPTP

GEMBIRD EUROPE B.V.  http://www.gembird.eu 16
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Server IP Address, of course it also includes a username and password.
This mode is typically used for DSL services.

This page is used to configure the parameters for Internet network which
connects to the WakN port of your Access Point, Here you may change the
access method to static IP, DHCP, PPPOE, PPTP or L2TP by click the item value
of WaN Access type.

WAMN Access Type PFTFP w
IP Address 0.0.0.0
Subnet Mask 0.o0.0.0

Server IP Address 0.0.0.0
User Name

Password

| Cancel || <<Back |[ Next>> |

IP Address: Enter the IP address.

Subnet Mask: Enter the subnet Mask.

Server IP Address: Enter the PPTP Server IP address provided by your
ISP.

GEMBIRD EUROPE B.V.  http://www.gembird.eu 17

All brands and logos are registered trademarks of their respective owners



) ®
GEMBIRD NSW-R4 WIRELESS BROADBAND ROUTER, 300M

User Name: Enter your PPTP username.
Password: Enter your PPTP password.

Mode 5 L2TP
Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP
connection. Your ISP will provide you with a username and password.

This page is used to configure the parameters for Internet network which
connects to the ‘Wak port of your Access Point, Here you may change the
access method to static IP, DHCP, PPPoE, PPTP or L2TP by click the item value
of WaN Access type,

WAMN Access Type LZTP w
IP Address n.0.0.0
Subnet Mask n0.0.0.0

Server IP Address n.0.0.0

User Name
Password
[ cancel |[ <Back || Wext>>
IP Address: Enter the IP address.
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Subnet Mask: Enter the subnet Mask.

Server IP Address: Enter the PPTP Server IP address provided by your
ISP.

User Name: Enter your PPTP username.

Password: Enter your PPTP password.

Step 5 — WLAN Settings

This page is used to configure the parameters for wireless LAN clients which
may connect to your Access Point,

Wireless interface DDisabIe

Band 2.4 GHz (B+G+N) »
mode AP v
Metwork TYPE
S5ID 802, 110
Channel width 20MHz |+
ControlSideband
Channel Number 4 v
[ cancel |[ <«<Back || Wext>»
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Wireless Interface: If you do not want to use the wireless interface,
uncheck the box to disable all the wireless functions.

Band: Supported 802.11B, 802.11G, 802.11N and mixed.

Mode: Supported AP, Client, WDS and AP+WDS mode.

Network TYPE: This type is only valid in client mode.

SSID: Service Set Identifier, external name of your wireless network.

Channel width: Select 40MHz if you use 802.11n or 802.11n mixed mode,
otherwise 20MHz, it is default value.

Control Sideband: it is only valid when you choose channel width 40MHz.

Channel Number: Indicates the channel setting for the router. By default
the channel is set to 6.

Step 6 — WLAN Security Settings

Secure your wireless network by turning on the WPA or WEP security
feature of the router. You can set WEP and WPA-PSK security mode.

The following picture shows how to set the WEP security.
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This page allows you setup the wireless security. Turn on WEP or WPA by
using Encryption Keys could prevent any unauthorized access to your
wireless network,

Encryption WEP w

Key length fd-bit | w

Key Format ASCIT (5 characters) »
Key Setting PTETE:

[ cancel |[ <®ack |[ Finished |

Key length: WEP supports 64-bit or 128-bit security key.
Key Format: The key can be entered in ASCIl (as symbols) or Hex
(hexadecimal) format.

Key Setting: Enter the key as ASCII or Hex.

The following picture shows how to set the WPA-PSK security; you can
also select WPA (TKIP), WPA2 (AES) and Mixed mode.
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This page allows you setup the wireless security. Turn on WEP or WPA by
using Encryption Keys could prevent any unauthorized access to your
wirelass netwaork,

Encryption WPAZ Mixed »

Pre-Shared Key
Format

Pre-Shared key

Pazaphrasze w

| Cancel || <<Back || Finished |

Pre-Shared Key Format: Specify the format of the key, pass phrase or
hex.

Pre-Shared Key: Enter the key here (phrase or hexadecimal).

4 Advanced Setup

4.1 Wireless Advanced setup

4.1.1 WPS

WPS is designed to set up the password-protected Wi-Fi networks and to
simplify the network management. This router supports WPS features for AP
mode (access point), AP+WDS mode, Infrastructure-Client mode, and the
wireless root interface of Universal Repeater mode.
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Basic Advanced Security Access Control WDS Site Survey Schedule
WPS [pisable
WPS Status Configured UnConfigured
CANCE|
Self-PIN Number 12670467
Push Button
Configuration Start PEC
Client PIN Number: Start PIN

WPS: Checking this box and clicking “OK” will disable the WPS function.
WPS is turned on by default.

WPS Status: After you set up all security settings the checkbox
“Configured” will be highlighted

Self-PIN Number: It is AP’s PIN number.

Start PBC: Clicking this button will invoke the Pus Button Configuration of
WPS. If one station wants to connect to the AP, it must click its PBC button
within two minutes. You will see the reset LED flashing during this time.

Note: This router also has a hardware button, it is the same button with
reset. If you keep this button pressed for less than two seconds, the AP will
run the PBC function. The reset LED will then flash for two minutes. During
this time, the workstations can connect to the AP by using their software or
hardware WPS button.

Client PIN Number: The length of PIN can be four or eight digits. If the AP
and the workstation use this PIN, they will establish a connection and setup
their security key.

GEMBIRD EUROPE B.V. http://www.gembird.eu

All brands and logos are registered trademarks of their respective owners

23



> ®
QCEEMBIRD NSW-R4 WIRELESS BROADBAND ROUTER, 300M

4.1.2 Access Control
The Wireless MAC Address Filtering feature allows you to control which
wireless stations are allowed to be connected to the router.

Basic Advanced Security WDS Site Survey WPS Schedule

Mode
MAC Address

Comment

MAC Address Comment Select

Mode: If you choose 'Allowed Listed', only those clients whose wireless
MAC addresses are in the access control list will be able to connect to your
Access Point. When 'Deny Listed' is selected, these wireless clients on the
list will not be able to connect the Access Point. The MAC Address format is
001122334455.

4.1.3 WDS

Wireless Distribution System uses wireless media to communicate with
the other APs. To do this, you should first set AP Mode to WDS or AP+WDS
in the basic settings, then enable WDS function and set another AP MAC
address which you would like to communicate with. The WDS supports WEP
and PSK security mode. Of course in order to make the APs work, you have
to assign for them the same channel and security mode.
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Basic Advanced Security Access Control Site Survey WPS Schedule
wDS Menatle
MAC Address
Data Rate Auto W CANCE
Comment
Security SET
Statistics Encryption: WPA (TEIF) =
WEP Key Format
WEP Key CANCH
MAC Address Tx Rate
Pre-Shared Key P ™ e
Format assphrase CLOSE

Pre-Shared Key

WDS: Check this box to enable the WDS function.

MAC Address: Enter the remote AP MAC address.

Security: Sets the WDS security settings.

Encryption: You may select WEP 64bits, WEP 128bits, WPA (TKIP),
WPA (AES).

WEP Key Format: You may select ASCIl Characters or Hexadecimal
Digits (in the "A-F", "a-f" and "0-9" range) to be the WEP Key.

WEP Key: Set key to encrypt your data

Pre-Shared Key Format: You can select PASSPHRASE or HEX(64
CHARACTERS).

Pre-Shared Key: Pre-shared key(PSK) is a method to set encryption keys.
Commonly used in Wi-Fi Protected Access and WEP.

4.2 Service Setup

4.2.1 Port Forwarding
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If you configure the router as Virtual Server, remote users accessing
services such as Web or FTP at your local site via public IP addresses can
be automatically redirected to the local servers with private IP addresses. In
other words, depending on the requested service (TCP/UDP port number),
the router redirects the external service request to the appropriate server.

Trigger Port DMZ UPNnP

Status 1 Enatle
IP Address

Protocal

Port Range -

Comment

Local IP
Address

‘ Protocol ‘Purt Range | Comment ‘ Select ‘

CANCEL

Status: Clicking this box will enable the Port Forwarding function.

IP Address: The external public IP address to be redirected.

Protocol and Port Range: Select the protocol and port range to be
redirected to the local IP.

Current Filter Table: The table shows all forwarding records you have
added so far. You can delete any selected record or all records at once.
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4.2.2 Trigger Port

Some applications (like Internet games, video conferencing, Internet
calling and so on) require multiple connections. These applications cannot
work with a pure NAT router. Port Triggering is used for some of these
applications to let them work with a NAT router.

Port Forwarding DMZ UPNhP

Status ] enable

Tigger Port Range

Trigger Protocol CANCEH

Incoming Port Range

Incoming Protocol

Comment
Trigger-port Trigger-port |Incoming-port [Incoming-port comment [select
Range Protocol Range Protocol
CANCEL

Status: Check on to enable this function.

Trigger Port Range: The port for outgoing traffic. An outgoing connection
using this port will “Trigger” this rule.

Trigger Protocol: The protocol used for Trigger Ports, either TCP, UDP or
both.
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Incoming Port Range: The port or port range used by the remote system
when it responds to the outgoing request. A response using one of these
ports will be forwarded to the PC that triggered this rule.

Incoming Protocol: The Protocol used for Incoming Ports Ranges, either
TCP or UDP, or both.

Comment: You can add some comments for this item.

4.2.3 DMz

If you have a client PC that cannot run Internet applications properly from
behind the NAT firewall or after configuration of the Port Forwarding, then
you can open the client to unrestricted two-way Internet access.

Port Forwarding Trigger Port UPNnP

Status ] Enable

Host IP Address
Status: Clicking this box will enable DMZ function.

Host IP Address: Enter the DMZ host IP Address. Note: this may expose
this computer to a variety of security risks.

4.2.4 UPNP
The Universal Plug and Play (UPnP) feature allows the devices, such as
Internet computers, to access the local host resources or devices as needed,
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UPnP devices can be automatically discovered by the UPNnP service
application on the LAN.

Port Forwarding Trigger Port DMZ

UpPnp [Enable

|LDCEI| P |Pr0tDCDI |F'Dr‘t |Status |

UPnP: Check to enable UPnP function

Note: The list will contain the forwarding port added by the UPnP Service.

4.3 Security Setup

The router provides extensive firewall settings to limit the risk of intrusion
and protect your computer from hacker attacks.

4.3.1 Security

The firewall will allow or block some services according to the following
settings.
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Access Control DoS
Ping Access on WAN DEnable
IGMP Proxy Enable
Web Server Access on WAN [ |Ensble
IPsec pass through DEnable
PPTP pass through [enable
L2TP pass through [enable

Ping Access on WAN: allows or blocks the Ping WAN interface.

IGMP Proxy: IGMPproxy is a simple dynamic Multicast Routing Daemon
using only IGMP signaling. It's intended for simple forwarding of Multicast
traffic between networks.

Web Server Access on WAN: allow or blocks access to the Web Server
from WAN interface.

VPN pass through: allows or blocks the VPN Pass through the router
NAT.

4.3.2 Access Control

You can set up some rules, for example MAC filter, IP filter, URL filter
and Port filter. You can also add some extra conditions for these rules (the
date and time), but then you should enable the NTP-client first.

Note 1: Whenever a network packet arrives, the firewall will try to find a
suitable rule from this table. The search goes from up to down and stops
when a match has been found. Then the packet will be either forwarded or
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dropped according to the rule. If no rule matching the packet is found, then

the firewall will let it go to the destination.

Note 2: If you set the date and time in your rule then the NTP client has to

be enabled.

Note 3: Click “Add” button to add this rule to the table and click “OK” to

make it effective. You also can edit or delete the records:

1. IP Filter

Allow or block the computers according to their IP addresses.

Security DoS
Filter @sremacarie Ourl Oopst1p and Port
Source IP or MAC 182, 168. 1. 102 (Blank means all IP or MAC)
Day DAII Tirme Mon Tue DWed DThu DFI’I DSat DSun
Time 08 (v |ro |00 W |eo | 18w | |00 (w0
Comment test2
Rule Block | || Add

Mote:Firewalls search the first match rule from up to down for a packet, and decide whether drop or

allow this packet according this rule. If you set time, you have to enable NTP client.

192.168.1.101 &l dst hosts &l time DROP  |testl O
192.168.1.102 Al dst hosts Mon,Tue,08:00,18:00 DROP  |test2 -i-
2. MAC filter
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Allow or block the computers according to their MAC addresses.
Security DoS

Filter @sremacorie Ourl Opst e and Part
Saurce IP or MaC 00:11:22:33:44:66 [(Blank means all IP or MaC)

Day Oantime Mman Mrie Owed Othe O Osat Osun
Time 08 & |~ 00 % |~|18 & @ 00

Comment test2

Rule Elock hd Add

Mote:Firewalls search the first match rule from up to down for a packet, and decide whether drop ar
allow this packet according this rule. If you set time, you have to enable NTP client,

00:11:22:33:44:55 |All dst hosts Al time DROP  |testl (

00:11:22:33:44:66 |All dst hosts Mon,Tue,08:00,18:00 DROP  [test2 .

3. URL filter

You can block some URLs using the URL Key string. If Source IP or MAC
address fields are blank, then all computers can not access this URL,
otherwise the rule only applies to the computer with the given IP or MAC
address.

Example 1: block “abc.com”, “abc.net” or “www.abc.com” to all computers.

GEMBIRD EUROPE B.V. http://www.gembird.eu

All brands and logos are registered trademarks of their respective owners

32



Securi Access Co

Acce ontrol

Fitter Osremacorir @ure O pst 1p and port

Source IP ar MAC [ imlank means all 7 or Mac)

URL Key abc (Such as "ABC" or "ARC .com” or "ALLURL" far all.)
Day M il Time Mon Tue Wed Thu Fri Sat Sun
Time [o07>)~ [00] ]~ [23]+]] : [5501]

Ruls

Mote:Firewalls search the first match rule from up to down for a packet, and decide whether drop or
allow this packet according this rule, If you set time, you have to enable NTP client,

Dst Host

&l srohosts abc Al time DROP  |test O

Example 2: block “abc.com”, “abc.net” or “www.abc.com” for the
computer with 192.168.1.101 IP address.




Securi Access Control DoS

Acc ontrol

Filter

Source IP or MAC
URL Key

Day

Time

comment

Rule

Csremacorrr ®url Opst1p and Port

192, 168, 1. 101 (Blank means all IP ar MaC)
abo (Such as "ABC" or "ABC.com” or "aLLURL" for all.) CANCE

Ml ai Time Mon Tue Wed Thu Fri Sat sun
[0~ ][00 v |~[25 ~]:[55 ~]

Mote:Firewalls search the first match rule from up to down for a packet, and decide whether drop or
allow this packet accarding this rule. If you set time, you have to enable NTP client.

192.168.1.101

Dst Host

abc

All time DROP  |test ’6

Example 3: allow to access “abc.com”, “abc.net” or “www.abc.com” for all
computers from 09:00 to 18:00 during the working days only.




> ®
GEMBIRD NSW-R4 WIRELESS BROADBAND ROUTER, 300M

Security DoS
Filker Osremacarrr @ure Oost 1P and Port
Source 1P ar MAC (Blank means all IP or MAC)
URL Key ALLUEL (Such as "aBC" ar "ABC.com” or "aLLURL" for all.) CAMNCH
Day DAII Tirne Mnn Tue Wed Thu Fr\ Sat Sun
Tirme 09 % |~ |00 % |~ |18 & [:|00 %
Cormrment testl
Rule Elock ~ | Add

Mote:Firewalls search the first match rule from up to down far a packet, and decide whether drop or
allow this packet according this rule, If you set time, you have to enable NTP client,

4l srehosts  |abe Mon,Tue,\Wed, Thu,Fri,5at,5un,09:00,18:00 |ACCEPT |test [

Al srehosts |ALLURL Mon,Tue,\Wed, Thu,Fri,5at,5un,09:00,18:00|DROP  |testl [

4. Port filter

You can limit some or all computers to access a certain destination IP
and/or port.

Example 1: block all computers to access port 21.
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Filter

OSrc Mac or IP OURL @Dst IP and Port
Source IP or MAC l:l(alank means all IP ar MAC)

Destination IP l:l (Blank means all [P address)

Destination Protocol

Destination Port 21 |21 |[FTP(part: 21721 ~]

Day Ml Time Man Tue wed Thu Fri Sat Sun
Time [00 v~ [o0 v} [231%]: [55 ]

Camment

Rule

MNote:Firewalls search the first match rule from up to down for a packet, and decide whether drop or
allow this packet according this rule. If you set time, you have to enable NTP client
LOITIt

Dst Host
AII src hosts TCPUDP,21,21 Al time DROP  |test

Example 2: block the computer with IP address 192.168.1.101 to access
port 21.




Secu Access Control DoS

Filter Osremacorir Oure @ pst1p and Port

Source IP or MAC 1892, 168. 1. 101 (Blank means all IP or MAC)
Destination IP l:l (Blank means all IP address)

Destination Protocol

Destination Part 21 l [21 |[FTP (port: 21721) =
Day AH Time Maon Tue Wed Thu Fri Sat Sun
Time [00 [~ [0+~ [23]+] : [B6] ]

Rule

Mote:Firewalls search the first match rule from up to down for a packet, and decide whether drop or
allow this packet according this rule. If you set time, you have to enahle NTP client

IQE.IEB.I.IDI TCPUDP,21,21 Al time DROP  [test
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4.3.3 DoS
With settings on this page you can block the DoS attack.

Security Access Control

DoS Prevention Henable

Whole System Flood:S¥N Enable Packets/Second
Whole System Flood:FIN Enahle Packets/Second
Whole System Flood:UDP Enable Packets/Second
Whole System Flood: ICMP Enable Packets/Second
Per-Source IP Flood:SYN Enahle Packets/Second
Per-Source IP Flood:FIN Enable Packets/Second
Per-Source IP Flood: UDP Enable Packets/Second
Per-Source IP Flood: ICMP Enable Packets/Second
TCP/UDP PortScan Enahble Sensitivity
ICMP Smurf Enahle
IP Land Enable
IP Spoof Enable
1P TearDrop Enable
PingOfDeath Enable
TCP Scan Enable
TCP SynWithData Enable
UDP Bomb Enable
UDP EchoChargen Enable
Source IP Blocking Enable Block time (sec)
[ select &1L | [ clear aLL |
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4.4 QoS Setup

The QoS helps improving your network gaming performance by setting
priorities for applications. By default the bandwidth control is disabled and
the application priority is not specified.

In order to complete these settings, please follow the steps below.

Enable this function.

Enter the total speed or choose automatic mode.

Enter the IP address of the user which you'd like to control.
Specify how to control the PC with this IP address: Maximum or
minimum bandwidth, priority and its up/download speed.

e Click Add button to add this record to the control table, click OK
button to make it effective.
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Bandwidth Control

Status Menable -

Total Speed(KB/s) Up Dowh Automatically

Hosts @ 1p sddress O all others

IP Address Range 192.168.1 100 | -

Mode [Limit the mawimun bandwidth |
Priority

Speed(KB/s) Up|128 | Down [256 |
Comment |test |[ Add ]

MNote:By MACZIP hinding, you can control bandwith according to MAC address;
1Mbps=1024kbps= 12EIKB,-‘S

IP Address Down
[ |dmit the

192.168.1.100-100 |maximum High 256 test O
bandwidth

[ Modified ][ Del || Delall |

4.5 Router Setup

A static route is a pre-determined pathway that the network information
should travel to reach a specific host or network.
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Static Route ] enable

IP Address

Subnet Mask CANCE

Default Gateway

Routing Table

Destination IP

Address ‘ MNetmask ‘ Gateway ‘ Select ‘

CANCEL

Static Route: Click this box to enable the static route.

IP Address: The network or host IP address wished to be accessed.

Subnet Mask: The subnet mask of the destination IP.

Default Gateway: the router or host IP address where the network packet
was originally sent. It must be on the same network segment with the WAN
or LAN port.

Routing Table: Clicking the Show button will let you see the whole routing
table.

Static Route table: shows all the records in the static routing table. You
can delete the selected record or all records at once.
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4.6 System
4.6.1 Upgrade Firmware

You can upgrade the Firmware by selecting the file and pressing the
button “upload”.

Time Zone Upgrade Firmware Save/Load Config Reboot Password

‘With this function you can uograde a new firrmware on the router, which may m
be more steady.The infarmation shown below will help you determine, .
whather or not a new firmware s avalable.

Do not interrupt the fimware update process or the device could be damaged l@
beyond repare.

Current Firmwara Version:+1.00.07

Built Date:Sat Aug 15 06:49:12 HKT 2009

Select Firmware

4.6.2 Save/Load Config

Here you can backup or restore the whole system configuration.

Time Zone  Upgrade Firmware |1,/ 87 . Re.71;1-]  Reboot
Saveco i

Load from File |
Fastora to factory
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Save to File: Get the router’s settings and store it on your local computer.
Load from File: Restore the settings from the file you saved before.
Restore to factory: Restore the system settings to the factory default.
4.6.3 Rebooting the device

You can reboot the device by clicking on the Reboot button.

Time Zone Upgrade Firmware Save/Load Config Password

Click 'OK' to restart router,
4.6.4 Setting Password

To ensure the Router’s security it is recommended to change the login
and password after the first login.

Time Zone Upgrade Firmware Save/Load Config Reboot

User Name

Mew Password

Confirmed Password CANCE
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EC Declaration of Conformity

We hereby certify that the following product complies with all the relevant
Safety Requirements of § 4 EMVG and of the Directives 2006/95/EC; 93/68/EEC and 2004/108/EC.
Applicant : Gembird Europe BV

Wittevrouwen 56,
1358CD, Almere, The Netherlands

Equipment : Computer parts
Model Nos. : NSW-R4
Product description : NSW-R4 Wireless broadband router, 300M

European standards:

R&TTE ETSI 301, ETSI30 ; 0 EN

The following manufacturer/WITHIN Europe is responsible for this declaration:

Gembird Europe BV
Wittevrouwen 56, 1358CD, Almere, The Netherlands
Tel: +31-(0)36-5211688. Fax: +31-(0)36-5347835

Director

&/’/‘
The Netherlands / Aug. 29, 2011 ﬁ

Place and Date Authorizegt'signature
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Waste disposal:

Do not deposit this equipment with the
household waste. Improper disposal can harm
both the environment and human health. For
Information about waste collection facilities for
used electrical and electronic devices, please
contact your city council or an authorized
company for the disposal of electrical and
electronic equipment.

Entsorgungshinweise:
|
|| —

Werfen Sie dieses Gerat nicht in den
Hausmiill. UnsachgemafRe Entsorgung kann
sowohl der Umwelt als auch der menschlichen
Gesundheit schaden. Informationen zu
Sammelstellen fiir Altgeradte erhalten Sie bei
Ihrer Stadtverwaltung oder einer autorisierten
Stelle fur die Entsorgung von Elektro-und
Elektronikgeraten.

Richtlijnen m.b.t. afvalverwerking
| |

Batterijen en accu’s dienen als klein-
chemisch afval afgeleverd te worden bij
toegewezen afvalverzamelpunten (zie
www.afvalgids.nl). U dient ervoor te zorgen
dat de batterijen/accu’s leeg zijn en dus geen
stroom meer kunnen leveren. Let op, de
batterijen/accu’s dienen onbeschadigd
ingeleverd te worden.

Gooi dit product niet weg in uw vuilnisbak. Dit
kan zowel het milieu als de menselijke
gezondheid schade toebrengen. Informatie
over het inleveren van dit product kunt u
inwinnen bij uw gemeentelijke vuilnisdienst of
andere geautoriseerde instelling in uw buurt.

Traitement des déchets:

Ne jetez pas cet appareil dans les déchets
domestiques. Un traitement inapproprié peut
étre dommageable a I'environnement et a la
santé humain.

Vous trouvez des informations sur les centres
de rassemblement des appareils vieux chez
I'administration municipale ou

chez un centre autorisé pour le traitement des
appareils électriques ou électroniques.
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WARRANTY CONDITIONS

GARANTIE BEDINGUNGEN
|
L —

The warranty period is 36 months and begins with
the sale to the end user. The receipt must clearly list
the date of purchase and the part number, in addition

it should be printed. Keep the receipt for the entire

warranty period since it is required for all warranty
claims. During the warranty period the defective
items will be credited, repaired or replaced at the
manufacturer's expense. Work carried out under the
warranty neither extends the warranty period nor
starts a new warranty period. The manufacturer
reserves the right to void any warranty claim for
damages or defects due to misuse, abuse or
external impact (falling down, impact, ingress of
water, dust, contamination or break). Wearing parts

(e.g. rechargeable batteries) are excluded from the
warranty. Upon receipt of the RMA goods, Gembird

Europe B.V. reserves the right to choose between

replacement of defective goods or issuing a credit

note. The credit note amount will always be
calculated on the basis of the current market value of
the defective products

Die Garantie betragt 36 Monate ab Verkaufsdatum
an den Endverbraucher. Das Kaufdatum und der
Geratetyp sind durch eine maschinell erstellte
Kaufquittung zu belegen. Bitte bewahren Sie lhren
Kaufbeleg daher fiir die Dauer der Garantie auf, da
er Voraussetzung fiir eine eventuelle Reklamation
ist. Innerhalb der Garantiezeit werden alle Mangel,
wahlweise durch den Hersteller entweder durch
Instandsetzung, Austausch mangelhafter Teile oder
im Austausch, behoben. Die Ausflihrung der
Garantieleistung bewirkt weder eine Verlangerung
noch einen Neubeginn der Garantiezeit.

Eine Garantieleistung entféllt fur Schaden oder
Mangel die durch unsachgemaRe Handhabung oder
durch auRere Einwirkung (Sturz, Schlag, Wasser,
Staub, Verschmutzung oder Bruch) herbeigefiihrt
wurden. Verschleifiteile (z.B. Akkus) sind von der
Garantie ausgenommen.

Gembird Europe B.V.
Wittevrouwen 56, 1358CD Almere
The Netherlands
www.gembird.nl/support
support@gmb.nl
Tel. +31-36-5211588
(0900-4362473 inside The Netherlands, € 0,15 p/m,
mobile costs not included)

GEMBIRD Deutschland GmbH
Coesterweg 45, 59494 Soest
Deutschland
www.gembird.de/support
support@gembird.de
Tel. +49-180 5-436247
0,14 € pro Minute aus dem deutschen Festnetz.
Mobilfunkpreise kénnen abweichen
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GARANTIE VOORWAARDEN

CONDITIONS DE GARANTIE

De garantietermijn bedraagt 36 maanden en gaat in
op de aankoopdatum van het product door de
eindgebruiker. Op de aankoopbon moeten de

aankoopdatum en productomschrijving duidelijk
vermeld staan. Gelieve de aankoopbon de gehele
garantieperiode te bewaren, deze is ten alle tijden
benodigd voor alle garantie aanspraken. Tijdens de
garantieperiode zullen alle gebreken verholpen of
vervangen worden door de fabrikant d.m.v. reparatie,
omruiling van het defecte onderdeel of het gehele
apparaat. Aanspraken tijdens de garantieperiode
leiden niet tot verlenging hiervan. Garantieaanspraak
vervalt bij schade of gebreken die ontstaan zijn door
oneigenlijk gebruik, misbruik of invioeden van
buitenaf (vallen, stoten, water, stof, vuil of breken).
Slijtagegevoelige onderdelen (b.v. batterijen) zijn
uitgesloten van garantie. Bij ontvangst van de RMA
goederen behoudt Gembird zich het recht om te
kiezen tussen vervanging van de defecte waren of
het uitgeven van een kreditnota. Het bedrag van de
kreditnota zal altijd gecalculeerd zijn op basis van de
huidige marktprijs voor het defecte produkt.

Garantie est de 36 mois a partir de la date d’achat de
I'utilisateur final. Le talon de garantie doit énumérer
clairement la date d'achat et le type d'appareil.
Conservez le regu d'achat pendant toute la durée de la
garantie car elle est nécessaire pour toute réclamation.
Au cours de la période de garantie tous les défauts
doivent étre remplacé aux frais du fabricant, soit par la
réparation ou la remplacement de la piece défectueuse
ou I'ensemble du produit. Les travaux effectués sous
garantie ne prolongent pas la période de garantie ni ne
commencent pas une nouvelle période de garantie.
Le fabricant se réserve le droit d'annuler toute demande
de garantie pour les dommages ou défauts dus a une
mauvaise utilisation, abus ou les effets externes (chute,
choc, pénétration de I'eau, la poussiere, etc..).

Les piéces d'usure (par exemple les piles rechargeables)
sont exclus de la garantie.

Dés réception de la marchandise sous garantie, le SAV
de Gembird Europe BV se réserve le droit de choisir
entre le remplacement des produits défectueux ou de
délivrer un avoir.

Le montant d’avoir sera toujours calculée sur la base de
la valeur actuelle du marché des produits défectueux.

Gembird Europe B.V.
Wittevrouwen 56, 1358CD Almere
The Netherlands
www.gembird.nl/support
support@gmb.nl
Tel. +31-36-5211588
€ 0,15 p/m binnen Nederland
Exclusief mobiele telefoonkosten

Gembird Europe B.V.
Wittevrouwen 56
1358CD Almere, The Netherlands
www.gembird.nl/support
gembird@letmerepair.fr
+33(0) 251 404849
Prix d'appel depuis telephone fixe Pays-Bas : 0.15 euro / min
Prix d'appel depuis telephone mobile / autre pays - selon
operateur
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FAPAHTUHBIA TANOH
|

YMOBU FAPAHTIMHOIO OGCJTYTOBYBAHHS
|

1. TapaHTWilHoe obcnyxuBaHve npefoCTaBnseTcs B TeyeHue
CpOKa rapaHTiu, NPy HanU4uUy NPaBUNBHO U YETKO 3amnOSHEHHOTo
rapaHTUAHOTO TanoHa, W W3Oenus B NONHOM KOMMMeKTaLuu.
CepuitHblii HOMEP M MoAenb U3Aenus AOSHKHbI COOTBETCTBOBATH
yKa3aHHbIM B rapaHTUItHOM TarioHe.

2. MapaHTuUitHoe obcnyxuBaHue npeacTasnseT coboit GecrnnaTHoe
ycTpaHeHWe BCex Hernonaaok (PEMOHT), UNK 3aMeHy u3fenus Ha
HOBOE (aHanormyHoe).

3. TapaHTMs He pacrpocTpaHsieTcsi Ha
BbI3BaHHbIE CMEeAYOLLMMU NPUYMHAMM:

* MCNONb30BaHUE U3ZENNS HE NO HAa3HAYEeHMIO.
* HapyLUeHWe YCIOBUIA SKCTnyaTaLuu, XpaHEeHWst Win nepeBosku
V3Aenus, KOTOpble ykasaHbl B HACTOSILLEN NHCTPYKLMM.

* NOAKMIOYEHNE HECTAHAAPTHBIX UM HEUCTIPABHBLIX NEPUPEPUIHBIX
YCTPOWCTB, akceccyapos.

*  MexaHuyeckue MOBPEXAEHUs, MonajaHue BHYTPb W3fenus
NOCTOPOHHUX NPEAMETOB, BELECTB, XKUAKOCTEN, HACEKOMBbIX.

* PEMOHT N3Aenns He YNONHOMOYEHHLIMI Ha TO NIULAMM.

4. KOMNNeKkTHOCTb W BHEWHWA BWA W3AENUs MNpOBEPSOTCS
MokynaTenem mpu nonyyeHun ToBapa B MPUCYTCTBUM MepcoHana
1pMmbI.

MocnenpopaxHble  NpeTeHsu  no
BHELLHEMY BUAY He MPUHUMAIOTCS.

HeucnpasHOCTH,

YKOMNNEKTOBAHHOCTU n

HavmeHoBaHve usgenus:

Mogenb

CepwiiHblii HOmep

Cpok rapaHTum

[aTta npopaxm « » 20 roaa

dupma-npoaaseLy:
Apnpec 1 TenedoH dupmbl-npogasLa:

M.M. C ycnoBusiMn rapaHTUM O3HAaKOMIIEH U COrMaceH:

Mpopasew: Mokynatenb:

1. TlapaHTilHe 06CnyroByBaHHS HAAAETbCS MPOTATOM TEPMiHY
rapaHTii, Npu HasBHOCTI [@paHTINHOrO TanoHy, 3anoBHEHOro
HaneXHUM YMHOM, Ta BUpPOGY B MOBHIl KOMMMeKTaLi.

2. TapaHTiiHe o6cnyroByBaHHS He NiATPUMYETbCH B pasi
nopyLUeHHs npasun ekcnnyatauji, 36epiraHHs abo nepeBeseHHs
BMpo6y, Lo 3a3HaueHi B iHCTPYKLIi No ekcnnyaTauii BUpo6y.

3. MapaHTiliHe 06CcnyroByBaHHSA CKaCOBYETLCS y BUNaAKax:

- HasiBHOCTi MeXaHi4HUX MoLWKompkeHb abo cniaiB CTOPOHHLOrO
BTPYYaHHSI;

- TMOLWKOMKEHHA BUKIMKaHI CTUXIMHUM nuxom abo  HewacHum
BUANAAKOM, BKIOYalouM i Gnuckasky, MOTPannsiHHAM y BUPIG
CTOPOHHIX NpeaMeTiB, piavH, komax, ToLLo;

- MOLKOMKEHHS BUKIUKaHi 3acTocyBaHHAM abo MiaKnoYeHHSM

HecTaHgapTHUX abo HecnpaBHUX nepudepitHuX  MPUCTPOIB,
akcecyapis;
4. lapaHTis He NOLWMPIOETLCS Ha BUTPATHI MaTepiany Ta 4oAAaTKOBI
akcecyapu;

3 rapaHTiiiHUM1 YyMOBaMK 3rofeH.
Mignuc nokynus:

TAPAHTIMHUI TAJIOH Ne

Tosap/mopens

CepiltHuit Homep

TepMiH rapaHii

[MaTta npopaxy

MpopaBseLp (Ha3Ba, TenedoH)

MeyvaTka Ta nianuc npoaasus

3 rapaHTiiHUX nNWTaHb 3BepTaiiTeCb [0 CepBICHUX LEHTPIB
Gembird. Mpo agpecu Ta koHTakTU Bu MoxeTe AisHAaTUCL Ha canTi
www.gembird.ua abo no TenedoHy 044-4510213.

GEMBIRD EUROPE B.V. http://www.gembird.eu

All brands and logos are registered trademarks of their respective owners
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