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Introduction

1. Architecture

The CitectSCADA Web Client allows the remote viewing and control of a live running CitectSCADA
project through internet explorer. The three components required are:

e Web server (CitectSCADA web server + Microsoft 1IS)
¢ Run time servers (10 and RAT servers)
e Web client (Internet Explorer)
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Figure 1: CitectSCADA Communication Architecture

As we can see from the diagram, the WebServer acts as a Fileserver for project files, however the actual
data is still received directly from the SCADA Servers, as per a normal Display Client.

In the following example, the WebServer and SCADA Servers are on the same PC, but this does not
always have to be the case.

Hence, in this example only two PCs will be required:
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Figure 2: Communication structure of example web client project



Server Side Configuration
The main benefit of Citect SCADA WebClient is that the majority of the configuration is ‘Server-Side’.

In most cases the Client PC does not require any configuration, as Internet Explorer will download the
required program files when the WebClient is first run.

However, in some corporate environments, some security settings are required to be modified on the
client. All ‘Client-Side’ settings are covered in a later section.

This section deals with the ‘Server-Side’ configuration.

2. Software Requirements

2.1 Internet Information Services (lIS)
The Windows IIS World Wide Web service needs to be installed. Select:
e Control Panel >> Add Remove Programs
e Add/Remove Windows Components button on the left of the window.
e Select the “Internet Information Services (IIS)” item and then select the Details button.

e Select the “World Wide Service” checkbox if not already.

o0 Doing so will automatically activate the “Common Files” and “Internet Information
Services Snap-in” checkboxes.

Windows Components Wizard

Windows Components
*Y'ou can add or remove components of Windows <P,

Internet Information Services (IIS) |

To add or remove a component, click the check box. 4 shaded box means that only part
of the component will be installed, To zee what's included in a component, click Details.

Subcomponents of Internet Information Services [I1S]:

Tao add or remove a component, click the checkbox. & shaded box means that orly O Common Files 1.0ME =
part of the component will be installed. Tao see whal's included in a component, click O @ Documentation 15 MB
Details. .

LComponents:
[ (& Fax Services I7ME A
[] EPIndesing Service nomMe ||

&) Internet Explarer 0.0ME | It e
‘W *Z Intemet Information ° es [I15] 169 MB ] = Eafi A Al SN i
[1 3= M ananement and Monitarina T ool 19MR LI

Description:  Includes ‘Web and FTP support, along with suppart for FrontPage,
transactions, Active Server Pages, and database connections.
i coon

e Select the Ok button
e Follow the prompts to install IIS, if not installed already.
e After installation is complete, open the following newly created shortcut:

Control Panel >> Administrative Tools >> Internet Information Services

¥E Internet Information Services =101 x|

File  Action Yiew Help

= |HEE|@2|2]» uu

k EFinternet Inform < Computer | Local | ersion | Stat
- o) SYD-DTEST-26-3 flocal computer | @) sy nresT 263 (local computer)  Yes 5 ¥5.1




2.2 CitectSCADA Web Server

During the CitectSCADA Web Server installation, the default destination folder is:
C:\Program Files\Citect\Citect SCADA\WebServer

This is the main folder used in the subsequent configuration steps.

After installing the Web Server a virtual directory called Citect is added to the default web sites of IIS.

Open up the IIS Management Console, as detailed in the previous section, to confirm the Citect item
under the list of default web sites.

% Internet Information Services - ﬂ

File Action ‘iew Help

& XE BB 2

Erj Internet Information Services

=[] Web Sites

{8 115Help

+ Printers
i

2 4 Explore

+- %% Defaulk 5 Open
Brovise

I g8 Defaul veb Site {Stoppe

Iame | Path

Status

= 4 SYD-D-JOHNF (local computer) |2 cqi-bin

i

[ deploy

D help

D images

Llocales

@ addeditdeploy htm
a default.hikrn

@ deploy.htm

o
Nﬁw . 18] Launch CitectSCADA Web.url
Al Tas @pnstxml.asp
Wiew 3 ascada.htm
8] style.css
Delete j
Refrash
Expart Lisk...
Propetties
Help
d | il | 2

(Opens property sheet for the current selection,

Right select the Citect virtual directory and select Properties. The settings as shown below should be set.
The settings circled below are particularly important.




3. User Account Setup

3.1 Create User Groups

Security on the CitectSCADA web server is handled by Windows. Three Windows User Groups must be
created on the Server PC:

1. Web Client Administrator — user is permitted to remotely view, add, update and delete
deployments

2. Display User — user can view project pages and make adjustments to writable values

3. Manager User — user can only view the project pages

To define access privileges on the Server PC:

e Log in to Windows with Local Administrator privileges.
e Go to Control Panel >> Administrative Tools >> Computer Management Tool
¢ Find “Local Users and Groups” in the directory tree.
¢ Right select the “Groups” folder and select New Group.

g File  Action Wiew \indow  Help

0| T 21

ISETE

le» | Om| B2

Group name: I

=], Computer Management {Local)
= m System Tools
- Event Viewer

Marme |

[Dusers
I:IGroups

Deszcription: I

Members:

(-4 Shared Folders
o 5
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8% Performance Logs and Alerts
=), Device Manager

[—]@ Storage
- Removable Storage
g Disk Defragmenter
Disk Management
2] B} Services and Applications

Bemove |

K

|

Lreate I

Cloze

¢ Right select the “Groups” folder and select New Group.

e To create the ‘Administrator’ Group:
0 Inthe Group Name type “Web Client Administrator” and in the
o Description type “CitectSCADA Web Client”.
o Select the Create button.

e To create the ‘Display User’ Group:
o0 Inthe Group Name type “Display User” and in the
0 Description type CitectSCADA Web Client”.
o Select the Create button.

¢ To create the ‘Manager User’ Group:
0 Inthe Group Name type “Manager User” and in the
o Description type “CitectSCADA Web Client”.
o Select the Create button.

e Select the Close button.

You will now see these three groups in the list of groups presented in the Computer Management console.

£

425) Groups
Perfarmance Logs and Alerts
Device Manager

Remote Deskkop Users
Guests

Members in this group are granted £...

Guests have the same access as me...

@ Computer Management {Local) Mame | Description T |
5@ System Tools S WL Users WLC Users can run Entivity YLC
@ Event Viewer Users Users are prevented From making ac...
E Shared Folders gReplicatUr Supports File replication in a domain
CocallsersiendiGiouee @Power Users Power Users possess most administr...
(0 Users gNetwork Configuration ... Members in this group can have som...

Skaorage
Removable Storage
Disk Defragmenter

Disk Management




3.2 Create users

e (Create example user of each category in the Computer Management console
Control Panel >> Administrative Tools >> Computer Management

e Find the Local Users and Groups tree sub-item.

= File  Action

_|:=|, Computer Management

Wiew

=10l

window  Help

JETES

= RN
- oreoybas I

¢ Right-select the Users folder and select New User.
e Enter each of the following three accounts and press Create for each:

CTTTE— 2 I x| I 21
User name: Iwebcllentadmm User name: Itestmanager User name: Itestdisp\ay
Eull name: I Full name: I Full name: I
Description: I Description: I Description: I
Password: [reneee Password: [eesene Ersswd [sevees
Lonfim passwaord: I"“" Lonfim passwaord: I...."

Lonfirm password: I"'MO\

™| User must change password at neqt lagon
[~ User cannot change password
¥ Pazsword never expires

[~ Account iz disabled

I | User must change password at nest logorn

ru

el

I Account is disabled

I | User must change password at nest logorn
I~ Usger carnot change password

¥ Password never expires

I Account is disabled

cee|

cus_|

cus_|

webclientadmin Properties

General Member OF | Profile |

Member of

[ Lsers

i Jed |

Cancel | el

Set the password for all three accounts to be something easy to remember, for e.g. Citect.
When done press Close.

For each user right select and select Properties.
Select the Member Of tab and press Add.




e Make sure the From this location field displays the workstation name.

e Enter the group for each user in the bottom field and press Ok.

select Groups

select Groups

Select thiz object type:

2l

IGroups Object Types... |
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ISYD-DTEST-QG-B Locations... |
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4

2]
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Cancel

i
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¢ Once done for each, the group will be in the Member of list for the specific use.



3.3 Set up security of the web server

You need to adjust the security settings for the Web Server folder defined in Section 2.2.
Locate and right-select the Web Server folder, located in the installation directory.

o0 By default this will be C:\Program Files\Citect\CitectSCADA\WebServer.
Select Properties.

From the Properties dialog select the Security tab.
2]

Gsnelall Sharing  Security |Web Shanngl Cuslumlzel
Liroup or user hames:

m Administrators (SYD-DTEST-2G-3\Administiators)
m Eweryone

T
=
o

Eermissions for Everyone Allaw Deny

Full Control O O =

Moy u] ju]

Fiead & Execute O

List Folder Contents [m]

Fiead O

wifiite: O O d
For special permissions or for advanced settings, Advanced |
click Advanced —

QK | Cancel | Spply |

If you do not see the Security tab, make sure you are logged into Windows with a user that has
Administrator privileges. If you are and still cannot see the Security tab, you will need to turn off
Simple File Sharing. This option is only available in Windows XP. In Windows Explorer select the
Tools >> Folder Options... menu item, then on the View Tab there is a checkbox within the
Advanced Settings. The following screenshot shows this.

General Wiew |File Typesl Offline: FiIesI

Falder views

*r'ou can apply the view [such az Details or Tiles) that
you are using for thiz folder to all folders.

Apply to &)l Folders I Beset Al Folders

Advanced settings:

— o
a Ehmrbcd’r_mmmﬁmﬂt’d\nm!\:
) Ehevw Loibaganisbot matasersseessingiedies
Bl Benen CT ST T e
11 1] b festions: pusvienss by wancme: a6 logure

(L1 SHboe Conioal ¥sinelin iy Cinguier:

¥R Shonr encrplent o conpressed BTTS B @oonkoe
|8 Show pop-eys o tior: for lokder ard deskliop dom
Bl : -

Go back to the Security tab in the Webserver folder properties window. Select the Add button and
the following dialog appears:



select Users, Computers, or Groups i |

Ieatio-alisettyme:

= |Battypa-

IUsers, Groups, or Built-in security principals DObject Types... |
Erom thiz lacation:

Icitect.com Locations... I

Enter the object names to select [examples):

| Check Mames |

Note: The Select Users or Groups dialog appears differently in Windows 2000 to the Windows XP

version pictured above. In Windows 2000, you can simply select a user or group from the list of
those available and select Add.

Locate the user groups you created on the local machine. If your computer is on a network

domain the “From this location” field will contain this. You need to change the location to be the
local machine. Select the Locations button.

=

Select the location you want ta search,

Location:

Entire Directory
citect.com
dir

-2 ap
CITaDL
CITERIS
CITECT_USA
CITJOH

by =]
Cancel

P

Select the item containing your workstation name (it will have a PC icon next to it) and press Ok.

In the “Enter the object names to select” field enter Web Client Administrator and press Ok. The

Web Client Administrator group will be added to the group list in the Web Server >> Security
properties window.

webServer Properties i |
Genial| Shaing.Secul 3 sgtomive |

T amoms:
el 0 Jiemlc . Hennissions fon
Sl 7] Adivistizton
|1 | T ull ool
I I Wil
Fult b4, Jd Jireicri  dusers
GRS =] I gl alder©
bt |1 Lt
|1 | Wil
nissions e wibencd i Sollfies"  afgancerr || | o sqatetiiad e
i ik fiivei
3 Caneed Py :
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e Repeat this for both Display User and Manager User.
2%

Eensrall Shaiing  Security |Web Shanngl Cuslumlzel

[Group of User hames:

ﬁi Administrators [SYD-DTEST-2G-3%Administrators)
!ﬁ Display User [SYD-DTEST-2G-3\Display User)

€72 Everyone
| étanag 'D-DTE
!ﬁ Web Client Administrator [SYD-DTEST-

ser]

-3vweb Client ad

4dd Remove |

Eemissions for Manager User Allow Deny
Full Contral [m] o =
Modity [m] [m]
Read & Execute [m]
List Folder Contents [m]
Read [m]
Wiite: O O =l

Far special permizsions or for advanced settings, Advanced
click Advanced =
ok | cancel | aeph |

e Confirm the security settings for the three newly created groups. Each should have the same read
access as the Everyone group, which is allow Read & Execute, List Folder Contents, and Read
permissions. Press the Advanced button and select Replace permission entries on all child

objects..., [Note: Windows 2000 will have the option Reset permissions on all child objects
and enable propagation...].

Advanced Security Settings for WebServer x|
Permizzians IAuditingl Dwner | Effective Pemissions |

Ta view more information about Special permissions, select a permission entry, and then click Edit

Permiszion enfries:

Type | Narne | Permission | Inherited Fram | Apply To |

Allow Adrministrators [SYD-..  Full Contral <not inherited: This folder, subfalders...

Allow Display User [SYD-D... Read&Execute <hiot inherited: This folder, subfalders...

Allow Eweryane Fead & Execute <hiot inheriteds This folder, subfalders...

Aillow M anager Uger [SYD-. Fead & Execute <ot inherited: This folder. subfolders. ..

Al web Client Administra..  Read & Execute  <not inherited: Thiz folder, subfalders. ..
Add Edit Bemove

u Inherit from parent the pemmizzion entries that apply to child obiects. Include these with entries explicitly
defined here.

¥ ‘Replace pemission entries on all child objects with entries shown here that apply to child objects

u]:8 I Cancel | Apply

Once selected, press Ok. A security dialog will appear, press Yes.
pecurity |

This will remove explicitly defined permissions on all child objects and enable propagation of inheritable permissions to those child objects. Gnlky
' inheritable permissions propagated From \WebServer will take effact,
L

Do you wish bo conkinue?

- 10 -



3.4 Set up security for web deployment

e We need to set up user group specific access rights. Locate the Deploy subdirectory in the Web
Server folder and set Allow Full Control for the Web Client Administrator.

deploy Propetties i |

e Locate the deploy\#displayClient subdirectory and set Deny Full Control for the Manager User
2|

Eensrall Shaiing  Security |Web Shanngl Cuslumlzel

[Group of User hames:

ﬁi Administrators [SYD-DTEST-2G-3%Administrators)

!ﬁ Display User [SYD-DTEST-2G-3\Display User)

€72 Everyone

€72 Manager User [SD-DTEST-2G-3\Manager Liser]

!ﬁ Web Client Administrator [SYD-DTEST-2G-3WWeb Client &d

4dd Remove |

Eemissions for Manager User Allow D
Full Contral [m] o
Modity [m]
Read & Execute
List Folder Contents
Read
Wiite: O =l

Far special permizsions or for advanced settings, Advanced
click Advanced =
ok | cancel | aeph |

e A security prompt will appear, press Yes.

x4

‘ou are setting a deny petmissions enkry. Deny entries take precedence over allow entries. This means that if a user is a member of two groups, one
! that is allowed & permission and another that is denied the same permission, the user is denied that permission.
Do you want bo conkinue?

-11 -



4. Prepare Scada Project for Deployment

-12-



Security Setup - Control Menu - Ellﬂ
These options allow you to change the menu items that

appear on the control menu of Citect and whether the
control menu and title bar are visible.

Citect contral menu

W Citect configuration environment of menLe

M

IvEastelen en s

W0 5

5

Security Setup - Keyboard

|

‘windows kepboard shorteut command

¥ S pace enabled

This option allows you to contral which ‘Windows task
swapping shortcut commands will be available while Citect
i unning.

REL

Security Setup - Miscellaneous

Miscellaneous options

< Back I Mext > |

Cancel |

Help

¥ Display Cancel button at startup

[~ inhibit screen saver while Citect is iunning

REL

These options allow you to inhibit the ‘Windows screen
saver and the cancelling of the startup sequence of Citect.

1| < Back I Meut > I Cancel Help
ﬂj Citect Computer Setup JEIﬁ
These options allow you to further customize Citect Your ampuler setup i complete
Consult the help for & detailed description on what Press the Finish button to save your settings and
thess aptions do exit o, press the Cancel button bo quit withaut
Data directony: Il::\D ocuments and Sett LIy s
Backup project path: I
Startup page: I<Default> -
Page scan time: | 250
cBack [ Mews | Cancal | Hep | < Back Cancal | Help |
e |f the content of the project incorporates any user created files, such as DBF, HTML or CSV files,
you will need to manually place these into a special zip file called Misc.zip and store inside the
Citect\User\<Project Name> directory.
e Similarly, if a project contains any ActiveX objects, these will also need to be included in a zip file
called ActiveX.zip. The example project comes with this already done.
[ ]

The example project already comes compiled with CitectSCADA v6, so there is no need to

compile the project unless you have made changes to it. Otherwise, if you are using a different
project a fresh compile is required before the next step.

Next run Tools >> Web Deployment Preparation [or the Iﬁl button] in Citect Explorer.

Copying file faceplat ctr...

x|

Citect Explorer

x|

. | ) Successfully created deployment

shown above.

project folder of CitectSCADA\User.
Once this is complete, run the example project in Citect.

A progress bar and completion message will appear, as

Confirm that a webdeploy folder exists in the Example

- 13-
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Client Side Configuration

Internet Explorer 6.0 or later is required to use the Web Client.

5. Create Scada Project Deployment

e Open up Internet Explorer and enter this url: http://<server>/Citect.

e <server> is either the: server PC name, server PC IP address, or localhost if the web client is
running on the server PC.

e A login screen will appear, for each user created, enter the login details. The screen that is
supposed to appear is shown below.

Username: webclientadmin Password: citect

A} CitectSCADAWeb Deployments Overview - Microsoft Internet Explorer 10 x|
File Edit Yew Favorites Tools Help | :’
OBack - -\_) - \ﬂ \ELI .'\J /- ! Search ‘\:/1:( Favorites eI‘Media €j| - = I)_)] - _J ﬁ ‘3

Address I@ http:fflacalhostCitact j a S

] |
IJl:ECtS Svstem Messgges EedRdl|

-

Deployment Description Action ‘ @
e
Username: testdisplay Password: citect
j CitectSCADAWeb Deployments Overview - Microsoft Internet Explorer 10 x|
File Edit Wew Favorites Tools  Help | P
OBack - -J - \ﬂ \ELI :\J /- ! search ‘\‘;t( Favarites epMedia €3| < k,__,._.',- I)_)‘] - _J ﬂ '3
Address I@ hittp:/flocalhost/Citect j a Go

-

CitectSCADA System Messages
C|tectSCADA WEb Cllent Deployment LOGIMDC Display Client testdisplay logged in.

Deployment Description Action @

Username: testmanager Password: citect

A} CitectSCADAWeb Deployments Overview - Microsoft Internet Explorer 10 x|
File Edit Wew Favorites Tools  Help | P
OBack - -J - \ﬂ \ELI .'\J /- ! search ‘\‘;t( Favarites epMedia €3| < = I)_)‘] - _J ﬂ '3

Address I@ hittp:/flocalhost/Citect j a Go

GtECtSCA DA System Messages

CItECtSCADA WEb Cllent Deployment LOGIMMC Manager Client testmanager logged in.

Deployment Description Action @

8

Skart Mananer Clienk

If you do not get these windows for each user, the setting up of user access rights from Section 3.3 has
not been done correctly.

-14 -



To create the proiect deployment, login as the webclientadmin user. Then select the Add New

Deployment icon

In the Deployment field enter the name to identify the deployment, in this case “TestExample”. Enter the
project path of the Example project on the CitectSCADA server PC, and select the Client control from the
list [there should be one available].

ZJ CitectSCADAWeb Deployment Configuration - Microsoft Internet Explorer -3 x|
File Edit View Favorites Tools Help | 'h
O gack - () - Ij Igl .:‘_ /. ) search ,\( Favarites e;‘ Media 6& | V= - ﬂ ﬁ
Address I@ http:fflocahost/Citectf addeditdeploy htm?adang=en-us j ﬂ So
"
GitectSCADA System Messages

CitectSCADA Web Client Deployment

Deployment Description Action @

ITe stExampla | I:\Q ;

Server IP Address Port w File Paths

I I I gf Project Path:

Client Control: | 700/CitectsCADAWEDClien_7_D_0_383.cab |

C:4Program FileshCitecthCitect3CADAvEY User) Test =]
-

e
Select the Apply Changes button '.—y. A progress bar will be displayed as the project deployment files
are copied from the User\Example\webdeploy folder to the WebServer\deploy\Test Example.

; CitectsCADAMWeh Denlnyment Pranress —— W

0%

DEPWAIT Copyving Deployment TestE. ., please wait...

Note: When a project is deployed the project path and client control settings are first taken from the
citect.ini file. If they cannot be found they are taken from the settings entered at this stage.

w
h

Select the Go to Deployment List button -*'.
5050
Before pressing the Start Display Client or Start Manager Client, 3 .

If it is the first time you start the client, the required software is automatically downloaded and will prompt
the user to install. When the windows security dialog appears click on Yes.

- 15 -



6. Connecting

You can display the list of connected clients on the Citect server at any time. Type “page table tran” in the
main window of the kernel. The following window will appear:

§ Citect Kernel =100

Options  View Tools Window Help

wlhy Hiwliy h

The following is a screenshot of the kernel table window after a web client located on another machine
connects to this server.

=

Options  Wiew Tools Window Help

& & Table

%r. Table Tran

II Handle 27 Length 64 Dffset 0. o

SI; Hame Hode Hode Hode hH=g Cnt Send Rec Wait Stack

gk I10SrvrCha <listen> Server REemots o

II I05rvrCha <listeny Server Remote 1

lh I0SrvrCha CTSYD-DTEST-2G-3 Client Local 3

Oc 10SrvrCha CTSYD-DTEST-2G-3 Server Local 2

I.r Trend ‘listeny Server Remote 2

Ai Trend <listen:> Server Remote 3

cr Trend CTSYD-DTEST-2G-3 Client Local 7

CTSYD-DTEST-2G-3 Server Local &

! = oL e ]

Added lines
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8. Checklist

I1S installed and running

Citect virtual directory created

CitectSCADA configured as networked (TCP/IP) in the Computer Setup Wizard

Web/Internet Display Client or Web/Internet Manager Client licenses available on server

Web deployment after citect.ini has been modified

Windows security on folder \WebServer and \WebServer\deploy\#displayclient

CitectSCADA server is running and must be the 10 server

o o o o o o o o

Firewall / Port Settings
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9. FAQ

e How do | set up my network so that both LAN and WAN PC’s can access my CitectSCADA
and CitectWeb Servers?

Please refer to the Document “Running both LAN and WAN Citect Web Clients”.
e Where are the downloaded project files located on the Web Client?
The project files are downloaded to the location specified by the following Windows Environment Variable:
%TMP%\ Citect\<Project Name>
By default, on XP, %TMP% is equal to:
Document and Local Settings \ <Current user logon> | Local Settings \ Temp
So by default, the project files are saved to:

Document and Local Settings \ <Current user logon> \ Local Settings | Temp | Citect \ <Project Name>
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Troubleshooting

The following trouble shooting issues are taken from the FAQ section (page 33 and onwards) of the Web
Client user manual. This document contains only a subset of this but also include screenshots.

10. Internet Explorer and WinXP Security

If the security settings are high within Internet Explorer on the client side PC you will need to add
http://<webserver>/CitectSCADA as a trusted web site. Open Internet Explorer then select the Tools >>
Internet Options menu item. Select the Security tab.

e (Click on the Sites... button.

o Enter the http://<webserver>/CitectSCADA address
o Deselect the “Require server verification” checkbox.
0 Select the Add button.

Trusted sites A B3| @ Trusted sites 2l
‘fou can add and remove Web sites from this zane. All Web sites ¥ou can add and remaove Web sites from this 2one. all 'Web sites
in this zane will use the zone's security settings. in this zane will use the zone's security settings.
Add this Web site to the zone: add this Web site to the zone:
[ httpeif192.168.0,253/ Citect [
‘'eb sites: Web sites:
hitp: £/192. 660,253/ Citect

[ Require server verification (https:) For all sites in this zone [ Require server verification (hitps:) For all sites in this zone

o] 4 Cancel o4 | Cancel

e Press Ok button.

Knowledgebase article Q3943 discusses the implication of Windows XP service pack 2 in terms of
network security. Of particular importance are the firewall settings.
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11. IS

11.1 lIS v6.0 issues

The following note applies if you are running IIS v6.x (included with Windows 2003 Server). If you start the
Web Client and get the message “Starting Citect Web Client failed: Can not initialise Citect system”, and
then the Web Client fails it is due to a MIME configuration problem. The initialisation files are not being
recognised in Windows 2003 as registered file extensions. To correct this, you must add the correct MIME
extension by doing the following:

e Run the IIS manager (Control Panel >> Administrative Tools >> Internet Information Services)
e Go to Web Sites | Default Web Site | CitectSCADA | deploy | <deployed directory>

File  Action  Wiew Help
o = | mlmix @ DELDE ]y mn

e Choose properties from the folder’s right-click menu
e Go to HTTP Headers | Mime Map and press the File Types button
2lx

ary Secuity  HTTF Headers | Custom Errars I
re

Lontent should:
. Expire Immediately

= Eppire after I‘I IDay[s] =
" Espireon | Satuday . December 11,2004 v| at [1200004M =
r~ Custom HTTP Headers
Add...
Edt..
Bemove |

i~ Content R ating

Fiatings help identify to paur users what tppe of " .
content your site provides. Edit Ratings... |
~ MIME Map
ri To configure additional MIME types the ‘web
I
H

. =1 Service sends to browsers in the HTTP File Types... |
<2 Header. click File Types.
ak I Cancel | Lpply | Help |

e On the File Types form press the New Type button.
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File Types

Registered file types:

Bemawe

il

Edit...

r— File type details
Extenzion:

Content Type [MIMET:

Add the MIME type (File extension) .* and enter the Content type (MIME) as application/octect-
Stream.

File Type |

: . &
Azzociated extenzion: I

Content type [MIME]: Iapplicatinnfnctet-strean‘l

ak. I Cancel I

Select Ok
Y

Select Ok and restart your web server and client.
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11.3 ASP.NET

The following is a Windows 2003 Server related issue. The Web Client deployment page may display
incorrectly and the icons for Start Display Client, Delete Deployment and Edit Deployment are also
missing. There are two problems that could be occurring here:

¢ On Windows 2003 Server, the default setting is to have all web locations except localhost as an
untrusted site.

a. Update the Trusted Sites settings as detailed in Chapter 9
e Enable ASP for IIS6 on Windows 2003 Server. Follow these steps:
a. Choose Control Panel >> Add Remove Programs >> Components

b. In the Windows Components Wizard dialog box, select Application Server and select
Details.

Windows Components
*ou can add or remave companents of Windows.

To add or remove a component, click the checkbox. 4 shaded box means that anly
part of the component will be installed. To see what's included in a component, click.
Detail:.

Companents: Application Server ] B

¥l () Accessories and Ul
e

= | 0 500 of [emove a component, TICK me'endok oo a'sndadl we w5 takant maton
oz . Bkl of the component will be installed. To ses what's included in a companert, click Del
il & Certificate Services
B mail Services Stbgampanenis of Application Server

i rle

4 Fax Semvines

Description: Includes ASF
Application §

Total disk space required,

I @ Enable network COM+ access 0.0ME
Vi 3Enable netwark DTC access 0.0ME
3

us Spase avalable on disk, ot s et iwotinantin SerndlE T, n g
Wl 5 Messags Queting 55

Descriptior: Micrasoft Managsment Console Snaprin for the Application Serve
administrative interface.

Total disk space required, 28ME
Space avallable on disk; 39869 ME B

xR

e Make sure that ASP.NET is selected.
e Also, open Control Panel >> Administrator Services >> Internet Information Services (IIS)
Manager

¢ On the local machine traverse to Web Sites | Web Service Extensions and make sure that
All Unknown ISAPI Extensions, Active Server Pages and ASP.NET v1.1.4322 items have the
status of Allowed.

'E Internet Information Services (I115) Manager N ] 5 ll
¥4 Fle  achon  Wew lindow Help | =1=1x]
= | B0 BPE (22 50
E‘g Internet Information Services I8 web Service Extensions
=] ‘if! AUSTSUPTESTS {local comp
~_J Application Fools /| Wb Service Extension Status
| ‘acﬁ'tecuem';hc' Allaw Al Unkinown CGl Extensions Prohibited
! ) bt CltectSCADA Prokbibit k- Bllowed
o "f" Lacalhet — % ASPLNET wl,1.4322> Allaved
-~ Praperties [»] Intermet Data Cannector Prohibited
o 'f’ Server Side Includes Prohibited
E:] PlantzNET
51485 viswer s WebDAY Proibited
) aspret_client
I add a new web service extension. ..
2 Allow oll weh service extensions for o
specific application...
12 prohibit all Web service extensions
@ open Help
i { &
4 ]\ Extended { Standard /
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11.4 CAB File Download and Installation

After configuring the Citect web server as per Web Client quick start guide, during project deployment,
errors are experienced downloading cab file. The address of the webserver as a trust site however the
problem still persists. The Server and Clients both use Internet explorer 6 and all Internet Explorer security
levels have been set to the lowest level. Windows firewall is also disabled. What can be the problem?

Solution:

Usually when this occurs, Citect is looking for Microsoft Installer that has been corrupted due to previous
Windows update. In order to remedy this problem you can get the latest update from Microsoft.

The problem of corrupted Microsoft Installer can be verified further by using CitectSCADA ver6.1. In
CitectSCADA v6.1, you can install this CAB file manually to the client machine by double clicking the CAB
file. If when installing the CAB file, Windows Installer error 1723 appears, you would then need to install
the latest Microsoft Installer (iiscript.msi).

This installer can be downloaded from the Microsoft website or can be obtained from your IT staff.
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