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1. INTRODUCTION

To use remote account management in the AS LTB E2ypkus Branch (the Bank), as well as to enjoy
other remote services offered by the Bank you shall
e Open a Current account with the Bank;
e Submit an application for Remote Account Management
Note If the user intends to use the INTERNET-Bankingt8m, at the moment of submission of
the application the user selects &@G/Nfor access to the INTERNET-Banking System.
e Sign an Acknowledgement of receipt identificatiom authorisation tools.

2. INTERNET-BANKING SYSTEM
2.1.General description of the INTERNET-Banking System

The INTERNET-Banking System is a modern, flexibhel @onvenient system for remote contacts with the
Bank through the Internet. The INTERNET-Banking banused to:

create and send payment orders, foreign exchawgesoio the Bank;

receive account statements for any period of tinteiaformation about the account balance;
obtain information on the Bank exchange rates;

receive news and messages from the Bank;

maintain correspondence with the Bank and recdiverservices.

The INTERNET-Banking System allows you to seleetfibllowing options for the interface language:
e Russian,
e English.

The INTERNET-Banking System @esigned for the following browsers

¢ Internet Explorer Version 5.5 or higher,

e Opera Version 8.0 or higher.
When used in other browsers, proper functioningttef INTERNET-Banking is not guaranteed. A
mandatory requirement is that the length of the encryptieg &f the browser shall be at least 128 bits.

2.2.Connection to the INTERNET-Banking System
2.2.1. To connect to the INTERNET-Banking System, you naugéer the following system address in the

browser window:_https://secure.ltbbank.coifou can enter the system also directly from trenlBs
website www.ltbcyprus.conThe following window will be seen on the screseq Picture 1):
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/= LTB. Internet Banking - Windows Internet Explorer provided by AS LTB Bank
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INTERNET-Banking
New tariffs for non-rezidents
New deposit interest rates Login: l:l
Documents
?

Connect »
Blanks and documents

About system »

About S5L Certificates.

& Local intranet #100% -

Picture 1: Connection to the INTERNET-Banking Syste

In the field L OG/N you must enter th& OGIN, which was selected by the user himself/hersetf an
specified in the application for remote account agment submitted to the Bank.
Note For creation of & OGIN you can use only Latin alphabet letters and Aratvimerals. For

example, if the company name is DC Konsultantintileu may choose, for instance, the following
LOGIN: DCKONS45.

Then in the fieldPASSIW OR Hou must enter your current password for accefizetgystem.
Note When entering the INTERNET-Banking System for firet time, you must use the login
password delivered to you by the Bank in a closedel®pe. This password must be changed
immediately in accordance with the procedures geiroparagraph 2.2.2.

After successful completion of the above-mentiostgps (input of the values in the field®©G/N and
PASSWORYthe INTERNET-Banking System menu is displayed| #re user can start working on the
system (unless the INTERNET-Banking System shailldesl together with the DIGIPAES

If the INTERNET-Banking System shall be used togetith the DIGIPASS, then after input of the

values in the fieldd OG/N and PASSW OR fihe following window will be displayed on the sere(see
Picture 2):
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2 DigiPass code - Windows Internet Explorer provided by AS LTB Bank

@ ~ | E] https:{fsecure.ltblv.com]stream. L TB; jsessionid=0071 2FE79E4FF21 ASAD4B1 DODSFRCCS . v & |||l earch |2

File  Edit iew Favaorites  Tools  Help
Tildes Sirds - | aomekst - @ | @ & | Eroket | 4

Al | 8 pigiPass code | |

= [T Bank

- : »
f= - |sbPage ~ (F Tonls -

=
E

Connect to system:

DigiPass l-password |

OK | Cancel |

Done % Local intranet F100% -

Picture 2: Connection to the system

In the field D/IG/PASS /-PASSW ORIDIs necessary to enter the value generateddPtiGIPASS using
the keyl (functionldentification) — a simple unique password (work with the DIGIFBAIS described in
Section 3). After that the user gets access tdNfERNET-Banking System.

After successful completion of the above-mentioséeps (input of the values in the fieldOG/N,
PASSWORND DIG/IPASS I-PASSW ORDthe menu of the INTERNET-Banking System will be
displayed, and the user can start working on tlseegy.

2.2.2. When connecting to the INTERNET-Banking System _forthe first time, it is necessary_to
change the initial password for _connectionto the INTERNET-Banking System and _the initial
password for signing (authorisation) of documentslelivered by the Bank in a closed envelope

Changing the initial password for connection to thdNTERNET-Banking System:

After entering the values in the field-OG/Nand PASSW OR [Ahe following window will be displayed

on the screen (see Picture 3), in which the usest mplace the initial password (issued by the Baoik
connection to the INTERNET-Banking System with &eotpassword created by the user himself/herself
and intended for his/her use in the future. Foatioa of the password you can use only lettersatinLand
Cyrillic alphabet and Arabic numerals.
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Picture 3: INTERNET-Banking System login passwdndrige
when connecting the system for the first time

Changing the initial password for signing (authorigtion) of documents
Procedure of change of the initial password (issuethe Bank) for signing (authorisation) of docuntse
is described in Paragraph 2.3.

When the user has changed the initMTERNET-Banking System login password and the iniial
password for signing (authorisation) of documentsthe Bank undertakes to activate the INTERNET-
Banking System within 1 (one) Bank day in accor@awith the system user mode assigned (full, limited
or informative).
Note If you want to speed up activation of the INTERNBanking System, you can contact the
Bank by calling the following phone number in Rig&71 67043520 or by contacting your Service
Manager.

2.3.Changing the INTERNET-Banking System login passwordnd
the password for signing (authorisation) of documets

Any subsequent changes of the INTERNET-Banking e3gstogin password, as well as the first and
subsequent changes of the password for signingdesation) of documents are made in the menu item
PARAMETER $ee Picture 4).
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Using this function the user can change the sydiegin password and the password for signing
(authorisation) of documents at any time.

A password is changed in the following way:
o Press the butto OG/N-PASSW OR [enter the new System login password in the fididsll/
PASSWORRBNdCONFIRMA T/ONThen press the butt@K.
o Press the buttols/GNA TUR E-PASSW OR bnter the new password for signing of documents i
the fieldsNEW PASSW ORENACONFIRMA T/IONThen press the buttadk.
¢ To finish the work, it is necessary to enter therent (unchanged) system login password and press
the buttonSAVE

(= Menu USER - Windows Internet Explorer provided by AS LTB Bank

e~

G“ v B https:ifsecure bl comjstream,LTB:fsessionid=3D7 12FE79E4FF21ASAD48 1DDDSPFCOCH W 3 |[#2ll%] e search |2~
Fle Edit Yiew Favortes Tools Help
Tiliies Sisajs - | ookt - @ | @ | & | Eruket | 4 it
I iy 0 > T o — . »
o | @ Menu SR [ v B e v bpage » () Tools -
- FIE
r 4
A— =nt Test Stream 2
4 Test Stream 2_1 I LATVEK RUSSIAN

Client parameters | User's parameters

Corporate Client (PIN 001797)
Test Stream 2

User's parameters -

Full name * ‘Test Stream 2_1

Login name * TEST ST 01 Language!-l-fn_glg};]_v.‘
-

Group ‘ I

Phane(s) ‘73395?957 |

e-mail Info@ltblv.com |

Allowed P-addresses.

Maximal number of rews en page in lists 5100 max. 100
Change password 20 max. 20
Password Date Protection unit Login parameters:
Login 09.07.2010 11:43:33 Hew passwrord | |
Signature 13.41.2009 1217:07 Confirmation | |
Na
Adjust the limer of DP-{oken (sek) OK Cancel

Display the balances on the first page

Paymentaccounts

/W06 LATC 0467 0179 7004 0 Norskinu konts

2[[W25 LATC 4487 0178 7008 0 Nor&kinu konts Company 1
Informational accounts

Login password

Copyright € 2006:, AS LTB Bank Grecinieku 22, Riga, Latvia, LV-1050, o
nhana 4271 R7047 510 faw-+271 R7N42 f11 =

Done ‘3 Local intranet H100% -

Picture 4: Changing the password

Remote Account Management. User Manual
Approved at 13.01.2011. |  Effective from 01.02.20112™ Editon |  Page 7 of 22



AS LTB Bank Cyprus Branch
Reg. No.: AE 2512; SWIFT: LATCCY2L

82, Nikou Pattichi St., Maritania Court, 3070, Lissal, Cyprus;
a n Phone.: +357 25870740; Fax: +357 25870746;

info@Itbcyprus.comwww.ltbcyprus.com

2.4 Menu of the INTERNET-Banking System
INFORMATION

News
This section provides news, contains letters (ngesga as well as available information about trst la

connection to the system.

Exchange rates
This section provides information on the applicatlerency exchange rates set by the Bank.

List of sessions
This section provides information on actions of tiser in a certain period of time.

ACCOUNTS

Balance of accounts
This section provides information on the balanceagounts.

Bank statement
Upon selection of an account, a currency and agef time from the list, the system creates eestant

according to the parameters selected.
PAYMENTS

New
In this section you can create and send to the Bardgxecution the following orders:

e payment order;

e an order to replenish the account;

¢ foreign exchange order;

o cash order (in the case the Bank provides cashactinns).
Mandatory fields are marked with

When filling in a new document, you can click oe tumber of a previous document to review its aunte
as well as to see the balances@y

Value date of the document can be enterddDnMM.YYYY format or chosen from a calendar when you
click on the butto .

When the fields are completed, you can make thewatg actions with the document:
o Create a new pattern;
e Save the document in the foldBRAFTS
e Save the document in the foldérA/7T/ING FOR AUTHORIZATION
¢ Sign the document and send it to the Bank.

After selecting the desired action, cliB<JN(see Picture 5).
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/2 Menu USER - Windows Internet Explorer provided by AS LTB Bank

—_—
G\.‘ v | ] httpstffsecure Jtblv.comfstream.LTE; jsessionid=79C FFCASB 16F ACDI DASFED248D1 AZ640 V‘ G [[#] %] | sea ‘ SR

Eile Edit ew Favortes Tools Help

Tildes Bhads - comeilee - i@ | @ | & | ket | 4 e

P = — - _ = _ »

W |ngenu USER. ‘ ‘ B - B = ov [rpage - (0 Tooks -
TEST RLIEAT AV mssan  EECE .

New | Not sentto bank | Sent te bank | Documents search | Send paymentfile | Patterns

Hew document International payment order Template: | )

b
International payment order

Domestic payment order

Account crediting Requisits of payment )

Currency exchange order
Payment Ho. * [
Cash order

of [0s.07.2010
Account o, ™ [ v| @

Amount ® |_ | Currency ‘! v

Beneficiary Customer * | | Reg.No| |

Beneficiarys Account™ | | country*| v

Address | |

Beneficiary Institution

2] swer| |

Beneficiary Institution * |

Country * | ¥ HKS{ ~| Code|
|
|

Address

Account (intermediary)

Intermediary [ ] il SwaFT| |
Country | | HKS| w| Cods

Address [ |

Additional information

Priority * | ordinary ~| Comission is paid W*EOUR - Ordering Customer fully |

Information to beneficiary * | |

Aim of payment * | 000 Indefinite |

Info for ordering customers bank [ |

| Save the document in the “Te Authorize” folder v ¥ Run

, Create new pattern
| save the document in the "Drafts” folder

|
Copyright & 2006., AS LTB Bank Save the document in the "To Authorize” folder Grecinieku 22, Riga, Latvia, LV-1050,
|Authorize and send the document to the bank | phone+371 87043 510, fax+371 B7043 5§11
e-maillib@itblv com s

Dore % Localintranet H100% v

Picture 5: Selection of functions

Any of the above documents must be authorised édigas follows:
e When using the DIGIPASS each of the documents sent to the Bank mustgmediby a digital
signature generated by the DIGIPASS using the np&» (see the DIGIPASS User Manjal

Not sent to bank

All
This section contains documents that are savedéyser after editing. To sign these documents it i
necessary to open the document by clicking on timetrer ofeachdocument.

After that you must select the functien/THOR/IZE AND SEND THE DOCUMENT TO THE BANK
(see Picture 5), click on the butt@dUN, sign the document with the digital signature,egated by the
DIGIPASS, using for this purpose the opti®ror with your own password for signing of docunsefift the
DIGIPASS is not used).

Drafts

This section is for documents saved as drafts.efal shem to the Bank or remove them, you mustvollo
the steps specified for the menu itdr®7 SENT TO BANK-ALL.
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Waiting for authorizations
This section contains documents saved by the disgregliting. To send them to the Bank or remorth
you must follow the steps specified for the meemitVO7 SENT TO BANK-ALL

Sent to bank

Day’s payments
This section contains documents that have beertsém: Bank within the last two days (date of aimme)
and they can be viewed and printed out. In addiitos possible to view the operations with theulment
and perform the following actions with the document

e create a new pattern;

¢ create a new document using the existing docunseatsample. (See Picture 6)

You can view operations with the document by pregssine button located in the upper left corner,clvhi
shows the current status of the document.

In this case it is the buttats SENT /N BANK(see Picture 6.) The document is printed outliokiaog on
the buttor&.

Month’s payments
This section contains documents that have beentsdht Bank within the current month. Actionstwit
documents are similar to those described ide”’'S PAYMENTS

Waiting
This section contains documents which have beentsaihe Bank but which are waiting for accept for
processing. Actions with documents are similahtise described inth@4AY'S PAYMENTS

Processed

This section contains documents which have beentsdhe Bank, which are accepted by the operatdr a
which are being processed by the Bank system. Astwith documents are similar to those described in
the DAY 'S PAYMENTS

Booked

This section contains documents signed earlier carded out (executed) by the Bank. Actions with
documents are similar to those described infdey 'S PA Y MENT.SAdditional function — send an order
to the archives.

Rejected
This section contains documents rejected by thekBahe user cannot cancel a document. The user can
cancel a document only upon sending a relevaset l&itthe Bank.
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Fle Edit Yiew Favorites Took Help

Tilies Sirals - eomekst - @ | @ | & | Euket |

. = = — - ¥ S »
e dhr | g ey UseR | | - B - [hpage - 3 Tools -

A

&

New | Not sentte bank | Sent fo bank | Documents search | Send paymentfile | Patterns
Day's Payments

Is sent in bank International payment order =]
Month's Payments

Wating

Frocessed Payment No. 2 of 09.07.2010
Booked :
Rejected

Account No. *

Amount * 1.00 Currency *

Beneficiary Customer * TEST TEST TEST Reg. No.
Beneficiarys Account” TEST 123456 Country®

Address

Beneficiary Institution * COMMERZBANK AG _I SWIFT COBAUSIXXKX
Country * NKS Code
Address usaA

Account {intermediary)

Intermediary _| SWIFT
Country NKS Code
Address

Priority * Irgen Comission is paid by "
Information to beneficiary * TEST
Aim of payment *

Info for ordering customers bank

& [ create new pattern

Copyright @ 2006., AS LTB Bank Grecinieku 22, Riga, Latvia, LV-1050, |
phone:+371 67043 510, fax:+371 67043 511

e-mail:tb@ithlv.com ¥

Dorne: & %J Localintranet # 100%

Picture 6: Sent to the Bank.

Documents search

To search for a document, you must enter the dosumenber or identify the type of document you are
looking for, as well as additional search optiodescument number, amount, period of search, etall Y
can print out a document that has been found,eatera pattern based on it.

Functions and actions with a document are simila8£N7 7O BANKsee Picture 6). If you click on the
button K UNin this section, the system will produce a listatif payments made in the system. You can
open any document by clicking on the number of it.

Patterns

In this section, it is possible to search for tequired pattern by document type. The system pesvallist
of found patterns that can be opened by clickinghmnnumber thereof. You can perform the following
actions with an opened pattern: (see Picture 7)
e create a new pattern;
* rewrite a pattern;
e remove a pattern;
save a document in the foldBRAFTS
e save a document in the fold@rA/T/ING FOR AUTHORIZATIONS
¢ sign a document and send it to the Bank.
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~ G |[##] 1] [iive search |2~
File Edt Wew Favorites Tools Help
Tildes Bias - comeket - @ | @ | & | Drukor | e
A = — : — - - I - - 3 »
o @ | @renuuser (| 5~ B - d= - [2hpage - @ Taols -
- x|
4
— ent Test Stream 2
— User: Test Stream 2.4 sl 108,201 uvse | e ([
New | Not sentto bank | Sentto bank | Documents search | Patterns
& G
international payment order Erpnits ot peRvent o " _
Domestic payment order a e = > T
Payment No. * of [04.08.2010 2E]
Account crediting [71 - —
Currency exchange order Account Ho. [Lv25 LATC 4457 0179 7008 0 - Nor&linu konts Company 1 (¥
—_— :
Cash order Amount” | 3‘00I Currency *| RUB (643) v
Beneficiary Customer” | Testing | Reg.to, |
Beneficiarys Account™ iédmsﬁsrasss?s Country * | usA w \
Address i |
Beneficiary Institution
¥ ion®  [ABH AMRO Bank | 2] swiFt [aBnaUsIaIX |
Country * |USA | NKS| ABA ROUTING | Code|
Address 338 Madison avenue, n.v. 10017 |
Account (intermediary) | |
Intermediary [ [ 2] swrr |
Country | | uks v| code|
Address | |
Additional information
Priority * | Ordinary | Comission is paid by * | OUR - Ordering Customer fully ~|
Information to beneficiary * | TESTING 2.00 RUB
Aim of payment * [378 Current transfers ¥/
Info for ordering customers bank [
Save the document in the "To Verify" folder v ¥ Run B
Create new pattern —
Owi ts itte
Copyright © 2006, AS LTE Bank el b Grecinieku 22, Riga, Latvia, LV-1050,
I::\I.'Ee':h;:::crgmem i phone:+371 67043 510, fax:+371 67043 511
e-mail Itbf@itblv_com
Save the document in the "To Verify" folder
Save the document in the "To Authorize” folder e - A
one | suthortae and seniithe document to the bank. | & J Local intranet oo -

In this section, you can create and send a latiesgage) to the Bank. Letter (message) must beraeti
(signed) by the user in the following way:
¢ When using the DIGIPASS the letter (message) must be signed by a digigalature generated by

the DIGIPASS device using the optibn(see the DIGIPASS User Manyal

Not sent

This section contains letters (messages) savethidyger after editing. To sign these letters (nyEsHa
you must open them by clicking on the numbeeathletter (message). You can save, send, print out,
create a new letter (message) here.

Sent to the bank
Search for letters (messages) sent to the Bankwatbpecified period of time is carried out here.
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Unread messages
This section contains unread letters (messagew) thie Bank.

Last letters (all)
This section contains the correspondence for #teSlanonths and drafts of outgoing documents.

Only Outgoing
In this section you can find letters (messagesd) teetiie Bank within the last 3 months.

Only Incoming
In this section you can find letters (messagesjived from the Bank within the last 3 months.

Archive (search)

Search for a necessary letter (message) is camiedccording to the specified parameters. Youszam,
send, print out the found letter or create a new.

News
In this section you can read the news from the Bank

/= Menu USER - Windows Infernet Explorer provided by AS LTB Bank

—

@.‘- - = | &] hitpsijisecure ltbly. comfstream.LTE; jsessionid=166FS0A26 1938DF510684658A2906093 V| & || #]]%] |Live sea o~

Fle Edt View Favorites Tooks Help

_ﬁﬁ]ﬂﬁlﬁn{ﬂv eomedst - @ | @ | & | Euket | 0

B = — = - »
S de ‘gMenu USER | | f - Bl dh v [-page ~ (f Tods ~
- x|
r 4
A— Test Stream 2
A ser. Test Stream 2_1 Hetlo! i 201 v RUSSIAN
Correspondence | News

wi 1
b/ Number * | on 04.08.2010

Bew Subject™ |

Not sent

Zentto the bank
Unread messages
Last letters (all)
only Outgoing
only Incoming
Archive (search)

E save |E| Send

Copyright @ 2006., AS LTE Bank Grecinieku 22, Riga, Latvia, LV-1050,

phone:+371 67043 510, fax:+371 67043 511
e-mail:ltb@itblv.com

Done (0 | & & Local intranet | 100% -

Picture 8:Correspondence
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PARAMETERS

In the case of necessity, you can change your cbdéails in this section. This section is alseiinled to
change the current password for login the systetntlad current password for signing of documenthén
system, as well as to change other parameters.

Warning! A document may be signed by the password for sggoindocuments in the system and the
password calculated for the specific document ugiedDIGIPASS. If the user uses the DIGIPASS tm sig
documents, the user can disable the passwordédasigiming of documents in the system. To do thastog
the menu itemPARAMETER &N click on the buttols/GNATURE - PASSW OR&Nd then click on
OK in the opened window (in this case it is not neags to enter a new value in the connection
parameters). The procedure for entering the passWorsigning of documents in the system is simitar
the procedure for changing passwords (detailednmdtion is given in Para. 2.3).

2.5.Logout the INTERNET-Banking System

To exit the INTERNET-Banking System you have talklon the buttorX in the upper right corner of the
window. If the user does not perform any actiothie INTERNET-Banking System within 15 minutes, the
session is terminated automatically. After the isesshe system will display an appropriate message

Attention! Orders and other documents without authorizati@néture) are not accepted for
execution by the Bank!

3. DIGIPASS
3.1.General information on the DIGIPASS

DIGIPASS is a tool for identification of the user and authation (signing) of electronic documents in the
INTERNET-Banking System, designed for generatiopagswords to log in the system and passwords for
signing of electronic documents in the system;ttiod replaces the stamp and signature. Appeardnibe o
tool is presented in Picture 9.

Passwords generated by DIGIPASS are unique, notatiy and depend on data, time, device
identification information and/or content of documtse

Description of functional keys:

ON/OFF — start/stop work with the DIGIPASS;

ENTER — complete the input;

| — generate a one-time password;

S - selection of type of document to be signed (selacif modes by
successive pressing of the key) and password gerelsy type of document;
CC —return back or delete the last entered symbol;

F — selection of service modes (selection of modesurgessive pressing of
the key).

Picture 9: Appearance of the DIGIPASS

In the DIGIPASS there is used a lithium batteryhvifie term of efficiency up to 5 years, dependindte
intensity of operation of the device. When the dagtis exhausted, you should contact the Bankptace
the device.

Remote Account Management. User Manual
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The DIGIPASS is switched on by pressing the bu@N/OFF. Repeated pressing on this button switches
off the DIGIPASS. The device is switched off autdicelly if no action is performed with it in 30-40
seconds. You shall get access to all function ef MGIPASS upon entering a 6-digftN — code The
initial PIN — codeis delivered to the user together with the DIGIPABSa closed envelope; before you
start using the DIGIPASS, tHeIN - codeMUST be changed. When changing tREN — code you shall

not use a very simple sequence of digits, sucl?3456 or 111111.

Evidence that before you this DIGIPASS has not hessd by anyone else is the mesddg8/ TOKEN
appearing on the display when you have switchegbom DIGIPASS.

Attention! In the case of loss, theft or blockage of the BPIG$S, inform the Bank promptly thereon.
3.2. Activation of the DIGIPASS

The DIGIPASS is activated as follows:

= Press the butto®N/OFF.

= You will see a greetingVELCOME on the display. Press the buteNTER.

* You will see request for the PIN-coOB®NTER PIN on the display. Enter the PIN-code and press
the buttorENTER.
Note When you initially activate the device, thdlT PIN (initial PIN-code), which is handed
out by the Bank to the user together with the DIEBB in a closed envelope, will first be
prompted. After entering the initi&IN-code the customer must replace it and create his/her
own newPIN-code and confirm it. After these steps, the deviceeady to work. Later, the user
is using his/her owRPIN-code to activate the device. A special mode is devaldpechange the
PIN-code.

o You will see the system melSELECT | S F on the display. Selection of mode by pressing
the corresponding key.

3.3. Password types

DIGIPASS allows generation of two password typeddentification and authorisation in the INTERNET-
Banking System.
e Simple unique password (hereinafter referred ttPA&SSWORD), which depends only on the
specific device, the date and time.
e Password to sign documents, depending on the p@esra a particular document (hereinafter
referred to aSPASSWORD.

Simple unigue password (IPASSWORD)

The keyl on the DIGIPASS device is intended for generatibsimple unique passwords.

This password type is used for login tRTERNET-Banking System, as well as for signingletters
(messages).

A letter (message) must be at first saved as ardectiand then signed with a simple unique password.
this case a password generated by using thé &eythe DIGIPASS device is used for signature.

Let us see in details the procedure of signindtarlvith a simple unique password:
e In the INTERNET-Banking System, switch to the m@d@RRESPONDENCENOT SENT
¢ In the INTERNET-Banking System, click on the documtneumber to open the document.
e Click on the buttor6END in the INTERNET-Banking System.
o Activate the DIGIPASS, if it has been switched @f&scription of all the further steps for an
activated DIGIPASS).
e Press the kelyon the DIGIPASS.

Remote Account Management. User Manual
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¢ In the INTERNET-Banking System — enter the obtaisedple unique password in the field
DIGIPASSand click on the buttoSENT

Password for signing of documents (SPASSWORD)

The keyS on the DIGIPASS device is intended for generatibrpasswords for signing of documents
according to the document type and parameters.

Selection of document type is made by consecutipedgsing the ke$ on the DIGIPASS.

To sign a payment order and application for castbutsement (in case the Bank provides cash
transactions), the mod@AYMENT is used. To sign a foreign exchange order, theenlBOGCHANGE is

used.
Detailed procedure for generation of passwordsifgiming of documents is given below.

3.4.Service functions

Consecutive pressing of the kEyon the Digipass device allows switching over tH&IPASS to one of

the service modes:

e Change Pin
In this mode you can change the curreriti-code to a new one. When this mode is selected, the

guestionChange PIN? will appear on the display. To change the exisiiy-code, press the
buttonENTER, and the DIGIPASS will switch over to tidN-code changing mode. To cancel
the entry or to exit the mode, you must use the@€y

o GMT Date.
e GMT Time.
HELPDESK.

3.5. Generation of password for signing of documest

To generate signature, the following informationtie@ document must be entered into the DIGIPASS.:
e SENDER ACCRECEIVER ACC - only the four last digits of the account numbes used If
the account number contains characters, they aparmied and only the last four digits of the
resulting number are entered. For example, theustcoumber is 001-12345-678: you must
enter 5678 into the DIGIPASS.
o VALUE DATE- is entered without dots. For example, if the dat28.12.2009, then you must
enter 28122009 into the DIGIPASS.
e CURRENCY- digital code of the currency is used, whichhia system INTERNET-Banking is
indicated in parentheses next to the character.code
o AMOUNT- only the integer part is used. For examplehd& payment amount is 21335.56, you
must enter 21335 into the DIGIPASS.
e The keyCC is intended for correction of the data to be estteln addition, this key is used to
return back to the previous level of the DIGIPAS&non
Input of each of the parameters is completed bgging the ENTER, after which the display of
the DIGIPASS prompts to enter the next parametponJperformance of the above actions the

DIGIPASS device generates a unique password (appeahe display

3.6.Procedure of signing of documents

To sign a document, the following steps must béopmied:
e Fill in the document form in the INTERNET-Bankings$em (password is not to be calculated)

and save the document in the fold&t4/7/NG FOR AUTHORIZA T/ION

Remote Account Management. User Manual
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e Go to the foldetWA/TING FOR AUTHORIZA T/O/&nd open the document by clicking on
the document number.

e Select the functiod UTHORIZE AND SEND THE DOCUMENT TO THE BAAt click

on the buttonrR UNV

Calculate the passwofaccording to the document parameters as desdrilfeara. 3.5.

Enter the obtained password into the fiBllG/PA SSof the INTERNET-Banking System.

Click on the buttorR UNin the INTERNET-Banking System.

After that the document is automatically sent ® Bank (you can see it in the foldBENT TO

BANK).

3.7. Examples of calculation of passwords for sigmj of documents

This section contains examples of calculation ofspards by type of documents (SPASSWORD).
It is assumed that the DIGIPASS is already actiate

Payment order
Having selected the functicAUTHOR/IZE AND SEND THE DOCUMENT TO THE BAWNK obtain

the following screen: (see Picture 10).

/2 Menu USER - Windaws Internet Explorer provided by AS LTB Bank

—_— = e
g.‘ = | ] hitps:{fsecure.Ithlv, comjstream, L TE;jsessionid=4091FCCB341 0043EE 28BS 36ABE1245F 2 V‘ 8 |[#] x| |uive sear P
Fle Edit Wew Faverites Took Help

Tildes Siwjs - comekst + i@ | G | & | [ETuket | 7 rezme

" 7 = - — ¥ o »
W | @menuuser [ B v B ® v [oheass - £F Tods -
Ty =
Waiting for authorization Payment Ho. * |01 | of ing,u?,zow 3

o

Account No. ™ 1§ @ 7 : u kont 4

Amount™ | 1506| Currency *

Beneficiary Customer * ITE STING | Reg. Nu% I

Beneficiarys Account” |123456789 Country *

Address l, |

Beneficiary Institution

Beneficiary Institution®  |Nordea Banka Finland Pic Lithuania branch \_l SWIFT | NDEAL T2XXXX |

Country * 1ania HKS Codel

Address [Lithuania |

Account (intermediary) | |

Intermediary [ \_l SWIFT|

Country HKS Cods|

Address | |

Additional information

Priority * g Comission is paid by * 0

Information to beneficiary * |testing

Aim of payment *

Info for ordering customers bank | ‘

Payment

CURRENCY
AMOUNT
VALUEDATE
SENDER ACC
RECEIVER ACC

DigiPass |

826

12
03072010
0040
6789

Copyright & 2008., AS LTB Bank

Greoinieku 22, Riga, Latvia, LV-1060

phone:+371 67043 510, fax:+371 67043 511

e-mail:tb@ithly.com v

Done

%J Local intranet

# 100% +

Picture 10: International payment order
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Procedure of calculation of password according &mgmeters of payment order

On the display of the DIGIPASS Your actions

SELECTI S F Press<S»<Enter>

PAYMENT <Enter>

CURRENCY 826<Enter>

AMOUNT 12 <Enter>

VALUEDATE 09072010 <Enter>

SENDER ACC 0040 <Enter>

RECEIVER ACC 6789 <Enter>

SIGNATURE 1157862363 — Your electronic signature for
this document

The field SIGNATURE contains password for signing of the document geed according to the
parameters of the specific document.

The system allows you to sign documents in two ways
¢ When filling in the order form, you must select thction AUTHORIZE AND SEND THE
DOCUMENT TO THE BANKenter the password for signing of document, dated according
to the document parameters, into the fieMlG/PASSof the INTERNET-Banking System and
click on the buttorR UN. In this case the document will be sent for precgsto the Bank without
being sent to the folddW/ A/TING FOR AUTHORIZATION

e Fill in the document form (without calculating tpassword) and save the document in the folder
WAITING FOR AUTHORIZATION Then go to the folder WAI/TING FOR
AUTHORIZA TION and open the document by clicking on the documemtber. Then select
the functionAUTHORIZE AND SEND THE DOCUMENT TO THE BAMlculate the
passwordS according to the parameters of the document, asribed above, and then enter the
password for signing, calculated according to tbeudhent parameters, into the fidliIG/PASS
of the INTERNET-Banking System and click on thetbot? UN.

Application for currency exchange
Start completion of the currency exchange form éleding the operatio O SELL/ TO BUY(see
Picture 11).

When selecting the operation required, you mustigpamount to be sold from the specified account o
the amount to be purchased. The second amounevidhlculated automatically and shown in the invacti
window.

Amounts are calculated according to the exchantgeset by the Bank.

To change the exchange rate, you must click orbtiteen DEFA UL 7. Once the button changes its name
to ARRANGEDyou must enter the exchange rate agreed witdahter of the Bank.

In this case you must type in the fiellFO FOR ORDERING CUSTOMER S BA lfét the exchange
rate has been agreed with the dealer of the Bank.

Remote Account Management. User Manual
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= Menu USER - Windows Internet Explorer provided by AS LTB Bank

=

gu‘— v I‘L httpsiifsecure.|tbly comjstream LTE; isessionid=4091FCCE34 1 0043EE26B536A801 246F2

S ]

Eile  Edit ‘Yiew Favorites Toolks Help
Tiliies i U
o | {8 e LISER | |

comekst -~ ) | @ | & | Eirdkot | 7 e

= - [hpage + {f Tons -

|- :New document

International payment order
Domestic payment order

Account crediting

Currency exchange order 2 s e
o e Payment Ho. * |02
Cash order S —

Account No. ™
Do you wish:

To sell

Amount ®

10.00

Amount *

=

Additional information

New | Mot sentto bank | Sentto bank | Documents search | Patterns £

Currency exchange order

Exchange rate: 1.28849375

of [sao72010 [
=2

Currency *

Currency * L5

Info for ordering customers bank| Ve kindly ask You to make exchange with more profitable rate for us.

VALUEDATE
ACC FROM

CURRENCY FR
AMOUNT FROM

ACCTO

CURRENCY TO

AMOUNT TO
DigiPass

Run

Exchange

09072010

0040

840

10

0040

954

7

\l ]
| Cancel

Copyright @ 2006., AS LTE Bank

Grecinieku 22, Riga, Latvis, LV-1050
phone:+371 67043 510, fax;+371 67043 511
& -mail:thtblv com s

Done

% Local intranet 0% -

Picture 11: Application for currency exchange

Procedure of calculation of password accordinghe parameters of the applications

On the display of the DIGIPASS

Your actions

SELECT ISF
PAYMENT
EXCHANGE
VALUEDATE
ACC FROM
CURRENCY FR
AMOUNT FROM
ACCTO
CURRENCY TO
AMOUNT TO
SIGNATURE

Press<S»
Press<S»

<Enter>
09072010<Enter>
0020<Enter>
840<Enter>

10 <Enter>
0020<Enter>

954 <Enter>
7<Enter>
4046275617 — Your electronic signature for
this document

Further actions are similar to those to be perfarmih a payment order.

Approved at 13.01.2011. |
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Cash order

Cash order is signed in the same manner as a paygmar. Only in the paramet8&ENDER ACC (in the
DIGIPASS device) you must enter the last 4 digitsh® number of the user's personal identification
document

Also in the INTERNET-Banking System you can fill the document form (without calculating the
password) and save the document in the foldet/7/NG FOR AUTHORIZATIONGO to the folder
WAITING FOR AUTHORIZA T/ONOpen the document form, by clicking on the numthereof.
Select the functioMUTHORIZE AND SEND THE DOCUMENT TO THE BAMAlculate the
passwordSPASSWORD, enter it into the field and click on the butté®JA You can also select the
function AUTHORIZE AND SEND THE DOCUMENT TO THE BAMKen completing the order
form, enter the passwol8PASSW OR Balculated for signing into the fiel@/G/PA SSand click on the
button R UN

Letter/message

Complete the document form in the INTERNET-Bank®ygstem (without calculating the password) and
click on the buttorSAVE

Go to the folderNOT SENT Open the document form, by clicking on the numihereof. Select the
function SEND calculate the password (IPASSWORD), enter into the field/G/PASS of the
INTERNET-Banking System, and then click on the ttE£/NVD You can also select the functi®END
when completing the order form; enter the passwaralculated for signing into the fiel@/G/PA SSand
click on the buttorSEND

Attention!
Orders and other documents without authorizati@gnéure) are not accepted for execution by thekBan

4. TEST KEY
4.1. General information on Test Keys

Test Keyis a one-time combination of digits, which is cddtad by using tables of numbers and intended
for identification and authorisation (signing) afyadocuments and to ensure their authenticatiosudh
documents are transmitted by fax, e-mail, posttbemntype of communication, agreed with the Bank,
except the INTERNET-Banking System.

Test Key is nonrecurring and depends on the dateantent of documents.

To generate a Test Key, the Bank offers a compartegram or a paper version of tables for calcutatb
the Test Key.

4.2. Activation of computer program for generationof Test Keys

To activate the computer program for generatiomesdt Keys, you must perform the following actions:
o Copy the file issued by the Bank from the discthieo carrier to any directory on your computer.
¢ Run the file TKNNNN.exe, where NNNN is the numbégour Test Key.
o After successful installation you must run the pamg LTBClient.exe.
e After starting the program, a window will appear émtering the name and password of the user
(see Picture 12), in which the user must enteutiez’'s name (ID)andpassword (Password)
and then click on the buttdrogin.
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LoginDialog

Picture 12: Entering the user’s name and password
User’s name and password is delivered by the Bautiket user in a closed envelope.

In the case of successful authorisation of the, ikerTest Key calculation window will appear ($&eture
13).

4.3. Calculation of Test Key by the computer progren

To calculate a Test Key by the help of the compptegram, you must select the optidi® BANK and
enter information into the following fields2AYMENT DATEAMOUNT, CURRENCY PREFIX #
and then click on the butto@AL CULATE SIGNA TUR.After that the Test Key for your payment will
be shown in the fiellPAYMENT SIGNATURE

LTB Test Keys - Client Application

Calculate signature | Wiew payrents history | Change pazsword

Payrnent direction: to bark,
Payrnent date: | piektdiena . 2008, gada 28. nowembr ¥ |
Arnount; |1EI |

Currency 3 letter code: |L|SD |
Prefis #: K |
|

Payment zsignature |3EI'I o7

| Calculate signature

Picture 13: Test Key calculation
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For example, you want to send the payment of 1080 with the value date of 28.11.2008. Fill in the
payment order and, in addition, specify the Test Ka&liculated by the program for this particular pant
as your Signature.

The Test Key calculated (by the help of the progmarthe paper format tables) consists of two pdinis:
first is a prefix from the fieldPREF/X # the second — a value of the key from the fieldYMENT
SIGNA TUR Especified by « or «» (For example, 1-30107 or 1/30107).

In the case of a letter/message that does notincemeorder regarding an amount, you must erfierirto
the field AMOUNT, and ente©TH into the field CURRENCY

This computer program provides viewing of paymdmnssory — the tabl//EW PAYMENTS HISTORY
You can also change the password for login therae HANGE PASSWORD

4.4. Calculation of Test Key by the help of paperdrmat tables of Test Keys
Test Key is formed by adding digital values of thikowing elements:

e The Fixed number (from Table I) — a fixed numbeorti Table 1) (Is delivered to the client in a
sealed envelope). For further work you can write ttumber in the table The Fixed number.

o The Month and the day of the week (from Table 1§ rumber corresponding to the month and the
day of the week (from Table ).

e The Amount (from table Ill) — a number correspomgdin the payment amount. Fractional part -
cents, pennies, santims, kopecks, etc. is not taknaccount. The amount is calculated by
categories. For each category a single numbekénta

Note In the case if no amount is specified in the rages use a number from the column
WITHOUT AMOUNT , and the currenc®TH from Table IV.

e The currency (from Table V) — a number correspogdo the payment currency (from Table V).

o The prefixes and variable number (from Table V)prefix and a variable number (from Table V).
Use the Table V(A) for your messages to be setitd@Bank. The Bank, in its turn, will use the Tal(®)
for messages to be sent to you.

Before the total amount obtained as a result oitiatidof numbers from the Tables I, 11, 1ll, IV and you
must put a prefix (Prefix) from the relevant Takleseparated by the character «/».

In the relevant empty columns of the Table V, ie ttase of any (V(A)) mail item, you must write the
message date and amount (or any other informafigaw interest).

Records are made from top to bottom in columns. Wl have filled in all the columns, you must eras
the records and use the columns again.

Attention!
The Bank does not accept payment orders and oticeingents without Test Key or with incorrect
values of Test Key.
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