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Introduction 5

1 Introduction

This manual has been designed to give the user an idea of some of the ways in which MegaWATCH can
be used to help manage networks. It is not an in-depth document on the facilities provided by
MegaWATCH. For that, please refer to the on-line help or the Published User Manual.

1.1 Basic Concepts

AEP MegaWATCH is a Windows based SNMP Network Management Application that allows customers
to monitor their network and gather useful information about the condition, status and performance of any
AEP or non-AEP Network component deployed.

MegaWATCH is a powerful tool that can create network maps (i.e. graphical views of the network and
configuration). MegaWATCH will regularly poll each network component in the system and provide the
status of each which can then be reflected in the colour of a displayed element in a Map.

In this document some of the major aspects of MegaWATCH are covered with examples of how users
have implemented their own solutions. The following elements of MegaWATCH are covered,

Maps (graphical network views)

Folders (tabular displays of network data)

Alerts (traps and other important events)

Tools (user aids for Network Monitoring and problem solution)
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Maps 7

2 Maps

Maps provide a graphical display of network objects (nodes, links or channels). Various tools are
provided to help draw a layout suitable to the needs of the user. The display can be geographic,
symbolic or representational (e.g. a rack of seners). Some examples follow.

The major points for Maps are

e Graphical View of the Network

Graphic items can change colour to reflect the current status
Drawing tools are provided to represent Node, Links or Channels.
The SNMP poll rate is configurable for each Map.

All objects within a map are polled at the same rate

Maps can contain other nested maps or folders

Maps and Folders can be arranged hierarchically, in that they can contain other Maps and Folders. All
systems must create a 'top' level Map. This then can be used to navigate and access other sections of
the network. The following sections first show some simple maps, to introduce the concept and some of
the possibilities, and then some example of top level maps in a working system.

2.1 Simple Geographically Arranged Example

This map is example of how a network may be represented geographically. The map shows nodes
positioned within Australia and it also contains an embedded map 'Perth’. Double-clicking the Perth icon
will open and display the map of Perth.

" Australia

Australia i

Erisbane-Perth
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8 MegaWATCH Network Examples

2.2 Non-Geographically Arranged Example

This example shows
¢ A number of node icons drawn to represent a rack of Nodes
e Colour coded rectangles used to represent a hode and two links
¢ A Gif created to represent a sub-map of London, which reflects the status of the sub-map.
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2.3 Top Level Map Example 1

Simple top level display showing a 'Main Map', the Alerts Window and some Node Window interface
displays.

Mode window for a non-Aep device
Niaris displaying the interfaces and their MNode Window for Aep
Fle L Vo status.
e

B Hode'W mdow nede Sparta (1/2.16.247.7%4)

Main Map showing Modes

and Links and their
current status.

hen o]
Wb raspariing b g Gady (inddh feled)
Trap Lk Cown

Fold howing Link
i Tabto User Tab to show graph ¢ elztsilizn;vggnng "
Alerts and Traps list Configurable filter of output of data

received Alerts
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10 MegaWATCH Network Examples

2.4 Top Level Map Example 2

This top level view contains a 'docked’ map on the left hand side. This remains in a fixed position and
viewable at all times while 'docked'. The maps, folders and alert windows in the right hand pane can be
resized and repositioned as required. A 'save position' function is provided to make any rearrangement
permanent on any Map or Folder.

I alelx

b L L T v Undocked Map = P~ rleiplee s
[Faam| 2B5@s 2] g |[STHOD@Ix|[ewlarmrwel)rse)]

Irvfuce CF| maps

" mo

004 days 20 hrs 30 mine 27 soce
Unatie to gat SysUpTims
Unakia to gat SysupTime
QaB' 1X03UCMPOLDY 004 dxys 01 his 23 ming 40 sace
108-gping nabie to gat SysUpTime

Adam's PC Unakio to gat SysUpTima

Cisco 181 003 days 21 hes 05 ming 36 sace

Folder Reporting Up!
Time for Nodes

MEGAWATCH 172 days 19 his 23 ming 28 Sacs
215 00S days 01 hes 22 ming 30 sace
218-3hiva 003 days 23 hrs 20 ming 30 sace
221-F 003 days 21 hes O5 ming 20 sace
3Com Hub-254 189 dys 15 hes 19 MNE 18 S0CE

Opened Map
containing
Nodes, Links,
Channels, Sub-
Maps and Sub-
Folders

Docked Map
containing
sub-maps

e

<ormpeq 2007 5211

Jg Moo [ bwe |0 8 JO 0 Jg o Jg um Tabs to Open Maps/Folders
= ran Zenton

2.5 User Example Map Layouts

This section contains some examples of how MegaWATCH customers have chosen to draw their
networks and use the facilities provided by MegaWATCH to aid network management.

The examples all start with a top level map. Subsequent maps shown are sub-maps accessible from the
top level and can be opened by a double-click on the mouse left button.
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251 Map Layout Example 1

This is a top level map containing sub-maps. Double-clicking on a Map icon will open and display the
map. See below for the examples of the sub-maps.

¥ Main Map

Connexions

[Customer Service Desk 01772 642421

2.5.1.1 Blackburn Sub-Map
i Blackburn HO

Blackburm Guide HO
17217130
=005 ]| pr—
. —

Clitheroe Blackburm 2
172.17.14.0 17217210

[ (W f 2005 ]
Colne Accrington
172.17.15.0 172.17.20.0

DErEn Blackbum HO | 21907
172.17.16.0 '- {—.,,. 217190
[ (7005 ||
Fawtenstall = Burmley
172.17.17.0 Rawtanstall 2 17217.18.0

17217.22.0
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12 MegaWATCH Network Examples

2.5.1.2 Preston Sub-Map

Note the 'Preston Links' folder. This is a link to the utilisation folder for the links in the Preston map.

I~ Preston

Lytharn St Annes 17217 6.0 Morepambg 17217 3.0
ytham ,_ a Fleetwood 172.17.4.0

Lancaster 172.17.2.0

Blackpool 1721750
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2.5.2 Map Layout Example 2

This is an example of a complex top level map system. In this there are two top-level maps. An
'‘Oveniew' map has been created to allow quick navigation to subordinate Maps and Folders and it has
been docked at the left hand side of the display. This will not be overlayed by any of the other maps
while docked. The right hand pane contains a second top-level map that will get overlayed by other maps
and folders as they are opened. Both top-level maps will be automatically opened upon startup.

These maps have not been arranged geographically or used to show details like link connections. This
would make the maps too complex to draw or negotiate. The detail is drawn in the sub-maps.

A Namvgate tool is provided to provide access to other maps, folders, nodes, links and channels in the
system. This is covered later.

File Edit Wiew Tools Windows Help Navigate

[wrErrrre| |sanmEaeet[f . coo TRoaw || oo

Overview E=3 )]

| EIK Network

B B R

Prepaid test card:
Account# 7938163936 <- use this

"Overview"
Docked Map containing

ETLT e — el e e

Adam: +44 7841042243 - Frequently used parts of the network

JshnH: +44 1344 637380
MarkP: +44 1344 637304

="
il | (@ EK Network (@ map

|D DverallSlatusl@ Gettings Fa..
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14 MegaWATCH Network Examples

2.5.2.1 Utkilen Sub-Map

This submap is showing the inter-connectivity in the system. The nodes are being represented here as
icons and the links by the lines. A number of drawing tools are available to allow the user to be able to
draw the connections that best suit their own needs.
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Maps

Seven Seas Sub-Map

2.5.2.2

This is another submap of the network. This example shows how Nodes can be arranged to display the
order as they exist in the racks. Other tools can be used to add text to the Map to identify the racks and

their location or support contact details.

EE&
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16 MegaWATCH Network Examples

2.5.2.3 SeeTours Sub-Map

F Seetours

Internet Gy
MNetscreen

2.5.2.4 Floikt Sub-Map
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253 Map Layout Example 3

This top level map shows some of the interconnections in the network. They are used here to join
together a number of sub-maps, each of which represents that geographical area.

" Main Map

atrn 2/0/0

=

atrm 30,0 atrm 3,/0/0
atm 2/1/0
atrm 20,0 atrn 2040

)
h
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2.5.3.1 Formby Sub-Map

F Formby - 006

The links between
these sites are via
DSL Line Drivers
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2.5.3.3 CsfSites Sub-Map

" CSF Sites

41

F7 Balliol LAN

Diamond
BD6<
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20 MegaWATCH Network Examples

254 Map Layout (Parent/Child Example)

In some networks child nodes are connected through a parent node. If the parent fails, then all the
children will be unreachable. The following example is one way to graphically show this.

In this example, the background colour of the rectangle under 'Windsor' reflects the status of the Parent
node but the 'Main Hall' child node is down.

If the parent goes down, then all child nodes of the parent will reflect this - for example,
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3 Folder Concepts and Examples

Folders offer an alternative to Map displays. The main differences are

e |Less Graphical

e Greater Detall

e Display of Numeric Values

e Allitems in a folder MUST be of the same type (i.e. Node, Link or Channel)

e Columns represent gathered statistics

¢ Rows represent objects

e Status Column

e |SO Colouring of Text

e Columns can be configured to run Javascripts which can gather multiple values, do
calculations on the values and display the net result. They can also be configured to
monitor values and report (via alert or status colour) if an extraordinary value is detected (e.
g. temperature monitoring).

e Like Maps, each Folder has its own poll frequency. All items in the folder will be polled at
the rate for the folder. This rate can be chosen to suit the object types being monitored or

the 'importance’ within the network.

Example showing Utilization

= Ethernet Stuff =10l x|
T Name Globallnfo| ifDescr |Tx Util 9| rx util 96]rx Util 98] ifOutErrors]
148.122.35.11: #1 Passport (ethernet 0.04 0.08 0.08 o
172.17.1.181: #1 | Cisco [Ethernet0 7.07 . 7.67 7.67 146
172.17.1.220: #1 iiMegaPAC [IPO1 444 8.41 8.41 0
|14 > | >\ Folder A Chart/

A Folder showing various SNMP variables being displayed

(Mmpons 10|
v Name ifSpeed | CRCErrors| Collisions|Jabbers|Frags| Oversize| Undersize| Pkts128t02550ct]| Pkts65t01270ct| Pktsé40ct|
172.1?.1.33:#101?10000000 0 3726 1] 3726 0 (1] 244137 3510448 512780
172,17.1.33;# 102/ 10000000 0 0 0 0 0 0 19166 74443 267155
172.17.1.33:# 10310000000 0 1 0 1 0 0 19171 136818 237689
LI 0» D11\ Folder A Chart /
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22 MegaWATCH Network Examples

Monitoring Disc Size and Usage. Note the colour coding showing the sewerity lewvel. Alerts can

optionally be generated to report the severity.

GlobalName | Disk used| Disk Size |Disk Usage% Disk Description Disk alloc Fails,
T.711GB 20,972 GB 36.77 C:\ Label:Local Disk Serial Number e80fe7b9 0O r
12,371 GB 19.036 GB 64.99 D:% Label:Drive O Serial Number edef7aed 0 J
4.16 GB  4.241 GB C:\ Label: Serial Number 6cc6e019 ] E
1,587 GB 13,925 GB 11.39 D:\ Label:New Volume Serial Number c4aaz0ae 0 )
58.228 GB 109.247 GB E:% Label:New Yolume Serial Number 4cb246da 0 /
= ‘WH*\—W T R T e P e

3.1 Link Utilisation Folder

This example shows the utilisation of a number of links being monitored. The Javascript behind the
monitoring is checking the utilisation level against User Configured levels and changing the colour of the
displayed value accordingly. Additionally, the user can have the script issue an Alert warning at a
selected severity level which will appear in the Alert list. Filters can then be used to sound alarms, send
e-mails etc.

MegaWATCH will automatically, where possible, 'discover the speed of the interface required to do the
utilisation calculations. Howewer, this is not always accessible and the user can set the speed of the
interface in a MegaWATCH column called 'DB Speed'. If set, this will always supersede any
automatically discovered speed. If the network is running with split-speed links an extra column can be
added to establish the Transmit speed (DB Tx Speed'). In this situation, 'DB Speed' represents the
Receive speed of the interface.
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@ Link Util =13

4 Colour Cyan show
4 thistobeata
‘Minor' severity
Level

Yellow is the
Warning' severity
level

All severity levels are
User Configurable

Magenta is the ‘Major severity
level

3.1.1 Chart Display Tab of the Utilisation Folder

Chart displays are available via the 'Chart' tab at the bottom of the folder display. A Chart displays
monitored values plotted over time. The values must appear as columns in the Folder, but the user can
select which of the columns are to be monitored as Graphs.

B ik Ll

A< [ > [ ]\ Fokder ) Chart/
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24 MegaWATCH Network Examples

Select a series to highlight by clicking on the graph

I Link Litil

Drag and drop borders to re-scale graphs. Use properties to change backgrounds and display formats.

3.2 Other Application of Folders

This section shows the power of scripting under MegaWATCH. The folders in the following examples
have columns added that initiate the processing of an associated Javascript. The scripts are able to
interrogate network values, make calculations on these values and act according to the results. User
parameters, configurable via MegaWATCH, can be accessed by the scripts.

For example, scripts can be used to
e Monitor a set of links and only report when all of them are in a failed condition
e Monitor a Hot-Standby System and report which system is currently active
e Monitor a network object for a unusual condition (e.g. a flow controlled channel that fails to clear
after an exceptional period) and automatically issue recovery procedures.
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3.21  Multi-Link Support

Multiple links can be monitored as a single link so that an Alert is only generated if all links are down.
The user can specify an Alias for a link name and then tie that to a group of links. If any of the links in
the group are up, the Alias is considered up and will have a '‘CLEARED' status.

To establish a MultiLink object the user must create a Folder of the form shown below

T Mame Multilink] MultilinkList  fNullStatus
1?2.16.24?.103:[‘#1101 LIF IPO1,PS0O3,F

-4 b [ ]y Folder

3

List of Links in this
MultiLink group

Alias far the
Multilink

Status of

MultiL ik -,
Sy = N S PN J/

Once a MultiLink object has been created by including it in a Links folder, a Link can be drawn
on a map that references the Alias name and the link will show the corresponding MultiLink
status.

MultiLind

Shows GREEN if one
of the links in

the group is up

By using interface numbers, non-Vados interfaces can be grouped together to provide a MultiLink object.

s Sl i=]E3

v Mame MultiLink] MultilinkList |MNullStatus
F. 172,168,247, 103 ML= 1:LIP #3,#4,#1 ]

[T [T Folder A Chart/
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3.2.2  Monitoring a Vadix Dual System

Vadix machines can be configured to act as a pair of machines, one being the active machine
and the other being a hot standby. The hot standby will take over if it detects the prime
machine has failed. The two machines share the same IP address but are configured with
distinct sysName values. MegaWATCH can be configured to monitor the Vadix machines and
report when a switch is made.

T Mame Yadix Watch| Yadix Last Change

172.16.247.103/B1-103 17:55:33 3/6/2010

Reports time/date of last

Displays current value of
s detected change

syshame

[ <[> |*]\ Falder A Chart /

When a change in sysName is detected an Alert will be generated as shown below

Mo | Mame Sub Addr| GlobalMame | Date % Time |Status | Admin| Last Alert
'. 1 172.16,247,103 Hode 103 Wed 21 Jul 17:55:33 Major Wadix host has changed from 'BJ103' to 'BJ-103'
FI] 1 172.16.247.103 Mode 103 wied 21 Jul 17:54:38 wWarning Mofle up tirme indicates possibla systern restart
FU 3 VIM Spstem Wied 21 Jul 17:08:04 WWarning wvigh Started
F} 2 WIM Spstern wied 21 Jul 17:07:47 Warning Clasing

Wadix host change Alert

[ 1% [P Qverview A Zoom A Lastn Aldasked, Viewd A View2 A View3 A Viewd i Views }, Viewé b View? A Views [
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4 Node Window Displays

The Node Window function provides a graphical view of the interfaces of a node. For AEP MegaPAC

products, the default view presented is a physical representation of the node. For non-AEP products, a
symbolic representation is made.

4.1 MegaPAC Node Window Displays

411 CPU-F Node Window

Node window shows the physical interfaces and the current status of each.

Detail of each interface can be viewed from either a hover prompt

B NodeWindow node 103 (172.16.247.103

B

3
{
i

P R-R RN O
L -X-T-X-X-1

Q

D Same: FIO2

{
FIO3 |Status: data
B |Link Type: X25
Wl [Link SubTyppe: SCC
F Fi= Fate: 56849 cps
)] |Tx Fate: BE343 cpe

|orer ]I,

.

or an activity window accessed through the menu or a double-click
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41.2 4200 Node Window

An example of a 4200 Node Window displaying the physical interfaces and their status.

4.1.3 Generic Displays on MegaPAC Nodes

To view the status of Virtual interfaces of a MegaPAC node, the Generic tab is used,

This will display all the interfaces in the node, not just the physical ones,
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4.2 Non-MegaPAC Node Window Displays
For non-MegaPAC Node Window displays, a logical rather than physical display is given.

Extreme Summit example

Il NodeWindow node Tower Bridge [172.16.247.254)

SurmmithiT s-Part 2
: ethemet-cemacd
;1000000000

Tw Rate: 4711 cpz
Load complete time = 1 secs *z 1000000000 up ethernet-csmacd

Cisco example

The All button can be used on these displays to display all interfaces, including the Virtual Interfaces.
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5 Alert Management

Alerts processed by MegaWATCH can come from two sources. They can be as a result of reception of
an SNMP Trap from the network or of internal processing by MegaWATCH when it decides an event
needs to be brought to the user's notice. The Alert Manager provides tools to modify the behaviour of
MegaWATCH when an Alert is raised. The user can change the actions taken of the reception of an
Alert. Filters are provided to enable selection of Alerts that are to qualify for specific actions.

e Alert Manager,

Mo | Marne Sub Addr| GlobalMame 5 Date Tirne Status Admin | Last Alert Filter Globallnfao
0 22 172.16,247.249 #49 Thu 26 May 10:1%:27 Warning R Link Utilisation = [28.67] til-247
16 172,16.247.245 #49 Thu 26 May 10:13:27 Warning Tx Link Wilisation = [26,39] Util-247
o 24 172.16,247.245 #49 Thu 26 May 10:12:56 Cleared Returnzd to Service Cleared
o2 172.16.247.254 82 Thu 26 May 10:12:51 Minar Tx Link Uilisation = [45.79] Util-247 Alert has been
@ 34 172.16.247,249 llode Gare du Mard  Thu 26 May 10:12:50 Cleared Returned to Service Cleared processed by this fler
@ 34 172,16.247,249 Nide Gare du Mord  Thu 26 May 10:12:20 Critical Hade dawn ModeDawn
@1 17216247124 Nole Thu 26 May 10:11:36 Cleared Returned to Service Cleared
R 1 17216.247.254 #2 Thu 26 May 10:11:18 Minar Rix Link Utilisation = [50.44] Util-247
01 172.16.245.128 Node Main Hall Thu 26 May 10:06:22 Warning Hode respanding ta Ping Only (SHMP failed) Warning
1 172.16.245.128 Node Main Hall Thu 26 May 10:05:38 Cleared Returnzd to Service Cleared
1 172.16.247.138 Node Thu 26 May 10:01:29 Cleared Returned to Service Cleared
B 1 172.16.247.130 Node Thu 26 May 09:56:55 Cleared Returned to Service Cleared
1 172.16.247.133 Node Thu 26 May 09:51:44 Cleared Returned to Service Cleared
1 172.16,247.137 Node Thu 26 May 09:51:39 Cleared Returned to Service Cleared
@1 172162471053 Node 2 Thu 26 May 09:51:38 Major Vadix host has changed fram 'Snmp M/A' to 'BJ-103' Major
p) 1 172.16.247.134 Node |CE':ZYO{NETWQ’k Thu 26 May 09:51:37 Cleared Returned to Service Cleared
p) 1 172.16.247.123 Node Object raising the Alert Thu 26 May 09:51:37 Cleared Returned to Service Cleared
p) 1 172.16.247.135 Node " 9 e A Thu 26 May 09:51:33 Cleared Returned to Service Cleared
1 1 urned to Seryjce Cleared

16,247,126 _Noda Thu 26 May 0%:51;32 Clearad Ren
[T [# 1T Overview } Zoam } Lastn Aviasked View! A View2 A Views } Viewd } Views J Viewd j View? p Views hecont i
CEnL 3 ons
highlighted by the
hackground colour

5.1 Alert Filter Management

Filters are used to select incoming Alerts and guide the processing of the Alert via the Actions selected.

The selection part of the filter is used to determine if the incoming Alert is to be handled by this filter.
Alerts are only ever handled by one filter and the filters are searched to determine which filter should
apply. Once a filter has been selected, then the Action taken is determined by the values set in that filter
by the user.

Selection criteria can include

e Select by a IP address or IP address range

e Select by text contained in the Alert Text (this can be a complex match using '"AND' and 'OR' type
constructs)

e Select by Sub-address i.e. Link or channel identity

e Select by Sevwerity - filter then only applies to Alerts of the identified Alert levels

e Select by time, day of week (this enables different actions to be taken for out-of-hours Alerts, for
example)

Actions taken by a Filter, once it has selected an Alert to process include,
e Sound a selectable WAYV file or computer Beep
Send an E-mail
Send SMS message
Initiate another process passing selectable Alert details to that process (Launch)
Generate a Print
Write to the System Log
Discard the Alert
Also display this Alert in a 'selective' View. The view is then accessed by one of the tabs on the
base of the Alert Manager window. The View names are configurable.
* Add Alert to a text file

Below is an example display of the filters in a system. Filters are always processed in order, from the
top down.
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