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SecureStore I.CA

1. Introduction

This version of user manual applies to the following version of the SecureStore application: 2.16 and
higher. The above-mentioned versions have the same functionality and identical user interface.

2. Access data for the card

Access to the card is protected by PIN, similarly as for e.g. payment cards.

PIN is a 4 to 8-digit number. If you enter an incorrect PIN value three times in sequence, PIN will be
automatically locked.

PUK value is intended to unlock PIN.

PUK is a 4 to 8-digit number. If you enter an incorrect PUK value 5 times in sequence, PUK and the whole
card will be locked.

The card part called “Protected personal repositories” is intended for storage of any data. This area is
protected by a special PIN, the so-called protected repository PIN. To unlock the protected repository
PIN, use PUK mentioned in the previous paragraph.

The protected repository PIN is a 4 to 8-digit number.

2.1 Card initialisation

The card initialisation dialog is usually displayed at the first launch of the application if you did not receive
the PIN envelope for the card. It is necessary to setup PIN and PUK to work with the newly inserted card
using this dialog. It is necessary to remember this PIN and PUK very well, or to store it at a safe place so
that nobody could gain access to it.
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3. Main screen

Figure 1 - Main screen
A

%&, SecureStore Card Manager (v. 2.16.1) g — =RRE X
To select the smart card reader...  About...  To terminate application
+4 Regenerate data from the card (F5) EI]TD change PIN 1 Tounlock PIN  To initialise PIM for the protected repository
e =1 Card information - -
E|-- Personal certificates Card information
= ) Objekt 03/11/2010 07:33:0
(& Jan Novotny Reader: SCM Microsystems Inc. SCR33x USB Smart
----- T Kl'Géovy par Card Reader 0
----- =] Ziadost’ o certifikat
: Card ber: Q203 0300 0001 4184
|| Object 03/11/2010 08:44:1 ard number
& Petr Nowvj Card holder: I
----- % Key pair
G -
----- =| Certificate request ompary |I
=+ ] Object 03/11/2010 09:18:4| _ Issued by: 16.04.2010
--[=] John Smith 3
& John ,ml Card type: Starcos 3.0
----- % Key pair
----- =| Certificate request Version of the card 1.2
£ Objekt 16/11/2010 07:26:4 application:
PE,Er P_an Free capacity of the 12364 B
% Klicovy par card:
= ] TWINS 20/10/2010 09:33:F
=] vladimir Cert PIN: 0K, remaining attempts: 3 / 3
& viadimir Cert PLIK: OK, remaining attempts: 5/ 5
----- e Kiigovy par
_____ T Kligovy pér PIN for protected PIN for the protected repository has not
_____ =) Zadost o certifikat repository: been initialised yet.
= Objekt 02/12/2010 11:37:0
--[=] Jan Novotny
----- T Kligowy pér
----- =] Zadost o certifikét
i) Objekt 06/12/2010 08:31:1
- Kligowy par
= ] Objekt 06/12/2010 08:35:3 ~
4 I 3 -

At the top right screen area, there is the basic information about the card holder, card validity, chip card
reader in which the card is inserted, and the version of the card file system.

At the top bar, there are the following options:

The option “To select chip card reader” is useful if you have several smart card readers
simultaneously connected to your PC. You can select the reader with which you want to work. The chip
card number and type is displayed for the chip card reader in which the card is inserted, see the following
figure.

If you have several chip card readers connected to your PC, the “Selection of the chip card reader”
window is displayed even after the application is launched.
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Figure 2 — Selection of the chip card reader
Selection of the smart card reader ﬂ

-~

| ORGA - MCT Device 1 Slot 1 (USB) O |

| ORGA - MCT Device 1 Slot 2 (USB) 1 |

SCM Microsystems Inc. SCR33x USB Smart Card Reader 0
9203 0300 0001 4184

Cancel

-

If you have only one chip card reader connected to your PC, the window is not displayed and the
information about the reader detected is mentioned in the first line of the introductory screen.

The “Restore data from the card” option will repeatedly download the data from the chip card. F5 key
has the same functionality.

The “"PIN modification” option will change the main card PIN. It requires entering the existing PIN and
the new PIN 2-times to confirm it.

Figure 3 — PIN modification
-

i,
PIN modsfication .

PIN: | |

New PIN: | |

Corfimation of PIN: | |

ok | | cancel | N

e

The “Unlock PIN” option allows setting a new PIN value in case you lock you PIN. PIN is locked after
entering 3 incorrect PIN values. Entering the PUK value is needed to unlock PIN.

The option of “"PIN modification for the protected repository” allows modifying PIN for a special
cart part called the Protected personal repositories.

The option of “"PIN unlocking for the protected repository” allows unlocking PIN for the Protected
personal repositories.
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4. Displaying information about the pair of
keys

Figure 4 — Pair of keys

% SecureStore Card Manager (v. 2.16.1) =5 ——— - =hpEn X
To select the smart card reader...  About...  To terminate application
?( To remove the pair of keys
-4 Card information - »
El-- Personal certificates Pair of keys
= ] Objekt 03/11/2010 07:3
-] Jan Novotny Generated: | 03.11.2010 08:44:18
----- ¥ Kragovy par — o y
_____ ) Ziadost o certifikat Key origin: | Key was generated in the smart car
= ) Object 03/11/2010 08:4 Key Coding key
-[=] Petr Novy purpose:
----- RN ey por . .
----- =] Certificate request RN Bl e |
©-. ] Object 03/11/2010 09:1| (| | Modulus: | 9d 54 <O 14 9c a2 bf 9c 8f 31 8f 69
= 0hn Smith E 11 23 93 7 62 3e f6 fb 5d 14 51 7
""R ohn smi 6f 1e Of 74 f4 18 04 d9 43 46 01 da
----- W Key pair 9a cd f2 53 79 0d 1a 4c 2f 1la bd 7
_____ % Certificate request a7 dl ca 11 a7 80 ee 56 32 51 02 35
. . 94 5c 9d 6 9e e5 80 63 68 C3 69 27
- Objekt 16/11/2010 07:2 a9 d2 f9 11 b3 5d of 83 a7 61 cb 29
=] Petr Prvni 7f 99 0d ca 5a 61 T4 5a f6 ac 05 cl
- U 1c 3a a6 91 8b 3c 02 b6 6a 96 a6 3Ic
~§ Kiidovy par 4d a3 b3 49 1f 03 46 79 a5 29 7d 44 |
S ) TWINS 20/10/2010 09:2 55 eb 91 3d da o7 23 03 a9 a9 ds 4de
3 viadimir Cert 29 1d 64 bb e0 83 f2 1d 14 c3 d0 c2
acimir ~¢ 3a 54 67 73 36 50 43 4F 1b bb 8 d5
-] Viadimir Cert 01 b2 d0 2d bb da 97 56 41 29 8d 45
..... f &, Kligovy par 96 98 64 be 4d 26 ce d3 dc f9 93 oOf
_____ T\ Kligovy par dc al 4c 4f b5 90 d0 58 e6 d7 ac c4
vicovypar f4 f6 d9 9a 32 e8 fc 83 af 9e e9 3b
- =] Zadost o certifikat 5b ac e3 6b cc c4 62 ad 4a 53 35 98
- Objekt 02/12/2010 11:3 1c 60 fa e3 e5 26 cd 7d 47 ec af 28
e 2"{2"{, fc 7c aa 9e Qe ad 75 b0 fb 13 f5 7
~{& Jan Novotny 00 c9 75 7f db 7f eb 1c 7a cb 5F 10
----- i Klicovy par ca 33 f2 2d
g .Zaclost o certifikdt Exponent: | 01 00 01
i) Objekt 06/12/2010 08:3
B\ Kligovy pér
= | Objekt 06/12/2010 08:3 ~
4 L0 3 -

Time of the public/private key generation specifies exact time when they key was generated on the card
or imported to the card. This information is displayed by the “Key origin” item.

In the “Key purpose” item, it is indicated whether this is the cryptographic or signature key.

Furthermore, the key type is indicated here: in our case, it is the key for the RSA algorithm with the
length of 2048 bits.

It is followed by the hexadecimal list of exponent and module of the public key for visual inspection.

Keys may be removed from the card through the option of “To remove the pair of keys”. This option is
available after clicking the right-hand mouse button on the particular key pair, see the figure below.

Figure 5 — Removal of the pair of keys
=} Object 03/11/2010 08:44:17
Petr Novy
™

=] Certific X To remove the pair of keys l
; Object 03/11720T0709 TST ‘

The option of "To remove the pair of keys” will irreversibly remove the pair of keys from the card (i.e.
both the private and public keys will be deleted). If the private key for a private certificate is removed, it
is not possible to sign and decipher with the certificate anymore!
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5. Certificates

5.1 Displaying the certificate

Obr. 6 Displaying the certificate

———
%&, SecureStore Card Manager (v. 2.16.1) @M

To select the smart card reader...  About...  To terminate application

@@ To show a certificate detail £ To register the certificate to Windows Certificate export

-8 Card information -
-] Personal certificates Personal certificate
= Objekt 03/11/2010 07

- Jan Novotny

Issued C=CZ
for: CH=Petr Movy

----- T Kraéowy pér
= E=novy@seznam.cz
- 2] Ziadost' o certifikdt U
= Object 03/11/2010 08 Issuer: C=CZ
CN=LCA — Test Standard Certification Authority,
..... ?k KE}" pair Dl;‘rznlﬂ

O=Prvni certifikacnl autorita, a.s.

""" é Certificate request OU=LCA - Provider of Certification Services

=EN Object 03/11/2010 09

m

-{Z] John Smith Certificate | Commercial certificate
----- T Key pair type:
5] Certificate request validity | 3.11.2010 8:54:46 - 3.11.2011 8:54:46
- Objekt 16/11/2010 07 (from-to):
=] Petr Preni )
..... T Klicovy par Serial 7CF9 (hex)
5L ) TWINS 20/10/2010 09 number: | 31993 (dec)
-[=] viadimir Cert = |rca 104041
-2 viadimir Cert identifier:
----- T Klicovy pér . )
_____ % licovy par key type: | RSA (2048 Bits)
----- =| Zadost o certifikat Public key EE gz mz- E? 82 g% gj]: g# gg Eg gé gg
ey . C a C
-1 ] Objekt 02/12/2010 11 (DER):  |¥7 62 3e f6 fb 5d 14 51 76 &6f 1le OF
-[&] Jan Novotny 74 f4 18 04 d9 43 46 01 da 9a cd f2
_____ i& Klicovy par 53 79 0d 1a 4c 2f 1a bd 72 a7 dl ca
S . 11 a7 80 ee 56 32 51 02 25 94 5c 9d
- 2] Zédost o certifikat f6 9e e5 80 63 68 c3 69 27 a9 d2 f9
= Objekt 06/12/2010 08 11 b3 5d 9f B3 a7 61 c6 39 7f 99 0Od
N =, Kligovy par ca 5a 61 f4 5a f6 ac 05 cl 1c 3a a6
: VY P 91 8b 3c 02 b6 6a 96 a6 3c 4d a3 b3
B0 Ghjekt 06/12/2010 08 49 1f 03 46 79 a5 29 7d 44 55 eb 01
L Kiigowy pér 3d da e7 e3 03 a9 a9 d5 4e 29 1d &4
. bb 20 83 f2 1d 14 c3 dO c2 2a 54 &7
-+ Partner certificates 73 36 50 43 4f 1b bb f8 d5 01 b2 do
- Certificates of certificatior 2d bb da 97 56 41 29 Bd 45 96 98 64

. ; be 4d 26 ce d3 dc 9 93 Of dc al 4c
~ELca Standard Certifi Af b5 90 dO 58 e6 d7 ac c4 f4 f6 do
&) 1.cA - Qualified Certifii 9a 32 e8 fc B3 af 9e &9 3b 5b ac e3
&) 1.cA - Test Qualified (— 6b cc cd4 62 ad 4a 53 35 98 1c 60 fa

: ed e5 26 cd 7 7 ec af 28 fc 7c aa
--[&] LCA - Test Standard « 9e Oe a0 75 b0 fb 13 f5 71 00 c9 7
=-|_] Personal repository i 7f db 7f eb 1c 7a cb 5F 10 ca 33 f2 | —
i i rw . - 2d 02 02 01 00 01

1 | 1 3
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5.2 Work with the personal certificate

Options for working with the certificate stored on the card are accessible after clicking the right-hand
mouse button on the particular certificate, see the figure below.

Figure 7 — Options for working with the personal certificate on the card

C=CZ
CN=LCA — Test Sti
To show a cemf cate detail...

= ; Object 03/11/2010 08 Issuer:

e petr -m“
Y& Key pan
2 Certificy 37 To register the certificate to Windows

i Object 03/|[E) Certificate export...
=] John Sr " (

.! To remove certificate
Key pa' T 1 1
. . T

I

in

Options for the certificate import to the card are available after clicking the right-hand mouse button
on the personal certificates item, see the figure below.

Figure 8 — Options for import and registration of a personal certificate

B Card intormation ~

E] l l Rarcanal cartificatarn. l

H Obje =] To generate the application for certificate...

= Jal &) Import of the personal certificate...
K

3 3i B9 To register personal certificates to Windows

5 Obje :‘ Importing the pair of keys from backup (PKCS=8)...
P(Y\  Importing the pair of keys (PKCS#12)...
Y\ Key'par | g e oo

If the repository containing the appropriate key pair (private and public) is not found on the card
during the personal certificate import, the certificate will be imported as the certificate of partners.

The certificates for which you do not have a private key and that are not considered trustworthy CA
certificates are imported as partner certificates.

Displaying the raw certificate data is intended only for experts to check the certificate data visually.

5.3 Work with the root certificate of the
certification authority

The new card contains the necessary root certificates of the certification authority that are stored in
the part of “Certificates of certification authorities”.

The certificate can be imported as the CA certificate only in case it is the certificate of a permitted CA
for the particular card. Certificates of other CAs or the newly issued CA certificates can be imported in
the cmf format.
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Figure 9 — Import of the certification authority certificate

Partner certificates ‘
SRE® | Certificates of certification authorities BNl
I[E] Import of the certification authority certificate...

I & 1o register certificates of the certification authorities to Windows
& Lemvesc wuumreu-vero ol |

R s Tach Fhccdacd Pt vablce 2.

The root I.CA certificates constitute a part of Windows. If you need to register root certificate for a
card, use the option “To register the certificate to Windows”, see Figure 10. The root certificate is
registered to MS Windows as a trustworthy root certificate. This export requires confirmation of
registration for MS Windows.

Figure 10 — Registering the certification authority certificate to Windows
=] Partner certificates

- ication authoritie | .
E 1E  import of the certification authority certificate...

! B9 Toregister certificates of the certification authorities to Windows
Lom resequumiey weron ol |

Y r Tach Fhvcdacd Fadilllvabica 2.

A mass registration of root certificates is allowed by the option “To register certificates of the
certification authorities to Windows" button, see Figure 9.

5.4 Registration of personal certificate
to Windows

Registration of certificates can be accomplished individually for each certificate by the option “To
register the certificate to Windows”, see Figure 7.

Registration of an individual certificate to MS Windows will export the certificate to the certificate
repository of MS Windows. In case of personal certificate, export to the personal certificates
repository takes place and the certificate is exported without the private key: it will stay on the card
and will never leave it. It is possible to encrypt and sign with such registered certificate by using a
card with a private key.

A mass registration of personal certificates is allowed by the option of the “To register personal
certificates to Windows", see Figure 8.
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6. Personal repository

Figure 11 - Personal repository
%{, SecureStore Card Manager (v. 2.16.1)

- -:.-—Elﬂ

|_:] Imparting the file to the personal repository

To select the smart card reader...  About...  To terminate application

=-_ Objekt 06/12/2010 08:35:38
B Kligovy pér
-{=] Partner certificates
== Certificates of certification authorities

Personal repository

~|_] zkusebni.bdt
----- % Protected personal repository

1] [ 3

...[=| LCA — Test Standard Certification Author
=MW | Personal repository |

n

-

zkusebni.bd 03.11.2010 07:19:22 88
--[=] LCA - Standard Certification Authority
~-[=] LcA - Qualified Certification Authority,
----- L.CA — Test Qualified Certification Autt
ity, 01/2010 |

You can save small files (a few kB) to Personal Repositories; they will be ready at hand and protected on
the chip card. On the card, you can save both the text file and the binary file.

It is possible to import both to the protected and to the public repositories. For the option of protected
(secured) repositories, you will be asked to enter PIN for protected repositories (different from the main
PIN). If this option is used for the first time, the request to setup the PIN for protected repositories will

be simultaneously displayed.

Figure 12 — Importing the file to the personal repository

[E] LA - Test Standard Certification Aut ‘

BE IR
5 Prote

Figure 13 — Importing the file to the protected personal repository

Importing the file to the personal repositony...

_] zkusebni.bd [
*§ Protected personal repositc | _
_% Import to the protected personal repository... L

To display the items in the protected repository, you must enter PIN for the protected repositories.

The files stored in the personal repository can be exported; for their export, enter the whole file name

including its suffix.

Figure 14 — Exporting the file from the personal repository

=}-|_] Personal repository

5 protected ] File export...
1 7S Toremove file
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7. Application control

The individual application functions are realised by means of context menu. Context menu can be opened
in two ways:
e C(Clicking the tree item in the left part of the screen with the right-hand button
e (Clicking over the right screen area with the right-hand button; there is information about the
selected item from the left part of the screen.

7.1 Context menu for Card Information

It includes basic administrative operations concerning the card that are associated with PIN and PUK
administration and with repeated data download from the card.

Figure 15 — Card Information

- o
ewir(Eh
A SecureStore Card Manager (v. 2.16.1) [ ol E e
To select the smart card reader,.,  About...  To terminate appbcation
+4 Regenerate data from the card (F5) E[JTochangePIN [ Towrbock PIN  To initialise PIN for the protected repository
BEH Card information .
== Personal certificates Card information

-] Objekt 03/11/2010 07:33:06
& Jan Novotnj .| |Reader: SCM Microsystems Inc. SCR33x
YL Kridovy par 3 USE Smart Card Reader 0
=] Fiadost' o certifikat

: 4

| Object 03/11/2010 08:44:17 Card number 9203 0300 0001 4184
=] petr Howy 1 Card holder:
f*. Key pair *+ Regenerate data from the card (F5)
=] Certificate request El Ta change PIN...

& Object 03/11/2010 09:18:44 Bl To unlock PIN...
=] John Smith . .
?% Key pair To inttialise PIM for the protected repositorny...
._E] Certificate request Ell  To modify PIM for protected repository...

= ] Objekt 16/11/2010 07:26:41 Bl To unlock PIM for protected repository..
= Pe.tr Pwnl Free capacity of | 12364 B
T\ Kiigovy par || | the card:

m p
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7.2 Context menu
Certificates folder

Figure 16 - Context menu for the Personal Certificates folder

for the Personal

T\ SecureStore Card | Manager (v. il&ii = . r— . -~ . I
To select the smart cardreader...  About...  To terminate application
=] To generate the application for certificate  [E] Import of the personal certificate
B8 Card information -
- &) Personal certificates Personal cartiicates
-1 Objekt 03/11/2010 07:33:06
Jan Novotny Jan Novotny | 3.11.2011 7:46:01 1138 8
V& Klacovy par 5
2) Ziadost o certifikat Petr Novy 3.11.2011 8:54:46 11338
=1 4 Object 03/11/2010 08:44:17 John Smith 3.11.2011 9:27:19 11328
Petr Novy L 7 =A0
™ Key pair B Petr Prvni 16.11.2011 7:29:17 13328
2] Certificate request Viadimir Cert | 20.10.2011 9:48:01 13388
= § Object 03/11/2010 09:18:44 == e
& John Smith Viadimir Cert 20.10.2011 9:48:03 11738
?«. Key pair Jan Novotny 2.12.2011 11:49:22 11388
=) Certificate request — S
, Objekt 16/11/2010 07:26:41 =] To generate the application for certificate...
&= Pe-tr P'V“' (E] Import of the personal certificate...
W Kicovy par B9 To register personal certificates to Windows
= 4 TWINS 20/10/2010 09:33:57
& Viadimir Cert Y& Importing the pair of keys from backup (PKCS38)...
E) viadimir Cert 7\, Importing the pair of keys (PKCS#12)...
T Klidowns nar

7.2.1 Generate application for certificate

It allows generation of an application for certificate. Select the type of application for certificate and enter

the request to back-up the key for the cryptographic certificate.

Figure 17 - Selection of application type and key back-up
3 b

Generation of the application for certificate
= S ——

=

Application type: [Pq:plicatiun for a commercial cerificate

7

Length of key: | 2048 -

[ Tao create backup of cipher key (PKCSHE)?

File: |

Passwaord: | |

. B B3 T B
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The key length may be 1024 bits or 2048 bits. A key of a 2048-bit length is longer and safer. A key of
2048-bit length is required for the I.CA certificates.

Cryptographic keys can be generated with back-up that is stored outside the card. They will be stored to
the secured PKCS#8 file with a password that you will enter in the window, see Figure 17.

The signing keys are generated directly on the card, and it is not possible to export the private key
outside the card.

The keys will be generated after confirmation of this dialog: it can take tens of seconds up to 1 minute.
Subsequently, the NewCert application will be launched and it will generate the application for certificate.

Figure 18 - Selection of the certificate type in the NewCert application.

- -
L2 ICANewCert v2.0.3.4 = | O] |

Request for a certificate » Request for a commercial certificate

1. Select the type of certificate required:

@ Commercial certificate
2. Who is the certificate for?
@ Individual
) Employee
©» Employee - projects
() Corporation

3. Select the pr dure to g te an ication:

@) User interface (recommended)

©) Extended interface (for experts)

Continue

Request for a commercial certificate for an individual - comfort MNUM
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Figure 19 — Personal data setting

-
2 ICANewCert v2.0.34

N

Certificate for a

cial certificate for an individual - comfort

q

Applicat
Field
Title (before name)
Name
Surname
Title (after name)
Birth registration number

Residential address

Key

Password for invalidation

Please complete this form with the information required for 2 certificate to be issued.

The fields must be completed in accordance with the document CERTIFICATION POLICY for issuin
chapter 3 "Identification and Authentication”, which is published by Prvni certifikaéni autorita, a.s. All compulsory fields must be completed to
generate a certification request. Compulsory fields are highlighted in the form in colour.

Please enter the information with diacritics

street (sT) | Dolni
Number (5T) | 11/22
Townfdty (L) | Prague
Country (C} Czech Republic -
E-mail *) |ce|‘l|ﬁkat@abc cz jirina_novakova®@ica.cz

ersonal commercial certificates,

Your data Example
|.J ohn John
|Certifikat Smith

——

Foreigners may enter their birth dates instead of birth
| registration number

Request for a commercial certificate for an individual - comfort

Figure 20 — Confirmation of data provided for the application

.
2 ICANewCert v2.0.34

—

&0

Request for a commerdial certificate fo

Request summary
Item name
Password for invalidation
Certificate validity period
Key storage type (CSP)
Hash algorithm
Key length
Certificate for signing
Certificate for encryption
Character coding
Ttems in the certificate request
Full name (CN)
E-mail address (E)
Country (C)

Please check the information below. Its accuracy will subsequently be verified according to the documents submitted at the registration
authority’s contact office. If the information below is correct, an application for a certificate can be generated.

r an individual - comfort

Value entered by the user
zneplatnit

12 months

SecureStoreCsp

sha256RSA

2048

Yes

Yes

UTF8_STRING

m

John Certifikat
certifikat@abc.cz
cZ

I confirm the information above.

Generate certificatic

MNUM

Request for a commercial certificate for an individual - comfort

———
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Figure 21 — Entering PIN to sign the application

SecureStoreC5P - enter PIN I&

It is necessary to enter PIM to process this operation,
Operation :
Signature of data by key located on card

PIN: |

Remember PIM

oK ] [ Cancel

7.2.2 Import of personal certificate

This feature allows importing the personal certificate from disc to the card. The certificate is imported in
the .der format.

The imported certificate is saved to this repository on the card and it contains the keys to the certificate.

If there is no repository with the corresponding keys on the card, the certificate will be stored to the card
part marked as “Partner certificates”.

Figure 22 — Selection of the file containing the certificate for import to the card

B\, Oteviit - - - e |
KL )= » cenoore -4 ]

Uspofadat = Movd slofka =~ 0O @

- Oblibené pologky e Datum zmeény Typ

= Maposledy navti Sl 7TE10 212.201011:49 Certifikat zaly

B Plocha 2 Sl cert_ca 212.201011:49 Certifikdt zal
4 Staiené soubory

4 Enihowvny
3 Dokumenty
&' Hudba
&= Obrazky
B videa

1M Poditad
&L, Mistni disk (C:)
— Mistni disk (Q:)
g% 07_Honza_Chum

- 4 L I

MNazev souboru: TEL0 - [Certifika't_n,r{*.der:l v]

[ Otevrit |v] [ Storno ]

b —

7.2.3 Register personal certificates from Windows
This option will register all personal certificates from the card to the personal repository in Windows.
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7.2.4 Import of the pair of keys from backup (PKCS#8)...

This option imports the keys, which were stored to the disc during the generation process of the
application for a cryptographic certificate, to the card.

7.2.5 Import of the pair of keys (PKCS#12)...
This option imports the keys, which are stored in the PKCS#12 format on the disc, to the card.

7.3 Context menu for Object

Figure 23 - Context menu for Object...
i S SecureStore Card Manager

i I —

To select the smart card reader...  About... To terminate apphcation
; Container renaming t!Ha'kcmtaHasﬂ'gnhd“ﬁrbw o Windows xanmcmw
& viadimir ert -
R Kicovy pir [ container
Container
:[&. Kliovy par -
= Zadost o certifikat Name: Object 05/01/2011 09:16:27
=L Objekt 02/12/2010 11:37:00 : —
Jan Novotny Generated: 05.01.2011 09:16:27
T Kligowy par Twins: Mo
=] Zadost o certifikit : -
. Objekt 06/12/2010 08:31:16 Windows login: | No
F“ Kicovy par Container contents
5. | Objekt 06/12/2010 08:35:38
Vo Kiigovy par John Certifikat 5.1.2012 9:24:42
| Object 05/01/2011 09:16:27
=] John Certifikat Key pair 05.01.2011 09:16:27
V& Key pair Certificate request 05.01.2011 09:18:07
= Certificate request

Fartner certificates
--{=] Certificates of certification authorities
=] Lo - standard Certification Authority, 09/2 ]
= Lca - Qualified Certification Authority, 09/2 [#<_ To remove container
(=) 1.CA - Test Qualified Certification Authority,
LCA — Test Standard Certification Authority,
-] Personal repository
_] zkusebni.bd
fi Protected personal repository =

i Container renaming...

l._,. Mark container as the initial one for login to Windows

m

7.3.1 Renaming a container
This option allows renaming a selected container.

7.3.2 Marking a container as the initial one for login to Windows
This option allows marking a selected container as the initial one for login to Windows. The certificate
and key from this container will be used for login to Windows.

7.3.3 Removing a container

This option allows deleting a container from the card, including the certificates and keys it contains.
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7.4 Context menu for Personal Certificate

Figure 24 - Context menu for Personal Certificate.

{§\ SecureStore Card Manager (v. 2.16.1)

a—J f@:

To select the smart card reader...  About...

To terminate application

- @ To show a certificate detal B To register the certificate to Windows  [S] Certificate export X To remove certificate

& Petr Prvni .
W Kiicovy par Personal certificate
= TWINS 20/10/2010 09:33:57
& viadimir Cert Issued c=CzZ
Viadimir Cert for: CN=John Certifikat
Y Klicovy par E=certifikat@abc.cz
t\ Kl,covy . e Issuer: c=CZ
) 23dost o certifiat CN=LCA - Test Standard Certification
- Objekt 02/12/2010 11:37:00 Authority, 01/2010
& 32n Novotny O=Prvni certifikaéni autorita, a.s.
T\ Klicovy par = OU=LCA - Provider of Certification
2 Zadost o certifikat Services
- Objekt 06/12/2010 08:31:16 E @ Toshow a certificate detail... i
ﬁ Klicovy par tyl B9 Toregister the certificate to Windows
- 4 Objekt 06./12./2010 08:35:38 7 B Cenificate eport... =
Y& Klicovy par f: : R
&) Object 05/01/2011 09:16:27 (f{ X Toremove cerificate
=] John Certifikat Serial 7EC8 (hex)
TN Key pair number: | 32456 (dec)
2) Cemﬁcate request =l [Lca 190411
& Partner certificates diaher:
= = Certificates of certification authorities :
(&) LCA - Standard Certification Authority, 09/2 Key type: | RSA (2048 Bits)
L.CA - Qualified Certification Authority, 09/2| Public key |30 82 01 0a 02 82 01 01 00
(& L.CA - Test Qualified Certification Authority, DER): |92 ed 74 2e 26 ba a8 10 32
(& LCA - Test Standard Certification Authority, (OFRY: 4c 76 e9 e5 d2 6d 72 fa ba
| : 1 d8 af c1 b6 45 a2 18 9f cd
&) Personal repository 41 76 ae 02 f(c’ 42 50 sb ;7
dzkusebni_m 4d 56 60 52 8d 02 6d 33 f9
Y L 69 d4 d9 bb f9 Sb f6 9f 40
& Protected personal repository - ed 68 3c 40 e7 eb 2f Oc 0
<[ I ] > 7f 36 ea cb Ob b2 81 96 9f

Context menu will open for the selected Personal Certificate.
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7.5 Context menu for the pair of keys

S SecureStore Card Manager (1. 216.1) I —

To select the smart card reader...  About...  To terminate appication

- 7€ Toremove the pair of keys
(=] petr Prvni - -
V. Kiicovy par Pair of keys
= 3 TWINS 20/10/2010
& viadimir Cert Generated: | 05.01.2011 09:16:27
& viadimir Cert : s 2
. Kiitovy pér Key origin: | Key was generated in the smart car
T Klicovy par Key Coding key
=) Zadost o certifike purpose:
&1 Objekt 02/12/2010 : - ;
5 son oo Key type: | RSA (2048 Bits)
Klicow pa —| | Modulus: |92 ed 74 2e 26 ba a8 10 32 4c 76 e9
W skovjptre: | WUS: |es d2 6d 72 fa ba d8 af cl b6 45 a2
&) Zadost o certifike 18 of cd 41 76 ae 02 fc 42 50 S5b f7
84 &bjelk;OG/li/ZOlO( Ix To remove the pair of keys B ;2 28 g‘; gg
LW\ Klidovy par b
X 2f Oc cO 7f 36 ea cb Ob b2 81 96 9of
g o el 1 b 2 D0 61 52 53 0% 55 of b3 03
Klicovy par a e 17 01 e c
3 7a e6 20 aa 91 79 b4 21 54 5f Ob e9
B4 Object 05/01/2011 ( 8c fb 80 a0 59 03 2b 6b f0 1a 59 1a
s St S
Key pair eb cc a
: = 01 8a 7e 00 ca 5f 95 9e 09 fO ff a4
8] Certificate reque = 78 29 ¢6 bd fa dc ec e0 4e dS5 70 d4
|| Pt cutiPshes 8 6 2 11 &b o8 o4 35 o 5% 28 o4
== Certificates of certificat 2 o < o
5d dd 69 2c f4 b7 13 47 aa bf 7a 43
o Rundnuntedn
& LCA - Qualified Cert 1le 4 4
: de 70 f9 Of 44 c2 ad Oe 40 34 f1 f4
& L.CA - Test Qualifie¢ 8 £3 c4 dd d1 9d d5 6b 40 53 4f 95
. [ LcA - Test Standar 6f 7b da 1d
=) Personal repository o1 00 o1
) zkusebni.tdt Exponent:

&} Protected personal rep« _
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7.6 Context menu for the CA Certificates folder

r — ——
T\ SecureStore Card Manager (v.2161) [E=NIC >
To select the smart card reader...  About... To terminate appcation
- [E) import of the certification autherity certificate 8 To register certificates of the certification authorities to Windows
(=] petr Prvni - A
| T Kiicovy par Certificates of certification authorities
5 TWINS 20/10/2010
= viadimir (ufert L.CA - Standard Certification Authority, | 1.9.2019 1070
& viadimir Cert 09/2009 2:00:00 B
¥\ Kiigovy par LCA - Qualified Certification Authority, | 1.9.2019 1314 |
% Kligovy par . il
) ) 09,2009 2:00:00 B
“-|2) Zadost o certifiks .
= 1 Objekt 02{12/2010 : LCA = Test Qualified Certification 1.1.2020 1220 '
= 1an Novotny Authority, 01/2010 1:00:00 B
T Kiowy par LCA — Test Standard Certification 1.1.2020 1083 |'
| -2] Zadost o certifike || | Authority, 01/2010 1:00:00 B |
-1 Objekt 06/12/2010 ( |
- T Kliéovy par =l Import of the certification authority certificate...
-1 Objekt 06/12/2010 ) - T N _
o ?\ Kligovy par 87 Toregister certificates of the certification authorities to Windows

- ) Object 05/01/2011 (
[ J0hn Certifikat
W% Key pair
‘2] Certificate reque =
-[=] Partner certificates
= (=] certificates of certificat
= LcA - Standard Cer
& LCA - Qualified Cert
[= LCA - Test Qualifiec
[E LCA = Test Standar
-] Personal repository
] zkusebni.tt
% Protected personal repi _

4 LLLJ 2 -

Page: 20 / 24



SecureStore I.CA

8. Concepts

Certification authority
...Is an independent trustworthy entity issuing the certificate to the client. The certification
authority guarantees the unambiguous link between the client and his/her certificate.

Registration authority

...is the contact office for communication with clients. In particular, it accepts applications for
certificates and delivers certificates to the clients. These offices verify identity of the applicant for
certificate and compliance of the application with the presented documents. Registration
authorities do not issue certificates; they only apply for them at the central office of I.CA.

Cryptographic operations

... are operations using the keys for encryption and decryption. In case of the chip card, the so-
called asymmetric cryptography is used: a pair of keys is used for encryption and decryption, as
well as for generation and verification of electronic signature.

Electronic signature

... is the data in electronic form; they are attached to the data message or are connected to it in
a logic manner and they enable verification of identity of the undersigned person in relation to
the undersigned message.

Data for generation of electronic signature

... are the unique data used by the undersigning person to generate electronic signature (within
the meaning of the Act on Electronic Signature); they include the private key of the appropriate
asymmetric cryptographic algorithm (here RSA).

Chip card

... is a tool for a safe saving of the private user key and a tool to generate electronic signature.
On the chip card, there are private keys, certificates of certification authorities, client certificates
and other data as well.

PIN and PUK

... is the protection of access to the card, i. e., when saving data to the card or using private keys
from the card. Protecting codes can be set up on the card in advance and the user will receive
those values in the so-called PIN envelope, or the client will set up the PIN and PUK values in the
card himself/herself.

PIN envelope

... is a letter that the client can receive together with the card. PIN envelope belongs to the
particular card; it includes the unambiguous card identification and the PIN and PUK values. The
PIN envelope is not supplied with every card.

Repository

... is the storage space on a medium (disc, chip card) where the pair of keys is saved together
with the certificate. The chip card may contain up to 8 various repositories at a time. The chip
card repository has its unique name. The SIGNATURE type of repositories does not allow
generating backups of keys when generating the application for certificate. All certificates for
which the key backups are generated are saved to the OTHERS type of repositories.

Application for certificate

... starts with filling out the form that includes data about applicant. The generated public key of
the applicant is attached to the information provided by the applicant in the request form and the
whole structure is signed by the applicant private key. Application for certificate is the digital data
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that contain all information needed to issue the certificate. The user can generate the application
for certificate by means of the ComfortChip programme or at the webpage of I.CA www.ica.cz.

Certificate

.... is an analogy of the identity card; the client proves his/her identity by it in electronic
communication. Acquisition of the certificate is very similar to the standard procedures for
issuance of the identity card. I.CA provides those services through the network of contact offices
— registration authorities that implement requirements of their clients. The certificate is
unambiguously linked with the pair of keys that the user utilises in his/her electronic
communication. The pair of keys consists of the so-called public key and private key.

Public key
... is the public part of the user pair of keys; it is intended to verify the electronic signature and
to encrypt if need be.

Private key

... is the secret part of the user pair of keys; it is intended to generate electronic signature and to
decrypt if need be. It is necessary to ensure the highest security for the use of the private key.
Therefore, the chip card is used for storing the key. The private key used for decryption must be
saved for the whole existence period of the encrypted documents and messages. The user can
save this key on the card and we recommend storing it also in a back-up medium.

Validity period of the certificate

Every certificate is issued for a definite period. The validity period is indicated in every certificate.
The certificate used for electronic signature is useless after expiry of its validity period. The
certificate used for encryption must be stored even after expiry of its validity period so that the
older messages may be decrypted.

Commercial Standard Certificates

Standard Certificates represent personal certificates suitable for common use. They are issued for
natural or legal persons based on the duly completed application for certificate; the application is
handed over to the contact office of I.CA along with presentation of the required documents
needed to verify the applicant’s identity.

Commercial Comfort Certificates

Comfort certificates represent personal certificates whose main difference from the standard
certificates consists in the chip card that is a part of this service. It works as a medium for safe
data storage to generate an electronic signature and for a safe creation of electronic signature.
This service is mainly intended for corporate purposes; however, it is rendered to natural and
legal persons, too.

Qualified certificate

.... is strictly governed by Act no. 227/2000 Coll., and is exclusively intended for the electronic
signature area. Generation, administration and use of a qualified certificate are governed by
special relevant certification policies.

Client Commercial Certificate

... is issued to natural or legal persons based on the duly completed application for certificate;

the request is handed over to the contact office of I.CA along with presentation of the required
documents needed to verify the applicant’s identity. Validity period of these certificates always
depends on the length of the cryptographic key used.

Client certificate

... is issued to the client of I.CA based on the duly completed application for certificate; the
request is handed over to the contact office of I.CA along with presentation of the required
documents needed to verify the applicant’s identity. In case of I.CA, the certificate may be either
commercial or qualified.

Certificate of certification authority
... is used to verify authenticity and trustworthiness of client certificates. By its installation on
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his/her PC, the user declares his/her trust in such certification authority to the operation system.
In real terms, it means that if a user receives a message that is electronically signed with the
certificate signed by this certification authority, the system accepts it as a trustworthy one.
Otherwise, the message appears as untrustworthy.

Certificate for login to Windows

Certificate for login to Windows must include specific data. Therefore, it is not possible to use any
certificate for login to Windows. On request, the I.CA registration authority will issue the right
certificate for login. The card repository containing the login certificate must be marked for
authentication. Only one repository may be marked for authentication on the card.

List of public certificates (commercial)

... is a list of certificates issued by I.CA for which their owners agreed to make them public.
There are no “testing” certificates and no certificates for which their owner did not give his/her
consent with publication.

List of public certificates (qualified)
... is a list of certificates issued by I.CA. Publication of these certificates is regulated by Act no.
227/2000 Coll., on Electronic Signature.

Certification authorities supported by the card
Every chip card issued by I.CA contains a defined list of the so-called supported certification
authorities whose certificates may be saved on the card.

Certificate renewal — “subsequent” certificate

... is issued to the client after the expiry date of the primary certificate. A subsequent certificate
is issued only in case the client does not request changes in the previous certificate items. If
he/she requests such changes, it will not be a subsequent certificate, but another primary one. If
the subsequent certificate is being issued before the validity of the primary certificate expires,
presence of the customer at the I.CA registration authority is not necessary. The client will just
send the electronically signed application for issuance of a subsequent certificate in the
standardised electronic form using the valid certificate.

Usage of the key

= DigitalSignature (digital signature) — primarily, this attribute (bit) is set up if the
certificate is to be used in association with digital signature, except when assuring non-
repudiation, signatures of certificates and lists of certificates invalidated by the
certification authority.
Usage: At present, it is necessary to adjust this bit in cases when the user intends to use
his/her private key associated with the issued certificate generally to generate a digital
signature (for example, when using the certificate within the safe electronic mail).

= NonRepudiation (indisputability) — this attribute is set up if the public key (through
verification of a digital signature) is to be used for proving responsibility for a certain
activity of the undersigned person.
Usage: At present, it is necessary to adjust this bit especially in case of qualified
certificates when the user intends to use his private key associated with the issued
certificate generally to generate an electronic signature.

= KeyEncipherment (key encryption) — this attribute is set up if the public key is to be
used for transfer of cryptographic keys.
Usage: It is necessary to set up this bit if the user intends to use the certificate for
encryption purposes within the secure electronic mail. It is also necessary to set up this
bit in the MS Outlook environment, if the user does not have other certificate that can be
used for encryption.

= DataEncipherment (data encryption) — this attribute is set up if the public key is to
be used for data encryption (except for cryptographic keys).
Usage: Generally, it is necessary to set up this bit if the public key included in the
certificate will be used for encryption of general data, for example documents. For the
purposes of a secure electronic mail, it is not necessary to set it up.
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PKCS#12 format
The RSA keys and certificate can be saved to a single file in the so-called PKCS#12 format that is

defined by the PKCS#12 standard. In this format, it is possible for example to export the RSA key
certificate from the Windows repository if the private key export is permitted. Contents of the file
are protected with a password. This file has a pfx or p12 suffix.
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