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1 Accessing the Graphical Management Interface

1.1 Connect PC to Sixnet Router

Connect a CAT-5 or CAT-6 Ethernet cable between the local PC and the Sixnet router’s Ethernet Port(s)

~
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GND Pb:R ouUT IN Diversity N Antenna
'__.. P ._; ;_ _ ' Y www.sixnet.com

f"‘.‘.l'.l.l" ' o ® | 1 s g

Reset
Power Ethernet RS232 ® 0

SN-6601 evoo Power WAN

Diversity SN-6621 EVDO Antenna
® &

—_—

/-\ ~ R ©
= | - RS232 Signal
————— ® 6

| WS

: o0
www.sixnet.com Power WAN

NOTE: If the Ethernet port’s Green light is lit, this indicates that the connection is running at 100Mb speed. If the
Ethernet port’s Green light is not lit, this indicates that the connection is running at 10Mb speed. The Yellow light
indicates the “link” status of the connection.

Yellow steady = Link established. Yellow flickering = Data packets are being transferred.

1.2 Setup PCIP Address

1.2.1 Open the Control Panel

e Click on Start and browse the “Control Panel” menu item

XP

.']\
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\_l:'_‘ Micrasaft Office Yisio 2007

E.—-' Conkrol Panel

[
fdobe Reader 9 @, Set Program Access and

Defaulks

ﬁé Printers and Faxes

@) Help and Suppart
/") Search

All Programs D ) Rum...

ﬁ| Log OFfF |E| Turn OFF Computer

Vista/Windows 7
Eﬂ Windows Photo Gallery Recent Ttems
88 Windows Live Messenger Download Computer
Windows DVD Maker Met

Bl Windows Meeting Space Connect To

Control Panel

Default Programs

Help and Support

()

The control panels should look similar to the following:

XP
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B Control Panel

File Edit View Favorites Tools  Help

Q Back o @ p Search E‘ Folders ' @ Folder Sync

Address g’ Contral Pane!

Control Panel 2 Pick a category

@ Switch to Classic View
& Appearance and Themes $ Printers and Other Hardware

See Also - -

% ‘indows Update =
@) Help and Support Network and Internet Connections o ¥ User Accounts

€} Other Contral Panel Connect to the Internet, create a home or small office
Options network, configure network settings ta work from home, or
change modem, phone, and Internet settings. ne, Language, and Regional

i< ’ Options

Accessibility Options

Security Center

System and Maintenance User Accounts and Family

Get started with Windows Safety

Back up your computer @ Set up parental controls for any user
i Add or remove user accounts

Security

Check for updates

' . ,  Appearance and
Check this computer's security status %

@ Allow a program through Windows Personalization
Firewall Change desktop background

Change the color scheme

Adjust screen resolution
Network and Internet !

View network status and tasks .
Shupiedizig 8 Clock, Language, and Region
fp Change keyboards or other input
w methods

Hardware and Sound

Play CDs or other media automatically
Printer

Mouse

Change display language

Ease of Access
Let Windows suggest settings

Optimize visual display
Programs

Uninstall a program

Change startup programs Additional Options

Recent Tasks

View network status and tasks

Connect to a network

1.2.2 Access Network and Internet Settings
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e Click on the link to access network and Internet settings
o XP—“Network and Internet Connections”
o Vista/Windows 7 — “Network and Internet”

The displays should be similar to the following:

XP

B- Network and Internet Connections

Fle Edt View Favortes Tooks Help

Qe - D T Osach [ rodors [+ (KR Folder syme

Address | D Network and Internet Cornections

Network and Internet Connections
See Also

& My Network Places

o1 i

& e sndotrer Pick a task...
&) Remote Deskiop
(- [3] 5et up or change your Internet connection

[®] Create a connection to the network at your workplace

Troubleshooters [®] et up or change your home or small office network

2] Home or smal offics [B] Set up a wireless network for a home or small office
HNetworking —

[2] mtemet Explorer (3] Change Windows Firewall settings
[2) metwork Diagnastics

or pick a Control Panel icon

s -
nternet Options » Network Connections

- Connects ta other computers, networks, and the Inkei
5@ Network Setup Wizard =72 Windows Firewall

."L‘ Wireless Network Setup Wizard

Vista/Windows 7

SiaiEs |

G@-\E + Control Panel » Network and Intemet » = [ 49| [ search El

51 Panel Home 3
Network and Sharing Center

View network status and tasks | Connect to anetwork

View network computers and devices | Add a device to the network | Set up file sharing

n and Maintenance
urity

Network and Internet .
CENORCaEIRECIE Internet Options

Change your homepage | Manage browser add-ons | Delete browsing history and cookies

Offline Files
Encrypt your offline files | Manzge disk space used by your offline files

‘ Windows Firewall
@ Tum Windows Firewall on or off | @ Allow a program through Windows Firewall

a,a People Near Me
Sign in or out of People Near Me | Change People Near Me settings

@ Sync Center
Sync with other computers, mobile devices, or network folders | View sync results
Resolve sync conflicts

Recent Tasks
View network status and tasks
Connect to a network

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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1.2.3  Access Network Connection Settings

e C(Click on the link to access network connection settings
o XP-“Network Connections”
o Vista/Windows 7 — “Network and Sharing Center”

The display should look similar to the following:

XP

" Network Connections |;”E”X|

File Edit View Favortes Tools  Advanced  Help &

eﬁack - Q @ pSearch [ Foders [T~ @Fn\darsync

Address | Metwork Connections 2> E
LAN or High-Speed Internet

Network Tasks

focdl Area Connection
[8] creste 2 new connection Connected, Firswaled i
Sstupalomeey sl T A, ittviare Accelerated AVD ECH,..
affice netwoark.

@ Change Windows Firewall
settings

See Also

() Metwork Troubleshooter

Other Places

@ Control Panel
g My Metwork Places
My Documents
j My Computer

Details

Network Connections
System Foldsr

Vista/Windows 7

oo e |

@'@- iE <« Networkand Intemet » Network and Sharing Center ~ [ | [ search Bl

Network and Sharing Center

o

View full map

» - —
WIN-LESFAMNALDM MSHOME Internet
Diagnose and repair (This computer)
_A_El MSHOME (Private network) Customize
Access Local and Internet
Connection Local Area Connection View status

2 Sharing and Discovery

Network discovery © On (v
File sharing © off (v
Public folder sharing © Off ()
Printer sharing o off (v
Password protected sharing © On (v
Seealso Media sharing © off (v

Intemet Options

4 Show me all the files and folders [ am sharing
Windows Firewall

Show me all the shared network folders on this computer

TN

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
a redI'Bn‘husiness 331 Ushers Road, Ballston Lake, NY 12019 T+1518877 5173 F +1 518 877 8346




RAMG6000 and IndustrialPro™ Series Router
User Manual

1.2.4 Access Local Area Connection

e Click on the link to access the local area connection
o XP-"“Local Area Connection” icon
o Vista/Windows 7 — “View Status” next to Local Area Connection

The display should look similar to the following:

XP Vista/Windows 7

]

IEI Local Area Connection Status IS

- Local Area Connection Status

General Support| General

Activity

Connection Connection
Statuz: Connected IPv4 Connectivity: Internet
Diuration: 02:40:26 IPw6 Connectivity: Limited
Speed: 1.0 Gbps Media State: Enabled
Duration: 00:06:498
Speed: 1.0 Gbps

Activity

Sent —— g—rﬂ— Received
—h

Butes: 184,031 I 139,463

[ Froperties H Dizable

Sent — . —— Received

Bytes: 55,689 | 2,525,828

| @properties | [ @pisable || Diagnose |

Close

TN\

Sixnet
ared ren'husiness
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1.2.5 Open Properties

e (Click on the “Properties” button (Vista/Windows 7 will display a popup window asking to confirm the operation)
e (Click on the “Continue” button

The display should look similar to the following:

XP Vista/Windows 7

L | ocal Area Connection Properties : : 1 Local Area Connection Properties ==

General Advanced| Networking

Connect using:

Connect using:

B9 VMuware Accelerated AMD PCNetAd | [ Configre | ¥ Intel(R) PRO/1000 MT Network Connection

Thiz connection uses the follwing items:
This connection uses the following tems:

& Cliertt for Microsoft Networks

4B 05 Packet Scheduler

g . gﬂle and Printer Sharing for Microsoft Networks
Internet Pratocal [TCRAR) [ - Intemet Protocol Version & (TCP/IPvE)

P8 Intemet Protocol Version 4 (TCP/IPwd)
Iratall.. Unirztall i Link-Layer Topology Discovery Mapper 10 Driver

i Link-Layer Topology Discovery Responder

g Client for Microzoft Metworks
Q File and Prirter Sharing for Microsoft Metworks
QQDS Packet Scheduler

Dezcription

Tranzmission Contral Protocol/ntermet Protocol. The default

wide area network protocol that provides communication Install... Uningtall

acrogs diverse interconnected netwarks. —
Description

[ Show icon in notification area when connected Tl_ans ission Control Protocol/Inte st Protocal. ne t_:lefault
i ) - o o wide area network protocol that provides communication
M otify me when this connection hag limited or no connectivity across diverse interconnected networks.

[ Ok ][ Cancel L. H Caerl

TN
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1.2.6 Access Internet Protocol Properties

e Click on the Internet Protocol item to highlight

o XP - "“Internet Protocol (TCP/IP)”

o Vista/Windows 7 — “Internet Protocol Version 4 (TCP/IPv4)”
e Click on the “Properties” button

The display should look similar to the following:

XP

Internet Protocol (TCPSIP) Properties

General | Akemate Configuration|

You can get 1P settings assigned automatically if vour netwark, supparts V|Sta/W| ndOWS 7

thiz capability. Othenwize, you need bo azk vour network, adminiztratar for
the appropriate IP settings.

: : Internet Protocol Version 4 (TCP/IPv4) Properties -7 ==l
() Obtain an IP address automatically

{7 Use the follawing IP address: General | Alternate Configuration

IF address: | . . . | ‘You can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
Subnet maszk: | . . . | for the appropriate IF settings.

Diefault gateway: | . . . |

(@ Obtain an IP address automatically

(%) Obtain DMS server address automatically © Use the folowing IP address:

() Use the fallowing DHS server addresses: IF address:
Frefered OMS server | . . ) | Subnet mask:
Alternate DNS server | ) ) : | Default gatewary:

(@) Obtain DNS server address automatically

() Use the following DNS server addresses:

Preferred DN server:

L OFK. J[ Cancel ]

Alkernate DMS server:
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METHOD 1: PC to (WAN /ETHO on R3000/M1000/A2000 Series), (Ethernet on SN-6000)

e Select “Use the following IP address” and fill in the blank fields with the information below:

e |Paddress: 192.168.0.2
e Subnet mask: 255.255.255.0
e Default gateway: 192.168.0.1
e  Preferred DNS: 192.168.0.1
l- Internet Protocol Version 4 (TCP/IPv) Properties [E5%m] ‘

General

‘fou can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192 .168. 0 . 2
Subnet mask: 255 ,255.255. 0
Default gateway: 192 . 168. 0 . 1

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: 192,168, 0 . 1

Alternate DNS server:

Advanced...

e Click “OK”

e The previous screen will appear
e (Click “OK”
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METHOD 2: PC to LAN (ETH1) (R3000 Series only)

e Select “Use the following IP address” and fill in the blank fields with the information below:

e [P address: 192.168.1.2
e Subnet mask: 255.255.255.0
e Default gateway: 192.168.1.1
e  Preferred DNS: 192.168.1.1
Internet Protocol Version 4 (TCP/IPvd) Properties (5o
General
You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
() Obtain an IP address automatically
(@) Use the following IP address:
IP address: 192,168, 1 ., 2
Subnet mask: 255,255,255, 0
Default gateway: 192,168, 1 . 1
Obtain ONS server address automatically
i@ Use the following DMS server addresses:
Preferred DMS server: 192 .18, 1 . 1
Alternate DMS server:
Advanced...
ok J[ cancel |
° Click “OK”
. The previous screen will appear
° Click “OK”
. \
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Verify that you are connected to the Sixnet router.

e Open a Command Prompt window on your laptop

o XP - start = Run, type in cmd and <Enter>

— Type the name of a program, Folder, document, or
= Intermet resource, and Windows will open it For vou.

Open: v |

L o] ][ Cancel ][ Browse. .. ]

o Vista/Windows 7 - Start © Search window just above the Start, type in cmd, wait for
Vista/Windows 7 to locate the program, click on the cmd program it finds

Verify connectivity to the router by running a “ping” to the IP Address of the Ethernet port you are connected to.
METHOD 1: PC to (WAN /ETHO on R3000/M1000/A2000 Series), (Ethernet on SN-6000)
Type in ping 192.168.0.1<ENTER>

The display should look similar to the following:

TN
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B C:\Windows\system32\cmd.exe =[O x|

Microsoft Windows [Uersion 6.8.68H011
Copyright ¢c? 2886 Microsoft Corporation. HAll rights reserved.

C:sUserss Some Username >ping 192.168.8.1

Pinging 122.168_8.1 with 32 bytes of data:

Reply from 192_168.8.1: bhytes=32 time=1%msz TTL=128
Reply from 192.168.8.1: hytes=32 time=1ims TIL=128
Reply from 192.168.8.1: bhytes=32 time=1ms TTL=128
Reply from 192 _168.8.1: bytes=32 time=Iimsz TTL=128

Ping statistics for 192.168.08.1:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss).
Approximate round trip times in milli-seconds:

Hinimum = ims,. Maximum = 15Sms. Average = 4ms

C:<Users~ Some Username >

METHOD 2: PC to ETH1 (LAN) (R3000 Series only)
Type in ping 192.168.1.1<ENTER>

The display should look similar to the following:

BN C:\Windowshsystemn32icmd.exe ol x|

Microsoft Windows [Uersion 6.8.66811
Copyright <c>» 2886 Microsoft Corporation. All rights reserved.

C:~Users~ Some Username >ping 172.168.1.1

Pinging 172.168.1.1 with 32 bytes of data:

HReply from 192_168.1.1: bhytes=32 time=15ms TTL=128
Reply from 192_168.1.1: bhytes=32 time=Iims TIL=128
Reply from 192_.168.1.1: hytes=32 time=1ms TIL=128
Reply from 192.168.1.1: hytes=32 time=1ims TIL=128

Ping statistics for 192.168_1.1:
Packets: Sent = 4, Received = 4, Lost = 8 (@x loss),

Approximate round trip times in milli-—seconds:
Minimum = 1ms. Maximum = 15ms. Average = 4ms

C:sUserss Some Username >

This shows the connection is up and functioning.
1.3 Access Sixnet Webserver

e Open a web browser and enter the following in the address bar:

Sixnet CONNECT. MONITOR. CONTROL.
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METHOD 1 (WAN/eth0):  http://192.168.0.1:10000/
METHOD 2 (LAN/eth1): http://192.168.1.1:10000/

e  You will receive a login pop-up screen.

XP

Authentication Required

@ Enter username and password For “gateway” at http:[{ <IP Address=:10000
.

User Mame:
Passward:

[] Use Password Manager to remember this password.

Vista/Windows 7

Authentication Required E

@ A username and passwerd are being requested by http://10.200.200.1:10000. The site says: "gateway”

User Name: |

Passwaord:
[ o || cancel
Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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1.3.1 Sixnet Router Login Instructions

e User Name enter: admin (lowercase letters)
e For Password enter: six digit serial number of router (lowercase letters)

Upon successfully logging in you will be presented with the following screen:

NOTE: The following information can be used for all series of routers, even if screen shots indicate other models.
Some models may have reduced options.

Status Admin Networking Services Advanced

[device_family] Administration Utility

Installed Firmware Version

[firmware rewvi=ion]

Device Serial Number

[serial number]

System Uptime
0D OH 54M 405

Physical Interface Status
Ethernet Interface Connection State IP Address Link Status
usb Up 192.168.111.1 Down
etho Up 192.168.0.1 Up

Cellular Interface Activation Connection IP Address Signal Strength
ppp0 Reg Home Enabled 166.130.37.97 HSPA 01
Cellular Uptime: 0D OH 52M 515

Sdect auto updae interva: EREELIEN| - ?

Toll Free: +800.489.7781

Skxnet Wireless ,’ Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com

St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

At this point, you are connected to the Sixnet router and can configure it to meet your needs.
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If the pppO0 interface does not show an IP address, this could indicate that the cellular air card (R3100/R1100) or internal
SIM/Module has not been properly activated. Low or invalid signal strength may also contribute to the issue. Please
contact your service provider to ensure proper activation. You may need to enter provisioning information in the
Networking—> Cellular->Provisioning screen. Consult Section 2.1 in this document for more information.

1.3.2 SSH, TELNET, Serial RS232 Connections to Sixnet Routers

For alternative connections to the Sixnet router, please contact Sixnet Technical Support Group for additional related
documentation.

2 Cellular Connections

2.1 Cellular Card Configuration

Cellular connectivity can be obtained through the use of an internal (embedded) RF Module, or on the R-series with the
USB option you may insert a USB Aircard / dongle.

Your Sixnet router is able to detect many USB cellular cards, but some must still be configured manually. If you are using
a GPRS, EDGE, or HSDPA card that requires the use of a userid, password, and APN, configure your card manually, as
covered in the next section.

If you are using one of the newer 1xRTT/1xEVDO/1xEVDO rev A, USB based cards, your Sixnet router has probably
automatically detected, configured, and activated your cellular connection for you, so you can skip this section and

proceed to the next section to verify your cellular connectivity.

External Aircards from vendors other than Sierra Wireless and Novatel, may need to be activated in a laptop first. This
does not apply to SIM based Aircards. A list of supported external Aircards can be found at:

http://sixnet.com/content/aircard-86.cfm

Embedded modules for CDMA (Sprint / Verizon) should activate automatically over the air once they are powered on
and connected to an antenna. This of course is after you contact your carrier and have an account enabled and
connected to the embedded module by providing the ESN / MEID number from the module to your carrier. This is how
the carrier will tie your account to the internal Cellular Modem. For some CDMA based 1xRTT internal modules and
Sprint Data-Link connections, additional configuration must be set in the Provisioning screen, detailed later.

Navigate through the GAU menus Networking = Cellular Connection = Configuration screen shown below:

S’xne'l‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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GSM based carriers, such as AT&T, Bell Mobility and Telus will require a SIM card be inserted into the unit and an APN
code to be entered to confirm you are the verified user of that SIM. Be sure to only insert and remove the SIM card
while the unit is powered off.

You can verify your cellular connectivity by viewing the Home Status page of the GAU screen and observe if the Cellular
Interface status shows an IP Address. On the Home screen you should see: Interface, Activation, Connection, IP Address
and Signal Strength. If you do not see an IP Address get populated for the PPP interface you may have an issue with your
settings or your account has not been correctly activated.

2.1.1 Cellular Carrier Selection

Status Admin Networking Advanced

Cellular Connection

Currently Instaled Modem: Siara Wireless MCE790/MC8795

Enable Interf g

Select Cellular Carrier: E:NEAS

Enter Password:
Confirm Password:

Select APN Context

Enter APN: E]sl (APN for context 1 is "'apn’ )

== Sales WESWEEGNNGEER Sierra Wireless MC3790/MC3795 -
Enable Modem Auto-Detection?
View/Change Advanced Options?

Toll Free: +3800.439.77381
Sixnet Wireless ’- Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

o Select “Yes” to enable the interface to become active after the new settings are applied and upon subsequent
system start-up.

e Optionally, you may select the cellular carrier you are using from the drop-down menu. Currently this will not
change operation, and may be auto-detected. Generic CDMA and Generic GSM will allow options to cover all
known carriers.

e Select the name of the provider of your cellular wireless data plan from the drop-down list provided. (if needed):

TN
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2.1.2 Set the User Name, Password, and APN

If you are using a GPRS, Edge, or HSDPA based card, enter the User Name, Password, and APN that was provided
by your cellular carrier. This information should have been packaged with your SIM chip. If you do not have this

information please contact your carrier’s account representative or the carrier’s support department before
proceeding.

e C(Click the “Apply” button to save and activate the configuration.

NOTE: The User Name, Password, and APN can be case sensitive. Be certain that you use the exact
information as provided by your carrier.

2.1.3 Enter Provisioning Information (if applicable)

e For Sprint/CDMA installations using the R3200/A2200/M1200 series, or for Sprint Data link support, additional
information may be required. Navigate to Networking = Cellular = Provisioning.

TN
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Status Networking Services Advanced

Cellular Provisioning

Currently Selected Carrier: Sprint
ently Selected Modem: Navatel E725
Detected ESN: ShShcis
Modem Manufaciurer Wi eless Inc
Modem Model; E725 SPRINT
Modem supports OMA | no
Modem Fimware Version; MES00A-RAPTOR_SPRINT-145 [Apr 03 2007 17:12:43)

Bsprngpes conn
Mobile Directory Number (MDN)
Force Provisioning Now
Force PRL Update

8PC Unlock code -
CEERUREIRLLE Mobile IP preferred =

Sync system time 10 cellular network timse?

cons
Selecttype of provisioning. NEELILEGTIY 5

MIN (MSID) #

Sixnet
formerdy Jom ~
4645 LaGua e

St. Louis, MO 63134 www.sbxnet.com

[Model Number] Copyright ©2010 Sixnet LLC

Enter your ESN (also show at the top) in HEX format.

Choose your provisioning type (Select Vision IP Only for standard activation).

Enter your SPC Unlock code, MDN, and MSID. Click Apply.

For non-OMA capable devices, you should also click the “Force Provisioning Now” button.

For installations using the R3200/A2200/M1200 series, a reboot may be required which will happen

automatically if necessary.

o (R-Series) Observe the RSSI status lights on the front of the router. Within a minute, you will see the lights
blinking in an upward fashion. This indicates that activation is taking place.

e (R-Series) Once activation is successful, the lights will return to a signal strength indication. Lights will flicker
slightly every 2 seconds while attempting a tower connection.

e Once the signal lights remain steady, a connection to the cellular network has been achieved at the signal
strength indicated.

o (SN-Series) When the WAN light is on steady, a ppp connection to the tower has been achieved.

e For more information, consult the “Provisioning Section” detailed under the “Networking = Cellular
- Provisioning screen” section in Part Ill.
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For Sprint OMA (automatic activation provisioning) capable devices, the screen should appear:

Status Networking Services Advanced

Cellular Provisioning

Currendly Selected Carrler Spnint
Currently Selected Modem Navatel E725
Detected ESN: SbShei1d
Modern Manufacturer Nowvald Wireless Inc.
Modem Model; E725 SPRINT
Modem supports OMA | no
Modem Finmware Version; me800A-RAPTOR_SPRINT-145 [Apr 03 2007 17:12:43]
PRL Version, 20227
Detacted NAL senat00001 Espradpes com
Mobile Directory Nurnber (MDN): Z3154313%2

Force Provisioning Now

M View Card Stats Log

Select Mobile 1P mode. QR JIERISTEETET B2

Syne system Hme 1o cellutar network Hme? m

Sixnet Wireless o
formery jom Electronios ,

17615 LaGuardia l)rr./é Web:www.jbmelectronics.com
St. Louis, MO 63134 www.sbanet.com

[Model Number] Copyright © 2010 Sixnet LLC

Simply select OMA in the dropdown option and click apply. This will already be the default operation of OMA capable
devices. When a connection is refused by the tower, the unit will automatically attempt automatic provisioning at
regular intervals. You may click “Force Provisioning” to cause an immediate OMA attempt.

Your PRL will also be automatically updated to the latest version every 3 months. To initiate an immediate PRL Update,
you may click the Force PRL Update button (R-3300/SN-6600), or follow these instructions on R-3000/R-1000/A-2000
series units:

e Using a paper clip, press the multi-function button on the rear of the unit near the CONSOLE port.

e Hold for 5 seconds, until the front RSSI lights all flash.

e Once the LEDs go out, press the reset button 5 times until you see this pattern. l

o  Wait for the pattern to flash the “binary 5” pattern in confirmation.

e The PRL Update will take place over the air providing you have an adequate connection established.

TN

Slxne'[‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
a redl'Bn‘husiness 331 Ushers Road, Ballston Lake, NY 12019 T+1518877 5173 F +1 518 877 8346




IndustrialPro Series Router
User Manual

2.2 Verify Cellular Connectivity

Browse to the Status screen that appears:

Status Admin Networking Services Advanced

[device_family] Administration Utility

Installed Firmware Version

[Eirmware rewvision]

Device Serial Number

[serial number]

System Uptime
0D OH 54M 4085

Physical Interface Status
Ethernet Interface Connection State IP Address Link Status
usb Up 192.168.111.1 Down
ethO Up 192.168.0.1 Up

Cellular Interface Activation Connection IP Address Signal Strength
pppo0 Reg Home Enabled 166.130.37.97 HSPA 91
Cellular Uptime: 0D OH 52M 515

Sdect auto update interva: Rl v 2]

Toll Free: +800.489.7781
Sixnet Wireless ’ Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

As shown, the router is receiving good signal from the cellular network, it is connected, and has been issued an IP
address.

At this point, if you previously verified that your air card worked properly in your PC/laptop (R3100), or verified that the
SIM is activated (R3300/SN6800), and have been accessing the GAU to configure your Sixnet gateway via its browser,
you should be able to access the Internet.

e Open a browser on the PC/Laptop, and attempt to browse the Internet.

TN

Slxne'[‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
a redl'Bn‘husiness 331 Ushers Road, Ballston Lake, NY 12019 T+1518877 5173 F +1 518 877 8346




IndustrialPro Series Router
User Manual

NOTE: Depending on the provisioning of your card, particularly in corporate applications in which the Sixnet router is
providing cellular backup connectivity to wired circuits, your card may be restricted from Internet access. If this is the
case, you may want to instead test to insure that you are able to access your corporate network. If you have any
question as to your configuration, please check with your network administrator.

If you were able to successfully access the Internet, or your corporate network, then congratulations, your Sixnet router
is up and running and you have successfully completed the Quick Start. You may skip the troubleshooting section.

2.2.1 Cellular Connectivity Troubleshooting

NOTE: If you were unable to access the Internet, or your corporate network, the section that follows will help you to
determine the cause of your difficulties.

If you are reading this section, you have followed all previous instructions and your Sixnet router is not
communicating. This section will provide additional information to isolate the cause of difficulties.

2.2.2 Cellular Reception

Before we get into specifics regarding how to identify and address specific problems that can be encountered, it is
important that we spend a moment talking about cellular signal reception, and appropriate expectations.

All of the major cellular carriers expend significant sums insuring that we have excellent signal coverage within their
coverage areas. However, they have no control over the environments in which we attempt to place or use our cellular
devices.

The principles behind cellular data reception are similar to cellular phone reception. Therefore, our environment has
the potential to significantly impact our ability to receive a good quality cellular signal.

You should be aware that it is possible to stand in the parking lot of a building and have perfect reception, but walk just
10 feet inside a concrete and steel building and have absolutely no reception at all.

The important thing to understand is that in many, many instances it is not the cellular network that causes reception
problems, but the environment in which we place our cellular devices.

Important Note about Cellular Antennas

For this reason, Sixnet strongly recommends the use of external antennas when implementing cellular data. It is often
the key to a successful implementation. Consult your Sixnet representative if you have questions about the appropriate
use of external antennas.

N
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2.3 Verifying IP Connectivity

First, check to make sure that your card is connecting to the cellular network and obtaining an IP address.
Navigate to the GAU screen shown below:

Status Admin Networking Services Advanced

[device_family] Administration Utility

Installed Firmware Version

[firmware rewvision]

Device Seral Number

[serial number]

System Uptime
0D OH 5M 355

Physical Interface Status
Ethernet Interface Connection State IP Address Link Status
usb Up 192.168.111.1 Down
etho Up 192.168.0.1 Up

Cellular Interface Activation Connection IP Address Signal Strength
N/A Searching Enabled N/A No Service 110
Cellular Uptime: Connecting

Sdect auto update interva: JlEEl]l=l] v 7]

Toll Free: +800.439.7731
Sxnet Wireless ’ Fax: +214.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sixmet Inc.

If your screen looks similar to the one shown above, you are having signal reception difficulties. As you will notice, the
card is neither connected to the cellular network, nor has it been able to obtain an IP address from the network.

You can further verify this condition by examining the LED signal meter:

(R3000/M1000/A2000 units) Observe the signal meter in the middle of the front panel of the device as shown in the
picture below:
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LED Signal Meter

If the top and bottom LEDs are flashing, the device is not receiving sufficient signal from the cellular towers in order to
be able to connect to the network. Typically, 2-3 LEDs of reception are a minimum requirement for a sustainable
connection. If it is displaying bars of signal that flash every 2 seconds, then signal is available to the tower, but a cellular

connection has not been established.

(SN6000 units) Observe the Signal LED as shown:

GND P&;{R oUT IN Diversity N N Antenna
:_:_7.7_ ;:.__— _ \ y www.sixnet.com

I.".:" I l "/ ‘ } Ri.zzz ggnal

Reset
Power Ethernet RS232 o 0

SN-6601 cvoo Power VWaN

Diversity SN-6621 EVDO Antenna@ S|gnal

/\ i CX ©
= \ : RS232 Signal
: SO

e o

www.sixnet.com A AN

N
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OFF No signal available or signal strength is below -100 dBm
ON Excellent signal strength = greater than -69 dBm

Fast: Every 300ms =-79 to -70 dBm

FLASH Medium: Every 600ms = -89 to -80 dBm

Slow: Every 1200ms = -99 to -90 dBm

2.3.1 Minimal Reception

On occasion, you can find yourself in a situation where you have just enough signal to be able to communicate with the
cellular tower and obtain an IP address, but not enough reception to be able to sustain a viable connection.

If your cellular card is using dynamically assigned IP addresses, you can determine if you are in a situation like this by
watching the “Cellular Interface” field in the screen below:

Status

Networking Services

Installed Firmware Version

[Firmware Version Number]

Device Serial Number

[Gerial MNumber]

Physical Interface Status

Ethernet Interface Connection State IP Address

eth0
eth1

LUp
Up

Cellular Interface  Activation Connection

PPPO

farmerly jbrm

4645 LaGu

1 En d
T auto update interal | EEl = -

St. Louis, MO 63134

[Model Number]
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If you refresh this screen every few minutes and notice that the “IP Address” is changing frequently, it is possible that
your router is connecting to the network and obtaining and IP address, and then the connection to the cellular network
is being dropped. When the connection is re-established the device is then issued a different IP address.

2.3.2 Authentication Issues

If you are using a GPRS/EDGE/HSDPA card, and have at least three LEDs of signal on the front panel signal meter, your
radio connection to the network may be just fine. The problem may lie in logging onto the cellular network.

Return to the screen shown below:

Status Networking Services Advanced

Cellular Connection

Currently Instalted Modem: No modem detected

Enable interface ? m 2|
Selact Celtular Carrier: 2]
Enter User Name 7]
Enter Password m 2]
Confirm Password m ki

Select APN Context 2|

2
Selac) Cellufar Modem Model. [T ROl Py - (7]

Enable Modem Auto-Detection? 2]

View/Change Advanced Options?

Sixnet Wireless . Toll Free: +800.489.7781
focmerly ibm Electroni . Fax: +314.426.0007

aG ar dia Drive Webtwww.jbimelectronics.com
St. Louis, MO 63134 wWww.sixnet.com

[Model Number) Copyright © 2010 Sixnet LLC

Re-verify your userid, password, and APN information. Be sure to pay close attention: all three of these items can be
case-sensitive and must be entered exactly in order to properly log into the cellular network.

Don’t forget to click “Apply” if you make any changes.
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2.3.3 Sixnet Technical Support

If you have followed all of the instructions up to this point, have satisfied yourself that you are not having an
authentication problem, are convinced that you have sufficient reception, and your router is still not communicating,
then please call Sixnet Technical Support at 1-877-432-9908. Live support is available from 8:00 a.m. - 4:30 p.m. CST. If
you call after hours, please provide the agent will your contact information and a detailed description of your problem
and we will respond to you the following day (or Monday if you phone after 4:30 pm. Friday). We will be happy to assist
you in getting your router operational.

When submitting a support question, it is most helpful to have a GatherStats from the unit in question. Please obtain
one from the Admin = GatherStats screen. Choose the Download Option, and save the resulting file to your PC. You
may attach it to an email to support@sixnet.com describing your issue.
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3 Gateway Administration Utility
3.1 Gateway Administration Utility (GAU) Introduction

3.1.1 Organization
The Sixnet Gateway Administration Utility (GAU) is comprised of five major sections:

Status
Admin
Networking
Services
Advanced

By clicking the tabs along the top of the interface each of the major sections may be accessed, as shown below:

Status i Networking Services Advanced

Device Serial Number

[= izl Number]

Physical Interface Status

Ethernet Interface Connection State IP Address Link Status

eth0 Up | Up
eth1 Up 63.1 1 Up

Cellular Interface  Activation Connection IP Address Signal Strength
pppO C Enabled 7 168 12 A

Vel Disahled -

Sixnet Wireless -~ Toll F:‘:e: _

Web:www.jbme|
Www.sixnet.com

[Model Number] Copyright @ 2010 Sixnet LLC
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3.1.2 Status
The Status Tab is where you will find information on the actual system.

The Status Tab is organized into twelve (12) sections:

Arp Cache: Shows connected network systems
Feature Codes: Gives a list of the features running on this system
Firewall Rules: Displays IPTABLES readout of system
Interface Information: System Interface information
o Summary: Brief summary of the interface status
o Details: Detailed information on the interfaces
o Multicast: Displays the interface multicast information
e Routing Information: Routing information
o Policy Routing Table: Displays policies used for routing
o Standard Routing Table: Displays routing table information
e Socket Statuses: Active Internet Connections
o TCP Only: Internet connections with established connections
o All: Internet connections to include TCP, UDP, and Unix connections
System Processes: Displays list of all running processes
System Services: Displays list of services and current status: on or off
System Information: Displays information on Filesystem utilization and Memory Usage
Syslog: Displays current syslog information with options to change and search the syslog information
Update History: Displays list of updates to the system
Diagnostic Tools: Connectivity testing tools
o Ping: Allows you to “ping” an external domain or IP Address
o Socket Test: Allows you to “telnet” to desire destination IP and Port address and display the result of
socket connection.
o Speed Test: Allows you to “test” the bandwidth and latency of an activated unit’s cellular connection.
o Ping: Allows you to “ping” an external domain or IP Address

™~
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3.1.3 Admin

The Admin Tab is where you can configure how the Sixnet router is accessed, update the firmware, reset the system to
default, set the system time, and reboot the Sixnet router remotely.

The Admin Tab is organized into ten (10) sections:

e Access Settings: Changes access from HTTP to HTTPS and changes the password used to login
e C(Certificate Manager: Manage the SSL certificates used by the system
e Factory Defaults: Restore system to factory defaults

WARNING: This action will delete all custom configurations placed on the system. Extreme care should be
exercised to prevent inadvertent use of this process.

Firmware Update: Used to upgrade the Sixnet firmware of the system

Gather Configs: Used to obtain the configuration files to export

Gather Stats: Used to obtain a “snapshot” of the running processes of the system

Manage System Configuration: Used to Export or Import the GAU Master Configuration File
Package Installation: Used to install system patches and updates

Reboot: Used to reboot the system remotely

NOTE: This action will disconnect your login session while the system restarts. You will need to login to the Sixnet
router after 3 — 5 minutes to allow for reboot.

e System Time: Used to change the Time Zone, date, and configure use of a NTP client.

™~
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3.1.4 Networking

The Networking Tab is where you can configure anything associated with networking the Sixnet router to the Internet
and local interfaces.

The Networking Tab is organized into nine (9) sections:

e Cellular Connection:
o Configuration: Used to configure the air card / SIM on the unit
o Provisioning: Used to setup the service type on some, not all, air cards
e DNS Settings: Used to configure DNS request to an external server
e Ethernet Interfaces:
o ethO: Used to configure IP Address/Network for Ethernet 0 interface
o ethl: Used to configure IP Address/Network for Ethernet 1 interface
o ush: Used to configure IP Address/Network for Usb interface, If available on the unit
e Firewall: organized into eight (8) sub-sections:
o General Settings: Used to configure common access services to the Sixnet router and configure how
the interfaces are interpreted

o DMZ Host Rules: Used to configure rules to route through a DMZ

o Filter Rules: Used to strictly define routes between interfaces

o Host Redirect Rules: Used to redirect specific ports to alternate ports through the Sixnet router

o Masquerade Rules: Used to define networks to be considered as internal entities

o NAT Rules: Used to define rules for Network Address Translation between interfaces on the Sixnet
router

o Service Access Rules: Used to define specific port/port range allowed into the Sixnet router through
the firewall

o Subnet Blacklist Rules: Used to define specific networks that are strictly denied access to the Sixnet
router

o Subnet Whitelist Rules: Used to define specific networks that are allowed access to the Sixnet router
e PPP Dial Backup: Used to configure the capability of dialing out to an ISP for connectivity on units containing
the 56K modem

e PPP over Ethernet: Used to configure to use the connection of a ADSL setup
e Static Routes: Used to configure static routes for the Sixnet router
e TCP Keep Alives: Used to configure the timeout for Keep Alives
e Tunnel (VPN) Settings:
o GRE Tunnels: Used to configure a Generic Routing Encapsulation Tunnel with a head-end server
o IPto IP Tunnels: Used to configure IP to IP Tunnels
o IPSEC:
= Configuration: Used to configure the Phase | and Phase Il of an IPSEC Tunnel
= Status: Used to display the current status of an established IPSEC Tunnel
SN
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3.1.5 Services

The Services Tab is where you can configure the various service offerings of the Sixnet router. These services include
DHCP Server, Dynamic DNS, SSH, SSL, and TELNET.

The Services Tab is organized into seven (11) sections:

3.1.6

DHCP Server: Used to configure one of the internal Ethernet interfaces to be a DHCP server and hand out IP
Addresses to systems connected to the Sixnet router
Dynamic DNS: Used to configure a dynamic DNS if a DDNS service, such as dyndns.org, is utilized
SixView Manager: Used to configure how the Sixnet router communicates with a Gateway Management Utility
server
SSH Server: Used to enable/disable SSH access to the Sixnet router
SSL Connections:
o SSL Client: Used to configure the Sixnet router to act as an SSL client
o SSL Server: Used to configure the Sixnet router to act as an SSL server
System Logging: Used to configure remote system logging to a remote system
TELNET Server: Used to enable/disable TELNET server
Ping Alive: Used as a diagnostic tool for verifying connectivity between two hosts on a network
SNMP Agent: Used to allow users to query the unit for information via SNMP
ModBus: Used to allow acting as an |I/O concentrator for MODBUS devices, if the IndustrialPro has been
upgraded to RAM

Advanced

The Advanced Tab is where you can configure the advanced features of the Sixnet router, which includes IP Fallback, IP
Transparency, Out-of-Band Management, VRRP, Expert Mode and GWLNX (Protocol Conversion). You have the
capability of accessing some of the system files within the Expert Mode section.

The Advanced Tab is organized into seven (6) sections:

IP Fallback: Used to configure the Sixnet router for failover between interfaces, for example, Primary route on
DSL/Cable, and secondary on Cellular

IP Transparency: Used to configure the IP Transparency the will pass the IP Address of the air card to the device
connected to the Sixnet router on one of the Ethernet interfaces

Out-of-Band Mgt: Used to configure the capability of remotely administrating a third-party device connected via
a serial cable on the Sixnet router

VRRP: Used to configure the Sixnet router to share an IP Address and act as a failover for a third-party router
using Virtual Routing Redundancy Protocol

S’xne'l‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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e Expert Mode: Used to alter specific system files on the Sixnet router

WARNING: Do not use this method of configuration unless directed to do so by a support engineer from Sixnet. If you
do not fully understand how to make the changes and what effect those changes will have on the Sixnet router, please
contact a Sixnet technician.

e Gwlnx: Used to configure the Protocol Conversion capability of the Sixnet router. Protocol Conversion is a
process used to convert legacy protocols to communicate over TCP/IP.

TN\
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3.2 Status Tab

The Status Tab allows you to review the state of the router functions, such as network connections, interfaces, system

processes, services running, and system information.

It also allows review of the syslog, update history, and under

diagnostic tools, permits testing the connectivity through the use of ‘ping’ and ‘traceroute’.

Status Admin Networking
Horne

[Model Numb

r] Administration U

Installed Firmware Version
Feature Codes S

[Firmware Wersion Number]

Firewall Rules

Device Serial Number

[Zerial MNumber]

Physical Interface Status

m Infarmation Connection State

]
Lp

Update History Up

IP Address

3

Connection
Enabled

LEIUED eriave

Activation
pPpPpPO '

-~
F
!

R E T ORI GEV R CIWE Disabled -

Sixnet Wireless
1=]

[Model Number]

Home: The Home option will always return the user to the “Home Screen’
summary.
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Services

IP Address

Advanced

- Version [nnnnnn]

Link Status

Lp
Lp

Signal

Strength

[l

i

Toll Free: +800.489.7781

Webh:www.jbmelectro
WWww.sixnet.co

Copyright © 2010 Sixnet LLC
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3.2.1 ARP Cache

The “ARP cache” is a table which stores mappings between Data Link Layer (OSI Layer 2) addresses and Network Layer
(OSI Layer 3) addresses. This important information shows what connections are established to the router.

Status

Home

Arp Cache

Feature Codes
Firewall Rules

Interface
Information

Routing Information
Socket Statuses
System Proc

System Services
System Information
Syslog

CSQ History

Update History

Diagnostic Tools

Networking Services Advanced

Installed Firmware Version

[firmware revision]

Device Serial Number

[serial number]

System Uptime
0D 3H 57M 36S

Physical Interface Status
Connection State IP Address Link Status
Up 192.168.111.1 Down
Up 192.168.0.1 Up

Cellular Interface Activation Connection IP Address Signal Strength

pppo

Cellular Uptime:

Searching Enabled
0D 3H 56M 1S

166.130.37.97 No Service 110

Select auto update interval: JREE]EN] - d

Sixnet Wireless
4645 LaGuardia Drive
St. Louis, MO 63134

[model_number]

Toll Free: +800.489.7781
y - Fax: +314.426.0007
Web:www.sixnet.com

Send Email to Support:

Copyright © 2012 Sixnet Inc.

e Click on the “Arp Cache” menu item and the following window will appear:

Status

Sixnet Wireless
4645 LaGuardia Drive
St. Louis, MO 63134

[model_number]
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ARP Cache

HWtype HWaddress Flags Mask
ether T8:2B:CB:D1:9F: 8D C
a Found: 1

Toll Free: +800.489.7781
y - Fax: +314.426.0007
Web:www.sixnet.com

Send Email to Support:
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3.2.2 Feature Codes

The “Feature Codes” menu item will display the basic hardware configuration of the Sixnet router.

Status Networking Services Advanced

Feature Codes

JBH Feature code reader : Verxion 20100322
Gatewvay R3100B serial 0z4495

Port
Porr
Porc
Port
Fort

£eyS0 Console DTE
tEyS1
Empry
Empty
Empty
Pore Empry
Porc Empty
Port 8: Empty
Port Empty
Porr : Empry
Port 1 Empty

~ o W e

0

Sixnet Wireless Toll Free: +800.489.7781
‘ Fax: +314.426.0007

4645 LaGuardia Drive Web:www.jbmelectronics.com
St. Louis, MO 63134 www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

TN

Slxne'[‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
a redl'Bn‘husiness 331 Ushers Road, Ballston Lake, NY 12019 T+1518877 5173 F +1 518 877 8346




IndustrialPro Series Router
User Manual

3.2.3 Firewall Rules

The “Firewall Rules” menu item displays a complete listing of the rules used within the firewall for the Sixnet router. If
you are familiar with Linux and IPTABLES, then this will of great use to you.

Status Networking Services Advanced

all Enabled: Yes

Firewall On. Yes

Chain INPUT |(policy DROP 0O packetsz, 0 bytes) 4
pkts hytes target prot opt in out destination
64 43831 ALCCEPT all lo .0.0.0/50 J
u} DROFP top pppd Laf/0
] DROP top eth+ .0/0
DROP udp eth+ .0/0
DROP top eth+ .0/0
DROP udp eth+ Laf/0
SCAN top pppd Laf/0
SCAN top ppp0 .0/0
FLAGS top ppp0 .0/0
FLAGS top pppd .0/0
FLAGS top pppd Laf/0
FLAGS top pppd Laf/0
FLAGS top ppp0 .0/0
FLAGS top ppp0 .0/0
LOG all pppd .0/0
DROFP all pppd Laf/0
LCCEFRT 2sh ppnl .as0
LCCEPT all ipsec+ .0/0

]
]

L]
o
oo oo oooo o oooooooO

# o o# o# o# # % % % % % # % o# # # H 4

T T o o e o s }

oo oo oooo o oooooooO
o T o o e Y e R Y o o o o s Y o O o o |

oo oo oooo o oooooooO
Lo e e e s e R e o v e o o A o o

Lo e e e e e o v e o o

St. Louis, MO 63134

[Madel Number] Copyright @ 2010 Sixnet LLC

You can scroll through the list of rules to review the entire IPTABLES listing. This is valuable information allows you to
track down what is being allowed and what is being denied access to and through the Sixnet router.
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3.24 Interface Information
The “Interface Information” menu item is sub sectioned into three sections; Summary, Details, and Multicast.

Status Admin Networking Services Advanced
Horre

[Model Number] Ad - Version

Installed Firmware Version

[Firmware Version Number]
Summary . .
Jevice Serial Number
Dietails

[Berial Number]
Multicast

Physical Interface Status

Connection State IP Address Link Status

Up 92 ] Lp
Up Lp

cenuanmenace  Activation Connection ess Signal Strength

PpPpPO Succeead 1o 7210 1.37 EVDO REY: A

2]

Toll Free: +800.489.7781

Fax: +314 107
Web:www.jbmelectr il
WWw.sixnet.com

[Model Number] Copyright @ 2010 Sixnet LLC
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The “Summary” item will display a brief description of the interfaces of the Sixnet router.

Advanced

Status Networking Services

Interface Information

Link detected: ves

Link detected: yes

Link encap:Ethernet HVaddr 00:60:DA:02:44:95

inet addr:192.168.0.1 Bcast:192.168.0.255 MNask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MNTU:1500 MNMetric:1

RX packets:1226 errors:0 dropped:0 overruns:0 freamwe:0

TX packet=:1241 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:180057 (175.8 Kb) TX bytes:961630 (939.0 Kb)

Base address:0x8000

Link encap:Ethernet HVaddr 00:60:DA:02:44:96

inet addr:192.168.1.1 Bcast:192.168.1.255 MNask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:648 errors:0 dropped:0 overruns:0 frame:0

TX packets:638 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen: 1000

RY bytes:62290 (60.8 Kb) TX bytes:356237 (347.8 Kb)

Base address:0xa000

Link encap:Local Loopback

inet addr:127.0.0.1 Ma=k:255.0.0.0

UP LOOPBACK RUNNING MNTU:16436 Metric:1

RX packets:556 errors:0 dropped:0 overruns:0 frame:0
T packets:S56 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX byte=:34362 (33.5 Kb} TX byres:3436Z (33.5 Kb)

Sixnet Wireless

b Elactrorios
4645 LaGuardia Drive
St. Louis, MO 63134

[Model Number]

Toll Free: +800.489.7781
Fax: +:
Web:www.jbme
WWW.SiXne

Copyright ©2010 Sixnet LLC

The “Details” menu item will display a more system specific description of the interfaces on the Sixnet router.

Status Networking Services

Interface Information Details

Advanced

: ethO: <BROADCAST,MULTICAST,UP,10000> mtu 1500 qdisc pfifo_fast qlen 1000

link/ether 00:60:da:02:44:95 brd IL:2f:IL:IL:LL:0T
inet 192.168.0.1/24 brd 192.168.0.255 scope global ethO

: ethl: <BROADCAST, MULTICAST,UP,10000> mtu 1500 gdisc pfifo_fast qlen 1000

link/ether 00:60:da:02:44:96 brd fL:ff:ff fL1LL:fF
inet 192.168.1.1/24 brd 192.168.1.255 scope global ethl
lo: <LOOPBACK,UP,10000> mtu 16436 gdisc nogqueue
link/ loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 brd 127.255.255.255 scope host lo

{ dwmny0: <BROADCAST,NOARP> mtu 1500 gdisc noop
link/ether 96:9a:f£c:97:£3:c2 brd ff:ff:ff:ff:21: L1

: tunlO: <NOARP> mtu 1480 qdisc noop
link/ipip 0.0.0.0 brd 0.0.0.0

Settings for ethO:

Supported ports: [ TP AUI BNC NII FIBRE )

Supported link modes: 10baseT/Half 1ObaseT/Full
100baseT/Half 100baseT/Full

Supports auto-negotiation: Yes

Advertised link modes: 10baseT/Half 10ObaseT/Full
100baseT/Half 100baseT/Full

Advertized auto-negotiation: Yes

Speed: 100Mb/s

Duplex: Full

Porv: MII

PHYAD: 4

Transceiver: external

Auto-negotiation: on

Supports Vake-on: ¢

Uake-on: d

Current message level: Ox0000003f (63)

Link detected: yes

Settings for ethl:
Supported ports: [ TP AUI BNC NII FIBRE )

Sixnet Wireless
formerly jbm Blectronios
4645 LaGuardia Drive
St. Louis, MO 63134

[Model Number]
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The “Multicast” menu item displays the current multicast settings for the interfaces.

Status Admin Networking Services Advanced

Home
[Model Number] Ad Version [nnnnnn

Feature C Installed Firmware Version

eature Lo

Eiiill Bl [Firmware W zion Number]
(=115 tJIBS

Sumrmary
- Jevice Serial Number
Details
[Zerial Number]
Multicast

Physical Interface Status
m Infarmation Connection State IP Address Link Status

Lp : i Up

Update History Up ‘ 531 - Up

venwar menace  Activation  Connection Signal Strength

ppp0 d Enabled EYV: A

Select auto update interval:  INJEEL]ET] - 2]

Sixnet Wireless o~ Toll Free: +800.489.7781
(=] ¢ jbrn Eles oS # Fax: +31 6.0007
: a Drive Web:www.jbmelect

St. Louis, MO 63134

[Model Number] Copyright @ 2010 Sixnet LLC
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e Click on the “Multicast” menu item and the following window will appear:

Status Networking Services Advanced

Multicast Interface Information

01:00:5e:00:00:01
224.0.0.1

01:00:5e2:00:00:01
224.0.0.1

224.0.0.1

Toll Free: +800.489.7781

Fax: +314.426.0007

Web:www jbmelectronics.com

St. Lowsis, MO 63134 www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC
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3.2.5 Routing Information

The “Routing Information” is sub-sectioned into Policy Routing Table, and Standard Routing Table sections.

Status Networking

Hame
_ er] A
Arp Cache

Installed Firmware Version

[Firmware Version Nurkber]

Device Serial Number
cy Routing Table
[Serial Number]
ard Routing Table

Physical Interface Status

Connection State

Up

Update History Up

venwiar mnenace  Activation  Connection IP Address

pppPO = 1 Enabled 72 1.31
Select auto update interval:
-~

[Model Number]
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Services

IP Address

Advanced

Version[nnnnnn]

Link Status

Lp
Il p

Signal Strength
EVDOREY: A

2]

Toll Free: +800.489.7781
Fax: 007
Web:www.jbmele
WWW..
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The “Policy Routing Table” menu item displays information on the policy rules, the route tables for each individual

interface, and the general routes for the Sixnet router.

Status Admin Networking

Home

[Model Number] Administration U

Installed Firmware Version
Feature Codes

Bzl Elfles [Firmware Version Nunber]
By UIes

Device Serial Number
Palicy Rauting Table
[Gerial MNunber]
ard Routing Tahle

Physical Interface Status

Connection State

Up
Up

venurar menace  Activation  Connection IP Address
ppp0 & aded  Enabled 72101 31

Select auto update interval:  QElaf=ls] -

St. Louis, MO 63134

[Model Number]
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Services

IP Address

Advanced

-Version [nnnnnn]

Link Status

L
L

Signal Strength

Hu

2]
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e Click on the “Policy Routing Table” menu item and the following window will appear:

Status Networking Services Advanced

Policy Routing Table

Ttule show

from all lookup local

from all lookup main

from 127.0.0.1 lookup lo
from 168.0.1 lookup ethD
from .163,.1.1 lookup ethi
from lookup main

from A lookup defaulc

route =how table lo
.0.0/8 dev lo =scope link src 127,0.0.1

* ip route show table ethd
192.168.0.0/24 dev eth0 scope link src 192

** ip route show tahle echl
192.168.1.0/24 dev ethl scope link src 192

f* ip rouce show

192.168,1.0/24 dev ethl proto kernel ascope link
192.168.0.0/24 dev ethD proto kernel =cope link
127.0.0.0/8 dey lo =cope link sre 127.0.0.1

3 3 S Toll Free: +800.48
Sixnet er'elgss V o . O Fax +314.426.0007

forn bm Elactre

46451 d()lhu dia Drive Web:www.jbmelectronics.com
St. Louis, MO 63134 www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC
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The “Standard Routing Table” will display the current routes for the Sixnet router and the static routes that have been
configured for the router.

Status Admin Networking Services Advanced

[Model Number] Administration Utility - Version [nnnnnn]
Eonture Installed Firmware Version

. [Firmware Version Number]
Firewall Rules

Device Serial Number

[Zerial Numbker]

Physical Interface Status

stern Informatian Connection State IP Address Link Status

; p i 0.1 Up
Update History Up 19 58 1 1 Up
Strength
EV: A

venwarimenace  Activation  Connection IP Address Signal
ppp0 d Enabled i a1 EVDi

EEM G LECAMEIEIR Disabled - 2]
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e Click on the “Standard Routing Table” menu item and the following window will appear:

Status Networking Services Advanced

Metric

= =]

etho
1o
ppp0

Statically Defined Routes
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3.2.6 Socket Statuses

Sockets are end-points to communication over the Internet. Much like PBX phone systems, where the IP address is the

phone number and the port is the extension. Every paired (connected) socket has a source IP/port and a destination
IP/port.

The “Socket Statuses” are sub-sectioned into TCP Only, Conn Track and All.

Status Admin Networking Services Advanced
Home - - - - -

o trial Pro [model_number] Administration Utility
Arp Cache

Installed Firmware Version

[firmware rewvision]

Device Serdal Number
[unit =serial]
TCP Only
Conn Track sical Interface Status

Al :ction State IP Address Link Status
System Information =1 192.168.111.1 Down
SR 192.168.0.1 Up

Syslog

CSQ Histary

Update History ice Activation Connection IP Address Signal Strength
Not Reg Enabled N/A No Service 110
Connecting

Sdect auto update interva: [DEEN e i
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The “TCP Only” menu item will display the sockets that are connection-oriented (also known as “stream sockets.”)

Click on the “TCP Only” menu item and the following window will appear:

Status Networking Services Advanced

Socket Statuses (TCP Only)

Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State
0 0.0.0.0:7785 LISTEN
0 0,0.0.0:10000 . LISTEN
0 0.0.0.0:853 .0.0: LISTEN
0 0.0.0.0:23 .0.0: LISTEN
0 192.168.0.1:10000 : ESTABLISHED 1530/boa
0 192.168.0.1:10000 o B TINE_WAIT -

Sixnet Wireless ——— Toll Free: +800.489.7781
formedy Jom ¢ Ios Fax: +314.426.0007
4645 LaGuardia Drix Webowww.jbmelectronics.com
St. Louis, MO 63134 www.sixnet.com
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Conn Track is a connection tracker that displays more thorough information about the current socket connections.
Connection tracking allows the kernel to keep track of all logical network connections or sessions, and thereby relate all
of the packets which may make up that connection. NAT relies on this information to translate all related packets in the
same way, and iptables can use this information to act as a stateful firewall.

Click on the “Conn Track ” menu item and the following window will appear:

Networking i Advanced

Socket St

6 431998 ESTABLISHED src=1%2.168.0.2 dst=192.168.0.1 sport=57135 dport
17 157 =re=127.0.0.1 d=st=127.0.0.1 sport=2048 dport=53 packets=20 byte
6 118 TIME WAIT =src=192.168.0.2 dst=192.168.0.1 =2port=57134 dport=1000

Toll Free: +800.489.7781
Sbnet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
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The “All” menu item will display the sockets that are considered connection-oriented and connectionless (also known as

“datagram sockets”).

Click on the “All” menu item and the following window will appear:

Status

Networking

Socket Statuses

Active Internet connections (servers and established)

Proto Recv-Q Send-Q

Local Address
0.0.0.0:7785
0.0.0.0:10000
0.0.0.0:53
0.0.0.0:23
192.168,0.1:10000
192.168,0.1:10000
192.168.0.1:10000
192.168.0.1:10000
192.168.0.1:10000
152.168,.0.1:10000
192.168.0.1:10000
192.163.0.1:10000
192.168,.0.1:10000

Foreign iddress
0.0.0.0:*

.0.0.
.0.0.
.0.0.

z

L]

192.168.0.2:44940
192.168.0.2:4437
192.166.0.2:4432
192.168.0.2:4433
192.168.0.2:4435
192.168.0.2:4434
192.168.0.2:4439
192.168.0.2:4436
152.168.0.2:4431

Services

Advanced

Scate
LISTEN
LISTEN
LISTEN
LISTEN
ESTABLISHED
TINE_WAIT
TINE_WAIT
TINE_WAIT
TINE_WAIT
TINE_WRIT
TINE_WAIT
TIME_WAIT

TINE_WAIT
0.0.0.0:32768 0.0.0.0:*
0.0.0.0:53 0.0.0.0:*
Active UNIX domain socketa (servers and established)
RefCnt Flags Type State I-Node PID/Program name
12 () DGRAM 111 851/sy=logd
DGRAM 19291 10434/gau
DGRANM 1060 1581/gpsc
DGRAM 1058 15S80/wm_watch
DGRAM 972 1571/ jbmecontrol
DGRAM 960 1555/)bminit
DGRAM 949 1550/crond
DGRAM 939 1542/dn=masq
DGRAM 911 1530/boa
DGRAN 891 1522/x1inectd
DGRAM 120 856/klogd

O00000CO0O0OCOO0O0O0OOO
Oo0coO0OOO0COO0OOOOODODOOO

Path
/dev/log

™~

NNV NN DN

Toll Free: +800.489.7781
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3.2.7 System Processes
The “System Processes” menu item will display the current running processes on the Sixnet router:

Status Admin Networking Services Advanced
Harne
L [Model Number] Ad tration Utility - Version [nnnnnn]
o Installed Firmware Version
Feature Cr

Firemeall Rul [Firmware on Nurber]
ewall Rules

Device Serial Number

[Serial Number]

Physical Interface Status
Connection State IP Address Link Status

Up | 0.1 Up

Update I'—J[:' 19 5211 l'—"[:'

venuwar menace  Activation Connection IP Address Signal Strength
pppRO S d Enabled [ 1 EY

Hu

Selectauto updatetintersals [Rli=la) - i

Sixnet Wireless -~ Toll F;ee: +::n_|l_l.4tm.??l;-:;
i ; an 1]
Web:www.jbmele 1
WWW.SIX 0

[Model Number]
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e Click on the “System Processes” menu item and the following window will appear:

Status Networking Services Advanced

System Processes

PID %CPU %
2 0.0
3
4
S
51
s8
59

M'0Dlll(hsld(D-JW-DO-Q(J\OOOO’OOOOOOOOOOOOOOOO:
<
w
o~

3

STAT START TINE CONMAND

5< 11:03 0:00 [kthreadd)

8< 11:03 0:00 \_ [ksoftirqd/0)
S< 11:03 0:03 [events=/0]

S< 11:03 0:00 [khelper]

5< 11:03 0:00 [kblockd/0]
$< 11:03 0:00 (ata/0)

S< 11:03 0:00 [ata_aux]

S 11:03 0:00 [pdrflush]

5 11:03 0:00

[pdfiush]
S< 11:03 0:00 (ksvapd0]
8< 11:03 0:00

[aio/0)
S< 11:03 0:00 [mrdblockd]
5< 11:03 0:00

[mpc83xx_spi1.0])
5< 11:03 0:00

[lamencd)
$< 11:03 0:00 [£peiod/0]
SN 11:03 0:00 [311s2_gcd_mud3)
SN 11:03 0:00 [3ffs2_god_mtdl]
SN 11:03 0:00 [3ffs2_gcd_mtd2)
8< 11:03 0:00 [ksuspend usbd)
S< 11:03 0:00 \_ [khubd)
Sa 11:03 0:06 inic
Ss 11:03 0:01 /sbin/gpio_button
Ss 11:03 0:29 /bin/lightbar
Ss 11:03 0:00 sy=logd -S -m 0 -2 256
S3 11:03 0:00 klogd -c 1
Ss 11:03 0:00 xinetd -stayalive -reus
s 11:03 0:00 /bin/boa -£ [fetec/jbm/ b
3 20:28 0:00 \_ Jgau
R 20:28 0:00 \_ ps -auxvt J
S5 11:03 0:00 /shin/dnsmasg ~C /etc/d
11:03 0:00 /bin/crond
11:03 0:05 /bin/jbminic
11:03  0:00 \_ /bin/wm watch
11:03 0:00 \_ /sbin/gpsc

J

.
|

- A A A A i

0O0O0O000D0O0O000000O00O0COO00DOOO
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3.2.8 System Services
The “System Services” menu item will display the status of the services available on the Sixnet router.

Status Networking Services Advanced
Horre
er] A
Arp Cache
Installed Firmware Version
Featura C

[Firmware Version Number]

Fi | Rules

Device Serial Number

[Serial Numwlber]

Physical Interface Status
em Inforrmation Connection State IP Address Link Status

L jul i . L p

Update History Up Up

venwar muenace  Activation  Connection Signal Strength
pppo : g ( 7 . WD oA

ki
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The columns represent the ‘runlevel’ of the service; your main concern is the column 3: shown in the table. Any service
with “on” in column 3 will automatically restart if the unit is restarted in any way, for example by a reboot or an
interruption in power.

e Click on the “System Services” menu item and the following window will appear:

Status Networking Services Advanced

System Services

tof?t
torff
ioff
10ff
iorf
HL5 4
:off
i0ff
toryt
iofft
:off
10ff
iory
:oft
toff
tofse
HL &
10ff
10ff
toref
HLs5 & o

w

boa

adal

bgpd

pimd

ripd

ashd

wizfi

throughput test

ipfalliback

clock

dhopd

crond

ipsec

osprid

snopd

vrrpd

zebra

dusmasg

iptables

ping alive

firegace

ez-ipupdate ioff

hotplug 10ff

Jbwmwall toff

dhcrelay O:offt

iptrans D:off

jbmeconfig b4

necyork HLb &

ayslogy Hs) & o

smeroute t0ff

xinevd tofs

openvpn ioft

Jbwcontigs D:off

xinetd based services:
telnec: on
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3.2.9 System Information

The “System Information” menu item will display the current usage of the file system in both the directory size and the
memory utilization.

Admin Networking Services Advanced

[Model Number] Adm n[nnnnnn]

Installed Firmware Version
Feature Co e

[Firmware Version Nunber]

F

Device Serial Number

[Gerial Number]

Physical Interface Status

Connection State IP Address Link Status

Up 1 0. Up

Update History Up 1 Up

cvenuanimenace  Activation  Connection IP Address Signal Strength
ppp0 LiC d Tyl i 31 EV A

ct auto update intervals [ulis=lsl | - i
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e Click on the “System Information” menu item and the following window will appear:

Filesystem
/dev/root
/dev/mtdblockl
/aey/mtdblock2
LpISVAar
toptatmp

cotal
Mem: 126232
-/+ buffers/cache:
Swvap: 0

Sixnet Wireless

s

cmarly jbm Electrori

4645 LaGuardia Drive

Networking

System Information

Filesystem Status

1K-block= Used Avallable
24576 19580 4996
10396 288 3708

3072 243% 636

2045 120 1928
40960 12 40848

Memory Usage

free
102824
116928
(]

Services

Advanced

Mounted on
/

/storage
/boot
/vaxr
/ twp

buffers cached
Q 14104

Toll Free: +800.489.7781

Fax: +314.426.0007
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3.2.10 Syslog

The “Syslog” menu item will display the current entries into the syslog of the Sixnet router.

Status

Harme

Feature Codes

Fir | Rules

Update History

I ITLeriace

L‘ﬂﬁllﬂr(
St. Louis, MO 63134

[Model Number]

TN

Sixnet
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-t auto update inter

Networking

ber] Ad

Installed Firmware Version

[Firmware Version Nuwber]

Device Serial Number
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Physical Interface Status

Connection State IP Address

Up 168.0.1
Up 68.1.1

Connection
d En

Disabled -]
V

IP Address
ol
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Services
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Link Status

Lp
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e Click on the “Syslog” menu item and the following window will appear:

This screen is configurable to allow searches using a string filter. Enter a filter string in the space provided, only lines
containing the filter value(s) will be displayed via a 'grep' style filter mechanism.

Note: the filter value is case sensitive.

Status Networking Services Advanced

System Log

Using rfilter: 'kKernel' A

13 20:54:31 kernel: loop: module loaded ‘J
13 20:54:31 kernel: Intel(R) PRO/1000 Network Driver - version 7.3.20-k2-NAPI
13 20:54:31 kernel: Copyright (¢) 1999-2006 Intel Corporation.
13 20:54:31 kernel: Gianfar MII Bus: probed
13 20:54:31 kernel: fal-gianfar fsl-gianfar.0: enabling Lossless Flow Control
13 20:54:31 kernel: ethD: Gianfar Ethernet Controller Version 1.3-skbr, 00:60:
13 20:54:31 kernel: GFAR: 3KB Handler inicialized at CPUNO [max=32)
20:54:31 kernel: ethO: NTU = 1500 (frame s1ze=1526, truesize=1816)
20:54:31 kernel: ethD: Running with NAPI enabled
20:54:31 kernel: echD: 64/64 RX/TX BD ring size
20:54:31 kernel: fal-gianfar fsl-gianfar.l: enabling Lossless Flow Control
20:54:31 kernel: ethl: Gianfar Ethernet Controller Version 1.3-skbr, 00:60:
20:54:31 kernel: GFAR: SKB Handler inicialized at CPUHO (max=32)
20:54:31 kernel: ethl: NTU = 1500 (frame size~1526, truesize=1816)
20:54:31 kernel: ethi: Running with NAPI enabled
20:54:31 kernel: ethl: 64/64 RX/TX BD ring size
20:54:31 kernel: e100: Intel (R} PRO/100 Network Driver, 3.5.23-k4-NAPI
20:54:31 kernel: e100: Copyright (¢) 1999-2006 Intel Corporation

v

M Always scroll display to end

Erter (oplional) filter string ?)
Select # of lines to display m 2|
Enable Auto update? m 7]
AL PRI Every 15 seconds » 2

| Refresh |

Sixnet Wireless /— Toll Free: +800.489.7781
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3.2.11 CSQ History

CSQ stands for Cellular Signal Quality. The “CSQ History” menu item will display a listing of recent cellular signal quality.
It will include Module model number, IMEI, MDN as well as the date / time, CSQ, ECIO and Channel information.

Click on CSQ History and the following screen will appear:

Adm in Networking Services Advanced

CSQ History

# MC8790, 352974022215602, 15184664534

09/24 00:00:54: +C5Q: 93, ECIO: 14.0, CHAN: Unknown
0927 15:54:51: +C5Q: 93, ECIO: 10.0, CHAN: 4436
09727 15:59:52: +CSQ: 102, ECICO: 7.0, CHAN: 462
09/27 16:04:52: +C3Q: 102, ECIO: . 4862
09727 16:09:53: +CS5Q: 102, ECIO: . : 4p2
09/27 16:14:54: +CS5Q: 102, ECIO: . : 462

Toll Free: +800.489.7731
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3.2.12 Update History

The “Update History” menu item will display a listing of any software updates that have been loaded onto the Sixnet

router.

Status Admin Networking

Home

[Model Number] Adm

Installed Firmware Version

[Firmware Version Nurber]

Device Serial Number

[Serial Number]

Physical Interface Status

term Information Connection State

Lp

Update History Up
venuiar imenace  Activation  Connection IP Address

pppO d Enabled 72101 N

I ENIEGEER T ERE Disabled -

4_6 ! a Drive
St. Louis, MO 63134

[Model Number]
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Services
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Advanced

- Version [nnnnnn]

Link Status

Lp
I ol

Signal Strength

-Hu

2]
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3.2.13 Diagnostic Tools

The “Diagnostic Tools” menu item is sub sectioned into Ping, Socket Test, Speed Test and Traceroute. These are useful
in troubleshooting connectivity of the Sixnet router to the Internet or the network the router is connected to.

Status Admin Networking Services Advanced

Home

Installed Firmware Version

[Firmware Version Number]

Device Serial Number

[Serial Number]

Physical Interface Status
Connection State IP Address Link Status
Up 1 1 111.1 L
Lp 072 10,195 L

Update History

Ping Connection IP Address Signal Strength

pppO N able N/ 110
Socket Test

=re ] e Disahled W 2|

Traceroute
Sizxnet Wireless ’ Toll Free: +800.489.7781
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The “Ping” menu item allows you to input an address either as an IP Address or a URL for testing the destination
availability.

Status Admin Networking Services Advanced

Home
AmpCache T
= Installed Firmware ¥Yersion
Feature Codes

Firewall Rules [Fimware Yersion Yumber]

— Interface

ormation S -
iatibint Device Serial Number

tin
Information [Serial Yhaber]

Socket Statuses

System Processes Physical Interface Status

System Services Connection State IP Address Link Status
wstem Information Lp 192,168,1111  Down
. Up 192.168.8,20 Up

Update History

Diagnostic Tools Pina Connection IP Address Signal Strength
ppp0 - Enabled 166,130.12.34 UMTS 91

Socket Test
=8 Speed Test Disabled v %

Traceroute
Sixnet Wireless . Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St Louis, MO 63134 Webrwww.sixnet.com
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e Click on the “Ping” menu item and the following window will appear:

Status Admin Networking Services Advanced
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Type in the IP Address or URL you wish to ping and click on the “Ping” button to use any interface that the router
determines as having the route to the designated address. It is recommended to start with a locally accessible IP
address to confirm communication to an interface's local subnet. Then proceed to addresses on distant networks. Your
local default gateway is a good test, and this IP can be found in your routing table. A commonly available internet server
available to test against is 4.2.2.2.

Status Networking Services Advanced

Ping

SN ENEE Unspecified | -

Ping Results for www.google.com:

PING wuw.l.google.com (74.125.19.104) 56184) hytes of data.
bytes from nugO04s01-in-£104.1e100.net (74.125.19.104) : icwp_seq=1 ttl=459 time=355
bytes from nug04s0l-in-£104.1el100.net (74.125.19.104) @ icwp seq=2 ttl=49 time=359
bytes from nug04s01-in-£104.1e100.net (74.125.19.104) @ icwp_sSecq=3 ttl=45 time=400
bytes from nugd4s0l-in-£104.1e100.net (74.125.159.104) : icmp_seq=4 ttl=45 cime=400
bytes from nug04s01-in-£104.1el100.net (74.125.19.104) @ icwp_sSeq=5 Ctl=45 time=400
bytes from nug04s01-in-£104.1el100.net (74.125.19.104) : icwp_seq=6 ttl=459 time=550
bytes from nugd4s0l-in-£104.1e100.net (74.125.159.104) : icmp_seq=7 ttl=459 cime=520
bytes from nug04s01-in-£104.1el100.net (74.125.19.104) @ icwp_sSeq=58 ttl=45 time=400
bytes from nug04s01-in-£104.1el100.net (74.125.19.104) : icwp_seq=9 ttl=459 time=2410
bytes from nugd4s01l-in-£104.1e100.net (74.125.15.104) : icwp_seq=10 ttl=43 cime=42

——— www.l.google.com ping statistics ——-—
10 packets transwitted, 10 receiwved, 0% packet loss, time 2193ms
ret min/avg/max/wdev = 398.351/435.781/580.046/60.035 w3

Sixnet Wireless Toll Free: +800.489.7781
b Elec F Fax: +3 00
5 LaGuardia Driw Web:www.jbmelec
St. Louis, MO 63134 WWW.S|

[Model Number] Copyright @ 2010 Sixnet LLC

The Source Interface offers the option of using different interfaces to send the ping through. This is useful if you have a
VPN Tunnel in place. Testing the connection through the VPN Tunnel is required to verify connectivity through the
tunnel.

e Choose the interface that the VPN Tunnel has listed for the Local Subnet end-point, i.e. if the Left Subnet is
10.100.100.0/24 and eth1 has 10.100.100.1 as its IP Address, then choose Source Interface: eth1.

e Specify a host IP Address at the head-end to ping through the tunnel.

e C(Click on the “Ping” button to see the result.

The “Socket Test” menu item will allows you to “telnet” to desire destination IP and Port address to verify the socket
availability.

™~
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Status i Networking Services Advanced
Home

&rp Cache
= Installed Firmware ¥ersion
Feature Codes
Firewall Rules [Fimmmare Version Yumber]
— Interface
Information = -
il Device Serial Number
Routing

Information [Serial Fhumber]

<

Socket Statuses

System Processes Physical Interface Status

Systern Services face Connection State  IP Address Link Status
SN Up 192.165,111.1 Down

el tlnrsh Up 192.168.8.20 Up
Syslog
Update History

Diagnastic Tools Ping Connection IP Address Signal Strength

ppp0 Enabled 166.130.12.34 UMTS a1
Socket Test

¢ cpeed Test Disabled v 7]

Traceroute -
Sixnet Wireless - Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St Louis, MO 63134 Webrwww.sixnet.com

Copyright © 2010 Sixnet LLC

e C(Click on the “Socket Test” menu item and the following window will appear:

Status Admin Networking Services Advanced

TCP Socket test with Telnet

Enter Destination Port Address o test: _

Sixnet Wireless C . Toll Free: +800.4895.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

Copyright @ 2010 Sixnet LLC
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Type in the IP or URL and Port Address you wish to telnet to and click on the “Test” button to proceed with the TCP
socket handshaking to verify and display socket availability. The following screens illustrate the successful and failed
test result.

Status Admin Networking Services Advanced

prareR:socketztestyithFelme B

Enter Host/IP Address to test: RRPEIRIIRI]
Enter Destination Port Address to test: Rl

Telnet Results for 19Z.162.10.100 S001

Trying 192.168.10.100(35091)...
Connected to 19Z.168.10.100.
Escape character is '~]'.
Connection closed by foreigm host.

..Test Complete..

Sixnet Wireless d Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

Copyright @ 2010 Sixnet LLC
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Networkir : i dvanced

. TCP Socket test with Telnet

Enter Host/IP Address to test: REERISRTIRI)
Enter Destination Port Address to test: R

Telnet Results for 192.168.10.101 5001
telnet: Unable to connect to remote host: No route to host

Trying 192.168.10.101(35091)...

..Test Complete..

Sixnet Wireless = Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

Copyright @ 2010 Sixnet LLC
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The “Speed Test” menu item will allows you to test the bandwidth and latency of a unit’s cellular connection. Note:
Only for testing units with an activated cellular connection.

Status Admin Networking Services Advanced

Home

RAM SN-6821 Administration Utility

Arp Cache

i\ Installed Firmware Yersion
Feature Codes

Firewall Rules [Firmware Version Number]
Inter
Inform $ .
Device Serial Number
‘mation

[Serial Number]

Socket Statuses

System Processes

Physical Interface Status
Connection State IP Address Link Status
System Information Up 192.168.111.1 Down
Up 192.168,8.20 Up

System Services

Update History

Diagnostic Tools . E <
- 8 Fing Connection IP Address Signal Strength

ppp0 Socket Test Enabled 166,130,12.34 UMTS an

Selec opeed Test Disabled v 2

Traceroute

R e e T LS

sixnet Wireless > . Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

Copyright @ 2010 Sixnet LLC
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e Click on “Speed Test” option, the following screen will appear.

Status Admin Networking Services Advanced

___Connection Speed Test

Enter notes to be included with the test results in the bhox provided below:

Sixnet Wireless : i e, Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

Copyright © 2010 Sixnet LLC

o Click the “Start” button, which will begin the speed test. Depending on the bandwidth of the connection under
test, this can take up to 30 minutes. When finished, the speed test will generate report of the latency and
bandwidth results for this test. These results will vary widely based on cellular technology (2G vs 3G vs 4G) and
signal strength. Below is the similar speed test result.

™~
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Status Admin Networking Services Advanced

___Connection Speed Test

Enter notes to be included with the test results in the box provided below:

JEM Throughput Test Report
Serial: 6821-3048040034

Up Ping R3ST
khis ns dB
23Z2.64 g8lz.zl
234.80 zlgl.oz
z213.04 608.51
224.56 €03.78
Z66.24 6l1.92

Averages:
Dovmload Speed: 1981.88 kh/s
Upload Speed: 241.28 kh/s
Latency: 963.49 ns

Sixnet Wireless 1 Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

Copyright @ 2010 Sixnet LLC
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The “Traceroute” menu item will allows you to watch the route traverse the Internet to the specified IP Address or URL.

Status Admin Networking Services Advanced

Home

. Administration Utility

Installed Firmware Version

; [Firmware Version Number]
Firewall Rules
Interface Information

Device Serial Number

Routing Information

[Serial Number]

Socket Statuses

Physical Interface Status
Connection State IP Address Link Status
System Information Up 192.168.111.1 Down
Up 192.168.,8.20 Up

Syslog

Update History

PEgHASBRIoT ring Connection IP Address Signal Strength
pppO L ¢ Enabled 166.130.37.97 UMTS 91
Socket Test

Speed Test Disabled e Fd

Traceroute o
Sixnet Wireless ,S Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

Copyright © 2010 Sixnet LLC

e Click on the “Traceroute” menu item and the following window will appear:
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Status Networking Services Advanced

Traceroute

Enter HostAP Address to test —
EWBEREREIEE Unspecified

Sixnet Wireless — Toll Free: +800.489.7781
foemaely jben Electronic / b Fax: +314.426.0007

4645 LaGuardia Webiwww jbimelectronics.com
St, Louis, MO 6 : www.sbmet.com

[Model Number] Copyright © 2010 Sixnet LLC

Type in the IP Address or URL you wish to trace and click on the “Trace” button to use any interface that the router
determines as having the route to the designated address.

Status Networking Services Advanced

:
N Unspecified =

Trace Route results for www.google.com:

traceroute: warning: www,google.com has multiple addresses; using 74.125.95.105
traceroute to www.l.google.com (74.125.95.105), 30 hops max, 35 byte packets
64, sub-66-174-193 .myvezw.com (66.174.193.64) 53.2958 ms 71.525 ms  67.737 ms
127.5ub-66-174-193 .myvew.com (66.174.193,127) 71.907 m=s 75.505 ms 75.750 ms
217.5ub-69-83-1533 .myvew.com (69.53.133.217) S3.699 ms 99.440 ms FY9.9Z2 ms
95 .5ub-66-174-67. . myvaw.com (66.174.67.95) 7T9.935 ms 75.434 ms 59.9ZE2 ms
180.5ub-66-174-64 . myvew.cow (66.174.64,.1580) 75.5940 ms 79.425 ms  83.935
179, 5ub-66-174-64 . myveEw. cow (66.174.64.179) 74,279 ms 65.164 ms 55.922
253 .5ub-69-83-130. . myvew.com (69.83.130.253) 80.120 ms 79.355 ms 83.5906
Te?-4.ar5.CHI1.ghlx.net (64.211.60.5) 107.944 ms B87.372 ms 103.941 ms
tel-1-10G.ar4.CHIZ .ghlx.net (67.16.132.214) 87.922Z ms 87.394 ms 79.921
74.125.49.145 (74.125.49.145) 107.953 m= 91.382 ms 79.920 ms
z209.85.254.122 (209.585.254.122) 79.939 ms 209.55.254.130 (209.85.254.130) 91.3
T2.14.232.141 (7Z.14.232.141) 178.732 ms 99.367 ms  103.920 ms
Z09.85.241.35 (209.85.241.35) 103.941 m=z  107.433 ms Z09.85.241.27 (209.85.241.
Z09.85.240.45 (209.55.240.45) 119.474 mz 72.14.239.193 (72.14.239.193) 119.754
iw-in-£105.12100.net (74.125.95.105) 102.699 ms 107.417 ms 103.909 ms

St. Louis, MO 63134

[Model Number] Copyright @ 2010 Sixnet LLC

It is recommended to start with a locally accessible IP address to confirm communication to an interface's local subnet.
Then proceed to addresses on distant networks. Your local default gateway is a good test, and this IP can be found in
your routing table. A commonly available internet server available to test against is 4.2.2.2.
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The Source Interface offers the option of using different interfaces to send the trace through. This is useful should you
have a VPN Tunnel in place and testing the connection through the VPN Tunnel is required to verify connectivity through
the tunnel.

e Choose the interface that the VPN Tunnel has listed for the Local Subnet end-point, i.e. if the Left Subnet is
10.100.100.0/24 and eth1 has 10.100.100.1 as its IP Address, then choose Source Interface: eth1.

e Specify a host IP Address at the head-end to ping through the tunnel.

e C(Click on the “Trace” button to see the result.
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3.3 AdminTab

The Admin Tab is where the administration of the Sixnet router takes place. From here you can configure how the unit
is accessed, manage SSL/IPSEC certificates, restore the unit to factory defaults, update the firmware, gather the
configurations to send to support for analysis, gather a report on the functions of the router to send to support for
analysis, install system patches (packages), remotely reboot the router, and configure the system time.

Status Networking Services Advanced

Firmware Version

+ Version Nunber]

Serial Number

rial Mumber]

| Interface Status

Ethernet Interfac State IP Address Link Status

termn Time

ethO Up 32.168.0.1 Up
eth1 Lip 6811 Up

Cellular Interface  Activation Connection IP Address Signal Strength
ppp0 C ded Enabled 7 3 EY A

Select auto update interval: [REEED] - d

Sixnet Wireless -~ Toll Free: +800.489.7781

s Fax: +314.426.0007

Web:www.jbmele:

[Model Number] Copyright © 2010 Sixnet LLC
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3.3.1 Access Settings

The “Access Settings” menu item allows you to change how the unit’s GUIl interface is accessed, either by HTTP or
HTTPS. You can also change the password used to access the GUI interface.

Click on the “Access Settings” menu item and the following window will appear:

Status Networking Services Advanced

Access Settings

SelectWeb Access Method mj

User: admin (Full access)
Enter New Passwordg _

Confirm New Password

User: gauser (Controlled access

Enter New Password _
Confirm New Password —

User: tech access)
Enfer New Password —
Caontirm New Passwors. |

Sixnet Wireless " Toll Free: +800.489.7781
tormerly jbr Electror Fax: +314. 007
4645 LaGuardia Drive Web:www.jbmelectronics.com
St. Louts, MO 63134 www.sbxnet.com

[Model Number] Copyright © 2010 Sixnet LLC

To change the access method:

e C(Click on the pull down menu next to “Select Web Access Method” and select the method by which you would
like to access the Gateway Administration Utility. You do not need to enter the password in order to change the
access method. Note: The HTTP method can result in better performance and faster page load times; however,
it is less secure than the HTTPS method, which uses data encryption to provide a secure connection.

e If you are not changing the password, click on the “Apply” button for changes to take effect.

To change the password:

e Enter the new password in the “Enter New Password” field. Note: For a secure password, choose one that is at
least six characters long, which is not a common word and comprised of a mixture of upper and lower case
characters and numbers.

TN\
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e Re-enter the new password in the “Confirm New Password” field.
e C(Click on the “Apply” button for the changes to take effect.

e Enter the current password in the “Enter Current Password” field.

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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3.3.2 Certificate Manager

The “Certificate Manager” gives you the option of adding a certificate, deleting a certificate, or editing a current
certificate.

Click on the “Certificate Manager” menu item and the following window will appear:

Status Networking Services Advanced

Certificate Manager

Certificate Name | Certificate Type | Centificate File |

Sixnet Wireless >

tormerly jbm Electronics ax: +314.426.0007
4645 LaGuar dia Drive Web:www.jbmelectronics.com
St. Louis, MO 63134 www.sbaet.com
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To add a certificate:

e Click on the “Add” button and the following pop-up window will appear

Add Certificate

Enter Centificate Name _
Select Cenificate Type, m
Select Certificate File: Upload

e Enter a descriptive name to be associated with the Certificate File to be uploaded. This name will be used later
in fields where selection of a certificate is required. The descriptive name can contain only upper and/or lower
case letters, and digits.

TN\
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e Select the type of certificate that you will be uploading. Each certificate is stored in a unique repository,
depending on the service that will be using it. The certificate file name can contain only upper and/or lower

case letters, digits, '-','_' and must end with .ca, .csr, .crt, .key, or .pem.

Possible Choices include:

e IPsec Cert: This will specify a certificate to be used to authenticate a VPN connection. A server and client
certificate will be required.

e IPsec Key: An RSA key must be provided for any client certificate uploaded. If this is signed with a password,
that will need to be entered in the IPSec as well.

e IPsec CA: This specifies a Certificate Authority. Please include a CA valid for each signed certificate.

e SSL: This certificate will be available for SSL Connections as a Server Certificate, or a Client Certificate.

e SSLVPN: This certificate will be available for SSL VPN tunnels.

e Once you have entered a value into the Certificate Name field, the Browse button will be enabled and can be
clicked to select a file from your local system for upload. When a valid file name is selected, the Upload button
is enabled and can be clicked to upload the selected file to the device. The certificate file name can contain only
upper and/or lower case letters, digits, '-', '_' and must end with .ca, .csr, .crt, .key, or .pem. NOTE: SSL type

certificates must include the key and cert portions, and the key must not be password encrypted. Click on the
file and click “OK”.

e C(Click on the “OK” button, then click on the “Apply” button for changes to take effect.

3.3.3 Factory Defaults

The “Factory Defaults” menu item allows you to restore the configuration back to factory default settings.

e Click on the “Factory Default” menu item and the following window will appear:

Status Networking Services Advanced

Restore Factory Defaults

Restore

Sixnet Wireless — Toll Free: +800.489.7781
tormarly jbrn Electronics Fax: +314.426.0007

4645 LaGuardia Drive Web:www.jbmelectronics.com
St. Louis, MO 63134 wWww.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC
To restore the Sixnet router to factory default settings click on the “Restore” button.

You will see the following warning message:
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The page at http:// (I P Address>:10000 says:

This action will cause the device to revert the Master
Configuration file to
default factory settings and reboot.

Your connection will be lost.

The default network settings could render the device
incommunicable by any

means other than a direct physical connection.

Are you sure you want to proceed?

( cancel ) 0K

e C(Click on the “OK” button to acknowledge the warning

The Sixnet router is now reset back to default factory configuration settings.

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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3.34 Firmware Update

The “Firmware Update” menu item allows you to upgrade the firmware of the Sixnet router to the latest version to take
advantage of advanced features.

o Click on the “Firmware Update” menu item and the following window will appear:

Status Networking Services Advanced

Firmware Update

Preserve current configuration: M
Select Firmware image File:

Sixnet Wireless - Toll Free: +800,489.7781
form jom & cs F +314,426.0007
5 LaGu Drive Web:www.jbmelectronics.com
St. Louis, MO 63134 www.sbxnet.com
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To upgrade the firmware of the Sixnet router:

e Check the “Preserve Current Configuration” box to cause the device to save its current configuration and restore
it after the firmware image is installed.

e Select the firmware image file type from the drop down list.

Note: For SN-BT model devices, you need to select the “Boot File System” type and “Browse” to open “boot” file
image first and click on “Upload” button for uploading the boot file. Then once this step is completed, select “Root
File System” type and “Browse” to open “root” file image and click on “Upload” button for uploading the root file.

For D-series model devices such as (R3100, R3300, R1100, etc), you need to select “Bin File System” type and
“Browse” to open “bin” file image and click on “Upload” button for uploading the bin file.

e C(Click on the “Upload” button.

You will see the following warning pop-up:

—~  The page at http:// (I P Address):10000 says:
| This action will cause the device to be be completely
wiped clean and have a new
system image installed which will result in the entire

device configuration to be
reset to its factory defaults.

This includes communication interface settings.

Your connection to the device will be terminated.

If the device is installed on a remote network, the new
default settings could

render the device incommunicable.

Are you sure you want to proceed?

e ) EoD)

™~
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e Click on the “OK” button to acknowledge the warning
NOTE: This procedure could take anywhere from 6 to 10 minutes to complete.

WARNING: It is extremely important that the power to the unit is not interrupted as this could cause the unit to
become corrupt and require shipment back to the factory to correct.
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3.3.5 Gather Configs

The “Gather Configs” menu item allows you to zip up the configuration files of the Sixnet router in order to send them to
the Sixnet support personnel for review.

e Click on the “Gather Configs” menu item and the following window will appear:

Status Networking Services Advanced

Gather Stats
Inctude IPSEC (Barf output? m 2]

Include gwin log files? m 7]

Select Delivery Method 2]

Sixnet Wireless - Toll Free: +800.489.7781
; r Fax: +314.426.0007
4645 1ve Webiwww.jbmelectronics.com
St. Louis, MO 63134 www.sixnet.com
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To gather the configurations of the Sixnet router:

e Choose whether you want to include all of the Sixnet files by clicking on the pull down menu next to “Include all
Sixnet files?” and choose “No” or “Yes”. (These files are located in the /etc/Sixnet/ directory)
e Choose whether you want to include the GWLNX files by clicking on the pull down menu next to “Include gwinx
files?” and choose “No” or “Yes”. (These are the files that control Protocol Conversion)
e Choose whether you want to include the network files by clicking on the pull down menu next to “Include all
network files?” and choose “No” or “Yes”. (These files include the Ethernet interfaces, and GRE interfaces)
e Choose the method of delivery:
o If you are downloading the zipped config file to your computer system, click on the pull down menu next
to “Select Delivery Method:” and choose “Download”
o Click on the “Gather” button

You will get the following pop-up window:

The page at http:// <I P Address):10000 says:

Operation Succeeded.

If you selected the DOWNLOAD method you may click
the link when the page refreshes.

Otherwise the file has been sent via FTP.

e C(Click on the “OK” button to acknowledge the content.

™~
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Click on the link that appears under the Download field once the page is refreshed.

Status Networking Services Advanced

Gather Configs

inchude i jom files? Y| ?
Include gwin files? m 4
inciude all network files? m (7!

Select Delivery Method ?

Click Link to Download d

Sixnet Wireless Toll Free: +800.489.7781
merly jbre trori Fax: +314.426.0007

E Guardia Drive Web:www. jbmelectronics.com
St. Louis, MO 63134 www.sixnet.com
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o The download pop-up window will appear, click “OK” to save the file to your computer system

o If you are uploading the zipped config file to the Sixnet FTP site or to a site of your choosing, click on the
pull-down menu next to “Select Delivery Method:” and choose “FTP”

The display will change to reflect additional options for FTP’ing the file to either the Sixnet FTP site or to a site of your
choosing.

Status Networking Services Advanced

Gather Configs

Include all jbm fles? m 2|
Include gwin fites? m ?)
Inelude all network files? m ¥4
Select Detivery Method m 7]
Destination, 7]

Enter Project Name — 7]

Sixnet Wireless o Toll Free: +800.489.7781
foemarly jbem El : r ‘ Fax: +314.426.0007
4645 suard e Web:www jbmelectronics.com
St. Louis, MO 63134 www.sixnet.com
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o If you are utilizing the Sixnet FTP site, enter a project name (such as a company name) to designate the
file on the FTP site

o Click on the “Gather” button

o If you want to input your own FTP site, click on the pull down menu next to the “Designation:” field and
choose “User defined FTP site”

The display will change to reflect the options available for selecting your FTP site.

Networking Services Advanced

Gather Configs

Inciude all jom files? m 2]
Include gwinx files? m 7]

Include all network files? 2]

Select Delivery Method m i

SR User defined FTP site » 7]
Enter TP server Address. |G 2]

Sixnet Wireless . Toll Free; +800.489.7781
foerearly jom . r Fax: +314.426.0007

3 Web:www jbmelectronics.com
St Louis, MO 63134 www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

o Enter the IP Address or URL to the FTP site of your choosing.
o Click on the “Gather” button.

TN
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3.3.6 Gather Stats

The “Gather Stats” menu item allows you to create and zip up a report of pertinent information of the performance of
the Sixnet router. This information will include interface status, network information such as ‘netstat’, ‘arp’, and
‘routes’, IPSEC information if included, firewall information, and a copy of the syslog.

Click on the “Gather Stats” menu item and the following window will appear:

Networking Services Advanced

Gather Stats

Include IPSEC (Barfy output? m (2]

Include gwinx log files? m ?)

Select Delivery Method (7]

Sixnet Wireless - Toll Free: +800.489.7781
1 ben Blectronios ran Fax: +314.426.0007
4645 LaGuardia Drive Webiwww joinelectronics.com
St. Louis, MO 63134 www.sbmet.com

J

[Model Number ] Copyright © 2010 Sixnet LLC
To gather the stats of the Sixnet router:

e Choose whether you want to include IPSEC (Barf) output by clicking on the pull-down menu next to “Include
IPSEC (Barf) output?” and choose “No” or “Yes”. (This is the output from several IPSEC commands that reveals
the activity of the IPSEC configuration)

e Choose whether you want to include the GWLNX log files by clicking on the pull down menu next to “Include
gwinx log files?” and choose “No” or “Yes”. (This reveals activity associated with Protocol Conversion)

e Choose the method of delivery:

o If you are downloading the zipped stats file to your computer system, click on the pull down menu next
to “Select Delivery Method:” and choose “Download”
o Click on the “Gather” button

You will get the following pop-up window:

The page at http:// <I P Address):10000 says:
Operation Succeeded.

If you selected the DOWNLOAD method you may click
the link when the page refreshes.

Otherwise the file has been sent via FTP.

o

e Click on the “OK” button to acknowledge the content.
e C(Click on the link that appears under the Download field once the page is refreshed.

™~
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Status Networking Services Advanced

Gather Stats

Inchude PSEC Barh output? EEE| 2]

Inciude gwink log fles? m ?)
Select Delivery Mathod, 7]

Click Link to Dowmload d

Sixnet Wireless - Tol Free; +800.489.7781
formerly jbon Blectronics - Fax: +314.426.0007
4645 LaGuardia Drive Web:www jbmelectronics.com
St. Louis, MO 63134 www. sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

o The download pop-up window will appear.

o Click “OK” to save the file to your computer system.

o If you are uploading the zipped stats file to the Sixnet FTP site or to a site of your choosing, click on the
pull down menu next to “Select Delivery Method:” and choose “FTP”.

The display will change to reflect additional options for FTP’ing the file to either the Sixnet FTP site or to a site of your
choosing.

Status Networking Services Advanced
Gather Stats

Include IPSEC (Bam output? m
Include gwinx fog files? m’
Select Delivery Method: [IE i~
Destination
Enter Project Name —

Sixnet Wireless Toll Free; +800.489.7781
formerty jbem Electronics ~ Fax: +314.426.0007

Webiwww jbimelectronics.com
St. Louis, MO 63134 WWW.sbanet.com

[Model Number] Copyright © 2010 Sixnet LLC

o If you are utilizing the Sixnet FTP site, enter a project name (such as a company name) to designate the
file on the FTP site.

o Click on the “Gather” button.

o If you want to input your own FTP site, click on the pull down menu next to the “Designation:” field and
choose “User defined FTP site”.

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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The display will change to reflect the options available for selecting your FTP site.

Status Networking Services

Gather Stats

Inclode IPSEC (Bar output? M
Include gwinx fog files? m

Select Delivery Method
(RESEHLTE ser defined FTP site

Enter FTP Sewver Address

Sixnet Wireless

o Enter the IP Address or URL to the FTP site of your choosing.
o Click on the “Gather” button.

L] J\
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3.3.7 Manage System Configuration

The “Manage System Configuration” menu item allows you to save a copy of the current system configuration, i.e.,
Export. This is useful when a confirmed good configuration is operational. A backup can be exported for use should the
configuration become corrupt or re-configured in error.

Networking Services Advanced

-V nn]

Firmware Version

ion MNurber]

Serial Number
riml MNumber]
ation
stallation

| Interface Status

Ethernet Interfac State IP Address Link Status

erm Time

ethO Up 1921 - Up
eth1 Up 1681 Up

Cellular Interface  Activation Connection IP Address Signal Strength
pppo0 d Enabled 7 3 i

|H|

Select auto update intereal gNlEg=lal=1s - 2]

eless Toll Free: +800.489.7781
e P - Fax: +314.426.0007
Web:www.jbmelectro|
St. Louis, MO 63134

[Model Number] Copyright © 2010 Sixnet LLC /
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o Click on the “Manage System Configuration” menu item and the following window will appear:

Admin Networking Services Advanced

System Configuration Manager

Export GAU Master Configuration File

fi . il
Default Import file handling

Select GAU Master Configuration File:

e  rowse [ Upbo

Toll Free: +300.489.77381
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sixmet Inc.

To save a copy of the Sixnet router configuration:

e C(Click on the “Export” button.
o  You will get a pop-up window asking you to save to disk.

Opening config.xml txt @
You have chosen to open

config.xml.txt

which is a: Text Document
from: http:ff <IP Address>:10000

- What should Firefox do with this file?

O Openwith | Notepad (default) v

[ OK J [ Cancel ]

e C(Click on the “OK” button and save the config.xml.txt file to your computer system.

NOTE: Please note the directory where the file was saved in order to retrieve it when needed to put the file back
onto the Sixnet router.
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To Import a known good Sixnet router configuration:

e Click on the “Import” button.
e The file explorer of your computer system should appear.
File Upload 23
Look in: "@<Directory File Located> v\ Q2@
Lb [l izonfig xml.txt]
My Recent
Documents
@
Desktop
s
My Documents
My%::ter
. File name: |config,xml.lxl V‘ [ Open ]
MyNetwork  Filesoftype: | AllFiles vl [ caneal ]
e Browse to the directory where the config.xml.txt file is located.
e C(Click on the config.xml.txt file to highlight it.
e C(Click on the “Open” button to populate the Browse window.
Status Admin Networking Services Advanced
System Configuration Manager
ste iguration Flle
Import GAU Master Configuration File
Default Impont file handling
Select GAU Master Configuration File
\<Directory File Located>\config.xml.txt Browse.
Sixnet Wireless - Toll Free: +800.489.7781
forinasty b Blectrocios r Fax: +314.426.0007
464 1ardia Drive Web:www. jbmelectronics.com
St. Lowis, MO 63134 www.sixnet.com
[Model Number] Copyright © 2010 Sixnet LLC
e Click on the “Upload” button.
o The following pop-up window will appear to show the file was successfully uploaded:
. \ . . .
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The page at http://<IP Address>:10000 says:
File upload completed successfully.

o

e C(Click on the “OK” button to acknowledge the content.
e The “Import” button is now available.

Status Admin Networking Services Advanced

_System Configuration Manager

Export GAU Master Confiquration File

Import GAU Master Configuration File

Default Import file handling

Select GaU Master Configuration File:

C:\Documents and Settingsi\mohammadiMy DocumentsiDownloadshconfig.zml.txt Upload

Save impott file without applving changes [l m d

Sixnet Wireless : . Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:wysnw.sixnet.com

Copyright @ 2010 Sixnet LLC

e C(Click on the “Import” button to reload the system configuration file. Note: If you want to save the new
configuration without immediately applying it, simply check the box provided next to “Import” button.
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e The following warning pop-up window will appear:

The page at http:// <IP Address>:10000 says:

This action will cause the device to update its Master
Configuration file using the
import file previously uploaded.

After this has been completed, the pre-existing
configuration will have been

replaced by the newer settings, the old settings will no
longer be available unless

you'd previously exported and saved them.

At the completion of this action you will then have the
option of either rebooting the

device, which will apply all of the new setings to the
system, or manually applying

the new settings to each affected subsystem.

In either case, these settings may result in changes in the
configuration of one
or more network interfaces.

Depending on the nature of these changes, your
connection could be lost.

Incomplete or incorrect network settings could render
the device incommunicable.

Are you sure you want to proceed?

( cancel ) 0K

e C(Click on the “OK” button to acknowledge the content.
e A new window will open below the “Upload” and “Import” buttons:

TN

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
a redI'Bn‘husiness 331 Ushers Road, Ballston Lake, NY 12019 T+1518877 5173 F +1 518 877 8346




IndustrialPro Series Router
User Manual

Status Admin

Networking Services Advanced

Export GAU Master Configuration File

Import GAU Master Configuration File

Default Import file handling ﬂ

Select GAU Master Configuration File:

CAUsers\michaelm.SIXNETIO\Desktop\config xml bt

Configuration update is in progress.

ha process can take several minutes to completa.
Do not disconnect power during the process.

Do not exit this page.

ou vill be notified here when the process is complete, please standby . . .

Sixnet Wireless
formerly jbm Electronics
4645 LaGuardia Drive
St. Louis, MO 63134

Toll Free: +800.489.7781
Fax: +314.426.0007
Web:www_jbmelectronics.com

www.sixnet.com
SN-6621

Copyright © 2010 Sixnet LLC
Once completed, a list of changes will appear in the message window and a pop-up window will appear to request a
reboot:

The page at http://<IP Address>:10000 says:
Click OK to reboot the device now.

( Cancel ) G—OK'—)

e Click on the “OK” button.

The next pop-up window will inform you that the actions you are taking will reboot the device and will ask you
to confirm your actions.

The page at http://<IP Address>:10000 says:

This action will cause the device to reboot.

Your connection will be lost.

Incomplete or incorrect network settings could
render the device incommunicable.

Are you sure you want to proceed?

( Cancel ) 6—-@&'—)

Sixnet
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e Click on the “OK” button and the Sixnet router will reboot.
e Double check the unit when it comes back online to ensure the configs are as they should be.

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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3.3.8 Package Installation
The “Package Installation” menu item allows you to upload and install any patches that come from Sixnet.
e C(Click on the “Package Installation” menu item and the following window will appear:

Status Networking Services Advanced

Package Installation

Select Package File 7]

M View package installation history

Sixnet Wireless - Toll Free: +800.489.7781
foemarly jbem Blactronics - Fax: +314.426.0007
4645 LaGuardia Drive Web:www. jbmelectronics.com
St. Lowis, MO 63134 www.sixnet.com

Copyright © 2010 Sixnet LLC

[Model Number]

e C(Click on the “Browse” button and the File Explorer window will appear:

File Upload E\
Look in: | () <Directory Patch Location> v‘ Q2 e

g [£] <Patchname>.zip

My Recent
Documents

D e;ktop
=7

My Documents

My Computer

File name: l <Patchname>.zip v ‘ Open J

My Network  Files of type: | 41 Files v [ cancel |

e Browse to the directory that the patch is located.
Click on the filename to highlight the file. Note: Be sure to use only genuine Sixnet provided packages in the

form of filename.zip
e Click on the “Open” button to populate the Package Installation window.

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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Status Networking Services Advanced

Package Installation

Select Package File 2]

\<Directory Patch Location>\<Patch_Name>.zip Browse_

|_Cancel |l _install |

W view package installation history

Sixnet Wireless = Toll Free: +800.489.7781
foemarly jbrm Blactronics - Fax: +314.426.0007
4645 LaGuardia Drive Web:www. jbmelectronics.com
St Lowis, MO 63134 www.sixnet.com

[Model Number Copyright © 2010 Sixnet LLC
e Click on the “Install” button to upload and install the patch.
o The following warning pop-up window will appear:

The page at http:// <IP Address>:10000 says:

This action will cause the device to install an update
package.

The package contents may result in changes in the
configuration of one

or more network interfaces and trigger a reboot of the
device.

Depending on the nature of these changes, your
connection could be lost.

Incomplete or incorrect network settings could render
the device incommunicable.

Are you sure you want to proceed?

( cancel ) GO S)

e Click on the “OK” button.
e The following Operation Succeeded window will appear:

_ The page at http://<IP Address>:10000 says:

Operation Succeeded.

e C(Click on the “OK” button to acknowledge the content.

The package has been successfully uploaded and installed.

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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3.3.9 Reboot

The “Reboot” menu item allows you to remotely reboot the device if necessary.

e C(Click on the “Reboot” menu item and the following window will appear:

Networking Services Advanced

Reboot System

Sixnet Wireless — Toll Free: +800.489.7781
b Electronics Fax: +314.426.0007
Web:www.jbmelectronics.com

St. Louis, MO 63134

[Madel Number )

www.sbmet.com

Copyright © 2010 Sixnet LLC
e Click on the “Reboot” button.

o The following warning pop-up window will appear:

The page at http://<IP Address>:10000 says:

This action will cause the device to reboot.

Your connection will be lost.

Incomplete or incorrect network settings could
render the device incommunicable.

Are you sure you want to proceed?

| Cancel ) G—GK—)

e Click on the “OK” button the reboot the Sixnet router remotely.

NOTE: It may take 3 to 5 minutes for the Sixnet router to fully reboot. Any connection attempt should only be
attempted after a sufficient amount of time has passed.

L] 7\
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3.3.10 System Time

The “System Time” menu item allows you to configure the Time Zone on the Sixnet router to correspond to your
location.
e C(Click on the “System Time” menu item and the following window will appear:

Status Networking Services Advanced

System Time

T 20w
Current System Date (MMDDNYYY) M/ m!
currentsystem Time (HHMmas): FIN: E3: 20
Syne ta NTP Server? m

Use Local System Time

4/16/2010 - 20:41.35

Sixnet Wireless P Toll Free: +800.489.7781

jbm Electronic b Fax: +314.426.0007

o
4645 LaGuardia Drive
St. Louis, MO 63134

[Model Number]

Web:www.jbmelectronics.com
www.sixnet.com

Copyright © 2010 Sixnet LLC

e To change the Time Zone click on the pull down menu next on the “Time Zone:” field.

The following is a full list of available Time Zones:

CET Universal Moscow (Europe)
CST6CDT W-SuU Nicosia (Europe)
Cuba WET Oslo (Europe)

EET Zulu Paris (Europe)

EST Atlantic (Canada) Prague (Europe)
ESTSEDT Central (Canada) Riga (Europe)

Egypt East-Saskatchewan (Canada) Rome (Europe)

Eire Eastern (Canada) Samara (Europe)
Factory Mountain (Canada) San Marino (Europe)
GB Newfoundland (Canada) Sarajevo (Europe)
GB-Eire Pacific (Canada) Simferopol (Europe)
GMT Saskatchewan (Canada) Skopje (Europe)
GMT+0 Yukon (Canada) Sofia (Europe)
GMT-0 Amsterdam (Europe) Stockholm (Europe)
GMTO Andorra (Europe) Tallinn (Europe)
Greenwich Athens (Europe) Tirane (Europe)
HST Belfast (Europe) Tiraspol (Europe)
Hongkong Belgrade (Europe) Uzhgorod (Europe)
Iceland Berlin (Europe) Vaduz (Europe)
Iran Bratislava (Europe) Vatican (Europe)
Israel Brussels (Europe) Vienna (Europe)

Sixnet
ared ren'husiness

Sixnet, Inc, A Red Lion Business
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Jamaica Bucharest (Europe) Vilnius (Europe)
Japan Budapest (Europe) Warsaw (Europe)
Kwajalein Chisinau (Europe) Zagreb (Europe)
Libya Copenhagen (Europe) Zaporozhye (Europe)
MET Dublin (Europe) Zurich (Europe)
MST Gibraltar (Europe) Alaska (US)
MST7MDT Helsinki (Europe) Aleutian (US)
NZ Istanbul (Europe) Arizona (US)
NZ-CHAT Kaliningrad (Europe) Central (US)
Navajo Kiev (Europe) East-Indiana (US)
PRC Lisbon (Europe) Eastern (US)
PST8PDT Ljubljana (Europe) Hawaii (US)
Poland London (Europe) Indiana-Starke (US)
Portugal Luxembourg (Europe) Michigan (US)
ROK Madrid (Europe) Mountain (US)
Singapore Malta (Europe) Pacific (US)
Turkey Mariehamn (Europe) Samoa (US)
UcTt Minsk (Europe)
uTC Monaco (Europe)

e Scroll down and up until you locate the Time Zone you need.
e C(Click on the selected Time Zone to populate the “Time Zone:” field.

To configure the date and time for your Sixnet router there are three options:

Option 1: Manual Configuration

Current System Date (MM/IDDAYYYY): [1E]

Current System Time (HH:MWM:SS): [l

e C(Click on the individual fields and make changes to suit.
e C(Click on the “Apply” button.

NOTE: The Hour field is on the 24-hour time clock, range 00 — 24. This page verifies the Month, Day, Year, Hour,
Minute, and Seconds conform to expected inputs. For example, month range from 01 — 12, days range from 01 — 31

(checks for limit according to month; i.e., Jan has 31 days, Feb has 28 or 29 depending on year, etc.).

Option 2: Use Local System Time Configuration

Use Local System Time

4{16/2010-20:42:03

e C(Click on the “Use Local System Time” button.
e Click on the “Apply” button.

™~
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Option 3: Sync to NTP Server

o Click on the pull down menu next to the “Sync to NTP Server?”

Sync to NTP Senver? m
MNo

o Click on “Yes”and the following window will appear:

Status Networking Services Advanced

System Time

WECFGHEE CSTECOT >
Sync to NTP Server? m
RETR TR ERTR S ETHEN N < |P or URL of NTP Server>

Update frequancy m

Sixnet Wireless - Toll Free: +800.489.7781
f y Elactron < Fax: +314.426.0007

11645 l:‘(iCum (h.; Drive Webcwww. jbielectronics.com
St. Louis, MO 63134 www.sbmet.com

[Model Number] Copyright © 2010 Sbxnet LLC
e Type in the IP Address or URL or the NTP Server location.

e Choose the Update frequency from the pull down menu: Hourly, Daily, or Weekly.

e Click on the “Apply” button.

TN
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3.4 Networking Tab

The Networking Tab allows you to configure aspects of the Sixnet router that affect the networking functionality of the
unit. From here you can configure the cellular connection (should the air card/SIM not be recognized at power-up),
provision certain functionality on specific air cards, configure DNS, Ethernet Interfaces, Firewall, PPP Dial Backup on
units available with dial capabilities, PPPoE, Static Routes, TCP Keep-Alives, and VPN Tunnel configuration.

Status Admin Networking Services Advanced

Gateway [Model Number] St : [nnnnnn]

Instal

Firm _.
I | Firewall

Phy: Tunnel (VPN) Settings L

Ethernet Interface Connection State IP Address Link Status

eth0 Up i Up
eth1 Up Up

Cellular Interface  Activation Connection IP Addres Signal Strength
d  Enabled 72 3 VDO REY: A

auto update interval: [RIEET]Ts] -

[Model Number] Copyright @ 2010 Sixnet LLC

3.4.1 Cellular Connection

The “Cellular Connection” menu item is sub-sectioned into Configuration and Provisioning. This allows you to configure
the cellular air card/SIM on the Sixnet router.

NOTE: The Sixnet router’s firmware will recognize supported air cards and will use the appropriate drivers. If the air
card is on the GSM network and requires the use of a username, password, and APN, then you will need to verify the
information and input the data on the “Configuration” page.
NOTE: The “Provisioning” page is currently only available for air cards supplied by Nortel.
Configuration
The “Configuration” menu item allows you to make configuration changes to the air card/SIM on the Sixnet router.

e Click on the “Configuration” menu item and the following window will appear:
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Status Networking Services Advanced

Cellular Connection

Currently Instalied Modem: No modem detected

Enable Interface 2 m 7]

Select Cellular Carrier ¥

Enter User Name ?)

Enter Password i

Confirm Password 7!

Select Cellular Modem Model. [N CIREL ?]
Enabie Modem Auto-Detection? 2}

ViewfChange Agvanced Options?

Sixnet Wireless o Toll Free: +800.489.7781

foemerty jben E s Fax: 00
Web:www.jbimelectro

www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC
If the identity of the air card is acquired by the firmware these fields will be populated and no further action is required.

NOTE: In some instances the inserted air card will be recognized but display a different carrier. This is simply a
matter of multiple carriers using the same model and make of air card.

GSM type air cards:
Most GSM type air cards require the use of a username, password, and APN to authenticate to the carrier network.

e C(Click on the “Configuration” menu item and the following window will appear:

TN\
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Status Networking Services Advanced

Cellular Connection

Currently Instalied Modem: No modem detected

Enable Interface ?
EEEREEHNETRSEENN Generic (GSM)
Entar User Name
Enter Password
Confirm Password
Select APN Context
Enter APN
EECERNER S E L IL I Sierra Wireless Aircard 875 -
Enable Modem Auto-Detection?

ViewdChange Advanced Options?

Sixnet Wireless

formary jom Electronios

4645 LaGuardia Drive

St. Louis, MO 63134 www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

You will notice that two new fields, “Select APN Context:” and “Enter APN:”

The “Select APN Context:” field has four options, 1 — 4, these are for future implementations of carrier supplied
predefined authentication parameters for SIMs installed in R3300 routers.

The “Enter APN:” field is for entering the Access Point Name (APN) of the external Internet network that is accessible
using a GSM air card.

To enter the username, password, and APN needed for GSM air cards:

Click on the “Enter User Name:” field and type in the username provided by the carrier.
Click on the “Enter Password:” field and type in the password provided by the carrier.
Click on the “Confirm Password:” field and re-type the password provided by the carrier.
Click on the “Enter APN:” field and type in the APN provided by the carrier.

It should look similar to the following:
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Status Networking Services Advanced

Cellular Connection

Currently installed Modem: No medem detected

Enable Interface ? m
ECCEENER T Generic (GSM) >
3 -

Enter User Name: [ERIGIENT=HET BT

Enter Password, m

Confiym Password m

Select APN Context
Enter APN

Select Callular Modem Model:

Enable Modem Auto-Detection?

View/Change Advanced Options?

Sixnet Wireless Toll Free: +800.489.7781
foe Blec WOS <

4 ar e Web:.www.jbmelectro com
St. Louis, MO 63134

www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

e Click on the “Apply” button.

Verify that you have Internet access by browsing from the computer system connected to the Sixnet router to
the Internet.

There are also Advanced Options available if needed.

WARNING: These options should not be used unless directed to do so by Sixnet support staff.

. Click on the pull down next to the “View/Change Advanced Options?”

. Click on the “Yes” and the following will be added to the display:
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Networking Services Advanced

__Cellular Connection _

Currently Installed Modem: Sierra Wireless M

Enable Interface ? 7]

Select Cellular Carrier: 1?7

Enter User Name: Z]

Enter Password: 7]

Confirm Password: 7]

Selact APN Context (APN f et 1 i ) 2]

Enter APN: 2]

Select Cellular Modem Model: [?]

Enable Modem Auto-Detection? R 7]
Viewf/Change Advanced Options?

Enter Dial String: 7]

SIM Unlock PIN Code: 2]

Cellular Network: Speed: 7]

Z]

?]

Cellular MTU: 2]

Maximum Receive Idle Time: 2]

Use Default Route? 2]

Use Peer DNS? [?]

Enable Dial Holdoff? 2]

Auto add SNAT rule? 7]
Apply

Toll Free: +800.439.7781
Fax: +214.426.0007

Sixnet Wireless Web:www.sixnet.com

4645 LaGuardia Drive

St. Louis, MO 63134 T T I
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You now see the following options available:

Enter Dial String field: The Dial String field is where you would input the string of characters the air card/SIM uses to
dial into the carrier’s network.
NOTE: This will be automatically filled in if the air card/SIM is recognized by the Sixnet router.

To enter the Dial String:
. Click on the field next to “Enter Dial String:”
. Type in the string of characters issued by the carrier.

Cellular Network Speed: There are three choices for the setting; Auto, High, and Low.
e C(Click on the drop down menu next to the “Cellular Network Speed:”
e Select either Auto, High, or Low and click on your selection to populate field.

Connection Behavior: The Choose Connection Behavior allows you to change how the air card/SIM stays connected to
the tower. There are two choices: Persistent and On-Demand.

Persistent: In Persistent mode, the unit will always attempt to maintain a cellular connection with the
carrier's network. This is the default setting.

On-Demand: In On-Demand mode, the connection to the cellular network will only be attempted when
packets are destined to leave the wireless interface. In addition, after a period of Idle Time, the
connection will terminate.

To change the connection behavior to On-Demand:

e C(Click on the drop down menu at the “Choose Connection Behavior:” field
e Click on the “On-Demand” selection

You will see an additional field appear on the screen:

Choose Connection Behavior:

Cellular MTU

Dial-on-demand Idle Time: m
|

Maximum Receive Idle Time

Dial-on-demand Idle Time: Allows you to enter the number of seconds the connection may be allowed to remain "idle"
(no data transmitted or received) before closing the connection. This will allow a DoD connection to automatically reset
once idle, so that any network usage is limited. This is useful for an environment where constant usage of the POTS line
is not desired. Recommended time is 300 seconds (5 minutes). This is defaulted to 600 seconds.

Cellular MTU: Enter the MTU size you desire to use.
In computer networking, the Maximum Transmission Unit (MTU) of a communications protocol of a layer is the size (in

bytes) of the largest protocol data unit that the layer can pass onwards. MTU parameters usually appear in association
with a communications interface (NIC, serial port, etc.). Standards (Ethernet, for example) can fix the size of an MTU; or
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systems (such as point-to-point serial links) may decide MTU at connect time. A larger MTU brings greater efficiency
because each packet carries more user data while protocol overheads, such as headers or underlying per-packet delays,
remain fixed; the resulting higher efficiency means a slight improvement in bulk protocol throughput. A larger MTU also
means processing of fewer packets for the same amount of data. In some systems, per-packet-processing can be a
critical performance limitation. However, this gain is not without some downside. Large packets can occupy a slow link
for some time, causing greater delays to following packets and increasing lag and minimum latency. For example, a
1500-byte packet, the largest allowed by Ethernet at the network layer (and hence over most of the Internet), ties up a
14.4k modem for about one second.

Recommended Setting: 1500

Maximum Receive Idle Time: The “Maximum Receive Idle Time:” Enter the number of seconds the connection may be
allowed to remain "idle" or "unresponsive" (no data received) before closing the connection. If packets are leaving the
interface, but no return packet is received for the specified time, then the connection is reset. This can be useful for
detecting an unresponsive situation where the network is down, the modem is in an unknown state, or other low level
error may have occurred. Recommended times are 0 seconds (to turn off) or 150 seconds (2.5 minutes). This is
defaulted to 150 seconds.

To change the value:

e Click on the box for “Maximum Receive Idle Time:”

e Input the time to fit your needs.
Use Default Route: This field allows you to choose to have the default route for the Sixnet router to be the cellular
connection when it is connected, or to designate an Ethernet port as the default route. The default setting is “Yes”.

To change the setting:

e C(Click on the drop down menu at the “Use Default Route?” field
e Click on the “No” selection.
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Use Peer DNS

This field allows you to choose whether the Sixnet router accepts DNS information from the peer device to which it is
connected, or uses DNS servers designated on the “DNS Settings” page (listed in the next section). The default setting is
”Yes".

To change the settings:

e C(Click on the pull down menu at the “Use Peer DNS?” field
e Click on the “No” selection.

Enable Dial Holdoff

The “Dial Holdoff” behavior will restrict your connection to three (3) failed connection attempts, before entering an idle

”n

state for a duration of time specified by the Dial Holdoff Timeout parameter. The default setting is “No”.
To change the settings:
e C(Click on the pull down menu at the “Enable Dial Holdoff?” field

e C(Click on the “Yes” selection; a new field will appear:

Select Dial Holdoff Timeout: §
1 hu

30 Minutes
45 Minutes
| 60 Minutes

These are the holdoff timer settings. To change the settings:

e C(Click on the pull down menu at the “Select Dial Holdoff Timeout:” field.
e C(Click on the selection you want; Choices are 15 Minutes, 30 Minutes, 45 Minutes, and 60 Minutes

Once you have the “Cellular Connection” configured as you want:

e C(Click on the “Apply” button to accept the changes.
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Provisioning

The “Provisioning” menu item allows you to activate a limited number of cellular air cards for a limited number of
carriers.

Status Admin Networking Services Advanced

__Gateway [Model Number] [nnnnnn]
(] 0

Instal

[Firm
PFP Dial Backup

De PPP over Ethernet
Static Routes
TCP G )
Phy: i
Ethernet Interface Connection State IP Address Link Status

eth0 Up i 58.0.7 Lp
eth1 Up BE. 1.7 Lp

Cellular Interface  Activation Connection IP Address Signal Strength

ppp0 & 1 Enabled i 1 EV
t auto update interval:
-~

Ev: A

ormerly jbm Ele
4645 LaGuarc
St. Louis, MO 63134

[Model Number] Copyright @ 2010 Sixnet LLC
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[ )
you the following warning pop-up window will appear:

Click on the “Provisioning” menu item. If the cellular air card/SIM is not recognized as a supported card, then

"The page at http://192.168.0.1:10000 says:

| X]

A Cellular Service provider must be selected before provisioning can proceed.

This may be accomplished on the Networking > Cellular Connection > Configuration screen.

e C(Click on the “OK” button to acknowledge the content.

Then you will see the following display:

Status Networking Services

Cellular Provisioning

Currently Selected Carrier: None currently configured

Currentiy Selected Modem: Novatel E725

Moblle Diractory Number (MDN)
Force Provigioning Now

M View Card Stats Log

Sixnet Wireless >
4-615 lld;tl'I;]' l)tr;'\::
St. Louis, MO 63134

[Model Number]

L] J\
Slxnet Sixnet, Inc, A Red Lion Business

a redl'Bn‘husiness 331 Ushers Road, Ballston Lake, NY 12019

Advanced

Toll Free: +800.489.7781

Fax: +314.426.0007
Webiwww.jbimelectronics.com
wWww.sbinet.com

Copyright © 2010 Sixnet LLC

Under the Networking tab highlight “Cellular Connection” and choose the “Configuration” option.
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Networking Services Advanced

[nnnnnn]

Ethernet Interface Connection State IP Address Link Status

eth0 Lp 16801 Up
eth1 Lp 16817 Up

Cellular Interface  Activation Connection Signal Strength

ppp0 s d  Enabled 72 : A

Select auto update interdal: Juli=la] =T - 2]

Sixnet Wireless >~ Toll F;ee: +s|1:-2.4sga.77:;1
Weh:www.jbmelec

, MO 63134

[Model Number] Copyright @ 2010 Sixnet LLC

e Instructions for “Cellular Connection” configuration are located in the previous section beneath the
“Configuration” heading.
e Once you have the “Cellular Connection” configured as you want, return to the “Provisioning” screen.
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If the cellular air card/SIM is recognized as a supported card that can be provisioned with the Sixnet router then the
following window will appear with the information about the air card/SIM displayed in the upper window:

. Cellular Provisioning

Currently Selected Carrier: Sp
Currently Selected Modem: Sierra Wirelass MCS
Detacted ESN:
ESN Decimal Value:
Modem Manufacturer:
Modem Model:
Modem supports OMA :
Modem Firmware Ver: ¢ p2414900
PRL Version: 60750
Detected MAIL:
Maobile Directory Number (MDN):

Force FUMO Update

Selact auto update interval: JREREE el R

Current IP Address: N/A
Current RS5I: 110
Activation Status: Running
Connection Status: Disabled
M view card Stats Log
Select Mobile IP mode:
Select Roaming/Band preference:

Sync system time to cellular network time?

Salect type of provisioning: [SLLLEMI] -

Toll Free: +300.489.7781
- . Fax: +314.426.0007
TEEE LTSRS " Web:www.sixnet.com
4645 LaGuardia Drive B T
SEIET S, o ) Send Email to Support:

Gateway R2200B-C Copyright © 2012 Sixnet LLC

Select which type of Provisioning you will be using. There are six (6) different types of provisioning:
e OMA-DM (Automatic Activation Provisioning)
e Vision IP only
e Static IP only
e Static, Vision alternate
e Datalink only
e Datalink, Vision alternate

Sixnet Sixnet, Inc, A Red Lion Business
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Select type of provisioning:  §UEEUN el

Static IP only
Static. Vision altemate
Datalink only

Datalink. Vision alterate

Provisioning for Vision IP only/Static IP only
If you are you using Vision IP only or Static IP only provisioning you will enter the following information:
e Enter the SPC Unlock code provided by your cellular carrier at time of activation.
e The Mobile IP mode should always be set to “Mobile IP preferred”
e Set the Sync system time to cellular network time to “Yes”
e Enter the ESN # which can be found in the upper window next to “Detected ESN”
e Enter the MDN# provided by your cellular carrier
e Enter the MSID # provided by your cellular carrier

e  When all of your information is correctly entered, click “Apply”

For more information regarding a specific field, refer to the yellow “Help” button to the right side of the screen.
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Provisioning for Static, Vision alternate
If you are using Static, Vision alternate provisioning, there are two more required fields than there are for Vision/Static
only provisioning. The “Set PPP Error threshold” field and “Set Vision timeout” field should automatically be defaulted to
the numbers below:

e Set PPP Error threshold: 10

e Set Vision timeout: 1440

e  When all of your information is correct click “Apply”

Provisioning for Datalink only or Datalink, Vision alternate
If you are provisioning for Datalink only or Datalink, Vision alternate, enter the following information:
e Enter the SPC Unlock code provided by your cellular carrier at time of activation
e The Mobile IP mode should always be set to “Mobile IP preferred”
e You will set Sync system time to cellular network time to “Yes”
e Enter the ESN # which can be found in the upper window next to “Detected ESN”
e Enter the MDN# provided by your cellular carrier
e Enter the MSID # provided by your cellular carrier
e Enter the NAI User Name provided by your cellular carrier
e Enter the AAA Password provided by your cellular carrier
e HA Password provided by your cellular carrier
e Home IP Address provided by your cellular carrier
e Primary HA IP Address provided by your cellular carrier
e Secondary HA IP Address provided by your cellular carrier

e When all of your information is correctly entered, click “Apply”

™~
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3.4.2 DNS Settings

The Domain Name Server Settings screen is broken down into two components. The top section pertains to the DNS
resolver configuration and the bottom section pertains to the host configuration.
Click on the “DNS Settings” menu item and the following window will appear:

Status Networking Services Advanced

DNS Settings

Erder Search Domain

Eniter Primary ONS Server m

Enter Alternate DNS Server #1. pOEXYlerdibrd]
Enter Atarnate DNS Server #2. EREX]

Static Hosts

Host Name | Domain = IP Address |

Sixnet Wireless G Toll Free: +800.489.7781
for e ibm Electron Fax: +314.426.0007
Web:www.jbmelectronics.com

St. Louis, MO 63134 www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC
The Primary, Alternate #1, and Alternate #2 DNS server fields are already filled in; they are the current servers in use by
the Sixnet router.

Search Domain: Enter the local domain name(s) to be searched, separated by spaces. These domains are used as the
default local domains when performing DNS queries. Example: local.net domain.com

Primary DNS Server: Enter the IP Address of the Primary DNS Server you want to use. (Required) Note: This setting may
be overridden if a network interface is set to obtain its configuration information from its peer (either via PPP or DHCP).

Alternate DNS Servers #1: In the event that a DNS query is submitted to the Primary DNS Server and a response is not
received (possibly because the host is down), the Sixnet router will forward the query to the Alternate DNS servers #1, if
they are specified. Note: This setting may be overridden if a network interface is set to obtain its configuration
information from its peer (either via PPP or DHCP).

Alternate DNS Servers #2: In the event that a DNS query is submitted to the Primary DNS Server and Alternate DNS
Server #1 and a response is not received (possibly because the host is down), the Sixnet router will forward the query to
the Alternate DNS servers #2, if they are specified. Note: This setting may be overridden if a network interface is set to
obtain its configuration information from its peer (either via PPP or DHCP).

™~
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Static Host Entries: Static Host Entries may be added for local hosts, allowing the Sixnet router to resolve local host

names to IP addresses if requested.

3.4.3 Network Interfaces

The “Ethernet Interfaces” menu item allows the administrator to configure the Ethernet ports of Sixnet routers to meet

their needs.

The R3100/R3300 has two Ethernet ports available on the device, the “WAN”/‘eth0’ port and the “LAN”/‘eth1’ port,

while the SN series products have “eth0” and “USB” ports.

These ports are ‘auto-sensing’, allowing for greater flexibility.

The configuration of the Ethernet ports are the same, therefore this document will only cover the configuration of

“WAN”/‘eth0’. Please refer to this section when configuring “LAN”/‘eth1’.

Ethernet Interface “WAN”/’eth0’

Status i Networking

FPF Dial Backup

e PFF over Ethernet

Ethernet Interface Connection State

eth0 Up
eth1 Up

Cellular Interface  Activatio Connection IP
- . 79 10

ppp0 S d Enabled
Selectauto update intereal |RIEETa =T -

Sixnet Wireless -~
] ect ics ;
G Drive
St. Louis, MO 63134

[Model Number]
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Services Advanced

Link Status

Lp
Lp

Signal Strength

i

Toll Free: +800.489.77381
Fax: +314.
Web:www.jbmelectro
www.sixnet.com

Copyright @ 2010 Sixnet LLC
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e Click on the “eth0” menu item and the following window will appear:

Status Admin Networking Services Advanced

Ethernet Interface 'eth0’'

Enable This Interface?

Interface Speed/Duplex:
Obtain Network Addresses via DHCP?
Enter IF Address:
Enter Subnet Mask:
Enter Remote Gateway: _
(1500

Use Remote Gateway as Default Route? -

][] e[S e[S e[ N

No
1500

Enter Maximum Transmission Unit (MTU):

Interface Aliases

Sub-Interface | IP Address | Subnet Mask |

Interface VLANs
Vian ID | IP Address | Subnet Mask

| cancel || save [ Apply |

Toll Free: +800.489.7781
Sixnet Wireless ’ Fax: +214.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

Gateway R2200B-G Copyright @ 2012 Sixnet Inc.
Enable This Interface: This field determines whether or not the specified Ethernet port is enabled or disabled, allowing
the administrator to disable the port if necessary.

Note 1:

When the Save button is clicked, the interface will not be immediately activated or deactivated, but will be after the
device is rebooted. This allows for other configuration changes to be made to the device which can be committed at a
later time.

When the Apply button is clicked, the current settings will be saved and the interface will immediately be either
deactivated or activated.
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If the interface was already active, then it will be deactivated and reactivated using the configured settings just saved. If
you were connected to the GAU via this interface, an attempt will be made to re-connect to it using the new settings,
when possible.

Note 2:

Applying new settings to the interface may result in disconnection, requiring reconnection using alternate methods.
Incomplete or incorrect network settings could render the device incommunicable and may require being able to
connect either to the device directly or via the network to which it is attached.

Interface Speed/Duplex: This configuration parameter controls the speed and duplex behavior of the Ethernet port.
Valid selections are:

e Auto Detect: The Ethernet port will attempt to automatically determine both the speed and the duplex settings
of the device to which it is connected. Some devices to which Sixnet routers are connected do not always
perform proper speed and duplex negotiation. In the event that throughput and performance difficulties are
encountered, it is recommended that speed and duplex of both the Sixnet router, and the device to which it is
connected, have the speed and duplex configuration explicitly specified.

e 10Mbps/Half: If selected, the interface will communicate at 10 million bits per second and half duplex, meaning
that one side will communicate while the other one listens.

e 100Mbps/Half: If selected, the interface will communicate at 100 million bits per second and half duplex.

e 100Mbps/Full: If selected, the interface will communicate at 100 million bits per second and full duplex,
meaning the both sides may transmit and receive simultaneously.

Obtain Network Addresses via DHCP: This field determines how an IP address will be assigned to the specified Ethernet
interface. If ‘No’ is selected, the interface will have a ‘Static’ IP Address, the IP address will be manually specified. The IP
Address, Subnet Mask, and Default Gateway fields will be visible so that the administrator may enter the appropriate
information. If ‘Yes’ is selected, the interface will have a ‘Dynamic’ IP Address, the router will employ its onboard DHCP
client to issue a request for an IP address to the network in order to obtain an IP address, netmask and remote gateway
and, optionally, use the remote gateway as the default route. In this configuration the IP Address, Subnet Mask, and
Default Gateway fields will disappear and be unavailable to the administrator.

IP Address: This field specifies the IP address to be assigned to the Ethernet port when a ‘Static’ IP address configuration
is selected. This field will not be visible or accessible when a ‘Dynamic’ IP address configuration is selected, as the DHCP
server will provide the Sixnet router with the IP address that it should use.

The IP address identifies a device on a TCP/IP network. Every device on a network must have a unique address. The
range of valid addresses for a given network is determined by the value of the Netmask.

Some addresses are reserved for special uses such as network and broadcast.

For example, if a netmask is 255.255.255.0 and the IP address assigned to the device is 192.168.1.3, then the range of
valid addresses is 192.168.1.1 through 192.168.1.254 as 192.168.1.0 is the value reserved for the network and
192.168.1.255 is the value reserved for the broadcast address.

Subnet Mask: This field specifies the subnet mask to be assigned to the Ethernet port when a ‘Static’ IP address
configuration is selected. This field is only available when Obtain Network Addresses via DHCP has been set to No.
(Required)
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Default Gateway: This field specifies IP address of the default gateway to be assigned to the Ethernet port when a
‘Static’ IP address configuration is selected. This field will not be visible or accessible when a ‘Dynamic’ IP address
configuration is selected, as the DHCP server will provide the Sixnet router with the default gateway that it should use.
If specified, the Default Gateway will tell the Sixnet router the IP address of a router to which the Sixnet router should
forward all traffic for which it does not already know a specific route.

In the cases where the Sixnet router includes the use of a cellular modem, the cellular network will provide this
information to the Sixnet router, and traffic will be default routed to the cellular network. Therefore, an additional
default gateway should not be configured. If a default gateway is specified and a cellular interface is activated, the
cellular interface will automatically become the default route.

Use Interface as Default Route: If this option is set to ‘yes’, the Sixnet router will forward any packets for which it does
not have a route out through this interface. This parameter should not be specified if the Sixnet router will be using a
cellular card, as the cellular interface will become the default gateway when it connects to the cellular carrier.

NOTE: Should a cellular interface be activated subsequent to an Ethernet interface having already been specified as
the default route, the cellular interface will override the Ethernet default route. If this is not done, it will be
impossible to route traffic over the cellular interface when it is activated.

Enter Maximum Transmission Unit (MTU): In computer networking, the Maximum Transmission Unit (MTU) of a
communications protocol of a layer is the size (in bytes) of the largest protocol data unit that the layer can pass
onwards. MTU parameters usually appear in association with a communications interface (NIC, serial port, etc.).
Standards (Ethernet, for example) can fix the size of an MTU; or systems (such as point-to-point serial links) may decide
MTU at connect time. A larger MTU brings greater efficiency because each packet carries more user data while protocol
overheads, such as headers or underlying per-packet delays, remain fixed; the resulting higher efficiency means a slight
improvement in bulk protocol throughput. A larger MTU also means processing of fewer packets for the same amount of
data. In some systems, per-packet-processing can be a critical performance limitation. However, this gain is not without
some downside. Large packets can occupy a slow link for some time, causing greater delays to following packets and
increasing lag and minimum latency. For example, a 1500-byte packet, the largest allowed by Ethernet at the network
layer (and hence over most of the Internet), ties up a 14.4k modem for about one second.

Recommended Setting: 1500

Interface Aliases (Sub Interfaces)

Sub interfacing is essentially the segmenting of a single wire, or port, into multiple IP networks. Instead of subnetting
and routing, you can create a sub interface and then set it up as you would a standard Ethernet interface.

To configure a sub interface:
e C(Click on the “Add” button and the following pop-up window will appear:

N
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Add Interface Alias

Enter Sub interface number: J-
Enter IP Address: —
SOCTEN R a8 255.255.255.0

__Cancel || 0K _|

Enter Sub interface number: Enter the desired Sub interface number in the file provided. The valid range is 0-99, and
each aliased interface must be uniquely numbered. The final sub interface name will then be in the form ethx:y where x
is the root interface number and y is the sub-interface number.

Enter IP Address: This field specifies the IP Address of the sub interface.

Enter Netmask: This field specifies the netmask to be assigned to the sub interface.

e C(Click on the “OK” button once the inputs are completed. This will populate the Ethernet screen. Once you are
finished, click “Save” and then “Apply”

Sub-Interface ;”',P Address | Su'li_pgt_ Hgik |
1 1010101 255.255.255.0

Sixnet Wireless Toll Free: +800.489.7781
tormerly jbm Electronios N Fax: +314.426.0007
4645 LaGuardia Drive Web:www.jbmelectronics.com
St. Louls, MO 63134 wWWww.sixnet.com

[Model Number] Copyright ©2010 Sixnet LLC

The “usb Interfaces” menu item allows the administrator to configure the usb port of Sixnet routers to meet their needs.
The default address is set for 192.168.111.1 with subnet mask of 255.255.255.0.

TN
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Status Admin Networking

Cellular Connection

Firewall

PPP Dial Backup

Dey
PPP over Ethernet

Physi
Connec
Up
Up

Tunne

Ethernet Interface
usb
ethO

Cellular Interface Activation
pPppO Unavailable

Connection
Enabled

Select auto update interval: IS

Sixnet Wireless
4645 LaGuardia Drive
St. Louis, MO 63134

TN

Sixnet
ared ren'husiness

Sixnet, Inc, A Red Lion Business
331 Ushers Road, Ballston Lake, NY 12019

N} Settings

Services

ddress

1920654110
192.168.8.20

IP Address
166.130.37.97

Advanced

Link Status
Down
Up

Signal Strength

UMTS 91

2]

Toll Free: +800.489.7781
Fax: +314.426.0007
Web: www.sixnet.com
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Click on the “usb’ menu item and the following window will appear:

Status Admin Networking Services Advanced

USB IP Interface

Enable USB Interfaca?

(SRSt G (IS 192 168.111.1
Enter Subnet Mask: AR

Sixnet Wireless Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

Copyright © 2010 Sixnet LLC

Select “Yes” to enable the USB interface.

e Enter the desired interface IP Address and Subnet Mask into their designated field. (Required)
The IP address identifies a device on a TCP/IP network. Every device on a network must have a unique address.
The range of valid addresses for a given network is determined by the value of the Netmask. Some addresses are
reserved for special uses such as network and broadcast.
For example, if a netmask is 255.255.255.0 and the IP address assigned to the device is 192.168.1.3, then the
range of valid addresses is 192.168.1.1 through 192.168.1.254 as 192.168.1.0 is the value reserved for the
network and 192.168.1.255 is the value reserved for the broadcast address.

e C(Click on “Save” button for changes to be saved without activation the interface.

e Click on “Apply” button for changes to be saved and activate this interface.

Switch Control

™~

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
a redl'Bn‘husiness 331 Ushers Road, Ballston Lake, NY 12019 T+1518877 5173 F +1 518 877 8346




IndustrialPro Series Router
User Manual

Status Admin Networking Services Advanced

Switch Control Settings

Split Lan Enable: i

_Cancel ||| save | Apply |

Toll Free: +800.439.77381
Sbmet Wireless Faxt: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

This mode is only available on RAM-6x21 - 5 port equipped hardware. The purpose of the Switch Control function is to

create a WAN/LAN separation similar to what is seen on the R series router. This gives the user the ability to create a
divided network with additional capabilities.

Switch Control Settings

Split LAN Enable: This will alter the switch port allocations. When disabled, all switch ports 1-5 will be treated as a single
LAN. This will be configurable as ethO and will default to being a firewall trusted/internal interface.

When enabled, port 5 will be divided out as a WAN port, ethO (firewalled as external/untrusted). Ports 1-4 will be an internally
trusted LAN.

WARNING: When switching modes, your firewall interface tables will be rebuilt and may need any custom changes reapplied. In
addition, a USER INITIATED reboot is required to complete the mode switch.

WARNING! When enabling switch mode, current Ethernet settings (eth0) will apply only to the single WAN port. On the
front of the unit, this may be shown as <Port 5> under the power connector. The remaining four ports will be
configured as a LAN (ethl).

Please check your Ethernet connections to make sure that the new settings will not conflict with previous network
configurations. You may need to revisit your Untrusted/Trusted interface lists in the Firewall>General Settings, as these
will revert to new defaults (eth0 will be firewalled as Untrusted!). After an Apply is performed and you check
firewall/ethernet configurations, a reboot is REQUIRED to complete this process.

3.4.4 Firewall

The “Firewall” menu item allows you to configure every aspect of the firewall on the Sixnet router.

It is organized into nine (9) sub-sections:

S’xne'l‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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General Settings

DMZ Host Rules

Filter Rules

Host Redirect Rules
Masquerade Rules
NAT Rules

Service Access Rules
Subnet Blacklist Rules
Subnet Whitelist Rules

General Settings (Firewall)

The “General Settings” allows you to configure common access services to the Sixnet router and configure how the
interfaces are interpreted.
Click on the “General Settings” menu item and the following window will appear:

TN
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Status Admin Networking Services Advanced

Firewall General Settings

Global Parameters
Enable Firewall?

Allow Web Interface

Allow SNMP Agent

Trusted Interfaces

Interface m

usb0

etho

re+
:

Interface
PPPO

| Add_|
etn100
[ Delete |

Delete

Toll Free: +800.489.7781
Sixnet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright © 2012 Sixmet Inc.

Enable Firewall? Determines whether the firewall is enabled or disabled. Default is “Yes”.
*Note: Disabling the Firewall will compromise not only security, but many router functions of the unit.

Allow PING? To allow ICMP echo responses from external devices through untrusted interfaces on this unit,
select “Yes”, otherwise select “No”.

Allow SSH? To allow external devices to connect to the SSH Server, via port 22, through untrusted interfaces
on this unit, select “Yes”, otherwise select “No”.
*Note: Setting this option to Yes does not enable the SSH server, it just allows it to be accessible via
the firewall when it is enabled. The SSH Server may be enabled via the Services—>SSH Server screen.

TN
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If the SSH Server is configured to use a port other than 22, a rule specifically for the alternate port will
need to be added via the Networking—>Firewall->Service Access Rules screen.

Allow Telnet? To allow external devices to connect to the TELNET Server, via port 23, through untrusted
interfaces on this unit, select “Yes”, otherwise select “No”.
*Note: Setting this option to Yes does not enable the TELNET Server, it just allows it to be accessible via the
firewall when it is enabled. The TELNET Server may be enabled via the Services>TELNET Server screen.

Allow Modbus? To allow external devices to connect to the MODBUS Server, via port 502, through untrusted
interfaces on this unit, select “Yes”, otherwise select “No”.

Allow Web Interface Access? To allow external devices to connect to the Gateway Administration Utility
(GAU), through untrusted interfaces on this unit, select “Yes”, otherwise select “No”.

Allow SNMP Agent Access? To allow external devices to connect to the SNMP Agent, via port 161, through
untrusted interfaces on this unit, select “Yes”, otherwise select “No”.

Note: To restrict access for above services via a configured Whitelist, click the checkbox marked “Use Whitelist” next
to their corresponding service option and then select a Whitelist name from the list of names available in the drop-
down list box provided.

Whitelists may be viewed/defined via the Networking—> Firewall->Subnet Whitelist Rules screen.

Allow IPSEC? Specify whether to allow ESP data, as well as UDP port 500 to communicate with external devices through
Untrusted interfaces. Default is “Yes”.

*Note: This is necessary if you are planning to configure any IPSEC tunnels originating from the Sixnet router.
Allow NAT-Traversal? Specify whether to allow data on UDP port 4500 on un-trusted interface.

Note: This is necessary if you are planning to run any IPSEC tunnels through our device.

This would support a unit behind a trusted interface to make an IPSEC connection to a host beyond an

untrusted interface.

Trusted Interface: Identifies the trusted (internal) Interface. Traffic from this interface will be permitted outbound.
Default is “WAN/eth0”.

o C(Click on the “Add” button for Trusted Interface and the following pop-up window will appear:

Add Trusted Interface

2 o[ Cancol [ ok |
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Interface: Choose an interface from the drop-down lists provided. You may add any number of interfaces, up to as
many exist on the device. Each selection must be unique. Trusted interfaces will not block traffic to/from devices
connected to that interface.

e C(Click on the “OK” button to populate the Trusted Interface screen.

Untrusted Interface: Identifies the Primary Untrusted (external) Interface. Default is “ppp0”.

e Click on the “Add” button for Untrusted Interface and the following pop-up window will appear:

Add Untrusted Interface

PR - cancel | 0K

Interface: Choose an interface from the drop-down lists provided. You may add any number of interfaces, up to as
many exist on the device. Each selection must be unique. Untrusted interfaces will block all incoming traffic from
devices connected to this interface.

e C(Click on the “OK” button to populate the Untrusted Interface screen.

e C(Click on the “Save” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:

J
| Firewall settings saved.

e C(Click on the “OK” button to acknowledge the content.
e C(Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address> :10000 says:
Firewall settings applied.

o

e C(Click on the “OK” button to acknowledge the content.

™~
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DMZ Host Rules (Firewall)
“DMZ Host Rules” are used to configure rules to route through a Demilitarized Zone (DMZ).

e Click on the “DMZ Host Rules” menu item and the following window will appear:

Status Networking Services Advanced

Firewall

DMZ Host Rules
Interface | D!IZHuIAddro- . Source (Whitelist) \

Sixnet Wireless Toll Free: +800.489.7781
foen tronic Fax: + 6.0007

Web:www.jbmelectronics.com
www.sbmet.com

[Model Number) Copyright © 2010 Sixnet LLC

To add a DMZ host rule:

e Click on the “Add” button and the following pop-up window will appear:

Add DMZ Host Rule

Select Interface: PNV e kg
DMZ Host Address: _

Source subnets via Whitelist:

Select Interface: Click on the pull down menu to choose an interface that will be forwarded to a DMZ Host. All incoming
packets (TCP/UDP/ICMP/etc) will be forwarded to the DMZ Host specified.

DMZ Host Address: Enter the IP address of the DMZ Host. This IP address will receive all packets destined for the
interface specified. (Required)

NOTE: Host Redirect and Service Access rules will apply first, and may prevent certain ports from reaching the DMZ
Host.

Source subnets via whitelist: Select a whitelist name from the list of names available in the drop-down list box provided.
Whitelists may be viewed/defined via the Networking—> Firewall->Subnet Whitelist Rules screen.
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Click on the “OK” button to populate the DMZ Host Rules screen.

Status Networking Services Advanced

Firewall

DMZ Host Rules
Interface | DMZ Host Address l Source (Whitelist) ’
ethD 10.100.100.1 default

Sixnet Wireless

fc
5 LaGuard Webiwww jbimelectronics.com
St. Louis, MO 63 www.sixnet.com

[Model Number | Copyright © 2010 Sixnet LLC

Click on the “Save” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:

| Firewall settings saved.

Click on the “OK” button to acknowledge the content.
Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address> :10000 says:

Firewall settings applied.

o)

Click on the “OK” button to acknowledge the content.

™~
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Filter Rules (Firewall)

The “Filter Rules” menu item allows you to configure routes from a small range of IP Addresses or all IP Addresses
through one or more interfaces to a designated IP Address located behind the Sixnet router.

o Click on the “Filter Rules” menu item and the following window will appear:

Networking Services Advanced

Firewall
Eilter Rules
In Interface ] Source (Whitelist) | Out Interface  Destination |

Sixnet Wireless Toll Free: +800.489.7781
tormarly jbm Electronics Fax: +314.426.0007
4645 LaGuardia Drive Web:www.jbmelectronics.com
St. Lowis, MO 63134 www.sixnet.com

[Model Number) Copyright © 2010 Sixnet LLC
To add a filter rule:

e C(Click on the “Add” button and the following pop-up window will appear:

Add Filter Rule

- 5]

Inbound Interface: FARNLNIECHIR
Source subnets via Whitdist:
Outbound Interface: FANVLGNTE LIRS

Destination Address/Subnet: —

Inbound Interface: Click on the pull down menu to choose an interface associated with the Source Address/Subnet.

Source subnets via whitelist: Select a whitelist name from the list of names available in the drop-down list box provided.
Whitelists may be viewed/defined via the Networking=> Firewall->Subnet Whitelist Rules screen.
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Outbound Interface: Select the interface associated with the Destination Address/Subnet.
Destination Address/Subnet: Enter the network to which the firewall will allow access from the Outbound Interface.

Add Filter Rule

Inbound Interface

AllUntrusted | =
AllUntrusted |«

Source subnats via Whitdist

Outbound Interface

Destination Address/Subnet

e C(Click on the “OK” button to populate the Filter Rules screen.

Status Networking Services Advanced

Firewall

Eilter Rules
In Interface l Source (Whitelist) = Out Interface ’ Destination |
ppp0 default All Trusted 10.100.100.25/32

Sixnet Wireless Toll Free: +800.489.7781
for e . " Fax: +314.426.0007

4645 l_’xl(‘}lhﬂ dv.; Drive Web:www jbmelectronics.com
St. Louis, MO 63134 www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

e C(Click on the “Save” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:

Firewall settings saved.

Eox

e C(Click on the “OK” button to acknowledge the content.

TN
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e Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address> :10000 says:
Firewall settings applied.

Eo

e C(Click on the “OK” button to acknowledge the content.

Host Redirect (Port Forwarding) Rules

The “Host Redirect Rules” menu item allows you to configure port forwarding rules that permit ports on external,
untrusted interfaces to be passed to ports on internal hosts on the same or different ports.

e Click on the “Host Redirect Rules” menu item and the following window will appear:

Networking Services Advanced

Firewall

Host Redirect (Port Forwarding) Rules
Orig. Dest. Port | Interface | New Dest. Addr. | New Dest. Port | Protocol | Source (Whitel *
443 All Untrusted 127,001 10000 TCP default
2022 All Untrysted 127,001 22 TCP default

Sixnet Wireless Toll Free: +800.489.7781

foemarly jben Elactroes Fax: +314.426.0007
4645 LaGuardia Drive Web:www.jbmelectronics.com
St. Louis, MO 63134 www.sbmet.com

[Model Number ] Copyright © 2010 Sixnet LLC

To add a new host redirect rule:

e C(Click on the “Add” button and the following pop-up window will appear:

™~
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Add Host Redirect Rule

Origind Destination Port: -
Select Interface: PRI =TdRs

MNew Destination IP Address:

New Destinaion Port:
Sdect Protocol:

Source subnets

Original Destination Port: Enter the port that an external device will try to connect to. This is the port that will be open
on the specified interface. (Required)

Select Interface: Click on the pull down menu to select the interface on which to open the specified port. Incoming
connections will be allowed.

New Destination IP Address: Enter the IP Address that the incoming connection will be redirected to. This can be an IP
address within or beyond this device. (Required)

New Destination Port: Enter the port that the incoming connection will be redirected to. This may be the same port
number or a different port number as the Original Destination Port. (Required)

Select Protocol: Choose the protocol type for this port's data. Options are TCP and UDP.

Source subnets via whitelist: Select a whitelist name from the list of names available in the drop-down list box provided.
Whitelists may be viewed/defined via the Networking->Firewall->Subnet Whitelist Rules screen.

Add Host Redirect Rule
Origind Destination Port: k]
Sdect Interface: falsfsl] =

2050
E
EI—

MNew Destination IP Address
New Destination Port

Sded Protocol

Source subnets via Whitdist: EalSEN]S E

TN
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e Click on the “OK” button to populate the Host Redirect Rule screen

Status Networking Services Advanced

Firewall
I

Orig. Dest. Port | Interface  New Dest. Addr. ] New Dest. Port | Protocol | Source (Whitel *
443 Al Untrysted  127.00.1 10000 TCP default
2022 All Untrusted 127001 pr) Tce default
8080 ppp0 10.100.100.10 80 TCP default

Sixnet Wireless - Toll Free: +800.489.7781
SIS - Fax: +314.426.0007

4645 LaGua e Web:www jbmelectronics.com
St. Louis, MO 63134 WWWw.sixnet.com
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e C(Click on the “Save” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:

Firewall settings saved.

o

e C(Click on the “OK” button to acknowledge the content

e Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address> :10000 says:

Firewall settings applied.

oy

e C(Click on the “OK” button to acknowledge the content
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Masquerade Rules

The “Masquerade Rules” menu item allows you to configure an interface to give all IP Addresses on a local network
access to the Internet.

e Click on the “Masquerade Rules” menu item and the following window will appear:

Status Networking Services Advanced

Firewall

Masquerade Rules
Orig. Src. Subnet Interface |
192.168.0.0M16 All Untrusted
100008 All Untrusted
172.16.00/12 All Untrusted

Sixnet Wireless - Toll Free: +800.489.7781
tormerly jbm Electronic ) Fax: +314.426.0007

1645 LaGuardia Dr M° Web:www.jbmelectronics.com
St Louis, MO 63134 www.sbanet.com

[Model Number] Copyright © 2010 Sbxnet LLC

To add a new masquerade rule:

e C(Click on the “Add” button and the following pop-up window will appear:

Add Masquerade Rule

Original Source Subnet; —
G E A Untrusted = JLEL

Original Source Subnet: Enter the subnet, using IP/CIDR notation that will be masqueraded out a specific interface. All
traffic that is sourced from this subnet and that is destined to go out the specified interface, will be masqueraded with
the source IP address of the interface specified. (Required)

Interface: Click on the pull down menu to select the interface through which you wish to masquerade source addresses.

™~
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Add Masquerade Rule

Original Source Subnet: FUORICOR[CR [T2L
reatace: z

e Click on the “OK” button to populate the Masquerade Rules screen

Status Networking Services Advanced

Firewall

Masquerade Rules
Orig. Src. Subnet | Interface |
192.168.0.0/16 All Untrusted
100008 All Untrusted
172.16.0.0/12 All Untrusted
10.100.100.0/24 2thD

Sixnet Wireless Toll Free: +800.489.7781

e = * Fax: +314.426.0007

4'0!_» uardia Drive Web:www jbmelectronics.com
St. Louis, MO 63134 wWww.sixnet.com
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e C(Click on the “Save” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:

Firewall settings saved.

Eo

e C(Click on the “OK” button to acknowledge the content.

e Click on the “Apply” button and the following pop-up window will appear:
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The page at http://<IP Address>:10000 says:
Firewall settings applied.

Eo

e C(Click on the “OK” button to acknowledge the content

Network Address Translation (NAT) Rules

The “NAT Rules” menu item allows you to provide access to the Internet through a single machine that translates the IP
addresses. The NAT itself has one or more IP addresses, but all the machines behind the NAT have ‘private’ Internet

addresses.

Status Admin Networking Services Advanced

Gateway [Model Number] tility - [nnnnnn]
D 0s
Instal

[Firm

FPFP Dial Backup

% PPP over Ethernet
Static Routes
TCP Global 3

Phy:
Ethernet Interface Connection State Semiee es -ink Status
Subnet Blac

eth0 Up R
eth1 Up Subnet Whitelist Rules  Jp

Cellular Interface  Activation Connection IP Address

Signal Strength

ppp0 : 1 Enabled 72.101.201.31 EVDO A

b auto update interdals EEEER - 2]

Sixnet Wireless -~ Toll Free: +800.

e

[Model Number] Copyright @ 2010 Sixnet LLC
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One-To-One NAT will perform a complete forwarding of all ports on the Original Destination IP to a new IP address
entered in New Destination. Because the Original Destination need not be configured on this router, an interface is not
required to setup.

One-To-One NAT Range will perform a complete forwarding of all ports for the range of starting/ending Original
Destination IP's to a range of starting/ending New Destination IP addresses entered in New Destination Address Start
and New Destination Address End fields. Both fields can be any valid IP. Neither need to be already
present/configured/owned on a local interface of this device. (Required)

NOTE: Host Redirect and Service Access rules will apply first, and may prevent certain ports from reaching the New
Destination. Ports 1-19 are excluded.

Click on the “NAT Rules” menu item and the following window will appear:

™~
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Status Admin Networking Services Advanced

Firewall

NAT (One-To-One) Rules
Orig. Dest. Addr. | New Dest. Addr. | Protocol | Source (Whitelist) | m

Orig. Dest. Addr. Start | Orig. Dest. Addr. End | New Dest. Addr. Start | New Dest ~ m

Toll Free: +800.489.7781
Sixnet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright ©@ 2012 Sisxmet Inc.

To add a new NAT (One-To-One) rule:

e C(Click on the “Add” button and the following pop-up window will appear:

TN
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Add NAT (One-To-One) Rule

Source network via Whitdist:

Original Destination Address: One-To-One NAT will perform a complete forwarding of all ports on the Original Destination
IP to a new IP address entered in New Destination. Both fields can be any valid IP. Neither need to be already
present/configured/owned on a local interface of this device. (Required)

New Destination Address: One-To-One NAT will perform a complete forwarding of all ports on the Original Destination
IP to a new IP address entered in New Destination. Both fields can be any valid IP. Neither need to be already
present/configured/owned on a local interface of this device. (Required)

Select Protocol: Choose the protocol type for this port's data. Options are TCP, UDP, All.

Source network via whitelist: Select a whitelist name from the list of names available in the drop-down list box
provided. Whitelists may be viewed/defined via the Networking—> Firewall-> Subnet Whitelist Rules screen.

Add NAT (One-To-One) Rule

Origind Destination Address

205.35.42.235

New Destination Address: JLUAICURIVORLY

Sded Protocol: Iy |L|
Source network via Whitdist

e C(Click on the “OK” button to populate the NAT Rules screen

TN
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Status Admin Networking Advanced

ATEAVEL

NAT (One-To-One) Rules
Orig. Dest. Addr. | New Dest. Addr. | Protocol | Source (Whitelist) | m

205.35.42.235 10.100.100.25 TCP default

Orig. Dest. Addr. Start | Orig. Dest. Addr. End | New Dest. Addr. Start | New Dest, ~ m

|_Cancel [ save [ Apply |

Toll Free: +800.489.7781
Sbenet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright ©@ 2012 Sixnet Inc.

Click on the “Save” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:

Firewall settings saved.

e C(Click on the “OK” button to acknowledge the content

e Click on the “Apply” button and the following pop-up window will appear:

TN
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The page at http://<IP Address>:10000 says:
Firewall settings applied.

e C(Click on the “OK” button to acknowledge the content
To add a new NAT (One-To-One) rule:

e C(Click on the “Add” button and the following pop-up window will appear:

Add NAT Range Rule

Original Destination Address Start:

Origind Destination Address End:

New D estination Address Start:

New Destination Address End:
Select Protocol: IGEEES

Source network via Whitelist: Felzig= 1] 45

Original Destination Address Start: This field is used to hold the starting address of the range being transformed by NAT,
the IP's seen by a remote host. This address may be owned by an interface on this device, or an unowned/fake range
with a corresponding route (static or default).

Original Destination Address End: This field is used to hold the ending address range being transformed by NAT, the IP's
seen by a remote host. This address may be owned by an interface on this device, or an unowned/fake range with a
corresponding route (static or default).

New Destination Address Start: This field is used to hold the starting range of real LAN IP of the destination device
behind this router.

New Destination Address End: This field is used to hold the ending range of real LAN IP of the destination device behind
this router.

Select Protocol: Choose the protocol type for this port's data. Options are TCP, UDP, All. (Required)

Source network via Whitelist: Select a whitelist name from the list of names available in the drop-down list box
provided.

TN
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Whitelists may be viewed/defined via the Networking—>Firewall->Subnet Whitelist Rules screen.
Service Access Rules (Port Allow)
The “Service Access Rules” menu item allows you to define what ports, either as a single port or a range of ports that is

authorized access through the firewall on the Sixnet router.

o Click on the “Service Access Rules” menu item and the following window will appear:

Status Networking Services Advanced

Firewall

e e Acc Rules

Start Port = End Port 1 Interface I Protocol Source (Whitelist) |
7785 7785 All Untrysted  TCP default

Sixnet Wireless
104 rly |b oS

4 " o Web.www.jbmelectronics.com
St. Lowis, MO 63134 www.sixnet.com

[Model Number ] Copyright © 2010 Sixnet LLC

To add a new Service Access Rule:

e C(Click on the “Add” button and the following pop-up appears:

Add Service Access Rule

starting Port: [
||
| defautt |- |

Ending Port

Sdect Protocol

default | =

Interface:

Source network via Whitdist

A
Starting Port: Enter the starting TCP or UDP port number for this rule. (Required)
NOTE: If adding only one port, enter it here.
Sixnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
331 Ushers Road, Ballston Lake, NY 12019 T+1518 877 5173 F +1 518 877 8346
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Ending Port: Enter the ending TCP or UDP port number for this rule.

NOTE: If adding only one port, please omit this entry.

Interface: Select the interface on which this port will be opened. Incoming connections to this interface will be allowed
into the device. Note: For connections destined to a device beyond this unit, use Host Redirect, NAT or DMZ rules
instead.

Select Protocol: Choose the protocol for the type of data you want to allow. Options are TCP or UDP.

Source network via whitelist: Select a whitelist name from the list of names available in the drop-down list box
provided. Whitelists may be viewed/defined via the Networking—> Firewall-> Subnet Whitelist Rules screen.

Add Service Access Rule
Stating Port:

Ending Port:

Interface: §uset .

Sded Protocol:

Source network via Whitdist:

e C(Click on the “OK” button to populate the Service Access Rules screen

TN
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Status Networking Services Advanced

Firewall

Service Access Rules
StartPort | EndPort | Interface  Protocol | Source (Whitelist)
7785 7785 All Untrusted TCP default
8080 8081 ppp0 TcP defaul

Sixnet Wireless " Toll Free: +800.489.7781
{ ben s Fax: +314.426.0007
Webiwww. jbimelectronics.com

wWww.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

e C(Click on the “Save” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:

Firewall settings saved.

o

e Click on the “OK” button to acknowledge the content.
e C(Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address>:10000 says:
Firewall settings applied.

oy

e C(Click on the “OK” button to acknowledge the content

Subnet Blacklist Rules

™~
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The “Subnet Blacklist Rules” menu item allows you to define a single IP Address or an entire network that you do not
want to allow access into the network behind the Sixnet router.

o Click on the “Subnet Blacklist Rules” menu item and the following window will appear:

Status Networking Services Advanced

Firewall
Subnet Blacklist Rules

Sixnet Wireless — Toll Free: +800.489.7781
' Electrorics > Fax: +314.426.0007
rdia Drive Web:www.jbimelectronics.com

MO 63134 www.sbmet.com

[Model Number] Copyright © 2010 Sixnet LLC

To add a new item to the list:

e Click on the “Add” button and the following pop-up window will appear:
[ ]

Add Subnet Blacklist Rule

Enter Subnet To Blackist: —

Enter Subnet To Blacklist: Enter the network to be banned from making any incoming connections, using IP/CIDR
notation. To allow data from any source, enter 0.0.0.0/0. To specify a single host, use x.x.x.x/32, where x.x.x.x is the
host's IP address. This will override any other section's rules

(Allow/Redirect/DMZ/NAT/etc).

Add Subnet Blacklist Rule

Enter Subnet To Blackist: [EIERLE ]2

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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Click on the “OK” button to populate the Subnet Blacklist Rules screen

Status Networking Services Advanced

Firewall

Subnet Blacklist Rules
Subnet [
185.63.95.0/24

Fax: +314.426.0007

b

Sixnet Wireless Toll Free: +800.489.7781

o Web:www.jbmelectronics.com
St. Louis, MO 63134 www.sixnet.com

[Model Number) Copyright © 2010 Sixnet LLC

Click on the “Save” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:

Firewall settings saved.

&S

Click on the “OK” button to acknowledge the content.
Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address> :10000 says:

Firewall settings applied.

oy

Click on the “OK” button to acknowledge the content.

™~
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Subnet Whitelist Rules

The “Subnet Whitelist Rules” menu item allows you to define a single IP Address or an entire network that you want to
allow access into the network behind the Sixnet router.

e Click on the “Subnet Whitelist Rules” menu item and the following window will appear:

Status Admin Networking Services Advanced

Firewall

Whitelists

General Behaviors

Outbound Restrictions JRNEEE v

Current Whitelist Groups

default: 0.0.0.0/0

Individual Whitelist Definitions
Eharel{subget
default 0.0.0.0/0

sixnet Wireless Y - Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

General behavior setting controls whether or not the whitelist rules apply to packets originating from the Gateway
device.

There are two choices:

e  Only to Whitelisted IPs
e No Restrictions (default)

L] J\
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When “Only to Whitelist IPs” is selected, packets destined for subnets outside those allowed by the selected whitelist
will be suppressed by the firewall.

When “No Restrictions” is selected, the device may send a packet to any subnet and the whitelist rules apply only to
packets received.

e C(Click on the “Add” button and the following pop-up window will appear:

Add Whitelist Definition

Enter Whitelist name:
Enter Subnet: [EEATTRLNII]

cancel ok |

Enter Whitelist Name: Enter a name for the whitelist in the space provided. If the name of an existing whitelist is
entered, then you are in effect adding another member to the list of subnets defined by that whitelist group.

After you click the OK button, you will see the entry added to the group in the (stored) display area under the Current
Whitelist Groups heading.

This whitelist name will become available for selection in the other Firewall Rules sections where a whitelist can be
selected. Bellow screen will demonstrate an entry for Network1 with the 192.168.10.0/0 network address.

NOTE: The first whitelist entry, the 'default' entry may not be deleted nor have its name changed, but its subnet value
may be changed. Additional entries may be added, edited and deleted as needed.

TN
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Status Admin Networking Services Advanced

Whitelists

General Behaviors

Outbound Restrictions BNt le (alit v

Current Whitelist Groups
default: 0.0.0.0/0

Networkl: 192.168.10.0/0

Individual Whitelist Definitions

Name Subnet | ‘

default 0.0.0.0/0

Networkl 192.168.10.0/0 =

|_save JH| apply

Sixnet Wireless y _ Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007

St. Louis, MO 63134 Web:www.sixnet.com

Copyright © 2010 Sixnet LLC

e Click on the “Apply” button and the following pop-up window will appear:

_ ! Firewall settings applied.

e C(Click on the “OK” button to acknowledge the content.

3.4.5 PPP Dial Backup

The “PPP Dial Backup” menu item allows you to configure the capability of an alternate connection by dialing into an
ISDN should the primary route get interrupted.

TN\
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o Click on the “PPP Dial Backup” menu item and the following window will appear:

Networking Services Advanced

PPP Dial Backup

Enatile PPP Dial Backup ? R

Sixnet Wireless .
iy jom Ele o

4645 LaGuard p

St. Louwis, MO 6313

Toll Free: +800.489.7781

Fax: +314.426.0007
Web:www.jbmelectronics.com
www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

e Click on the pull down menu at the “Enable PPP Dial Backup?” field.
e C(Click on “Yes” and the display will expand to reveal the configuration fields.

Status Networking Services Advanced
PPP Dial Backup

Enable PPP Dial Backup ? m

Port
Enter Diat String
Enfer User Name
Enter Password
Confirm Password
Choose Connection Behavior (el Rel=l LTl BES
Dial-on-demand Idie Time: EJI1
Use Default Route 7

Advance Setup 7

Sixnet Wireless

.......

Toll Free: +800.489.7781
14.426.0007
Web:www.jbmelectronics.com
www. sixnet.com

St. Louis, MO 63134

[Model Number] Copyright ©2010 Sixnet LLC

Port: Select the ttyS port on which the modem is attached. For an external modem connected to a serial port, use the
port name as labeled on the router. For an internal modem, a common setting is ttyS3.

Enter Dial String: Enter the phone number of the peer/ISP to dial.
Enter User Name: Enter the name issued by you ISP used for authenticating the local system to the peer.

Enter Password: Enter the password issued by your ISP to use for authenticating with the peer.

Confirm Password: Re-enter the password issued by your ISP to use for authenticating with the peer.
Sixnet Sixnet, Inc, A Red Lion Business

CONNECT. MONITOR. CONTROL.
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Choose Connection Behavior: In Persistent mode, the router will always attempt to maintain a constant connection to
the POTS network. In On-Demand mode, the connection to the POTS network will only be attempted when packets are
destined to leave the modem's PPP interface. In addition, after a period of Idle Time, the connection will terminate.

On-Demand is commonly chosen for an environment using an Ethernet connection as a primary interface, while IP
Fallback is used to bring up this dialup connection as a backup.

e Persistent - When this link is intended as a Primary network connection.
e On-Demand - When this link is intended as a Fallback network connection.

Dial-on-Demand (DoD) Idle Timeout: Enter the number of seconds the connection may be allowed to remain "idle" (no
data transmitted or received) before closing the connection. This will allow a DoD connection to automatically reset
once idle, so that any network usage is limited. Recommended setting is 300 seconds (5 minutes).

This is useful for an environment where constant usage of the POTS line is not desired.

Use Default Route?

e Yes - When this link is intended as a Primary network connection.
e No - When this link is intended as a Fallback network connection.

Advance Setup? Select “Yes” to modify modem control, the modem speaker, and enter modem initialization string. The
display will expand to reveal the Advance Setup options.

Advance Setup 2 m i

Madmum Recelva Idle Time; m i
Modem ? m kd

rrsiets 2 NI 2]

Modem Speaker On ? m 7|

Enter Custom AT command — 2]
| Apply |

Sixnet Wireless - Toll Free: +800.489.7781
SRR S \ i 314.426.0007

4645 LaGuard e Web:www jbmelectronics.com
St. Louis, MO 63134 www.sixnet.com

[Model Number) Copyright © 2010 Sixnet LLC
Maximum Receive Idle Time: Enter the number of seconds the connection may be allowed to remain "ldle" or
"Unresponsive" (no data received) before closing the connection. If packets are leaving the interface, but no return
packet is received for the specified time, then the connection is reset. This can be useful for detecting an unresponsive
situation where the network is down, the modem is in an unknown state, or another low level error may have occurred.
Default is 150 seconds; however, you can use 0 to turn this function off.

™~
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NOTE: If the normal usage of the device regularly has packets leaving the unit with no expected response, then
premature disconnections may result. Outgoing UDP packets with no expected response may be normal operation,
yet will trigger this disconnection and reset.

Modem? Select “Yes” to use the modem control lines CD (Carrier Detect) and DTR (Data Terminal Ready).

RTS/CTS? Select “Yes” to set hardware flow control using RTS and CTS signals.

Modem Speaker On?

e Yes - For testing and proof of concept phase to audibly verify connection attempts.
e No - For silent production mode.

Enter Custom AT command: Enter the modem initialization string. Please consult your modem AT Command

documentation for unique initialization that may be required. Enter only a single initialization string.

e Click on the “Apply” button and the following pop-up window will appear:

!‘ _ PPP Dial Backup configuration applied.

e C(Click on the “OK” button to acknowledge the content.

3.4.6 PPP over Ethernet

The “PPP over Ethernet” menu item allows you to configure a connection by being able to connect to a DSL or cable
modem.

e C(Click on the “PPP over Ethernet” menu item and the following window will appear

™~
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Status Networking Services Advanced

PPP over Ethernet

Enable PPPoE 2 [T

,P* Toll Free: +800.489.7781
Fax: +314.426.0007

Web:www.jbielectronics.com

St. Lous, MO 63134 www.sbmet.com

[Model Number] Copyright © 2010 Sixnet LLC

e C(Click on the pull down menu at the “Enable PPPOE?” field.
e C(Click on the “Yes” and the display will expand to reveal the fields for configuring the PPP over Ethernet.

Status Networking Services Advanced

PPP over Ethernet

Enable PPPoE 7 REX3HE|
Select Interface m

Enter User Name

T —
Enter Password —
contirm Password. || NN
Select DNS Method
Uge Default Route? m

Dial on Demand? m

Sixnet Wireless - Yoll Free: +800.489.7781
focmerly jbm Elacts / Fax: +314.426.0007

4645 LaGuardia Drive Web:www . jbmelectronics.com
St. Louis, MO 63134 www.sbmet.com

[Model Number) Copyright © 2010 Sixnet LLC

Select Interface: Select the name of the Ethernet interface to which the “PPP over Ethernet” service should bind by
choosing one of the options available in the provided drop-down list. Choose ‘ethQ’ or ‘eth1’.

Enter User Name: Enter the user name to be used with the PPPoE interface in the space provided. It is typically in the
form name@domain.com.

Enter Password: Enter the password to be used with the PPPoE interface in the space provided.
Confirm Password: Re-enter the password to be used with the PPPoE interface in the space provided.

Select DNS Method: Select the method by which DNS Server information should be obtained.

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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# Use Unit Default
e - Do not obtain DNS information from PPPoOE Server. Use settings from Networking—> DNS Settings instead.

# Use Peer DNS
e - DNS information should be obtained from the peer host once connected.

# Use Custom DNS
e - DNSinformation is entered manually in the fields which appear below:

=EEREENERIEGEREY Use custom DNS »

Enter Primary DNS Server Address: —

Enter Secondary DNS Server Address:

e Enter the IP Addresses of the Primary and Secondary DNS servers to be used
Use Default Route? Select “Yes” to use this interface as the default route.

Dial on Demand? Select “Yes” to enable 'Dial-on-Demand'.

e Click on the “Apply” button and the following pop-up window will appear:

‘ ! PPPoE settings saved and applied.

e C(Click on the “OK” button to acknowledge the content.

3.4.7 Static Routes

The “Static Routes” menu item allows you to configure a route to a network through an interface manually.

e C(Click on the “Static Routes” menu item and the following window will appear:

TN
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Status Networking Services Advanced

Static Routes

Interface  Any = Type | IP Address \ Submtrl Netmask I Gateway = Metric |

Sixnet Wireless - Toll Free: +800,489.7781
tormerly jbm Electrorics > Fax: +314.426.0007

4645 LaGuardia l)tNﬁ Web:www . jbmelectronics.com
St. Louts, MO 63134 www.sixnet.com

Copyright © 2010 Sixnet LLC

[Model Number)
To add a static route on the Sixnet router:

e Click on the “Add” button and the following pop-up window will appear:

Add Static Route

interface: [ECOINE|
Use as "Any' route? m
Select Route Type:

Enter Target IP Address:

Enter Metric:

Interface: Select the interface to which the route should apply by selecting one of the available established options.

Use as “Any” route? Select whether or not this route should be used as an "any" route by selecting Yes or No from the
provided drop-down list.

When set to Yes, the route will take effect when a network change event (up/down) occurs on any interface.
For example, if the configured interface is eth0, and the ppp0 interface becomes active, then the route will be reapplied
to ethO.

When set to No, the route will take effect only when a network change occurs on the configured interface.
For example, if the configured interface is ethl, then the route will be assigned only when eth1 has a network change to
an active state.

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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Select Route Type: Select the type of route to be created by choosing one of the available options from the provided
drop-down list.

Choices include:

e Host to create a route to a specific device. This will require setting the Target IP Address and Gateway
parameters.

e Network to create a route to a remote network. This will require setting the Network IP Address, Netmask and
Gateway parameters.

Host Configuration (Static Route)

Enter Target IP Address: Enter the IP Address of the destination host to which the route should be created.

Enter Gateway: Enter the IP Address of the gateway for the specified host or network. A gateway is a device (typically a
router) used to gain access to another network.

For example, if a device is attached to a LAN whose network address is 192.168.1.0 with a netmask of 255.255.255.0,
then it can communicate directly with any other device on that network with a range of addresses of 192.168.1.1
through 192.168.1.254 (with 192.168.1.255 reserved for broadcast). An address outside of that range is on a different
network which would need to accessed indirectly through a router and that router would be the gateway to the network
on which the remote target device resides, so to communicate with it would mean sending and receiving via the
gateway device. The address must be one within the valid range for the network on which the designated interface
resides.

Enter Metric: Enter a value for the route metric in this field. Recommended value is ‘0’.

e C(Click on the “OK” button to populate the Static Routes screen

S’xne'l‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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Networking Services

Static Routes

Interface ~ Any Type  IP Address | Subnet Netmask = Gateway | Metric |
ethd No  host  10.100.100.10 192168120 O

reless

ios

Advanced

00.489,7781
14.426.0007

a Drive Web:www.jbmelectronics.com

St. Louis, MO 63134

www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC
e C(Click on the “Save” button and the following pop-up window will appear:
The page at http:// <IP Address>:10000 says:
Save operation succeeded.
e C(Click on the “OK” button to acknowledge the content
o Click on the “Apply” button and the following warning pop-up will appear:
The page at http:// <IP Address>:10000 says:
If you are currently connected to the Gateway
Administration Utility
through this interface, applying new route settings will
require restarting the
affected interfaces, which may result in result in
disconnection and you will have to
reconnect using the new settings.
Incomplete or incorrect network settings could render
the device incommunicable.
Are you sure you want to proceed?
( Cancel ) (——‘GK—)
e C(Click on the “OK” button to acknowledge the content.
o Click on the “OK” button and the following pop-up window will appear:
> \ . . .
Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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The page at http://<IP Address>:10000 says:

' | Operation Succeeded.

e C(Click on the “OK” button to acknowledge the content.

3.4.8 TCP Global Settings

Click on the TCP Global Settings menu item and the following window will appear:

Status Admin Networking Services Advanced

___TCP Global Settings

Connection Tracking

[S¥N] Tx timeout: m

TCP Keep Alives

Enter Timeout: REW]
Enter Maximum Probe Attempts:

MTU

SHELIENETG RV EAVET No (default) ~
_Cancel |

Toll Free: +800.489.7781
Sixnet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

Gateway R3300B-G Copyright © 2012 Sixnet Inc.
Connection Tracking:

[SYN] Tx Timeout: Specifies the timeout value, in seconds, for SYN packets for connection tracking.
65 is the generally recommended default which differs from the system default of 120.

30-120 is the recommended tuning range for IP ATMs.

TCP Keep Alives:

Enter Timeout: Specifies the amount of time, in seconds, that a TCP connection can remain in an idle state before
sending Keep-Alive Probes to verify that the remote end of the socket is still available.

10 - 30 for Ethernet connections where data usage is not an issue.

60 - 300 for Cellular connections where total data usage must be considered.

TN
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Enter Maximum Probe Attempts: Specifies the acceptable number of failed probes that will be sent to the remote end
of a TCP socket before determining the connection to be failed, and disconnecting.

Recommended values are 3 — 6.

MTU:

Enable Path MTU (PMTU) Discovery: Enable / Disable Path MTU Discovery. This might be useful if a private cellular

network is restricting MTU sizes along the network path and causing packet drops.

e C(Click on the “Apply” button and the following pop-up window will appear:

_The page at http://<IP Address>:10000 says:

Operation Succeeded.

e Click on the “OK” button to acknowledge the content.

3.4.9 Tunnel (VPN) Settings

The “Tunnel (VPN) Settings” menu item is organized into three sub sections; GRE, IP in IP, and IPSEC.

GRE Tunnels (Generic Routing Encapsulation)

The “GRE Tunnels” menu item allows you to configure a GRE Tunnel. GRE is a tunneling protocol that was originally
developed by Cisco; it can do a few more things than IP-in-IP tunneling. For example, you can also transport multicast

traffic and IPv6 through a GRE tunnel.

Click on the “GRE Tunnels” menu item and the following window will appear:

™~
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Status Networking Services Advanced

GRE

GRE Tunnels
Name = Enabled Local IP | Local Subnet ~Remote IP = Remote Subnet |

Fax: +314.426.0007
Web:www . jbmelectronics.com
www.sbmet.com

Sixnet Wireless on Toll Free: +800.489.7781

[Model Number] Copyright © 2010 Sbxnet LLC

To add a GRE Tunnel:

e Click on the “Add” button and the following pop-up window will appear:
[ ]
Add GRE Tunnel

Tunnel Mame:

Enable Tunnel? m

_ Cancel || 0K _|

Tunnel Name: Choose the name of the interface for the GRE Tunnel. Range “grel” to “gre9”.

Enable Tunnel? Click “Yes” to enable the tunnel and expand the display to reveal the configuration fields.
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Add GRE Tunnel

Tunnel Name:
Enable Tunnel?
Local IP Address:
Local Subnet:
Remote IP Address:
Remaote Subnet:
Inbound Key:
Quthound Key:
Time-To-Live:
Use Multicast?
Use ARP?

Start Tunnel at boot?

H
H
Z
Z
Z
7
H
2
2]
H
2
Z
ok |

Local IP Address: Set the fixed local address for tunneled packets. (Optional)

Note: If supplied, the Local IP Address must be an address on another interface of this host. If not supplied, tunneled
packets can be received from any interface.

Local Subnet: Set the local, private GRE network/mask.
Remote IP Address: Set the IP Address of the remote endpoint for this tunnel.
Remote Subnet: Set the remote, private GRE network/mask.

Inbound Key: Specify a key for use with keyed GRE. Key is either a number or an IP address. The Inbound Key is used
for input only. (Optional)

Outbound Key: Specify a key for use with keyed GRE. Key is either a number or an IP address. The Outbound Key is
used for output only. (Optional)

Time-To-Live: Set a fixed Time-To-Live for tunneled packets. (Optional)

Note: Values over 64 may cause connection failures.
Use Multicast? Select “Yes” to enable Multicast for the tunnel.

Use ARP? Select “Yes” to enable ARP for the tunnel.

TN
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Start Tunnel at boot? Select “Yes” to allow the interface to become active at system start.

Add GRE Tunnel

Tunnel Mame:

Enable Tunnel?

Local IP Address:
Local Subnet:
EET I CRIRG LT R 2 05.65.36.195
Remote Subnet:
Inbound Key:
Outbound Key:

Time-To-Live:
Use Multicast?
Use ARP?

Start Tunnel at hoot?

M
2
2
2
2
2
2
M
2
M
2
2
ok |

e Click on the “OK” button to populate the GRE Tunnels screen.

Status Networking Services Advanced

GRE
GRE Tunnels

Name | Enabled | Local IP | Local Subnet | Remote IP | Remote Subnet |
grel Yes 19216811 2552562550 2056536195 255255255252

Sixnet Wireless - Toll Free: +800.489.7781
faemar o Electronit . Fax: +314.426.0007
4645 ar dia Drive Web:www jbmelectronics.com
St Lowis, MO 63134 www.sbmet.com

[Model Number ] Copyright © 2010 Sbanet LLC
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e Click on the “Save” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:

Save operation succeeded.

e C(Click on the “OK” button to acknowledge the content.
e Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address>:10000 says:

Operation Succeeded.

e C(Click on the “OK” button to acknowledge the content.

IP in IP Tunnels

The “IP in IP Tunnels” menu item allows you to configure a simple IP Tunnel. IP in IP Tunnels essentially encapsulates an
IP packet into another packet with the same protocol as the transport protocol.

Click on the “IP in IP Tunnels” menu item and the following window will appear:

TN
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Status Networking Services Advanced

IPiniP

unnels
id | Enabled = Local IP | Local Subnet | Remote IP [ Remote Subnet I

Sixnet Wireless — Toll Free: +800.489.7781
tor Fax: +314.426.0007

o tesrly jom El@ctronic
4645 LaGuardia Drive Web:www.jbmelectronics.com
St. Louis, MO 63134 www.shxnet.com

[Model Number ] Copyright @ 2010 Sixnet LLC
To add an IP in IP Tunnel:

e C(Click on the “Add” button and the following pop-up window will appear:

Add IP in IP Tunnel

Tunnel ID _
Enable Tunnel? m

Tunnel ID: Enter a unique numerical identifier in this field. It will be used for naming the tunnel interface which will
appear in the interface list as tunll, tunl2, etc. depending on the IDs provided.

Enable Tunnel? Select “Yes” to enable the tunnel now. This will expand the display to reveal the configuration fields.

TN
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Add IP in IP Tunnel

Tunnel 1D -

Enable Tunnel?
Laocal IP Address:
Local Subnet:
Remote IP Address:
Remote Subnet:

Time-To-Live:

2]
ke
id
2!
ki
ke
Fd
2!

Start Tunnel at boot?

| Cancel || 0K |

Local IP Address: Set the fixed local address for tunneled packets.

Note: If supplied, the Local IP Address must be an address on another interface of this host. If not supplied, tunneled
packets can be received from any interface.

Local Subnet: Set the local, private IPIP network/mask.

Remote IP Address: Set the IP Address of the remote endpoint for this tunnel.

Remote Subnet: Set the remote, private IPIP network/mask.

Time-To-Live: Set a fixed Time-To-Live for tunneled packets. Recommended setting is 64.

Start Tunnel at boot? Select “Yes” to allow the interface to become active at system start.

e C(Click on the “Save” button and the following pop-up window will appear

The page at http:// <IP Address>:10000 says:
® Save operation succeeded.

e C(Click on the “OK” button to acknowledge the content

e Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address>:10000 says:

Operation Succeeded.
o)
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e C(Click on the “OK” button to acknowledge the content

IPSEC

The “IPSEC” menu item is organized into two sub sections, Configuration and Status.

IPSEC Configuration

The “Configuration” menu item allows you to configure an IPSEC Tunnel to establish secured communications between
two or more networks across the Internet.

Status i Networking Services Advanced

er] i  [nn
DM 4s
Instal

[Firw
FPF Dial Backup
e PFP ower Ethernet
Static Routes
TCP Global Setings
Phy: 2
GRE Tunnels
Ethernet Interface Connection State 2 iim B Tummsls -ink Status
ethO Up Configuration
eth1 Up . ]

Cellular Interface  Activation Connection IP Address Signal Strength
ppp0 S de Ena T 2 E' A

t auto update inte Digabled - 2]

Sixnet Wireless -~ Toll Free: +800.489.7781

i Fax: +31

[Model Number] Copyright © 2010 Sixnet LLC

e Click on the “Configuration” menu item and the following window will appear:
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Status Networking Services Advanced

IPSEC

enatte Psec? [T

Toll Free: +800.489.7781

3 Fax: +314.426.0007

e Web:www.jbmelectronics.com

St. Louis, MO 63134 www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

e C(Click on the pull down menu at the “Enable IPSEC?” field
e C(Click on “Yes” and the display will expand to reveal the following screen:

Status Networking Services Advanced
IPSEC

Enable IPSEC? |

Enable NAT Traversal m
Coordinate IPSac with Wireless PPP: On Connect on Disconnecl
Coordinate IPSec with PPPOE: On Connecl on Disconneci
Coordinate IPSec Diakup PPP: On Connecl on Oisconnect

IPSEC Tunnels

Sixnet Wireless Toll Free: +800.489.7781
Al \ Fax: +314.426.0007

4‘645 LaGuardia l}lr\;x; Web:www.jbmelectronics.com
St. Lowis, MO 63134 www.sbnet.com

[Model Number] Copyright © 2010 Sixnet LLC

Enable NAT Traversal: NAT Traversal makes it possible to communicate with networks that are located behind routers
connected to the Internet. Select “Yes” if all tunnels will use NAT Traversal, and select “No” otherwise.

Coordinate IPSec with wireless PPP:
Coordinate IPSec with wireless PPPoE:
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Coordinate IPSec Dial-up PPP:

You may select specific actions for above options to be performed either upon PPP connect, PPP disconnect, or both.
The available actions include:

¢ Do Nothing
Perform no action.
e Restart
IPSEC is restarted.
e Stop

IPSEC is stopped.

With these combinations, the connection management may be fine-tuned so that the tunnel(s) may be able to restart
faster, rather than having to rely on Dead Peer detection or other timeout mechanisms alone.

To add an IPSEC tunnel:

e Click on the “Add” button and the following pop-up window will appear:

Add IPSEC Tunnel

Enable Tunnel? m

Tunnel Name: Enter some descriptive text in this field as an aid identifying it. The value must not contain spaces.
(Required)

Enable Tunnel? Specify whether you want this tunnel to connect to its remote peer now, and after any reboot.
e C(Click on the pull down menu at the “Enable Tunnel” field
e C(Click on “Yes” to reveal the IPSEC Tunnel configuration fields
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Add IPSEC Tunnel
Tunnd Name:
Enable Tunnd? ﬂ
Tunnd Type:

Tunnd Negatiation Mode?

Phase 1 Encryption:

SN REGIE Group 2 - 1024 bits =
Phase 1 ISAKMP Time {min
Pre-Shared Key:
Locd Pesr ID:
Remote Pear ID:
Phase 2 Auth Type:

Phase 2 Encryption:

8

Dead Peer D ion Action:

DFD Intervd (seconds):

=1

DPD Timeout (seconds):

Local Public IP Address:

Local Source IP:

Locd G vay IP Address:
Locd Private Subnel

Remote Public IP Address:
Remote Gateway IP Address:

Remote Private Subne

I
Yes |-
 Client ||
[ Main -]
AES -]
| Group2-1024 bits |~
50
|
]
]
N
Ea
Ei :m

Ao |-]
Restart |~
60
e
|
L
]

- I
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Tunnel Name: Enter some descriptive text in this field as an aid in identifying it. The value must not contain spaces.
Enable Tunnel?: Specify whether you want this tunnel to connect to its remote peer now, and after any reboot.
Tunnel Type: Tunnel Type controls the initial mode of the tunnel at startup. The options given to IPSec will be:

Client: auto=start

Server: auto=add

Dynamic: auto=route
For more information, please consult an IPSec user guide on aspects of these specific modes.
Tunnel Negotiation Mode: Your Sixnet router defaults to “Main” mode ISAKMP negotiation. When using dynamic, or
DHCP issued IP addresses (for example with cellular cards), some remote devices may require the use of Aggressive
Mode ISAKMP Negotiation. Should you encounter this situation, you can perform aggressive mode ISAKMP negotiation
by changing this parameter from “Main” to “Aggressive ISAKMP”.
NOTE: Aggressive Mode ISAKMP negotiation is considered less secure than Main Mode. Therefore, you would be well
advised to only use Aggressive Mode negotiation if the remote device requires it. Otherwise, it is preferable to use

Main mode where ever possible.

Phase 1 Encryption (IKE): Specifies the Phase 1, Internet Key Exchange (IKE) cryptographic algorithm to be used.
Possible options are “AES”, “AES256” or “3DES”.

Phase 1 Authentication: Select the type of authentication you want to use for phase 1 (IKE). Possible options are “MD5”
or “SHA1".

Phase 1 DH Group: Select the DH Group you want to use for phase 1 (IKE) by choosing one of the values from the drop-
down list provided.

Options include:

e None/Auto

e Group 1-768 bits

e Group 2 - 1024 bits
e Group 5-1536 bits
e Group 14 - 2048 bits

This option selects the encryption level of the Diffie-Hellman keys, and these are Group 1 (768 bits), Group 2 (1024 bits),
Group 5 (1536 bits) or Group 14 (2048 bits). Longer keys imply better security but at a cost of longer negotiation/set-up
time during the initial connection establishment. These settings must match on both ends of the connection.
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A value of None/Auto means that no DH Group will be selected for this end of the tunnel and it will adopt the settings of
its peer during connection initiation.

Phase 1 ISAKMP Time (minutes): Select how long, in minutes, the keying channel of a connection (ISAKMP SA) should
last before being renegotiated.

Pre-shared Key: Specify the key to be exchanged for encryption negotiation during phase 1 (IKE). Key must not contain
a double-quote character. (Required) Note: The Pre-Shared Key must match on both ends of the tunnel in order to
work.

Local Peer ID: Specify how the left participant should be identified for authentication. Can be an IP address or a fully-
qualified domain name preceded by @ (which is used as a literal string and not resolved).

Remote Peer ID: Specify how the right participant should be identified for authentication. Can be an IP address or a
fully-qualified domain name preceded by @ (which is used as a literal string and not resolved).

Phase 2 Auth Type (ESP): Specifies the Phase 2, Whether authentication should be done as part of ESP encryption, or
separately using the AH (none) protocol.

Phase 2 Encryption: Select the ESP encryption algorithm to be used for the connection. Possible options are “AES”,
“AES256” or “3DES”.

Phase 2 Authentication: Select the ESP authentication algorithm to be used for the connection. Possible options are
“MD5” or “SHA1".

Phase 2 ISAKMP Time (minutes): Select how long, in minutes, a particular instance of a connection (a set of
encryption/authentication keys for user packets) should last, from successful negotiation to expiration.

Use Perfect Forward Secrecy? Specifies whether or not the tunnel will use Perfect Forward Secrecy when negotiating
cryptography parameters with the remote device.

NOTE: This parameter must be set the same on the devices on both sides of the tunnel in order for a Security
Association (SA) to be established. This is one of the first things that should be checked when tunnel negotiation
difficulties are encountered.

Dead Peer Detection Action: This feature can help detect when a remote end-point is no longer communicating
properly. Once an error is detected, the "Hold" state will only renegotiate the tunnel after new traffic destined for the
tunnel is detected. The "Restart" state will attempt to immediately reestablish the connection to the concentrator. For
this reason, "Restart" may use more bandwidth and may not be the ideal choice for a limited data plan. However, if a
host at the central site needs to initiate connections down to a local device through the tunnel, "Restart" may be
necessary so that the tunnel is always up and waiting for new data from the concentrator.

DPD Interval (seconds): Set the delay (in seconds) between Dead Peer Detection keepalives that are sent for this
connection.

e Unlimited Data Plans: 30-60 seconds

e Limited Data Plans: 1800 sec. (30 minutes)

N
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NOTE: A low value will rapidly discover a broken tunnel; however, a great deal of bandwidth will be used. This is not
ideal for a limited data plan such as a cellular telemetry plan.

DPD Timeout (seconds): Set the length of time (in seconds) that the connection should remain active without hearing
either a poll from our peer, or a reply. After this period has elapsed with no response and no traffic, the peer will be
considered "dead", and remove the SA. Recommended setting is 30 — 60 seconds.

Local Public IP Address: This parameter typically only needs to be specified when the Sixnet router is configured to use
more than one external, untrusted interface. This parameter specifies the IP address of the left participant's public-
network interface.

For example, if the Sixnet router has an external cellular interface (ppp0), and an external Ethernet interface that is
connected to a cable or DSL modem, and you need to bind the tunnel’s crypto endpoint to the Ethernet interface, you
would specify the IP address of the appropriate Ethernet interface here.

Note: If this value is omitted, it will be filled in automatically with the local address of the default-route interface (as
determined at IPSEC startup time). If this parameter is not needed it should be left blank.

Local Source IP: Specify the Local IP Address to source when transmitting.

The IP address for this host to use when transmitting a packet to the other side of this link. Relevant only locally, the
other end need not agree. This option is used to make the gateway itself use its internal IP, which is part of the
leftsubnet, to communicate to the rightsubnet or right. Otherwise, it will use its nearest IP address, which is its public IP
address. This option is mostly used when defining subnet-subnet connections, so that the gateways can talk to each
other and the subnet at the other end, without the need to build additional host-subnet, subnet-host and host-host
tunnels.

Local Gateway IP Address: Specify the next-hop gateway IP address for the left participant's connection to the public
network.
Note: If no value is provided, the tunnel will use the right participant as its next-hop.

Local Private Subnet(s): Specify the private subnet(s) behind the left participant, expressed in CIDR format

“w.n

(xxx.xxx.xxx.xxx/nn) as network/netmask. More than one can be specified by using “;” to separate each entry.
Remote Public IP Address: Specify the IP address of the right participant's public-network interface. This field is
required, if “Client” is selected as Tunnel Type. If "Server" or "Dynamic" is selected as Tunnel Type, and this field is

blank, then the value of "%any" will be used in configuration file.

Remote Gateway IP Address: Specify the next-hop gateway IP address for the right participant's connection to the
public network.

Note: If no value is provided, the tunnel will use the left participant as its next-hop.

Remote Private Subnet(s): Specify the private subnet(s) behind the right participant, expressed in CIDR format
(xx.xxx.xxx.xxx/nn) as network/netmask. More than one can be specified by using ;' to separate each entry.
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The full display with common parameters included is shown below:
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Sixnet
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Add IPSEC Tunnel
Tunnd Name: [yl
Enable Tunnd? [REEIR
Tunnd Type: ﬂ
Tunnd Negotigtion Mode? LNED
Phase 1 Encryption: ﬂ
Phase 1 Authentication: IMgEES
Pt S RE G Group 2 - 1024 bits |7 |
Phase 1 ISAKMP Time (minute
Pre-S =" [character_string]
Locd Peer ID:
Remaote Peer ID:
Phase 2 Auth Type:
Ph Encryption:
Phase 2 Authentication:

Phase 2 ISAKMP Time (minutes):

Walor W gV R0yt Pl 0. 0/24,10.100.200.0/2

4

Remote Public IP Addr

N 205.65.36.194

B10.10.10.0/24

Remote vay IP Addre

Remote Private Subnet(

Sixnet, Inc, A Red Lion Business
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e C(Click on the “OK” button to populate the IPSEC screen

Status Networking Services Advanced
IPSEC

Enable iPeEc? STT3E|

Enable NAT Traversal m
Coordinate IPSac with Wireless PPP. On Connect on Dlsconnect
Coordinate IPSec with PPPOE: On Connecl on Unsconnect
Coordinate IPSec Diakup PPF. On Connt:(:t on o.sconnw

IPSEC Tunnels
Name | Enable | Local Public _Local Private | Remote Public i Ro(rpoloP‘

jbmtest  Yes 10.100.100.0/24,10.100. 200024 20565.36.194 10.10.10.0

Sixnet Wireless . Toll Free: +800.489.7781
for b . Fax: +314.426.0007

{Model Number] Copyright © 2010 Shmet LLC
e C(Click on the “Save” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:

Save operation succeeded.

e C(Click on the “OK” button to acknowledge the content
e Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address>:10000 says:

Operation Succeeded.

_
R —
e Click on the “OK” button to acknowledge the content
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IPSEC Status

The “IPSEC Status” menu item allows you to display the current connection status of the VPN Tunnel by name and
subnet.

e C(Click on the “Status” menu item and the following window will appear:

Status Networking Services Advanced

IPSEC Tunnel Status
Refresh

No status avallable

M Atways seroll display to end

Sixnet Wireless - Toll Free: +800.489.7781
tormarly jbm Elactroni Fax: +314.426.0007
4645 LaGuar 3 Web:www.jbmelectronics.com
St. Louis, MO 63134 www.sbmet.com

[Model Number] Copyright © 2010 Sixnet LLC

e Click on the “Refresh” button to rerun the status program at anytime. This is helpful when attempting to
troubleshoot a VPN connection.
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3.5 Services Tab

The Services Tab is where you can configure the various service offerings of the Sixnet router. These services include
DHCP Server, DHCP Relay, Dynamic DNS, SixView Manager, GPS Server, SSH Server, SSL Client/Server, System Logging,
TELNET Server, Ping Alive, SNMP Agent and Modbus Services.

3.5.1 DHCP Services

Used to configure one of the internal Ethernet interfaces to be a DHCP server and hand out IP Addresses to systems
connected to the Sixnet router.
DHCP Services are divided into DHCP Server and DHCP Relay subsections.

Status Admin Networking Advanced

DHCP Services .
~__[unit_name] Admin ( DACE Server
Dynamic DNS
Installed Firmware Vers
SNProxy Settings

DHCP Relay

[firmware revision]
= SixView Manager
GPS Settings

Device Serial Numbe
SSH Server

[serial number] SSI Connection
System Logging
Physical Interface Stat TEINETS
= server
Ethernet Interface Connection State IP, ik Status
usb Up 192 Ping Alive N
=4t < 192 cuwp Agent

Cellular Interface Activation Connection IP Add) '/ Scttings
N/A Not Reg Disabled N/A DNP3
Cellular Uptime: N/A

Select auto update interval: [MEENIEN] - 2]

Toll Free: +800.489.7781
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

Click on the “DHCP Server” menu item and the following window will appear:

TN\
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Status Admin Networking Services Advanced

DHCP Server Settings

Global Settings

Use Sixnet Standard DNS Settings
Enter Default L
Enter Maximum Lease tim

Enter Minimum Ls

DHCP Servers

Enable DHCP for etho? m

Enable Default Gateway for eth0?

Enable DHCP for eth1?

Enable Defaul Gareway for eth1?

Enable DHCP for usb0? iR

Enable Default Gateway for usb0? m
Enter Starting Address:
Enter Ending Address:

DHC

Distribute DHCP Leases Based on MAC Address
Client MAC Address | Client IP Address | Add |

|_Cancel [ save [ Apply

Toll Free: +800.489.7781
Sixnet Wireless ) Fax: +314.426.0007
4645 LaGu ardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright @ 2012 Sbmet Inc.
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Global Settings:
Enter Domain name: Enter the Domain Name that will be passed to DHCP Clients.
Use Sixnet Standard DNS Settings?

= Choosing “Yes” will automatically use the DNS Servers obtained by this unit's internet connection and/or entries
specified in Networking—>DNS Settings. This is the preferred method of operation.

= Choosing “No” will allow you to issue custom DNS servers to connected DHCP Clients. This will not affect any
DNS Servers used by this unit for local domain resolution.

Enter Default Lease Time (seconds): Specify the amount of time, in seconds, that the DHCP Server will allow clients to
maintain their leases. Default “14400” (4 hours).

Enter Maximum Lease Time (seconds): Specify the amount of time, in seconds, that the DHCP Server will allow clients to
maintain their leases. Default “86400” (24 hours).

Enter Minimum Lease Time (seconds): Specify the amount of time, in seconds, that the DHCP Server will allow clients to
maintain their leases. Default “3600” (1 hour).

DHCP Servers:

The DHCP Servers section allows you to configure one of the Ethernet ports to be a DHCP server and issue IP Addresses
to systems connected to that network segment.

Since both the ‘eth0’ and ‘eth1’ are configured in the same manner, we will only cover the configuration of ‘eth0’.

NOTE: If the interface is not enabled, or has been set to obtain its addressing parameters via DHCP, this option will be
forced to "No', and disabled until the interface is both enabled and set to use a static IP address.

e C(Click on the pull down menu at the “Enable DHCP for eth0?”
e C(Click on “Yes” and the display will expand to reveal the configuration fields

DHCP Servers

Enable DHCP for etho?

Enable Default Gateway for eth0?

Enter Starting Address: RErE(s:ild
192.168.0.254

Enable Default Gateway for eth0?:
Description: Provide Default Gateway IP Address to DHCP Client.

TN
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Recommended Setting:
No: If you wish to only gain access to this device's web interface and have another connection from your PC out
to the internet.
Yes: If you wish to gain access to the internet through this device.
Enter Starting Address: Enter the Starting IP Address of a range you want the DHCP Server to provide for clients.
Enter Ending Address: Enter the Ending IP Address of a range you want the DHCP Server to provide for clients.
WARNING: Care should be used to ensure that there is no conflict with any pre-existing devices on that subnet which may

have been already configured to use statically assigned IP addresses.

View DHCP Leases: Check this box to display the current DHCP leases logged on the unit.

# The format of this file is documented in the dhgpd.leases(5) manual page.
# This lease file was written by isc-dhcp-4.1.1la

serversduid "\000\001N\O00NO01N027Y 354001640024 352,214bY02740304243";

View DHCP L eases

Distribute DHCP Leases Based on MAC Address: To assign IP to a device based on MAC address so that device obtains
the same IP each time it requests a new IP from the DHCP server click Add to enter the MAC and IP information for that
specific client.

Distribute DHCP Leases Based on MAC Address
Client MAC Address | Client IP Address

Add Distribute DHCP Leases

Enter Cliant MAC Address: —
Enter Client IP Address: _
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Enter Client MAC Address:

Description: Enter the Client's computer or device MAC address.

Client MAC Address: The Media Access Control (MAC) address is a unique number assigned by the manufacturer to any
Ethernet networking device, such as a network adapter, that allows the network to identify it at the hardware level. For
all practical purposes, this number is usually permanent. Unlike IP addresses, which can change every time a computer

logs on to the network, the MAC address of a device stays the same, making it a valuable hardware identifier for the

network.

When entering the MAC address information, type the 12-digit MAC address in the following format:
XXXXXXXX:xx:xx including the hyphens.

Enter Client IP Address:

Description: Enter the IP address for which you wish to assign to a client's computer or device MAC address.

Client IP Address: An address valid for the subnet for which the interface is configured. Care should be used to ensure
that there is no conflict with any pre-existing devices on that subnet which may have been already configured to use
statically assigned IP addresses.

Recommended Setting

This address should have been provided by your Network Administrator.

e C(Click on the “Save” button and the following pop-up window will appear:

> N The page at http:// <IP Address>:10000 says:
@ DHCP Server settings saved.

o

e C(Click on the “OK” button to acknowledge the content
e Click on the “Apply” button and the following pop-up window will appear:

. The page at http://<IP Address> :10000 says:
@ DHCP Server settings applied.

x>

e C(Click on the “OK” button to acknowledge the content

™~
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DHCP Relay
Click on DHCP Relay and the following screen will appear:

Status Admin Networking Advanced

DHCP Relay

Enable DHCP Rday? 2]
stat a boot time? [ 2]

Interface Table

Interface = m

Remote Servers

Remote Server m

__Cancel |1 save [ Apply |

Toll Free: +800.489.7781
Sixnet Wireless ) Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright @ 2012 Sixmet Inc.

DHCP Relay will enable a service that will allow you to connect a local interface with a remote DHCP Server.

Enable DHCP Relay?: Select Yes to enable the DHCP Relay, or No to disable it. The service will start once the Apply
button is clicked. If the Save button is clicked, the service will not be started until after the device is rebooted and then
only if the Start at boot time option has been also set to Yes.

Start at Boot?: Select Yes to enable the DHCP Relay at boot time, or No for manual control.
If the DHCP Relay service is required to be operational at all times, then set to Yes.
If another process, such as VRRP, is going to dynamically enable/disable DHCP Relay
service as needed, then set to No.

Adding the Interface: Click on the Add button and the following pop-up will appear.
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Add Interfaces

Interface:

Select the interface you would like to receive its IP from the remote DHCP server from the drop down menu and click
OK.
Adding the Remote DHCP Server: Click on the Add button and the following pop-up will appear.

Add Remote Server

remote server: [

Enter the IP Address or Fully Qualified Domain Name of all remote DHCP Servers available.
It is the responsibility of the remote DHCP Server to coordinate the issuing of DHCP addresses.

3.5.2 Dynamic DNS

The “Dynamic DNS” menu item allows you to configure a dynamic DNS name for the Sixnet router that does not have a
static public IP Address and you are subscribed to a service providing Dynamic DNS, such as DYNDNS.ORG.

e Click on the “Dynamic DNS” menu item and the following window will appear:

Status Networking Services Advanced
Dynamic DNS

Enable Dynamic DNS? m

Sixnet Wireless Toll Free: +800.489.7781
formarly jom Electronics i . Fax: +314.426.0007

4645 LaGuardia Drive Web:www . jbmelectronics.com
St. Louis, MO 63134 www.sbxnet.com

[Model Number] Copyright © 2010 Sixnet LLC

e Click on the pull down menu at the “Enable Dynamic DNS” and the display will expand to reveal the
configuration fields shown below:

™~
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Status Networking Services Advanced

Dynamic DNS

Enable Dynamic DNS? m

Select Service Type _]
Enter User Name —
Enter Password —
Confirmn Password _

Select Interface

Host Nama:

ELLER AR members, dhs org:80

Server Request Path

Sixnet Wireless - Toll Free: +800.489.7781
foem actronic > Fax: +314.426.0007
Web:www . jbmelectronics.com

www.sbmet.com

[Model Number] Copyright © 2010 Sixnet LLC
Select Service Type: Select the desired Dynamic DNS Service from the list provided.
Enter User Name: Enter the User Name used to access your Dynamic DNS service in this field.

Enter Password: Enter the Password used to access your Dynamic DNS Service in this field.
Confirm Password: Re-enter the Password used to access your Dynamic DNS Service in this field.

Select Interface: Specify the interface you want to access via Dynamic DNS. Changes made to the interface
configuration after enabling Dynamic DNS will result in updates being sent to your Dynamic DNS service provider.

Host Name: Enter the host name and domain you wish to be assigned by the Dynamic DNS service.

Server Name/Address: Enter the host name or IP Address (along with port number, if needed) user to access the
Dynamic DNS Server. Example: members.dyndns.com:80.

NOTE: A recommended value is automatically displayed when you select a Service provider. If you require a value
other than the recommended value, your Network Administrator or Dynamic DNS Service Provider should be able to
provide the appropriate value, which can be entered manually.

Server Request Path: Enter the Request URI required to connect to the Dynamic DNS Service in this field.

NOTE: A recommended value is provided automatically when a Service type is selected. If you require a value other
than the recommended value, your Network Administrator or Dynamic DNS Service Provider should be able to

provide the appropriate value, which can be entered manually.

e Click on the “Save” button and the following pop-up window will appear:

™~
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The page at http:// <IP Address>:10000 says:

Dynamic DNS parameters saved.

o)

e C(Click on the “OK” button to acknowledge the content
e Click on the “Apply” button and the following pop-up window will appear:

,.The page at http://<IP Address>:10000 says:

Operation Succeeded.

e C(Click on the “OK” button to acknowledge the content

3.5.3 SN Proxy

SN Proxy is a web relay proxy service used to gain access to devices that are behind our Sixnet router providing
additional security and access control to devices that may not offer such functionality. A Proxy based service provides a
more robust connection than just using a port forward rule, including the ability to add an additional user log in for
authentication, encryption via SSL as well as isolation via Access Control Lists.

To begin using SN Proxy:

Click on Services - SN Proxy Settings and the following window will appear:

Status Admin Networking Advanced

SNProxy Settings

Enable SNProxy Settings: P

| Cancel [ save [ Apply |

Toll Free: +800.489.7781

Sxnet Wireless ,— Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com

St. Louis, MO 62134

Send Email to Support:

[model_number] Copyright © 2012 Sibmet Inc.

Enable SN Proxy Settings: Enables or disables the SN Proxy feature.
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When you click yes to enable the feature the following window will appear:

Status Admin Networking Services Advanced

SNProxy Settings

Enable SNProxy Settings

?|

=
Use HTTPS/S5L Encryption: 2
|

Use HTTP login 2|

it ror: 7

Rl 192.165.0.1 7|
Host ort: 7

Toll Free: +800.489.7731
Sixnet Wireless Fax: +314.426.0007

4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright © 2012 Sixmet Inc.
Use HTTPS/SSL Encryption: Specify whether you want to enable the SSL engine.

Use HTTP login: Specify whether you want to enable HTTP login.
*Note: If you enable the HTTP login, you will be required to enter the username and password.

Listen Port: Enter the port number the SNProxy listens for requests on.
Host IP: Enter the proxy server host IP address that will be accepting this connection request.

Host Port: Enter the proxy server host port number.

e C(Click Save to store the settings for the next reboot, or click Apply for the settings to take effect immediately.

TN
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3.5.4 SixView Manager

The “SixView Manager” menu item allows you to configure various aspects of the SixView Manager Client to
communicate with a SixView Manager hosted at Sixnet or at your location.

e Click on the “SixView Manager” menu item and the following window will appear:

Status Networking Services Advanced

SixView Manager

Cutrent Client S8iatus: ENABLED
Nexd Check In: 23 minutes, 35 seconds

Reporting to: www.iryamu.cem

Enabie OMU Access?
SixView Manager Sereer Primary Address
SuView Manager Server Secondary Address
Enter Access Interval (minutes)
Enter Emor Interval (minutes)

SelectAccess Method. REATTTN TN (15 BES

Enter SiView Manager Server Port#  RELED)

Selectinterface

Enter Rapid Checkin Interval

F 14.426.0007

Sixnet Wireless - Toll Free: +800.489.7781

5La a Drive Web:www jbmelectronics.com
St Louis, MO 63134 www.sixnet.com

[Model Number) Copyright © 2010 Sixnet LLC

SixView Manager Server Primary Address: Enter the IP Address or host name of your SixView Manager primary server.

NOTE: When changing the Primary Address to your own private SixView Manager server, you may want to consider
setting the Secondary Address to the Sixnet SixView Manager test server (www.mygmu.com) for trial and initial
production rollouts. This will enable Sixnet support staff to monitor the progress and better assist in diagnosing
potential problems.

SixView Manager Server Secondary Address: Enter the IP Address or host name of your SixView Manager secondary
server.

TN\
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NOTE: When changing the Primary Address to your own private SixView Manager server, you may want to consider
setting the Secondary Address to the Sixnet SixView Manager test server (www.mygmu.com) for trial and initial
production rollouts. This will enable Sixnet support staff to monitor the progress and better assist in diagnosing
potential problems.

Select Primary/Alternate Connection Mode: Select the desired Connection Mode from the provided drop-down.

Primary Only The SixView Manager client only connects to the Primary Server.
Secondary OnlyThe SixView Manager client only connects to the Secondary Server.
Both The SixView Manager client connects to the Primary and

Secondary Servers.

Secondary when

Primary unavailable The SixView Manager client preferentially connects to the
Primary, using the Secondary as a backup.

NOTE: "Secondary when Primary unavailable" or "Both" are the preferred methods in configurations supporting dual
SixView Manager servers.

Enter Access Interval (minutes): Enter the number of minutes the SixView Manager Client process should wait before
connecting to the SixView Manager server.

NOTE: While lower values can result in more timely status reports with the SixView Manager Server, it comes at an
expense of increased data traffic, which may be an issue when the connection utilizes a cellular modem with a service
plan where cost is based on bandwidth usage. A value of 220 is suggested for Cellular carriers that use an inactivity
timeout of four hours.

Enter Error Interval (minutes): Enter the number of minutes the SixView Manager Client should wait before re-
attempting a previously failed check-in attempt.

Select Access Method: Select the desired Access Method from the provided drop-down.

Unencrypted (http) Faster, but less secure.
Encrypted (https) Slower, but more secure.

NOTE: The encrypted method adds significant overhead which may be a consideration when using a cellular modem
connection. For example, if an ipsec_restart is an option, then when selected, will be run whenever the fallback logic
selects and activates this interface.

Enter SixView Manager Server Port #: If the SixView Manager Server has been configured to accept connections on a
port other than its standard default, that custom port number should be entered in this field. The administrator of the
SixView Manager Server will be able to provide you with the necessary information to properly set this parameter.
Default 18080 for http, 18081 for https.

Select Interface: Select the name of the interface to which the SixView Manager Client will bind for communications
with the SixView Manager Server.

S’xne'l‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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NOTE: This option will only be necessary if the SixView Manager Client is required to communicate through a
configured IPSEC, GRE or IPIP tunnel.

Enter Rapid Check-in Interval: Enables device to send Cell modem RF status information at very short intervals. This
feature is only supported by SixView Manager Servers running 1.22 or later version server software.

NOTE: Each Rapid RF check-in will produce about 1300 bytes of data. Setting this value to 15 seconds will generate
about 7.4MB of data a day (224.6MB every 30 days). This amount is addition to any other data the unit might be
transmitting/receiving. Enter 0 if you are not using this feature on a Sixnet SixView Manage server.
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Disable SixView Manager Client

e C(Click on the pull down menu at the “Enable SixView Manager Access”
e C(Click on “No” and the display will retract

Status Networking Services Advanced

SixView Manager

Current Client Status. DISABLED
Next Check in. NA

Reporting to: Www.Imygmu.com

Enable GMU Access? m

i i - Toll Free: +800.489.7781
?Srlxne.t‘ wlr,?»!.?ss F E Fax: +314.426.0007
Webiwww. jbmelectronics.com

www.shanet.com

{Model Number] Copyright @ 2010 Sixnet LLC

e Click on the “Apply” button and the following pop-up window will appear:
The page at http://<IP Address> :10000 says:
@ CMU Client settings applied.

e C(Click on the “OK” button to acknowledge the content

3.5.5 SSH Server

The “SSH Server” menu item allows you to configure whether the Sixnet router will communicate with the network via
Secure Shell (SSH).

Click on the “SSH Server” menu item and the following window will appear:

TN

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
a redl'Bn‘husiness 331 Ushers Road, Ballston Lake, NY 12019 T+1518877 5173 F +1 518 877 8346




IndustrialPro Series Router
User Manual

Status Networking Services Advanced

SSH Server

Enatde SSH Server? m

i i Toll Free: +800.489.7781
ST erte‘all‘(‘e_ss >~ . Fanc +314.426.0007
Web:www.jbmelectronics.com

www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

Click on the pull down at the “Enable SSH Server?” and the display will expand to reveal the configuration fields shown
below:

Networking Services Advanced
SSH Server

Enatle SsH Server? [T |
Conflgure Advanced SSH Parameters? m’
Listening IP Address For S8H
Listening IP Port For ssH: FEI
SSH Protocol Version m
Login Grace Time ¢n seconds) _
Maximum Concurrent Connections _
Allow Root Login? m

Sixnet Wireless - Toll Free: +800.489.7781
foer yen Electronics < Fax: +314.426.0007
464 Guar dia Drive Web:www . jbimelectronics.com
St. Lowsis, MO 63134 www.sbmet.com

[Model Number] Copyright © 2010 Sixnet LLC

Configure Advanced SSH Parameters? Select “Yes” to configure advanced options for the SSH Server.
Listening IP Address For SSH: Specifies the local IP Address on which the SSH server will accept connections.

NOTE: Specifying a value of 0.0.0.0 allows the SSH server to accept connections on any interface. Firewall rules must
be present, however to allow SSH connection on untrusted interfaces.

Listening IP Port For SSH: Specifies the local IP port on which the SSH server will accept connections.
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NOTE: Specifying a value other than 22 will require proper firewall rules in order to allow connections to the given
port.

SSH Protocol Version: Specifies the protocol version for SSH Server to use.

NOTE: Security flaws have been found in SSH protocol version 1. For that reason, we recommend using protocol
version 2 where possible.

Login Grace Time (in seconds): Specifies the amount of time, in seconds, after which the SSH server will disconnect, if
the user has not successfully logged in. Recommended value is 30.

Maximum Concurrent Connections: Specifies the maximum number of concurrent unauthenticated connections to the
SSH server. Additional connections will be dropped until authentication succeeds, or the Login Grace Time expires for a
connection. Recommended value is 10.

Allow Root Login? Specifies whether root can log in directly to the SSH server. Recommended setting is “No”.

e Click on the “Apply” button and the following pop-up window will appear:
N The page at http://<IP Address> :10000 says:
@ SSH Server settings saved and applied.

e C(Click on the “OK” button to acknowledge the content

3.5.6 SSL Connections

The “SSL Connections” menu item allows you to configure the Sixnet router to either act as a Secure Socket Layer (SSL)
Client to receive certificates or as an SSL Server to issue certificates. The SSL Connections tab is sub sectioned into the
SSL Client, and the SSL Server.

SSL Client

The “SSL Client” menu item allows you to configure the Sixnet router to be a SSL client and receive a certificate of
authorization from an SSL server to authenticate connections for secure communications.

Click on the “SSL Client” menu item and the following window will appear:
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Status Admin Networking

Advanced

SSL Client

S5L Client Stopped

Enable S5L 7 -
_ cancel |

Toll Free: +800.489.7781
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:
[model_number]

Copyright © 2012 Sixmet Inc.

e C(Click on the pull down menu at the “Enable SSL?”
e C(Click on “Yes” and the display will expand to reveal the configuration fields

Status Admin Networking Advanced

SSL Client

S55L Client Stopped

Enable SSL 7

Activity Log Leve: Reilulytlgtd
Wait for Connection (sec.): m

Idle Timeout (min.):
Advance Setup ?

Label | TCP Listening IP | TCP Listening Port | S5L Destination IP | 5SS

Toll Free: +800.489.7781
Sixnet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www_sbxnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

Activity Log Level: This controls the logging level for SSL Connection activity. Recommended setting is “Summary” for a
production, and “Full” for test environment.

Wait for Connection (sec.): Time (in seconds) allowed after sending SYN packets, to wait for SYN-ACK. Default is ‘20’".

Sixnet Sixnet, Inc, A Red Lion Business
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Idle Timeout (min.): Time (in minutes) allowed for no traffic over an SSL connection, before closing down the link.
Default is ‘720’.

Advance Setup? Select “Yes” to modify advanced SSL options. The display will expand to reveal the advance setup
fields.

Admin Networking Advanced

SSL Client

35L Client Stopped

erface for accepting TCP Connections:
erface for outgoing SSL Connect|
Ciphers: tRC4-
SHA:ALL:'ADH: 'aNULL:!eNULL: !LOW: 'EXP: !55Lv2 :RC4-
ESA:+HIGH: +MEDIUM

Label | TCP Listening IP | TCP Listening Port | SSL Destination IP | SSL Destinatic || Add |

Toll Free: +800.489.7731
Sixnet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 62134

Send Email to Support:

[model_number] Copyright @ 2012 Sixnet Inc.

Bind Interface for accepting TCP Connections: This will restrict the unencrypted listening socket to allow connections
coming into the specified interface only. Recommended setting is “Any”.

Bind Interface for outgoing SSL Connections: This will restrict the encrypted socket to initiate connections out the
specified interface only. Specifying an interface here may conflict with policy routing, however it may be required in a
GRE/VPN or other tunneled environment. Please consult with a network architect for additional assistance.
Recommended setting is “Any”.
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Ciphers: This field is a list of openss| ciphers supported. Please consult support staff before attempting to change.
Reference Google: "openssl cipher list" for more information. Recommended setting is “RC4-MD5:RC4-SHA:SSLv3".

Certificate: Specifying a certificate in client mode will use this certificate chain as a client side certificate chain. Using
client side certs is optional. The certificates must be in PEM format, with an unencrypted key (not password protected

when generated). Use Admin—> Certificate Manager to install/update certs.

Keep-Alive Behavior: This option enables TCP Keep-alives on the underlying sockets. The following options are
supported:

None: Keep-alives not used.
All: Keep-alives enabled for all sockets.

Accept: Keep-alives enabled for listening server socket side connections only. This applies to the clear
text server for Client mode sockets, or the SSL Encrypted server for Server mode sockets.

Remote: Keep-alives enabled for client initiated sockets.
Local: Keep-alives enabled for client connections bound to a local IP address.
You may need to adjust the master Keep-alive timer via Networking->TCP Global Settings.
NOTE: Enabling TCP Keep-alives may, dramatically, increase the total amount of traffic for the affected socket(s)
depending on the master interval, probe and timeout settings, which should be considered for connections using a
wireless (cellular) connection with respect to total data usage for the subscripted plan.

Add SSL Client Interface

e C(Click on the “Add” button and the following pop-up window will appear:

Add SSL Client Interface
Label:

TCP Listening IP

TCP Listening Port:

SSL Destination IP:

SSL Destination Port:

H!]I]!]:]!]

Label: Enter a unique name to describe this connection.

TCP Listening IP: Enter the IP to listen on for incoming connections. If not using static IP addresses, it is recommended
to use the Advanced Setup option "Bind Interface for accepting TCP Connections" instead.

™~
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Leave blank (0.0.0.0) to allow connections from any interface. Use 127.0.0.1 for internal connection use only (gwlnx
Protocol Converter).

TCP Listening Port: Enter the listening port for this connection. Please note that this port must be allowed in the
Firewall access rules for any external/untrusted interface.

It may be helpful to review the results of Status—>Socket Statuses>TCP Only to confirm that your choice of listening
port is not already in use. (Ports under "Local Address" with a state of "LISTEN" are in use.)

SSL Destination IP: Enter the IP or Domain Name of the SSL server to which you would like to connect.

SSL Destination Port: Enter the Port number of the SSL server to which you would like to connect.

Click on the “OK” button to populate the SSL Client screen.
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Networking Services

_.SsLCient

33L Client 3Jtopped

Enable S5L 7 (=
Activity Log Level: RNyt ey
Wait for Connection (sec.):
Idle Timeout (min.):
Advance Setup ? RGEd

Bind Interface for accepting TCP [y
Connections:
Bind Interface for outgoing SSL
Connections:
Ciphers: [l B T8

SHA:ALL: !ADH: ! aNULL: !eNULL: !LOW: !EXP: ! 33Lw2 : RC4—
R3A:+HIGH: HMEDITM

SECEITEIEN -Do not use certficate- -

Keap-Alive behavior: [RE4E -

Label | TCP Listening IP TCP Listening Port | SSL Destination IP

Toll Free: +800.489.7781
S cEe
Sixnet Wireless WZah’w:f::.;:Sthc.l-.cz
4645 LaGuardia Drive B
St. Loui 63134 i
5t. Louis, MO 63134 Send Email to Support:

Gateway RIZ00B-G Copyright @ 2012 Sixnet Inc.

e Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address> :10000 says:
SSL Client configuration applied.

o

e C(Click on the “OK” button to acknowledge the content
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SSL Server
The “SSL Server” menu item allows you to configure the Sixnet router to issue SSL certificates to requesting SSL clients.

o Click on the “SSL Server” menu item and the following window will appear:

Status Admin Networking Advanced

SSL Server

55L Server Stopped

enable ssL 7 [

Toll Free: +300.439.77381
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sbxmet Inc.

e C(Click on the pull down menu at the “Enable SSL?”
e C(Click on “Yes” and the display will expand to reveal the configuration fields.
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Status Admin Networking Services Advanced

SSL Server

5L Server Stopped

Enable SSL 7 R{=-0Rd

Activity Log Levd: Elllulut=la g
Wait for Connection (s : m
Idle Timeout {min.):
Cetificate:
Advance Setup ? m

Label | SSL Listening IP | SSL Listening Port | TCP Destination IP | TCP Destinatic*| | Add |

Toll Free: +800.489.77381
Sixnet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

Activity Log Level: This controls the logging level for SSL Connection activity. Recommended setting is “Summary” for a
production, and “Full” for test environment.

Wait for Connection (sec.): Time (in seconds) allowed after sending SYN packets, to wait for SYN-ACK. Default is 20’.

Idle Timeout (min.): Time (in minutes) allowed for no traffic over an SSL connection, before closing down the link.
Default is ‘720’.

Certificate: A server certificate must be provided. This will be used to encrypt communication with all clients. The
certificates must be in PEM format, with an unencrypted key (not password protected when generated). Self signed
certificates are highly recommended. Use Admin—>Certificate Manager to install/update certs.

Advance Setup? Select “Yes” to modify advanced SSL options. The display will expand to reveal the advance setup
fields.
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Status Networking Services Advanced

SSL Server

SSL Server Stopped

Enable SSL? m]
Activity Log Level m]
Wait for Connection {sec.) m
Idle Timeout {min.)
Cerificate
Advance Setup 7 FESE
Bind Interface for accepting SSL Connaclions m
Bind Inerface for outgoing TOP Connections m
(S LEIES RC 4~ HDS : RCA~

SHA:ALL: 'ADH: 'aNULL: 'eNULL: *LOW: 'EXP: ! SSLv2 :RC4~
RSA:+HIGH: +MEDIUN

Keep-Alive behayior M

k Lab.olrﬂ SSL I.hionlrl.lgvl»P | SSL lﬁiﬁﬁkng Port ’ VTVCP Destination IP-V | TCP Destination Port I £

Toll Free: +800.489.7781

F 14.426.0007
Web:www.jbme AroniCs.com
www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

Bind Interface for accepting TCP Connections: This will restrict the unencrypted listening socket to allow connections
coming into the specified interface only. Recommended setting is “Any”.

Bind Interface for outgoing SSL Connections: This will restrict the encrypted socket to initiate connections out the
specified interface only. Specifying an interface here may conflict with policy routing, however it may be required in a
GRE/VPN or other tunneled environment. Please consult with a network architect for additional assistance.
Recommended setting is “Any”.

Ciphers: This field is a list of openss| ciphers supported. Please consult support staff before attempting to change.
Reference Google: "openssl cipher list" for more information. Recommended setting is “RC4-MD5:RC4-SHA:SSLv3".
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Keep-Alive Behavior: This option enables TCP Keep-alives on the underlying sockets. The following options are
supported:

None: Keep-alives not used.
All: Keep-alives enabled for all sockets.

Accept: Keep-alives enabled for listening server socket side connections only. This applies to the clear
text server for Client mode sockets, or the SSL Encrypted server for Server mode sockets.

Remote: Keep-alives enabled for client initiated sockets.
Local: Keep-alives enabled for client connections bound to a local IP address.
You may need to adjust the master Keep-alive timer via Networking=> TCP Keep-alives.
NOTE: Enabling TCP Keep-alives may, dramatically, increase the total amount of traffic for the affected socket(s)

depending on the master interval, probe and timeout settings, which should be considered for connections using a
wireless (cellular) connection with respect to total data usage for the subscripted plan.
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Server Configuration
e C(Click on the “Add” button and the following pop-up window will appear:

Add SSL Server Interface

Label:
SSL Listening IP: [IKININI]

SSL Listening Port:

TCP Destination IP:
TCP Destination Port:

TCP Source Bind IP:

Hl‘]l‘]:‘]l‘]l‘]ﬂ

Label: Enter a unique name to describe this connection.

SSL Listening IP: Enter the IP to listen on for incoming SSL connections. If not using static IP addresses, it is
recommended to use the Advanced Setup option "Bind Interface for accepting TCP Connections" instead.

Leave blank (0.0.0.0) to allow connections from any interface.

SSL Listening Port: Enter the listening port for SSL connections. Please note that this port must be allowed in the
Firewall access rules for any external/untrusted interface.

NOTE: It may be helpful to review the results of Status—> Socket Statuses—>TCP Only to confirm that your choice of
listening port is not already in use. (Ports under "Local Address" with a state of "LISTEN" are in use.)

TCP Destination IP: Enter the IP or Domain Name of the standard TCP server to which you would like to connect. Use
127.0.0.1 for internal connection use only (gwInx Protocol Converter, or OOB Encryption Setup)

TCP Destination Port: Enter the Port number of the standard TCP server to which you would like to connect.

TCP Source Bind IP: Enter the IP to bind to for outgoing TCP connections. If not using static IP addresses, it is
recommended to use the Advanced option "Bind Interface for outgoing TCP Connections".

Leave blank for normal operation (no binding).

e C(Click on the “OK” button to populate the SSL Server screen
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Status Networking Services Advanced

SSL Server

SS8L Server Stopped

Enable S5L.2 m
Aciivity Log Level m’
Wait for Connection (sec.) m
Idle Timeout (min.) m
Corttcate
Agvance Setup ? m
Bind Interface for accepting SSL Connéections m
Bind Interface for outgoing TCP Connections m

TS RCA~-NDS : RCa~
SHA:ALL: !ADH: 'aNULL: 'eNULL: 'LOW: !EXP: 'SSLv2 :RC4-
RSA:+HIGH: +MEDIUM

Keep-Alive behavor m

Label | SSL Listening IP | SSL Listening Port | TCP Destination IP | TCP Destination Por *
SixNetTest 0.0.0.0 0 10.100.100.25 %8

Sixnet Wireless . Yoll Free: +800.489.7781
(= \ Blecronic Fax: +314.426.0007

ely jb
LaGt e Web:www jbmelectronics.com
www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

Click on the “Apply” button and the following pop-up window will appear:

Click on the “OK” button to acknowledge the content

The page at http://<IP Address> :10000 says:

SSL Server configuration applied.
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3.5.7 System Logging

The “System Logging” menu item allows you to configure the Sixnet router to send the system logs to a different syslog
server designated by IP Address or URL.

e C(Click on the “System Logging” menu item and the following window will appear:

Status Networking Services Advanced

System Logging

Forward syslogto remote nost? m

Sixnet Wireless ’*"

[Model Number] Copyright © 2010 Sixnet LLC

e C(Click on the pull down menu for “Forward syslog to remote host?” and choose “Yes” to reveal the system
logging configuration fields

Status Networking Services Advanced

System Logging

Forward syslog to remote host? m

Sixnet Wireless - Toll Free: +800.489.7781
SormenizJbn ios r ‘ Fanc: +314.426.0007
4645 LaGy Drive Web:www.jbimelectronics.com
St. Louis, MO 63134 www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

IP Address / Name of remote host: Enter the IP address of the remote syslog server to which you want to forward
messages.

e Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address> :10000 says:
|
@ Syslog settings applied.

(S

e C(Click on the “OK” button to acknowledge the content
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3.5.8 TELNET Server

The “TELNET Server” menu item allows you to enable or disable TELNET on the Sixnet router.
e C(Click on the “TELNET Server” menu item and the following window will appear:

Status Networking Services Advanced

Telnet Server

Enable TELNET Server? [TNIE

. 1 oo Toll Free: +800.489.7781
,.s'xnet..vilfel?.ss f e % F::: +314.426.0007

4.615 m;m;x l)u\:».; Web:www jbielectronics.com
St. Louls, MO 63134 www.sbxnet.com

[Model Number] Copyright © 2010 Sixnet LLC

e Click on the pull down menu at the “Enable TELNET Server?” field
e Click on “Yes”

Status Networking Services Advanced

Telnet Server

Enable TELNET Server? m]

Sixnet Wireless Toll Free: +800.489.7781
formerty jbm Blectronics rai . Fax: +314.426.0007

46451 a(;umdm. li(n;c':- Web:www.jbmelectronics.com
St. Lowis, MO 63134 www.sixnel.com

[Model Number] Copyvight © 2010 Sixnet LLC

e C(Click on the “Apply” button and the following pop-up window will appear:

. The page at http://<IP Address> :10000 says:
@ TELNET Server settings applied.

(S

e C(Click on the “OK” button to acknowledge the content
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3.5.9 Ping Alive

Ping is a diagnostic tool used for verifying connectivity between two hosts on a network. It sends Internet Control
Message Protocol (ICMP) echo request packets to a remote IP address and watches for ICMP
responses. Click on “Ping Alive” tab as shown below to enable Ping Alive option.

Status Admin Networking Services Advanced

______ __ Administration Utili "

Dynamic DNS
Installed Firmware Vers
fiew Manager
[Firmware Version Number
GPS Settings

S5H Server
Device Serial Number :
5SL Connections
[Serial Number]
System Logging
TELNET Server
Physical Interface Stat,
Ethernet Interface Connection State T e
usb Up 19 s
ethO Up 19 =

1k Status
Agent AT

Cellular Interface Activation Connection IP Address Signal Strength
pppO Unavailable Enabled 166.130.37.97 UMTS 91

Select auto update interval: IRl CTs]

2]

Sixnet Wireless y o

: Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

Copyright © 2010 Sixnet LLC

e Click on “Ping Alive” tab as shown above to enable Ping Alive option
Status Admin Networking Services Advanced
g Alive
Enable Ping Alive? 2]
|_apply |
Sixnet Wireless y - Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com
Copyright © 2010 Sixnet LLC
.

Select “Yes” to “Enable Ping Alive?” option and the following window will appear:
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Status Admin Networking Services Advanced

___Ping Alive

Enable Ping Alive?

Test Interval {in minutes):

Test Packets to Send: _

allowable Packet Loss:
Host Address:

Source Interfaci

Source IP Address: LEFRLR:RA
Failure Command Script:

][] (][] (] [end] (] [+

@@

Sixnet Wireless / % Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

Copyright © 2010 Sixnet LLC

Test Interval (in minutes): Enter the time interval (in minutes) to which the ping packets would be sent. Recommended
setting is 50.

Test Packets to Send: Specify the number of ping packets to send out to test connectivity. The minimum is 1, maximum
is 10.
Allowable Packet Loss: Specify the number of lost packets that are acceptable before the link is considered unavailable.

Note: The value must be less than the number of test packets set via Test Packets to Send.

Host Address: Enter the IP Address of the destination host to which the ping packet would be sent. Default setting is
“1.0.0.1".

Source Interface: Select the name of the interface to which the service will bind for communications tests.
Recommended setting is “None”.

Source IP Address: Enter the IP address to use as a source for communications tests. Note: This will be the source IP
address of the PING packets, but does not necessarily reflect the interface from which packets will traverse the unit.

Failure Command Script: Choose the name of the command script to be executed when the PING test fails. For
example, if “Reboot” is an option, then when selected, the wireless interface will be restarted.

Note: Recommended setting is “None” for standard operation with no special behaviors. The “Reboot” is useful when
using the wireless (cellular) interface.

o Click “Apply” button for the changes to take effect and the following window will appear:
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! Ping Alive settings applied.

e  Click on the “OK” button to acknowledge the content.

3.5.10 SNMP Agent

SNMP, Simple Network Management Protocol, is a standard way of querying networking devices to obtain statuses,
updates, alerts and behaviors.

To retrieve SNMP data from the Sixnet device you must have a SNMP manager or Server at the head end.
The Sixnet Router will only act as an SNMP client, providing data it is polled for. It will not act as a manager to poll other
devices.

The SNMP Agent allows you to query the unit for information via SNMP using what is called a MIB, Management
Information Base. Standard MIB-II queries are supported, as well as a custom JBMELECTRONICS MIB. A great deal of
useful information about the unit, including cellular signal strength, interface status, etc. can be queried. When
configuring firewalls to allow SNMP traffic be sure to allow access to port 161 so that the device may return its results.
This is the industry standard port # for SNMP traffic.

You may obtain the JBMELECTRONICS.MIB by contacting Sixnet support.

A complete listing of the OIDs found in the JBMELECTRONICS.MIB can be found in Appendix at the end of this manual.
* The community string is “public” (Do not enter the quotes).

™~
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Status Admin Networking Services Advanced

DHCP Services

RAM 6821HSPA Administral
Dynamic DNS

Installed Firmware Vers
SixView Manager

[Firmware Version Numbe: =
GPS Settings
S5H Server

Device Serial Numbe
SSL Connections

[Serial Humber]
System Logging
TELNET Server
Physical Interface Stat
Ethernet Interface Connection State P 1k Status
ush Up 19! sumP Agent wn
etho Up |

Ping Alive

B |
ModBus

Cellular Interface Activation Connection IP Address Signal Strength
N/A Unavailable Disabled N/A No Service 110
Cellular Uptime: N/A

Select auto update interval: gREELE) - [?]

Toll Free: +800.489.7781
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

BT-6821 HSPA Copyright © 2012 Sixnet Inc.

o  Click on the “SNMP Agent” menu item and the following window will appear:

Networking Services Advanced
SNMP Agent

Enable SNMP Agent? 2]
|_cancel |

Toll Free: +800.489.7781
Sixnet Wireless ’ Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

BT-6821 HSPA Copyright © 2012 Sixnet Inc.

o Select “Yes” to “Enable SNMP Agent?” option and the following window will appear:

TN
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Status Admin Networking Services Advanced

Enable SNMP Agent?
Community String for SNMP Agent Access: _

Allow Serial Number OID?

Toll Free: +800.489.7781
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

BT-6821 HSPA Copyright © 2012 Sixnet Inc.
Community String for SNMP Agent Access: Specify the community string to use for authentication between the SNMP
Agent and Manager. Alpha-numeric strings are supported.

Note: The community string must match on both ends of the connection in order to work.

Our default community string for the JBMELECTRONICS MIB is “public”.

Allow Serial Number OID: Select Yes to allow users and management systems to retrieve the unit serial number from
the SNMP Agent. If No is selected, a query of the serial number OID will return "UNKNOWN".

o Click “Apply” button for the changes to take effect and the following window will appear:

SMMP Agent settings saved and applied.

e C(Click on the “OK” button to acknowledge the content.

You should now see your MIB Manager be able to poll and display data collected from the Sixnet device.
If you are behind a firewall you will need to configure it to allow external SNMP connections to the IP address of the
device on port 161.

™~
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3.5.11 Modbus

This option is only supported if the IndustrialPro router has been upgraded to IndustrialPro RAM. The IndustrialPro RAM
firmware MODBUS application allows it to act as a MODBUS Master acting as an I/O concentrator for MODBUS devices.
I/0 for these devices can be read or written using MODBUS I/0 transfers with the IndustrialPro acting as a MODBUS
master. 1/O data is stored in a local I/O database.

*This feature is not available on the R-Series Enterprise Routers.
The IndustrialPro RAM will support:

e |/O transfers using MODBUS
e Slave Station Status
e Forwarding of MODBUS messages

e Developing of third party applications using our SDK based on ELDK4.2 and the SIXNET IODB API.

Additionally, the IndustrialPro will act as a MODBUS slave. This allows MODBUS masters to request or update I/O points
in the IndustrialPro’s /O database.

Modbus Configuration:

User interfaces will be provided to configure I/0 transfers, the MODBUS forwarding table and serial interfaces. MODBUS
configuration data will be stored in an XML based file named modbus.xml. This file will contain the following sections:

e serials: xml section to define the parameters used for serial ports.

e |ocalStation: xml section to define the local station number and name

e remoteStations: defines remote stations and the I/O transfers associated with them
e regAllocation: defines the number of registers for each 1/0 type.

e forwards: defines the list of remote stations to forward MODBUS requests.

There are two methods to configure these sections.

e CLI: The command line interface for the cellular modbus gateway (IndustrialPro) provides a Cisco-style telnet
command line interface. It writes an XML configuration file, which is used to drive the backend daemons.

e GUI Interface: This method is a WEB based interface which is the focus of this documentation.

The user interfaces will have the ability to:

e Configure/Display remote stations

e Configure/Display I/O transfers
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e Configure/Display MODBUS forward stations

e Configure/Display local station information such as station name and station number

e Configure/Display serial ports

e Configure/Display MODBUS registers allocation

Local / Remote Station:

Status Admin Networking

SN Industrial Pro [model_number] AIHI FSenaes

Installed Firmware Ver:

[firmware rewvision]

GPS Settings

Device Serial Numbe

[unit serial]

System Logging

Physical Interface Sta‘TELr'lI:—I' o

Ethernet Interface Connection State Ip S
usb Up 19| Ping Alive

etho Up 19 ovp Agent

Cellular Interface Activation Connection IP 7 S
ppp0 Reg Home Enabled 166.1 DN P3
Cellular Uptime: 0D 1H 24M 315

Sdect auto updae interva: IR T -

Sixnet Wireless o~
4645 LaGuardia Drive
St. Louis, MO 631324

Advanced

Jtility

[k Status
wn

Local / Remote Station
ID Transfer

Forwarding

Display Config File

Toll Free: +800.489.7781

Fax: +314.426.0007
Web:www.sixnet.com

Send Email to Support:

[model_number]

Copyright © 2012 Sixnet Inc.

e C(Click on the “Local / Remote Station” menu item and the following window will appear:
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Status Admin Networking Services Advanced

ModB S

Enable Modbus Interface?

2]
| cancel Jll save J apply |

Sixnet Wireless ’ﬁ

Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
St. Louis, MO 63134 Web:www.sixnet.com

Copyright © 2010 Sixnet LLC

o Select “Yes” to “Enable Modbus Interface?” option and the following window will appear:

Status Admin Networking Services Advanced

....... - Stati

Local Station
Station Name: _
Station Number: -
Local Port: _

Remote Stations Table Properties

Station Name | Station Number | Remote IP Address | Remote IP Port | Message  * m

10 Transfers Display Config Files

Toll Free: +800.489.7781
Sixnet Wireless ’ Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:
BT-6821 HSPA Copyright © 2012 Sixnet Inc.
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Station Name: Enter the name of the local station.
The station name must be less than or equal to 32 characters.

Station Number: Enter the local station number. The station number must be in range of 1 — 247.

Local Port: Enter the local port number. The port must be within the range of 1 — 65535 and the
recommended default port is set to 502.

e C(Click on the “Add” button to configure the remote station parameters and the following pop-up window will
appear:

Add ModBus Remote Station Table

Station Name: —
Station Number: -

Remote IP Address: —

Remote IP Port: _

Message Timeout (ms): -
Message Retries: -
Station Online Address: -

] ][] 0] e e

Station Name: Enter the name of the remote station. The remote station name must be less than or equal to 32
characters. All the defined remote station names will be populated in the I/O Transfer screen as a selection for assigning
I/O transfer for selected remote station name.

Station Number: Enter the remote station number. The station number must be in range of 1 —247.

Remote IP Address: Enter the remote station IP address in a valid IPv4 unicast address format, or may be blank if I/O
transfers to this remote station only use the serial port.

Remote IP Port: Enter a valid IP port number (1-65535) that the remote station listens on for MODBUS requests.

Message Timeout (ms): Enter the Timeout period, in milliseconds, to wait for an /0 transfer to complete. The valid
range is 10ms — 60000ms.

Message Retries: Enter the number of times to retry an I/O transfer before giving up. If a station status bit is provided, it
would be marked off line when this occurs. The recommended value is 3.

Station Online Address: Discrete input address is used as a station status indicator. If provided, it is set to True when
any I/0 transfer to a remote station complete successfully, and false otherwise. Enter the Address of a local discrete
input or blank if not used.

™~
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e Click on the “OK” button to populate the Remote Station Table screen. If more than one remote station is
needed, click and repeat the ‘Add” button.

e C(Click on the “Save” button to save the remote station configuration in the modbus.xml file.

1/0 Transfer:

Status Admin Networking Services Advanced
- DHCP Services e
SN Industrial Pro [model _number] A Jtility
Dynamic DNS
Installed Firmware Ver:
SN Proxy Settings

[firmware rewvision] o
» SixView Manager

GPS Settings

Device Serial Numbe

[unit =serial] 55|
System Logging
Physical Interface St.aITELNEr o
Ethernet Interface Connection State 1% =S 'k Status
ush Up 19 Ping Alive wn
{
etho Up 19 oivp Agent

T T Local / Remote Station

Cellular Interface Activation Connection IPZ2 10 Transfer
ppp0 Reg Home Enabled 166.1 bNP3 Forwarding
Cellular Uptime: 0D 1H 28M 65

Serial

Sdect auto update interva: gBl=] =) - lay Config File
ay Config File

Toll Free: +800.489.7731
Sixnet Wireless ’ Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.
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Click on the “I/O Transfer” menu item and the following window will appear:

Admin Networking Advanced

ModBus - 10 Transfer

Registers Allocation
Analog In: (2] Analog Out:
Long In: 2] Long Out:
Float In: [?] Float Out:

Display Of Modbus Default Slave Addresses
Modbus Type Modbus Address Range Display
ete Input 1 3 1:00001 -
Discrete Output 1 - 65536 0:00001 - 36
Analog Input 1-10000 3:00001 - 3:10000
1-10000 4:00001 - 4:10000
10001 - 13000 3:10001
10001 - 13000
16000 = - 3:16000
13001 - 16000 = - 4:16000

(=1

Analog Output
Leng Input
Leng Cutput
Float Input
Float Qutput

EN T S L R )

10 Transfer Table Properties
Station Name | Protocol | Send Mode | Port | Command Type | Local Type | Lo m

_cancel || save || Apply |

Toll Free: +800.489.7781
Fax: +314.426.0007

si - :
ixnet Wireless Web:www.sixnet.com

4645 LaGuardia Drive

St. Louis, MO 63134 Send Email to Support:

BT-6821 HSPA Copyright © 2012 Sixnet Inc.

Register Allocation: This page is displaying the default values for Analog In, Analog Out, Discrete In, Discrete Out, Float
In, Float Out, Long In and Long Out. The range of Modbus slave addresses are displayed based on default register
allocation. You can change the registers allocation values to your required register values and the range of Modbus
slave addresses will be changed based on the new values.

By default, we support 8192 DI registers, 8192 DO registers, 10000 Al registers, 10000 AO registers, 3000 LI registers,
3000 LO registers, 3000 Fl registers and 3000 FO registers.
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e (Click on the “Add” button to configure the I/O Transfer for the remote station and the following pop-up window
will appear:

Add ModBus IO Transfer Table

=ie=(als =10 S8 - Mot Configured- H
000 BN Modbus ﬂ
Send Mode: [RETIGESICS ﬂ

Port:
Command Type:
ST Discrete Input ﬂ

Local Relative Address:

Remote Type: [ME=C AT u

Remote Add

Number Of Regis
Enter Update Interval {ms.): -
Scan Enable Type: -ﬂ
Scan Enable Address: -

H:’J:’J:‘J:‘J:‘J:‘J:’J:’J:’J:‘J:‘J:ﬂ:ﬂ

Station Name: Name of the remote station for this I/O transfer. This option lists the name of all the remote stations
that you have already defined and configured in remote station table entry. Select the remote station name that you
want for this I/O transfer.

Protocol: Modbus is currently the only supported protocol used for I/O transfers.

Send Mode: Rapid Fire and Wait for Reply are the only modes used to send an I/O transfer.

Port: The port that the I/O request is being sent across. The supported ports are ttyS1, UDP and TCP. If UDP or TCP port
is used, the remote station selected for this I/O transfer should have its IP address defined.

Command Type: The commands used for I/O transfers are:
e READ: Used for reading MODBUS registers from the remote station.
e  WRITE: Write MODBUS output registers to the remote station.
o  WRITE_SINGLE: Write a single MODBUS discrete or analog output register to the remote station. Note: Only an
option when writing a single discrete output or single analog output.

Local Type: I/O type on the local station. See Table2 —1/0 Types and Limits.

Local Address: First address of the local I/0 used for the 1/0 transfer. Valid values are 0 through number of registers
configured for specified I/0 type.

Remote Type: I/0 type on the remote station. See Table 2, 3, 4, 5—1/0 Types and Limits.
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Remote Address: First register address for the remote I/0 used for the 1/0 transfer.
Valid values are 1 — 65536.

Number of Registers: Number of registers requested in the I/O transfer. This must be 1, if the WRITE_SINGLE command
is selected. See Table 2, 3, 4, 5—1/0 Types and Limits.

Enter Update Interval (ms): Time interval, in milliseconds, for the 1/0 transfer.

Scan Enable Type: I/O Type used for controlling an 1/0 transfer using either a discrete input or discrete output register.
Valid options are DI or DO or Blank if not used.

Scan Enable Address: The address of the discrete register used to control an 1/O transfer. Valid values are 0 through
number of registers configured for specified I/0O type. Blank if not used.

e (Click on the “OK” button to populate the I/O transfer Table screen. If more than one I/0 transfer for remote
station is needed, click and repeat the ‘Add” button.

e Click on the “Save” button to save the I/0 transfer configuration in the modbus.xml file.

Table 1 - 1/0 Types and Limits for read commands

1/O TYPE Number of regs supported in 1/O transfer
Discrete Input DI 2000

Discrete Output | DO 2000

Analog Input Al 125

Analog Output AO 125

Float Input FI 62

Float Output FO 62

Long Input LI 62

Long Output LO 62

Table 2 — 1/0 Types and limits for write commands

1/O TYPE Number of regs supported in 1/O transfer
Discrete Input DI 1968
Discrete Output | DO 1968
Analog Input Al 123
Analog Output AO 123
TN
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Float Input FI 61
Float Output FO 61
Long Input LI 61
Long Output LO 61

Table 3 - Valid Type Combinations for READ 1/0 Xfers

Local Type Valid Remote Type
DI DI | DO
DO DI | DO
Al Al | AO
AO Al | AO
Fl FI'| FO
FO FI'| FO
LI LI | LO
LO LI | LO

Table 4 — Valid Type Combinations for WRITE 1/0 Xfers

Local Type Valid Remote Type

DI DO

DO DO

Al AO

AO AO

Fl FO

Fl FO

LI LO

LO LO
Sixr]\et Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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Forwarding:

Status Admin Networking Services

- DHCP Services
SN Industrial Pro [model_number] A
Dynamic DNS
Installed Firmware Ver
SN Proxy Settings
[firmware revision]
» ew Manager
GFPS Settings
Device Serdal Numbe

S55H Server

[unit serial]

m Logging
Physical Interface Stal e
. g Server
Connection State P
19 Ping Alive

Ethernet Interface
usb Up

etho Up 19 qume Agent

e 7"
166.1 D P3

Cellular Interface Activation Connection
ppp0 Reg Home Enabled
Cellular Uptime: 0D 1H 31M 485

Sdect auto updae intervd: R T -

Sixnet Wireless
4645 LaGuardia Drive
St. Louis, MO 63134

Advanced

Jtility

ik Status
wn

Local / Remote Station
10 Transfer
Forwarding

Serial

Display Config File

Toll Free: +800.489.7781

Fax: +314.426.0007
Web:www.sixnet.com

Send Email to Support:

[model_number]

e C(Click on the “Forwarding” menu item and the following window will appear:

TN
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Status Admin Networking Advanced

ModBus - Forwar

Station Number | Forward Station Number | Type | Address | Port |

Local / Remote Stations | 10 Transfers Display Config Files

Toll Free: +800.489.7781
Sixnet Wireless ‘u\ll’:ab)f: +3 14:426;:000?
4645 LaGuardia Drive eb:www.sixnet.com

St. Louis, MO 63134 Send Email to Support:

BT-6821 HSPA Copyright @ 2012 Sixnet Inc.

e C(Click on the “Add” button to configure the Forwarding and the following pop-up window will appear:

Add ModBus Forwarding

Station Number: -

Forward Station Number: -

Type: [ TEEIERED)

Station Number: Station number to be forwarded. Valid values are 1 — 247.

Forward Station Number: If supplied, replaces the station number in the request with this value.
Valid values are 1 -247.

Type: Select the forwarding method. Valid options are TCP, UDP and Serial.

Address: Valid IP address, if the selected type is TCP or UDP, or the Serial device name if
the selected type is Serial.

Port: IP port number to forward the request to on the remote station. The default port is 502.

e Click on the “OK” button to populate the Forwarding Table screen. If more than one forward is needed, click
and repeat the ‘Add” button.
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e Click on the “Save” button to save the Forwarding configuration in the modbus.xml file.

Serial:

Status Admin Networking Advanced

3 DHCP Services __
SN Industrial Pro [model_number] A Jtility
Dynamic DNS
Installed Firmware Ver:
SNFProxy Settings

[firmware rewviszion]
» ! Manager

GPS Settings
Device Serial Numbe

S5H Server
[unit serial] "
» S5L Connedtions

stem Logging
Physical Interface St.aITEL“Er e
Ethernet Interface Connection State P b 'k Status

ushb Up 19, Ping Alive wn

etho Up 19 gyme Agent

Local / Remote Station

Cellular Interface Activation Connection IP2 IO Transfer
ppp0 Reg Home Enabled 166.1 DNP3 SEr

Cellular Uptime: 0D 1H 36M 475

Serial
Sdect auto update intervd: BT - Display Config File
Jisplay Config File

Toll Free: +800.489.7781
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

e C(Click on the “Serial” menu item and the following window will appear:
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Status Admin Networking Advanced

ModBus - Serial

Serial Table Properties

Device | Baud rate | Data bits | Parity | Flow Control | Stop bits | Protocol | Floi *

Local/ Remote Stations | 10 Transfers Display Config Files

Toll Free: +800.489.7731
Sbnet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 62134
Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

e C(Click on the “Add” button and the following pop-up window will appear:

Edit ModBus Serial Table

Device Name: m
Baud rate:
Data bits: m
Parity:
Flow control: M
Stop bits: nﬂ

Protocol:
Float Word Order: m
Long Word Order: m
Enable Daniel Mode: m

w9 o] o] ] ] ] ] bl ] ol

Device Name: Name of the serial device.

Baud rate: Baud rate for serial device.
Supported baud rates are: 300, 600, 1200, 2400, 9600, 19200 and 38400.
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Data bits: Number of data bits. Supported data bits are: 7 and 8.
Parity: Parity for serial device. Supported parities are: none, even, odd, mark and odd.

Flow control: Flow control for serial device. Supported flow controls are: none, hardware, xon/xoff, half duplex, full
duplex.

Stop bits: Stop bits for serial device. Supported stop bits are: 1 and 2.

Protocol: Protocol being used on serial device. Supported protocols are: modbusMasterAscii, modbusMasterRtu,
modbusSlaveAscii, modbusSlaveRtu, modbusMasterRtuFwd and modbusMasterAsciiFwd.

Float Word Order: Controls the swapping of words within floats. Ignored if using Daniel mode. This is needed for
configuring the serial slave application. Supported orders are: LSW and MSW.

Long Word Order: Controls the swapping of words within longs. Ignored if using Daniel mode. This is needed for
configuring the serial slave application. Supported orders are: LSW and MSW.

Enable Daniel Mode: Used Daniel mode extensions when dealing with longs and floats. This is needed for configuring
the serial slave application.

e Click on the “OK” button to populate the Serial Table screen.

e C(Click on the “Save” button to save the Serial configuration in the modbus.xml file.
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Display Config File:

Admin Networking Advanced

a o = DHCP Service
[device_family] Administra‘

Dynamic DNS

Installed Firmware Ver: o

[firmware rev

GPS Settings
Device Serial Numbe

rial number]

em Logging
System Uptime e
0D OH 5M 595 :
Ping Alive

Physical Interface Stal suwme agent
Ethernet Interface Connection State L e Statuc
usb (U]s) 19 e
etho Up 19 1/0 s¢

Cellular Interface Activation Connection IP Address Signal ~
N/A Reg Home Disabled N/A HSPA Display Config File
Cellular Uptime: N/A

Sdect auto update interva: [BlEEl]=l] - 2]

Toll Free: +800.489.7781
Sixnet Wireless ’ Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sirnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright © 2012 Sixmet Inc.

e Click on the “Display Config File” menu item and the following window will appear:
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Status Admin Networking Services Advanced

Modbus Configuration Files

Import Modbus Configuration File

2|
e Thiowse | Upiosd | mpor

Configure Modbus Configuration File

<?xml version="1.0" 2>
<modbus subsytem="modbus">

<serials>
<NumberOfserials>0«</HumberOfserialss>

</serials>

<localStation>
<name>RAM-6X¥X</name>
<stationHum>»1</stationNum:>
<localPort»>502</localPort

</localStation>

<Reglhllocation>
<hnalogIn»10000<,/AnalogIn
<hnalogCut>10000< /Analogliut>
<Discreteln»65536</Discreceln>
<Discrecefut»>65536</Discreceducs
<FloatIn>3000</FloatIn>
<FloatOut>»3000«</FloatOut>
<LongIn>3000</LongIn>
<LongOut>3000</Long0ut>

</Reghllocation>

<remnteStations>

|_save | stop || start [ Refresh || Download

Local | Remote Stations | 10 Transfers

Toll Free: +800.489.7781
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

e Click on the “Refresh” button to display the contents of the “modbus.xml” file.
e C(Click on the “Download” button to send the “modbus.xml” file to your PC.

You can Edit and Save the “modbus.xml” file under Advanced—> Expert Mode—> Configure Sub-systems menu item, and
then click on “(Re)Start” button to restart the Modbus service.
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3.5.12 1/0 Settings

Test I/0O: Test I/0O is used to verify the functionality of I/O states in gateways, RTUs and /0 modules.

Admin Networking Advanced

[device_family] Administral .
Dynamic DNS

Installed Firmware Ver
SN Proxy Settings

[Eirmware rewvision]
» w Manager
GFS Settings
Device Serial Numbe

S5H Server
[serial number] =
onneotldns
System Logging
System Uptime
= TELNET Server
0D OH 15M 595
Ping Alive

Physical Interface Stal sump Agent
Ethernet Interface Connection State P e ik Status
usb Up 19 O Wn
etho Up - N

I/O CTRL

Cellular Interface Activation Connection IP Address Signal Strength
N/A Reg Home Disabled N/A HSPA 92
Cellular Uptime: N/A

Sdect auto update interva: gRIEEL]ED v 7]

Toll Free: +800.489.7781
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.
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From the navigationmenu select Services -> I/0 Settings -> Test I/0O and you will see this screen:

Status Admin Networking Services Advanced

Access to Test_I0O Page

Display Test 10 Page

Clidk Test_TO in Red to Display The Page:

Toll Free: +800.489.7781
y Fax: +314.426.0007
Web:www.sixnet.com

Sitnet Wireless
4645 LaGuardia Drive
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

Clicking on the Test I/0O Link in RED will take you to the Test I/O interface below:

[ Firetox = |

S Sienet Administration Utility x

€ @ 1921680.1:10000 57 7 | [ M- Google P & B- H-

Home ScanRate 5  Show Messages \
Si

Select Type ~ Start Address 0 Register Count 8 Columns 8 Add To testlO 'X"Et

ared %ﬂ'busmess

The Test I/0 interface has been kept simple to make managing the test I/O process easier and keep the screen less
cluttered and easier to look at and quickly locate your test values.

Home: This link will take you back to the main GAU Menu.
Scan Rate: This is the time in which the screen will automatically refresh values from the internal I/ODB.
Show messages: If checked the user will see messages displayed as /O operations are taking place in the background.

From the Drop Down list select the type of I/0 you would like to test.

™~
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[P Firefox = |

S Sixnet Administration Utility

[

& @ 192168.01:10000

Home  Scan Rate 5 Show Messages

Select Type Start Address 0 Register Count 8 Columns 8 Add To testlO
VP

Analog In

Analog Out

Discrete In

Discrete Out

Long In

Long Out

Float In

Float Out

Valid 1/0 types are:

Analog In Discrete In Long In Float In

Analog Out Discrete Out Long Out Float Out

Once you select the type of 1/0 you will be testing enter your Start Address, Register Count and Columns then click the
“Add to Test I/O” button.

You will see the following screen update:

S Sixnet Administration Utility x

4 @ 192.1680.:10000 7 v & | M- Google PlA B H-

Home  ScanRate 5 Show Messages

g - — 1 Cotmme— Si

Analogin  ~ Start Address 0 Register Count 8 Columns 8 Add To testlO 'xn e t
ared VI business

Added I/O Range AI[0:7] to Test /O

T/O updates continuing

ANALOG INPUTS

(AI0) 0 (A1) 0 (AI2) 0 (AI3) 0 (AI4) 0 (AIS) O (AI6) O (AI7) 0

The messages log shows that we have “Added I/O Range Al[0:7] to Test I/0” and now we see each register that can be
edited and monitored for the Analog inputs.

You may enter values here and observe your IODB data from another device / location to see those values get updated,

or you may initiate a change from another device/input and observe the changes presented here on your Test I/O
interface.
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Click on the “I/O0 CTRL” menu item and the following window will appear:

Status Networking Services Advanced

Enable This Interface

Toll Free: +800.489.7781
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

BT-6821 HSPA Copyright © 2012 Sixnet Inc.

From the drop down menu select Yes to enable this interface and the following window will appear:

Status Admin Networking Services Advanced

I/0 CTRL

Enable This Intaface

Digital Input Digital Input Counter Digital OQutput Analog Input
DIN: O DIC: 1075904512 DOUT: O AIN: 0.00

Digital Input Address:

Digitd Input Counter Address:
Digital Output Address:
Analog Input Address:

Update Intervd (ms.):

Enable Auto updae?:

SRl A e Every 3 seconds «

Toll Free: +800.489.77381
Sixnet Wireless , Faxt: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

Digital Input Address: Enter the address of internal IODB database for Digital Input I/O control.
Valid Values: 1 through 65535 as defined for specified 1/0 type.

Digital Input Counter: Counts the transitions (number of changes in digital state) on Digital Input.
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Digital Output Address: Enter the address of internal IODB database for Digital Output 1/O control.
Valid Values: 1 through 65535 as defined for specified 1/0 type.

Analog Input Address: Enter the address of internal IODB database for Analog Input 1/O control.
Valid Values: 1 through value of defined registers configured for specified 1/0 type.
The address ranges are displayed on I/O Transfer screen under 'Display Of Modbus Default Slave Addresses'
based on configured local register allocation for specified 1/0 type.

Update Interval (ms.): Enter update interval, in milliseconds, for updating the internal IODB database with
value of supported I0/CTRL.

Recommended Value: 500ms or higher.

Enable Auto update?: Select Yes to enable automatic updating of the I/O ports value.
Manual updating is disabled while auto update is in effect.

Recommended Setting: Yes

Select update interval: Select the update interval to be used when auto update is enabled from one of the choices in the
drop-down list provided.

Choices (in seconds) include: 3 5 10 15

*Be advised that when connected via a Cellular interface, the data collected will count towards your total data plan
usage.

™~
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3.5.13 DNP3

DNP3 functionality will be available in SN Firmware Version 3.13!

DNP3 (Distributed Network Protocol) is a set of communications protocols used between components in process
automation systems. Its main use is in utilities such as electric and water companies. Usage in other industries is not
common. It was developed for communications between various types of data acquisition and control equipment.

Status Admin Networking Advanced

[device_family] Administral S
Dynamic DNS

Installed Firmware Ver
SN Proxy Settings
[Eirmware rewvision]
» SixView Manager

GFS Settings

Device Serial Numbe

S5H Server

[serial number] o
= S5L Connections
System Logging
System Uptime e

-~ L Server
0D OH 11M 85

Ping Alive

Physical Interface Stal syme agent
Ethernet Interface Connection State P B ik Status
usb Up 19 wn

etho Up 19/ 1/0 Sett
Station and General

Physical Link Layer
Cellular Interface Activation Connection IP Address Signal : :
N/A Reg Home Unavailable N/A HSPA Deta Link and

Application Layer
Cellular Uptime: N/A o :
Object Mapping

Sdert auto update interva: gBlEE]l=ls] Default Variation 2|

Toll Free: +800.489.7781

Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com

St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.
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DNP3 Station and General Configuration:
Status Admin Networking Services Advanced
DNP3 Station and General Configuration

Define Station Properties

el EREE SMN-RAMGS

Station Number:

Secondary IP Address:

Define General Properties
Compatibility Mode
Levd 2
W | ovel 24+

On new event when Event Queue is full
Discard Oldest Event
B Discard Newest Event

M Enable Unsolicited Responses

Event Detedtion Rate: Auto

Max. time events in queue after disconnect (TCP @ Enable

Server only):

W Enable Red Time Data Trace

Time Synchronization:

Physical Link layer | Datalink and Application layer | Object Mapping | Default Variation

Toll Free: +800.489.7781
Sixnet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:
[model_number]

Define Station Properties:
Station Name: Enter the station name that will identify this unit as an RTU Station.
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Station Number: Enter the number that will be used by other DNP3 devices to address this RTU Station.

Primary IP Address: Enter a valid IP Address that will be used by other DNP3 devices to connect to this RTU.
Secondary IP Address: Enter a valid IP Address that will be used by other DNP3 devices to connect to this RTU in the
case the primary address fails to connect.

Define General Properties:
Compatibility Mode: This RTU supports both Level 2 or Level 2+ mode. Check the box for the mode your network is
utilizing.

On new event when Event Queue is full: Select whether to discard oldest or newest message when log is full.

Enable Unsolicited Responses: Select if the DNP Slave should send unsolicited messages to the DNP Master.
If this selection is checked, then the user should also configure the following:
1- The address of the station to which DNP Slave will send unsolicited messages in the
DNP Address to Send Unsolicited Messages field.
2- The amount of time in milliseconds any events will be allowed to remain in the event queue before being
reported in the Event Report Queue Timeout field. Minimum value: 1,000 ms (1 second), maximum value:
3,600,000 ms (1 hour).
3- The minimum number of events in the event queue required to trigger the generation of an unsolicited event
report message in the Event Report Queue Threshold field.
4- The maximum number of events to send in every unsolicited message.

Note: When planning on using unsolicited responses, there must be at least one DNP object configured to generate
events on any of the three DNP event classes, or else no events will be generated and thus no unsolicited responses
will be generated by the station.

Event Detection Rate: Select box to automatically set the detection rate
Max. time events in queue after disconnect (TCP Server only): Click to enable.

Enable Real Time Data Trace: The DNP V3.00 Slave Driver can be configured to generate real time traces of every
Master-Slave DNP V3.00 transaction for diagnosis and debugging purposes. The real time communication data traces
can be enabled/disabled at any time from the DNP configuration Add-On and its ASCIl output can be redirected either to
a text file within the file system for later upload, to a dumb terminal attached to an unassigned serial port of the station,
or even to a remote Telnet terminal session over the TCP/IP network by entering the corresponding /dev/ttyp
(/dev/ttyp0 to /dev/ttyp3) telnet device.

Time Synchronization: The station can be configured to request Time Synchronization from the DNP V3.00 Master.
Requests can be configured to be made at intervals of once per minute, once per hour, once per day or never.

Click Save to save your configuration and move on to the next tab, Physical Link Layer.
Navigation buttons across the bottom of the DNP3 screen match the selections made from the drop down tab menu.

N
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Physical Link Layer

Admin Networking Services Advanced

DNP3 Physical Link Configuration

Physical Link Layer

Mode of Operation
W Serid
TCP
W pp

TCP / UDP Mode
H Client

Server

TCP/UDP Port (Default 20000):
Data Link and Application layer | Object Mapping | Default Variation

Toll Free: +800.489.7781
Fax: +214.426.0007

Sixnet Wireless
Web:www.sixnet.com

4645 LaGuardia Drive
St. Louis, MO 62134
Send Email to Support:

Copyright © 2012 Sixnet Inc.

[model_number]

Mode of Operation: The DNP V3.00 Slave Driver implementation supports RS-232 and RS-485 (two and four wires) over
serial port communications as well as TCP/IP and UDP/IP over LAN/WAN communications. When the user selects the
Serial Mode, the TCP/UDP section is disabled. The same happens to the Serial section if the Mode of Operation selected

is TCP or UDP.
Click Save to store your configuration and move on to the next tab, Data Link and Application Layer.
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Data Link and Application Layer

Status Admin Networking Services Advanced
DNP3 Data Link and Application Layer Configuration
Define Data Link Layer Properties

Data Link Layer

This Station DNP Address: B Same as IPm Station Number

Enter Station DNP Address: _

nse Dday (ms):
Enable Self Address
Enable Data Link Confirmation

Define Application Layer Properties

Application Layer
Enable Application Layer Confirm

TimeDut (ms): _

Use different SEQ numbers for CONFIRM and RESPONSE

Physical Link layer | Object Mapping | Default Variation

Toll Free: +300.489.7731
Sbnet Wireless Fant: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright @ 2012 Sibmet Inc.

Data Link Layer

This Station DNP Address: DNP address for the slave. This value can be set by the user or automatically assigned by the
Add-On. If the checkbox Same As station Number is selected, then the DNP Address will be equal to the Station
Number.

Enter Station DNP Address: Enter the address for this Station if not being automatically assigned.

TN
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Min Response Delay (ms): This is the time delay in milliseconds (from 0 to 65535 mSec) before sending the response
from the slave.

Enable Self Address: The DNP V3.00 Slave Driver can be configured to send its own DNP Address when a DNP Master
asks for it. When this box is checked, if a message is sent with the Self Address (65532) in the destination address field,
the will respond with its unique individual address. This feature simplifies the commissioning, troubleshooting and
maintenance of devices with an unknown address. If this feature is not enabled, the station will ignore the messages
sent to the Self Address.

Enable Data Link Confirmation: The DNP V3.00 Slave Driver can be configured to retry unconfirmed data link primary
frames. The number of retries the driver sends and the retry timeout are configurable.
This service is disabled unless Data Link Confirmation checkbox is selected.

- The number of Retries is configurable between 0 (Data Link Retries disabled) and 255.

- The Retry Timeout is configurable between 0 (Data Link Retries disabled) and 5000ms
Note: The Driver's Data Link Layer will attempt to retry (will resend) an unconfirmed data link primary frame when the
confirmation has not been received within the configured timeout. If the confirmation fails to arrive after the configured
number of retries, the communications link is considered failed and a reset sequence is required before a new primary
frame could be sent.

Define Application Layer Properties
Application Layer
Enable Application Link Confirmation: The DNP V3.00 Slave Driver can be configured to retry unconfirmed application
link primary frames. The number of retries the driver sends and the retry timeout are configurable. This service is
disabled unless Application Link Confirmations checkbox is selected.

- The number of Retries is configurable between 0 (Application Link Retries disabled) and 255.

- The Retry Timeout is configurable between 0 (Application Link Retries disabled) and 5000ms

Use different SEQ numbers for CONFIRM and RESPONSE: Check to enable

Click Save to store your configuration and move on to the next tab, Object Mapping.
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DNP3 Object Mapping Configuration

Status Admin Networking Services Advanced

DNP3 Object Mapping Configuration

Define DNP Object Mapping

Binary Inputs
Binary OLtputs
Andog Inputs
Andog Outputs
Hoating Point Inputs

F QUT (FY) Floating Point Outputs
Long Inputs

L OUT (LY) Long Outputs

COUNTERS (LX) Binary Counters

Physical Link layer | Data Link and Application layer | Default Variation

Description Map 1/ 0 Buttons

Toll Free: +800.439.77381
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

Define DNP Object Mapping

Map 1/0 Button: When clicking on this button a new window appears. This new window is used to configure and map
every DNP point to a specific I/0.

TN\
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Status Admin Networking Advanced
Object 1 - Binary Inputs

Define Highest Register Address

Mo DNP Points

Default Class / ssignments:

ption Class Assignments Range Table

Starting Register | Ending Register | Exception Class Assignments |

Physical Link layer | Datalink and Application layer | Object Mapping | Default Variation

| _Cancel || save || Apply |

Toll Free: +800.439.77381
Sixnet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134

Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

Important Note: Each type of I/0 must have its corresponding Object Mapping Window opened at least once, or else the
I/0 won't be mapped.

Be Sure to click on Save on each 1/O Mapping to store your configuration before moving to the next object.

Once all of your 1/0O objects have been mapped move on to the next tab, Default Variation.

TN
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DNP3 Default Variation Configuration

Status Admin Networking Services Advanced

DNP3 Default Variation Configuration

Binary Objects
1: Binary Input:
2: Binary Input Change:
:

10: Binary Output Status

Analog Objects
BTG ELGRGLET I 1: 32-Bit
21: Frozen Andog Input: RS EE
32: Andog Change Event: [EKEEIT M -0R
33: Frozen Analog Event: [RNEES ST RN -RRS

40: Analog Output Status: PRl EE
Binary jects

20: Binary Counter: XS]
21: Frozen Counter: [ ST
R e I i- e ate =0 1: 32-Bit w/o Tme -

23: Frozen Countar Change: REEAETRY R 1-NR

Physical Link Layer | Data Link and Application layer | Object Mapping

|_Cancel || save [ Apply |

Toll Free: +800.439.7731
Sixnet Wireless , Faxt: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Siaxmet Inc

Binary Objects

1: Binary Input: Combo Box that shows the different choices for Object 1 (Binary Input) that the user can select as a
default variation.

2: Binary Input Change: Combo Box that shows the different choices for Object 2 (Binary Input Change Events) that the
user can select as a default variation.

TN
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10: Binary Output Status: Combo Box that shows the different choices for Object 10 (Binary Output) that the user can
select as a default variation.
Analog Objects

30: Analog Input: Combo Box that shows the different choices for Object 30 (Analog Input) that the user can select as a
default variation.

31: Frozen Analog Input: Combo Box that shows the different choices for Object 31 (Frozen Analog Input) that the user
can select as a default variation (only on Level 2+).

32: Analog Change Event: Combo Box that shows the different choices for Object 32 (Analog Input Change Events) that
the user can select as a default variation.

33: Frozen Analog Event: Combo Box that shows the different choices for Object 33 (Frozen Analog Input Change Event)
that the user can select as a default variation (only on Level 2+).

40: Analog Output Status: Combo Box that shows the different choices for Object 40 (Analog Output) that the user can
select as a default variation.
Binary Counter Objects

20: Binary Counter: Combo Box that shows the different choices for Object 20 (Binary Counters) that the user can select
as a default variation.

21: Frozen Counter: Combo Box that shows the different choices for Object 21 (Frozen Binary Counters) that the user
can select as a default variation.

22: Binary Counter Change: Combo Box that shows the different choices for Object 22 (Binary Counters Change Events)
that the user can select as a default variation.

23: Frozen Counter Change: Combo Box that shows the different choices for Object 23 (Frozen Binary Counters Change
Event) that the user can select as a default variation (only on Level 2+).

Click on Save to preserve your configuration before moving on to any other pages.
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3.6 Advanced Tab
The Advanced Tab is where you can configure the magic of the Sixnet router, which includes IP Fallback, IP
Transparency, Out-of-Band Management, VRRP, Expert Mode and GwInx (Protocol Translation).
Status Admin Networking Services Advanced
IP Fallback
_...Gateway [Model Number] Ad ty - Version [nn
IP Transparency
Installed Firmware Version N
Out-of-Band Mgt

[Firmware Version Nuwber]

YRRP

Device Serial Number

[Serial Number]

Physical Interface Status

Ethernet Interface Connection State IP Address Link Status

eth0 Lp Ws]
eth1 Lp 1921 A Up

Cellular Interface  Activation Connection IP Addre

ppp0 g 4 Enabled 72.101.20

Select auto update interval; [RESlaf=1s] - 2]

ss Signal Strength
31 VDO REY: A

Sixnet Wireless -~ Toll Free: +800.489.7781

s ibm Ele £ Fi 26.0007

St. Louis, MO 63134

[Model Number] Copyright © 2010 Sixnet LLC

3.6.1 IP Fallback

IP Fallback is supported in Sixnet Routers in the IndustrialPro and EnterprisePro series. To configure IP Fallback, select
the option from the Advanced menu

The “IP Fallback” menu item allows you to configure the Sixnet router to failover between two interfaces, ex. Primary
route on DSL/Cable on eth0, and secondary on Cellular if the primary loses Internet connection.

TN
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Status Networking Services Advanced

IP Fallback
er] A
IF Transparency
Installed Firmware Version =
Out-of-Band gt

[Firmware Version Nukber]

Device Serial Number

[Serial Number]

Physical Interface Status

Ethernet Interface

eth0
eth1

Connection State IP Address

IJ P
IJ P

Link Status

IJ jul
IJ jul

Connection IP Address
Enabled 72.101.201.31

Cellular Interface  Activation
ppp0 Succeeded

Select auto update interal W=l ER - 2

Sixnet Wireles , Toll Free: +800.489.7781

foi ¢ jbern os ¢ Fax: +314.426.000

Weh:www.jbmelectrol
www.sixnet.com

Signal Strength

Iat

St. Louis, MO 63134

[Model Number] Copyright @ 2010 Sixnet LLC

e Click on the “IP Fallback” menu item and the following window will appear:

Status Networking Services Advanced

IP Fallback
l_l!ﬂj faul Rute F:IOVI’ §§ggg

Enable IP Faliback? m

/i Toll Free: +800.489.7781
. Fax: +314.426.0007
Webcwww. jbmelectronics.com

www.sixnet.com

Sixnet Wireless

rory

Copyright © 2010 Sixnet LLC

o Click on the pull-down at the “Enable IP Fallback?” field
e C(Click on “Yes” and the display will expand to reveal the IP Fallback configuration fields:
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Status Networking Services Advanced

IP Fallback
Automatic Defauit Route Failover Settings

Enable 1P Falback> SCYYE|
Seiect Pomary Inteérface. [

Salect Primary Extamal Command Script
Selact Secondary Interface.

Select Secondary Extemal Command Script
Enter Primary Test IP Address

Enter Reguast Interval (in seconds)

Test Packets to Send

Allowable Test Packet Loss

Select a debugging level

Sixnet Wireless — Toll Free: +800.489.7781
tormerly jbm Electronicos Fax: +314 0007
4645 LaGuardia Drive Webiwww.jbmelectronics.com
St Louis, MO 63134 www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

Select Primary Interface: Specify your desired primary interface for IP Fallback behavior.

Select Primary External Command Script: Choose the name of the command script to be executed when the associated
interface becomes active. For example, if an ipsec_restart is an option, then when selected, will be run whenever the
fallback logic selects and activates this interface. Recommended setting is “None” for standard operation with no
special behaviors. “ipsec_restart” is useful when using an IPSEC VPN tunnel.

Select Secondary Interface: Select the secondary interface to be used for IP Fallback. Selecting "vrrp" will coordinate
with the VRRP process, so that when the primary interface is determined to be unavailable, VRRP will stop broadcasting
availability.

Select Secondary External Command Script: Choose the name of the command script to be executed when the
associated interface becomes active. For example, if an “ipsec_restart” is an option, then when selected, will be run
whenever the fallback logic selects and activates this interface. Recommended setting is “None” for standard operation
with no special behaviors. “ipsec_restart” is useful when using an IPSEC VPN tunnel.

Enter Primary Test IP Address: Specify the IP address of a host with which the IP Fallback service will communicate to
test connectivity. Value must be a pingable address, and not a domain name. The best choice would be an address that
represents end-to-end connectivity.

Enter Request Interval (in seconds): Specify the time, in seconds, to wait between connectivity tests. The minimum is
10; maximum is 600. This value should be 30 or higher for PPP connections.

TN
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Test Packets to Send: Specify the number of 0 byte ping packets to send out to test connectivity. The minimum is 2;
maximum is 30. Recommended value is 5 —-10.

Allowable Test Packet Loss: Specify the number of lost packets that are acceptable before the IP Fallback service will
consider the link unavailable, and switch to its secondary. The value must be less than the number of test packets set via

Test Packets to Send.

Select a debugging level: Specify a debug level for logging purposes. This is recommended only when existing
configurations do not function as expected, and when directed to change by Technical Support personnel.

e C(Click on the “Save” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:

IP Failover settings saved.

o

e C(Click on the “OK” button to acknowledge the content
e Click on the “Apply” button and the following pop-up window will appear:

The page at http:// <IP Address>:10000 says:
IP Failover settings applied.

e C(Click on the “OK” button to acknowledge the content

™~
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3.6.2 IP Transparency

IP Transparency is supported on Sixnet Routers in the IndustrialPro and EnterprisePro series. To configure IP
Transparency, select the option from the Advanced menu.

The “IP Transparency” menu item allows you to configure the transparent bridging capability of the SIXNET router.

IP Transparency is a special use capability. IP Transparency will take all inbound traffic to the SIXNET router and pass it
transparently through to the interface specified.

This is useful when it is desired to pass traffic to a legacy firewall, or VPN concentrator located behind the SIXNET router
and not to use the firewall or VPN capabilities of the SIXNET router itself.

Status i Networking Services Advanced
IF Fallback
ber] Ad [nn
IP Transparency
Installed Firmware Version L
= Out-of-Band Mgt

[Firmware W sion Nurber]

YRRP

Device Serial Number

[Serial MNumber]

Physical Interface Status

Ethernet Interface Connection State IP Address Link Status

ethO Up 192 1 Up
eth1 i 16811 Up

Cellular Interface  Activation Connection IP Address Signal Strength
ppp0 s d  Enabled i 31 WDO A

Select auto update interval: [IE=EL] - 2]

Sixnet Wireless ~ Toll Free: +800.489.7781

Wehbh:www.jbmelectro
St. Louis, MO 63134 Www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC
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e C(Click on the “IP Transparency” menu item and the following window will appear:

Networking Services Advanced

IP Transparency

Enable IP Transparency? m

Sixnet Wireless Toll Free: +800.489.7781
foemaerty jben Electronic Fax: +314.426.0007
4645 LaGuardia Drive Web:www jbmelectronics.com
St. Louis, MO 63134 www.sbmet.com

[Model Number] Copyright © 2010 Sixnet LLC
e C(Click on the pull-down at the “Enable IP Transparency?” field
e C(Click on “Yes” and a pop-up window will appear:

> N The page at http://<IP Address>:10000 says:
@ A sub-system conflict has been detected.
The following service is enabled:

Firewall

This will be effectively disabled while IP Transparency is
enabled.

Do you wish to continue?

( Cancel ) 0K

e C(Click on the “OK” button to acknowledge the content

™~

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
a redl'Bn‘husiness 331 Ushers Road, Ballston Lake, NY 12019 T+1518877 5173 F +1 518 877 8346




IndustrialPro Series Router
User Manual

The expanded display will appear, revealing the IP Transparency configuration field:

Status Networking Services Advanced

IP Transparency
Asslgned IP Address
Assigned Netmask

Assigned Gateway

Enable IP Transparency? m 7]
Select Internal Interface m kd
Interface Speed/Duplex ki

Enable DHCP Server? m ki
DHCP Subnet Typé ?)
DHCP Lease Time MI d

Allow TELNET access to this device? m ?)

Allow 88H access to this device? m ?)

Enter SSH Pont 2

Aliow access to Gateway Administration Utility? m ?|
Allow access by Gateway Management Utility? m 2|
Enter wac iner.. [ 2]

Enable Oul-Of-Band port re-direct? m 2]

Enable port re-directing? m 7|

Enable iraffic restrictions? m ki

Sixnet Wireless = Toll Free: +800.489.7781
b Blectronic f 14.426.0007

ia Drive Web:www.jbmelectronics.com

uis, MO 63134 www.sixnet.com

[Madel Number) Copyright & 2010 Sixnet LLC

Select Internal Interface: Select the interface to be designated the "internal" interface by making the appropriate choice
from the provided list. The wireless IP will be issued out of this interface.

Interface Speed/Duplex: Select the Speed and Duplex to be used for the physical interface. Recommended setting is
“Auto-Detect”.

The following options are available:

o Auto Detect

e 10Mbps/Half
e 100Mbps/Hall
e 100Mbps/Full

Use the 'best negotiated' speed and duplex (default)
Force the interface to 10 Mbps and half-duplex
Force the interface to 100 Mbps and half-duplex
Force the interface to 100 Mbps and full-duplex

TN
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Note: An incorrect 'forced' setting will result in communication failure for this interface.

Enable DHCP Server? Select “Yes” to allow the DHCP Server(s) to be enabled while IP Transparency is in effect.

DHCP Subnet Type: A calculated subnet will be based on the actual IP address received from the wireless network. This
option is more compatible with a wide variety of routers, but will mask out nearby IP addresses. This may make other
IP’s within the host network unreachable. Point-to-Point will use a /32 subnet, but is not compatible with some routers.

Recommended setting is “Calculated”.

DHCP Lease Time: Choose the time for DHCP Leases when issuing the Transparent IP. Recommended setting is “4
Hours”.

Allow TELNET access to this device? Select “Yes” to allow Telnet access to this device. Incoming connections on the
specified port will be directed internally to port 23, instead of to the device behind the specified Internal Interface.

NOTE: For this option to function properly, the Telnet Server must be enabled on port 23 via the Services tab.

Selecting “Yes”: Will expand the display to include the port field for this parameter.

Allow TELNET access to this device? m

Erter TELNET Port: m

Enter TELNET Port: Enter the IP Port number to be used for Telnet access when Telnet access has been enabled. The
port chosen will be redirected locally. Connections on this port number will not reach the device behind the specified
Internal Interface. Recommended setting is “2023 - All Telnet traffic will be redirected locally to port 23 automatically.
This behavior is built-in and not configurable. Incoming connections on port 23 will reach the device behind the specified
Internal Interface”.

NOTE: The Telnet Server settings need not be altered to support the specification of a port other than 23 here.

Allow SSH access to this device? Select “Yes” to allow SSH access to this device. Incoming connections on the specified
port will be directed internally to port 22, instead of to the device behind the specified Internal Interface.

NOTE: For this option to function properly, the SSH Server must be enabled on port 22 via the Services tab.

Selecting “Yes”: Will expand the display to include the port field for this parameter.

Allow SSH access to this device? m

Enter S5H Port: m

Enter SSH Port: Enter the IP Port number to be used for SSH access when SSH access has been enabled. The port chosen
will be redirected locally. Connections on this port number will not reach the device behind the specified Internal
Interface. Recommended setting is “2022 - All SSH traffic will be redirected locally to port 22 automatically. This

™~
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behavior is built-in and not configurable. Incoming connections on port 22 will reach the device behind the specified
Internal Interface”.

NOTE: The SSH Server settings need not be altered to support the specification of a port other than 22 here.

Allow access to Gateway Administration Utility? Select “Yes” to allow access (for incoming TCP Port 10000 connections)
to the GAU on this device. Selecting “No” will allow the connection through to the router behind the selected interface.
Recommended setting is “Yes”.

Enter GAU Port: Enter the IP Port number to be used for GAU access when GAU access has been enabled. The port
chosen will be redirected locally. Connections on this port number will not reach the device behind the specified Internal
Interface. Recommended setting is “10000 - All GAU traffic will be redirected locally to port 10000 automatically. This
behavior is built-in and not configurable”.

Allow access by SixView Manager? Select “Yes” to allow access (for incoming TCP Port 7785 connections) to trigger the
SIXNET router for remote check-in by the SixView Manager server. Selecting “No” will allow the connection through to
the device behind the selected interface. Recommended setting is “Yes”.

Enter MAC Filter: Enter a valid MAC address using the following format: nn:nn:nn:nn:nn:nn, where nn is a number in
hexadecimal form (0-9, a-f, A-F) to enable a MAC filter for use with IP Transparency. A MAC filter allows only packets
whose MAC address matches the filter value to be passed thru the Gateway device.

NOTE: Leaving this field empty effectively disables MAC filtering.

Enable Out-Of-Band port re-direct? Select “Yes” to allow an Out-of-Band port to be redirected locally to this router.
When enabled, the OOB Ports specified in the Advanced->Out-of-Band Mgt section will be automatically allowed.
Recommended setting is “Yes” When also configuring Out-of-Band Mgt on this unit.

Enable port re-directing? Select “Yes” to allow redirecting of ports to a router beyond the Gateway device (the one
being configured).

Example: A device beyond the Gateway device is running a WEB server on Port 80, but an upstream router is blocking
Port 80. Redirecting traffic to another port, say 8080, will allow communication with the server. This would be setup as
our External port 8080 redirected to an Internal Port 80, Protocol TCP.

When this feature is enabled, a new field will appear containing a table into which multiple entries can be entered. Each
entry will include the External and Internal Port numbers and a traffic type (TCP or UDP).

~
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Port Re-directs

External Port | Internal Port | Protocol |

“cancel ll swe W ooy |

Toll Free: +800.489.7781
Fax: +314 07
Web:www.jbmelec

[Model Number] Copyright @ 2010 Sixnet LLC
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e Click on the “Add” button to add a port re-direction and the following pop-up window will appear:

Add Port Re-direction

external Port# [
Internal Port #: -
Protocol: ml

External Port #: Enter the IP Port number to be used as the External Port for redirection. This is the port that incoming
connections are destined to, on the wireless interface.

Internal Port #: Enter the IP Port number to be used as the Internal Port for redirection. This is the port that incoming
connections are transformed to, in order to reach a listening process (on this same port) on the device behind the
specified Internal Interface.

Protocol: Select either TCP or UDP as the protocol for which to apply the redirection from the drop down list provided.

e C(Click on the “OK” button to populate the Port Re-directs screen

Enable port re-directing? m
Enable fraffic restrictions? m

-d

External Port | Internal Port | Protocol l
8080 80 TCP

Sixnet Wireless Toll Free: +800.489.7781
R Fax: +314.426.0007

Web:www.jbmelectronics.com

formerly jbm Electronics
1645 LaGuardia Drive
St. Louis, MO 63134 www.sixnet.com

[Model Numberl Copvriaht © 2010 Sixnet LLC
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Enable traffic restrictions? Select “Yes” to restrict traffic to a device beyond the Gateway device (the one being
configured).

When this feature is enabled, new fields will appear to allow selection of the restriction mode and a table into which
multiple entries can be entered. Each entry will specify the network IP address range to which the restrictions will be
applied.

Enable port re-directing? m
Enable trafiic restictions? m

Trattic Restricti

Select method of raffic restriction m

Sixnet Wireless o Toll Free: +800.489.7781
for ey jbm Electroni Fax: +314.472 007
4645 LaGuar dia Drive Webiwww jbimelectronics.com
St. Louis, MO 63134 www.sixnet.com

[Model Number| Copyright © 2010 Sixnet LLC

Select method of traffic restriction: This field is enabled when Traffic Restrictions have been enabled. Select the
restriction mode from the list provided.

None - No filtering is performed.

Only - Allow connections to/from the associated subnet list only. (Inbound and Outbound Restrictions)

In - Allow new incoming connections from the associated subnet list only, but allow any originating outbound
connections from the host behind the SIXNET router. (Inbound Restriction)

e C(Click on the “Add” button to add a subnet restriction and the following pop-up window will appear:

Add Subnet Restrictions

ok |

TN
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Enter Subnet: Enter subnet range for which to restrict traffic in the CIDR form nnn.nnn.nnn.nnn/xx, where nnn is the IP
Address and xx is the subnet in Network Bits format.

e C(Click on the “OK” button to populate the Traffic Restrictions screen

Enable port re-directing? ] ;I

Enable traffic restrictions? m

Traffic Restrictions

Select method of traffic restriction w

Subnet [
10.100.100.0/24

Sixnet Wireless " Toll Free: +800.489.7781
t rly jbm Electrorios b Fax: +314.426.0007

Web:www.jbmelectronics.com
www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

e C(Click on the “Save” button and the following pop-up window will appear:

The page at http://<IP Address> :10000 says:

IP Transparency settings saved.

o

e C(Click on the “OK” button to acknowledge the content
e C(Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address> :10000 says:
IP Transparency settings applied.

-
e C(Click on the “OK” button to acknowledge the content
Slxne'[‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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3.6.3 Out-of-Band Management

Sixnet Cellular Routers in the IndustrialPro and EnterprisePro series support out of band management via the Advanced
menu.

The “Out-Of-Band Mgt” menu item allows you to configure the capability of remotely administrating a third-party device
connected via a serial cable on the Sixnet router.

Status Networking Services Advanced
IP Fallhack
IP Tran

Installed Firmware Version e
Out-ofBand Mot

[Firmware Version Nurber]

‘RRP

Device Serial Number

[Serial Number]

Physical Interface Status

Ethernet Interface Connection State IP Address Link Status

eth0 p . E Up
eth1 p E Up

Cellular Interface  Activation Connection IP Address Signal Strength
ppp0 5 d  Enabled i N ! EV: A

= I GNEE R EREIRY Disabled -

Sixnet Wireless -~ Toll Free: +800

fo Fax: +3
4645 a Drive Web:www.jbmelect
St. Louis, MO 63134 Www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

e NOTE: Please refer to the third-party device user manual and/or technical support to determine what type of
connection is required to connect with the Sixnet router from the R$232 serial port.

TN
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Click on the “Out-of-Band Mgt” menu item and the following window will appear:

Networking Services Advanced

Out-Of-Band Management

Interface | Speed | bitsichar | Parity | Stop Bits | Port | Use CISCOAPH = LocalBind T

Sixnet Wireless - Toll Free: +800.489.7781
tor trond Fax: +314.426.0007

a Drive Web:www.jbmelectronics.com
St. Louis, MO 63134 www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

e Click on the “Add” button to add an instance for OOB Management and the following pop-up window will
appear:

Add Out-Of-Band Management

Select Interface: m
Select Speed:
selectBits / Char: [EJE]
Select Parity: m

Select# of Stop Bits / Char: E]

Enter Port #: -

use cisco apH? [ERRE|

Local Binding? [NEJREH|
TELNET Setver Mode:

][0 e [0 (e S e )

Select Interface: Select the interface to be used via the provided drop-down.

NOTE: For Speed, Bits, Parity, and Stop Bits, consult the configuration of the remote device being attached; this
setting must be compatible.

Select Speed: Select the desired interface speed to be used via the provided drop-down.

Select Bits / Char: Select the word length (bits per character) to be used via the provided drop-down.

Select Parity: Select the parity to be used via the provided drop-down.

Select # of Stop Bits / Char: Select the number of stop bits to be used via the provided drop-down.

TN
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Enter Port #: Enter a valid port number (1-65535) to be used for the connection. Recommended setting is

“Take care to choose a port number not already used by other system services. Consult Status->Socket Statuses->TCP
Only for a list of ports currently in use. Please note that a Firewall Allow rule will need to be added for remote access
(Networking-»Firewall->Service Access Rules)”.

Use CISCO APH? Select “Yes” to enable the CISCO APH, or “No” to prevent its use. Recommended setting is “Yes” When
connecting to a Cisco console port.

Local Binding? Select “Yes” to enable Local Binding.

NOTE: Local binding will prevent remote access to this port. You will be required to Telnet/SSH to the unit's command
line, and then telnet to the OOB port locally (telnet localhost <OOB_port>).

TELNET Server Mode: This option controls how some options negotiations will be performed with a TELNET client.
Recommended setting is “Basic + drop LF & NUL” is a commonly utilized setting.

The following options are available:

e Disabled - No TELNET options negotiation is performed.

e Basic - Common TELNET options negotiation is performed.

e Basic + drop LF - Linefeed characters (x'0A) are dropped.

e Basic + drop LF & NUL (Cisco Preferred) - LF and NUL (x'00) characters are dropped.
e Basic + drop LF & NUL/HIGH - LF, NUL and any characters > x'7F are dropped.

e Basic + drop CR - Carriage return characters (x'0D) are dropped.

e Basic+ drop CR & NUL - CR and NUL (x'00) characters are dropped.

e Basic + drop CR & NUL/HIGH - CR, NUL (x’00) and any characters > x'7F are dropped.

NOTE: Selecting the right value for your particular situation may require some experimentation.
The Basic Telnet Server will enable some telnet negotiation options with common Telnet Clients, which may provide a
better user experience. If you are having problems with odd echoed characters, or other interactive problems, please

enable this option.

If you are having problems with login not accepting your password, or pressing “Enter” seems to behave as if two Enter
keys have been pressed, try one of the "Drop" options.

e Click on the “OK” button to populate the Out-Of-Band Management screen

.']\
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Networking Services Advanced

Out-Of-Band Management

Interface  Speed ] bits/char [ Parity = Stop Bits | Port I Use CISCO APH [ Local Bind T~
1tyS1 15200 8 n 1 4001  yes no n

Sixnet Wireless - Toll Free: +800.489.7781
foemarly jbem Elactronics - Fax: +314.426.0007

4645 LaGuar dm' Drive Web:www. jbmelectronics.com
St. Lowis, MO 63134 www.sixnet.com

[Model Number) Copyright @ 2010 Sixnet LLC

e Click on the “Apply” button and the following pop-up window will appear:

The page at http://<IP Address> :10000 says:
00B settings applied.

o

e C(Click on the “OK” button to acknowledge the content

™~
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3.6.4 Virtual Routing Redundancy Protocol (VRRP)

VRRP is supported in Sixnet Routers in the IndustrialPro and EnterprisePro series. To configure VRRP, select the option
from the Advanced menu.

The “VRRP” menu item allows you to configure the capability of providing redundancy capabilities to each other as well
as other third party devices.

Status Admin Networking Services Advanced
: IP Fallback
Gateway [Model Numb tration Uti = Version -

Installed Firmware Version

[Firmware Version Nuwber]

Device Serial Number -
e Gwlnx

[Serial HNumber]
Physical Interface Status

Ethernet Interface Connection State IP Address Link Status

etho Up Up
eth1 Up 1 Up

Cellular Interface  Activation Connection IP Address Signal Strength
pPppO 5 e Ena ¥ 31 EV A

JDisabled -]
V-

www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

e Click on the “VRRP” menu item and the following window will appear:

Status Networking Services Advanced

VRRP

enavie vere? [

Sixnet Wireless - Toll Free: +800.489.7781
o jben Blectrorios -~ . Fax: +314.426.0007

aGuardia Drive Web:www jbimelectronics.com
St. Louis, MO 63134 wWww.sixnet.com

[Model Number ] Copyright © 2010 Sixnet LLC
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Enable VRRP? Specify whether you want to enable the VRRP service on this device. The service will be started after
clicking Apply, and on each subsequent boot. Recommended setting is “Yes” if you intend to setup other VRRP partners.

e Click on the pull down menu at the “Enable VRRP?” field
e Click on “Yes” and the display will expand to reveal the VRRP configuration fields

Status Networking Services Advanced

VRRP

ensble vRRF? [EE| 2]
Select Intemal Intarface 7]
Use Virtual MAC Addesss? m 2]

Enter VRRP IP Address — (7]

Enter VRRP Group 1D - 7]
Enter VRRP Priority ki

Enter YRRP Peer Nofification Interval (in seconds) _ rd

," . Toll Free: +800.489.7781

| Fax: +314.426.0007
464 Web:www.jbmelectronics.com
St wWww.sixnet.com

[Model Number) Copyright @ 2010 Sixnet LLC

Select Internal Interface: Specify the interface the VRRP service should use for communication.

Use Virtual MAC Address? Specify whether you want to allow the VRRP service to handle virtual MAC addresses.
Recommended setting is “Yes”.

Enter VRRP IP Address: Specify the IP address of the virtual server.

NOTE: This value must not be currently assigned to any other network interface on the subnet. Furthermore, this
value must match in any VRRP partner's configuration for redundancy to operate correctly.

Enter VRRP Group ID: Specify the ID number of the virtual server.

NOTE: This value must match in any VRRP partner's configuration for redundancy to operate correctly. Multiple VRRP
Virtual interfaces can operate on the same subnet, so long as each set of redundant partners uses a different ID.

Enter VRRP Priority: Specify the priority to use in VRRP negotiations. Valid values are 1-255. (Required)
NOTE: If the SIXNET router is the “Master” device, the priority should be set higher than the “Backup” device.

Enter VRRP Peer Notification Interval (in seconds): Specify the amount of time, in seconds, between VRRP broadcast
packets.

™~
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Click on the “OK” button to populate the VRRP configuration table screen

Status Admin Networking Services Advanced

Enabled | Interface | Use Yirtual MAC Addesss | YRRP IP Address | YRRP G A
Yes ethd yes 192.168.10,192 35

Sixnet Wireless = Toll Free: +800.489.7781
4645 LaGuardia Drive Fax: +314.426.0007
5t. Louis, MO 63134 Web:www.sixnet.com

Copyright @ 2010 Sixnet LLC

e C(Click on the “Save” button and the following pop-up window will appear:
The page at http://<IP Address> :10000 says:
VRRP settings saved.
e C(Click on the “OK” button to acknowledge the content
e Click on the “Apply” button and the following pop-up window will appear:
The page at http://<IP Address> :10000 says:
VRRP settings applied.
e C(Click on the “OK” button to acknowledge the content
Sixne’l‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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3.6.5 Expert Mode

The “Expert Mode” menu item allows you to edit the configuration files of a Sixnet IndustrialPro/EnterprisePro router
directly. This option provides the ability to perform advanced configuration capabilities for complex configurations.

The Gateway Administration Utility (GAU) is XML-based and writes the configuration to a XML-based configuration file
and then generates the necessary system configuration files. Therefore, it is not recommended that you perform
configuration activities using this facility unless instructed to do so by Sixnet Technical Support.

WARNING: Should you choose to edit the configuration files directly, we encourage you to contact Sixnet Technical
Support. Once you have manually edited a configuration file without the use of the GAU, you should refrain from any
further configurations to that subsystem through the GAU, as it will overwrite any changes you may have made.

Status Admin Networking Services LUVEL LY

Installed Firmware Version

[Firmware zion Number]

Device Serial Number

[Serial Number]

Physical Interface Status
Ethernet Interface Connection State IP Address Link Status

ethO Up Up
eth1 Up 2. Lp

Cellular Interface  Activation Connection IP Address Signal Strength
ppp0 & ] nabled 72 3 E? DA

2]

P -

4645 LaGuardia Dri
St. Louis, MO 63134

[Model Number] Copyright @ 2010 Sixnet LLC

3.6.5.1 Configure Sub-systems

The “Configure Sub-systems” menu item allows you to edit the main configuration files of the Sixnet router. Again, it is
not recommended that you perform configuration activities using this facility unless instructed to do so by Sixnet
Technical Support.
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Status Admin Networking Services Advanced

IP Fallback
Gateway [Model Number] Administration Utility - Version [nn -

Installed Firmware Version

[Firmwar on Nurber]

Device Serial Number

al Nuwnber]

Physical Interface Status
Ethernet Interface Connection State IP Address Link Status

eth0 Up A Up
eth1 Up 1 Up

Cellular Interface  Activation Connection IP Address Signal Strength
Sl d  Enabled 101.201 31 EVDOR

WEI Disabled -
, Toll Free: +800.4!
+314.4;

Weh:www.jbmels

[Model Number] Copyright ©@2010 Sixnet LLC

e Click on the “Configure Sub-systems” menu item and the following window will appear:

Status Networking Services Advanced
Expert Mode

Belect Sub-System to Configure m

Select a subsystem configuration to edit from the drop-down list provided above.

Subsystem configuration files managed by the Gateway Adminiscation
Utilicy (GAU) are subject to being overwritten WITHOUT NOTICE at any
time when using the GAU to configure a supported subsystem. Changes
made to GAU gensrated files via this expert mode facility will not be
retained if the GAU is subsequently used to configure the subsystem.

Sixnet Wireless - Toll Free: +800.489.7781
tor | troni Fa 4.426.0007
Web:www.jbmelectronics.com

www.sixnet.com

[Model Number] Copyright © 2010 Sixnet LLC

The following is a list of the sub-system files that are available for editing:

BGP Daemon CHAP Secrets DHCP Server
DHCP Leases DHCP Relay( IP Sec) DHCP Relay
DNS Masquerade DNP3 Sxdnpdrv Config Firewall (JBMWall)
Firewall (iptables) FTP Server GPS Control
GPS Mode IP Fallback IP sysctl
IGMP Proxy Daemon Interface ethO Interface ethl
\
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IPRoute2 ematch
IPRoute2 realms
IPSEC Configuration
Init

Modbus Config
NTP Daemon
Open VPN (server)
PAP Secrets

PPP Options
PPPDial-IPSec
Ping Alive Conf 1
SDK

SN Proxy Daemon

SSL Tunnels (client)
System Logging

VRRP Daemon Instance 2
Zyxel Configuration

Status

IPRoute?2 dsfield
IPRoute2 scopes
IPSEC Secrets
Lighttpd Conf
Mrouted (multicast)
Out-of-Band

Open VPN Authpass
PPP IP-DOWN

PPPoE

PPPoE-IPSec

Ping Alive Conf 2
SMCroute Daemon
(Multicast)

SSH (Client) Configuration
SSL Tunnels (server)
System Start-up
Wireless Provisioning

Networking

Expert Mode

IPRoute2 protos
IPRoute2 tables
GWLNX Control
Lighttpd User
Modprobe.conf
Open VPN (client)
OSPF Daemon
PPP IP-UP
PPP-IPSec

PIM Daemon (Multicast)
RIP Daemon (v2)
SNMP Daemon

SSH (Server) Configuration
Static Routes

VRRP Daemon

Zebra

Services Advanced

Select Sub-Systarm 1o Configure. Llee AW ITE ) -

version 2.0

## basic configuration

config secup

# plutodebug / klipsdebug = "all",

# conforms to second version of ipsec.conf specification

"none” or a combation from below:

# "rav crypt parsing emitting control klips pfkey natt xS09 private”
# eg: plutodebug="control parsing”

#

# ONLY enable pluctodebug=all or klipsdebug=all if you are a developer !!

#

# NAT-TRAVERSAL support, see README . NAT-Travers=al
nat_traversal=yes
# virtual private=3v4:10.0.0.0/8,%v4:192.168.0.0/16,%v4:172.16.0.0/12

#

# enable this if you sec "failed to find any available worker”

nhelpers=0

# Add connections here

# sawple VPN connections, see /etc/ipsec.d/examples/

Sixnet Wireless
formerdy jJom Electronics
4645 LaGuardia Drive
St. Louis, MO 63134

[Model Number]

Toll Free: +800.489.7781

Fax: +314.426.0007
Webowww.jbinelectronics.com
www.sixnet.com

Copyright © 2010 Sixnet LLC

Your choice will load the given sub-system’s configuration file into the text box for editing.
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The following controls (buttons) are available:

Cancel - Reload the file in to the text box, removing all unsaved changes.

Default - Load a default file in to the text box for editing. All changes to the default file will be reflected
in the “real” (rather than the default) configuration file.

Save - Save the contents of the text box in to the "real" sub-system configuration file.

Stop - Stop the component sub-system service if it is currently running.

(Re)Start - Start the component sub-system service, or re-start it if it is currently running.

3.6.5.2 Predefined Interface Names

The “Predefined Interface Names” menu item allows you to create a named interface for use in applications such as
OpenVPN that require a logical interface, i.e. tunO that the Sixnet router does not know about. Using the Predefined

Interface Name will place the name of the interface into the pull-down menus of interface selections to be used by the
system.

Status Admin Networking Services Advanced
: IP Fallback
r] Administration Utility -

Installed Firmware Version

[Firmware Version Nunber]

Device Serial Number

[Serial Nurber]

Physical Interface Status
Ethernet Interface Connection State IP Acddress Link Status

eth0 Up . 0. Up
eth1 Up ‘ Lp

Cellular Interface  Activation Connection IP Address Signal Strength

S d d T2 A

auto update interval; [l -

[Model Number] Copyright © 2010 Sixnet LLC
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e Click on the “Predefined Interface Names” menu item and the following window will appear:

Status Admin Networking Services Advanced

Predefined (logical) Interface Names

Sixnet Wireless - Toll Free: +800.489.7781
tormarly jbm Electronics Fax: +314.426.0007
4645 LaGuardia Drive Web:www.jbmelectronics.com
St. Louis, MO 63134 www.sixnet.com

[Model Number) Copyright © 2010 Sixnet LLC

e Click on the “Add” button to add a named interface and the following pop-up window will appear:

Add Predefined Interface

Enter (logical) Interface Name: _
| ok_|

Enter (logical) Interface Name: Enter the name of the interface to be used for the logical interface. For example: tuno,
gred, pppl00, etc.
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e Click on the “OK” button to populate the Predefined (logical) Interface Names screen

Status Admin Networking Services Advanced

Predefined (logical) Interface Names

Sixnet Wireless —. Toll Free: +800.489.7781

cmerly jbm Electronics ) Fax: +314.426.0007
1645 LaGuardia Drive Web:www jbmelectronics.com
St. Louis, MO 63134 wWwWw.sbanet.com

[Model Number] Copyright © 2010 Sixnet LLC

e Click on the “Save” button and the following pop-up window will appear:

_The page at http://<IP Address>:10000 says:

Operation Succeeded.

e C(Click on the “OK” button to acknowledge the content

3.6.6 GWLNX

3.6.6.1 Serial IP

Sixnet Cellular Routers in the IndustrialPro and EnterprisePro series support Serial IP
via the Advanced—>GwlInx->Serial IP configuration menu screen.

The “Serial IP” menu item allows you to configure serial communication such as POS device, serial data logging, or serial
transmitter via serial cable on the Sixnet router and third party UDP or TCP/IP Client/Server application.

™~
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Status

Admin Networking

o ber] Admi
Installed Firmware Version

[Firmware Version]

Device Serial Number

[Serial Number]

Physical Interface Status

Ethernet Interface Connection State IP Address
Up 192.168.111.1 Down

usb
etho

Up 192.168.0.1

Cellular Interface Activation Connection IP Address

N/A

Unavailable Disabled N/A

Cellular Uptime: N/A

Select auto update interval: =] A

Sixnet Wireless ,
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NOTE: Please refer to the third-party device user manual and/or technical support to determine what type of
connection is required to connect with the Sixnet router from the R$232 serial port.
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Click on the “Gwlnx—>Serial IP” menu item and the following window will appear:

Status Admin Networking Advanced

Serial IP Interface

Enable Serid IP: R0

Enter Configuration Description:

Independent Activation:

Word Length:

AR B
4]
1

4

Parity:

Stop Bit:

lw]
3
O
[l

Connect Mode:

Ignore DTR.:

=g R Modem Emulator

=<
8
i

Use Timer Only:
Inter Character Timeout (m
Maximum Buffer Size:

Enable Hardware Flow Contral:

MNumber Of M Polls Allowed:

TCP/UDP Port Configuration
Socka Type:

Pegr IP Address
Pea IP Port:

Client IP Port:

Toll Free: +3800.489.7781
Sbnet Wireless Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sxnet.com
St. Louis, MO 63134
Send Email to Support:

[model_number] Copyright © 2012 Sixnet Inc.

Enter Configuration Description: Enter a description to describe this connection.

TN
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Serial Port Configuration
Line Speed: Select the desired interface speed to be used via the provided drop-down.

Independent Activation: This option determines if the Serial Port of the device will accept data before the remote side is
active. At least one of the two sides in the configuration must be set for Independent Activation. If neither side is set,
then the device will not accept data. This function provides integrity for the device by preventing data from being
accepted until it can be delivered successfully.

Recommended Setting:
Yes: For standard usage.
No: For serial to TCP Server configuration to insure there is a TCP Server socket available before marking the
serial port active.

Word Length: Select the word length (bits per character) to be used via the provided drop-down.
Parity: Select the parity to be used via the provided drop-down.
Stop Bit: Select the number of stop bits to be used via the provided drop-down.

Connect Mode: If this option is set to No, the device will expect to receive AT Commands in order to go to active state.
Some DTE (Data Terminal Equipment) devices required to go active if they provide DTR (Data Terminal Ready) signal.
Recommended Setting: Yes, if DTR is the connect signal.

Dial IP: This option appears only, if the Connect Mode is set to “AT Command” and then if the Dial IP option is set to
“Yes”, the IndustrialPro router expects to receive AT commands to initialize the serial port, and also expects to receive
ATDT<IP/Port> in one of the following formats as a destination IP/Port address for connectivity to the host processing
server.

Recommended Setting: No

ATDT192.168.0.1,5000
ATDT192.168.0.1[5000]
ATDT1921680000015000
ATDTdns.com,5000

Disable Sending Ring: This option appears only, if the Connect Mode is set to AT Command. This option eliminates the
serial port from sending the RING and CONNECT message out the serial port once the server connection is available.
Recommended Setting: No, if you want the RING to go out serial port, and Yes otherwise.

Ignore DTR: This option needs to be set to Yes, if the serial port is connected to a DTE device that only provides 3 wires
(Transmit, Receive, and Ground) for communication or the DTE device could drop DTR signal while sending AT
commands.

Recommended Setting: Yes, if a 3 wire connection is expected.

Connection Type: Select the connection type you desire from the drop-down list.

~
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Modem Emulator: Provides direct connection between the device serial port and the DTE terminal via straight R$232
cable.

Via Modem: This option is only used, if the device provides TELCO/BPX or RJ11 To Terminal port for communication.
Recommended Setting: Modem Emulator for direct connection

Use Timer Only: This option needs to be set to Yes in order to use the Inter Character Timeout value configured on this
device.
Recommended Setting: Yes

Inter Character Timeout (ms.): When the timer expires on the serial port, the device will forward the message received
to the remote device. This option is used when there is no consistent character to signal the end of a received message.
This timer will be reset to the configured value on each received character.

Recommended Setting: 5 milliseconds at 9600 baud.

Maximum Buffer Size: This option allow you to set the maximum buffer size to be used for receiving serial data before
forwarding to the remote device. A value of ZERO will allocate 8192 bytes of buffer by default and the data could be sent
to the remote application based on TCP stack window size.

Recommended Setting: 292, For DNP3 type connections and 0, otherwise.

Enable Hardware Flow Control: Select Yes to set hardware flow control using RTS and CTS signals.
Recommended Setting:
No - if dealing with 3 wire port (Transmit, Receive, and Ground pins).
Yes - if dealing with a port that has all signal pins present.

Number Of Missed Polls Allowed: This option allows you to set the maximum number of missed RTU polls before
reinitializing all the internal memory and buffer conditions. If a packet is transmitted out the serial port and no response
packet is received, this is counted as a missed poll and data content is not evaluated.

Recommended Setting: 0, To disable this action and any other value is upon your environment requirements.

TCP/UDP Port Configuration

Socket Type: Select the Socket Type you desire to have for Serial IP communication from the drop-down list.
Recommended Setting: Socket Type you desire to have for this communication.

UDP: If this option is selected, the device will act as a UDP (Connectionless) and listening on the configured
Listening IP Port for connection from the client.

TCP/UDP Port Configuration
Socket Type: Uy

TCP/UDFP Independent Activation: iR

RGNl (0.0.0.0
Peer IP Port:

Client IP Port:

™~
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TCP Client: If this option is selected, the device will act as a TCP Client and connects to the host processor
once the serial port becomes active.

TCP/UDP Port Configuration
Socket Type: QLSS

TCP/UDP Independent Activation: JigEd

TCP Headers: LG
Host IP Address:
ost IP Port:

Client Source Port:

TCP Server: If this option is selected, the device will act as a TCP Server and listening on the configured
Listening IP Port for connection from the client.

TCP/UDP Port Configuration
el =Y -S TCP Server -

TCR/UDP Independent ration:

TCP Headers:

Allow Peer To Re-attach While Connected:
Listening IP Address: uikiXi}

Listening IP Port: &)

TCP Client/Server 2Way: If this option is selected, the device will listen on configured Listening IP Port for client
connection to communicate with serial device and once the client is disconnected, and the serial device connected to
the ttyS1 port needs to report its status, the device will connect to the host destination to report the device's status.

TCP/UDP Port Configuration
=Ll SR TCP Client'Server 2Way -

CP Headers: il
Host IP Address:
Host IF Port:
Client Source Port:

Allow Peer To Re-attach While Connected: [l

Listening IP Address: fiXaXels]

Listening IP Port: EIni]

UDP Broadcaster: If this option is selected, the device will support up to 5 UDP broadcast addresses.
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TCP/UDP Port Configuration
Sock = UDP BroadCaster hd

Peer IP Addre
eer IP Port:

ant IP Port:

Second Peer IP Address: FURXIXY

IP Port:

IP Port:

N TR 0.0.0.0

Third Peer IP Port:

Fourth Peer IP Address: UGN
Fourth Peer IP Port:
Fourth Client IP Port:
Fifth Peer IP Address: KA

Fifth IP Port:

0] 0 [0 [0 0] S0 [0 {0 Hend] S]] 0] ]S

o
ey
o
=}

Fifth Client IP Port:

TCP Client BroadCaster: If this option is selected, the device will support 10 TCP Client broadcast socket
using IP Destination configuration for connectivity.

TCP/UDP Port Configuration
=lals - apte - TCP Client BroadCaster -

Click Here To Configure IP Destination Screen

TCP Client BroadCaster Traffic Activator: If this option is selected, the device will support 10 TCP Client broadcast socket
using IP Destination configuration for connectivity and would connect only if the serial data is available to broadcast.

For the Broadcaster socket types you must click on “Click Here to Configure IP Destination Screen” to configure the host
processor IP/Port addresses. See screen shot below for necessary information.
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Status Admin Networking Advanced

IP Destinations

Address 1 | Port 1 | Connect Timeout 1 | Address 2 | Port 2 | Connect Timeout | +

Cancel || Apply |

Toll Free: +800.489.7781
Fax: +314.426.0007

Sixnet Wireless Web:www.sixnet.com

4645 LaGuardia Drive

5t. Louis, MO 63134 Send Email to Support:

[Model Number] Copyright © 2012 Sixnet LLC
TCP/UDP Independent Activation: This option determines if the TCP/IP port of the device will accept data before the
remote side (Serial Port) is active. At least one of the two sides in the configuration must be set for Independent
Activation. If neither side is set, then the device will not accept data. This function provides integrity for the device by
preventing data from being accepted until it can be delivered successfully. A TCP Server set to Yes, will listen even if the
serial side is not considered connected. If set to No, it will not listen for a connection until the serial side is considered
connected. A TCP Client set to Yes will always attempt to connect to the configured destination IP, even if the serial side
is not connected or active. If set to No, it will attempt a connection only when the serial side is first considered
connected.

Recommended Setting: Yes for Servers, No for Clients

Peer IP Address: Enter the peer IP Address into this field. This is Required for UDP communication. This specifies the
Peer IP address and if set to 0.0.0.0 any remote IP can send UDP packets to our peer port, and return packets will be
sent back to the IP of the last host that sent us a message. Packets cannot be sent until one is received first (to learn the
remote peer's IP). If set to a specific IP, then packets will be sent to this IP only.

Recommended Setting: <0.0.0.0> to allow any IP to send packets to the peer port number.

Peer IP Port: Enter the peer Port number into this field. This is Required for UDP communication.

Recommended Setting: Consult your network administrator for UDP application destination port number.

Client IP Port: Enter the client IP port number into this field. This is Required if the peer ip address is set to a specific IP,
then packets will be sent to specific IP at this client IP port number only.

Recommended Setting: <0.0.0.0> to allow any IP to send packets to the peer port number.

TCP Headers: Select the TCP/IP Header Type (Message Length Field) required for TCP/IP communication from the drop-
down list.
None: If this option is selected, the device will not add or remove any bytes as the length field from the data
packets received or transmitted.

.']\
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Standard: If this option is selected, the device will add 2 bytes of binary exclusive network order to all
transmitted TCP packets, and will remove the 2 bytes from the received TCP packets.

Extended: If this option is selected, the device will add 4 bytes of binary exclusive network order to all
transmitted TCP packets, and will remove the 4 bytes from the received TCP packets. Extended
header normally is used as an indicator First, Mid, and Last when dealing with the large TCP
messages and possibility of TCP/IP packet fragmentation.

Recommended Setting: None, if TCP headers are not used.

Host IP Address: Enter the host destination IP Address into this field.
This is Required if the device is acting as a TCP/IP Client.

Recommended Setting: Consult your network administrator.

Host IP Port: Enter the host destination Port Address into this field.
This is Required if the device is acting as a TCP/IP Client.

Recommended Setting: Consult your network administrator.

Client Source Port: Enter the Source Port Address into this field. This is Required if the device is acting as a TCP/IP client
and using specific source port for TCP socket connection.

Recommended Setting: Leave blank to use dynamic source port from TCP stack for socket connection.

Allow Peer To Re-attach While Connected: Select whether or not to allow TCP peer to re-attach to our server while the
socket is connected. If enabled, a new connection attempt from the same peer will be accepted, and the previous TCP
connection will be closed. This can be useful to re-establish a connection if the link is not closed gracefully.

Recommended Setting: No, do not allow, if there is an active socket connection.

Listening IP Address: Enter the listening IP Address into this field. This is Required if the device is acting as a TCP/IP
Server. If set to 0.0.0.0 any remote client can connect to our listening port, and if set to a specific IP, only client with
configured specific IP can connect to our listening port.

Recommended Setting: <0.0.0.0> to allow any client to connect to the listening port.

Listening IP Port: Enter the listening Port number into this field.
This is Required if the device is acting as a TCP/IP Server.

Recommended Setting: Consult your network administrator for client application destination port number.

Note: Take care to choose a port number not already used by other system services.

Consult Status—>Socket Statuses=> TCP Only for a list of ports currently in use.

Please note that a Firewall Allow rule will need to be added for remote access (Networking=>Firewall-> Service Access
Rules).

Click on the “Apply” button and the following pop-up window will appear:

N
S’xne'l‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
a l'edren'husiness 331 Ushers Road, Ballston Lake, NY 12019 T+1518877 5173 F +1 518 877 8346




IndustrialPro Series Router
User Manual

Apply Operation Succeeded.

Click on the “OK” button to acknowledge the content has been updated.

3.6.6.2 Connect Table Configuration

The “Connect Table” menu item allows you to configure the communication ports behavior via Serial or Modem using
Dialed Number Identification Service (DNIS) method.

e Click on the “Advanced->Gwlnx->Connect Table Configuration” menu item and the following window will
appear:

Status Admin Networking Services Advanced

___Connect Table Configuration

Generic? m
File Mode? RIS

Label | AT Command Description AT Command | Mode | Sec. Dial

Toll Free: +800.489.7781
Fax: +314.426.0007

Sixnet Wireless Web: cixnet.com
4645 LaGuardia Drive ) - e

St. Louis, MO 63124 Send Email to Support:

[Model Number] Copyright © 2012 Sixnet LLC

Generic: Please use the recommended setting unless directed to change by Technical Support personnel.
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Recommended Setting: No

File Mode: Please use the recommended setting unless directed to change by Technical Support personnel.

Recommended Setting: DTMF

e C(Click on the “Add” button and the following pop-up window will appear:

Add Connect Table Configs
Label:
AT Command Description: Egieeeyils Bl =

Answer/Dial Mode:

rert | |

Message Mode:
Timer:

Data Mode:

Spoof ENG:

Mo Rx Before T
Disable Ack:

Pass Through Ack:
Enter Address
Enter Port

Enter Address 2:
Enter Po

Enter Address 3:
Enter Port 3

Host Message Format

Header Type

|

| -Not Corfigured- | ]
ANSWER ||
EXIES

No [~

| No ||

| No |+

No ||

- I

: I
I
|
|

Defaut [
| Defaut ||
Yes |« |

Allow Early Connect:

Label: Enter the Lookup Key associated with this entry. This is commonly a phone number, or a portion of a phone
number for partial matches of incoming calls. (i.e. "18" will match 1-800-xxx-xxxx, 1-888, 1-866 and similar numbers.)

A value of "default" will designate this entry as the option to use if no other entry matches. If no "default" label exists,
the first entry in the list will be the default and match any incoming number received.

For a Dial/Ring-Out mode, this field should match the phone number entered in the Com Port Manager configuration for
GwiInx. It should also match the GwInx TCP Server port number, if using a dynamic TCP Listening port.
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Recommended Setting: 1001 for this mode.

AT Command Description: The best choice is often determined by previous testing with a particular model/brand of
connecting device. The first three "Direct" options are the most commonly used. If choosing a User Defined option,
enter the full AT command.

AT Command:

Direct 1200 Bell212 = AT&Q6+MS=B212
Direct 1200 V22 = AT&Q6+MS=V22
Direct 2400 V22bis = AT&Q6+MS=V22B
Direct2 1200 Bell212 = AT\NO+MS=B212
Direct2 1200 V22 = AT\NO+MS=V22
Direct2 2400 V22bis = AT\NO+MS=V22B
ErrorC 1200 Bell212 = AT\N3+MS=B212
ErrorC 1200 V22 = AT\N3+MS=V22
ErrorC 2400 V22bis = AT\N3+MS=V22B

Recommended Setting: Direct 1200 Bell212 = AT&Q6+MS=B212

Answer/Dial Mode: For incoming calls, choose "ANSWER_2WAY_RAW". For outbound (Ring Out / Ring Down) mode,
choose "DIAL". The other options should only be used if instructed to do so by a support technician.

Recommended Setting: ANSWER_2WAY_RAW

Message Mode: This will choose between enabling the local Visa protocol engine or allowing Passthru/Transparent
mode.

Transparent: Allow raw communication between the Dial port and the TCP Connection.

Visa: Enable local Visa | engine. This will process one transaction, and issue an EOT after the transaction response has
been sent to the dial device.

Visa2: Enable local Visa Il engine. After a transaction is complete, an ENQ will be issued to query the next transaction in
sequence. If there is no response to the ENQ, then an EOT is issued.

Recommended Setting: Transparent

Timer: Timer usage in supported Message Mode.

Transparent Mode: This is the inter-character delay (in milliseconds) used on the serial side to determine when a
remote device is finished transmitting. A low value may generate a faster response, but can send many TCP packets and
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'fragment’ the serial data packets. A higher value will collect a larger amount of data into a single TCP packet, and will
generally keep packet boundaries more intact.

Visa Mode: Unused
Recommended Setting:
150 - Transactions

10 - Some Streaming Protocols (ATM Management Protocols)

Data Mode: The following data mode is supported.

8N1 - Data will be treated as full 8 bits valid. If the serial device is transmitting 7E1, then 7E1 formatted data will be
transmitted to the TCP side.

7E1 - Process Data as if in 7E1 format. If the serial device is transmitting 7E1, then appropriate parity will be
stripped/added so that communication on the TCP side will be in 8N1.

Recommended Settings:

Transparent Mode: As needed for various serial devices and TCP hosts.
Visa Mode: Leave this setting at 8N1. Automatic 7E1 detection is used.
Spoof ENQ: ENQ behavior in supported Message Mode.

Transparent Mode: This will enable an ENQ packet to be sent to the serial device to initiate a transaction. Up to 5 ENQ's
will be sent while wait

Visa Mode: Unused. The Visa engine will automatically issue ENQ's as needed, according to the GwInx config file.
Recommended Setting: No

No Rx Before Tx: Discarding data before transmitting in supported Message Mode.

Transparent Mode: This will discard any data received from the serial side, prior to transmitting some data to the
remote serial device. This can be useful to discard initial line noise remnants from modem connections before an ENQ is
issued (or other start-data message types from a TCP host).

Visa Mode: Unused. This is automatically enabled in the Visa engine, as it awaits a STX.

Recommended Setting: No

S’xne'l‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
a redl'Bn'husiness 331 Ushers Road, Ballston Lake, NY 12019 T+1518877 5173 F +1 518 877 8346




IndustrialPro Series Router
User Manual

Disable Ack: Acknowledgement behavior in supported Message Mode.

Transparent Mode: Unused.

Visa Mode: Once a message is received from the serial device (ATM/POS) and the LRC is valid, this will disable sending
an ACK. Certain ATM/POS devices will fail if sent an ACK, and rather used the response message from the TCP host as an
implied ACK. Certain ATM/POS devices require an ACK before receiving the response message from the TCP host.
Recommended Setting: No

Pass Through Ack: Passing Acknowledgement in supported Message Mode.

Transparent Mode: Unused.

Visa Mode: When an ACK is received from an ATM/POS device, pass that up to the host processor.

Recommended Setting: No, unless using a SmartConnect device at the host processing side.

Enter Address 1: For coordination with SSL Connections, use 127.0.0.1.

When using ANSWER mode, this is a Client Primary IP address that GWLNX application uses to connect to the Host
Processing Server.

When using DIAL mode, this field is not used.

Enter Port 1: This is a Client Primary Port address that GWLNX uses to connect to the Host Server Port.

For coordination with SSL Connections, this field should match the "TCP Listening Port" configured in Services->SSL
Connections->SSL Client, to reach the specified remote SSL Host Server.

When using DIAL mode, and GwlInx is configured for Dynamic TCP Server Listener Port, this field will specify the TCP Port
to listen on.

Recommended Setting: Recommended value for this mode is 1000.

Enter Address 2: This is a Client First Alternative IP address that GWLNX uses to connect to the Host Server. (Not
Required)

Enter Port 2: This is a Client First Alternative Port address that GWLNX uses to connect to the Host Server Port. (Not
Required)
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Enter Address 2: This is a Client Second Alternative IP address that GWLNX uses to connect to the Host Server. (Not
Required)

Enter Port 2: This is a Client Second Alternative Port address that GWLNX uses to connect to the Host Server Port. (Not
Required)

Host Message Format: Following are the host message format in supported Message Mode.

Transparent Mode: Unused.

Visa Mode: This describes the format expected by the TCP host processor of Visa transactions.
Visa Messages from the ATM/POS device will conform to:

STX - Payload - ETX - LRC

After Visa processing and validation, the format sent to the host will be:
Default: Use the current settings in the GwInx configuration.

Payload Only: Strip Visa header/trailers. Send only the Payload.
Payload-ETX: Strip the Visa header and LRC block check.
STX-Payload-ETX: Strip only the LRC block check.

STX-Payload-ETX-LRC: Send the fully formatted Visa message.
Recommended Setting: Default

Header Type: The TCP connection to a host may require length headers. This will optionally be prepended to the data
received from the serial side, for either Transparent or Visa Mode.

Default: Use current Gwlnx configuration
None: Use no headers
JBM Standard: Use JBM Standard Headers. This will prepend a Two Byte Length (2BL) Header to the data, indicating the

number of bytes in the message, not including the header bytes. Messages from the host must also have the 2BL header
to be received properly.

™~
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Example: With Host Message Format set to STX-Payload-ETX, and JBMSTD Headers used, the TCP message sent to the
Host will be:

XX XX STX Payload ETX

Where XX XX would be the length of the payload data, plus 2 (STX and ETX bytes). If Payload was 296 bytes, then the 2BL
would be 01 2A (in Hex).

Recommended Setting: Default
Allow Early Connect: Only adjust this option if directed by a support technician.
Recommended Setting: Yes

e Click on the “Apply” button and the following pop-up window will appear:

Qperation Succeeded.

e C(Click on the “OK” button to acknowledge the content

3.6.6.3 Install Application

The “Install Application” menu item allows you to install the new GwlInx application on Sixnet IndustrialPro or R-Series
router devices.

e Click on the “Advanced->Gwlnx=>Install Application” menu item and the following window will appear:
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Status Admin Networking Services Advanced

___Gwinx Application Installation =

Select Gwlnx Application File:

e o T

Toll Free: +300.480.7781
. LFA 2
Sixnet Wireless Wliaah]-:. +J1:i.:::1-:uct?-?n?|
4545 LaGuardia Drive . . i
oui 3134 -
Sl L s Send Email to Support:

[Model HNumber] Copyright @ 2012 Sixnet LLC

Select Gwlnx Application File: Click the Browse button to select a 'gwlInx' zip file that is provided by WSBU Development
Group Support staff to upload from your local system. (Required)

Recommended Setting

Do not upload new files unless directed by WSBU Development Group Support staff.

e Click on the “Install” button and the following pop-up window will appear:

Operation Succeeded.

e C(Click on the “OK” button to acknowledge the content

3.6.6.4 Install Configuration

The “Install Configuration” menu item allows you to install the new Gwlnx configuration on Sixnet IndustrialPro or R-
Series router devices.
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e Click on the “Advanced->Gwlnx=>Install Configuration” menu item and the following window will appear:

Admin Networking Services

___Gwinx Configuration File Installation

Select Gwlnx Configuration File:

I T

Toll Free: +800.489.7781
- L] A S
Sixnet Wireless WI?I:-:- +J1:i.x4:s;:uc?-?n]:|
4645 LaGuardia Drive ) - e
5t. Loui 3134 -
ST Sl L Send Email to Support:

[Model Number] Copyright @ 2012 Sixnet LLC

Select Gwlnx Configuration File: Click the Browse button to select a 'gwlInx' configuration file that is provided by WSBU
Development Group Support staff to upload from your local system. (Required)

Recommended Setting

Do not upload new configuration files unless directed by WSBU Development Group Support staff.

e Click on the “Install” button and the following pop-up window will appear:

Operation Succeeded.

e C(Click on the “OK” button to acknowledge the content
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3.6.6.5 Manage Configuratons

The “Manage Configurations” menu item allows you to install or delete GwlInx configuration files that already reside on
Sixnet IndustrialPro or R-Series router devices.

e Click on the “Advanced-> GwlInx->Manage Configurations” menu item and the following window will appear:

Status Admin Networking Advanced

figur
: Configuration File: B =R = = e 2|

Cancel || Install || Delete |

Toll Free: +300.480.7781
. 2] A
Sixnet Wireless WI;E.I:-:. +J1:i.14:s;:uc?-?ni
4645 LaGuardia Drive ) - e

Sl S, L Send Email to Support:

[Model Number] Copyright @& 2012 Sixnet LLC

Select Gwlnx Configuration File: Select a 'gwInx' configuration file on the remote unit to install or to delete. (Required)

Warning:
Deleting the “unit.cfg” or “unit.xml” file may result the 'gwinx' application from not running on the next restart.
Recommended Setting

Do not install or delete files unless directed by WSBU Development Group Support staff.

e Click on the “Install” or “Delete” button and one of the following pop-up window will appear:

Caonfiguration file installed.
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Configuration file deleted.

e C(Click on the “OK” button to acknowledge the content

3.6.6.6 IP Destination

The “IP Destination” menu item allows you to configure the host processor (Server) IP/Port addresses that Gwlnx
application uses for TCP/IP communication protocol.

e Click on the “Advanced->GwlInx=>IP Destination” menu item and the following window will appear:

TN

Slxnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
a redI'Bn‘husiness 331 Ushers Road, Ballston Lake, NY 12019 T+1518877 5173 F +1 518 877 8346




IndustrialPro Series Router
User Manual

Networking

IP Destinations

Port 1 | Connect Timeout 1 | Address 2 | Port 2 | Connect Tim =

E

Toll Free: +300.489.7781
Sixnet Wireless ; Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
5t. Lowis, MO 63134
Send Email to Support:

BT-6821 H5PA Copyright @ 2012 Sixnet LLC

Address 1: Enter the client primary IP address that GWLNX uses to connect to the host server. (Required)
Port 1: Enter the client primary port address that GWLNX uses to connect to the Host server port. (Required)

Connect Timeout 1 - Specify the time in seconds to attempt a connection to this TCP destination, before declaring it
unreachable. After the specified time, the next destination will be attempted.

Valid range is 2-250 seconds.

Recommended Setting

10 seconds. A value less than 10 seconds is not recommended for a wireless environment.

Address 2: Enter the client first alternative IP address that GWLNX uses to connect to the host server. (Required)

Port 2: Enter the client first alternative port address that GWLNX uses to connect to the host server port. (Required)

Connect Timeout 2 - Specify the time in seconds to attempt a connection to this TCP destination, before declaring it
unreachable. After the specified time, the next destination will be attempted.

Valid range is 2-250 seconds.
Recommended Setting

10 seconds. A value less than 10 seconds is not recommended for a wireless environment.
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Address 3: Enter the client first alternative IP address that GWLNX uses to connect to the host server. (Required)

Port 3: Enter the client first alternative port address that GWLNX uses to connect to the host server port. (Required)

Connect Timeout 3 - Specify the time in seconds to attempt a connection to this TCP destination, before declaring it
unreachable. After the specified time, the next destination will be attempted.

Valid range is 2-250 seconds.
Recommended Setting
10 seconds. A value less than 10 seconds is not recommended for a wireless environment.

e Click on the “Apply” button and the following pop-up window will appear:

The page at http://192.168.11.139:10000 says: S

i i‘ Apply Operation Succeeded.

OK

s -

e C(Click on the “OK” button to acknowledge the content

3.6.6.7 CLI Status

The “CLI Status” menu item allows you to view the status of the ports defined in GwInx configuration file if the GwlInx
application is running.

e Click on the “Advanced-> Gwlnx->CLI Status” menu item and the following window will appear:

™~
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Networking Services Advanced

Gwlnx is Running
JEM Electronics Gateway 1000 (Linux)

BCI Compliant Logging Set to: 16

Application Version: 04.000.368_BT 120
Unit Description HE

Config Version H

Application Uptime : 01:55:1%9

BCI Compliant Logging Set to: 16

S5leep Loop Count S5et to: 50

Bthread Sleep Count Set to: 5000

This is the current state of memory (in KB):
total used free shared buffers

61836 26916 34520 0 0

W Always scroll display to end

Enable Auto update?:
EE\ TG EICN=E I Every 15 seconds 2]

Toll Free: +300.489.7731
Sixnet Wireless , Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

[Model Number] Copyright © 2012 Sixnet Inc.

Enable Auto update?: Select Yes to enable automatic updating of the CLI status file. The update interval can be selected
using the Select Update Interval provided immediately below this control. Manual updating (Refresh) is disabled while
auto update is in effect.

Recommended Setting

Be advised that when connected via a Cellular interface, the log file data collected will count towards your total data
plan usage.

Select update interval: Select the update interval to be used when auto update is enabled from provided drop down list.

Choices (in seconds) include:

e 5
e 15
Sixnet Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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e 30
e 60

Recommended Setting

Be advised that when connected via a cellular interface, the log file data collected will count towards your total data
plan usage.

3.6.6.8 GWLNX Status
The “GwInx Status” menu item allows you to view the Gwlnx process ID and ability to restart the application by selecting
the process ID from the provided drop down list. The Refresh button will refresh the process ID, if the GwInx application

has been restarted.

e Click on the “Advanced-> Gwlnx=> GwInx Status” menu item and the following window will appear:

Status Admin Networking Sarvices Advanced

__Gwlinx Running Status

Gwlinx Is Running

EID ®CEU BMEM  F32  R33 ITY STAT START TIME COMMBEND
18523 B2.0 5.3 BE340 3284 7 81 15:2€ 10€:4% . guwlpx unit.mml —h

Salect Gwinx: Process 1D (PID) To Be QU= (= ol
Restarted:

cancel J{ Restart J Refresh]

Toll Free: +800.489.7731
Fax: +314.426.0007

Sixnet Wireless Web:www.sixnet.com

4645 LaGuardia Drive

S Send Email to Support:

[Model Number] Copyright @ 2012 Sixnet LLC

e Click on the “Restart” button and the following pop-up window will appear:

™~
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Successfully Restarted Selected Gwinx Process.

e C(Click on the “OK” button to acknowledge the content

3.6.6.9 GWLNX Logfile

The “Gwlnx Logfile” menu item allows you to view the logfile generated by GwlInx at startup which provides the state of

each port controller defined in the Gwlnx configuration file and logs the Send/Receive traffics for each configured port
controller.

e Click on the “Advanced->Gwlnx=> GwInx Logfile” menu item and the following window will appear:

TN
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Status Admin Networking Services Advanced

Gwlnx is Bunning

:55+1508768u3 01-0001 : Igmoring DIR status.
:55+15113Tud 01-0001 : No Baud Rate Jwitching.
:55+151420u3 01-0001 : et Modem Ipit, No At Command Conf
:55+151511ud 01-0001 : 3tate CThange: =INITI1W
:55+1583085%u3 01-0001 : Jtate Change: =INITZ2
:55+15850Tud 01-0001 : In DprDial Hode, Pretend Dial Comm
:§5+1585681u8 01-0001 : State Change: s3ENDCONNECT
:533+1€085%2u3 01-0001 : 3tart Connect Delay, if it is not
:55+1€05952u3 01-0001 : Jtate CThange: =MODEMCCHNECTEDL
:55+21475€ud 01-0001 : dtate Change: =MODEMCONNECTEDZ
:55+3203&1ud 01-0001 : Wait To Rai=e DCO Jignal Upon Remo
:55+32044Tud 01-0001 : 3tate CThange: =MODEMTONNECTIED2
:55+2389€77ud 01-0001 : Raising DCD Because Remote Device
:55+3557€2ud 01-0001 CONMECTEHY3: Allowing Connect
:55+465150us 01-0001 TIMMEIQ: State Change: sHAIT 400
:55+E90€50ud 01-0001 IIEMEIQ: 3tate Change: eMODEMCONNECTEDE
:55+511704u3 01-0001 ECQR: Device connecting —»> Wait to Verify H
:55+5311785u3 01-0001 ECQR: No unexpected mag in guene
:55+5377702ud 01-0001 EQR: Device comnecting —» Fully CONNECTED

=

m |

= Always scroll display to end

Select # of lines to display: -

Select update interval: R EEE v gl

Enter (optional) filter string

Enable Auto update?

Refresh

Toll Free: +800.489.7781
Fax: +314.426.0007

i )
Sixnet Wireless Web:www.siknet.com

4645 LaGuardia Drive

5St. Louwis, MO 63134 Send Email to Support:

[Modal Number] Copyright @ 2012 Sixnet LLC

Enter (optional) filter string: Enter a filter string in the space provided, only lines containing the filter value(s) will be

displayed via a “grep” style filter mechanism.
Note that the filter is case sensitive.

Select # of lines to display: Select the number of lines to be displayed from one of the choices in the drop-down list
provided.

Choices include:

e 50

e 100

e 250

e 500

e 1000
e 2000

TN
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Recommended Setting

Be advised that when connected via a Cellular interface, the log file data collected will count towards your total data
plan usage.

Enable Auto update?: Select Yes to enable automatic updating of the log file display, the update interval can be selected
using the Select Update Interval provided immediately below this control. Manual updating is disabled while auto
update is in effect. The current filter and maximum lines to be displayed will be used.

Recommended Setting

Be advised that when connected via a Cellular interface, the log file data collected will count towards your total data
plan usage.

Select update interval: Select the update interval to be used when auto update is enabled from provided drop down list.

Choices (in seconds) include:

e 5

o 15
e 30
e 60

Recommended Setting

Be advised that when connected via a cellular interface, the log file data collected will count towards your total data
plan usage.

Download: Click on “Download” button to send the entire Gwlnx logfile “logfile.txt” to your PC download directory.

Refresh: Click on “Refresh” button to view the latest items being logged.

3.6.6.10 Transniff Filter

The “Transniff Filter” is only available on the R-series Enterprise Routers. This menu item allows you to set the filter
values in similar format as the TCPDUMP filter for capturing traffic being seen by configured device on the Ethernet port.
Note: This configuration screen is for devices that capture traffic between the ATM and transaction processing server for
DVR text insertion. Please contact WSBU Development Group Support staff for configuring this item.

e Click on the “Advanced->Gwlnx-> Transniff Filter’” menu item and the following window will appear:
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Status Networking Services Advanced

Enable Transniff IP ATM: R{ERd

DVR Connectivity: [E{3Rd
Transniff Interface Port:

TCP/IP Port Configuration

Host IP Address:

Host IP Port:

Filter Configuration
ATM IP Address | Destination Port Number |

| cancel [ save [ Apply |

Toll Free: +800.489.7781
Sixnet Wireless ’ Fax: +314.426.0007
4645 LaGuardia Drive Web:www.sixnet.com
St. Louis, MO 63134
Send Email to Support:

Gateway R3300B-G Copyright © 2012 Sixnet Inc.

Enable Transniff IP ATM:
Description: Select Yes to enable the Transniff IP ATM Interface.
Recommended Setting: Yes, if you are using this Interface.

DVR Connectivity:

Description: This option allows you to select this device connectivity to your DVR. Select TCP/IP if
connecting to DVR via Ethernet port, and select Serial if connecting to DVR via TTYS1 port.

e These settings will need to match the DVR being connected for them to communicate properly.
e If TCP/IP is selected you are required to enter the HOST IP address and HOST port.
e If Serial is selected speed, length, parity and stop bit of the HOST are required.

Transniff Interface Port:

Description: This option allow you to select which Ethernet port to sniff for the ATM Request/Reply
transaction packets. Select ethO if using WAN port and select eth1 if using LAN port.

Recommended Setting: ethO (Standard port).

TN
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Filter Configuration:

This menu item allows you to set the filter values in similar format as the TCPDUMP filter for capturing traffic being seen
by configured device on the Ethernet port.

Note: This configuration screen is for devices that capture traffic between the ATM and transaction processing server for
DVR text insertion. Please contact WSBU Development Group Support staff for configuring this item.

e C(Click on the “Add” button and the following pop-up window will appear:

Add Filter Settings

Enter [P Address: JEXRISRIALNI]
Enter TCP Port:

IP Address (ATM): Enter the IP address of the ATM that you would want to sniff from the network traffic. (Not Required)

TCP Port: Enter the destination port address that the ATM connects to for processing transactions which will be used as
a filter to sniff network traffic. (Required)

e C(Click on the “OK” button to populate the Filter Settings screen.

e Click on the “Apply” button and the following pop-up window will appear:

Apply Operation Succeeded.

e C(Click on the “OK” button to acknowledge the content
Slxne'[‘ Sixnet, Inc, A Red Lion Business CONNECT. MONITOR. CONTROL.
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4 Sixnet Technical Support

If you have followed all of the instructions up to this point and are not having an authentication problem, are convinced
that you have sufficient reception, and your router is still not communicating, please contact Sixnet Technical Support at
1-800-432-9908. We will be happy to help you get your Sixnet router up and running.

Power:

Green - Power Connection Status (Power)

ON

Power being received by the JBM router

OFF

Power not being received by the JBM router

Ethernet Ports:

Green - Connection Status (Link)

ON

JBM router is connected to a network device at 100 Mb

OFF

JBM router is connected to a network device at 10 Mb

Yellow - Link

& Data Transmit/Receive Activity Status

ON - Steady | Ethernet port has a Link established with the network device
ON-OFF-ON . . -
(Flickering) JBM router is transmitting and receiving data packets

Green - Data

Receive Activity Status (RXD)

ON-OFF-ON . L
. . JBM router is receiving data packets

TTYS1 (DTE): (Flickering)

Serial Port Green - Data Transmit Activity Status (TXD)
ON-OFF-ON . s
(Flickering) JBM router is transmitting data packets

L] \
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3.6.6.1.1 SPECIFICATIONS

Console Port:

Baud Rate:

110-115,200 bps

Interface: One Female DB-9, RS-232C DCE
Mbps: 10/100BaseT
Ethernet Ports:
Interface: Female RJ-45 connectors
RS-232 Port: Baud Rate: 110-115,200 bps
(Async) Interface: (Optional) One Male DB-9, RS-232C DTE

Operating System:

Linux 2.6 Kernel

Console Port:

CLI Access through async connection

Management:
IP Protocol SNMP, HTTP/S, Telnet, SSH

Power: 12V DC (External) 120 VAC 60Hz or 120-240 VAC 50/60Hz
Size: 7.75" Wx 15" Hx 6.75" L

Physical:
Weight: 2 pounds

Processor: PowerPC RISC

Memory: 64 MB RAM, 32MB Flash

Warranty: 1 Year Parts and Labor

Sixnet, Inc, A Red Lion Business

331 Ushers Road, Ballston Lake, NY 12019
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5 Software Licensing Terms and Conditions

Software supplied with each Sixnet product remains the exclusive property of Sixnet. Sixnet grants with each unit a
perpetual license to use this software with the express limitation that the software may not be copied or used in any
other product for any purpose. It may not be reverse engineered, or used for any other purpose other than in and with
the computer hardware sold by Sixnet.

FCC Compliance Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15 of
the FCCrules.

These limits are designed to provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment.

This equipment generates uses and can radiate radio frequency energy; and if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications.

Operation of this equipment in a residential area is likely to cause harmful interference to radio communications, in
which case the user will be required to correct the interference at their own expense.

Warning: Changes or modifications to this unit not expressly approved by the party responsible for compliance could
void the user’s authority to operate the equipment.

Information to the User

If this equipment causes interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of the following
measures:
In order to meet FCC emissions limits, this equipment must be used only with cables that comply with

IEEE 802.3
If necessary, the user should consult the dealer or an experienced radio/television technician for

additional suggestions.
The user may find the following booklet prepared by the Federal Communications Commission helpful:

“How to Identify and Resolve Radio-TV Interference Problems”.

This booklet is available from:
U.S. Government Printing Office
Washington, DC 20402
Stock No. 004-000-00345-4

Canadian Compliance Statement
This Class A digital apparatus meets all requirements of the Canadian Interference-Causing Equipment Regulations.

Cet appareil numérique de la classe A respecte toutes les exigences du Réglement sur le matérial brouilleur du Canada.
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6 Warranty
Sixnet provides a limited hardware warranty for the router, which consists of the following:

e This warranty is effective for one year from the delivery date of the router to the purchaser.
e The purchaser is responsible for returning the defective unit to our factory, freight prepaid.
e If the router is under warranty, we will repair it at our cost and return it, freight prepaid,

via UPS ground service.
e If the router is not covered by the warranty, we will notify you of the repair charges.

We will not repair the router without your permission.
e Repairs are guaranteed for 90 days or the remainder of the warranty, whichever is longer.

Buyer's remedies for breach of warranty shall be limited to repair or replacement subject to adjustment as stated
herein, or full or partial adjustment to purchase price.

Sixnet routers are provided with the following warranty:

1. Hardware maintenance and repair is available on a return to factory basis.

2. Configuration assistance is included for the first 60 days after the initial contact to Sixnet Technical support. After this
initial period, configuration assistance will continue to be available on a chargeable basis.

3. Software support does not provide for custom code. Custom changes are available as a chargeable option.

4. The warranty only covers items with a serial number. Cables and adapters are not covered.

Extended Warranty Program

Sixnet offers an extended warranty for the router. This program extends the original warranty on a yearly basis. In
addition to extending the original warranty, the emergency replacement program is included for the cost of freight only.

The extension must be purchased before the original warranty expires. Please contact Sixnet for further information

Except for the express warranty set forth herein, Sixnet grants no warranties, either express or implied, of
merchantability and fitness. The stated express warranty is in lieu of all liabilities or obligations of Sixnet for damages
including but not limited to consequential damages occurring out of or in connection with the delivery, use or
performance of Sixnet products.
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7 Appendices

Appendix A:

Refers to: 3.5.10 SNMP Agent:
JBMELECTRONICS.MIB contents

The following MIBs are cellular specific. It is to be noted that all of the following can be retrieved on the SN firmware version of
Sixnet's routers, the A, M, and R Series routers are dependent on the cellular module/aircard installed/inserted into the router.
Some manufacturers allow for more information to be retrieved from the module/aircard than others.

unitDescription STRING Router Model Name

unitSerialNumber STRING Serial Number of Router

unitFirmwareVersion STRING Firmware Version Number of Router

mdn STRING
Mobile Directory Number, the actual phone number of the device.
Mobile Indentification Number, the number given to a service plan provided

minIMEI STRING | Y _ _ the carrier.
International Mobile Equipment Indentity, number used by the GSM network
to indentify valid devices.

nai STRING Network Access Indentifier, a standard way of indentifying users who request
access to a network.

sipUser INTEGER Session Initiation Protocol, used to establish sessions between multiple
parties in a location-independent manner. Typically voice sessions.

sid INTEGER
System ID, a unique 5-digit number assigned to each carrier by the FCC.

nid INTEGER Network ID, used to divide SIDs into smaller areas.
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prl

INTEGER

Preferred Roaming List, a list of information that resides in the memory of the
module/aircard. It lists the radio frequencies the module/aircard can use in
various geographic areas.

The part of the list for each area is ordered by the bands the module/aircard
should try to use first. Therefore it's a kind of priority list for which towers the
module/aircard should use.

The PRL helps determine which home-network towers to use, and also which
towers belonging to other networks to use in roaming situations (areas where
the home network has no coverage.) When roaming, the PRL may instruct the
module/aircard to use the network with the best roaming rate for the carrier,
rather than the one with the strongest signal at the moment.

Since a PRL tells the module/aircard "where" to search for a signal, as carrier
networks change over time, an updated PRL may be required for a
module/aircard to "see" all of the coverage that it should, both with the
home network and for roaming.

activated

INTEGER

Determines if the module/aircard is authorized onto the carrier's network.
Values are Unknown(-1), No(0), Yes(1).

omaSupported

INTEGER

Open Mobile Alliance for Device Management (OMA DM), designed for
management of small mobile devices such as mobile phones, PDAs and palm
top computers. The device management is intended to support the following
typical uses:

Provisioning — Configuration of the device (including first time use), enabling
and disabling features

Configuration of Device — Allow changes to settings and parameters of the
device

Software Upgrades — Provide for new software and/or bug fixes to be loaded
on the device, including applications and system software.

Fault Management — Report errors from the device, query about status of
device

Values are Unknown(-1), No(0), Yes (1)

currentMipProfile

INTEGER

Mobile IP Profile,

N
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Electronic Serial Number, is a permanent identification number used to

esn STRING recognize mobile devices accessing particular telecommunications networks.
The ESN is assigned and embedded into a wireless communications device by
the device's manufacturer.

pesn STRING Pseljldo ESN, a reserved ESN manufacturer code 128, which allow legacy
equipment to recognize MEIDs.

meid STRING Mobile Equipment Identifier, 56 bits long, and like ESN's, identify the
manufacturer of a mobile device as well as the serial number assigned to the
device by that manufacturer.

vendor STRING Manufacturer of the module/aircard.

modelName STRING The vendor-provided model name of the module/aircard.

fwVersion STRING Firmware Version of the module/aircard.

hwVersion STRING Hardware Version of the module/aircard.

carrier STRING Service provider for cellular network.

lowRssi INTEGER Low Speed Received Signal Strength Indication

lowEcio INTEGER Ec/lo is a ratio of good to bad energy, representing the cell towers
“cleanness” in its signal to you. In other words - signal to noise ratio.

highRssi INTEGER High Speed Received Signal Strength Indication

highEcio INTEGER Ec/lo is a ratio of good to bad energy, representing the cell towers
“cleanness” in its signal to you. In other words - signal to noise ratio.

currentRssi INTEGER Current Received Signal Strength Indication

currentEcio INTEGER Ec/lo is a ratio of good to bad energy, representing the cell towers
“cleanness” in its signal to you. In other words - signal to noise ratio.
GSM, which stands for Global System for Mobile communications, reigns as

svcType STRING the  world’s most  widely used cell phone  technology.
CDMA, or Code Division Multiple Access,uses a “spread-spectrum” technique
whereby electromagnetic energy is spread to allow for a signal with a wider
bandwidth. This allows multiple people on multiple cell phones to be
“multiplexed” over the same channel to share a bandwidth of frequencies.

currentChannel INTEGER Channels are used to different frequency range network to operate on the
same frequency in the same area that do not interfere with each other.

cdmaType STRING

vp None, Analog, Digital - High Data Rate type, normally Digital

hdrType STRING Unknown, None, Rev0, RevA - The CDMA/EV-DO sub type

cdmaRoaming STRING Homg, Roammg{ Roaming - unknown. Roaming type indicator insoide or
outside the providers home network.

hdrRoaming STRING None,. Roaming - SIDS Guaranteed, Roaming - SIDS Not Guaranteed. EV-DO
Roaming state.

L] :\
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roaming INTEGER 0, 1. O currently not roaming, 1 currently roaming.
currentState INTEGER Connecting, Dormant, Connected, Disconnected, Error, Calllncoming. Current
Modem State.
speedPref STRING Automatic, CDMAonly, EVDOonly. What speed preference the modem is
currently set to lock to.
roamPref STRING HomeOnly, HomePreferred - AUTO, RoamOnly, Aonly, Bonly, AutoA, AutoB,
unknown. The current setting for the modem's network roaming preference.
devName STRING The device name as presented by the operating system.
ifName STRING The cellular interface name, if known, as presented by the operating system
(e.g. ppp0).
txCount INTEGER Current Wl-reless PPP TX byte count since connection has been up, updated
every 30 mins
Count INTEGER Current Wl'reless PPP RX byte count since connection has been up, updated
every 30 mins
gprsState STRING The "state" of the GSM connection: idle, ready, standby
rxLevel STRING The signal level seen at the receiver measured in -dBm
servingCell STRING The Current Cell on which the device is camped.
rrcState STRING Radio Resources Control State (also called Packet Data Transfer state): idle,
CELL_DCH, CELL_FACH, CELL_PCH, and URA_PCH
gsmChannel STRING Indicates which GSM channel or band of frequencies the device is currently
connected to.
psState STRING .
Pulls CELLMODEM_PS_STATE from /var/log/wireless.cardstats
mode STRING Pulls CELLMODEM_MODE from /var/log/wireless.cardstats
temperature STRING
P ! Pulls CELLMODEM_TEMPERATURE from /var/log/wireless.cardstats
simContextApnO STRING .
Pulls CELLMODEM_SIM_CONT_APNO from /var/log/wireless.cardstats
imContextApnl STRING
! niextap Pulls CELLMODEM_SIM_CONT_APN1 from /var/log/wireless.cardstats
simStatus STRING .
Pulls CELLMODEM_SIM_STATUS from /var/log/wireless.cardstats
serviceDomain STRING .
Pulls CELLMODEM_SERVICE_DOMAIN from /var/log/wireless.cardstats
availServiceType STRING
vatervicelyp Pulls CELLMODEM_AVAIL SERVICE_TYPE from /var/log/wireless.cardstats
wCdmal1State STRING .
Pulls CELLMODEM_WCDMA_L1_STATE from /var/log/wireless.cardstats
mmccState STRING .
Pulls CELLMODEM_MM_CS_STATE from /var/log/wireless.cardstats
PsStat STRING
gmmrsstate Pulls CELLMODEM_GMM_PS_STATE from /var/log/wireless.cardstats
wCdmaChannel STRING .
Pulls CELLMODEM_WCDMA_CHANNEL from /var/log/wireless.cardstats
wCdmaBand STRING .
Pulls CELLMODEM_WCDMA_BAND from /var/log/wireless.cardstats
s N
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STRING .
systemMode Pulls CELLMODEM_SYSTEM_MODE from /var/log/wireless.cardstats
: STRING .
powerOnTime Pulls CELLMODEM_POWERON_TIME from /var/log/wireless.cardstats
STRING .
lowSpeedCsq Pulls CELLMODEM_LOWSPEED_CSQ from /var/log/wireless.cardstats
. STRING .
highSpeedCsq Pulls CELLMODEM_HIGHSPEED_CSQ from /var/log/wireless.cardstats
band STRING Pulls CELLMODEM_BAND from /var/log/wireless.cardstats
imei STRING Pulls CELLMODEM_IMEI from /var/log/wireless.cardstats
simld STRING Pulls CELLMODEM_SIM_ID from /var/log/wireless.cardstats
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