AlarmAlert® Notification Processor
(Copyright fdindustries, 2012; Manual 20121115.0)

Purpose: M
AlarmAlert* monitors files that are being created by another pso¢iaghis cas&VhatView?) and reports on g
occurrences of text strings created by that procesatbatdded to that process’s log files. S
AlarmAlert then notifies members of (user) defined groups of thenatandition via email and/or cell phone {
text messaging. Internet and SMTP access is requirés foperation. e

AlarmAlert has an automatic updating feature, allowing the systeandoire and execute updates when madie
available.

AlarmAlert is meant to run whenever the log-file creating devicensing. C

0]
AlarmAlert is designed and certified to run briel®-based PCs, und&indows X andWindows ?. Use n
on any other operating system will have to be requestedthe manufacturer.

t
AlarmAlert is a licensed product, and is capable of monitoring up to ki@ alanditions as sold. Additional r
alarm events can be configured by the manufacturer onaeea®ed, licensed, per contract basis.
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I
Use: |

The AlarmAlert Process Screens e
r

This system has three processes running, with two typioaiiscreen and one typically minimized (although
all three can be minimized at any time once the aana notifications are defined). In every case wheve
see a question mark in a box you can find ‘Help”. Mostladit follows is contained in these Help files.

1) The Master Controller:

() Master Controller Master Log V10023 L= | =1 52 || This is the first screen that you will see when

AlarmAlert is started.

Watching 2 Control Processes

System has been On 0 Daps 0 Hours 23 Minutes If you ‘hover’ over each of the items (descriptionsl an
boxes) you will see an explanation of their purpose.

Run Reset Cycle Process [dentifier
v [~ [ BRunrng  Chamber_One

G [ [ Bunbg Vpdae Here it can be seen from the checked boxes that the

System is running and monitoring the subject file
e la{getsl lml ExtAl ‘ Bt system and the updater is also running.

Checking the ‘Reset’ box will cause a reset of the m®deat is checked. Checking the ‘Cycle’ box is not
used in this version.

The ‘Define Targets’ button is a setup by the manufactprérhere only for support purposes. The ‘Reset
Chkd’ button resets ALL of the above-listed procesbks ¢heckingall of the ‘Reset’ buttons above).

(* - Remote control through thlarmAlert interface is also available as a different, engineered product)



The ‘Exit All' button is used to exil\larmAlert . It stops the other two processes and then cltsas(not
always in that visual order, depending on the PC)
2) The Alarm Monitoring Subsystem:

This screen/process is spawned by the Master Contpotieess. At this point there are no alarms set.

73 = - = ' - <
(B 1P1_Lab_Number_One Version 1L0.0.7 _— Lo 0

IPI_Lab_Number_Cne 2| 18:18:18

Yiew Current File I “iew Histaory EventsJ Beset I Exit I a
Alarm event counteris: 25  License has 14 days to go! l

The ‘View Current File’ button is for viewing the moniear process-created file where the alarms are cragjed.
The ‘View History Events’ button is to display theiaty file that AlarmAlert creates.

The ‘Control Panel’ button is where you set up yourmataand notification information.

5 o0 <Z

The clock display contains the license informatidroyer’ to see the acces information).
Again, ‘hovering’ with the mouse cursor over these baw#isnstruct in their use.

{This shows what the screen looks like when alarms are set. RBENBis no alarm, the
red is an alarm condition. Instructions for setting the alarms follewd,is access with the
‘Control Panel’ button on this screen.

[ -
I 11 Lab Number One Version 10.07 _ o

| IPI_Lab_Number_One ] 183:17:12

= O ~

@ T Channel Alam CLS216-RS Loop 4 @ TH2 Channel Alarm CLS216-RS Loop 2
@ T#3 Channel &lam CLS216-RS Loop 1 @ &1C\sers\atDesktophBIT_LoggerLogr Sogshs xls

Wiew Current File “iew History Events Reset E\__@ontrol Fanel; Exit

Aiarm event.ccrunter .i.s: 25 License i"IES 14 d.a)rs-to go!.




3)

The Process Watcher:

This window shows the overall process watching subsystemakes sure everything is running and
checks for updates.

This screen is typically minimizedRl_Lab_Number_One W this example).

Sunnze @ 53 Sunzet @ 1718

15:13:38

StartWwWatching | Stop W atching l

W atching the program now: _\log_reporter exe
M otifier

The ‘Web Enabled’ button must be green. When clicked(ted) it stops outbound traffic, used for
testing mainly. The ‘Stop’ button stops the log repoiter,watching the files, also lets the program exit
with that button. ‘Stop Watching’ does the same thingtheipprogram keeps running, ‘Start Watching’
turns on the logic that keeps the program running even if ‘Bxpushed — minimizes it to the task bar.

The ‘Setup’ button is where the communications, etenisred, allowing\larmAlert to send email and
text alerts (see Step 4, below).

When an alert is being sent there is the notificationed, at the bottom left, as can be seen in thedi P
above.
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Setting upAlarmAlert

Step 1:
. . . ‘ . .
In the Alarm Monitoring Subsystem Screen, click on‘@entrol Panel button. Choose the ‘Admin A
1 1 H B
Controls’ tab and you will be taken to this screen: d
Admin Setup Editor + | |
Adrin Email addresses and phone numbers ta receive " Am Alive' notifications: atnorth@Erpa. net
Admin Email addresses are alzo uzed for any license notifications. n
[ Include the Admin addresses in all Alarm notifications.
¥ Enable "l Am Alive' messages at the top of the following hours.
Hours of the day to zend: (081012 16 20 C
¥ Include the custam Email footer text below in all Alarm natifications:
[arts Office o)
Directory to monitor logs in: 1EI:\Users\Art\Desktop\HIT_Logger\Logr‘I “logs _J
Filename pattern: 1".LDG r
Current matching file:  C:AUsers\ArmtADesktopARIT_LoggersLogr1ilogs\Friday. October 12, 2012 L0G O
Add Help Tags | Remove Help Tags ] Send Test Now
Alarm Triggers | MNotify Groups  &dmin Cantrals |

This screen defines the Administrators’ contact infoimmatthe hours of the day (based on 24 hour clock)
that the system sends out an ‘I am alive’ message thdeddministrators know that the system is still
running. Whether or not these folks are includedllirmessages is sent set in the top-most check box.

It has a footer box where you can add the same footeacmalarm and notification, best for knowing
which PC is sending these messages.

The ‘Directory to monitor the logs in’ box is used to brewswhere the monitored process keeps its
alarm log files the file being monitored being where the alarm coow#iappear. In this case shown as
the ..\logs subdirectory, and the alarm file watched is *.LOIhis example is specific MYhatView(see
Step 3, below). You will use this to help set up thenada

The ‘Add Help Tags’ just gives formats for filling in tBeministrators email and cell phone info.

Press the ‘Save’ button when done. o press ‘Close’.



Step 2:

If you have pressed ‘Exit’ then go to the Master Contralzeen and press the ‘Control Panel’ button
again, then choose the ‘Notify Groups’ tab. You wi# $leis screen:

, .
B coesive R O =
=i %

Notification Group Editor 7|

" Group #1

Group Name: {IPI G
" Group #2 I we

" Group #3 Email addresses and phone numbers to receive notifications:

i+ Group #4 danjones{@iabe. edu

BO2E0E72940zat st com
" Group #5
i Group #E
i Group #7
" Group #8
i Group #9

" Group #10

I Send full test text to any SMS recipients.

Add Help Tags ‘ iHemave Help Tags Send Test Now I

Alarrn Triggers WOt Groums [ admin Controls |

There are Pending Edits o Savel Undo ‘ Save Close J

Each Group can be set up with email addresses and ce# pdwdraddresses (the ‘Add Help Tags’ will
give typical text addressing rules).

Note that there is a choice — ‘Send full text to any SBt$ients’ — a box to check. Otherwise the cell
recipient will get the full text of the message (et page, ‘Example of an alert’).

The ‘Send Test Now’ button will not work yet, for thbemmunications needs to be set in a later step. You
will be guided back to check this part out later.

Press the ‘Save’ button. Dmt press the ‘Close’ button.



Step 3:

Navigate to the ‘Alarm Triggers’ tab and you will see filldwing screen (without the alarms set):

Alarm Event Trigger Settings _ﬂ
Enable Phrase 1 Phrase 2 Phrasze 3 Motification Email Subject Text Motify Group Motify Rate Max Repeat Silence Period
1 ™ [Channelalam  [CLS216RS [Loopd [0zane tac igh [EmaltoFrankandat | |5 2 [ %] [30 %]
2 ¢ [Chamneldlam  [CLS216RS  [Locp2 [Temp too low [EmaltoFrankandat | |5 2l [6 %]  [a %
W 1Ehannel Alarm 1ELS21 E-RS |Loop 1 {An Alarm hag been detected 1Email ta Frank and Art Lj 1'5 _f_/,_] 18 }_{l |30 _}_ﬂ
I [ 1Ehannel Alarmn | | {An Alarm has been detected 1Email ta Frank. and Art Lj ]'5 _f_/;_] iB _Kl |30 _m
B [chamneldlam | | J&sn Alam has been detected [EmaltoFrankandat | |5 2 [ %] [30 2]
B T [chamneldlam | | [&sn Alarm has been detected |EmailtoFrank andt =] 5 %1 B Xl [30 %]
B T [Channeldlam | | Jn Alarm has been detected [EmaltoFrankandat | |5 3 [6 %]  fa 3
I [ 1Ehannel Alarmn | | {An Alarm has been detected 1Email ta Frank. and Art Lj 1'5 _f_/;_] iB _Kl |30 _m
I I 1Ehannel Alarmn | | {An Alarm has been detected 1Email to Frank, and At Lj ]'5 :_/‘é] 18 _m |30 _'_‘4|
B T [chenneldlam | | J&sn Alarm has been detected [EmaltoFrankandat | |5 2 [ ] [30 %]
Monitor activity in File pattern  File Age
R W |C\Users\dtDes] J |7l 12 2] |File notseen |Email to Frank and &t B M 5 X ENBA
. m | _] | 2 %4 |Datanot recording ALARM |Email to Frank and drt =B oM F o4 EA!
I #larm Triggers | Motify Groups ] Admin EontroIsJ
Al file not found with C:\UsersVArt\DesktopARIT_Logger\RIT_LoggeriLogr1\logsh= xls
A2 file rot found with A= = e | |

This is where close attention must be paid. Overamdtlarm Monitoring screen press the button ‘View
Current File’. This is the *.LOG file that containgthlarms that you set up in Step 1, above, in this
section.

AlarmAlert looks for strings (text) that match the verbiage thatroduced by the monitored system (in
this casaVhatVieyy.

A
For alarms 1 through 10 the system looks atcfiletentto pick out text of interest. For example, here is |
an alarm sequence frovdhatView
13:31:59 [2000] Channel Alarm - [CLS216-RS(#1) Loop 4][High Proceds@equired)](0)(0)(4)(5) a
13:31:59 [2000] Channel Alarm - [CLS216-RS(#1) Loop 2][High ProceXs§]y(6)(5) r
13:32:12 [2000] Channel Alarm - [CLS216-RS(#1) Loop 1][High Proc&skdd)](0)(0)(4)(5)

For this example we have chosen to have PhraseGHanhel Alarm’; Phrase 2 to be the first part of the
data in the [brackets], i.e. CLS216-RS; and Phrase 3tieeb@ctual alarm differentiator — Loop 1, 2 or 4
Phrase patterns are case sensitive!! Make certain that upper/lcager and punctuation are followed T

exactly!! Cut & paste from ‘Current File’ views is not a baéea. r
There must be text in the Phrase 1 window else th&aadidbn will not work, and the box cannot be I
checked. g
The Notification Email Subject Text can be anything, lere we have entered the actual alarm and its g
condition for exact identification. e

[

For alarms Al and A2 (Activity 1 and 2, respectiveMarmAlert looks for the presenaw the
modification of a file, but not its contents. Thegumption here is that, if the file is neither presemt S
changing on a periodic basis then the monitored systermtiworking correctly.



In the case ad#VhatViewanExcel™ file is created and updated, and that is what we've iivin
entered here. To do so, browse the little box Vighdots in it to the directory (you need = _.|
choose a file in that directory), then modify the plattern to whatever you want, in this case *. XLS.
Finish by entering an Email Subject Text that lets koow exactly what is happening.

Choose which group to notify for each alarm by clickimghe box and choosing from the pull-down
menu.

Choose the frequency of the alarms:

1. Notify Rate (2 — 600 minutes) — this is the time untildlext is senafterthe alarm condition.
For example, if an alarm exists at 10:45 and its valsgetiso 5 minutes the alert will go out at
10:50 (plus or minus a few seconds, depending on the load &C)heThis notification will
appear in RED at the bottom left of the Process Vatstreen.

2. Max Repeat (1 — 100 minutes) — If the Max Repeat is s& &md the rate is set for 5 minutes
the alert will be repeated every five minutes six times.

3. Silence Period (10 — 600 minutes) — after the Max Repeatsoite alert will be silent for this
setting (here set for 30 minutes).

Press the ‘Save’ button. Press the ‘Close’ buttoou will see the alarms appear on the Alarm
Monitoring Subsystem screen.



Step 4:

This step is to set up the ‘Targets’ screeforeentering the SMTP information. This will allow
you to test the notifications set up earlier.
As stated before, the Process Watcher screen is inédras installed. In the task bar at the
bottom of your screen you will see an icon labgRacess}W (in this case
IP1_Lab_Number_One-W). Open that window and you will se€$ktup’ button. Press it.
In the screen that opens there are three buttohs &bp — press the ‘Targets’ button and you will
see this screen:
=l Feload | \ag_reporter.n .| Link and Fitoad this INI |
LConnections I v Usze Relative Paths I
Target Settings- ;J
Main Target to'Watch J_\Iog_reporter.exe _]
Motifier program o'W atch J_'\gmw_notifier.exe _] '
Target Mutex Name ]IPI_Lab_D ne I
Matify Mutes Mame ]E‘I_Notifier_Sewel :
|
Motify transfer file mask | Acti_dirnctify_msg_%d.t i
Remate chl file mask ].\ctrl_dir\rc_msg_%d.txt :
Motify file storage limit |40 ’51 Controls the number of temporam files used during web data transfers when the Intemet connection iz dowr, 4

~Log File athd Startup Controls |

Role files at zize: (100000 'Z] ih bytes,

Diebug data I_\Iogs\debug_data ¥ Enable logging Loglevel |1 1@ |

|
|'
I
f

Current Directory; C:h\Users\Arm\DeskiophRIT_Loggerilogrl Save ‘ Exit

The only change that needs to be made here is in #ngeTMutex Name’ box. Here
‘IPI_Lab_Number_One’ is the Name. It appears on the qitearess screens, as can be seen above.

Click on ‘Save’, then go to the ‘Connections’ buttonhet top.

The next step is to set up the SMTP information (next page)

w ~+~on0Q - 9 —
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Step 5:
Press the ‘Connections’ button. This step sets up thHEPS§pecs so that the alerts will be sent.

Here you need to fill in (if you do not have this it cargl¢ten from your IT people or your ISP):

1. the SMTP Mail Server name;
2. The SMTP Username (not necessarily needed in &k§a3 {if it doesn’t work at first, add
3. The SMTP Password (not necessarily needed in altzase these in.}
4. The Email Subject — MUST BE FILLED IN, a good idea tcken# easily recognizable and
unique;
5. The Email From address — can be a bogus address;
6. SMTP Port — usually 25 (can be anything - ours is actually 587)
|.\..\Iogr'l\glow_ctrl.ini _J m |.\Iog_reporter.ini _J Link and Reload this IN] I
[ Targets [ Llze Relative Path:
Connection Settings ;J
HTTF Sunrise/set Website |http:f}www_gaisma.c:orn.fenflocalionfrochester-n_l,l.htrnl HTTF ReadTimeaut |EDDDD L_{; miliseconds
HTTF Data‘websi bl jeg, comdupload/ghc_data.php HT 1 S
EMail server |smtp-out.abc.net \ MTP Usemame |m}'email@abc.net \ M
Ebdail subject |Contro||nfo ) { SMTPPassword| *******
I ail from address ]IPI_Lab@fdindustries.W SMTF ReadTimeout |2DDDD E; miliseconds T
Default To E j i SMTF Port [25 B P
¥ Enable Transmissions
~Prosy Settings for HTTF access—
L zemame Pazswmaord Server [P Paort {20 "‘ai S
TetSMTP | . e
: 4 HTTP Success! t
<htrl < head: <tillexUpload D ata< title > <meta hitp-equiv="pragma" content="na-cache" »</head> < html> <body><FAILURE:  </FAILURE> </bodys</body:<, = u

Current Directony: C:hUzershdrthDeskiophRIT_Loggerilogrl

Press the ‘Test HTTP’ button. You will get a ‘Successssage if you have access to the internet.

Press the ‘SMTP’ button. You will get a ‘SMTP Succe$gck for email at fliptak@gmail.com’ message
if you are configured correctly. If not successful egtfadd in the username and password (above).

Press ‘Save’. Press ‘Exit’.



Step 6: On the Master Controller screen, press the ‘ERitb&tton. The application will close.
RunningAlarmAlert

We recommend that you put a shortcut icon on the desstapnningAlarmAlert .

To do so, navigate to the directory in which the programristalled, open the Master_ctrl directory, right
click on the application ‘grow_master.exe’, hover oeri® to’, choose ‘Desktop (create shortcut)’. You will
see a new icon appear (somewhere) on your desktop. &plane where it is easily accessible when running
other applications (a corner?).

Share with + Burn New folder

=4 Floppy Disk Drive (A& = Name ° Date modified Type Size
&, Local Disk ()
o Local Disk (D)
[y Local Disk (E:)
== Local Disk (F) I.....f_ e
25 DVD RW Drive [H:)

Organize =

= Open Include in library =

. backups 11/11/201211:54 ..,

downloaded_files 117

File folder

File folder

eh Metwork | - »
b 45 | grow_master.
[E8 Control Panel

o ] = | Readmetxdt _\__

£ Recycle Bin = =
== 2 e [&5| startup.bat Organize Include in library + Share with + Bum New folder * [ @
* Hard Drive Utilities g _

RIT_Logger “# Dropbox * Name Date modified Type Size

" Recent Places

. SAVED RIT Logger & grow_master.exe

Master_ctrl Date modified: 11/13/2012 9:02 AM|
i l File folder

Application 571 KB

Configuration sett.., 1KE
Bl Desktop

= Libraries ‘

4| uptime.ani

4 | grow_master.ini
Configuration sett... 1KB

4 | vbackup_list.ini Configuration sett... 1KB

|5 Documents 4 @ vupdate.exe
_J”f Music 4| vupdate.ini
4% | vupdate_list.ini
@: vupdater,exe

Application 857 KB

i Configuration sett.., 1KB
|| Pictures

B videos

Application 134 KB
i

ol Hermegroinp THT File 1KB

B At

11/13/2012 8:55 AN
18 Computer - R
9 items

| u
n

Configuration sett.., 1KB

|| vupdater_debug_log.bdt

Typically you will want this running whenever the monitoredgass(es) are running, so it would be a goo
idea to put it in your ‘Startup’ folder (‘Start’,"{All} Progams’, Startup’), so that every time the PC starts it "
will be in place. It can always be exited if not deé. I

To runAlarmAlert merely click twice on thélarmAlert icon on the desktop. g

An example of an alert: A typical emailed alarm wololok like this (a text message will contain only the
subject line unless otherwise set-up, above, page 5):

From:IPl Lab@fdindustries.com
To: danjones@adc.edu
Subject: Ozone too high IPI_Lab_One

00:13:09 [2000] Channel Alarm - [CLS216-RS(#1) Loop 4][High
Process](0)(3)(6)(5)

The license to monitor Alarm events is going to exp ire in 14 days!
The total alarm event counter is now 8 at 2012-11-1 6 09:41:45
Art's Office



mailto:IPI_Lab@fdindustries.com
mailto:danjones@adc.edu

Utilities

‘Hovering’ over words, boxes and buttons will give Help infornratioat will probably be enough to get you
through any questions.

VUpdate: This is a process that, when checked, runs in the bawkgrand checks for updates automatically.

If you are made aware of an update and want it (@) Moster Contoller Master og V10023 ol b
immediately click on the word ‘VUpdate’ and you will b Watching 2 Control Processes

taken to the update screen. Choose ‘Check for Updatgs’ System has been On 0 Daps 1 Hours 33 Minutes

and you will be given the chance to ‘Update Now’, the ' -

the ‘Install Updates’ screen will appear when they are || Fun Resst Gycle Process |denifier

‘ y W [ [ PRudning IFl_Lab One
downloaded. Choose ‘Install Updates’. e W Tt l

Exit & I Exi

Defing Targets —

11



