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LATENCY LOCATOR 

RELATED APPLICATIONS 

This application is a continuation of, claims priority to and 
the bene?t of, US. Pat. No. 7,917,446 issued on Mar. 29, 
2011 (aka U.S. Ser. No. 11/932,508; ?led on Oct. 31, 2007) 
and entitled “LATENCY LOCATOR,” which is incorporated 
by reference herein in its entirety. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention generally relates to locating laten 

cies in ?nancial transactions on a network, and, more particu 
larly, to capturing ISO 8583 messages, sent between a ?nan 
cial institution and a card issuing partner bank, for the 
purposes of evaluating whether authorization tra?ic along the 
network is being responded to in a timely manner. 

2. Related Art 
Consumers very often use ?nancial transaction instru 

ments as convenient forms of payment for purchases of goods 
and/ or services (“goods/ services”) instead of cash or checks. 
Traditionally, a “?nancial transaction instrument” is embod 
ied as a card-shaped device, also referred to herein as a “card,” 
and may be any of the following: a traditional “plastic” trans 
action card (e.g., a credit card, a charge card, a debit card, a 
pre-paid or stored-value card, or the like); a titanium-contain 
ing, or other metal-containing, transaction card; a clear or 
translucent transaction card; a foldable or otherwise uncon 
ventionally-sized transaction card; or any other type of card 
used in connection with a ?nancial transaction. 
A typical ?nancial transaction involves a number of par 

ties. These parties can have multiple roles, depending on the 
type of transaction. For example, in one type of transaction, 
the main parties involved can include a “customer,” a “mer 
chant,” an “acquirer,” a “?nancial institution,” and a “card 
issuing partner bank.” In this example, the partner bank (for 
example Citibank) issues a ?nancial transaction instrument 
such as a card to the customer, and the card is branded with the 
name of the ?nancial institution. When the customer uses the 
card, he or she swipes the card at the merchant’s point of sale 
(POS) terminal in order to pay for the item. 
The merchant’s POS terminal sends the transaction to the 

acquirer. The acquirer has connections to multiple ?nancial 
institutions, since it is impractical for each merchant to have 
connections to each ?nancial institution. (However, in some 
cases, larger merchants act as their own acquirer.) The 
acquirer delivers the transaction to the appropriate ?nancial 
institution, which delivers the transaction to the appropriate 
partner bank for authorization. Once authorization by the 
partner bank occurs, the transaction returns to the ?nancial 
institution, is delivered to the acquirer, and then to the mer 
chant’ s POS terminal. It is of course to be understood that the 
above structure is only one example, and that various parties 
to the transaction can assume various roles. 

In order to enable a ?nancial transaction to take place in the 
example provided above, the ?nancial institution, therefore, 
engages in a relationship with one or more card issuing part 
ner banks, and communications and transactions occur over a 
network. Typically, a ?nancial institution’s product (for 
example, software and/ or hardware) is installed at the partner 
bank premises for connectivity into the ?nancial institution’ s 
authorization network. 
One problem is that authorization traf?c from the partner 

bank, for example, between the ?nancial institution’s product 
and the partner bank, is often not responded to in a timely 
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2 
manner. Because of this, there is a need to monitor the autho 
rization tra?ic and validate whether in each case such tra?ic is 
being timely responded to so that latencies can be located. 
Previous approaches to solving this problem have had draw 
backs. 

For example, in one conventional approach, a product is 
installed at the partner bank premises for connectivity into the 
?nancial institution’s authorization network, and servers are 
installed to log tra?ic. When there is an issue with response 
times, the log is interrogated or analyzed to determine if the 
partner bank caused the latency. However, this approach can 
be very time consuming, particularly if the ?nancial institu 
tion has many partner banks connected to its infrastructure. 
Moreover, as a practical matter, there are limitations to the 
amount of data that can be stored, and support of the servers 
can be cost prohibitive. 

There is a need for a less time consuming and more cost 
effective approach for locating latencies in authorization traf 
?c in a network. 

BRIEF DESCRIPTION OF THE INVENTION 

The present invention meets the above-identi?ed needs by 
providing methods, systems, apparatuses, and computer pro 
gram products for capturing messages, for example ISO 8583 
messages, initiated by a transaction acquirer to a ?nancial 
institution and sent between that ?nancial institution and a 
partner bank on a network for the purposes of evaluating and 
relaying response time performance. 
One advantage of the present invention is that a less time 

consuming and more cost effective approach can be provided 
for locating latencies in authorization traf?c along a network. 

In accordance with one embodiment of the present inven 
tion, there is provided a computer program product compris 
ing a computer-usable medium having control logic stored 
therein for causing a computer to capture data packets on a 
network for evaluating response time performance, the net 
work including a ?nancial institution and a partner bank. First 
computer-readable program code causes the computer to cap 
ture a ?rst data packet sent from the ?nancial institution to the 
partner bank, the ?rst data packet including an authorization 
request for a transaction. Second computer-readable program 
code causes the computer to check whether the captured ?rst 
data packet includes a ?rst pattern in a coded ?eld. Third 
computer-readable program code causes the computer to cap 
ture a second data packet sent from the partner bank to the 
?nancial institution. Fourth computer-readable program code 
causes the computer to check whether the captured second 
data packet has a second pattern in a coded ?eld that corre 
sponds to the ?rst pattern. Fifth computer-readable program 
code causes, upon determining that the captured second data 
packet has the second pattern, the computer to check whether 
at least one additional coded ?eld of the captured second data 
packet matches at least one additional coded ?eld of the 
captured ?rst packet to determine whether a match has 
occurred. Sixth computer-readable program code causes the 
computer, upon determining that a match has occurred, to 
determine whether a response time of the second data packet 
relative to a transmission time of the ?rst data packet exceeds 
a predetermined threshold, and, if so, to transmit an alert 
message. 

In accordance with another embodiment of the present 
invention, there is provided a computer program product 
comprising a computer-usable medium having control logic 
stored therein for causing a computer to capture data packets 
in the form of ISO 8583 messages sent on a network for 
evaluating response time performance, the network including 
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a ?nancial institution and a partner bank. First computer 
readable program code causes the computer to associate a 
captured data packet sent to the partner bank With a captured 
data packet received from the partner bank, by comparing at 
least one coded ?eld of a data portion of the captured data 
packet sent to the partner bank With at least one coded ?eld of 
a captured data portion of the data packet received from the 
partner bank. Second computer-readable program code 
causes the computer to measure a response time of the asso 

ciated data packet received from the partner bank, relative to 
a transmission time of the captured data packet sent to the 
partner bank. Third computer-readable program code causes 
the computer to transmit an alert message upon determining 
that the response time is not Within an adjustable predeter 
mined threshold. 

In accordance With another embodiment of the present 
invention, there is provided a method for capturing data pack 
ets sent on a netWork for evaluating response time perfor 
mance, the netWork including a ?nancial institution and a 
partner bank. The method includes associating a captured 
data packet sent to the partner bank With a captured data 
packet received from the partner bank, by comparing at least 
one coded ?eld of a data portion of the captured data packet 
sent to the partner bank With at least one coded ?eld of a 
captured data portion of the data packet received from the 
partner bank. The method further includes measuring a 
response time of the associated data packet received from the 
partner bank, relative to a transmission time of the captured 
data packet sent to the partner bank. The method further 
includes transmitting an alert message upon determining that 
the response time is not Within an adjustable predetermined 
threshold, Wherein the alert message includes data from a data 
portion of the associated data packets. 

In accordance With another embodiment of the present 
invention, there is provided a computer system including a 
processor and a memory storing control logic for causing the 
processor to capture data packets in the form of ISO 8583 
messages sent on a netWork for evaluating response time 
performance, the netWork including a card issuer and a part 
ner bank. First computer-readable program code associates a 
captured data packet sent to the partner bank With a captured 
data packet received from the partner bank, by comparing at 
least one coded ?eld of a data portion of the captured data 
packet sent to the partner bank With at least one coded ?eld of 
a captured data portion of the data packet received from the 
partner bank. Second computer-readable program code mea 
sures a response time of the associated data packet received 
from the partner bank, relative to a transmission time of the 
captured data packet sent to the partner bank. Third computer 
readable program code transmits an alert mes sage upon deter 
mining that the response time is not Within an adjustable 
predetermined threshold. 

In accordance With another embodiment of the present 
invention, there is provided a method for capturing data pack 
ets sent on a ?nancial netWork for evaluating response time 
performance. The method includes associating a captured 
data packet sent to a participant With a captured data packet 
received from the participant, by comparing at least one 
coded ?eld of a data portion of the captured data packet sent 
to the participant With at least one coded ?eld of a captured 
data portion of the data packet received from the participant. 
The method also includes measuring a response time of the 
associated data packet received from the participant, relative 
to a transmission time of the captured data packet sent to the 
participant. The method further includes transmitting an alert 
message upon determining that the response time is not 
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4 
Within an adjustable predetermined threshold, Wherein the 
alert message includes data from a data portion of the asso 
ciated data packets. 

Further features and advantages of the present invention as 
Well as the structure and operation of various embodiments of 
the present invention are described in detail beloW With ref 
erence to the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The features and advantages of the present invention Will 
become more apparent from the detailed description set forth 
beloW When taken in conjunction With the draWings in Which 
like reference numbers indicate identical or functionally 
similar elements. 

FIG. 1 is a diagram illustrating a netWork including various 
parties in a ?nancial transaction according to an example 
embodiment of the present invention. 

FIG. 2 shoWs a ?owchart illustrating a method of the 
present invention according to one embodiment. 

FIG. 3 illustrates an example of a computer system of the 
present invention. 

FIGS. 4-6 shoW screen shots shoWing an example embodi 
ment of the present invention. 

DETAILED DESCRIPTION 

I. OvervieW 

The present invention is directed to methods, systems, 
apparatuses, and computer program products for capturing 
messages, for example ISO 8583 messages, sent betWeen a 
?nancial institution and a partner bank for the purposes of 
evaluating and relaying response time performance. With the 
present invention, latencies can be located in authorization 
traf?c along the netWork and it can be validated Whether 
authoriZation tra?ic along the netWork is being responded to 
in a timely manner. 
Of course, While the present invention is described in the 

context of messages sent betWeen a ?nancial institution and a 
partner bank, it is of course to be understood that the invention 
is not limited to such, and that the invention can readily apply 
to data messages sent betWeen any tWo relevant parties in a 
netWork, at any applicable point in the netWork. Communi 
cation betWeen parties or hosts on any netWork can leverage 
the present invention to capture unique data ?elds from and to 
the systems to resolve response time. Typical packet analysis 
tools can leverage the protocol that houses the data to deter 
mine response times; hoWever, this can be misleading in that 
the protocol Will respond With an ACK and not data, and 
therefore tracked response times are not validating the 
response of data being received to the request. This is perti 
nent in protocols not understood or decoded by the packet 
analyZer. 

In one embodiment of the present invention, a data packet 
transmitted from a ?nancial institution to a partner bank is 
captured, the data packet relating to an authorization request, 
and a speci?c pattern (e.g., 1100) is searched for in a coded 
?eld of the data packet. Further, a data packet transmitted 
from a partner bank to a ?nancial institution is captured, and 
a corresponding pattern (e. g., ll 10) is searched for in a coded 
?eld of that data packet. Once a data packet transmitted from 
the partner bank is found Which has a pattern (e.g., 1110) 
corresponding to the pattern (e.g., 1100) of the data packet 
transmitted from the ?nancial institution, then one or more 
additional ?elds of each data packet are compared to con?rm 
that the additional ?eld(s) match and that the packets corre 
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spond to each other. Such additional ?elds can include, for 
example, credit card number, transaction amount, reconcili 
ation amount, date, time, etc. Once all matches are con?rmed, 
it is checked Whether the response time exceeded a predeter 
mined time period (e.g., 2 seconds) and, if so, an alert is sent 
to the ?nancial institution’s monitoring system. If no data 
packet transmitted from the partner bank, having correspond 
ing and matching ?elds as described above, is found Within a 
second predetermined time period (e.g., 7 seconds), it is 
determined that the response has timed out and an alert is sent 
to the ?nancial institution’s monitoring system. 

II. System 

The present invention is noW described in terms of an 
exemplary system in Which the present invention, in an 
embodiment, Would be implemented. This is for convenience 
only and is not intended to limit the application of the present 
invention. It Will be apparent to one skilled in the relevant 
art(s) hoW to implement the present invention in alternative 
embodiments. 

The present invention in one embodiment relates to trans 
action accounts of ?nancial transaction instruments including 
traditional plastic transaction cards (e.g., a credit card, a 
charge card, a debit card, a pre-paid or stored-value card, or 
the like), titanium-containing, or other metal-containing, 
transaction cards, clear and/or translucent transaction cards, 
foldable or otherWise unconventionally-sized transaction 
cards, radio-frequency enabled transaction cards, or other 
types of transaction cards, such as credit, charge, debit, pre 
paid, gift, or stored value cards, or any other like ?nancial 
transaction instrument. A ?nancial transaction instrument 
may also have electronic functionality provided by a netWork 
of electronic circuitry that is printed or otherWise incorpo 
rated onto or Within the transaction instrument (and typically 
referred to as a “smart card”), or be a fob having a transponder 
and an RFID reader. 

With regard to use of a transaction account, users may 
communicate With card issuers or merchants in person (e.g., 
at the box o?ice), telephonically, or electronically (e. g., from 
a user computer via the Internet). During the interaction, the 
merchant may offer goods and/or services to the user. The 
merchant may also offer the user the option of paying for the 
goods and/ or services using any number of available transac 
tion accounts. Furthermore, the transaction accounts may be 
used by the merchant as a form of identi?cation of the user. 
The merchant may have a computing unit implemented in the 
form of a computer-server, although other implementations 
are possible. 

“Merchant” includes any individual, business, entity, cus 
tomer, hardWare and/or softWare that receives a card number 
to facilitate a transaction, Whether or not in exchange for 
goods or services. For example, a merchant may be an online 
bookstore, or a local restaurant. 

In general, transaction accounts may be used for transac 
tions betWeen the user and merchant through any suitable 
communication device, such as, for example, a telephone 
netWork, an intranet, the global public Internet, a point of 
interaction device (e. g., a point of sale (POS) device, personal 
digital assistant (PDA), mobile telephone, kiosk, etc.), online 
communications, off-line communications, Wireless commu 
nications, and/or the like. 
An “account,” “account number,” or “account code”, as 

used herein, may include any device, code, number, letter, 
symbol, digital certi?cate, smart chip, digital signal, analog 
signal, biometric or other identi?er/indicia suitably con?g 
ured to alloW a consumer to access, interact With, or commu 
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6 
nicate With a ?nancial transaction system. The account num 
ber may optionally be located on or associated With any 
?nancial transaction instrument (e.g., a charge, credit, debit, 
prepaid, telephone, smart, magnetic stripe, bar code, tran 
sponder or radio frequency card). The account number may 
be distributed and stored in any form of plastic, electronic, 
magnetic, radio frequency (RF), Wireless, audio and/or opti 
cal device capable of transmitting or doWnloading data from 
itself to a second device. 

FIG. 1 is a diagram illustrating an example of a relationship 
or netWork 100 betWeen various parties in a ?nancial trans 
action according to an example embodiment of the present 
invention. In this example, a ?nancial institution 120 controls 
and operates a Card authorization System (CAS) 102, mid 
range hosts 112, 116, regional hubs 110, 114, and product 
108. CAS 102 is a system for authorizing transactions. CAS 
102 communicates With a merchant 104 through an acquirer 
118, and communicates With a card issuing partner bank 106, 
Which also has its oWn card authorization system 107. CAS 
102 can, for example, send a data message to the partner bank 
106 for authorization. Regional hubs 110, 114 and mid-range 
hosts 112, 116 include hardWare (e. g., routing equipment) 
and softWare for maintaining the connections of the netWork 
betWeen the parties. 

In the structure described in FIG. 1, CAS 102 is utilized to 
sWitch transactions betWeen a merchant 104 and the card 
authorization system 107 of the partner bank 106. The main 
purpose of a card authorization system is to authorize trans 
actions, and that is the main function of the card authorization 
system 107 of the partner bank 106. As such, there can be 
great dependency on the partner bank 106 to respond in a 
timely manner. 

It is of course to be understood that the invention is not 
limited to the structure of the netWork shoWn in the example 
provided in FIG. 1, and that the diagram illustrated in FIG. 1 
is a simpli?ed diagram. For example, a plurality of merchants 
or partner banks can be part of the netWork, and other parties, 
hubs, or mid-range hosts can also be part of the netWork. 
Moreover, a merchant may be connected directly to a partner 
bank. 

In one embodiment of the present invention, a product 108 
(for example, a softWare and/or hardWare product) operated 
by the ?nancial institution 120 is installed at the premises of 
the partner bank 106 for connectivity into the ?nancial insti 
tution’s authorization netWork 102. Transmission Control 
Protocol (TCP) tra?ic betWeen the ?nancial institution’s 
product 108 on-site at the partner bank 106 premises and the 
partner bank’s netWork is monitored to validate or con?rm 
that authorization tra?ic is being responded to in a timely 
manner. 

In one embodiment of the present invention, ISO 8583 
messaging protocol is utilized in processing authorizations. 
ISO 8583 is an International Organization for Standardiza 
tion standard for systems that exchange electronic transac 
tions made by cardholders using transaction cards. FIG. 4, 
Which is explained in further detail beloW, shoWs an 1100 
pattern and shoWs that both the l 100 pattern and l 1 l0 pattern 
are in offset 2 of the data portion of the packet. Other ?elds, 
such as credit card, transaction ID, and transaction amount 
shoW their offset in FIG. 5, Which is also explained in further 
detail beloW. It is of course to be understood that the present 
invention is not limited to use With only ISO 8583 messages. 

Accordingly, the present invention can look at anything in 
the data portion of a packet, and therefore can be used for any 
protocol having data. For example, the present invention can 
look at an FTP ?le transfer for the start of the ?le transfer and 
then look for the end of the ?le transfer. Then it Would have 
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the duration of the ?le transfer and can pull the ?le name and 
siZe from the data. Items such as this can be very useful in 
checking response times and durations, and in pulling unique 
information from packets. 

III. Process 

FIG. 2 shoWs a ?owchart illustrating a method of the 
present invention, according to one embodiment. In step 
S202, the method is initiated. In step S204, the method cap 
tures a data packet or packets sent from a ?nancial institution 
120 to a partner bank 106, each data packet relating to an 
authoriZation request for a transaction. In step S206 the 
method checks Whether the data packet includes a coded ?eld 
in the form of a speci?c ?rst pattern (eg 1100) located in the 
data portion of the packet. If the data packet does not include 
a coded ?eld in the form of the speci?c ?rst pattern that Was 
searched for (S208), the method returns to step S204. If the 
data packet does include a coded ?eld in the form of the 
speci?c ?rst pattern that Was searched for (S210), the method 
proceeds to step S212. 

In step S212, the method captures a data packet sent from 
the partner bank 106 to the ?nancial institution 120. In step 
S214, the method checks Whether the data packet captured in 
step S212 (i.e., a data packet sent from the partner bank 106 to 
the ?nancial institution 120) has a coded ?eld in the form of 
a second pattern (e. g., 1110) that corresponds to the ?rst 
pattern (e.g., 1100). If not (S232), the captured packet is not 
an authoriZation response message, and the method proceeds 
to step S234 to check Whether the total time period has 
exceeded a predetermined period for time-out (e.g., 7 sec 
onds). If the total time period has not exceeded the predeter 
mined time period (S236), the method returns to step S212; if 
it has (S238), the method proceeds to step S240 and an alert is 
sent that the partner bank 106 has timed out. 

If (step S216) the data packet captured in step S214 (i.e., a 
data packet sent from the partner bank to the card issuer) has 
a second pattern (eg 1110) that corresponds to the ?rst 
pattern (eg 1100), then the method proceeds to step S218 to 
check Whether one or more additional ?elds of the data pack 
ets having the corresponding patterns match. The additional 
?elds can include the credit card number, the transaction 
amount, the transaction ID ?eld, the reconciliation amount, 
etc. If one or more additional ?elds of the data packets cap 
tured in steps S204 and S206 do not match (S242), an alert is 
sent in step S244, and the method proceeds to step S234 to 
determine Whether the total time period has exceeded a pre 
determined period for time-out. 

If one or more of the additional ?elds do match (S220), 
then the method proceeds to step S222 to determine Whether 
the response time exceeded a predetermined time period (for 
example, 2 seconds). The response time is the time period 
starting When the data packet Was handed off from the ?nan 
cial institution 120 to the partner bank 106, and ending When 
the corresponding data packet Was transmitted from the part 
ner bank 106 to the ?nancial institution 120. The method is 
observing the packet/request go to the partner bank from the 
?nancial institution’s last point of oWnership to the portion of 
the netWork oWned by the partner bank, and is then observing 
the packet/response come from the partner bank to the ?rst 
point of oWnership of the ?nancial institution. If the response 
time exceeded the predetermined time period for response 
(S224), an alarm or other indicator is sent in step S226, and 
then the process ends (S246). If the response time did not 
exceed that predetermined time period (S228), then the 
method ends in step S230. 
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As described, then, the method of FIG. 2 includes analyZ 

ing the data portion of a packet, matching coded ?elds, and 
comparing additional ?elds, to verify that the response from 
a partner bank 106 is the response to each speci?c authoriZa 
tion request. 
As also described in the method of FIG. 2, automated alerts 

to authorization messages (e.g., ISO 8583 messages) can be 
received When a partner bank 106 does not respond Within a 
prede?ned threshold or time period. Accordingly, data can be 
acquired to determine Which partyieg, the partner bank 
106 or the ?nancial institution 120ihas impacted service 
level objects. Without this data, for example, a ?nancial insti 
tution 120 may be unable to determine Whether a partner bank 
106 negatively impacted the transaction and, therefore, the 
?nancial institution 120 may be unfairly penaliZed. 

In one embodiment of the present invention, the method is 
automated and can quickly send important information about 
a speci?c transaction to a central monitoring station to the 
?nancial institution 120. For example, instead of Waiting for 
noti?cation from the CAS 102 as to the issues that occurred in 
the previous day and manually looking into a remote log ?le 
thousands of miles aWay, alerts can be sent as the problem 
occurs to the central console or monitoring system and the 
problem can be addressed immediately With all the data from 
that particular transaction. 
The present invention can therefore pick any portion of the 

authoriZation message and send that portion in, for example, 
a Simple NetWork Management Protocol (SNMP) alert. In 
this Way, Whatever data is required from that transaction for 
the ?nancial institution 120 to inform the partner bank 106 of 
the issue is available. Information such as credit card number, 
transaction amount, date, time, etc., can be compared from 
the sent authorization request to the response from the partner 
bank 106 to validate that the response time calculated is 
related to the exact transaction originally sent. Further, the 
compared date can be sent along With any additional data 
required in a trap (eg a Simple NetWork Management Pro 
tocol or SNMP noti?cation or alert) to the central console. 

Accordingly, the present invention provides one-time 
trouble shooting for proactive monitoring and online alerting. 
In one embodiment of the present invention, TCP/IP headers 
can be ignored and determinations can be made not only 
based on the data, but also based on comparing data of mul 
tiple packets to ?nd tWo that match, and then pulling infor 
mation from the data portion of the packet to send as an alert. 
This can be necessary in dealing With ISO 8583 messaging. 
The present invention in one embodiment is a packet cap 

ture tool or application that can monitor, ?lter, alert, store, 
etc., packets as they cross a netWork segment. The folloWing 
are screen shots of the present invention in one embodiment. 
The hardWare and softWare of the present invention may be 
called a “probe.” 

FIGS. 4-6 are screen shots shoWing an example embodi 
ment of the present invention. FIG. 4 is a screen shot shoWing 
triggers of probe alarm settings for a search. The probe may 
for example be incorporated into the product 108 of the ?nan 
cial transaction institution 120. According to FIG. 4, an alarm 
is triggered for each transaction that matches the selected 
patterns and that exceeds the speci?ed response time thresh 
old. In this example, a pattern is part ofan ISO 8583 message. 
The Request Match Field of FIG. 4 shoWs that a packet, 

among the packets being sent from a ?nancial institution 120 
to a partnerbank 106, is being searched for that has the pattern 
1100 in its data portion at a data offset of 2 bytes. Then, as 
FIG. 4 shoWs in the Response Match Field, a packet, among 
the packets being sent from the partner bank 106 to the ?nan 
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cial institution 120, is being searched for that has the pattern 
1110 in its data portion at a data offset of 2 bytes. 
As shoWn in the VieW/Edit Tracked Fields of FIG. 4 (see 

also FIGS. 6 and 7), additional ?elds can be entered for 
comparison in order to validate that the response matches the 
request sent. Further, FIG. 4 shoWs the thresholds that are set. 
In this example, a Threshold for Response can be entered, and 
a Threshold for Timeout can be entered. If the partner bank 
106 response is over 2 seconds (2000 ms), the partner bank 
106 has exceeded the response threshold and an alert is sent. 
If the partner bank response is over 7 seconds (7000 ms), or 
the partner bank 106 does not respond, an alert Will be sent 
stating that the partner bank 106 has timed out. 

FIG. 5 is a screen shot showing tracked pattern match ?elds 
and tracked noti?cation ?elds, in Which tracked ?elds can be 
modi?ed. The ?elds de?ned in the Pattern Match Fields por 
tion of FIG. 5 are compared betWeen the sending and 
responding messages (i.e. the data packets having patterns 
1100 and 1110, respectively, in FIG. 4), in order to validate 
that the appropriate messages are being evaluated. The ?elds 
being matched in this example are credit card number, trans 
action amount, and reconciliation amount (of course, the 
present invention is not limited to these ?elds). The Pattern 
Match Fields and Noti?cation Fields are sent to a central 
monitoring console if the thresholds are exceeded. 

FIG. 6 is a screen shot shoWing the de?nition of the ?rst 
tracked ?eld, i.e. the credit card number ?eld. In the Edit 
Tracked Field interface, all options can be con?gurable and 
no item is statically assigned; accordingly, items other than 
packets having corresponding patterns (such as 1100 and 
l 1 10) can be tracked for responsiveness. 

Accordingly, the present invention in this embodiment 
goes beyond merely looking at TCP/IP headers and performs 
pattern matches on any portion of the packet. The present 
invention not only performs matches on a pattern, such as the 
1100 ?eld mentioned above, but Waits to receive a packet 
having an 1110 ?eld as Well. Once a packet having an 1110 
?eld is received, the ?elds in the match section of each packet 
are compared to con?rm that they are all the same. For 
example, if the credit card number, amount, date, and time in 
the packet having the 1100 ?eld match those in the packet 
having the 1110 ?eld, the present invention compares the 
times it saW each packet to see if the packet having the 1110 
?eld that matches came back from the partner bank Within the 
predetermined time period (e. g. 2 seconds). If it did not 
exceed that threshold, nothing is done. If it did exceed that 
threshold, an alarm is logged, a beep sounds (or another 
indicator indicates), and an SNMP trap is sent to a central 
console of the card issuer. There also are options to send a 
page and an email, if necessary. 

The present invention in this embodiment tracks the time it 
takes a partner bank 106 to respond to the data packet having 
the speci?ed pattern (e. g., 1100) With a data packet having a 
corresponding pattern (e.g., 1110), at the point at Which the 
partner bank 106 is connected to the card issuer’s netWork. 
The time can be tracked in each transaction to provide alerts 
When a partner bank 106 responds too sloWly or not at all, and 
to provide trending reports to monitor gradual gains or spikes 
in response times. An alert provides enough information 
about the transaction so that the transaction can be isolated in 
CAS 102 and the partner bank 106 can track it on its side. 
Information such as credit card number, date, time, Stan ID or 
transaction ID, etc. can be provided. The alert can be an alarm, 
a text message, or any other suitable form. The alert can 
contain “real” data from the data portion of the packet and can 
be unique to the data that is in the packet. 
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The folloWing is a description of speci?cations for a system 

according to one example embodiment of the present inven 
tion. Of course, the present invention is not limited to this 
example. 
The system may have tWo ?elds for ISO messaging, e.g., 

variable length and any offset in the data portion of packet. 
For example, 1100, 1110, 1200, 1210, 1120, and 1130. The 
system may have three ?elds for matching content in the 
packet to validate that the request and the response are part of 
the same transaction. The ?eld for the response time may be 
set at, e.g., 2 seconds, With the ability to vary that response 
time. For example, the response time may be varied doWn to, 
e.g., 1/1o ofa second, or more or less than that. 

Internet Protocol (IP) addresses can be used for source and 
destination packet addresses. This can be part of another ?lter 
used in conjunction With this ?lter. The system can send a trap 
containing 4 ?elds from the data packet. The location and siZe 
from the data portion of packet can be ?exible. 
The folloWing describes example logic, Which may be used 

in a computer program of the system for carrying out the 
present invention according to an embodiment thereof. 
Example Logic: 

IF pattern = 1100 (user de?ned data portion ofpacket) 
THEN Wait “user de?ned period oftime (8 Sec)” for 1110 With match 
criteria 

IF found 
THEN subtract 1100 time from 1110 time (This data can be provided 
to the trending report) 

IF diff time >= 2 seconds (user de?ned interval) 
THEN Alert “Partner Slow” 
ENDIF 

ELSE 
Alert — “No Partner Response” 

ENDIF 
ENDIF 

By virtue of the features described herein, the present 
invention can identify Which party (partner bank 106 or ?nan 
cial institution 120) caused a latency in responding to an 
authoriZation request. The present invention can eliminate 
brand or expense impacts of a ?nancial institution 120 
encountered due to partner-bank latency by identifying all 
partner-bank caused latency issues. 

The present invention can improve netWork performance 
by monitoring all partner banks as to Whether responsiveness 
is being maintained. Furthermore, even knoWing that the 
partner banks are responding in a timely manner, by identi 
fying latency issues the present invention can help a ?nancial 
institution identify internal authorization issues more 
quickly. 

While the present invention is described in terms of locat 
ing latencies in authorization tra?ic along a netWork betWeen 
a ?nancial institution 120 and a partner bank 106, the inven 
tion is of course not limited to that situation. The present 
invention can also determine Whether merchant requests are 
being responded to by a ?nancial institution 120 and a partner 
bank 106 in a timely manner. Further, the present invention 
can be broadly applied to analyZing messages and locating 
latencies in any data communication betWeen a plurality of 
parties or hosts. Accordingly, the present invention can be 
broadly applied to other applications and industries. For 
example, the present invention can be used by manufacturing 
companies that need to maintain any timeliness of traf?c and 
aren’t able to perform that monitoring function With regard to 
typical tools. 
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Any network tra?ic that requires keying off of data con 
tained in a data portion of a packet can utilize the present 
invention to monitor responsiveness of tra?ic. Of course, as 
noted earlier, the present invention isn’t limited to supporting 
only ISO 8583 messaging; other types of messaging can be 
supported. 
The present invention, as described herein, can passively 

capture traf?c on a network segment. In one embodiment, 
hardware and/ or software comprising a product is connected 
to a switch (packet analyzer), with the switch port the product 
is connected to having a subsequent port pointed to it for 
monitoring its tra?ic. In this example, a partner bank is con 
nected to the ?nancial institution’s product, which may 
include routers and switches installed at the partner bank’s 
location for network connectivity to the partner bank’s net 
work. The product can include circuits that then connect back 
to the ?nancial institution. One port, where the partner bank is 
connected on each switch, can have the tra?ic of those ports 
spanned or copied from that port to the port where a packet 
analyZer having the features of the present invention is con 
nected. The software can be installed on any hardware plat 
form running, e. g., Windows XP. The hardware component 
can include network interface cards for capturing tra?ic on 
each of the switches and for management/ sending traps. 
Accordingly, it is understood how a hardware component 
may be connected in accordance with an example embodi 
ment of the present invention, and how the hardware compo 
nent can have access to the tra?ic between a ?nancial insti 
tution and a partner bank. 

IV. Example Implementation 

The present invention or any part(s) or function(s) thereof) 
may be implemented using hardware, software, or a combi 
nation thereof, and may be implemented in one or more 
computer systems or other processing systems. Useful 
machines for performing some or all of the operations of the 
present invention include general-purpose digital computers 
or similar devices. 

In fact, in one embodiment, the present invention is 
directed toward one or more computer systems equipped to 
carry out the functions described herein. An example of such 
a computer system 300 is shown in FIG. 3. 

The computer system 300 includes at least one processor 
304. The processor 304 is connected to a communication 
infrastructure 306 (e.g., a communications bus, a cross-over 
bar device, or a network). Although various software embodi 
ments are described herein in terms of this exemplary com 
puter system 300, after reading this description, it will 
become apparent to a person skilled in the relevant art(s) how 
to implement the invention using other computer systems 
and/ or architectures. 

The computer system 300 includes a display interface 302 
that forwards graphics, text, and other data from the commu 
nication infrastructure 306 (or from a frame buffer (not 
shown)) for display on a display unit 330. 
The computer system 300 also includes a main memory 

308, which preferably is a random access memory (RAM), 
and may also include a secondary memory 310. The second 
ary memory 310 may include, for example, a hard disk drive 
312 and/ or a removable-storage drive 314 (e. g., a ?oppy disk 
drive, a magnetic tape drive, an optical disk drive, and the 
like). The removable-storage drive 314 reads from and/or 
writes to a removable storage unit 318 in a well-known man 
ner. The removable storage unit 318 may be, for example, a 
?oppy disk, a magnetic tape, an optical disk, and the like, 
which is written to and read by the removable-storage drive 
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314. As will be appreciated, the removable storage unit 318 
includes a computer-usable storage medium having stored 
therein computer software and/or data. 

In alternative embodiments, the secondary memory 310 
may include other similar devices for allowing computer 
programs or other instructions to be loaded into the computer 
system 300. Such devices may include a removable storage 
unit 322 and an interface 320 (e.g., a program cartridge and a 
cartridge interface similar to those used with video game 
systems); a removable memory chip (e.g., an erasable pro 
grammable read-only memory (“EPROM”) or a program 
mable read-only memory (“PROM”)) and an associated 
memory socket; and other removable storage units 322 and 
interfaces 320 that allow software and data to be transferred 
from the removable storage unit 322 to the computer system 
300. 
The computer system 300 may also include a communica 

tions interface 324, which allows software and data to be 
transferred between the computer system 300 and external 
devices (not shown). Examples of the communications inter 
face 324 may include a modem, a network interface (e. g., an 
Ethernet card), a communications port, a Personal Computer 
Memory Card International Association (“PCMCIA”) inter 
face, and the like. Software and data transferred via the com 
munications interface 324 are in the form of signals 328, 
which may be electronic, electromagnetic, optical or another 
type of signal that is capable of being received by the com 
munications interface 324. These signals 328 are provided to 
the communications interface 324 via a communications path 
326 (e.g., a channel). The communications path 326 carries 
the signals 328 and may be implemented using wire or cable, 
?ber optics, a telephone line, a cellular link, a radio-frequency 
(“RF”) link, or the like. 
As used herein, the phrases “computer program medium” 

and “computer usable medium” may be used to generally 
refer to a removable storage unit 318 used with the remov 
able-storage drive 314, and/ or a hard disk installed in the hard 
disk drive 312, for example. These computer program prod 
ucts provide software to the computer system 300. The 
present invention may be implemented or embodied as one or 
more of such computer program products. 

Computer programs (also referred to as computer control 
logic) are stored in the main memory 308 and/ or the second 
ary memory 310. The computer programs may also be 
received via the communications interface 324. Such com 
puter programs, when executed, enable the computer system 
300 to perform the features of the present invention, as dis 
cussed herein. In particular, the computer programs, when 
executed, enable the processor 304 to perform the features of 
the present invention. Accordingly, such computer programs 
represent controllers of the computer system 300. 

In an embodiment where the present invention is imple 
mented using software, the software may be stored in a com 
puter program product and loaded into the computer system 
300 using the removable-storage drive 314, the hard drive 
312, or the communications interface 324. The control logic 
(software), when executed by the processor 304, causes the 
processor 304 to perform the functions of the present inven 
tion as described herein. 

In another embodiment, the present invention is imple 
mented primarily in hardware using, for example, hardware 
components such as application-speci?c integrated circuits 
(“ASICs”). Implementation of such a hardware arrangement 
so as to perform the functions described herein will be appar 
ent to persons skilled in the relevant art(s). 

In yet another embodiment, the present invention is imple 
mented using a combination of both hardware and software. 
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V. Conclusion 

The various embodiments of the present invention 
described above have been presented by Way of example and 
not limitation. It Will be apparent to persons skilled in the 
relevant art(s) that various changes in form and detail can be 
made therein (e.g., different hardWare, communications pro 
tocols, and the like) Without departing from the spirit and 
scope of the present invention. Thus, the present invention 
should not be limited by any of the above-described exem 
plary embodiments, but should be de?ned only in accordance 
With the following claims and their equivalents. It is also to be 
understood that the steps and processes recited in the claims 
need not be performed in the order presented. 

In addition, it should be understood that the attached draW 
ings, Which highlight the functionality and advantages of the 
present invention, are presented as illustrative examples. The 
architecture of the present invention is suf?ciently ?exible 
and con?gurable, such that it may be utiliZed (and navigated) 
in Ways other than that shoWn in the draWings. 

Further, the purpose of the appended Abstract is to enable 
the Us. Patent and Trademark O?ice and the public gener 
ally, and especially scientists, engineers, and practitioners in 
the relevant art(s), Who are not familiar With patent or legal 
terms and/or phraseology, to determine quickly from a cur 
sory inspection the nature and essence of the technical subject 
matter disclosed herein. The Abstract is not intended to be 
limiting as to the scope of the present invention in any Way. 

What is claimed is: 
1. A method comprising: 
determining, by a computer-based system for capturing 

data packets, that a captured ?rst data packet includes a 
?rst pattern in a coded ?eld, Wherein the ?rst data packet 
includes an authorization request for a transaction; 

determining, by the computer-based system, that a cap 
tured second data packet includes a second pattern in the 
coded ?eld that corresponds to the ?rst pattern of the ?rst 
data packet, 

determining, by the computer-based system, that a 
response time of the second data packet relative to a 
transmission time of the ?rst data packet has exceeded a 
predetermined threshold; and 

transmitting, by the computer-based system, an alert mes 
sage in response to the determination that the response 
time of the second data packet relative to the transmis 
sion time of the ?rst data packet has exceeded the pre 
determined threshold, 

Wherein the ?rst packet and the second packet each contain 
a header portion and a data portion distinct from the 
header portion, 

and Wherein the coded ?eld and at least one additional 
coded ?eld of the ?rst packet are contained Within the 
data portion of the ?rst packet, 

and Wherein the coded ?eld and the at least one additional 
coded ?eld of the second packet are contained Within the 
data portion of the second packet. 

2. The method of claim 1, Wherein the alert message 
includes data from a data portion of the ?rst and second 
packets, the data including at least one coded ?eld, the autho 
riZation request, and the response time. 

3. The method of claim 1, Wherein the predetermined 
threshold is adjustable. 

4. The method of claim 3, Wherein the adjustable predeter 
mined threshold is about 2 seconds. 

5. The method of claim 3, Wherein the adjustable predeter 
mined threshold is adjustable to millisecond intervals. 
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6. The method of claim 1, further comprising transmitting 

a Warning message in response to determining that no second 
data packet is captured having a second pattern Within a 
predetermined time period. 

7. The method of claim 6, Wherein the predetermined time 
period is 7 seconds. 

8. The method of claim 6, Wherein the predetermined time 
period is adjustable to millisecond intervals. 

9. The method of claim 1, Wherein the alert message 
includes at least one of a date, a time, a credit card number, a 
transaction amount, a reconciliation amount, a position in the 
data packet, a length of the ?eld, and the response time. 

10. The method of claim 1, Wherein the data packets are 
ISO 8583 messages. 

1 1. The method of claim 1, further comprising transmitting 
a Warning message in response to determining that a match 
has not occurred. 

12. The method of claim 1, Wherein a determination is 
automatically made on the origin of a delay based upon a 
transmitted coded ?eld data Within the alert message. 

13. The method of claim 12, Wherein a penalty for the delay 
is validated based upon the determination of the origin of the 
delay. 

14. The method of claim 1, Wherein each additional coded 
?eld is one of a date, a time, a credit card number, a transac 
tion amount, a reconciliation amount, a position in the data 
packet, and a length of the ?eld. 

15. The method of claim 1, further comprising determining 
a match betWeen an additional coded ?eld of the second data 
packet and an additional coded ?eld of the ?rst packet. 

16. The method of claim 1, Wherein the alert message 
includes coded ?eld data from a portion of at least the ?rst 
data packet or second data packet. 

17. The method of claim 1, Wherein the determining that 
the response time of the second data packet relative to the 
transmission time of the ?rst data packet has exceeded a 
predetermined threshold, is in response to a determination 
that a match has occurred betWeen an additional coded ?eld of 
the second data packet and an additional coded ?eld of the 
?rst data packet. 

18. A computer based system, comprising: 
a computer netWork communicating With a memory; 
the memory communicating With a processor for capturing 

data packets; and 
the processor, When executing a computer program, per 

forms operations comprising: 
determining, by the processor, that a captured ?rst data 

packet includes a ?rst pattern in a coded ?eld, Wherein 
the ?rst data packet includes an authorization request for 
a transaction; 

determining, by the processor, that a captured second data 
packet includes a second pattern in the coded ?eld that 
corresponds to the ?rst pattern of the ?rst data packet, 

determining, by the processor, that a response time of the 
second data packet relative to a transmission time of the 
?rst data packet has exceeded a predetermined thresh 
old; and 

transmitting, by the processor, an alert message in response 
to the determination that the response time of the second 
data packet relative to the transmission time of the ?rst 
data packet has exceeded the predetermined threshold, 

Wherein the ?rst packet and the second packet each contain 
a header portion and a data portion distinct from the 
header portion, 

and Wherein the coded ?eld and at least one additional 
coded ?eld of the ?rst packet are contained Within the 
data portion of the ?rst packet, 
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and wherein the coded ?eld and the at least one additional 
coded ?eld of the second packet are contained Within the 
data portion of the second packet. 

19. An article of manufacture including a non-transitory, 
tangible computer readable medium having instructions 
stored thereon that, in response to execution by a computer 
based system for capturing data packets, cause the computer 
based system to be capable of performing operations com 
prising: 

determining, by the computer-based system, that a cap 
tured ?rst data packet includes a ?rst pattern in a coded 
?eld, Wherein the ?rst data packet includes an authori 
Zation request for a transaction; 

determining, by the computer based-system, that a cap 
tured second data packet includes a second pattern in the 
coded ?eld that corresponds to the ?rst pattern of the ?rst 
data packet, 

determining, by the computer-based system, that a 
response time of the second data packet relative to a 
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transmission time of the ?rst data packet has exceeded a 
predetermined threshold; and 

transmitting, by the computer-based system, an alert mes 
sage in response to the determination that the response 
time of the second data packet relative to the transmis 
sion time of the ?rst data packet has exceeded the pre 
determined threshold, 

Wherein the ?rst packet and the second packet each contain 
a header portion and a data portion distinct from the 
header portion, 

and Wherein the coded ?eld and at least one additional 
coded ?eld of the ?rst packet are contained Within the 
data portion of the ?rst packet, 

and Wherein the coded ?eld and the at least one additional 
coded ?eld of the second packet are contained Within the 
data portion of the second packet. 


