Entrepreneurs du Monde LAB-FT - Documentation

Documentation
LAB-FT Software

Developper : Bertrand Feuillade

Support & Deployment : Jérome Van Wijk

Abstract

This document describes how to use LAB-FT software developped by Entrepreneurs du Monde which is
designed to assist our partner MFIs in their fight against money laundering
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1 Introduction

LAB-FT was designed to help organizations look up their clients in lists of financial sanctions, in the course of the
loan application process.

For the time being, the software caters for 3 official lists, published by United Nations, European Community and
France. It can be interfaced with the portfolio management softwares Loan Performer and MB-WIN.

2 Installation

2.1 Prerequisites

The software can be deployed on any Windows system: XP version and up (it is not compatible with Windows

2000).

» If you want to use the “Export to Excel” Function, Microsoft Office Excel must be installed on your computer.

» If you plan to use LAB-FT with Loan Performer then another component will be required to get the connection
work.

= Launch VFPOLEDBSetup.msi file, and it will be installed automatically.

2.2 Installation

To install the software, click on the SetupLAB-FT.exe file and follow the instructions.
» If you get an error message indicating that .NET Framework version 4.0 is missing, this means your system is
not up to date and you'll have to install this component to continue.

= Download the .NET Framework 4.0 at the following address:
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=0a391abd-25c1-4fc0-919f-
b21f31ab88b7&displaylang=en)

= Run the installation file downloaded.

Once .NET Framework 4.0 is installed, you can resume LAB-FT installation.
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3 Settings

Click on “Settings” in the menu on the left side of the screen.

Scan
‘  Bosbiiging
’

This is where the various settings are configured:
- source data (financial sanction lists) are imported oot
- target data (loan portfolio database) is indicated £ st vinors

- general settings

B8 LAB-FT Entrepreneurs du Monde. [ B

ENTREPRENEURS Settings @

Settings

4] Show in TaskBar

] Start minimized

3.1 Importing financial sanction lists

In order to function correctly, the software requires the following 3 official lists of financial sanctions.
These lists are available for download on the following links:

¢ For the United Nations
http://www.un.org/sc/committees/1267/consolist.shtml

Click button for XML format and then, to download the XML file to a local drive, right click on the "Download XML
Format" button below and choose "Save Target As", or open the XML file in your browser and choose "Save as..."

e For European Union
http://eeas.europa.eu/cfsp/sanctions/consol-list_en.htm

Scroll down to the “"downloading of the consolidated list” section on the screen; click on 1. consolidated list XML”

¢ For France

No more link...

For the first time, you’ll find this list attached to this manual. The French list cannot be downloaded from the website
in XML format. Just look at the date of “derniére mise a jour” and make sure that the French list which you are
currently using is the latest. If not, please contact the administratorl of LAB-FT, he will provide you the last list in

XML format.

Click on each link to download the lists in xml format  and save them on your computer.

When you start the software for the first time the lists are not yet imported:

UN List -
Insupported file format

List -
Unsupported file format

French List :
Unsupparted file format

For UN list : download “consolidatesdlist.xm
For European list : download “global.xml
For French list : download “France.xml”

Change

Change

Change

You must therefore upload them into the software . For each list
click the "Change" button and point to where you have saved the
downloaded lists on your computer. Make sure that:

- the format of the lists is correct: “xml”

- you have specified the correct file list for each location.

When the lists have been uploaded correctly, you should get the result below:

! jerome.vanwijk@entrepreneursdumonde.org
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#ML Lists
UN List - E 152 identities (Updated on 30/09/°2010)
File loaded angs C:\Users\Ber\Desktop. _consolidatedist xmi

European List - 2226 identities {Updated on 28/09/2010)
File loaded C:\U=zers\Ber\ Deckiop\Fichiers . global xml
French List - 5 identities (Updated on 12/05/2010)
File loaded 9 C:\Users\Ber\Desktop\Fichiers ... france xml

You must use the latest versions of existing lists:
It is your responsibility to check MONTHLY __ on the previous sites that your lists are updated

3.2 Linking with a Loan portfolio database

The LAB-FT software can be interfaced with portfolio management systems such as MBWin and Loan Performer.
This interface allows to scan automatically the partners that are entered in Loan Performer or in MBWin, and to be
notified when a partner is matched with a record in the lists of financial sanctions previously uploaded.

3.2.1 Using the software without portfolio management software interface

If you do not wish to interface the software with a Portfolio management software, leave the option "no
database".

3.2.2 Loan Performer link configuration

If you wish to look up partners in a Loan performer database, select the “LPF” option.

Database settings

() Mo database
@ LFF Mot Connected
) MBWIN

Click on "Change", and point to the location of the Loan Performer database you want to scan. The
connection may take some time to settle and when it works, the word "Connected" should appear in green

Database settings

(71 Mo database
@ LPF \\Bertrand\201004120uag3 Connected
1 MBWIN

3.2.3 MB win link configuration

If you wish to look up partners in a MB win database, select the “MBWIN” option.
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Database settings

(71 Mo database

Y HEF

@ MBWIN Mot Connected

Click on "Change", and fill MBWin database connection parameters :
- Use Microsoft OLE DB Provider for SQL Server as show in the picture below
Fill in server name, user and password (if needed)
Check Recording password option
Select MBWin database
Example of configuration : Server Name : (local) , Windows Authentification, Database : MBWinDemoDB
Then validate

F |
r E_E " !‘ EF | Propriétés des lisisons de données M

- s P r |—IJ
Ef | Propriétés des lisisons de données
| Foumisseur | Connexion |Propriétés avancees !Toutes|

Informations nécessaires pour la connexion awx données SAL Server :
Sélectionnez les données auquelles vous voulez vous connecter 1. Sélectionnez ou tapez un nom de servewr ;

Foumisseur{s) OLE DB - AIO-FLORENCE - Actualiser
Microscft Jet 4.0 OLE DE Provider 2. Entrez les informations pour la connexion au serveur :

- e T T v
Microsoft Office 12,0 Access Database Engine CLE DB Pro - Utibser [a sécurte intégrée de Windows NT

Foumisseur | Conmexdon | Propriétés avancées | Toutes |

Microsoft OLE DB Provider for Analysis Services 3.0 @ Utilizer un nom d'utiisateur et un mot de passe spécifiques :
Microsoft OLE DB Provider For Data Mining Services Nom d'utiisateur : sa
Micresoft OLE DB Provider for Indexing Service 2 r

Mot de passe : ssesenne
Microsoft OLE DB Provider for @DBC Drivers o i
Microsoft OLE DB Provider for OLAP Services 8.0 [F] Mot de passe vide  [] ﬁj{’g:e;;:;emg'mmem du
Microsoft OLE DB Provider for Oracle 3 @ Sélectionnez la base de donnéas sur le serveur
Microgoft OLE DB Provider for Search -
Microsalt OLE DB medﬂ,h,mt_ SENBE' MBWinDemoDB -
Microsoft OLE DE Provider for Visual FoxPro =, doindre un fichier de base de données comme un nom de
Microsoft OLE DB Simple Provider ~ base de données .
M5 DataShape b MBWinDemo DB
. i

114 | 2

Suivant >

Tester la connexon

[ ok ][ Annuer ][ Ade ] [ ok ][ Aonder |[ Ae |

The connection may take some time to settle and when it works, the word "Connected" should appear in green

Database settings

i1 Mo database
& LPF
@ MBWIN  MBWinDemoDB [VAIO-FLORENCE] Change: | Connected

3.3 Other options

When the option "show in taskbar" is checked, the software appears in the taskbar of Windows.
If "Start Minimized" is selected, when software will be started, the main window will be automatically hidden in
minimized mode
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3.4 Checking the configuration

Once the software has been configured correctly, a green outline should appear; if there is a configuration problem,
or if it is incomplete, the outline is red.

B LAG-FT Entrepreneurs du Monde [ B LAB-FT Enrepreneurs du Monde =8
ENTREPRENEURS Scan ” @ ENTREPRENEURS Scan
du Monde ot connocted__ du Monde Connected
E Search :om 2 —r Search from : =
Activity log CSV File Sekct Activity log . 2;’3;\9 sekct
Settings i il Settings Database content
Left: A configuration problem was detected Right: the software works correctly

The software must absolutely be well configured to produce a reliable analysis.

Please note that the state of the software is also shown by the icon which appears on the taskbar, beside the clock.

LAB-FT icon indicating a normal operation mode

LAB-FT icon indicating a malfunction

Tip: Double click on this icon to restore the main window
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4 Automatic scan

It is possible to proceed with automatic scans on a linked database (LPF or MBwin) as and when new records
are being entered .

» First step launch LAB-FT
= Make sure in the “settings” page that the software is linked to the correct database.

» Secondly, launch MBwin or LPF
= Make sure you are working on the same database than the one which has been linked to LAB-FT in
the settings (see above).
= Each new partner registered in the database will be scanned automatically, and saved. If a match is
found with an identity in financial sanctions lists, a warning window will appear, it will permit you to
confirm or disprove the correspondence raised (please refer to chapter 7 on how to proceed when a
matching record is found).

NOTE: if a partner is registered in the LPF or MBwin database, and then their name is subsequently changed and
the record re-saved, then the automatic scan does not take place. The automatic scan is only done on new partner
data entries, not on amendments made to existing partner data.
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5 Manual scans

3 AT Enrepreneurs du Monde =)
Click on “Scan” in the menu on the left side of the screen. e A Ae e i @‘
’W‘ Selrih’zrom : =
Activity log c:Cane Seect

= ) Database content
Settings

\
Three types of manual scans can be done, depending on the source of ‘
data: ‘
*  Manual search on a name \
e Search on a list of names (in csv format)
e Search registered partners in a management software portfolio
(LPF or MBwin)

5.1 Manual search on a name

To manually verify that an identity is not present in the lists of financial sanctions, click on the "Name" option.

. . Search from :
Type the name you wish to look up in
the box provided for this purpose. @ MName © | azmat
Click the “Search” button to launch the © CSV File - -
search.

) Database content

NOTE:
e The search button is active only if at least 3 characters were entered in the input box
< Do not use punctuation characters and avoid using accents and special characters when entering

TIP : you can press the ENTER button to launch search instead of clicking on the search button

Search on "azmat’ returned 1 results (1 entries scanned)

Match with List | Status

D
Once the search is complete, the result [N ENNEE

appears on the screen.

If you want to save this search, please refer to “4.4 search results”.

5.2 Search from a list of names

It is possible to scan a set of names by clicking the “CSV File” option.

Click on “select” and point to a file in CSV format which must contain all the data to scan in the first 4 columns, i.e
all partner’s name information.

The first line of the file is reserved for headers and is not analyzed in the scan.

Example:
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Fresse-,,, 's Falice a Allgnement lal M
I K5 - fe |

First life is not ciecked € D E F G H

1 |Last Mame First Name Mame MName Birthday Country Open Date Disburseme | 1
2 |PENG Sreang 9-Feb-10 3500000
3 |CHAN Hor 18-janv-10 3000000
4 |TUON sSreng 17-Feb-10 3000000
5 |MEAS Sophat 26-Aug-10 3000000
32 Lim First,Four COJ”THS ch:tckedt heck 06-janv-10 2600000

?alngme cav;ae‘t%gr?an s 10 a partner 1o chec 15-nov-10 2500000
8 |CHIM Sokunthea 06-janv-10 2500000
9 |SAN Chanthan 11-juin-10 2500000
10 |LONG Sopheap 5-Apr-10 2500000
11 |5Um Sophal 10-Feb-10 2500000
12 |¥U KimSeang After Fourth I:D.II:JmniZ%—F b-10 2500000
13 |SOR Phalla you ?n p.Ltt any additiona Ef—ajh"—lﬂ' 2500000
it will not be checked

14 |CHHOEUT  Sopheap 26-nov-10 2500000
15 |MAO Kunthea 16-juin-10 2500000
16 |DY Sovanary 02-juil-10 2500000
17 |CHHIN Senghuo 12-juil-10 2500000
18 jouy Saran 22-Dec-10 2500000
19 |MOM Mat 29-Dec-10 2500000
20 |[HORM Sarifas 12-janv-10 2000000
21 |CHAN Sopheap 27-janv-10 2000000
22 |SAN Veasna 9-Feb-10 2000000
23 |CHEN Dat 16-Feb-10 2000000
24 |50M Chanthou 20-Apr-10 2000000
25 |5AS Sma el 20-Apr-10 2000000
26 |PHORN Srey 27-Apr-10 2000000
2T IKONG Chanthan 27-Anr-10 2000000
4 F T Chamroeun ZOTO 7]

Prit

NOTE: You can obtain a CSV file using “save as CSV (DOS format)” function in Excel

Click the “Search” button to launch the search.

If you want to save this search, please refer to “4.4 search results”.

5.3 Scanning registered partners in the management software portfolio

When the LAB-FT software has been interfaced with a database (LPF or MBwin), it is possible to perform a scan
on all names contained in that database.

Select "Database content " and click "Search".
The system will scan the database that has been indicated in the “settings” (see previous section of the manual).

NOTE: The process can take a while depending on the number of entries to be scanned

If you want to save this search, please refer to “4.4 search results”.

5.4 Search results

After each manual scan, several options appear on the screen « Save » and « export to Excel ».

» Save will post the search results to the « activity log » (see chapter 6)
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» Export to Excel will create an Excel file with the results of the search.

Table search result can view details of the identities with which a match was found. For this detail, double-click on
a line with the results. The window displayed is used to confirm or disprove the correspondence raised (see
Chapter 7)

For more details on the utilization of the “activity log, please refer to chapter 6.
For more details on how to proceed when a matching record has been found, please refer to chapter 7.
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6 Activity log

Click on “Activity log” in the menu on the left side of the screen.

The Activity log shows the search history that has been stored including:
e The manual scans that were saved thanks to the Save button

(see chapter 4)

e The Automatic scans which are automatically saved (see

Chapter 5)

38 LAB-FT Entrepreneurs du Monde

ENTREPRENEURS

Activity @

Filter :

Scan Date

Settings

Type. Searched Element Results Justified

— 06/04/2011 . [LISTSCAN C\Uses\Ber\Desiop\PartnerTT csv |0 [
Activity log

Any line that appears in red indicates that the search has returned a matching record and that it has not been
justified (see next chapter for more details).

o Search Info [E=EE =5
H H . WMRDH 23:10:40
You can double click a row to see the details of the research: e o s ot e

[EU List : 28/09/2010
IFR List : 12/05/2010
Match with List Status
—
Mugabe Grace NOT_CHECKED
Mugabe Sabina EU 72 NOT_CHECKED
Mugabe Leo EU 5407 NOT_CHECKED

7 Justifying matching records

Each scan that will have returned one or more matching records will appear in red in the activity log and must be
justified . For this, double-click on the line in the activity log.

7.1 Scan statuses

There are 4 different statuses possible when a matching record is found:

¢ NOT-CHECKED: indicates that a matching record has been found, but nothing has yet been done to
investigate or reconcile.

< DOUBT: indicates that a similar record has been found (different spelling,

investigated or reconciled.

< IDENTIFIED: indicates that after investigation, a user has confirmed that it is indeed the same person.
e JUSTIFIED: indicates that after investigation, a user has confirmed that it is NOT the same person.

1 ™
o2 Search Info E@g
06/04/2011 23:10:40
Search on ‘mugabe’ retumed 4 results

UN List : 30/09/2010
EU List : 28/09/2010
FR List : 12/05/2010

Match with List Status
——
Mugabe Grace DOUBT

Mugabe Sabina EU 72 IDENTIFIED

Mugabe Leo EU 5407 JUSTIFIED

...), but has not yet been
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7.2 Modifying a scan status

If the system has returned a matching record, you can double-click on it and access the detail.

W3 Detail e

Identity mugabe
= SENTITY -
NAME b
el o1
- Entity_id : 1
- legal_basis : 398/2005 ({OJ L 153)
- reg_date : 2005-06-16
- pdf_link : http://eurdex europa eudex/LexUn Serv/site /fen /oj 20051 _1531_153200506 16enD00S0014 paf
- programme : ZWE
- LASTHAME : Mugabe
- FIRSTNAME : Robert
- MIDDLENAME : Gabriel

m

- GENDER : M

¥ you are sure this is not the same person, fill the justification below :
[ This identity does nat comespond to the one chechad

| | still have a doubt | | It is the same person | |

L

The upper part of this screen provides detail information on the record that was matched in the lists of financial
sanctions. Based on this, you can confirm or refute the correspondence with the person checked (whose name
appears at the top of the window).

It's up to you to decide if the match is true or not.

« If the IDENTITY displayed does not match the person you are scanning: select « this identity does not
correspond to the one checked », complete justification text (with detailed information) in the space
reserved and click on the VALID button - the corresponding status will then be updated to "JUSTIFIED".

< Ifthe IDENTITY displayed enables you to see that it does match with the partner you are scanning: click

on "It is the same person” - the corresponding status will be "IDENTIFIED". Make sure that no loan is
granted to such persons!

e If you still have a doubt: ie. if the information provided doesn’t allow you to determine the correspondence
or not, click on "l Still Have A Doubt" button- the corresponding status will be "DOUBT". . Make sure that no
loan is granted to such persons until the doubt is lifted!

A search is completely justified when it has no further correspondence to DOUBT state not NOT-CHECKED state

All scans on partners to whom a loan is granted must be fully justified.
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8 Installation issues

If you get the following error message:.

LAB-FT.exe - Application Error ﬂ

@ The application Failed ko initialize properly (D:xc0000135), Click on OF to terminate the application,

Ik

It may be due to a . NET Framework configuration problem.
Just check the version installed on your computer (go to :Start / Settings / Control Panel / Add Remove Programs)

- Required version is ".NET Framework 4 Client Profile" -

¥ Ajouter ou supprimer des programmes

X Programmes actusllement installés @[] afficher les mises & jour Trier par : | Nom v|
Modifier au |-J~_ T S e T R— STy _A |
supprimer des | ;
ey =ﬂ Microsoft (MET Framework 1.1
=% Micrasoft (MET Framework 1.1 French Languags Pack. Taille 3,06Ma
% ﬁ! Microsoft \MET Framework 2.0 Service Pack 2 Taille 765,00Ma
e |
Ajouter de lﬁl Microsoft \MET Framewark 3.0 Service Pack 2 Taille 310,00Ma
nOUvealUx programmes. |
| 57 Microsoft \MET Framewark 3.5 3P1 Taille 28,03Ma
@ ﬂ Microsoft .NET Framework 4 Client Profile
Ajouter ou supprimer i
des composants e . " : - :
Windows B e R ] izl Madifier fSupprimer
@f IL@. Microsaft \MET Framework 4 Extended Taille 46,04Ma
|
ﬁ! Microsoft \NET Framewark 4 Mulki-Targeting Pack Taille 53,46Ma
Configurer | 53
les programmes | P& Microsaft Compression Client Pack 1.0 for Windows =P
par deéfaut |
ﬁ! Microsoft Help Viewer 1.0 Taille 6,03Ma
|
iE Microsoft Office Access Runtime (English) 2007 Taille 154,00Ma
'E"} Microsoft Office Professional Edition 2003 Taille £77,00Ma
|
| @ Microsaft Sikverlight Taille 20,38Ma
iﬂ Microsoft SOL Server 2008 Taille 468,00Mo
!I:'j Microsoft SOL Server Compack 3.5 SP2 FRA Taille 5,35Ma |
| |

If your version is outdated, you'll need to download the latest version on the following website:
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=0a391abd-25c1-4fc0-919f-b21f31ab88b7&displaylang=en%29
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