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Netcentric MoDM

1 Introduction

Netcentric MoDM offers mobile device management for any device or any platform from a
single portal. Users can access to the portal, if the administrator has provided them with the
correct login details. The portal shows information about the device and as a user a few
actions can be initiated (e.g. Remote wipe).

1.1  Help files & Tooltips

Netcentric MoDM provides much of the information regarding using the portal within the
portal itself. In the portal help files are available, indicated with question mark icons Band
tooltips

B Help files provide information regarding relevant screens or panels. They describe
procedures, steps and further information about settings, tasks or groups. From time to
time references are made to the Netcentric MoDM Wiki pages.

All the help file information is content related and only shows information regarding the
current actions or screens.

To open the help file simply click on the B icon, this will open a new screen.

Tooltips provide lines of text with information regarding a specific field or reference. A
tooltip is displayed the moment the mouse hovers over the  icon and closes again
when the mouse pointer is moved away.

Fields coloured orange are mandatory fields. The correct |..eeeees

information must be entered here. Sometimes information is

required in a specific format. The tooltip at these fields
provides additional information. If a field changes from orange to red, the information
entered does not conform to the required format. For example when confirming a password

the two values entered may not match.

Nat al fields have been completed correctly. Please check the correct values of al {mandatory) felds. When attem ptl ng to save the screen error
[ o messages warn about incorrect details.
The passwords do not match,
OK
1.2  Filtering

Lists or overviews can be ordered per column. Simply click on the small triangle at the end
— I v for the column name. A submenu opens offering the option to
S\l drerare sort the column in ascending or descending order.

%1 son Descenaing

j o Note: This filter is not available for all columns.
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2  Getting started.

Browse to the portal using an Internet browser. Browsers currently supported:

e |ES8)9
e Firefox 3,6 — 8
e Chrome 16 T

-+ T --Systems- - -

The login screen already provides some options. Select the —
desired language. Currently German, English and Dutch are passwors

supported languages. Changing language is also possible S .
after logging in. S o
The credentials for logging in have been provided to you by mEs

your partner or supplier.

[

2.1  Forgotten your password?

If you have forgotten your password there is a procedure to reset it. You need to know the
username and the correct answer to your security question (security question and answer
are defined in your profile). Select the tab ‘Forgot password?’ Fill

in the username and click ‘Reset password’. Answer the security oo | Tepesm
question resets the password. The answer to the security | ™™™ %
uestion needs to have been
Taresetva?s,?word, vwrrn;s'tar';sweryouvse:retmestm. answered at an earller Stage In
PSS P e the password (e.g. within first
[Answer: Peter . . .

enrollment). If the information is

unknown contact your

—Tr— administrator to reset the (R psevrs

password for you.

Send new password

'Your password has been reset. Please choose how you want your
new password to be sent to you.

Send text message with new password
The password will be sent to: 00491 709118066

Send text message

Send the new password by e-mail
The password will be sent to: kar, dapper@t-systems. com

Send by e-mail

2.2 Opening screen

After logging into the portal the “Device overview” screen is displayed. This screen features
a number of tabs on the left site, with relevant information or input fields on the right. Tabs

that are not available are greyed out. Not all features are available for all types of operating
systems on the device.
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Netcentric MoDM

3  Explanation of the tabs.

3.1 Profile

This tab shows the various details available for the device. Some of the fields can be
altered. Most fields are fixed and can only be altered by the portals administrator.

Fields to be changed by the

e user are: Password, Security
—'———ﬁ p— question and answer.
b Confimpassword: esssssssss . . .
s It is important to enter infor-
[O—— | veucs mation about the security
— e question and its answer. This
_& . enables the option to recover a
0 il ot password in case it is forgotten.
SOl . - Enter a question in the first field
Ve Some N for_ example: ‘My mother’s
. ' maiden name was:’. Next enter
— | Sebamtm (bl e the answer to the question.
L Answer to the security Peter . . .

Sk~ i This question is presented
et v when attempting to recover the
s S e e - lost password. (See chapter
s L=  2.1. Forgotten your password)
Py ey

3.2 Device enrollment

Before the device can be managed through the portal it first needs to be enrolled. the
often the enroliment
procedure will be
started by the

Device overview

In order to manage the device, the device needs to be connected with the portal. To continue the enrollment process, the user
needs to accept the connection on the device,

Profile
User dutas

Enroling your device, choose one of the folloving options:

administrator but it () Dereenliment N e T T B T T P B B S
Niti 2 fsm i?jyo;‘;asemm T'ﬁ’ﬁmm the link of the enroliment
. 2end 3 text messa o evice link: of enrolment e
can also be initiated | o creen e oL R O Lo
b th r F r 1 Trigger a cannection 3. Send an e-mail to your device with the link of the enrcliment page
y e use : O = - e Frentany After you re:ewﬂt?dateﬁjmessew or e-:naumhv:u divi(e. ﬁf:ese di(";un the fink in you text message or e-mail and follow the
@ instructions on the enroliment page or consult the Quick installation guide
example to reenroll a ¥ i dusk "

= Send text message

device after it has [, st ——
been wiped, or in e
case of loss or theft, J TR ([P
to enroll a new B
device.

Sendd

If the device that needs to be enrolled uses a different operating system than shown in your
Profile, contact the administrator to change it. Do not attempt to enroll a device with an
incorrect operating system.

To enroll the device, select the tab “Device enrollment”and click one of the “Send” buttons
in the screen. Devices able to receive a text message can use the enrollment procedure
using information in a text message send to the device. Devices able to receive only emalil
can us an enrollment procedure from an email message.

For details on how to enroll a device see the Quick guides for device enrollment for the type
of device or operating system on the Wiki.
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3.3

-~
g Profie
& User detais
——
Device: enecliment
Enroll oy dewice

@
) Trigger connection
L D Trigger s connecticn,

Trigger a connection to the device

Chck on the bukton below bo send 2 request to the device to connect ko the server ko re-run any assigned tasks and refresh the
inventory.

Netcentric MoDM

Trigger a connection

This tab is not available for all
operating systems. If it is
available, for example for iOS

devices, it triggers a
connection from the device to

(oo ]

the portal. Simply click ‘Send’ to send the command to the device. This may be used to
update information or details immediately instead of waiting until the next automatic
connection (Heartbeat).

3.4

Hardware & Software inventories

These two tabs list an inventory of the available hardware on the device or the software,
including installed Apps etc. The device must be enrolled first before this information can be
retrieved from the device.

Profile
User details

Device enroliment
Enroll my device

o

(e Trigger connection
Trigger a connection

(P —
f Hardware inventory
Hardware details

Software Inventory
Software details

3.5

A

Software Inventory 2

App name . ~ App size
58MB

~ VYersion ~ Data size

66056200

~ AppiD -

Afaria 151.6 KB

com.sybase afariaclent

Device details: KDOOD0D0O30 (i0S)

A

Hardware inventory 2

er details

Device type 105
Device model +iPad
Device enrolment Manufacturer : Apple
Envoll my device Phone version 107.11.01
Current network Hig
Yoice supported 17
o Trigger connection Data roaming on : o
! Trigger a connection ICCID BYY
Device language HEY
— B Current mobile operator :?
i@y, Hardware inventory 0 version 1501
Hardware details Phone status TNjA
Unique lDe'\'i:e Identifier 1ed2 3 1e1503d4 fog
Device last connection 1 2012-Feb-02 16:27
*g Sﬁ""‘"dz""h‘"wy Total memory 128568
et ducal Available memory 128.2GB
Device serialnumber : VSOS1CSFETU
o Compliance & security Device IMEI + 012437003328366
Cormpli . Bluetooth supported : Yes
" i ooy sl Bluetooth status i NiA
—— Bluetooth MAC address : 10:93:e9:2f:2b:40
l’ Recovery wifi supported :Yes
Recover the device Wifi status i WA
Wifi MAC address + 10:93:e9:2f:2b:3f
Jailbroken !

(= Backup & Restore
FX i

Compliance & Security

The compliance and security feature is available only for iOS devices. Under the device
details a new tab is added showing the current state of the security settings, if the device
complies with the passcode policies, the iOS tasks assigned to the device and its current

status.
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Tasks: * |———

Profie

T3

Uter detaily

Even when tasks are created, activated

Task Task type
and attached to a group does not ensure D) i Defack 103 sk b i ety
that is actually executed on the device. ——— e .
For example when a device has lost its < — et e
connection with the portal the regular Ll e e o ST X

_——_———— .
heartbeat may not be able to update T —— Passcode
. . B S e deas Passcode compliank with profiles 1 Wes
settings or tasks. The Compliance _ _ E&“’"rrf%&;t) o
overview shows which tasks are active  ®g SEIEITEY - '
on the device. T vt e e led es
- Jaibroken : No

Effective restrictions:

When restrictions are set for a device this topic provides a clear overview of the restriction
that is actually active on the device. In case of problems using applications or questions of
users this overview can clarify why certain apps or downloads are rejected. It also allows
the support staff to identify potential issues and change the required settings if necessary.

Passcode:

The passcode has several settings defined in the Configuration task. This overview lists the
passcode settings for this device. Providing a quick overview of the passcode requirements
in case of questions by the user or to solve any problems that passcode settings may
cause.

Status:

To see if a status of a device a number of important management details are provided. For
example it can be important to know if a device has been jailbroken or not. Or in case of
management issues it shows if the Afaria client is actually present and installed on a
device. In this overview is also shown if a device has been wiped.

3.6 Recovery

Only available for Windows Mobile and Symbian. If the administrator has set a security
profile of 1 and higher and you have forgotten the access code for this security profile on
the device, it can be reset using a reset code. On the device use the menu option in the
log-on screen. For Windows Mobile choose the option; “I forgot” (Windows Mobile) or for
Symbian the option “recover password”. A so-called Device Key is generated on the screen
of the mobile device. Enter this code here and press ‘Generate recovery code’. Enter this
recovery code on your mobile device. Choose a new password to regain access to the
device.

3.7 Backup & Restore

For Windows Mobile and Symbian devices it is possible to create a backup of contacts
and/or folders and/or sub-folders of the device. Earlier backups can be restored to the
device. Backup and restore tasks defined by the administrator are listed below. Check the
checkbox in front of the backup task and select the desired backup or restore function
below, by clicking on the appropriate button.
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3.8 Remote wipe

Devices that are lost or stolen can be wiped remotely. This

- Remote wipe .
Q) Remote wipe the device feature uses a special text message.
For 10S there is the option

to completely wipe the
. p y p . In the event the device gets lost or stolen you may want to wipe the device completely.
deV|Ce or to select a part|al This feature enables you to send a command to the device to completely wipe all the information on it. This prevents unauthorised

X use of information.
wipe.

Click the button below to wipe the device.

The complete wipe clears  jirevtion

Remote Wipe for Windows Mabile, Symbian and Android is done using a special text message. Wiping the device depends on the

H device actually receiving this message. No full guarantee is given,
all data on the device S &3 Z z
ATTENTION!

(II‘]C|USIV€ AppS) This action can not be undone!

The partial wipe only
removes the trust by
removing the payload.

Partial wipe the device [Wipe the device ]

Note: A device wipe or a partial wipe cannot be undone. Once the command has been
sent, the device will be wiped as soon as it receives the command.

ATTENTION!

Remote Wipe for Windows Mobile, Symbian and Android is done using a special text
message. Wiping the device depends on the device actually receiving this message. No full
guarantee is given.

3.9 Locator

This tab shows the approximate location of the device. This is not available for all types of
os.

Disclaimer

There is a privacy law that applies to the Locator functionality. This legislation requires that
the employees (users) must be informed if the device location data can be used by their
employer. Employees must grant explicit permission to do this and must also be able to opt
out. The employer is responsible for complying with these privacy laws.

T-Systems is not liable for claims arising from the inadequate compliance with this.
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3.10 Personal Enterprise Appstore

To install applications from the Personal Enterprise Appstore on an iOS device, a dedicated
web clip is necessary. Enterprise apps will be provided via this web clip. The web clip will
be installed during the
enrollment of the device.

10:01 AM

Personal Enterprise Appsiore Porlal

n:-. © S "'—»9.'030

Open the web clip on the = ,\ SRRIEIENEETN o | asory Entecpise Apps (2
device and click et Dt _
X O ,OQ =N MobiDM m
“Mandatory Enterprise  WeldiP = -
Apps” or “Optional 1 B
Enterprise Apps” to see | M o

what your administrator
has made available. The
available applications are
listed there, and can be
installed on your device.

> Optional Enterprise Apps (1)
& Mandatory Suggested Apps (1)

& Optional Suggested Apps (1)

The Personal Enterprise Appstore provides also a list of the suggested Apps.

3.11 Usage monitor

For Windows mobile devices a separate usage monitor is available to report the data usage
as stored on the device.The device logs the usage of voice, data and text messaging. Data
usage is logged per day, together with the used APN and roaming information.

3.12 APN settings

This tab shows the settings to connect a device to a Wireless network.

3.13 Credential manager

The Credential manager connects to a certificate authority server of the customer
organization. The Credential Manager tab is already prepared in the current version of the
portal, but cannot be used by today.
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