<3vy

e @) Windows ;

KMUTT WiFi User Manual for Windows 7

Suggestions before using KMUTT-Secure

For those who have not use KMUTT-Secure before, please follow each step carefully

4+ Change your password using the link below.
http://webmailst.st.kmutt.ac.th/student/resetpwd/changepasswdTH.php

4 If you forget your password, you can visit the link below.
https://webmailst.st.kmutt.ac.th/reset pass.php
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How to set up KMUTT-Secure Wireless Network
Right click the ‘Wireless network icon’ in the System tray

Not connected

I:dﬂ Connections are available

Dial-up and VPM

Aventail VPN Connection
Wireless Network Connection
KMUTT-Secure

KMUTT_WIFI
kenutt-WiFi-EXC
kmutt-WiFi-MTA
kmutt-WiFi-SBT

kmutt-wifi

o 4 M5z  338PM

In the ‘Network and Sharing Center’ window, left click to select ‘Manage wireless networks’
from the left column

ol X < Network and Intemet » Network and Sharing Center « |43 [ Search Control Panet
Control Panel Home . . . . . a
N View your basic network information and set up connections
i I Manage wireless networks I l‘& x gg See full map
A CRVSTALLIGHT Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network
Vou are cumrently not connected to any networks.
Change your networking settings
i Setup a new connection or network
= set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or
access point.
Gi Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
See als
i Nl _=’] Troubleshoet problems
HomeGroup " Diagnose and repair network prok or get g
Infrared
Internet Options
Windows Firewall
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4. Click ‘Add’ to add a wireless network

] « Network and Intemet » Manage Wireless Networks

= | 44 [N Search Manage Wiretess Networks el

Manage wireless networks that use (Wireless Netwark Connection)

japter properties  Profiletypes  Network and Sharing Center (7]

connect to these in the order listed below.

a wireless network

5. Click on ‘Manually create a network profile’

6.

How do you want to add a network?

nect to a wireless network

ik Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (55ID) and
security key (if applicable).

&~

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

J
|

In this window, select the following details:

e Network name: KMUTT-Secure *(Use both upper case and lower case exactly as

suggested)

e Security type: WPA2-Enterprise
AES

e Encryption type:

Click ‘Next’

 Network name:

KMUTT-Secure

sy
Enpien e

T

Security Key: | [ Hide characters

[#] Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.

k]
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7. Click on ‘Change connection settings’

8.

.
-— , »
U ! Manually connect to a wireless network

Successfully added KMUTT-Secure

< Change connection settings
Open the connection properties so that I can change the settings.

In the ‘’KMUTT-Secure Wireless Network Properties’ window, in the Security tab select the
following details:

Security type: WPA2-Exterprise

Encryption type: AES

8.1 In the ‘Choose a network authentication method’ area select ‘Settings’

_
KMUTT Seciae Wireless Network Fropeties [=X=)

[ Connecton | seautty |

Seasity type: [wPa2-£nterpri -
Encryption type:  [AES -

"
Omosiaimtwuk auth method:

(Moot roeces 50 Gx)~ ||_setos |

¥|Remember my credentials for this connection each
time I'm logged on 8.1
Advanced settings 8.2
I
0

8.2 Select ‘Advanced settings’
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8.3 Untick the ‘Validate server certificate’ box
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At ‘Select Authentication Method’, click on ‘Configure...’

" Prctected 47 Properies

Ex=)

When co ting:

"] Connect to these servers:

[T Ciass 3 Public Primary Certificaion Authority

[7] DrgiCert High Assurance EV Root CA

[7] DST Root CA X3

[7] Entrust.net Certification Authority (2048)

[7] Entrust.net Secure Server Certification Authority

[7] Equifax Seaure Certificate Authority

‘ [ *

] 7t i oot [

[ »

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
[secured password (E4P- MSCHAP v2)

|| Enable Fast Reconnect

[} Enforce Network Access Protection
[] Disconnect if server does not present aryptobinding TLY
[ Enable Identity Privacy

=| | configure... I

Microsolt

Untick the ‘Automatically use my Windows logon name and password (and domain if

any) box, and then click ‘OK’
EAP MSCHAPYZ Pioparties
When connecting:
[.—Iﬁl.tundicalruuandow:bgmnameaﬂ
password (and doman i anmy).
[ ok ||l cenca |

Click ‘OK’ to finish the configuration

Protected EAP Properies

When connecting:
[T validate server certificate

Connect to these servers:

[ Class 3 Public Primary Certification Authority

[ DigiCert High Assurance EV Root CA

[7] DST Root CA X3

[7] Entrust.net Certification Authority (2048)

[7] Entrust.net Secure Server Certification Authority

[7] Equifax Secure Certificate Authority

L} nr "

] sccrust Extermal A Root |

m »

Do not prompt user to autharize new servers of trusted
certification authorities.

Select Authentication Method:

[secured password (Eap-mscriae v2)

'] [ Configure.... ]

|V Enable Fast Reconnect

[I"] Enforce Netwaork Access Protection

[T Disconnect if server does not present cryptobinding TLV
[] Enable Identity Privacy
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8.4 After selecting ‘Advanced settings’
Check the ‘Specify authentication mode’ box
Select ‘User authentication’
Click ‘Save credentials’

802.1X settings | 802,11 settings

Specify authentication mode:

(user authentication v] [ save cedentais |

Delete credentials for all users

[T] Enable single sign on for this network

@ Perform immediately before user logon

Perform immediately after user logon

Maximum delay nds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Enter the username and password, provided by the university, then click ‘OK’

For Staff For Student
User name: username.sur User name: 56xxxxXx
PaSSWOFd: lalolulolole PaSSWord: % 3k 5k %k %k % %k

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

=

[ ok ][ cancel |

Click ‘OK’ to finish the set up for step 8.2
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9. Left click on ‘System tray’, select KMUTT-Secure and then, click ‘Connect’

Mot connected % =

:dﬂ Connections are available |
Dial-up and VPN -
Aventail VPN Connection !g
Wireless Metwork Connection ~
KMUTT-Secure =
|
: KMUTT WIFI b4 |
lernutt-WiFi-190Y o
kmutt-WiFi-DW o

kerrtt- WiFi-NihaA ol -

Open Netwark and Sharing Center

10. If you want to disconnect, click on ‘Disconnect’

Currently connected to: 4

S==p KMUTT-Secure
Yy Internet access

n

Dial-up and VPN L

Aventail VPN Connection P ]
Wireless Metwork Connection &
KMUTT-Secure Connected
=3

Il kMUTT Wir ﬁ 1 V
| kmutt_WiFi_SI M
kenutt_WiFi_MICRO al

kmutt-WiFi-EXC %l -

Open Network and Sharing Center

EN ol [ Ao By 344
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