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Introduction AXEL

This manual provides details on terminal operation, maintenance and set-up.
The manual is organized into the following chapters and appendices:

Chapter 1: Introduction to the AX3000
Introduction to the AX3000’s main features.

Chapter 2: First Boot Time
When the terminal is powered-up for the first time, the Quick Set-Up
provides a fast and easy method to configure the AX3000. In addition the
Auto-Configuration service is started.

Chapter 3: Interactive set-up
This is used to set up the terminal’'s more advanced features. (Multiple
sessions, printers, etc)

Chapter 4: Using the AX3000
How to use the multi-session feature and shutdown the AX3000.

Chapter 5: Installing under Windows
Description of Windows specific features.

Chapter 6: Installing under OS/400
Description of 5250 specific features.

Chapter 7: Installing under OS/390
Description of 3270 specific features.
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Chapter 8: Installing under Unix/Linux
Description of Unix/Linux specific features (tty server, multi-shell, VNC
server...).

Chapter 9: Tools and Statistics
Description of the embedded AX3000 tools (ping, statistics, etc).

Chapter 10: Remote Administration
Introduction of AXRM (Axel Remote Management software on Windows)
Description of configuring terminals remotely via ‘telnet’
Description of remotely sending a configuration text file to one or multiple
terminals.

Appendices:
The following appendices give more detailed information:
A.1 - Using the AX3000 interactive set-up
A.2 - Network overview (Ethernet address, IP address and routers)
A.3 - DHCP protocol
A.4 - DNS protocol
A.5 - Remote set-up configuration file format
A.6 - Axel DHCP Option
A.7 - Setting the IP address by a ping command
A.8 - Administration command list
A.9 - Firmware downloading
A.10 - Going further...
A.11 - Hardware and firmware information
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Introduction to the AX3000 AXEL

This chapter introduces the main features of the AXEL TCP/IP terminal.

1.1 - TERMINAL MODELS

The manual describes the configuration and the use of all the Axel terminal
models. The following table lists the main differences between models:

M75,
M75E,
M85 M8OF M75D | M75C M70F | M70W | wm758 | M65C

Connection
Ethernet (TCP/IP) | 10/100 | 10/100 | 10/100 | 10/100 | 10/100 | 10/100 | 10/100 | 10/100

BaseT | BaseT | BaseT | BaseT | BaseT | BaseT | BaseT | BaseT
Wireless (802.11) | option --- option --- --- --- - -—-
Serial (RS232) yes USB yes yes - - yes yes
Sessions
Text Emulations yes yes yes yes yes -—- yes yes
RDP / ICA yes yes yes yes yes yes yes ---
Virtual Desktop yes yes - - -—- - - -—-
VNC Client yes yes yes yes yes - yes -
Nbr de colors 32bpp | 32bpp | 16bpp | 16bpp | 16bpp | 16bpp | 16bpp -
Connectors
Parallel Port 1 USB 1 1 1 1
Serial port 2 UsSB 2 2 USB UsSB 2 2
USB Port 2 4 2 2 2 2
USB 2 yes yes
Other
USB Driver yes yes Firmware Option MSC - -
Smartcard yes yes Firmware Option SCA --- ---
Audio USB USB
VNC Server yes yes - - -—- - - -—-
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1.2 - MAIN FUNCTIONS

1.2.1 - Network Functions

The Axel terminal supports the following network functions:
- DHCP: obtaining an IP address and other parameters
- DNS: publishing the terminal name and resolving server names
- Routing: WAN connection

In addition for the AX3000 M75D and M85 there is a choice of the active
interfaces, either Ethernet or Wireless. Only one interface can be active but
each provides its own IP settings (DHCP, DNS, routers).

IMPORTANT: the wireless interface can't be handled by the 0826 firmware. The
terminal must be upgraded with the 0922 firmware.

1.2.2 - Terminal Function

Each TCP/IP AXEL terminal can support up to six concurrent and
independent sessions.

This multi-session capability provides multiple connections across a network.
Each session can:

- Connect to any TCP/IP networked server,

- Use different protocols (ica, vnc, rdp, telnet, ssh and tty),

- Have independent parameters (resolution, emulation, etc.)
Programmable keystrokes are used to open or hotkey between sessions.

The maximum number of sessions is 6 but this can be limited to fewer sessions.
(Minimum 1)

Note: the AX3000 can also act as a RS232 serial terminal.

1.2.3 - Print and Terminal Server

The AX3000 auxiliary ports can be managed either:
- By a network service: LPD or PRT5250 for printers, TELNET CLIENT for
serial terminals or TTY for other peripherals.
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- By escape sequences: compatible with serial terminals. (slave mode)

1.2.4 - Tools and Statistics

Embedded AX3000 tools provide the following features:
- Ping,
- Remote set-up,
- Statistical environment,
- Firmware downloading.

8 AX3000 - User's Manual



AXEL Initial Power-On

‘ _9.
INITIAL POWER-ON
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This chapter describes the 'Quick Set-Up' feature and the 'Auto-Configuration'
service.

When the terminal is switched on up for the very first time two configuration
methods are available:
- Quick Set-Up: a wizard allows the terminal to be set-up in few seconds
for typical use.
- Auto-Configuration: used in conjunction with AxRM, this function allows
the terminal to automatically receive new firmware and/or a configuration.

2.1 - QUICK SET-UP

This feature is automatically run when the AX3000 is powered up for the first
time or can be accessed at any time from the interactive set-up, by pressing
Ctrl-Alt-Esc ([Configuration]-[Quick set-up]).

The quick set-up is designed for a typical simple environment of:
- One server
- An optional router
- All sessions set identically
- An optional printer.

Note: After the 'Quick set-up’ is run all other parameters within the terminal are
reset to their factory default values.

The ‘quick set-up’ guides the user through a setup menu in an intuitive manner.
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The dialog box structure (referred to as a Wizard) is shown below:

FIRST SCREEN
Graphical Environment
Session Type

Testing Graphical Settings (optional)

SERIAL CONNECTION NETWORK CONNECTION
Main port (baudrate, data...) Ethernet Interface
Default printer Server Settings

("REBOOT ) Y

CITRIX SESSION CITRIX SESSION Other type
Published App. or Published App. of sessions
Published Server Desktop

DEVICE
Printer
USB Drive

Y

SUMMARIZE

V4
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Note: the following keystrokes are available in the set-up (for more information
see Appendix A.1):

- <Arrows>: moving selection within menus or dialog boxes

- <Enter>: validating a value or a button

- <Esc>: cancels current field (same as using 'cancel' button)

- <Space>: lists of options

- <Tab>: shortcut to buttons on the bottom of the dialog box

2.1.1 - First Screen

This first screen allows the session type to be selected:

Terminal

French
TFT Flat Screen
1024x768

High Color (16 bit)
axelZCOO7B
No
Session
None

These parameters are:

- Keyboard: keyboard nationality. The value selected is used from there
on.

- Screen Type: options are CRT Monitor or TFT Flat Screen.

- Resolution: the default value is monitor-dependent (auto-detection of the
recommended value). The available resolutions can vary according to the
terminal model. See Chapter 3.2.2.

- Frequency (only for CRT monitors): 60Hz or 75Hz.

- Colors: according to the terminal model. See Chapter 3.2.2.

- Terminal Name: allows the terminal to be identified by its name. (See
appendix A.4.3)
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-Remote control Allowed: allows terminal to be controlled over the
network. (See Chapter 10.2)
- Session Type: available values are:

-"TSE (rdp)" - "5250",

- "Citrix (ica)", - "3270",

- "Virtual Desktop", - "Text Emulation”,
-"VNC".

- Connection Type: available only for the following Session Types:

- "Citrix (ica)™ "Server (local list)", "Published Application”, "Published

Server" or "Published App. Desktop".

- "Text Emulation™ "telnet", "aux1", "ssh" or "ssh2".

- "Virtual Desktop": "Citrix XEN Desktop" or "VMWARE View Client".
- Emulation: only available if "Text Emulations” is selected.
-Number of sessions: only available for Text Sessions. For graphical

sessions this number is 1.

Note: when exiting the dialog box the graphical settings (resolution and
frequency) may be tested.

2.1.2 - Network Connection

The Network dialog box is shown below:

Terminal

(DHCP)
(DHCP)
(DHCP)
(DHCE)

Server
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The parameters are:
- Enable DHCP: two options:
- Yes: the DHCP protocol is run when the set-up is exited and the
terminal automatically obtains an IP address and various other
DHCP options (netmask, default router, etc).
- No: a Static IP address is required
- IP address: mandatory if DHCP is disabled.
- Default router: optional router IP address.
- 1st DNS Server IP Address: optional DNS server IP address
- Server Name (not available for Citrix): DNS name (if the DNS server is
known) or a simple mnemonic name. (a name must be entered)
- Server IP address (not available for Citrix): if this field is left blank, DNS
will be used to resolve the hostname.
- TCP Port (only for VNC): VNC session number

Note: for a "Virtual Desktop" session, the server is the "Connection Broker"

For more information about DHCP and DNS, please refer to appendices A.3
and A4.

2.1.3 - Devices

This box is displayed for the all networked session types:

Printer

USB Drives

Disabled
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These parameters are:
- Printer Connected: auxiliary port where printer is attached (none, aux1,
aux2, parallel, USB1).
- Protocol: LPD, TSE, Prt5250 or Prt3270. The next parameters are
protocol-dependent:
- LPD: Queue Name (name given to the auxiliary port)
- TSE: Printer Name and Windows TSE Driver
- Prt5250: Printer Name and Driver (printer type and model)
- Prt3270: Printer Name
- Access Permission: only for TSE and Citrix sessions where USB Mass
Storage is supported.

2.1.4 - Citrix Published Application Desktop

For session type 'Citrix (ica)' and connection type 'Published App. Desktop', the
following box is displayed:

Logon Authentication

{Space>

Browser Settings

These parameters are:
- Username: default value for logon authentication (optional).
- Password: press <Space> to enter the logon password.
- Domain: default value for logon authentication.
- IP Address or DNS Name: location of a farm's server
- Port TCP: used by the exploration (browser) protocol
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2.1.5 - Citrix (Published Application or Published Server)

For the session type 'Citrix (ica)' with the connection type 'Published Application
'or 'Published Server', the following box is displayed (after the terminal reboots):

Citrix

Published Application
TCP~IP + HTTP

These parameters are:
- Connection Type: Selected in previous dialog box.
- Exploration Protocol: possible values are:
- TCP/IP + HTTP: XML-based exploration
- TCP/IP: UDP-based exploration
- TCP Port: used by the exploration protocol
-IP Address or DNS Name: location of a server farm, overwrite default of
‘ica’ if necessary
- Published Application or Published Server: press <F2> to show the
list from the Citrix farm.

2.1.6 - Serial Connection

Note: Depending on model, if an AUX1 port is available on the terminal rear
panel this is the main port, if not a third party USB-COM adaptor is requested.
(Note, this component is not supplied by Axel)
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Where the session type is 'Text Emulation' and connection type is 'aux1' the

following box is displayed:

Printer

These parameters are:
- Speed: press <Space> to select the baud rate
- Format: press <Space> to select the data format
- Handshake for reception: press <Space> to select the handshake
- Default Port: auxiliary port used for local printings.

AX3000 - User's Manual
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2.1.7 - Set-Up Summary

At the end of the wizard process, a summary of the selected settings is
displayed. For example:

Summary

Terminal
French
axelZ2COO?H
TSE (rdp)
TCP/IP
No
192.1668.1.247
255.255.255.0

192 .168.1.165
Printer
None

USBE Drives
Disabled

ACCEPT, ADUANCED SETUP

Press the [ACCEPT] button to use these settings. After an automatic reboot the
terminal is ready to be used.

The [Advanced] button enters the interactive setup where further configuring is
possible. For example adding different session types.

The [BACK] button allows these settings to be changed.

2.2 - AUTO-CONFIGURATION

The Auto-Configuration feature allows a brand new ‘out of the box’ terminal to
be sent a specific firmware and/or configuration file without any human
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intervention. There are also options to specify various terminal specific
parameters, for example an IP address and terminal name etc.

Note: the auto-configuration mechanism requires minimum version 2.0.2 of
AxRM (available free from www.axel.com).

For more information on AXRM'’s activity in the auto-configuration process, see
the manual "Axel Remote Management - Version 2", available from
www.axel.com.

The auto-configuration process:
- Is automatically initiated when power is applied to a brand new terminal
or if the terminal is reset to factory defaults - see A.10.1 appendix.
-may be started at each boot time. For more information see Chapter
3.7.2.

The stages are:
- Checking the network (link),
-DHCP request sent to obtain an IP address and other parameters
(optional),
- Terminal contacts the AxRM server,
- Firmware file sent (if required), followed by a reboot,
- Configuration file sent, followed by a reboot.
Total process takes less than two minutes

2.2.1 - Stage 1: Checking the Network

When the terminal is powered up the network connection is tested. The terminal
displays ‘Checking Network Link’. If a network connection is detected, a
message ' Auto-Conf' is shown. The terminal passes to stage 2.

Auto-conf.

2.2.2 - Stage 2: Sending DHCP requests

To obtain an IP address (and possibly of other parameters) a DHCP request is
sent. If a DHCP server is available its IP address is shown in the status line:

Auto-conf. / DHCP: aaa.bbb.ccc.ddd /
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The terminal passes to stage 3

2.2.3 - Stage 3: Sending requests to AXRM

After obtaining an IP address via DHCP negotiation the terminal must start
communicating with the AxRM server.

This presents a challenge because the terminal must determine both the IP
address and the TCP port of the AXRM server.

The recommended way is to configure the DHCP server to send this
information in addition to the AX3000 IP address. This information (IP address
and port) can easily be entered into the DHCP server by using the vendor ID
fields. "Axel DHCP option".

For more information about "Axel DHCP option" please consult the Appendix
A.6.

a) Determining the TCP port

If DHCP sends a port number this is used.

If no value is received a default value of port 80 is used.
b) Determining IP address

Method 1:
If the IP address or DNS name is given by the DHCP server (through
Axel DHCP option) then this is the information the terminal uses to locate
the AXRM server.

Method 2:
If DHCP does not supply these values the terminal will try to resolve a
‘hardwired’ DNS name "axrmserv".
If the name is resolved the terminal can find the AXxRM server. The name
axrmserv must be configured within DNS to resolve to the IP address of
the AXRM PC. A DNS alias can be used to allow the AxRM PC to have
two names, i.e. its original name AND axrmserv.
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Method 3:
If "axrmserv" cannot be resolved, as a final attempt the terminal assumes
AxRM resides on the same PC as the DHCP server.

Method 4:
Only used when the location (IP address or name) and the TCP port of
the AXRM machine are specified within the AX3000 Set-Up. See Chapter
3.7.2. (This is not viable for setting up brand new terminals, as required
AxrM PC data to be already entered in the terminal setup)

The IP address of the AXRM server and the location method used is shown on
the status line:

Auto-Conf. / DHCP: aaa.bbb.ccc.ddd /7 AXRM (1): Www.XXX.YyYy-ZZzZInnnNN.......

The terminal sends an 'auto-configuration' request to AxRM every 5 seconds. If
no response is received after 10 attempts the terminal starts the mechanism
again, i.e. from stage 1.

This loop stops when either AXRM responds or if a user presses any key on the
keyboard, causing the normal interactive quick setup to run.

2.2.4 - Stage 4: Receiving the firmware download

A dialog box on the terminal screen provides the status. From this stage the
mechanism cannot be aborted.

Note that firmware downloading may not have been specified by AxRM, in
which case the procedure passes directly to stage 5.
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AXEL

The dialog box is as shown:

AUTO-CONFIGURATION
Network detection................... 100BT-FD
IP Address. . ... ... i a.b.c.d
DHCP Server. .. ... iiiaann e.f.g-h
AXRM Server. ... ... iiio-. i_j.k.I:n
Firmware update. ... ... ... ... ....... in progress
Config update. .. ... ... . ... ... .....
Reboot. ... ...

After having received the firmware the terminal reboots automatically and re-

runs stages 1, 2 and 3 before passing on to stage 5.

2.2.5 - Stage 5: Receiving the configuration file

This is the dialog box shown when receiving the configuration file:

AUTO-CONFIGURATION
Network detection................... 100BT-FD
IP Address. . ... .. i a.b.c.d
DHCP Server. .. ... iiiaann e.f.g-h
AXRM Server. ... ... i_j.k.I:n
Firmware update. ... ... ... ... ....... TCP._.XX.0826a.STD
Config update. .. ... ... ... ... ..... in progress
Reboot. ... . ...
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Note: if the firmware is updated the new version is displayed. After the
configuration file is received the terminal reboots:

AUTO-CONFIGURATION
Network detection........ ... ........ 100BT-FD
IP Address. ... ... a.b.c.d
DHCP Server. . ... ... o iiaaaaans e.f.g-h
AXRM Server. ... . ... i_j.k.I:n
Firmware update. ... .. ... .. _......... TCP._.XX.0826a.STD
Config update. ... ... ... . . ... .. .... OK
Reboot. ... . ... in progress

The terminal is now ready for use.

AX3000 - User's Manual 23






AXEL Interactive Set-Up

‘ _3-
INTERACTIVE SET-UP

AX3000 - User's Manual 25



Interactive Set-Up AXEL

This chapter describes AX3000 installation using the interactive set-up
procedure.

The following can be used to enter the AX3000 interactive set-up:
- Using <Ctrl><Alt><Esc> from the terminal
- Using Remote Control from AxRM. (See Chapters 10.1 and 10.2)
- Using Telnet from another terminal/PC. (See Chapter 10.3)

Note: the set-up can be password-protected, in which case the password must
be entered to access the quick set-up dialog box. For more information, see
Chapter 3.2.7.

Note: the following keystrokes are available in the set-up (for more information
see Appendix A.1):

- <Arrows>: moving selection within menus or dialog boxes

- <Enter>: validating a value or a button

- <Esc>: cancels current field same as selecting 'cancel’ button

- <Space>: open a list of options

- <Tab>: short cut to buttons at the bottom of the dialog box

- <CtrI><C>: copy a character string or session settings

- <Ctrl><V>: paste information
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3.1 - SETTING NETWORK ENVIRONMENT

The network settings are available through the [Configuration]-[Network]
menu:

Diagnostics Download

_ General Parameters

Sessions Servers

This chapter covers the AX3000 network configuration:
- General Parameters: the terminal identification and the interface
activation
- Ethernet Interface: static or dynamic IP address, DNS protocol and
router management
- Servers: manages the server list.

Note: more information is given in the following appendices:
- Appendix A.2: Ethernet addresses, IP addresses, net masks and routers,
- Appendix A.3: DHCP protocaol,
- Appendix A.4: DNS protocol.
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3.1.1 - General Parameters

To set the AX3000 interface and the terminal identification select the
[Configuration]-[Network]-[General Parameters] menu. The dialog box
below is displayed:

axel2ZCOO?B
Ethernet
Default DNS Domain

a) The Terminal Name

A terminal name is mandatory — though need not be used. By default the
terminal name is set to 'axel' suffixed by the last part of the MAC Ethernet
address. For example 'axel200002". This ensures all terminals have a unique
default name.

The same name is given to the default connection name for RDP or ICA
connections, though this can be changed.

If the terminal name is to be used as a DNS name (i.e. registered to a DNS
server) an extension is required. This extension is called "DNS domain". For
example 'paris.axel.fr'.

Registering an entry with the DNS server requires an FQDN. (Fully Qualified
Domain Name) If the "DNS Domain" parameter is empty, the "Default DNS
Domain" (supplied by the DHCP server) will be used. If "Default DNS Domain"
is empty, the name won't be registered.

The name registration can be performed by the DHCP server or by the terminal
itself. For more information see the next chapter and the appendix A.4.3.
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b) Active Interface

This parameter selects which interface to be used. Possible values are:
- Ethernet: a DNS domain name can be specified,
- None (serial mode)

c) The Terminal Comment
This character string allows a terminal description to be entered. This
description will be obtained by the Axel Remote Management software (AXxRM)
during the 'discover' operation. This comment will allow the terminal to be easily
located within the database.

3.1.2 - Ethernet Interface

To set the Ethernet interface properties select the [Configuration]-[Network]-
[Ethernet Interface]-[IP Parameters] menu. The dialog box below is
displayed:

Ethernet Interface 00:A0:34:2C:00:7B

Interface
Auto-Sense
Ho
192 .168.1.247
255.255.255.0

Routers

{Space>

CANCEL

Note: the Ethernet address is displayed as the title box
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The "Link" parameter is set by default as auto-sense. Available modes are:
- Auto-sense,
- 10BT HalfDuplex,
- 10BT FullDuplex,
- 100BT HalfDuplex,
- 100BT FullDuplex.

The next sub-chapters deal with:
- The interface setting (static or dynamic IP address)
- The DNS protocol.
- The router management,

a) Static or Dynamic IP Address

The DHCP protocol allows the terminal’s IP address (and other parameters) to
be obtained at the boot time.

When "Enable DHCP" is set to "Yes", the IP Address' field is not available and
the DHCP settings are set through the "DHCP Parameters" option. Press
<Space> to display the dialog box:

DHCFP Option List

Other Parameters

The DHCP Option List allows certain parameters to be automatically assigned
by DHCP.
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Other parameters are:

- Lease Time (minutes): lease time value requested by the AX3000 from
the DHCP server. Depending on the DHCP server settings this
parameter may be ignored. The AX3000 automatically renews the lease
when it expires.

-Free IP address when shutdown: by default when the terminal is
shutdown a command to release the IP address is sent to the DHCP
server. Set this option to 'no’ to change that.

- Client Identifier: allows the terminal to be identified not only by the
Ethernet address (useful to control IP address assignment). (VINCENT —
| don’t understand this but is doesn’t sound right)

- User Class Identifier: allows the DHCP server to assign settings in
regards of a class of device.

-Trace Mode: in the event of problems this mode allows the data
exchanged between the AX3000 and the DHCP server to be displayed
on the screen. The trace data is displayed directly on the AX3000 screen
(i.e. messages may 'pollute' the AX3000 display at any time).

- Check IP Address: the AX3000 checks its allocated IP address is not
already in use.

b) DNS Protocol
To resolve a name, the AX3000 sends DNS requests to a DNS server. The IP
address of this DNS server must be known. The AX3000 set-up procedure

allows two DNS servers to be entered.

Note: if 'DNS Servers' is selected the "DHCP Option List" these two parameters
are supplied by DHCP and cannot be accessed here.
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Other DNS settings are available through the "DNS Parameters" option. Press
<Space> and the dialog box below is displayed:

DNS Search Domains

paris.axel.fr

Enhanced Parameters

Parameters are:

- DNS Search Domains: a DNS domain is used to resolve a server name
or to register the terminal name (see Appendix A.4).
Note: if the 'Default DNS Domain' is selected in the "DHCP Option List",
the 'Default Domain' parameter cannot be accessed.

-Trace Mode: in the event of problems this mode allows the data
exchanged between the AX3000 and the DNS server to be displayed.

- DNS Server Update: sets the method used for publishing the terminal
name:

- No: the terminal name is not published.

-By the DHCP server (available only if the DHCP protocol is
enabled): the terminal name is registered by the DHCP server.
Requirement: the DDNS function (Dynamic DNS) must be
supported by the DHCP server. See Appendix A.4.3.

- By the terminal: the terminal updates the DNS server. In this case
the parameter "Action on Error" controls the terminal’s behavior in
the event of an error during the DNS server update (see Appendix
A.4.3).

¢) Router Management

A router is either a special electronic device, or a suitably configured computer,
which enables data to be sent across two or more distinct physical networks.
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One router can be nominated as the 'default router' and then used to access
any network. Use of a default router simplifies site network administration. The
default router is only identified by its IP address.

Note: If the 'Default Router' is selected in the "DHCP Option List", this field
cannot be accessed.

However additional routers can also be declared, to reach specific destination
servers or networks. Select 'Other Routers' and press <Space>. The following
dialog box is displayed:

Gateway IP addr Target IP addr Target Type Netmask

Any such router must be identified with 3 parameters:
- The router’s IP address,
- The target IP address (destination),
- The target type: server or network (in this last case, a netmask allows
sub-netting)

3.1.3 - Server Management

A server is a TCP/IP machine (UNIX, AS/400, etc) to which the AX3000 can
open connections (RDP, ICA, telnet, tty, etc.).
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To configure the server table, select the [Configuration]-[Network]-[Servers]
menu. A dialog box as shown below is displayed:

DNZ Search Domains

The server definition depends on whether DNS is enabled:
-No DNS: a server is identified by both an alphanumeric character string
beginning with a letter AND an IP address.
- With DNS: a server is defined only by its name. This name can be either
a full name (www.axel.com) or an incomplete name (as400). Its IP
address is resolved later. (See Appendix A.4)

Add a Server: move the highlight cursor to a vacant line and enter the name
and either its IP address or DNS name.

Delete a Server: select the server and press [DELETE].

Change a Server: move the highlight cursor over the name or IP address of the
server and enter the new value.

Note: the default DNS domains, previously defined through the DNS box are
displayed for information (they can not be modified).
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3.2 - GENERAL SETTINGS

The terminal general settings are available through the [Configuration]-
[Terminal] menu:

Configuration Diagnostics Download

Network

Terminal Keyboard-House

Sessions Screen
Audio
Global RDP-/ICA
Time Settings
Remote Control
Password
Miscellaneous

3.2.1 - The Keyboard and the Mouse

Select the [Configuration]-[Terminal]-[Keyboard/Mouse] menu to access the
following dialog box:

Keyboard
English
On
Off
Medium (500 ms)
Medium

Mouse

No
No

Keyboard parameters (PS/2 or USB):
- Nationality: select the nationality from a list
-'NUM' Led Initialization: this led lights when the AX3000 is switched on
-'CAPS' Led Initialization: this led lights when the AX3000 is switched on
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- Repeat Key Delay: sets the duration of a key being held down before it
starts to auto-repeat (values: no, low, medium or high).

- Repeat Key Speed (enabled only if the automatic repeat is set): select
the automatic repeat speed when a key is held down (values: low,
medium or high).

Mouse parameters (PS/2 or USB):

- Switch Left/Right Click: mouse button reversal
- Mouse Accelerator: can be helpful with wide screens.

3.2.2 - The Screen

Select the [Configuration]-[Terminal]-[Screen] menu to access the following
dialog box:

Screen
TFT Flat Screen
1280x1024

High Color (16 bit)
Screen Saver

Y¥es, Keyboard Only

No

<Space>
30

Touch Screen
None

a) Graphical Environment

Parameters are:
- Screen Type: the available values are:
- CRT Standard Monitor: color VGA/SVGA monitor,
- TFT Flat Screen.
- Resolution: available values depend on the terminal model. (See the
following table).
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- Frequency (only for CRT monitors): 60Hz or 75Hz.
- Colors: available values depend on the terminal model. (See the
following table).
The following table shows the number of colors and resolution per model:

| M85, MBOF | M75x, M70x | M65C |

Number of Colors

24 and 32 bpp yes -— —
16 bpp yes yes -—
8 bpp yes yes -
Aspect Ratio 4:3

640x480 - yes -
800x600 yes yes —
1024x768 yes yes —
1280x960 yes - —
1280x1024 yes yes —
1600x1200 yes - —
Aspect Ratio 16:9

1280x720 -—- yes _—
1360x768 yes 1344x768 ---
1600x900 yes yes —
1920x1080 yes - —
Aspect Ratio 16:10

1440x900 yes yes _—
1680x1050 oui -— —
1920x1200 oui -— —

Note: when exiting the dialog box the graphical settings may be tested.
b) Screen Saver

Parameters are:

- Screen Saver: this function automatically either blacks out the monitor
display (after a certain time of inactivity) or allows the screen to be locked
during the AX3000 use:

- No: function disabled.
-Yes: function enabled. The display is restored when either the
keyboard is used or data is received from the server.
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- Yes keyboard only: The display is only restored when the keyboard
is used.

- Energy Star Power Saver (available only if the screen saver feature is
enabled): this saves monitor power consumption.

- Password (available only if the screen saver feature is set): the lock
screen feature is only available if a password is entered. Press <Space>
to enter the password. For more information about the lock screen
feature, see Chapter 4.3.

- Delay (minutes) (available only if the screen saver feature is set): delay
before the monitor is turned off or locked.

¢) Touch Screen

"Touch screen events" are automatically remapped into "mouse events". No
additional drivers or settings are required on the server (Windows, Unix/Linux,
AS/400...).

Touch screen parameters:
- Port: serial touch screen port (Aux1, Aux2...)
For a USB touch screen this parameter is disabled
- Settings: press <Space>. The displayed box depends on the touch
screen type (serial or USB):

Serial Touch Screen: USB Touch Screen:

E loTouch| <Space>|
<Space> Click Only
<Space> No

20 20

Line Farameters
9600
8-1-No
None

Type (serial touch screens only): select the touch screen manufacturer:
ELOTouch, MicroTouch or Liyitec.

Automatic Detection (serial touch screens only): press <Space> to
automatically obtain the set-up parameters from the touch-screen. To detect
these settings the Axel terminal scans a range of baud rates and data formats.
When these match the touch screen settings the serial line parameters are
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updated.

Calibration: press <Space> to display a dialog box for calibration. (Follow the
instructions and touch the screen where "*'s are displayed).

Events sent (USB touch screens only): two modes are available:
- Click Only: a 'mouse click' event is sent when the screen is touched
- All: in addition of the click event, 'mouse motion' events are sent until the
screen is untouched.

Transpose X/Y Axis (USB touch screens only): select 'yes' or 'no'.

Double Touch Accuracy Range (pixels): this parameter defines a zone size
which allows double-click to be emulated. A double-click event will be sent
when the screen is touched twice (in a period less than 0.5 seconds) and when
the two impacts are located in the same zone (less than X pixels).

Note: the touch screen functions properly only after the calibration has been
performed.

After calibration touch screen events are automatically remapped to the
following mouse events:

- 5250 emulations: left double-click

- Other emulations or protocols: left click
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3.2.3 - Audio

Select the [Configuration]-[Terminal]-[Audio] menu to access the following
dialog box:

Audio

{Space>
5
By Buzzer

Sound Alerts
Long
Long
Front session only

a) Audio Device

When an audio device is detected its type is displayed (USB Audio). In this case
the following options are available:

- Hardware Information: miscellaneous information.

- Volume: setting-up the volume (0=mute).

- Sound Alerts: selecting the output device: buzzer or audio device.

b) Sound Alerts

A sound alert is a bell sound. Two types of sound alerts are available. For each
one, the beep can be disabled or the duration can be set. (Values: no, short,
long or very long.):
- Local: following an unexpected operation the terminal sounds a beep.
- Remote: the beep is requested by the server (escape sequence).
- Sounded for: set if the remote alert is played for "Front session only" or
for "Any session".
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3.2.4 - Global RDP/ICA

Select the [Configuration]-[Terminal]-[Global RDP/ICA] menu to access
settings specific to RDP/ICA environment. The following dialog box is displayed:

USB Drives
Disabled

Keyboard
Default
40C

Caps Lock

a) USB Drives

External USB mass storage devices (memory sticks, hard drives, CD/DVD
readers...) are redirected to the Windows/Citrix server and are seen as local
drives

The USB drive parameters are:
- Access Permission: two modes are available:
- Read Only: writing is not allowed but multiple RDP/ICA sessions
can read the USB drive
- Read/Write: read and write access permitted by only for a single
session
- Driver Letter: mnemonic given to the Windows server.

Important: this box allows “global” parameters to be set-up. It is necessary to
also enabled/disable USB drive redirection per session (see Chapters 5.1.5 and
5.2.6).

b) Keyboard Nationality
When the nationality of the keyboard is not listed by the terminal setup, a

country specific Microsoft keyboard code can be specified. This code is used
when an RDP/ICA session is established and allows any keyboard nationality to
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be negotiated and supported by the terminal.

Note: The country code is only applied after a Windows connection is
established — so is not available at the terminal setup level.

The RDP/ICA Keyboard parameters are:
- Nationality: two possible values:

- Default: the keyboard nationality is given by the [Configuration]-
[General]-[Keyboard] menu. This setting is used by default for
Windows sessions, and if listed and selected no further action is
required. (This same nationality is used for character based sessions
and terminal setup menus)

- Custom: for nationalities not listed a custom keyboard nationality can
be entered. (Microsoft Keyboard Code parameter)

- Microsoft Keyboard Code: enter the required keyboard code value. See
Appendix A.10.4 for valid values.
- CAPS Key Mode: select "Shift Lock" or "Caps Lock".

3.2.5 - Time Settings

The time management is used for:
- Displaying date and time within the local status bar.
- Updating modification/creation file time (memory stick support)
- Automatic terminal reboot
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Select the [Configuration]-[Terminal]-[Time settings] menu. The following
dialog box is displayed:

Internal Clock

Time Zone
+01:00
Paris
Yes

{Space>

Automatic Reboot
Never

a) Internal Clock

Unlike a PC, there is no local clock (with battery) in Axel terminals. To provide a
local clock we have introduced support for a time client (NTP protocol). This
allows the time to be obtained when the terminal is powered on.

Enter the time server IP address (or the DNS name). This information can be
automatically obtained via the DHCP protocol. (See Chapter 3.1.2).

The date and time can be displayed within the terminal status bar. The following
option allows the display formats to be selected:
- Date Format: 'JJ/IMM/AA' or 'MM/JJ/AA'
-Time Format : 'HH:MM' or 'hh:MM'. (For the second format the time is
displayed 'modulo 12' with PM or AM after.)

b) Time Redirection

The terminal negotiates its own local time zone. This allows different ‘local
times’ to be displayed on terminals in different geographic regions?
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Note: the time zone redirection function must be enabled on the Windows 2003
server. See Chapter 5.5.6.

The time zone parameters are:
- Time Zone GMT: positive or negative offset from GMT.
- Time Zone Name: a non-empty character string (Greenwich by default).
- Daylight Saving: enabling daylight saving function.
- Daylight Settings: press <Space> to customize daylight settings. The
following dialog box is displayed:

Transition to Daylight Time
Last Sunday March
2

Transition to Standard Time
Last Sunday October
3

Enter the following parameters for each transition time:
- Transition Day: day number, day and month. (For example: Last
Sunday of March for daylight time.)
- Transition Hour: enter the hour without minute. (For example: 2 is

02:00.)
¢) Automatic Reboot

When a NTP server is set, the terminal can be automatically rebooted (every
day or a specific day). This can be used with the auto-configuration feature.
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3.2.6 - Terminal Remote Control

To set-up the remote control function, select the menu [Configuration]-
[Terminal]-[Remote Control]. The following dialog box is displayed:

Remote Control
Yes
Yes
{3pace>
41098
5900

Telnet Setup

4096

a) Remote Control

This functionality allows an administrator to remotely take control of a terminal.
The administrator can passively watch the users screen or actively take control
with his own keyboard for various support or administration purposes.

The parameters are:

- Remote-Control Allowed: yes or no.

- User's Authorization Required: when this parameter is set the remote
control must be accepted by the current user of the terminal.

-Text Mode (TCP Port): remote control only for text-based session
(terminal set-up, telnet, 5250 & 3270)

-VNC Mode (TCP Port): global remote control

- Password (optional): this password will be requested when the
connection is established.

For more information, refer to Chapter 10.2.
b) Telnet Set-Up

This functionality allows the terminal set-up to be addressed by a telnet client.
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The single parameter is the TCP port (4096 by default).
For more information, refer to Chapter 10.3.
(Note Windows telnet client requires specific arguments given in Chapter 10.3)

3.2.7 - Password

Access to the set-up menus can be controlled by a password.
a) Setting the Password

Select the [Configuration]-[Terminal]-[Password] dialog box to set, change
or delete the set-up password:

Enter the following parameters:

-Enter a new password: enter a new password of maximum five
characters, or press <CR> if no password is required or to delete existing
password.

- Retype password: re-enter the identical password.

b) Entering Set-Up

If the set-up is password protected, the following dialog box will be displayed
the next time access is attempted:
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Three operations are permitted:
- enter the password to access the set-up
- press <Esc> or select the [CANCEL] button to exit set-up mode
- select the [CONSULTATION] button to access the set-up without using
the password. All set-up operations will be permitted but it will not be
possible to save the modifications.

IMPORTANT: if the password is not known, the super password 'yaka' can be
used. (Only from the local interactive set-up and only if "Administrator Hot Key
disabled" is set to "No". See Appendix A.10.2.)

3.2.8 - Miscellaneous

Select the [Configuration]-[Terminal]-[Miscellaneous] menu to access the
following dialog box:

SlavesDefault Printer Port

Regional option

a) Default Printer Port

The default port is used for screen dumps or to select the default port for
printing via escape sequences (for text-mode emulations).

Printer parameters:
- Default port: press <Space> to select the port.
- Pre-hardcopy String (available if "default port" isn't "none"): character
string sent before a hardcopy.
- Post-hardcopy String (available if "default port" isn't "none"): character
string sent after a hardcopy (for example "\0C" is a form feed)
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Note: If "Choose Portrait/Landscape” is enabled (see Appendix A.10.2), the
parameter "Pre-hardcopy String" is replaced by the two parameters "Portrait
Pre-print String" and "Landscape Pre-print String".

b) Regional Option

These two options allow numbers to be distinguished when a copy/paste
operation is done from a text-based session to an RDP/ICA session. (Useful
when the paste operation is done to spreadsheet software).

The decimal symbol can be a comma or a dot.

The digit grouping symbol can be a dot, a comma or a space.

3.3 - SETTING EACH SESSION

The AX3000’s built-in multi-connection capability allows simultaneous access to
up to 6 different servers on one or more Ethernet networks or by serial
connection.

Each independent session has:
- A connection: TCP/IP protocol and associated server
- A virtual terminal: emulation, function key values, number of lines, etc
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Select the [Configuration]-[Sessions]-[Session X] menu (where X is the
session number). The "Session Type" list is displayed:

Diagnostics Download

Network
Terminal
Local Desktop

------------
Session Citrix (ica)
____________ Session Uirtual Desktop
dession UNC
———————————— Session 5250
Session 3270
Text Emulation

None

Note: if the session was already associated with a "Session Type" the related
dialog box is displayed.

3.3.1 - "TSE (rdp)" or "Citrix (Ica)", "Virtual Desktop" Session Types

Graphical mode session for connections to Windows (TSE servers, Citrix
servers or virtual machines).

For more information refer to Chapter 5.

3.3.2 - "VNC" Session Type

Graphical mode session for connections to Unix/Linux.
For more information refer to Chapter 8.2.

3.3.3 - "5250" Session Type

Text mode session for connections to AS/400.

For more information refer to Chapter 6.
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3.3.4 - "3270" Session Type

Text mode session for connections to OS/390.
For more information refer to Chapter 7.

3.3.5 - "Text Emulation" Session Type

Network (telnet, ssh and tty protocols) or serial (aux1l and aux2 ports) text
mode sessions are generally used for Unix/Linux connections.

For more information, refer to Chapter 8.1.

3.3.6 - "None" Session Type

The session is no longer available for the user.

3.3.7 - Duplicating Session Settings

The settings of a "source" session may be duplicated to a 'destination’ session.

In the [Configuration]-[Sessions] menu, select the source session and press
<CtrI><C>. Then select the destination session and press <Ctrl><V>.

After confirmation, the source session settings are applied to the destination
session.

3.4 - USB MANAGEMENT

3.4.1 - Specifications

Technical specifications:
- Supported speeds:
- All models: Low-speed (1,5 Mbits) and Full-speed (12 Mbits)
- Models 80 & 85: high-speed (480 Mbits)
- Maximal consumption: 500 mA (total current draw for all ports)
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Important Note: power hungry non-computing USB devices must not be
connected to the terminal (fans, lights...) as they have the potential to draw too
much current and cause damage to the terminal.

The following USB devices are supported:
- Keyboard,
- Barcode reader,
- Mouse,
- HUB,
- Printer,
- USB-RS232 adaptor,
- Touch screen,
- Mass storage device (memory stick, hard drives, CD/DVD readers...),
- Smartcard reader (or security USB dongle from Aladdin),
- Audio device.

Other USB devices are detected but not supported.

USB devices are hot-pluggable and are dynamically detected by the Axel
terminal.

Maximum number of connected USB devices:
- Two keyboards and barcode readers,
- Two mice,
- Two HUBs,
- Four printers or USB-RS232 adaptors,
- One touch screen.
- One mass storage device,
- Two smartcard readers.
- One audio device.

3.4.2 - Connecting a USB Keyboard

The USB keyboard is automatically detected by the Axel terminal.

The USB keyboard settings (nationality, LED initialization...) are displayed and
can be changed in the AX3000’s General Parameters. For more information
see Chapter 3.2.1.
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Note: multiple keyboards (USB and/or PS2) can be connected. The same
settings are used for both and they can be used simultaneously.

3.4.3 - Connecting a USB Barcode Reader

The USB barcode reader is automatically detected by the Axel terminal. A
barcode reader is treated as a keyboard. See previous chapter.

3.4.4 - Connecting a Mouse

A USB mouse is automatically detected by the Axel terminal. No specific
settings are required.

Note: multiple mice (USB and/or PS2) can be used simultaneously.

3.4.5 - Connecting a HUB

A USB HUB is automatically detected by the Axel terminal. No specific settings
are required.

3.4.6 - Connecting a Printer

a) Logical Port Attachment

When a USB printer is connected for the first time to the Axel terminal a logical
port is associated. Four logical ports are available: Usb1, Usb2, Usb3 and
Usb4.
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The associated logical ports are listed in the menu [Configuration]-[Ports]-
[USB Logical Ports]. To get information of a USB printer, select its logical port
and press <Enter>. For example:

FProduct

TMone

RDP/ICL printer parameters

This association is maintained even if the printer is powered off, disconnected
or connected to the other USB port.

Releasing a logical port is a manual operation (see Chapter below 'Releasing a
Logical Port').

b) Setting-Up

The USB printer set-up procedure is the same as a serial or parallel printer.
For more information, see Chapter 3.5.2 and the following.

c) Releasing a Logical Port

A logical port must be manually released. This operation can be performed only
when the USB device is no longer connected.
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In the menu [Configuration]-[Ports]-[USB Logical Ports] select the logical
port and press <Enter>. The following box is displayed:

Product

RDP/ICL printer parsmeters

Select the [DELETE] button to release the logical port.

The released logical port is removed from the list of the associated ports and is
now available for the next USB device.

3.4.7 - Connecting a USB-RS232 Adaptor

a) Overview

A USB-RS232 adaptor is normally a cable with USB connector at one end and
one or more serial connectors (DB9 or DB25) at the other end. This allows
serial devices to be connected when no native serial ports are available.

This technology is sometimes embedded in USB devices. For example touch
screens or card readers. These devices have a USB connector but are based
on serial technology and are seen as serial ports.
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b) Configuration

A logical USB port is allocated to the USB-RS232 adaptor. (See attaching and
releasing operations in the Chapter 3.4.6). For example:

Product

Line Parameters
Printer
9600
8-1/No
High
High
Hone

fAizzociated Serwvice

Hone

RDP-ICA Redirectiom
MHo

This USB logical port allows the adaptor to be configured: line parameters
(baud rate, format...), service and RDP/ICA redirection. For more information
see Chapter 3.5.1.

3.4.8 - Connecting a Touch Screen

A USB touch screen may be seen by the terminal:
- Either as a pointer device
-Or as an USB-RS232 adaptor. In this case a logical USB port is
automatically created (see Chapter 3.4.7).

In both cases, to set-up the touch screen, select the menu [Configuration]-
[General]-[Miscellaneous]. For more information see Chapter 3.2.2.

3.4.9 - Connecting a Mass Storage Device

Note: only available with the firmware option MSC.
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Most USB mass storage devices fall in one of the categories below:
- memory sticks,
- hard drives,
- CD/DVD readers,
- floppy disks,
- memory card readers,
- digital cameras.

The main difference between these devices is the type of file system (i.e the
format in which the data is stored).

IMPORTANT: only mass storage devices formatted in FAT12, FAT16, FAT32
and 1S0O9660 are supported.

For your information the following table lists the most common file systems for
each device type (V: supported by a PC or Axel, o: supported only by a PC):

USB Mass Storage Device NTFS 1ISO 9660 PIMA

Memory Sticks

Hard Drive \/ o o

CD/DVD Readers v o

Floppy Disk V

Digital Cameras V o o
Memory Card Readers V

File systems generally used on most common storage devices

Mass storage devices must be setup at two levels:
- General: see Chapter 3.2.4
- Per Session: see Chapters 5.1.5 and 5.2.6

Note: The status line (see Chapter 3.6.2) gives an indicator showing when the
device is being accessed

It's strictly forbidden to remove a device currently in use as the file system
could be damaged and the integrity of the storage device lost.
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3.4.10 - Connecting a Smartcard Reader

Note: only available with the SCA firmware option.

This function is designed for PC/SC-compliant smartcard readers. Two readers
are supported by the Axel terminal:

- CCID readers,

- Aladdin eToken.

Note: Some "non-PC/SC" readers are also supported. This is achieved with the
RDP/ICA COM port redirection (or by the tty protocol for Unix/Linux). In this
case RS232 devices or USB-RS232 devices must be used (see Chapter 3.4.7).

For the PC/SC devices, a "reader store" is maintained by the terminal. This
store is accessed by the [Configuration]-[Advanced]-[Smartcard Readers]
menu:

<Space>
<Space>

<Space>

A reader is automatically added to the store when being connected for the first
time. Up to four readers can be stored. To consult or change reader
characteristics select the entry and press <Space>. A dialog box as shown is
displayed:

0529/0600
AK3
ifdh

Perzistent
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Smartcard reader parameters are:

-Reader ID: this value can't be modified. It's composed by the
"Manufacturer ID" and "Product ID".

-Vendor Name: character string sent back by the terminal when a
SCardGetAttrib (option SCARD_ATTR_VENDOR_NAME) command is
issued by a Windows PC/SC application.

-IFD Type: character string sent back by the terminal when a
SCardGetAttrib (option SCARD_ATTR_VENDOR_IDF_TYPE) command
is issued by a Windows PC/SC application.

- Smartcard Reader Registration: generally a reader must be attached to
the terminal to be enumerated by a PC/SC application
(SCardListReaders command). Some readers have to be listed even
when they are not attached (for example a token - reader and smartcard
are integrated in a memory stick). This parameter allows the method to
be selected: dynamic or persistent.

The [DELETE] allows this store entry to be deleted.

The use of a smartcard reader is enabled/disabled per session. See Chapters
5.1.5and 5.2.6.

3.4.11 - Connecting a USB Audio Device

The USB audio device is automatically detected by the Axel terminal.

The use of an audio device is enabled/disabled per session. See Chapters
5.1.5and 5.2.6.

3.4.12 - Listing Connected USB Devices

To list all connected USB devices (supported or not) select the menu
[Diagnostic]-[USB]. For more information see Chapter 9.4.
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3.5 - SETTING AUXILIARY AND LOGICAL PORTS

Three types of ports are available for peripheral devices:

- Auxiliary ports: one parallel port, two native serial ports (Aux1 and
Aux2) and USB-serial devices (Aux3...).

- USB logical ports: a USB logical port is automatically created when a
USB printer is connected. Four USB logical ports are available (see
Chapter 3.4.6.

- Network Printers: a TCP logical port (Net1 and Net2) allows a network
printer (or a network print server) to be addressed in the same way as a
local printer.

The AX3000 (auxiliary and logical) ports can be accessed in various ways:
-By a network service (Ipd, tty, prt5250, etc). The management of the
ports is independent of the active screen session.
- By an RDP or ICA session (see Chapter 5).
- By escape sequences (transparent mode or embedded printing). This
provides compatibility with applications designed for serial terminals.

3.5.1 - Setting Up the Ports

This chapter covers selecting, setting up and choosing the network service for
each port. (Also see Chapter 3.5.2)

Note: within the dialog boxes the [ASCII TEST] button verifies communication
between the AX3000 port and the connected device. This test works in all port
configurations.

Warning: if ASCII format is not supported by the printer, the banner won't be
displayed.

a) Setting Serial Ports
Note: a serial port is:

- A native serial port (Aux1 and Aux2 for models 65 and 75).
- A USB-serial device (USB/RS232 adaptor, touch screen, card reader...)
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Select the [Configuration]-[Ports]-[Auxiliary Ports]-[AuxX] dialog box to
configure each auxiliary serial port:

Line Parameters

Printer
9600
8-1/No
No
High
High
None

Azszociated Service

Hone

RDP~ICA Redirectiom
No

These parameters are:

- Operating Mode: four modes are available:

- Printer: data flow takes place one way only (from the AX3000 to the
serial peripheral device). However handshaking between the
peripheral and the AX3000 is performed.

- Bi-directional Device: Used to control peripherals such as bar
code readers, touch screens, scales etc

- ASCIl to EBCDIC: this mode allows ASCII data received by the
auxiliary port to be converted to EBCDIC (AS/400) format and be
placed in the keyboard buffer. This is useful for connecting PC
based peripherals (scanners, scales, etc) to an AS/400 application.
Note: the 'associated service' must be set to 'none' and this port
must be set as the AX3000 default auxiliary port (select the
[Configuration]-[General]-[Miscellaneous] menu).

- Aux. Command (only for "ASCII to EBCDIC" mode): an ASCII character
string may be sent to the serial device. This is done by pressing the
"Send Aux. Command" keystroke. (AltGr-F2 by default)

Example: requesting weight data from scales.
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- Speed: selected from a list (from 300 to 115,200 bits per second).

- Format: data format is selected from a list: data length (7 or 8 bits), stop
bit and parity (none, odd or even).

- Test Device Presence: the CTS signal can be used by the AX3000 to
detect the peripheral’s presence.

- DTR Initial State: select 'high’ or 'low'.

- RTS Initial State: select 'high' or 'low".

-Handshake for Transmission: handshake used by the peripheral to
control the AX3000’s data flow.

-Handshake for Reception (available only in bi-directional mode):
handshake used by the AX3000 to control the peripheral’s data flow.

- Associated Service (ldp, prt5250, ftty...): see Chapter 3.5.2 and
following.

- RDP/ICA Redirection: see Chapter 5.

b) Setting the Parallel Port

Select the [Configuration]-[Ports]-[Auxiliary Ports]-[Parallel] dialog box to
configure the parallel port:

RDF/ICL Redirection

The dialog box parameters are:
- Associated Service (ldp, prt5250, tty...): see Chapter 3.5.2 and below.
- RDP/ICA Redirection: see Chapter 5.

c) Setting USB Logical Ports

Select the [Configuration]-[Ports]-[USB Logical Ports]-[UsbX] dialog box to
configure a USB logical port.

Note: a USB logical port can be associated with a printer or a USB-RS232
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adaptor.

Example of a dialog box for a USB printer:

Logical Port Ushbl

Product

Tone

RDP/ICh Redirection

CANCEL

Example of a dialog box for a USB-RS232 adaptor:

Product

Line Parameters
Printer
9600
8-1/No
High
High
None

fizzociated Service

None

RDP-ICA Redirection
No

ASCIT TEST CANCEL

The dialog box parameters are:
-Line Parameters (USB-RS232 adaptor only): see the serial ports
Chapter.
- Associated Service (ldp, prt5250, tty...): see Chapter 3.5.2 and below.
- RDP/ICA Redirection: see Chapter 5.
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d) Setting Network Printers

Select the [Configuration]-[Ports]-[Network Printers]-[NetX] dialog box to
configure TCP logical ports:

Port Parasmeters

ELP/ICA RBedirection

The following parameters can be set:
- Connection Type: always 'raw'
- Server: press <Space> to select the server from a list.
- TCP Port: numeric identifier of the connection. The default value is 2048.
- Inactivity Time-out (sec): the session is automatically disconnected
after this inactivity delay.
- Associated Service (ldp, prt5250, tty...): see Chapter 3.5.2 and below.
- RDP/ICA Redirection: see Chapter 5.

3.5.2 - Connecting a Printer

This chapter describes the set-up for an LPD printer attached to the AX3000.

LPD is a universal network printing protocol supported by all operating systems.
Often there may be a better protocol to use, for example:
- Prt5250: specific for 0S/400 (see Chapter 6.3),
- Prt3270: specific for S/390 (see Chapter 7.3),
- tty: specific for Unix/Linux (see Chapter 5.3),
- RDP or ICA redirection: dedicated to Windows (see Chapter 5.1.5 and
5.2.6).
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The embedded LPD print server allows the remote printer to be accessed as a
standard system printer.

An LPD printer requires three parameters:
- The AX3000’s IP address or FQDN name if DHCP/DNS is used,
- An identifier for the auxiliary port (user selectable character string),
- An optional filter to pre-process the file before printing (but generally this
processing is done by the operating system level).

To set the LPD service on a port, select the [Configuration]-[Ports]-[xxx]-
[yyy] dialog and enter the following parameters:

- Service: select Ipd.

- Parameters: press <Space> to access the following dialog box:

- Printer Port Name: this is the port identifier. Sometimes the same
name is used for the printer at the operating system level.

-NL=CR+NL Filter: The line feed character OxOA can be mapped to
carriage return + line feed 0x0D Ox0A,

- Enhanced parameters: see Appendix A.10.3,

- Pre-print String: character string sent before the print job.

- Post-print String: character string sent after the print job (for example
"\0C" is a form feed)

Note 1: If "Choose Portrait/Landscape” is enabled (see Appendix A.10.2), the
parameter "Pre-print String" is replaced by the two parameters "Portrait Pre-
print String" and "Landscape Pre-print String".

Note 2: if a serial port is used for printing, set the operating mode to 'Printer'.

For more information about Ipd printers, refer to the chapter related to your
operating system in this manual.
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3.5.3 - Connecting a Serial Terminal

Two serial terminals can be attached to the AX3000’s serial ports. These serial
terminals communicate with the target server(s) using the AX3000’s embedded
telnet service.

To configure the telnet service for the chosen serial port, select the
[Configuration]-[Ports]-[xxx ]-[yyy] dialog and enter the following parameters:
- Service: select telnet.
- Parameters: press <Space> to access the following box:

- Server: name of the server selected from a menu (see Chapter 3.1.3).

- TCP Port: numeric identifier of the telnet service on the target server.
(Default value is 23).

- TERM: the value of this variable is 'negotiated’, between the server
and the AX3000.

- Auto-Connection: if this parameter is set to 'yes', the connection will
be automatically established when the AX3000 is powered-up.
Alternatively the user can press any key on the serial terminal
keyboard to initiate the connection.

- Auto-Reconnection: if this parameter is set to 'yes' a new connection
is automatically established after a disconnection. If set to ‘no’ the
user can press any keyboard key to establish a new connection.

- Enhanced parameters: see Appendix A.10.3.

Note: the serial auxiliary port used must be configured for 'bi-directional'
operating mode.
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3.5.4 - Connecting other Peripherals

The Unix/Linux tty service provides bi-directional control of the device.

Note: only the two serial auxiliary ports are bidirectional. For other ports
(parallel and logical ports) the tty service acts as a unidirectional service.

To set the tty service on the port, enter the following parameters in the
[Configuration]-[Ports]-[xxx]-[yyy] dialog box:

- Service: select tty.

- Parameters: press <Space> to access the following box:

- Server: name of the server selected from a menu (see Chapter 3.1.3).

- TCP Port: numeric identifier of the tty service on the target server.
The TCP Port default value is 2048.

- Auto-Reconnection: if this parameter is set to 'yes', a new
connection is automatically established after a disconnection.
Otherwise, the AX3000 must be power-cycled.

- Enhanced parameters: see Appendix A.10.3.

Note: Axel provides a Unix/Linux utility called axtty by which pseudo-devices
(/dev/ttypx) may be linked to the AX3000 serial ports. The AX3000 ports appear
as local UNIX ‘/dev/xxx’ ports. For more information, see Chapter 5.4.

3.5.5 - Using a Serial Port as the Main Port of a Session

A screen session can be associated with a serial port. This session now
connects as a serial dumb terminal.

Serial and TCP/IP screen sessions can be used at the same time.

For more information see Chapter 8.1.2 (sub-section d).
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3.5.6 - Other Uses

a) Using rtty

With the rtty service, the AX3000 acts as a server. The AX3000 "listens" on a
given TCP port. Then, a connection can be established from a Windows or Unix
box to send or received data.

Note: the rtty service can also be used with the Axel daemon (axttyd) under
UNIX (see Chapter 8.4).

To set the rtty service on the port, enter the following parameters in the
[Configuration]-[Ports]-[xxx]-[yyy] dialog box:

- Service: select rity.

- Parameters: press <Space> to access the following box:

- Port TCP: numeric value associates to this auxiliary port.

-NL=CR+NL Filter: The line feed character 0xOA can be mapped to
carriage return + line feed 0x0D OxO0A,

- Always Accept New Connection: set the AX3000 behavior when an
rtty connection is already established and a second connection rtty is
received.

- Enhanced parameters: see Appendix A.10.3.

- Pre-print String: character string sent before the printing.

- Post-print String: character string sent after an the printing (for
example "\0C" is a form feed)

Note: If "Choose Portrait/Landscape” is enabled (see Appendix A.10.2), the
parameter "Pre-print String" is replaced by the two parameters "Portrait Pre-
print String" and "Landscape Pre-print String".
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b) Using the rsh Command to Print

The embedded rcmd service allows printing with the rsh command (or rcmd
command, according to the operating system used).

To set the rcmd service on the required auxiliary port, select the rcmd service
from the [Configuration]-[Ports]-[xxx]-[yyy] dialog box. Then enter the name
of the associated printer port.

For more information about the rsh command, refer to Chapter 5.3.3.
¢) Using printd Legacy Service
The printd service is a legacy printer service used in conjunction with the UNIX

axconf utility. It is supported to maintain backward compatibility, but Ipd or tty
services should always be used in preference.

3.6 - TERMINAL LOCAL DESKTOP

The terminal local desktop configuration provides:
- The session manager settings,
- The status line settings,
- Hot keys to flip between sessions.
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Select the [Configuration]-[Sessions]-[Local Desktop] menu:

Local Desktop

Session Manager
Desktop
Medium Blue
Status Line
No

Keys for Switching Sessions

CANCEL

3.6.1 - Session Manager

When no session is connected a specific screen is displayed. This is the
'session manager'.

Two styles are available for this session manager:
- Classic: legacy text mode,
- Desktop: user-friendly display with icons and status line.

Selecting a background color allows the "Desktop" session manager to be
customized.

The use of the session manager is described in Chapter 4.1.

3.6.2 - Status Line

An optional status line can be enabled. It's located on the bottom of the screen.
This status line allows:

- The current session to be easily identified,

- The other connected session(s) to be easily seen,

AX3000 - User's Manual 69



Interactive Set-Up AXEL

- Switching sessions by clicking the label with the mouse.

A label (11-character string) is associated with each session. This label is by
default the name of the connected server but it can be user-defined to any
value. The label of the current session is displayed in reverse video mode. A
session label is preceded by an indicator (circle):

- The circle is empty: the session is declared but not connected.

- The circle is filled in green: the session is connected

Note: when a mass storage device is currently in use, a colored indicator is
displayed on the right (green: read in progress, red: write in progress). It's
strictly forbidden to remove a USB device when currently in use.

3.6.3 - Multi-Session Keystroke

The keystrokes to move from one session to another can be customized: A
session keystroke is composed by:
- An introducer: this combination is selected through a list:

Shift

Ctrl

Alt-3hift
Ctr1-Shift
Ctrl-Aalt
Ctrl1-Alt-Shift

- A session key: this key must different session per session.
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3.7 - OTHER FUNCTIONS

Less-used functions are available through the [Configuration]-[Advanced]
menu:

Diagnostics Download

Network
Terminal
Sessions

———————————— Auto-Conf iguration

Factory settings
———————————— Licence store
Smartcard Readers

3.7.1 - Tuning

This box offers special terminal operating parameters. Usually the default
values are suitable.

For more information see Appendix A.10.2.

3.7.2 - Auto-Configuration

The Auto-Configuration function lets a terminal check if new firmware and/or
new configuration files are available.

This function is automatically started when the terminal is powered-on for the
very first time. See Chapter 2.2.
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Additionally this function can also be set to run each time the terminal boots:

AxREM Server Localisation

The 'time-out' parameter is the maximum number of seconds allowed for the
terminal to load a new firmware/configuration. If nothing is received in this time
the terminal boots up using existing current settings.

Two methods are available for the terminal to locate the AxRM server (IP
address and TCP port):
- Static: the IP address (or the name) and the TCP port are entered
- Dynamic (only if DHCP is already used to get the terminal IP address):
the IP address and TCP port are given through the DHCP protocol (see
Chapter 2.2.3 for more information).

For more information about Auto-Configuration stages, refer to Chapter 2.2.

3.7.3 - Factory Settings

This allows, after confirmation, terminal factory settings to be reloaded. The
current configuration is lost. See Appendix A.10.1.

3.7.4 - License Store

This allows the Microsoft license tokens to be listed. In event of problems the
license store can be cleared. See Chapter 5.6.5.

3.7.5 - Smartcard Readers

This allows the smartcard readers actually 'known' by the terminal to be listed.
For more information, see Chapter 3.4.10.
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This chapter covers use of the AX3000.

4.1 - SWITCHING ON THE AX3000

The following operations are performed when the terminal is turned-on:

- Boot: initialization, network detection...

- Auto-configuration (optional): checks over the network if a new
firmware/configuration is available. If yes the terminal reboots again for
the new firmware/configuration to take effect (for more information see
Chapter 2.2)

- Auto-Connection: some connections may be opened automatically:

- Screen sessions (if the 'auto-connection' parameter is set to 'yes'),
- Auxiliary port sessions: if the associated service is a client service
(tty, telnet or prt5250) and if the 'auto-connection' parameter is set
to 'yes'.
If multiple screen sessions are auto-connected, the first active screen
session is displayed.

- Session Manager: if no screen session is connected, the Session
Manager is displayed (see Chapter 3.6). Two modes are available:

- Classic mode
- Desktop mode

The following chapter covers the session manager modes.
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4.1.1 - Session Manager: Classic Mode

This is the appearance of the classic mode:

hin Client =-

Copyright ALXEL

The following information is displayed for each session:
- The associated keystroke. For example <Alt F1>
- The session label. For example "1 TSE" or "2 5250".
- The server.

To open a session the user presses the associated keystrokes.
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4.1.2 - Session Manager: Desktop Mode

This is the appearance of the Desktop Mode:

The following information is displayed for each session:
- Anicon

- The indicator and the session label. For example "1 TSE" or "2 5250".

Note: whatever the status line settings, with the session manager the status line
is always displayed.

Possible actions:
- Click the icon to open a session. (The associated keystroke is also
available.) See Table 1.
- Click a status line icon. See Table 2.
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Table 1 - session type icons

a B BH @ 9%

TSE Citrix Citrix Virtual Virtual
Published App. Published App. Desktop Desktop
Published Svr. Desktop (XEN) (VMWARE)

ve @ o -

c o o
VNC 5250 3270 Text
Emulation

Table 2 - status line icons

Turning off - See Chapter 4.5

Getting terminal information (Firmware/Hardware)
Disconnecting the current session. See Chapter 4.2.2.

m| USB drive status. Only displayed if a USB drive is attached.
Set Portrait/Landscape mode - See Appendix A.10.2

IREIE

<

4.2 - USING MULTIPLE SESSIONS

AXEL terminals provide multiple and concurrent connections. This feature
allows simultaneous access to multiple hosts and applications.

4.2.1 - Opening and Switching Sessions

Opening or switching sessions can be done through:
-The keyboard: press <Alt><Fx>. These default keystrokes can be
changed (see Chapter 3.6.3).
- The mouse: click left:
- With the session manager (desktop mode): click onto a session icon.
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- With the status sine: click the session label. (The status line must be
enabled - see Chapter 3.6.2 - and the mouse be supported by the
current session).

Note: if the session is 'host free', a dialog box is displayed. The following
parameters are required:

- Connection Type: read only information.

- Host: press <Space> to select the host

- TCP Port: the default value is protocol dependent

4.2.2 - Disconnecting Sessions

A session can be disconnected by one of following ways:
- A system command (ie logging off the server)
Example: under Unix, exit (or <CtrI><D>),
- <Ctrl><Alt><D>. This keystroke is locally processed by the AX3000 and
works regardless the operating system.
- The status line "key" icon

If the user closes the current session (<CtrI><D> in UNIX) the behavior of the
terminal depends on how the 'auto-reconnection' parameter is set for the
current session.

If this parameter is set to 'yes', a new connection is immediately and
automatically established within the current session.

If this parameter is set to 'no’, the AX3000 displays the first of the remaining
active sessions. If there are no remaining active sessions (for example,

because the last active view has been disconnected), the session manager is
displayed.

4.3 - LOCKING THE SCREEN

For security reasons, it might be useful for the AX3000 operator to lock the
screen rather than logging out.

Note: the lock screen means the AX3000 screen is blanked but the current
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sessions are still connected and active. There is no way to enter the AX3000
Set-Up or to switch the session. The only way to regain control is to enter the
proper password.

The lock screen feature is associated with the screen saver function and must
be enabled through the AX3000 Set-Up (see Chapter 3.2.2).

Two methods are available to lock a screen:

- Automatically: when the terminal is idle (keyboard or screen) for a
certain time, the AX300 blacks out the monitor display. The display is
automatically restored as soon as a key is pressed. A dialog box allowing
the screen to be unlocked after password is entered is displayed.

- Manually: the <CtrI><Alt><S> keystroke allows the screen to be locked
immediately.

An unlock-screen dialog box is displayed. Two operations are possible:

- Entering the password to unlock the screen. Two passwords can be
used: the screen saver password and the set-up password (see Chapter
3.2.7).

- Resetting the AX3000. If the password is forgotten, the only way is
selecting the [Shutdown] button. After power-cycling it, the AX3000
administrator will be able to modify or remove the screen saver
password.

Note: For the highest level of security we recommend setting the terminals ‘Set-
Up’ password. (See Chapter 3.2.7)

4.4 - "COPY/PASTE" FUNCTION

The terminal offers a "Copy/Paste" function which operates either in the current
session or between different sessions.

For example, text can be copied from a 5250 session and pasted to a Windows
session.
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a) Copy

From a Windows Session (RDP or ICA):
Use the standard 'Copy' function. For example <Ctrl><C>

From a VNC Session:
The 'vncconfig' tool must be run. The copy is simply done by selecting a text
zone.

From a Text Session (5250, 3270, ANSI, VT...):

Press <Ctrl><C> (with 5250 and 3270 emulations) or <CtrI><Alt><C> (with
other emulations) to enter the Copy mode. Use the mouse to select the copy
data. Pressing <Enter> validates the selection and the text is copied into a local
clipboard. (<Esc> cancels Copy Mode).

Note: the Copy function is available only if the mouse is supported by the
current session.

Note: We are unable to use the “standard” of cont c as this is already used for
another function within Unix/Linux

b) Paste

To Windows Session (RDP or ICA):
Use the standard 'Paste’ function. For example <Ctrl><V>

To a VNC Session:
The 'vncconfig' tool must be run. Select 'Paste’ in the contextual menu of the
Linux software.

To a Text Session (5250, 3270, ANSI, VT, WYSE...):

Press <Ctrl><V> (with 5250 and 3270 emulations) or <CtrI><Alt><V> (with
other emulations) to paste the contents of the local clipboard.

Note: for the 5250 and 3270 sessions, a <Field Exit> function is sent at the end
of each line contained in the clipboard.
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4.5 - TURNING OFF THE AX3000

A careful check should be made before turning off the TCP/IP AX3000 if TCP/IP
connections are active. The operating system cannot detect if a TCP/IP device
is turned-off, so the current TCP/IP connections remain active as far as the
server is concerned - resulting in various potential issues.

Under Unix it is advisable not to turn off the TCP/IP AX3000 when a login
prompt is displayed (something which is commonly done with serial UNIX
terminals). This is because a telnet connection has been opened and will then
become an orphan process. The following examples illustrate how the TCP/IP
AX3000 differs from a conventional dumb terminal:

- If the 'auto-reconnect’ parameter if set to 'yes', a stable stage cannot be
reached on the AX3000. New telnet connections will repeatedly be
opened.

- Under OS/400, it is impossible to exit the login stage, because there is no
way to close the current telnet session.

To allow graceful shutdown, an AX3000 shutdown function is available. Press
<CtrI><Alt><Del>.

A dialog box allows the next step to be selected:
- [SHUTDOWN] button
- [REBOOT] button

After selection, all active connections (screen and auxiliary port) are closed.

For the "Shutdown" choice, a few seconds later, the user is informed that the
AX3000 may be turned off.
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4.6 - AX3000 HOT-KEYS

The AX3000 hot-keys are listed in the following table. (These hot-keys are
locally processed by the AX3000 and independent of emulation).

PC-Keyboard

5250-Keyboard

Action

<CtrI><Alt><Esc> <Rest><Alt><Esc> Enters the AX3000 Set-Up
<Alt><Fx> <Alt><Fx> Switches session (these hot-
key can be modified)
<Alt><+> <Alt><+> Switches to next session
<Alt><-> <Alt><-> Switches to previous
session
<Ctrl><Alt><S> <Rest><Alt><S> Locks the screen.
<CtrI><Alt><Pause> <Rest><Alt><Pause> | Sends a break code.
Note: only for telnet
protocol.
<CtrI><Alt><Prt Scr> <Rest><Alt><Prt Scr> | Performs a screen dump to

the default auxiliary port.

<CtrI><Alt><D>

<Rest><Alt><D>

Closes the current session

<CtrI><Alt><K>

<Rest><Alt><K>

Changes the keyboard type
(PC—AS/400)

<CtrI><Alt><Del>

<Rest><Alt><Del>

Shuts down the AX3000.

<CtrI><Alt><I>

Information about the RDP,
ICA or VNC current session.

<CtrI><Alt><X>

<Rest><Alt><X>

Opens the connection box
(see Chapter 9.2)

<CtrI><Alt><BackTab> | <Rest><Alt><BackTab | Set 'text mode' set-up
>
<CtrI><C> or <Rest><C> Selects and copies a screen

<CtrI><Alt><C> zone (mouse is requested)
<Ctrl><V> or <Rest><V> Paste the text
<Ctrl><Alt><V>

Note: keystrokes written in bold can be disabled. See Chapter A.10.2, section

d).
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This chapter covers AX3000 installation under Windows

This chapter describes the operation of the AX3000 in a Windows environment.
For more general information please refer to the previous chapters.

The connection to a Windows server can be done either via:
- Microsoft's RDP protocol. See Chapter 5.1.
- Citrix's ICA protocol. Two connection types are available:
- To a published server or application. See Chapter 5.2.
- Through a local desktop (like Nfuse, WEB Interface and Program
Neighborhood). See Chapter 5.3.
- Avirtual desktop. See Chapter 5.4.

These protocols enable a remote graphical display on the AX3000. The image
is constructed, maintained and updated within the Windows server.

5.1 - RDP SCREEN SESSION

Axel terminals provide an embedded RDP-compatible protocol. The following
table shows key features available for each operating system:

Number of colors Redirection
(bits/pixel) Printer | COM Port | Audio
NT4-TSE 8 bpp - - -
Windows 2000 8 bpp Yes - -
Windows 2003 8 bpp, 15 bpp, Yes Yes | Yes
16 bpp and 24 bpp
Windows 2008 8 bpp, 16 bpp and 32 bpp Yes Yes Yes
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5.1.1 - Setting-Up an RDP Session

To set an RDP session, enter the AX3000 Set-Up and select the
[Configuration]-[Sessions]-[Session X] menu (where X is the session
number to be configured). The following box is displayed:

Connection Parameters
TSE (rdp)
no SEerver
{3pace>
{Space>
Session Parameters
{Space>
{Space>
{Space>

{Space>

Set the following parameters:

- Session Type: select "TSE (rdp)"

- Server: press <Space> to select the server from a list

- Connection Properties: pressing <Space> displays a dialog box which
lets certain connection parameters be changed. See Chapter 5.1.7.

- Auto-Logon: press <Space> to set the "Automatic Logon" function
and/or the "Auto-Run" function. For more information, see Chapter 5.1.4.
- Display Parameters: press <Space> to set display settings (resolution

and colors). For more information, see Chapter 5.1.2.

- Additional Parameters: pressing <Space> displays a dialog box, which
lets certain RDP parameters be changed. For more information, see
Chapter 5.1.3.

- Redirected Resources: press <Space> to set redirected printers and
COM ports. For more information, see Chapter 5.1.5.

- Bandwidth: pressing <Space> displays a dialog box, which lets certain
parameters be changed. For more information, see Chapter 5.1.6.

Note: after saving changes power-cycle the AX3000.
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5.1.2 - Display Parameters

Within the 'Session Profile' box, select 'Display Parameters’ and press
<Space>. The following box is displayed:

Default

This box allows display settings (resolution, number of colors and frequency) to
be set. The availability of these parameters depends of the Type value:

- Default: these three parameters are issued from general settings (see
Chapter 3.2.2). When general settings are modified, these three
parameters are automatically updated with new values.

- Customized: the three parameters are independent from general
settings.

Note: the 32bpp value color allows the true-color mode on Windows
2008 (24bpp is not supported by this O.S.).

5.1.3 - RDP Additional Parameters

Within the 'Session Profile' box, select 'Additional Parameters' and press
<Space>. The following box is displayed:

Connection
Medium Level
axelZCOO7E
No

Keyboard and Mouse

Remote
Enabled
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These parameters are:
- Encryption: three values of encryption are available. (For more
information see Chapter 5.5.1):

- No: only non-encrypted connections are accepted.

- Low Level: only one-direction encrypted connections are accepted.
(Data sent by Windows is encrypted).

-Medium Level: both-direction and one-direction encrypted
connections are accepted.

-High Level: only both-direction encrypted connections are
accepted.

- Connection Name: this character string identifies the AX3000 within the
Windows Operating System. By default this name is the terminal name
(see Chapter 3.1.1).

Note: This is not the identifier used by Windows for licensing control. The
licensing identifier cannot be changed.

- Console Mode: when set to 'yes', the RDP connection will take remote
control of the Windows Server main console.

- <CtrI><Alt><Del>: the two modes for this keystroke are:

- Local: the keystroke is handled by the AX3000 and is used for
shutdown the terminal (see Chapter 4.5)

- Remote: the keystroke is handled by the Windows server (for
example opening the task manager).

- <Scroll Lock> & <Pause>: enable or disable these two keys

AX3000 - User's Manual 87



Installing under Windows AXEL

5.1.4 - Automatic Logon and Auto-Run

Within the 'Session Profile’ box, select 'Login Script' and press <Space>. The
following box is displayed:

Aipplication

These parameters are:

- Retain last logon details: this parameters allows the username and
domain fields of the Login screen to be automatically set-up.

- Username: default value for the username field of the Login screen.

- Automatic Logon: set this parameter to 'Yes' to get an automatic logon.
For more information about the auto-login, see Chapter 5.5.2.

- Password (available only if 'Automatic Logon' is set to 'Yes'): press
<Space> to enter the password.

- Domain: this is the default value for the Windows domain field of the
Login screen.

- TS Broker Authentication: enabling this parameter allows a Windows
2008 server farm to be correctly managed: a local authentication
(username/password/domain) must be performed by the terminal.

- Auto Run: by default the Terminal Services connection offers a Windows
desktop. To automatically launch a program set this parameter to 'Yes'
and complete the following fields.

- Command (available only if 'Auto-Run’ is set to 'yes'): the program path
and file name of the program to be launched.

Example: %SystemRoot%\system32\cmd.exe
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- Working Directory (available only if 'Auto-Run' is set to 'yes'): sets
program working directory.
Example: D:\

5.1.5 - Redirected Resources

The redirected resources mechanism allows one or more local resources to be
'published' to the Windows server. These resources are available only for the
terminal's user. They are created on the Windows server when the connection
is established and removed when the session is disconnected.

The following local resources are supported:

- Printers: before being redirected each printer must be declared at the
'physical connection port' level. See first sub-section a) then c).

- COM/LPT ports before being redirected each port must be declared at
the physical port level. See first sub-section b) then c).

- Mass storage devices: see sub-section c).

- Smartcard readers: see sub-section c)

- Audio: see sub-section c)

Note: printer redirection requires a Windows 2000 server (minimum). For other
resources, a Windows 2003 service is required (except for Audio where a
Windows 2008 server is strongly advised).

a) Declaring a Redirected Printer

At the RDP/ICA connection time a redirected printer will be automatically added
to the Windows spooler. It will be removed when the session disconnects.

Before being redirected an RDP/ICA printer must be declared at the 'physical
connection port' level. The available ports are: auxiliary ports (parallel, Aux1
and Aux2), USB logical ports and network printers.
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Select the dialog box of the 'Connection port' (menu [Configuration]-[Ports]-
[xxx]). For example, the Aux1 port:

Line Parameters

Printer
96060
8-1/No
Mo
High
High
None

fAzsociated Service
None

RDF~-ICA Redirection

As Printer
fis COM port

Set the 'Active’ parameter to 'As Printer' or 'As Printer and COM'. Then select
'Printer Parameters' and press <Space>. The following box is displayed:

These parameters are:

- Printer Name: name of the Windows printer. (User definable)

-Windows TSE Driver: printer driver name. It is ESSENTIAL that the
value entered here matches the printer driver name exactly as installed
on the server. If the match is not exact Windows will not be able to
connect the printer to the driver and the printer will not be added to the
Windows spooler.

- Time_out (sec): in event of a printer error (no paper, off-line, etc.), this is
the delay before the terminal reports the error to Windows.

The printer declaration is completed. For the redirection procedure, consult the
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sub-section c).

NOTE: In the event of problems log in as administrator to determine the user
profile has correct permission levels

b) Declaring a Redirected COM/LPT Port

On an RDP/ICA connection a redirected COM/LPT port will be automatically
added to the Windows server resources. It will be removed on disconnection.
Maximum two ports can be redirected.

Before being redirected an RDP/ICA COM Port must be declared at the
'physical port' level. The available ports are: auxiliary ports (parallel, Aux1 and
Aux2) and USB logical ports.

Select the dialog box of the 'Connection port' (menu [Configuration]-[Ports]-
[xxx]). For example, the Aux1 port:

Line Parameters

Printer
9600
8-1/No
No
High
High
None

Azszociated Service

Hone
RDP~ICA Redirectiom

As Printer
fis COM port
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Set the 'Active’ parameter to 'As COM port' or 'As Printer and COM'. Then
select 'COM Port Parameters’ and press <Space>. The following box is
displayed:

These parameters are:
- Port Name: redirect COM port name (from COM1 to COM255).
- DSR Signal (only for Aux1 and Aux2): the DSR signal is not supported
by the AX3000 native auxiliary ports. This parameter allows the incoming
DSR value to be emulated. The possible values are: "Always Low",
"Always Up", "Follows CTS" or "Follows CD".

Note: for redirecting an LPT port, set the 'Active' parameter to 'As LPT port' or
'As Printer and LPT. The LPT port settings dialog box only offers to customize
the LPT name (LPT1 by default).

The COM port declaration is completed. For the redirection procedure, consult
the next sub-section.
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c) Redirecting Resources within the RDP session

To redirect resources within a session select the session profile box (menu
[Configuration]-[Sessions]-[Session X]). Within this box, select 'Redirected
Resources' and press <Space>. The following box is displayed:

Printers

no
COM-LPT Ports

All
USE Drives

No

Read-UWrite (single session)

Smartcards
No

Audio

These parameters are:
- Redirected Printer: printer(s) are selected through a list. This list is
composed by the following items:
-All
-None
- Printer Name (port): these are the RDP/ICA printer name(s). This
allows the selection of only one printer to be redirected.
- Default printer: set (or not) a printer as the default printer.
- Redirected COM/LPT Port: COM port(s) are selected through a list. This
list is composed by the following items:
-All
-None
- Xxx (port): these are the COM/LPT port name(s). This allows the
selection of only one port to be redirected.
-Redirected USB Drive: enable/disable the mass storage device
redirection. The 'Access Permission' value reminds the selected mode
(see Chapter 3.2.4).
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- Redirected Smartcards: enable/disable the smartcard redirection.

- Auto-Connection: when set to yes, the option allows the ICA session to
be automatically established when a smartcard is inserted in the reader.

- Redirected Sound: enable/disable the audio redirection.

5.1.6 - Bandwidth

Within the 'Session Profile' box, select 'Bandwidth' and press <Space>. The
following box is displayed:

Yes

No

Display and Aux Ports
Aall

High

High

Allow the following

These parameters are:

-Bitmap Cache: enabling the bitmap cache allows the AX3000 to store
images (icon, buttons, etc) locally. This can both improve the AX3000
performance and decrease network traffic.

- Offscreen Cache: enabling the offscreen cache allows the AX3000 to
store images in a 'non visible' part of the VGA memory. This parameter
can be enabled for a single session. This can both improve the AX3000
performance and decrease network traffic.

-Compress: this allows Windows to send compressed data. This
optimizes bandwidth but in some cases can decrease overall
performance. The possible values are "no", "display" or "display and aux.
ports".

- Mouse Traffic: the options are:

- All (default): all mouse events (clicks and position) are sent to the
server.
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- Click: only the click events are sent to the server. This reduces the
data flow. But the mouse cursor is not updated in real time. This
mode can significantly reduce bandwidth.

- Mouse Sensitivity: This setting varies the sample rate of the mouse. If
the sensitivity is increased the mouse movement will be more fluid, but
also network activity is increased as the sample rate is increased.

- Audio Quality: the bandwidth depends on the audio quality. For remote
connections prefer a low quality.

The following parameters are only supported when the terminal is connected to
a Windows 2003/2008 server. By default, all these features are disabled. To
allow a feature set it to "X":
- Desktop Background: the AX3000 operator is allowed to select a
desktop background.
Note: the background feature must be also allowed by the Windows
server. See Chapter 5.1.2, Sub-Chapter d.
- Show contents of window while dragging: the AX3000 operator can
choose to display the contents of windows while resizing or dragging.
- Menu and window animation: the AX3000 operator is allowed to select
the animation function.
- Themes: the AX3000 operator is allowed to select a theme (i.e. a
desktop appearance) other than the Windows Classic Theme.

5.1.7 - Connection Properties

Within the 'Session Profile' box, select 'Connection Properties' and press
<Space>. The following box is displayed:
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These parameters are:

- Auto-Connection: if this parameter is set to 'yes', the connection will be
automatically established when the AX3000 is powered. Otherwise, the
user can press <Alt><Fx> to establish the connection.

- Auto-Reconnection: if this parameter is set to 'yes', a new connection is
automatically established after a disconnection. Otherwise, the user can
press <Alt><Fx> to establish a new connection.

- Session Label: this character string (11 characters max.) is used to
identify the session within the session manger or in the status line.

- Enhanced parameters: see Appendix A.10.3.

5.2 - ICA SCREEN SESSION

The "Axel ICA-compliant" protocol allows Axel terminals to be connected to
Metaframe XP, Presentation server 4, Presentation server 4.5 and Xen App 5.

5.2.1 - Setting-Up an ICA Session

To set the ICA session, enter the AX3000 Set-Up and select the
[Configuration]-[Sessions]-[Session X] menu (where X is the session
number to be configured). The following box is displayed:

Connection Parameters
Citrix (ica)
Published fApplication
<Space>

<3pace>

<{Space>
Session Parameters

<3pace>

<3pace>

<{Space>

{3pace’>
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Set the following parameters:

- Session Type: select "Citrix (ica)"

- Connection Type: select "Server (local list)", "ICA Server" or "Published
Application". See Chapter 5.2.2.

Note: for "Citrix Desktop" see Chapter 5.3.

- ICA Browser Settings (only for "ICA Server" or "Published Application”
target type): pressing <Space> displays a dialog box which allows certain
ICA Browsing parameters be changed. For more information, see
Chapter 5.2.2.

- Host or Published Application: the option for this setting depends on
the selected Target Type. See Chapter 5.2.2.

- Connection Properties: pressing <Space> displays a dialog box which
lets certain connection parameters be changed. See Chapter 5.2.8.

-Auto Logon: press <Space> to set the "Automatic Logon" function
and/or the "Auto-Run" function. For more information, see Chapter 5.2.5.

- Display Parameters: press <Space> to set display settings (resolution
and colors). For more information, see Chapter 5.2.3.

- Additional Parameters: pressing <Space> displays a dialog box, which
lets certain ICA parameters be changed. For more information, see
Chapter 5.2.4.

- Redirected Resources: press <Space> to set redirected resources
(printers, COM ports, etc.). For more information, see Chapter 5.2.6.

- Bandwidth: pressing <Space> displays a dialog box which lets certain
parameters be changed. For more information, see Chapter 5.2.7.

Note: after saving changes power-cycle the AX3000.

5.2.2 - Connection Types and ICA Browser Settings

a) Connection Types

An ICA session is associated with one of the following connection types:

- Server (local list): this is a server previously entered through the menu
[Configuration]-[Network]-[Servers]. Select the "Server" parameter and
press <Space> to display the server list.

-ICA Server: this is a server from the Citrix server farm. Select the
"Server" parameter and manually enter the server name or press <F2> to
browse the Citrix server farm.
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- Published Application: this is a published application from the Citrix
server farm. Select the "Published Application" parameter and
manually enter the application name or press <F2> to browse the Citrix
server farm.

Note: the destination (ICA server or published application) may be left blank. In
this case when the ICA connection is established, the user must select the
destination from a list.

b) ICA Browser Settings
For the "ICA Server" and "Published Application" connection types, the ICA
Browser Settings are used to dynamically build the server or application list

(when <F2> is pressed).

Within the 'Session Profile' box, select 'ICA Browser Settings' and press
<Space>. The following box is displayed:

Citrix Browser Localisation

TCP~-IP + HTTP
ica
80
Firewall
No

Other Parameters

These parameters are:
- Exploration Protocol: two available values, and will depend on how the
Citrix server is configured:
- TCP/IP + HTTP: XML-based protocol
- TCP/IP: UDP-based protocol
For more information please see the Citrix Manual.
-IP Address or DNS Name: depending on the exploration protocol, the
ICA browsing behavior differs:
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- TCP/IP + HTTP: when this parameter is left blank, the ICA request
is sent to the DNS name 'ica'. Otherwise it is sent to the entered
DNS name or IP address.

- TCP/IP: when this parameter is left blank, the ICA request is
broadcasted. When a value is specified, the ICA request is sent to
the entered IP address or name (unicast mode). In event of failure
the ICA request is sent again in broadcast mode. Ente