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About This Book

The ServiceNow Plug-in Deployment Guide explains how to deploy the Service Now Plugin in VMware
Orchestrator

Intended Audience

This information is intended for anyone who is installing and configuring the ServiceNow Plug-in, and using the
workflow library, actions, and API classes. The information in this document is written for experienced users
who are familiar with vCenter Orchestrator workflow development, and VMware vSphere. For more
information about vCenter Orchestrator, see http://www.vmware.com/support/pubs/orchestrator _pubs.html.

For more information about vCenter Server 5.0, see http://www.vmware.com/support/pubs/vsphere-esxi-
veenter-server-pubs.html.

Procuring Plug-in & Additional Support Services

For any queries and information on the process for receiving the plug-in and additional services, you may
contact ServiceNow Plug-in Sales Support through email:
Email support: Sales snplugin@interrait.com

Technical Support

For any technical queries, suggestions or more information, you may contact ServiceNow Plug-in Technical
Support through email:
Email support: SupportSN@interrait.com
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Introduction

Many users require IT operational and service management tasks to be tracked and handled through
ServiceNow. A vCO ServiceNow plug-in can offer automation of the common business processes related to IT
service management and allow customization of already automated processes.

This user manual explains basic know how of using Service Now Plug-in with vCO.

Components for vCO ServiceNow Plug-in

The vCO implements the following components of the Service Now Plug-in

a. Incident management,
b. Problem management,
c. Task management,

d. Change management

Once the plug-in will expose the Service Now APIs for Incident management, Problem
management, Task management and Change Management, the users can use the Service Now

API functionalities in automated way using vCO workflows.

(HINTER{A
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1. Incident Management

The Service-Now platform supports the Incident Management process. Few of the features related to incident

management may be automated through vCO by providing following set of operations-
Possible Operations:
a. Insert Incident: This enables the automatic creation of incidents
b. Update Incidents:
1. Resolve Incident: vCO checks for any resolved incident and updates its status to “Resolved”
2. Update Incident by adding comments.
3. Update Incident- Add Watch List: Add self or user or an email to Watch list

4. Update Incident- Add Workflow Notes: Append incident to facilitate communication and serve as

updates between the concerned parties
5. Update Incident by editing it short description
c. Retrieve Incident: Allow escalating and managing the incidents

d. Delete Incident: Delete existing Incident

Monitoring ServiceNow for Events in Incident Management
Monitoring the incidents logged in ServiceNow by periodically checking for changes in ServiceNow, where the

polling time will be configurable and propagating the events as vCO events. This will allow vCO workflows to be

executed using the information from the events.
Execution of workflows under Incident Management
1.1 Insert Incident:
a. Right Click on Insert Incident and select Start Workflow

b. Input the parameters as requested(Please refer screenshot for the same)

Ustart wWorkflow : Insert Incidenkt E3
ServiceMowlnstance #) demon3.service-now.com [
AssignedTo ‘_Test@mycompan\;.com
Callerld [Test
Description | Test
ShortDescription | Test

Eeset to default Cancel | Submit

Incident 1

(HINTER{A
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1.2 Resolve Incident:
a. Right Click on Resolve Incident and select Start Workflow
b. Input the parameters as requested(Please refer screenshot for the same)
c. Specify the ServiceNow Instance

d. Mention Incident Number

UStart Workflow ;: Resolve Incident Ed

ServiceMowlnstance demol3.service-now,com

Incident_number IMC0010181

Reset to defaultt Cancel | Submit

Incident 2

1.3 Retrieve Incident:
a. Right Click on Retrieve Incident and select Start Workflow
b. Input the parameters as requested(Please refer screenshot for the same)
c. Specify the ServiceNow Instance

d. Mention Incident Number

GStart Workflow : Retrieve Incident
ServiceMowlnstance demol3.service-now,com
Incident_number INCO0101 81|

Beset to defautt Cancel | Sukimit

Incident 3

1.4 Update incident:
a. Right Click on Update Incident and select Start Workflow

b. Input the parameters as requested(Please refer screenshot for the same)

(HINTER{A
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ServiceMowlInstance dermol3.service-now.com
Incicent_number 333
Comments Test
Description Test
ShortDescription Test

Eeset to default

Cancel | Submit

Incident 4

1.5 Update Incident Add Comments:

a.

b.

GStart Yorkflow :

Service Mow Instance
Incident_number

Comments

Right Click on Update Incident Add Comments and select Start Workflow
Input the parameters as requested(Please refer screenshot for the same)
Specify the ServiceNow Instance

Mention Incident Number

Write a comment

Update Incident Add Comments

demol3.service-now.com
INCO01 0181

Test

Reset to defaultt

Cancel | Submit

Incident 5

1.6 Update Incident Add Watch List:

a.

Right Click on Update Incident Add Watch List and select Start Workflow
Input the parameters as requested(Please refer screenshot for the same)
Specify the ServiceNow Instance

Mention Incident Number

Add a watch list

(HINTER{A
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UStart Workflow : Update Incident Add Watch List

Service Mow Instance demol3.service-now,com
Incident_number |

Watch List Test

Beszet to default Cancel | Submit

Incident 6

1.7 Update Incident Add Workflow Notes:

Right Click on Update Incident Add workflow Notes and select Start Workflow

Q

b. Input the parameters (as depicted in the screenshot)
c. Specify the ServiceNow Instance
d. Mention Incident Number

e. Add Work Notes

GStart Workflow : Update Incident Add Workflow Notes
Service Now Instance demol3.service-now.com
Incidert_number IMCo010181
Work MNotes Test
Reset to default Cancel | Submit

Incident 7

1.8 Update Incident Short Description:
a. Right Click on Update Incident Short Description and select Start Workflow
b. Input the parameters as requested(Please refer screenshot for the same)
c. Select the ServiceNow Instance
d. Mention Incident Number

e. Add a Short description

(HINTER{A

Information Technologies Page 7



vCO ServiceNow Plug-in User Manual

UStart Workflow : Update Incident Short Desc
Service Mow Instance 4} demol3.service-now.com [x]
Incident_number INCOO010181
ShortDescription Test

Eeset to default Cancel | Submit

Incident 8

1.9 Delete Incident:
a. Right Click on Delete Incident and select Start Workflow
b. Input the parameters as requested(Please refer screenshot for the same)
c. Specify the ServiceNow Instance

d. Mention Incident Number

UStart Workflow : Delete Incident Ed
ServiceMowlnstance U} dermaol3.service-now.com (%)
Incidert_number INCOD1 0181 |

RBeset to default Cancel | Subimit

Incident 9

(HINTER{A
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2. Change Management

Service-Now helps implement your Change Management process by providing on-demand capabilities for

creating, assessing, approving and implementing changes to your environment.

Possible Operations:

a. Insert a new change: Enabling the automatic creation of incidents
b. Allow assigning of change to appropriate groups and or users

c. Updating change:

d. Retrieve Change: Allow escalating and managing the change

e. Delete Change: Delete existing Change

Monitoring ServiceNow for Events in Change Management

Monitoring the change requests logged in ServiceNow by periodically checking for changes in ServiceNow,
where the polling time will be configurable and propagating the events as vCO events. This will allow vCO

workflows to be executed using the information from the events.

Execution of workflows under Change Management

2.1 Insert Change:

a.  Right Click on Insert Change and select Start Workflow.

b. Input the parameters as requested(Please refer screenshot for the same)
UStart YWorkflow ; Insert Change Ed
ServiceNowlInstance 0 demo3 . service-now.com [x]
AssignedTo Test
ShortDescription Test
Description Test
Reset to default Cancel | Submit

Change 1

2.2 Retrieve Change:
a.  Right Click on Retrieve Change and select Start Workflow
b. Input the parameters as requested(Please refer screenshot for the same)

c.  Specify the ServiceNow Instance

(HINTER{A
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d.  Mention Change Number

GStart Workflow : Retrieve Change
ServiceMowInstance demol3.service-now,com
Change_number CHG0030081

Reset to default Cancel | Submit

Change 2

2.3 Update Change:
a.  Right Click on Update Change and select Start Workflow
b. Input the parameters as requested(Please refer screenshot for the same)
c.  Specify the ServiceNow Instance
d.  Mention Change Number
e.  Add a Short description

f.  Add a Description

UStart Workflow : Update Change Eq

ServiceMowlnstance demol3 service-now,.com
Change_number CHGO030081
ShortDescription Test
Description Test
Eeset to default Cancel | Submit
Change 3

2.4 Delete Change:
a.  Right Click on Delete Change and select Start Workflow

b. Input the parameters as requested(Please refer screenshot for the same)

o

Specify the Service Now Instance

d.  Mention Change Number

(HINTER{A
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GStart Workflow : Delete Change

ServiceMowlnstance

Change_numker

) derno03.service-naw.cam

[cHGoo300E1|

Reset to default

Cancel | Submit

Change 4
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3. Problem Management

Problem Management helps to identify the cause of an error in the IT infrastructure reported as
occurrences of related incidents. The ServiceNow platform supports the Problem Management process
with capabilities to record problems, create knowledge from problems, request changes, assign to

appropriate groups, escalate, and manage through to resolution and reporting.

Possible Operations:

a. Insert a new Problem: Enabling the automatic creation of incidents
b. Allow assigning of problem to appropriate groups and or users

c. Updating Problem:
d. Retrieve Problem: Allow escalating and managing the problem

e. Delete Problem: Delete existing Problem

Monitoring ServiceNow for Events in Problem Management

Monitoring the problems logged in ServiceNow by periodically polling for changes in ServiceNow, where the
polling time will be configurable and propagating the events as vCO events. This will allow vCO workflows to be

executed using the information from the events.
Execution of workflows under Problem Management
3.1 Insert Problem:
a. Right Click on Insert Problem and select Start Workflow.

b. Input the parameters as requested(Please refer screenshot for the same)

UStart Workflow : Insert Problem
ServiceMowlInstance 00 derno03.service-now.com [x)
AssignedTo Test
ShortDescription Test
Description Test
State 1.0

Reset to default Cancel | Submit

Problem 1

(HINTER{A
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3.2 Retrieve Problem:
a. Right Click on Retrieve Problem and select Start Workflow
b. Input the parameters as requested(Please refer screenshot for the same)
c. Specify the ServiceNow Instance

d. Mention Problem Number

UStart Workflow : Retrieve Problem
ServiceMowlnstance demol3.service-now.com
Problem_number PREOO40030

Reset to default Cancel | Submit

Problem 2

3.3 Update Problem:
a. Right Click on Update Problem and select Start Workflow

b. Input the parameters as requested(Please refer screenshot for the same)

UStart Workflow : Update problem E3
ServiceMowlnstance demol3.service-now.com
Problem_number F‘REEDD4EII33EI|
AssignedTo Test
State 10
ShortDescription Test
Eeset to default Cancel | Submit

Problem 3

3.4 Delete Problem:
a. Right Click on Delete Problem and select Start Workflow
b. Input the parameters as requested(Please refer screenshot for the same)
c. Specify the ServiceNow Instance

d. Mention Problem Number

(HINTER{A
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UStart YWorkfow : Delete Problem Ed

ServiceNowInstance i) demo03.cervice-now.com [%)

Problem_number PREOO40030

Reszet to defautt Cancel | Submit

Problem 4

(HINTER(A
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4. Task Management

Task Management is about harmonizing the processes creating tasks. Tasks are basic units of repeatable IT
activities. High frequency, repeatable and consistent activities are candidates for automation via vCO.

Possible Operations:

a. Insert a new Task: Enabling the automatic creation of incidents
b. Allow assigning of task to appropriate groups and or users

¢. Updating Task:
d. Retrieve Task: Allow escalating and managing the incidents
e. Delete Task: Delete existing Incident
Execution of workflows under Task Management
4.1 Insert Task:
a. Right Click on Insert Task and select Start Workflow.

b. Inputthe parameters as requested(Please refer screenshot for the same)

UStart Workflow : Insert Task Eq
ServiceMowlInstance i) demol3.service-now.com (%)
AsszignedTo Test
Description Test
ShortDescription Test

Reset to default Cancel | Submit

Task 1

4.2 Retrieve Task:
a. Right Click on Retrieve Task and select Start Workflow

b. Input the parameters as requested(Please refer screenshot for the same)
c. Specify the ServiceNow Instance

d. Mention Task Number

(HINTER{A
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GStart YWorkflow ; Retrieve Task Ed

ServiceMNowinstance dermo03.service-now.com

Task_number TASKOD20067

Reszet to defautt Cancel | Submit

Task 2

4.3 Update Task:
a. Right Click on Update Task and select Start Workflow
b. Input the parameters as requested(Please refer screenshot for the same)
c. Specify the ServiceNow Instance
d. Mention Task Number
e. Add a Short Description

f.  Add a Description

GStart Workflow : Update Task Ed

ServiceMowlnstance demol3.service-now.com
Task_number TASKOD20067

ShortDescription Test

Description Test

Reset to default Cancel | Submit

Task 3

4.4 Delete Task:
a. Right Click on Delete Task and select Start Workflow
b. Input the parameters as requested(Please refer screenshot for the same)

Specify the ServiceNow Instance

o

d. Mention Task Number

(HINTER{A
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UStart Workflow : Delete Task E3
ServiceMowlnstance {ddemal3.service-now.com [x)
Task_number TASKOO20067

Beset to default Cancel | Submit

Task 4

(HINTER{A
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5. Policy Engine

The policy engine allows monitoring and event generation to react to changing conditions. Policies can

aggregate events from the platform or any of the plug-ins, which allows you to handle changing conditions on

any of the integrated technologies.

Monitor certain events in the plugged-in technology and start operations in the Orchestrator server if the

events occur. Policies can monitor policy triggers and policy gauges. Policy triggers define an event in the

plugged-in technology that, when it occurs, causes a running policy to start an operation in the Orchestrator

server, for example running a workflow.

Steps to create a policy:

a. Navigate to policy tab
b. Click on the drop down arrow

c. Select Create New Policy

dVMware vCenter Orchestrator - Administrator @ 192.168.111.200

Crchestrator Wiewer  Selection Tools  Admin Window  Help
'
/0 2@ »-pH ¢ Q)
W Wy Orchestrator
e Configurations
Name —|Pr0\rision_\rDC_Vm |
Eﬂ Packages
Legal owner - Check signature...
ﬁ Vb Views Startup -|On server startup, DON'T start the policy j
Scheduler Priority -|Very low d
Startup user - administrator
g Warkflows
User permissions - | iew col M Add to package [ Edit contents |
a Actions
Description - s
% Resources
@ Palicy Templates
Sort by 3 -

Name

O Pravision_vDC_Vm

& Create new policy. ..
& Apply Policy. ..
& Apply Policy As...

8= Authorizations

ﬁﬁi Inventory

Connected as Administrator {Administrator)

Server version : 4.2.0 build 5277 | Application version : 4.2.0 build 5277

Policy Engine 1

(HINTER{A
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d. Input Policy Name

Crchestrator  Viewer  Selection  Tools  Admin Window  Help
-
702@ -5~ h N { Q)

@ Wy Crechestrator

General inting | : -
9 Configurations ipting Events Logs Permissions
Mame —|Pruvisian_\rDC_Vm |
Eﬁ Packages

D Web Views

Legal owner - Check signature...

Startup - [On server startup, DONT start the policy =
u Scheduler Priarity -|Ver\r low d
Startup user — administrator
g Workflows
Uszer permissions —| fiew contents [#&dd to package [#Edit contents |
5 Actions
Description - &

Eﬁ Resources

q} Policy Templates

Policy name

KD Pl — Hiame  [Frovison ¥B6_vim |

-
Mame Cancel Ok

Q asaasaasaas 0O =

() Provision_vDC_vim (!

O Testt O

O Service Mow Incident Creation Policy O o

0 Wirender O i

Q Star O

0 Service Now Incident Updation Policy O |

& Test |

0 ServiceMow Problem Creation Policy O

Q Service Mow Incidznt O 3

¥ P — L

ij Authorizations

@ Invertory

Connscted as Administrator (Administrator) Server version: 4.2.1 build 555 | Application version : 4.2.1 build 555 W

Policy Engine 2

e. Click on OK

f. A new policy will be created

g. Right click on the newly created policy
h. Click on Edit

(HINTER{A
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Crchestrator Viewer Selection Tools Aclmin Winclow Help

B8 2@ b H ¢ Q)

@ My Crechestrator die
Scripti P
@ configurations cipfing — -
@@ o
Eﬂ Packages =8 Q Provision_vDC_\m
= ﬁ tag-0 - (Ser TS Ser 1stance) | demol3. service-now.com
) Wb Views

n Scheculer
a Workflows

& Actions General
a:a Resources R+ 3¢ 3 ﬁ
2 |Name |Type |\la|ue | 0 |Descr|pt\nn

@ Palicy Templates

Name
() asasasasaaa miEy
O Provision_vDC_\m il ‘
) Testt : :
G Service Now Incident Cre: & Export as template. ..
O Wirender X Delete
G Star & Edir access rights..

0 Service Mow Incident Updi [ Eqie I Ctr+E

Start policy
St

&) Test O

Q ServiceMow Problem Creation Policy O

O Service Now Incident 0O,

R (il

&=) Authorizations

@ Invertary

Connected as Administrator (Acdministrator) Server version: 4,21 build 555 | Application version : 4.2.1 build 555 T

Policy Engine 3

i. Navigate to the Scripting Tab
j.  Right Click on the policy and select Add Policy Element

Pre

Logs | Permissions

EH-& | Provision_vDC_vm( [ Add policy slerment

@ 1290 - (Servict @ Add periodic fask demon3.service-now.com
T Add trigger event...

A+ Add attribute

General
A+ 3< T @B

2 | Name | Type | walue | @ |Description |

Policy Engine 4

INTERRA
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k. Select the ServiceNow Instance

Pro

| General E\rems | Logs | Permissions

B 0 Provision_vDC_Vm
- @ tag-0 - [ServiceNowl|TSM ServiceMowlnstance) : demol3.service-now,.com

General
R+ 3< :ﬁ ﬁ Select a policy element type | x|
2 ‘ Mame Type  WC:iClusterComputeResource | Description |

Wi ComputeResource
Wi DatacenterFolder
WiC:HostFolder

W YmFolder

Wi HOsESystem

Wi ResourcePool
WCWirkualapp

W YirbualMaching
erviceowlTSM:ServiceNowInstance |

Cancel Ok

Policy Engine 5

I.  Right Click on the ServiceNow Instance and select add trigger event

(HINTER{A
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| General E\rent: Logs | permissions
|3€ IT 7% % Setelement..

E-C} Provigion_vDC_%m
B @ tag-0 - (Servi TSM: Servi 1stance) . demo03.service-now.com

General

o -
Hame - |tag-0 Trigoer : [ncidentUpdated | || peseription |

ProblemCreated
Problembpdated Incident Updation Trigger
Description — ChangeRequestCreated
ChangeRequestUpdated
TaskCreated

Tasklpdated b
onInit
OnExit,

Type — ServiceMowlITSM: ServiceM

Cancel Select trigger

Policy Engine 6

m. In the screen below write a script and save it

E"O Provision_vDC_%m
B @ tag-0 - (ServiceMowlTSM: ServiceMowlinstance) | dernol3.service-now.com
“-IT | IncidentCreatec

Q Search APL... | ¥stem. log (" Incident Created"”): i)
i o, getRecordsTask(string‘Sﬁ [Far number = event.getValue ("number");

® getTask(string) : Servicel System. log("Incident number is " + number);

® getTaskMumberFromSys|

® getTaskSysIDFromiumbe

® inzertChangeRequest(Se |

L]

insertincident(ServiceNal = frar Sysld = sslf.getIncidentSysIDFromMunber (nuanber) ;
-
Tl LI_‘ System. log("Systemld i= " + SysId[0] ):

Method : 12
getTaskSysIDFromMNumber

Jvar allWorkflows = new Arrayi);
*hrar categories = Server.getlAllWorkflowCategories();

Description for (i in categories){
||J:::‘e; Getiteya SysiD from o getWorkflowsOfCategory (categories[i] ) ;
i ¥

Signature

String[] Hor =ach | var w in allWorkflows){
getTaskSysIDFromiumber{string
number) if( w.name == "Provision WM wCD"){
Parameters ~ [var workflowToLaunch = w;

- number (string) [rar myInput = new FProperties();

Policy Engine 7

(HINTER{A
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Working of the Policy:

a. Create Policy as mentioned in the above section “Steps to create a policy”

b. Right click on the policy and select “Start Policy”
Crchestrator Wiewer Selection Tools Aclmin Winclow Help
78 2« - pH ( Q)
@ My Orchestrator dre
6 Configurations Seripting o8 g

@e o
Eﬂ Packages E 0 Provision_vDC_\m
. @ tag-0 - (ServiceMowlTSM:ServiceMowlnstance) : dermol3.service-now.com
ﬁ Wehb Views
n Scheduler
a Workflows
E% Resources L §< m h
2 |Name |T\rp= |\c’a|ue ‘ 0 |Descnption |
@ Palicy Templates
Mame
0 aaaasaaasan [} d|
0 Provision_vDC_%m TR
O Testl W Stop policy
Q Service Mow Incident & Export as template. .,
Q Wirender ® Delete
Q Star & Edkt access rights...
0 Service Mow Incident | " Edit Ctr+E
& Test O
O ServiceMow Problem Creation Policy =
C) Service Mow Incicent O 3
oo S e — [
ij Authorizations
@ Inventory
Connected as Administrator (Administrator) Server version: 4.21 buid 555 | Application version : 4.2.1 build 555 =2
Policy Engine 8
c. Go tothe Workflow Tab
d. Start the Poll workflow for Incident Creation

(HINTER{A
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Crchestrator

SO Z2@-m-p 0O

WViewer Selection Tools

Addmin Winclow Help

@ My Orchestrator

6 Configurations

| Presentation !

Parameters References

vmware

| Workflow Tokens | Events | Permissions

Eﬁ Packages

Mame - i Foll Problem Crestion

Q Web Views

“ersion ’El El El

n Scheduler

Owner - Check signature...

Show version history..

User permissions —| Mvisw contents

Server restart hehavior - [Resume workflow run

[ EmailNotification
{8 Incident
i {sPrnb\em

g3

ﬂ Description —

=@ poll
B8 Poll Problem Crestion

i % Delete Problem

Start warkflow...
Start workflow as...

a Insert Proklem
3 Retrieve Proklem

[CRGIE A

Schedule worldflow. ..
Schedule worlflow As. ..

a Update problem
=8 {S Provision_vDC_\/m

-~
(-1 s

Mave workflow...

Duplicate workflow...

i : Add a vApp virtual machiry worl
H i gc i ::d p i & Export workflow, .. “alue | 0 |Descnption
i L2 opy O avApp virug "
H 2 T rirtu Locking 3 I it 3
& A::t' References 3 Pt 3
o & Validate workflow. ..
% & Show version history. ..
“=}] Resources
& Delete all workflow runs
@ Policy Templates ® Delste
£ synchronize...
0 Palicies M Edit access rights...
2 Edic CtrieE

8=| Authorizations

@ Inventory

Connected as Administrator (Administrator)

Policy Engine 9

Seryer version

421 build 555 | Application version : 4.2.1 bulld 555

e. Poll would check if there is any new instance created in the ServiceNow Instance

f. Ifaninstance is created, it would generate an event which will be listened by the policy

g. After execution of the above step, triggering starts

h. Oninitiation of the trigger, Provision_VM_vDC workflow would be called and hence user interaction

would be required

i.  This would in turn create a VM
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vCO ServiceNow Plug-in User Manual

6. Email Notification:

Service now provides a subscription-based notification mechanism, allowing users to pro-actively subscribe to
different items within the system that may be of interest to them. Subscription-based notification enables
users with the appropriate role to subscribe to certain notifications and configure conditions and schedules for
those notifications. When subscription-based notification is enabled, the system checks the user's subscription
preferences before a message is delivered. If the system finds an appropriate subscription record, it checks any
filter and schedule preferences relevant to the message. If the preferences permit delivery, the system sends
the notification to the device specified email.

How it Works?
1) ServiceNow Instance (configured to send email) will send an email to the Email Box
2) vCO has in-build Email Plug-in which polls the Mail Box using POP3 Protocol
3) Email Plug-in does the following:
a) Parse the Email
b) Extract the number/details.
c) Go to the ServiceNow Instance and get the Details of the various components.
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