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How to connect to Studentbynett

(Or how to connect to the Internet from SiB’s student hostels)

Show responsibility!

We would like to point out that all users of Studentbynett are bound by the IT
regulations of their study place. The capacity of the network, both totally and at the
individual Student hostel, is shared between the users, and as a result we are
dependent on responsible usage. The misuse of the network will lead to exclusion.

Securing a Windows-pc connected to the Internet

Computer security IS NOT just for the specially interested - everybody who owns a
Windows-PC which is connected to the internet is in danger of having their computer
attacked and must take the necessary precautions to protect it.

The following three simple steps can do a lot to increase the security for your PC.

1. Update your software

The most important part of securing your PC, is updating your software. Security-
holes are discovered in internet-programs regularly and it is therefore important to
check the developer's webpage’s for updates. For all versions of Windows the
“Windows Update” (http://windowsupdate.microsoft.com/] is imperative. (Requires
Internet Explorer 5.0 or newer). If you are using Windows XP or Windows 2000 you
should activate automatic updates of the operating system so that new updates are
downloaded and installed automatically.

2. Antivirus

To protect your computer against the explosive spreading of computer virus, it is vital
that you have an updated antivirus program installed. Every institution of study offers
free antivirus for their students. Below you can read how to get access to them.

Norges Handelshgyskole (NHH]
You can download free antivirus program at

http://www.nhh.no/om-nhh/avdelinger/it-avdelingen/antivirus.aspx

Universitetet i Bergen (UiB])

You can download free antivirus program at
http://www.uib.no/it/prog/site/ca/antivirus.htm



Hgyskolen i Bergen (HiB]
You can find information about antivirus program, if you follow the link below:

http://www.hib.no/om/enheter/ikt/student/antivirus/

Free anti-virus software

An example: www.grisoft.com

3. Firewall

Users of Windows XP should activate the built-in firewall. Even if this offers limited
protection it is better than nothing at all. Users of older Windows versions or users
who need more control of the firewall and protection also against outgoing traffic

should install a personal firewall, like for instance ZoneAlarm. (www.zonelabs.com)

Related links
http://www.microsoft.com/security/protect/default.asp
http://it.uib.no/

http://www.wlan.uib.no/
http://student.hib.no/datahverdag/
http://www.nhh.no/it/

Need help to connect?
If you need help after reading this brochure, we have network groups, see

www.sib.no/bolig

If your hostel doesn’t have network group, you can contact the support telephone on
55 9577 00 - Tuesday, Wednesday and Thursday between 7pm and 9pm.



NHH-students

NHH uses a service for NHH students for access to network-recourses and internet.
It will also give access to M when not on NHH.

The service is called NHH Secure Access and is accessible at
https://secure.privnett.nhh.no

NHH Secure Access is simple to set up and use, and do not require * extend
userrights on the computer. The service can therefore be used wherever you have
internet access

User manual is to be found here: http://www.nhh.no/it/

* Use of "Network Connect” require * extend userrights on the computer

NOTE: VPN-connection will work!



Windows XP

Step 1 - Network card
You have to have a network card installed on your PC.

You can check if you have a network card installed by right clicking on My Computer
on the start menu or desktop. Then you choose properties — Hardware - Device
Manager. If you have a network card installed, it will show like Fig. 1, but remember
that it probably doesn’t have the name " 3Com 3C920 Intergrated Fast Ethernet-
kontroller”. If not, buy a new network card (at Reception or a computer shop) and
install it.
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To see if the network card is properly installed, go to the “start menu” and choose
RUN. Then you write cmd and press enter. Write ipconfig in the command window and
press enter. If you get and ip address that look like 10.*.*.* (see fig. 2], then your
network card is working properly.



W WINNT L System32tcmd.exe

C:-~>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IP Address. . . . & &« & &« o« = &
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

hatleberg.privnett.nhh.no
18.162.13.225
255.255.248.8

18.162.8.1

HELN

Fig. 2

Step 2 - Make a connection

To make a new connection, you have to enter the start menu and click on control
panel. If you have a classic start menu, you will find control panel under settings.

There are two ways to make a new connection. If you have XP theme on control panel,
you can continue on the next page. But if you have classic theme, you have to click on
“Network connections” - “New connection wizard” - and then jump to point 3.



1. Click on "Network and Internet connections”:
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2. Choose "Create a connection to the network at your workplace”

B Network and Internet Connections =] ]
Ele Edit ‘ew Favorites Tools Help | :r'
£y - @ =]
eBack [ => | L? ﬁ‘ f | 7’ Search i Folders = |5 x n H
Address IB‘ Network and Internet Connections j | Morton Antivirus E -
r -
See Also e [} Network and Internet Connections

& My Metwork Places

' Prink d Oth H
= e Pick a task...
{J Remote Deskiop

E’ Fhone and Modem Cptions Set up or change your Internet connection

Create a connection to the network at your workplace

Troubleshooters = Set up or change youl Conngect to a private network so you can work From home, a

|#) Hame or Small Office field office, or another location,
" Nebworking Configure your firewall

|] Internet Explorer
l'_?] Metwork Diagnostics

or pick a Control Panel icon
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—
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3. Choose "Virtual Private Network Connection”

Mew Connection Wizard

Hetwork Connection
Howw do you want to connect to the netwark, at your workplace?

Create the following connechion:

" Dial-up connection

Connect uzing a modem and a regular phone line or an Integrated Services Digital
Metwark [ISDM] phone line.

+ Nirtual Private Network connection

Connect to the netwark, using a wirtual private network, [YPH] connection over the
Intermnet,

< Back I Mext » I Cancel




4. Choose a name for the connection

E Mew Connection Wizard x|

Connection Mame
Specify a name far thiz connection to your waorkplace.

Type a name for thiz connection in the following box.

Compary Mame

LB Ypn

For example, you could type the name of your workplace or the name of a zerver you
will connect ta,

< Back I Mext = I Cancel

If you get a question about dialling initial connection, you have to choose “do not dial
the initial connection”

5. Write in the hostname of the vpn server you're going to connect to.
HiB:  hib-vpn-gw.privnett.hib.no

UiB: uib-vpn-gw

SIB:  uib-vpn-gw1 / uib-vpn-gw3

NHH: nhh-vpn-gw



[B New Connection Wizard x|

¥PHN Server Selection
What iz the name or address of the WPM server?

Type the host name or Internet Protocol [|P] address of the computer to which you are
connecting.

Host name or IP address [for example, microzaft.com or 157 54.0.1

uib-vpn-gw

< Back I Hext » I Cancel |

[B New Connection Wizard x|

Completing the New Connection
Wizard

Y'ou have successfully completed the steps needed to
create the following connection:

UiB ¥pn
* Share with all uzers of thiz computer

The connection will be saved in the Metwork
Connections folder.

W itidd & zharteut to thiz connection to my desklop

To create the connection and close this wizard, click Finizh.

< Back I Finish I Cancel

Click Finish
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6. Before you connect to Internet, you have to click on properties.

User name:; Ist:-::-::-::-::-c@student

Pazsword: I

[ Save this user name and pazsword for the following users:
= [z anly

£ Bnpone who uses this computer

Connect I Cancel Froperties Help

7. Enter security and click on settings.

#* UiB ¥pn Properties 2=l

Generall Optionz ~ Security I Netwnrkingl .ﬁ.dvancedl

— Securty options
" Typical [recommended settings]

wWialidate myidentity az follaws:

| =l

™| Butomatically wse mysindows logom name and
passward [and denmait) it S

I™ Bequire data encrption [disconnest if none]

& Advanced [custom settings]

Uzing theze settings requires a knowledge
of securnty protocols,

IPSec Settings...

Ok Cancel




8. On data encryption choose "Optional encryption” and choose the protocols as the
picture below

Advanced Security Settings I 2 xl

[l ata encrupbion;

IDptiunaI enciuption [connect even if no encruption) j

— Logon secirity
" Use Extensible suthentication Pratocaol [EAF)

#
Froperties |
% Allow theze pratocals
v |Unencrupted pazsword [PAF)
[ |5hiva Password Authentication Protacal [SPAF)
¥ |Challenge Handshake Authentication Protocol [CHARP)
¥ |Micrasoft CHAP [MS5-CHAR)
™ Allows older MS-CHAR version for windows 95 servers
V' Microsoft CHAP Yersion 2 [M5-CHAP v2]

[ For M5-CHAR based protocals, automatically uze my
‘Windows logon name and paszword [and domair if an)

(1] 4 F:. I Cancel

9. Click "Ok” two times - enter username and password - connect to Internet.

Connect LiB ¥pn ilﬂ

User name: Ist:-n-::-::-::-:@&tudent

Pazsward: I

[T Save thiz uzer name and pazzword for the following users:
& e only

& Arvone who wses this computer

LConnect I Cancel Froperties Help




VPN-server

|uib-vpn-gw
hib-vpn-gw.privnett.hib.no
|uib-vpn-gw1 / uib-vpn-gw3
(SiB-accounts)

nhh-vpn-gw

Brukernavn / Username

usernameldstudent.uib.no

Username

Usernamelsib

Username
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Windows 2000

Step 1 - Network card

Check it if you have a network card installed by clicking on *My Computer-Control
panel- System - Hardware- Device manager, and look for network card in the list of
installed devices (see fig.1). If not buy a new network card (at the reception or a
computer shop) and install it.
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Fig 1.

To see if the network card is properly installed, go to the “start menu” and chose
RUN. Then you write cmd and press enter. Write ipconfig in the command window and
press enter. If you get and ip address that look like 10.*.*.* (see fig. 2], then your
network card is working properly.

14



4 Y WINNT Sy stem 32 crnd e xe

C:-~>ipconfig

Windows IP Configuration
Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix .
IP Address. . . . & &« & &« =« & o - &
Subnet Mask . . . . . . . . . . . =
Default Gateway

Fig. 2

Step 2 - Make a connection

: hatlebherg.privnett.nhh.no

18.162.13.225

: 2565.255.248.8
: 18.162.8.1

Chose settings on the start menu, then network connections- new connection wizard.

Then you chose VPN connection and one of the following servers:

For UIB students:
For HIB students:

uib-vpn-gw
hib-vpn-gw
For SiB accounts:

For NHH students: nhh-vpn-gw

uib-vpn-gw1 / uib-vpn-gw3

VPN-server
|uib-vpn-gw
hib-vpn-gw.privnett.hib.no Username
|uib-vpn-gw1 / uib-vpn-gw3

_ Usernamel(@sib
(SiB-accounts)

nhh-vpn-gw Username

Brukernavn / Username

usernameldstudent.uib.no

Then you finish the rest of the wizard. Remember to fill inn username and password.

15



Then you have to choose properties on the new dial connection.

Ei Network and Dial-up Connections [

J File Edit Miew Favaorites  Tools  Advanced  Help

J fmBack ~ = - | Q5earch L Folders c4History | B T2 % & | -

J Address IIEI Metwork and Dial-up Connections

'?_' Zl,E|I-|
'S
Make Mew LIIE
Conneckion

@ =
e L&
Bz Local Area

Conneckion

@. Displaws the properties of the selected connection,

WPM LIG

Conneck
Status

Create Copy

reate Shorkout
Delete

To connect to Internet with Vpn, you have to change the security setting. Choose the
same as the pictures below. "Click on Settings”

VPN UIB Properties 2 =]

Generall Optiohs ~ Security |Netwnrking| Sharingl

— Security options
i Tupical [recommended settings)

Walidate my identity as follows:

™| Require data encrption [dis

& Edvanced {oustom sefingst

of zecurnty protocols.

[T Automatically use my Windows [ogon name and
password [and domait if any]

Using these settings requires a knowledge Bl |

%

cormentif mane]

HUSK & trykk her

0K I Cancel |

On data encryption choose “Optional encryption” and set a cross on the same

protocols as the picture

below.

16




Advanced Security Settings I e |

[ ats encrvption:

IDptionaI encryption [connect even if no encryption) j

r— Logon security
" Use Extensible Authentication Protocal (EAP]

L.

Froperties
% Allow these protocols
¥ |Unenciypted password [PAF)
[ |5hiva Passwaord Authentication Protocal [SPAP)
¥ |Challange Handshake duthentication Protocol [CHAP)
¥ |Mictozsoft CHAP [MS5-CHAR)
I Allow clder MS-CHAP version for windows 95 servers
V¥ Microsoft CHAP Wersion 2 (M5 -CHAP +2)

[ For M5-CHAP based protocals, automatically use my
Windows logon name and pazzword [and domain if any)

ak [: I Cancel

Click "Ok™ two times and connect to Internet.

NB!
Students from HiB will have to write username to connect.

UiB students have to write usernamel(dstudent to connect.
Students with SiB account write usernamel(dsib to connect

Students from NHH have to write their student number (sxxxxxx]

17



Windows 9x/Me

Step 1 - Network card
You have to have a network card installed on your PC.

You can check it if you have a network card installed by click on:
*My Computer-Control panel-Network

If you have a network card available it will show like Fig. 1
If not buy a new network card (at the reception or a computer shop) and install it.

Configuration I |dentifization I Acceszs Control I

The following nebwork. components are inzstalled:

TCPAP [Home] -> Realtek RTLE023(A5)-bazed PCI Ether;l
& TCRAP -» Dial-Up Adapter
TCRAP -» Dial-Up Adapter #2 WPH Support]

¥ TCPRAP -» Realtek RTL2029(45] PCI Ethermet &dapter
l%':- File and printer sharing far Microsaft Metwork.z vl
3

| |

Add... Remove | Properties |

Fig.1

Remember that your network card probably doesn’t have the name "Realtek
RTL8029...."

Step 2 - Configurating Network

Double click on My Computer - Control panel - Network.
Click on the line TCP/IP - Your network card (Look at the picture on fig.1], and choose
Properties. Select as shown in the pictures on the two next pages.

18



DNS Configuration Folder:
TCP/IP Properties

ﬂ-‘:ern-:r-.-'-';e

19



WINS Configuration Folder:

TCPAP Properties

—

20



IP Address Folder:
TCP/IP Properties |

Bindings |  Advanced | MNe®IDs |

An IP addresz can be autamatically azsigned ko this computer.
[F wour netwark. does not automatically aszign P addreszes, aszk
wour network, adminigtrator for an addresz, and then bype it in
the zpace below.

& Obtain an |P address automatically

—{" Specify an IP address:

R Address: | . . . |

Subret iask: | . . . |

k. I Cancel

To see if the network card is properly installed, go to the “start menu” and chose
RUN. Then you write command and press enter. Write ipconfig (winipcfg for win95)

in

the command window and press enter. If you get and ip address that look like 10.*.*.*

( see fig. 2], then your network card is working properly.
Fig 2.

o4 O WINNT System32' cmd.exe

C-~ripconfig

indows I[P Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHE Suffix . - hatleberg_privnett._.nhh.no
IP Address. . = & & =« =« = « « « « = 18.162.13.225

Subnet Mask . . . . . . . . . . . = 255.255_.248.8

Default Gateway . . . . . . . . . = 18.162.8.1

Step 3 - Installing VPN

You will need CD with your Operating-system (Win 95/98/985SE/Me) during the
installation. You might have the installations files already on your computer. Double
click on My Computer - Control panel -- Add/Remove Programs -- Windows Setup

21



Folder -- choose Communications -- Details -- Click on Virtual Private Networking
(See Fig.3.). Choose OK

| £3 Control Panel -0 x|
J File Edit  “iew Favortes Toole Help |
J “= Back - =k - | ®oo® J Address IIE Coritral Parel j & Go
MName * . = : - !
2] x
%Add Mew Hardware ) i
B 4dd/Remove Programs  Install/Uninstall Windows Setup | Stantup Disk |
B & utomatic Updates
@ Date/Time To add or remove a component, select or clear the check box. If
@10 . the check box iz shaded, only part of the companent will be
DfaI-Llp Metworking installed. To see what's included in a component, click Details.
% Display Components:
I Folder Options
. "] i _ -
8 Fonts Wl (=) Accessornies D2ME =]

% Gaming Options

(] [ address Book 1.7 ME

& Communications 12 MB
@' Internet Options & Lommunic 3 4.2 ME
RV ke [ &% Deskiop Themes 0.0mMe
fCommumeations K 10148 <
Toinstall a component, select the check box nest to the 29.4 MB
\ component name, or clear the check box if you do not want b 0.0 ME
| install it & shaded box means that only part of the companent will 5391 5 ME
| beinstalled. To zee what's included in a component, click Details. :
j bet to other computers
I Components:
| Wl Netheeting 42ME =]
' |] &% Phone Dialer 0.0 ME
0 | g‘.l_ Univerzal Flug and Play 0.0 MB Ditails... |

B Virtual Private Metwarking Q.0 mME

Have Disk. .. |

Space used by installed components: 294 MB
Space required: 0.0MB B | Aol |
. Space available on disk: 2891 .5 ME —
Dezcription

Provides secure connectionz to private networks acrozs public

networks such as the [nkernet.
Letails.. |
(1] I Cancel |

Fig. 3

The machine will start installing the necessary files and need to too reboot.

Step 4 - Make a connection
You will now need to setup "Dial-Up Network”. You will need your login name and
password.

Click on My Computer - Dial-Up Networking - Make New Connection. In Windows Me
you find "Dial-Up Networking” in control panel. Then just follow the pictures below:

For UiB students: uib-vpn-gw
For HiB students:  hib-vpn-gw.privnett.hib.no
For SiB accounts: uib-vpn-gw1 / uib-vpn-gw3 (For students with SiB accounts)

For NHH students: nhh-vpn-gw

22



Make New Connection

=

Twpe a name for the computer you are dialing:

]|

IUF’N -LiB

Select a device:

@ I Microzaft WPN Adapter

[Emmfigure..

[
|

¢ Black I Mext » I Cancel |
Make Hew Connection |
g Twpe the name or addrezs of the WPM server:
: j Hoszt name aor IF Address:
Iuil:u-vpn-gl.»-.i
¢ Back I Mext > I Cancel
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Make New Connection |

You have successiully created a new Dial-Up Metworking
conhection called:

Click Finish to gawve it in your Dial-Up Metwarking folder.
Double-click it to connect.

To edit thiz connection later, click i, click the File menu
and then click Properties.

< Back I Finizh I Cancel

Click on the right mouse button on the new connection then Properties. You will se
the screen shown below. Just follow the pictures and do the same as it shows

ven-up g |

General  Server Types |

Type aof Dial-Up Server:

IF'F'F': Internet, Windows WT Serer, Windows 93 j

—Advanced optiohs:

¥ Enable software compression
[~ Require encrypted pazsword
[ Require data enciyption

[~ Becord a log file far this connection

— &llowed network protocaols:
[~ MetBELI

I |P/5P Compatible
¥ ICP/AP TCPAF Settings. .. |

(] 4 I Cancel |




Security Folder:
Uib

Generall Metwarking  Security | Dialingl

— Authentication:
zer name:

Pazzword: Ixxxxxxxxx

Domair: I

¥ Connect automatically

—Advanced secunty options:

[~ Logon to netwark:
[ Require encrupted passward

[ Require data encryption

o |

Cancel

Security folder only in Windows ME
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Double click on the connection in the Dial-Up Networking folder:

Dialing Folder:

=¢ Connect To

Bl 2
=58 VPN-UB
User name: ||
Passward: I
[T Save password
VPN zerver: IUib-vpn-gw

Connect I Cancel |

You have to write in your own login name and password. Now try to connect to the
Internet through the vpn-gw. Open your browser (Explorer/NetScape ie) to surf the
Internet!

NB!
Students from HiB will have to write username for connecting.

UiB students have to write usernamel(dstudent to connect.

Students from NHH have to write their studentnumber [sxxxxxx)

VPN-server Brukernavn / Username
|uib-vpn-gw usernamel(dstudent.uib.no
hib-vpn-gw.privnett.hib.no Username

[uib-vpn-gw1 / uib-vpn-gw3 (SiB

Usernameldsib
accounts)

nhh-vpn-gw
Username
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Windows NT

IMPORTANT: If you have a service pack installed, remember to have it available on
your harddrive when you are installing VPN.

Control-panel -> Network -> protocols -> Add -> Choose "Point To Point Tunneling”
protocol -> OK Choose number of vpn'sto 1 -> OK.

RAS will then be installed or update. So then you have to add the Vpn adapter the
same way you do a modem. Don't restart the machine if you have service pack 1 or
higher, because you have to reinstall it before you restart. After installing RAS and
servicepack, you can restart the machine.

My Computer -> Dial-up networking -> New -> choose name like "VPN" -> write uib-
vpn-gw / nhh-vpn-gw / hib/vpn-gw in the field for phone number -> Dial using:
RASPPTPM (VPN1) -> Security -> Accept any (on top) -> OK.

Choose dial up VPN -> Dial -> username and password -> connect -> now you have
a internet connection. -> Press "Disconnect” when you're finished.

NB!
Students from HiB will have to write username to connect.

Students with SiB accounts write username(dsib to connect
UiB students have to write usernamel(dstudent to connect

Students from NHH have to write their studentnumber [sxxxxxx)

VPN-server Brukernavn / Username
{uib-vpn-gw usernamel(dstudent.uib.no
hib-vpn-gw.privnett.hib.no Username

|uib-vpn-gw1 / uib-vpn-gw3 (SiB-

Usernamelsib
accounts)

nhh-vpn-gw
Username
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Mac (OS X)

First you have to find a program in your program folder called “Internet Connect”.

'ﬁhmﬂﬂ_ﬂ__ =

N O overalt

@ GarageBand
[} GraphicComverter
“= Huskelapper

& iCal

3 iChat

& iDvD

izl Image Capture
EA IMovie

J Installers

a] Ifterfel Comer

B Incerner Enplorer

B Photo

i Eync

@ iTunes

(@ milbum

B Kalkulator

& Mail

|} MegaTrack

& Microsoft AutoUpdate
L8 Micraseft Office 2004
[ Micrasoft Office X

& MSN Messenger

& OmniCrafile

Mavn: Imermet Cannect
Type: Program
Starrelse: 3,2 MB pi disk
(2 342 666 byte)
Opprettet: lordag &, mai
2004 F12E
Endret: torsdag 13, mas
004 o 08

Wersjon: 1.3

o

Next you will see this program window. Choose the “Edit configuration...” option on

the dropdown menu:

a0e VPN (PPTR)

@

Wis Mell starus

«onflgurasjon

[ Wis WPM-status | menylinien

SIarus: Imakrss
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Enter your dialup information as shown under:

WPM (PPTP)

| Konfiguras|oner I ] Beskrivelse; MNHH
MHH
Tleneradresse: nhh-vpn-gw.nhh.no

Kontonawn:  sORMOExM

Godklenning: ) Brul passord: | ssssssssssnss
{T) RSA SecurlD

KEryprering «° Automatisk (128 bits eller 40 bits)
1 Maksimalt (kun 128 bits)

Status: Inaktiv [ Kohle til 1

. . =YY ) VRN §PETE) =
And vou 1l get this screen: F=Y o
W 1l-l_lrIul W FFTF
Tip: Tick off “show in menubar™ FETF
Konfigurasjomn: | NHH m

to get this icon (easy connection).

Tiereradresse: I.I‘II—M—H‘W.I‘H‘II‘I.I‘IG |

Eantormawt:  s0essxe

FEEEEEaEES

B Wis VP -starus i rseindingen

L ¢ xomon )

Now you are ready to connect to Internet. Click on "Conncet”.
Students from HiB will have to write username for connecting.

UiB students have to write usernamel(dstudent to connect.

Students from NHH have to write their studentnumber (sxxxxxx) for connection
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VPN-server
|uib-vpn-gw
hib-vpn-gw.privnett.hib.no
|uib-vpn-gw1 / uib-vpn-gw3

(SiB accounts)

nhh-vpn-gw

Brukernavn / Username

usernameldstudent.uib.no

Username

Username(@sib

Username
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Windows Vista

Step 1 - Network Card

The first thing you need to look for is a network card and that it's installed correctly.
An easy way to check this is to click on the start-menu. Choose Run, type “cmd” and
click OK. In the window that pops up type ipconfig and hit enter. You will get the
following screen-image. If you scroll upwards you should be able to find an IPv4
Address that starts with 10.x.x.x.

. @ C\Windows\system32\cmd.exe =0

PPP adapter UiB:

Connection ecific DNS SufFix . :
« s« « = 129.177.45.73

e e = = = = = = 255 255_255.255
t Gateway . e = =oa o = 2 EB.B.8

Etheruelt aldapler Ehkistern:

Connection—specific DHS Suffix . : gyldenpris.privnett.uib.no
Link-local IPuvbe Address . . . . . & FeB8B::d 78bbh:el3i:34e7x108
IPvd Address. . . . L :

Subnet Mask . - . . - . - - - - .= i

. B
Default Gateway . ol B 7Bd:dh53:4e3x18

Ethernet adapter Intern:

Media State . . . - . . « =« = « « % Media disconnected
Connection—specific DNS Suffix

Tunnel adapter Local Area Connection® b:

If you don’t have any network card installed you will have to buy one.

Step 2 - Opprette tilkobling

To create a connection, click start. Choose “Connect to”. In the appearing window you
will find a link to "Set up a connection or network™. Click here and choose "Connect to
workplace” from the appearing list.
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Disconnect or connect to another network

Show | Al ~

- s

_E_- i e g’; I

E. VPM connecbon $ 3
E. HiB YVPM connecton é’;

- = .

Diagnoce why Windows cannot find any additional networks

SELUD A CONNECTION OF NEDWOTE — f—
Open MNetwoik and Sharing Center

If you are asked “Do you want to use a connection that you already have?”,choose "No,
create a new connection” and "Next”

At the question "How do you want to connect?” answer "Use my Internet connection
(VPN)”

If you get the question about setting up an Internet connection, click “I'll set up an
Internet

connection later”

In the following image, in the field “Internet address” you select from the table below.

"Destination name” can you decide. Examples UiB VPN, HiB VPN
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Type the Internet address 10 connact 1o

Your netwark administrator can give you this address,
Intemet address: [Bample:Contoso.com or 157.54.01 or 3fel2340:1111

Destination name: VPN Connection

] Use & srmart card

'{“ | Allows ather people to use this connection
This option allows anyone with access to this computer to use this connechon.

Don't connect now; just set t up so [ can connect later

Ned | [ Cancel |
HiB:  hib-vpn-gw.privnett.hib.no
UiB: uib-vpn-gw
SIB:  uib-vpn-gw1 / uib-vpn-gw3
NHH: nhh-vpn-gw

You get your username and password from you University/School. If you are a student
at KhiB, BAS, NiTH, NLA, Norsk Laererakademi, Diakonissehjemmet or Betanien you
get your password from SIB.

After entering username/password, click "Remember this password” before clicking
next.

For students at UiBl!

After your username you must have (dstudent.uib.no, for instance
aaal00@dstudent.uib.no

For students at HiB

Remember that you first password needs to be changed before you can use it at a
VPN - connection. You can change your password at http://ekstern.stud.uib.no or by
logging in at one of the Schoolterminals.

After pressing “Connect”, you get a message telling you that the connection is
configured. Click "Close”.
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If Windows Vista tries to connect, it won't work. When the connection has gone wrong,
click "Set up the connection anyway”

Close down all windows and click “Start” and "Connect. Right - click on the
connection you just made, and select “Properties”

—_ ——

m

e uis T T é;_
-y
Caonnect

Froperties -

Niannnce why Windnse cannant find anag adAfianal netenrdos

Click the "Security” - tab, select "Advanced (custom settings)” and click "Settings”.
Set the options to look like this:

Data encryplion:

[Dpt’unul encrypiion {connect even if no encryption)

Logon seaurity
) Use Extensile Authentication Protocal (EAP)

Properties

i@ allew these protocok

[W]nencrypted passviord (PAF);
] Challenge Handzhake Authenticatan Protoool (CHAF)
7] Microscft CHAP Version 2 (MS-CHAP v2)

] Awtomatcally use my Windows logen rame and
pazzword [and domain, if any)

Remember to choose "Optional encryption”.

Click OK, click yes at the appearing box and click OK again. Your connection is now
ready and you can click “connect”.
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