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OVERVIEW

Password Expiration is used to limit the length of time that a user can continue to use the same
password. After the expiration, the user cannot authenticate with the same and need help desk
professionalstoresetit. So, before the password reaches its maximum password age, notifications can
be sent to the users to change their passwords. Similarly account expiration can also be notified.

Jili Password Expiration Notification tool is used to notify user password and account expiration details
to the users. The Administratorcansetit to notify the expiry details to the users from the specified day
before the expiry date till they change their passwords. Managers can be notified about the user’
password and account expiration to advise them to change their passwords. Detailed report of all
notifications can be sent to e-mail ids of responsible persons.

FEATURES

v Proactive password and account expiration auditing solution for Active Directory.
v" Automatically checks the Active Directory daily and send password and account expiry status
message and report.

v" Useful for VPN users, Outlook Web Access(OWA) users, Mac/Linux Users, File share users,
Service accounts.

v" Send Custom Email Notifications to Users, Managers and Admins.

v' Send password expiry warning message to users.

v" Send Password Expiration Notification to Manager.

v" Send Password Expiration Summary Report to Admins daily.

v Calculates Password Expiry Date of Users depending on the Domain Policy and Windows 2008

Fine Grained Password Policy.

v" View Password and Account Expiration Report with Password Expire Date, Account Expire Date,
MaxPasswordAge (Maximum Password Age).

v" Supports Windows 7, Windows 2008 systems.

SYSTEM REQUIREMENTS

Dot Net Framework 3.5.

Windows Active Directory Domain setup.

Supports up to Microsoft Windows 7 and Microsoft Windows 2008 R2 systemes.
Both x86 & x64 platforms are supported.

o O O O
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INSTALLATION

Follow these steps to install JiJi Password Expiration Notification tool.

e Click JiJi Password Expiration Notification setup. Installation wizard will be opened.
e Select 'Install JiJi Password Expiration Notification' and click 'Next'.

Figure 1.1. Install JiJi Password Expiration Notification

Jii Password Expiration Motification Setup ]

r
B BE )i Password Expiration Notification
-

@ Install Jui Pazsword Expiration Matification

Uninztall Jili Pazsword Expiration Motification

Cancel | i e )

e Readthe license terms and click 'l agree'.
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Figure 1.2. JilJiTechnologies license terms

Jui Password Expiration Motification Setup B

r |
B Bl JiJi Password Expiration Notification
-

Pleaze take a moment to read the license agreement now. If you accept the terms below, click "
Agree'’, then "Mest"". Othemaize click "Cancel"

JIJITECHHOLAOGIES LICEMSE TERMS -

These licensze terms are an agreement bebween JiiT echnologies and vou. Please read them.
They apply to the software “Jili Password Expiration Motification” you are downloading from
JUIiTechnologies. com, which includes the media on which pou received it if any. The termsz alzo
apply to ary JT echnologies

*updates,
* zupplements,
* Intemet-based services, and -

| Dan't Agree @ | Agree

1. License Agreerment | 2. Installation F'athl

Cancel a INEHt %I Iﬂqlnstalll &

e Select the installation path and click 'Install'.
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Figure 1.3. Select the installation path

JiJi Password Expiration Motification Setup E|

r |
B Bl JiJi Password Expiration Notification
-

Select a path to install Jui Password E xpiration Motification.

am FilesJiliT echrologies s Pazsword Expiration Motification i_ﬂ' Browsze. .

1. License Agieement| 2, Instalation Path |

[ Cancel ][ﬁ Back] % &

e Now,thelJili Password Expiration Notification tool is installed successfully.

Figure 1.4. JiJi Password Expiration Notification tool isinstalled successfully

I =

(3]

Jili Password Expiration Motification Successfully Installed

© 2012 JiJiTechnologies All rights reserved. | Privacy Policy



Page 07

5 M

WORKING WITH JiPEN

Followingare the procedures to work with JiJi Password Expiration Notification.

Create Notification
e Open lJili Password Expiration Notification tool.
e Click 'Create Notification' button. A window will be opened as shown below.

Figure 1.5. Create Notification

Jili Password and Account Expiration Notification o || =
o
[ settings.. | (.3 Configure Mai Server. (€] view Espiration Fiepet... | [ Create Notiication... | ) Help

Expiation User Hanager E Mail Last Fun
. Taget Typs Target Nams E - o — E-MailIDs =) Status ViewSummary  Fun Now

Description

Description: Ewpiratian Type:

Taiget

Type: | Damain w | Mame:  workswi2008 Jocal P Browse.

Masimum password age m days
| Nty userls] abioul the password or account expiy before (14 12 dage. [ Edit Email

@ Even day O Speciic day

v 14 thday ¥ 13thday v 12thday v 11 thday ¥ 10thday
¥ Sthday ¥ Gthday ¥ Tihday ¥ Gthday ¥ Gthday
v dthday v 3rdday v Zndday v 1stday

I Notify maragsr sbout the user's pd or account expiry before 3 |+ days [0 EditEmal.

@ Every day O Spesic day
v 3rdday v 2ndday v 1stday ‘

| Send the user st whase prd of aecount expiies innedt |7 [+ dape, |1 EditEmal

E-Mail Addresses: [3¢ peete | add. [ Edi. |

| Address |

S

[ Esecuteandsave | [ Save | [ Concel |

e Select expiration type as either password expiration or account expiration. Then, select the
scope to which the notification is to be sent.
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Figure 1.6. Password or Account Expiration Notification

3 Jili Passward and Account Expiration Motification EI@
[@ Seftings... ] [d Configure Mail Server... [F.;l\f'iew Expiration Repart... ] [4 Create Matification... ] oHeIp
i )
o -1 Password or Sccount Expiration Motifier @ ] Last Run
Diescription E-Mail Dz T 5|
ime
Description: Expiration Type:
Target

Type: |User » | Mame: 8 Browse... I

I aximurn password age days

Select thiz object type:

Users Object Types. .

From this location:

workswr2008. local Locations. ..
Enter the object names to select [eramples): D
testuser [test] Check Mames

Send the uger list, whose pwd or account expires in nest |7 EI days. @ Edit Email... ]

E-Mail Addresses: (3 Delee (g Add. ][ Edi. |

Address

E Execute and Save ] E Save ] [ Cancel

e Define yourown Maximum password age. If you don't specify, it will be taken from the domain
policy or Windows 2008 Fine Grained Password Policy.

e Specify the number of days before the expiration so that the notification will be sent to the
users from that day onwards.

e Select 'Every day' to notify about the password expiration every day after the specified day or
select 'Specific day' to to send notification on selected days only.

e To editmail content, click 'Edit Email' button. A wizard will be opened as shown below. You can

insert macros to make it informative. Here [passwordexpirationdate] is used to mention the
password expiration date.
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3 JiJi Password and Account Expiration Motification EI@
[@ Seftings... ] [d Configure Mail Server... ] Daily notification schedule iun time: 05:30 Hrs |4 l Change ] | [E-l Wiew Enpiration Report... ] [4 Create Matification... ] eHeIp
‘wpe Target Mame EditP 1 or Account Expiration Notification @ 3 Wiew Summary Run Mow
Description: E=piration Type: B
Target

Type: |User ~ | Mame: testuser
Mavimurn paszword age days

p Browse...

3 Edit Mail

Edit Wiew

Subject:  User [samaccountname] password expire notification.

[ 52 | fnail

<table align="center'

align="center' style="H
Matifizations /e < td
<b>[zamaccountnan)
the user [samaccoun|
last passward reset d|

@ HTML F‘Ia\nﬁ | Macros... I

FAMACCOUNENETE
dizplayname
managemae
firstriarne

lastniarne

department

ugermailid
soontoexpirepassword
passwordexpirationdate

1< td
ord Expire

Hd> The user —
H].Flease advice Email.. I

> The user's

Ema..

E-Mail Addresses:

(3 Delete (gl Add. (@ Edi. |

Address

E Execute and Save

] E Save ] [ Cancel

e You can edit the mail eitherin html or text format.

Figure 1.8. Edit the mail eitherin Html or Text format

(Sederat ==

@ HTML () Plain Test

E dit Wiew |

Subject:  Your pazzword expires in [zoontoeRpirepasswand).

b acroz...

<table align="center’ style="border:Solid 1px HO0BESC color HOOBESC" > < brx<td
align="center style="background-calor #6435E D ; colarwhite; "> <bx Pazswaord E=pire
Motification b < Adx < A <bre <td < dly < dbz Dear [zamaccountname] < Adts <dds our
pazzward expires in [goontoexpirepazsward] and vour password expiration date iz
[pazswordespirationdate]. <brxPleaze change the password before itz

exping. <bre< bre<uxInfoc< AusYour lazt passward reset date iz

[pedlastzet]. < fdds < dlx < Mdx < e < Stables

k. ] [ Cancel
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Figure 1.9. Edit the mail in Text format

%) Edit Mail ==

Subject:  Your paszword expires in [zoontoexpirepassword].

() HTML @ Plain Test

Dear [zamaccountname],

Y'our pagsword expires in [goontoexpirepazsword] and Your password expiration date is
[pazswordespirationdate].

Pleaze change the password before its expiny.

-

Infocy'our last pagsword reset date is [prdlastzet].

] ] [ Cancel

e This shows the HTML view of e-mail.

Figure 1.10. HTML view of e-mail.

%) Edit Mail

Subject:  Your pazsword expires in [soontoespirepassward).

@ HTML ) Plain Text
View

i

Password Expire Notification

m

Dear [satmaccountname],
Tour password expires i [soontoexpirepassword] and
Tour password expiration date iz
[passwordexprationdate].
Please change the password before its expiry. -

[ Ok ] [ Cancel

e Selectandspecify number of days before the expiration so that the notification will be sent to

the managers from that day onwards.
e Next, Check the checkbox to send the report of user whose password or account expiresin N

day.
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e Now select any one of the report types such as Html, PDF, Excel, CSV and enter the e-mail
address to send notification reports.

e Ifyou needtorun and save the notification, click 'Execute and Save' button otherwise just save
the settings.

Figure 1.11. Run and Save the Notification.

3 Jili Passward and Account Expiration Notification o || &=
& Setings... | [ Configue Mail Server.. (€1 ¥iew Expiration Fepart.. | [ Creale Noifcation... |
Expiration User Manager E-Mail Last Run
Description Tone . Target Type Target Name Hodfication [t Netintation E-Mail IDs el Status View Summary  Run Now

Dessipton: BAETER S

Taiget

Type: | Domain v | Mame:  worksw2008 local £ Browse

WMaimum password age daps
I Nty user() about the password or acoount expiy before (14 |2 dage. 1<) EditEmail.

@ Every day O Spesic day

v 14 thday ¥ 13thday v 12thday v 11 thday ¥ 10thday
¥ Sthday ¥ Gthday ¥ Tihday ¥ Gthday ¥ Gthday
¥ 4thday v 3dday ¥ Zndday ¥ 1stdap

I Notify maragsr sbout the user's pd or account expiry before 3|+ days [0 EditEmal..

® Everyday @ Speciic day
v 3rdday v 2edday @ 1stday ‘

I S the ussr s, whisss pd of accourt sspies in risst days | EditEmall..

E-Mail Addresses: (38 Deete [ add. | Edi. |

| Address |

S

[ Esecuteandsave | [ Save | [ Concel |

e Now, you can view the scheduled notification as shown below. Change the daily notification
schedule run time as per your wish.
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Figure 1.12. Change the daily notification schedule

@ Settings... ] L@Configule Mail Server... ]

Daily notification schedule iun time: 05:30 Hrs |4 l Change ] [E‘l Wiew Enpiration Report... ] [* Create Matification... ] eHeIp
E =piration User Manager E-Mail E-Mail Last Run "
Type Target Type Target Hame Wotification Motific:ation Motification Dz Time Status Wiew Summay
Diamait [ lozal | Enabled Enabled Disabled

Configure Mail Server Settings

e To configure e-mail settings, click 'Configure Mail Server' button in the JiJi Password Expiration

Notification Window.

Mail Server Settings window will be opened. Enter the mail server details and then test the
settings.
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Figure 1.13. Mail ServerSettings
48 JiJi Password and Account Expiration Notification (==l =]
@ Settings... ] @Configule Mail Server... ] @View E=piration Repart... ] [* Create Matificatian. .. ] eHeIp
- Expiration User Manager E-Mail A Last Run
Desciiption Type Target Type Taiget Name Motification M otific:ation M atification E-ail IDs Time §

Configure Mail Server Settings:

Mail Server: mail zerver

Part Addiess: |1 li" Time Dut: |1DD

E" 3EC.

Uzer Mame: testuser@test com

Password:

Use 551 Send with High Priority

e [ftestis success, save the settings.

View Expiration Report

e Toviewaccountor password expiration reports, click 'View Expiration Report' button in the JilJi

Password Expiration Notification Window.

e Report will be displayed as shown below. You can also select scope to view the reports.
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r‘;‘] Password And Account Expiration Report

oo /==

Select Al None Scope: [ workswi2008
MHame SakaccountMame| Email D MaxPasswordége | PasswordExpinDat) PazswordlastSet | AccountCreated TimeSpanTodcool | Me »
u Testlzer] .42 MNewver 81/200 543 010 10:46... Te
[ | Testser2 Testllzer2 42 M ever 8220010149, | 7/29/2000 10:47... | 00:00:00
[ | Testserd Testlzer3 42 Mewer 8A/2000 3880 | 7/29/2001010:48... | 00:00:00
[ | Testzerd Testllzerd TestUser2i@jijitec... | 42 MHewer 8112000 543 | 7/29/201010:48... | 00:00:00
[ | Testlsers Testllzers 42 M ever 8/4/2010 9584, | 7/29/20010 10:49... | 00:00:00
[ | Testseb Testlzers TestUzerGi@jijitec... | 42 Mewer 820543 | 7/29/2001010:51 .. | 00:00:00
[ | test1 test] 1 Mewver 200757 | 712000 227 | 00:00:00 !
[ [ test2 test2 42 M ever FAA200 788, | F/312000 228, | 00:00:00 i
[[] | MetSharellzer uger 1 Mewer aM1/200540. | 8/4/2010 &:01:4... | 00:00:00
[ | ServiceTestU ser ServiceTestl ser 42 94152010 1033 | 842010 10334, | 8/4/2010 8034, | 00:00:00
[ | userds uzerdh uzerd Bigjji. v 42 Change Pazswor... 8/4/2010 9291, | 32972160427 |Go
[ [Usgen test uger] Etest.com 1 Change Passwaor.. A/B/201012:32. | 00:00:00
[[] | TreeTestl TreeTest] 1 8102010 437 | 8/9/2010 4:37.4... |8/9/201011:07:... |00:00:00
[ | testuser testuzer testuzer@test com | 1 Change Pazswor... 8/10/2010 B:34:... | 00:00:00
[ | mahesh mahesh 42 Change Pazswar. .. 81120001116, | 00:00:00
[ | testuser2s testuzer2ob 1 M ever 8/12/20M012:06... | 81/2000 1132, | 00:00:00
[T | usert user 1 841342010923, |8A2/2M0 %23, |812/200 352.... [00:00:00
[T | user2 user? 1 8/13/2010 323, | 8M12/2M0 323 |8A2/2M0 353 [00:00:00 -
] 1 3
Noof records : 52
Export

You can export and save the generated reports in CSV, Excel, PDF, HTML formats.

Print

e You can print the generated account and password expiration report by clicking 'Print' button.

e A printable view will be opened as shown below.

© 2012 JiJiTechnologies All rights reserved. | Privacy Policy
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Figure 1.15. A printable view

a) Printable View == EeE ="
1 of 1 |« OF S 0@E-| 100% - Find | Mext
Fassword and Account Expiration Report it
Description: Report Generation Date & Time: ( 8/12/2010 12:36.:48 PM)
Mo of Records: 22
MName SAMAccountNam EmailID MaxPasswordAg PasswordExpiryD
ate
TestUserl Testlser] TestUserl@jijitech.c Mever
0T
TestlUser Testlser? 42 Mever
TestUser3 Testlser3 42 Mever 3
TestUserd Testlzerd TestUser2@jijitech.c 42 Mever
0T
TestUserd Testlserd 42 Mever
TestUserk Testlserd TestUsed@jijitech. e 42 Mever
0T
testl testl 1 Mever
test? test? 42 Mever i
MetSharellser user 1 Mever
SericeTestUser SemiceTestUser 42 9/15/2010 1:33:42
P
userds userds userdS@jiji.w 42 Change Passward at
Mext Logon Enabled
Uszerl test userli@test.com 1 Change Passward at
Mext Logon Enabled
TreeTest1 TreeTestl 1 8/10/2010 4:37:47
P il
' m r

e Now you can print the report.
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Settings
Followingare the password expiration settings that can be made to JiJi Password Expiration Notification
tool.

e Ignore Password Never Expire users —If you select this option, notification will not be sent to the
users whose password never expires.

e Ignore users whose password must change at nextlogon —Some users may have to change their
passwords on every logon. So you can select this option to ignore them.

e Ignore userswhodo nothave mailid —Select this option to neglect the users without e-mail id
from notification.

e Ignore password expired users - Select this option to exclude the users whose passwords were
already expired.

e Sendthe notification summary report of all notifications to the mentioned e-mail ids — You can
add e-mail ids of authorised persons to send the notification summary.

Do the followingto change the default settings.

e Click 'Settings' button in the JiJi Password Expiration Notification Window, check the settings
check boxes as per your need and then save it.

Figure 1.16. Settings button

48 JiJi Password and Account Expiration Motification (=1 >SS
|ij:$ Seftings... | | A Canfigure Mall Server... |-_—| ‘Wiew Ewpiration Repart... | |LJJ Create Matification... | |7| |(_¢‘~ Help |
- E=piration User M anager E-Mail A Last Run
Desciiption Type Targst Type Target Name Motification Motification Matification E-tail IDs Time 5
{43 Settings (s

Paszword Expiration Settings

4| lgnore password never expires users.

¥| lgnore ugers whose password must change at next logon.
/| lgnaore users who does not have mail 1D,

|gnaore password expired ugers.

| Send the summary report of all natifications to these Emai-D s

E-Mail Addresses: |8 Delste [ch add. |7 Edt.

Address
adrmin(E@test.com

|E] Save | | Cancel
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LICENSE REGISTRATION

Onlylimited features are available inthe trial version. Get the licensefile to use all the features.

e Gotohelpandclick 'License' menu.

Figure 1.17. License menu.

@ Seftings... ] @ Configure Mail Server... @ ‘Wiew Expiration Repart... ] [* Create Matification... ]
- User Manual
Expiration User tanager E-Mail
Desciption Type Target Type [jaoctblone Motification Matification Matification i Customer Feedback

Froduct Harme

Register

Furchase

About

e License Registration dialogue box will be opened.
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Figure 1.18. License Registration dialogue box
3 Ji Password and Account Expiration Notification (==l =]
@ Seftings... ] @Configule Mail Server... E]View Expiration Repart... ] [* Create Matification... ]

- Expiration
Diescription Type Target Type Target Mame Notfication Natification

e Copythedetailsshowninthatdialogue box and senditto sales@jijitechnologies.comto get the

license file.
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