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1. INTRODUCTION

To use remote account management in the AS LTB Eakus Branch (the Bank), as well as to enjoy
other remote services offered by the Bank you shall
* Open a Current account with the Bank;
» Submit an application for Remote Account Management
Note If the user intends to use the INTERNET-Bankingt8m, at the moment of submission of
the application the user selects@GIN for access to the INTERNET-Banking System.
» Sign an Acknowledgement of receipt identificatiovd authorisation tools.

2. INTERNET-BANKING SYSTEM
2.1.General description of the INTERNET-Banking System

The INTERNET-Banking System is a modern, flexibhel @onvenient system for remote contacts with the
Bank through the Internet. The INTERNET-Banking banused to:

» create and send payment orders, foreign exchaulgesoto the Bank;

* receive account statements for any period of tinteiaformation about the account balance;

» obtain information on the Bank exchange rates;

* receive news and messages from the Bank;

* maintain correspondence with the Bank and recdiverservices.

The INTERNET-Banking System allows you to seleetfibilowing options for the interface language:
 Russian,
* English.

The INTERNET-Banking System @esigned for the following browsers

* Internet Explorer Version 5.5 or higher,

» Opera Version 8.0 or higher.
When used in other browsers, proper functioningttef INTERNET-Banking is not guaranteed. A
mandatoryrequirement is that the length of the encryptiew &f the browser shall be at least 128 bits.

2.2.Connection to the INTERNET-Banking System
2.2.1. To connect to the INTERNET-Banking System, you nauger the following system address in the

browser window:_https://secure.ltbbank.coifou can enter the system also directly from treniBs
website www.ltbbank.conThe following window will be seen on the scresed Picture 1):
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/= LTB. Internet Banking - Windows Internet Explorer provided by AS LTB Bank
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New deposit interest rates Login l:l
Documents
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Anout S5L Certificates
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Picture 1: Connection to the INTERNET-Banking Syste

In the field LOGIN you must enter th& OGIN, which was selected by the user himself/hersetf an
specified in the application for remote account aggament submitted to the Bank.
Note For creation of 4 OGIN you can use only Latin alphabet letters and Arahimerals. For

example, if the company name is DC Konsultantintileu may choose, for instance, the following
LOGIN: DCKONS45.

Then in the fiel PASSWORDyou must enter your current password for accetisetgystem.
Note When entering the INTERNET-Banking System for fhist time, you must use the login

password delivered to you by the Bank in a closedelpe. This password must be changed
immediately in accordance with the procedures geiroparagraph 2.2.2.

After successful completion of the above-mentiostps (input of the values in the field®GIN and
PASSWORD, the INTERNET-Banking System menu is displayed] #re user can start working on the
system (unless the INTERNET-Banking System shallde together with the DIGIPAES

If the INTERNET-Banking System shall be used togetith the DIGIPASS, then after input of the

values in the fieldeOGIN and PASSWORDthe following window will be displayed on the sere(see
Picture 2):
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Picture 2: Connection to the system

In the fieldDIGIPASS I-PASSWORDit is necessary to enter the value generated dPtBIPASS using
the keyl (functionldentification) — a simple unique password (work with the DIGIFBAS described in
Section 3). After that the user gets access ttNiERNET-Banking System.

After successful completion of the above-mentiosteps (input of the values in the field©GIN,
PASSWORDand DIGIPASS I-PASSWORID, the menu of the INTERNET-Banking System will be
displayed, and the user can start working on tkeesy.

2.2.2. When connecting to the INTERNET-Banking System forthe first time, it is necessary_to
change the initial password for _connectionto the INTERNET-Banking System and _the initial
password for signing (authorisation) of documentsielivered by the Bank in a closed envelope

Changing the initial password for connection to thdNTERNET-Banking System:

After entering the values in the field©GIN and PASSWORD the following window will be displayed

on the screen (see Picture 3), in which the usest maplace the initial password (issued by the Béok
connection to the INTERNET-Banking System with &eotpassword created by the user himself/herself
and intended for his/her use in the future. Foatina of the password you can use only lettersadinLand
Cyrillic alphabet and Arabic numerals.
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Picture 3: INTERNET-Banking System login passwdndrge
when connecting the system for the first time

Changing the initial password for signing (authoristion) of documents
Procedure of change of the initial password (isduethe Bank) for signing (authorisation) of documse
is described in Paragraph 2.3.

When the user has changed the initMTERNET-Banking System login password and the initl
password for signing (authorisation) of documentsthe Bank undertakes to activate the INTERNET-
Banking System within 1 (one) Bank day in accor@awith the system user mode assigned (full, limited
or informative).
Note If you want to speed up activation of the INTERNBanking System, you can contact the
Bank by calling the following phone number in Rig&71 67043520 or by contacting your Service
Manager.

2.3.Changing the INTERNET-Banking System login passwordnd
the password for signing (authorisation) of documets

Any subsequent changes of the INTERNET-Banking e3gstogin password, as well as the first and
subsequent changes of the password for signingdasiation) of documents are made in the menu item
PARAMETERS(see Picture 4).
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Using this function the user can change the sysimym password and the password for signing
(authorisation) of documents at any time.

A password is changed in the following way:
* Press the buttohOGIN-PASSWORD enter the new System login password in the fid&V
PASSWORDandCONFIRMATION. Then press the butt@k.
* Press the buttoBIGNATURE-PASSWORD enter the new password for signing of documemts i
the fieldsNEW PASSWORDandCONFIRMATION. Then press the buttadk.
* To finish the work, it is necessary to enter therext (unchanged) system login password and press
the buttonrSAVE.

{= Menu USER - Windows Internet Explorer provided by AS LTB Bank

@‘\ ~ v | E| htps:/fsscure Rblv.com{stream, LTE: fsessionid=30712FE79E4FF 2 | ASAD431 DDDSTFCDCY W8 [[#2]l¢] |uve search |-
Flle Edit Wiew Favorkes Tools  Help
Tilies Sisala - | comekst - @ | @ | &3 | Eruket | 4 et
P 7 o — - ¥ i »
W |@MenuUSER [ far - B) e v [hPags « 0 Tooks -
= R
r
r ient Test Stream 2
r_______J ser. Test Stream 2_1 ello g 1 LI i

Client parameters | User's parameters

Corporate Client (PIN 001797)
Test Stream 2
User's ua{ameters__

Full name * |Test Stream 2_1

Login name * TEST_ST_M1 Language@@i
Group | I
Phone(s) 788987987 |
e-mail |Info@itbiv.com |

Aliowed IP-addresses

aximal number of rows on page in lists 51[]0 | max. 100
Change password 20 max. 20

Password Date Protection unit Login parameters:

Login 09,07.2010 11:43.33 New passwrord | \
Signature 13.11.2009 124707 Confirmation | |

[
Adjust the timer of DP-token (sek) OK | Cancel |

Display the balances on the first page
Paymentaccounts ———

1ILV06 LATC 0487 0179 7004 0 Norgkinu kontz

2[LVZ5 LATC 4467 0179 7008 0 Nor&inu konts Company 1
Informational accounts

;
Login password,

Copyright € 2006, AS LTE Bank Grecinieku 22, Riga, Latwia, LV-1050,
nhone +371 R704R 510 fax+2371 A7TN43 511

Done % Local intranet H s T

Picture 4: Changing the password
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2.4.Menu of the INTERNET-Banking System
INFORMATION

News
This section provides news, contains letters (ngesa as well as available information about tist la
connection to the system.

Exchange rates
This section provides information on the applicahlerency exchange rates set by the Bank.

List of sessions
This section provides information on actions oftiser in a certain period of time.

ACCOUNTS

Balance of accounts
This section provides information on the balancaamounts.

Bank statement
Upon selection of an account, a currency and ageri time from the list, the system creates aestant
according to the parameters selected.

PAYMENTS

New
In this section you can create and send to the Bardxecution the following orders:

* payment order;

 an order to replenish the account;

» foreign exchange order;

* cash order (in the case the Bank provides cashéctons).
Mandatory fields are marked with

When filling in a new document, you can click oe tumber of a previous document to review its aante
as well as to see the balancesp—ﬁy

Value date of the document can be enterddDnMM.YYYY format or chosen from a calendar when you

click on the butto.

When the fields are completed, you can make theviolg actions with the document:
» Create a new pattern;
* Save the document in the fold@RAFTS;
* Save the document in the fold&AITING FOR AUTHORIZATION;
* Sign the document and send it to the Bank.

After selecting the desired action, cliRkJN (see Picture 5).
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TEST RLIENT

Y : New document

International payment order
Dormnestic payment order
Account crediting

Currency exchange order

Payment No. ™
Cash order

Account No. *

Amount *

Beneficiary Customer
Beneficiarys Account™

Address

Beneficiary Institution
Country *
Address

Intermediary
Country

Address

Priority *

Aim of payment *

Account (intermediary)

Info for ordering customers bank |

New | Not sent to bank | Sent to bank | Documents search | Send payment file | Patterns

International payment order

Requisits of payment

| | @

Currency * |

of [02.07.2010

&

| Reg.No., |

| | country*|

Beneficiary Institution

2| swer| i

Lved Fssan  IIESTEENN

[ &

v| Codel

| 2| swiFT |

[ v|  ouks

| Code

Additional information

| ordinary -

Comission is paid ny"; OUR - Ordering Customer fully

Information to beneficiary * [

| 000 indefinite

»

Save the document in the "To Authorize” folder v‘_\ ¥

Run

==

Create new pattern

Copyright & 2006, AS LTB Bank

| save the document in the "Drafts" folder

|
Save the document in the "To Authorize” folder

|Authorize and send the document to the bank |

Greoinieku 22, Riga, Latvia, LV-1050,
phone:+371 67043 510, fax:+371 67043 511
e-mail.tbi@itblv.com &

Cone

% Local intranet Ho0% -

Picture 5: Selection of functions

Any of the above documents must be authorised ggiigas follows:
* When using the DIGIPASS each of the documents sent to the Bank mustdmediby a digital

signature generated by the DIGIPASS using the op&» (see the DIGIPASS User Man)al
* When the Test Key is usedyou must enter the signature password in thd RISSWORD and

a mandatory requirement is to indicate the Test Key intended for paymeimtsthe field
INFO FOR ORDERING CUSTOMERS BANK(see the Test Key User Man)jaf the Test Key
is not specified in the relevant field, the Banklshot execute your order.

Not sent to bank

All

This section contains documents that are saveddyser after editing. To sign these documents it i
necessary to open the document by clicking on timeber ofeach document.

After that you must select the functiddJTHORIZE AND SEND THE DOCUMENT TO THE BANK
(see Picture 5), click on the butt®UN, sign the document with the digital signature,egated by the
DIGIPASS, using for this purpose the opti®ror with your own password for signing of docungefit the

DIGIPASS is not used).
Drafts
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This section is for documents saved as drafts.ehal shem to the Bank or remove them, you mustvollo
the steps specified for the menu itBI®T SENT TO BANK-ALL.

Waiting for authorizations
This section contains documents saved by the disgragliting. To send them to the Bank or remoeth
you must follow the steps specified for the meemiNOT SENT TO BANK-ALL

Sent to bank

Day’s payments
This section contains documents that have beertaéim¢ Bank within the last two days (date of aigne)
and they can be viewed and printed out. In addiitas possible to view the operations with theulment
and perform the following actions with the document

* create a new pattern;

« create a new document using the existing docungeatsample. (See Picture 6)

You can view operations with the document by pressine button located in the upper left corner,olvhi
shows the current status of the document.

In this case it is the buttd® SENT IN BANK. (see Picture 6.) The document is printed outlizkiaog on
the buttorS.

Month's payments
This section contains documents that have beentsghe Bank within the current month. Actions hwit
documents are similar to those described irDAY¥’'S PAYMENTS

Waiting
This section contains documents which have beentsathe Bank but which are waiting for accept for
processing. Actions with documents are similahtise described in tH2AY'S PAYMENTS

Processed

This section contains documents which have beentedhe Bank, which are accepted by the operatdr a
which are being processed by the Bank system. Agtwith documents are similar to those described in
theDAY’'S PAYMENTS

Booked

This section contains documents signed earlier aarded out (executed) by the Bank. Actions with
documents are similar to those described inDAY’'S PAYMENTS Additional function — send an order
to the archives.

Rejected
This section contains documents rejected by thekBaine user cannot cancel a document. The user can
cancel a document only upon sending a relevamtrlgitthe Bank.

Remote Account Management. User Manual
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(= Menu USER - Windows Internet Explorer provided by AS LTB Bank
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e . = . = 7 : »
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-~
New | Mot sentta bank | Sent to bank | Documents search | Send payment file | Patterns =
¥} Is sent in bank | International payment order =
Day's Payments
Month's Payments
Waiting Requisits of payment
Processed Payment No. * 2 of 09.07.2010
Saoad Account No, *
Rejected
Amount * 1.00 Currency *
Beneficiary Customer * TEST TEST TEST Req. Ho.
Beneficiarys Account® TEST 123456 Country ™
Address
Beneficiary Institution
Beneficiary Institution * COMMERZBANK AG _I SWIFT COBAUSIXXXX
Country * NKS Code
Address UsA
Account (intermediary)
Intermediary _| SWIFT
Country NKS Code
Address
Additional information
Priority * 2y Comission is paid by *
Information to beneficiary * TEST
Aim of payment *
Info for ordering customers bank
& i-_c_rease. new pa_n.arn
tCreate new pattern
|New document, using this one as template
Copyright @ 2006, AS LTE Bank Grecinieku 23, Riga, Latvia, LV-1050
phone-+371 67043 510, fax:+371 57043 511 _
e-mail.ltb@ltblv.com ¥
Done & 8 Localintranet H100% v

Picture 6: Sent to the Bank.

Documents search

To search for a document, you must enter the dosumenmber or identify the type of document you are
looking for, as well as additional search optiodscument number, amount, period of search, etal Y
can print out a document that has been found,eatera pattern based on it.

Functions and actions with a document are simid&@BENT TO BANK (see Picture 6). If you click on the
button RUN in this section, the system will produce a listadif payments made in the system. You can
open any document by clicking on the number of it.

Patterns

In this section, it is possible to search for tequired pattern by document type. The system pesvadlist
of found patterns that can be opened by clickingrmnnumber thereof. You can perform the following
actions with an opened pattern: (see Picture 7)
* create a new pattern;
* rewrite a pattern;
* remove a pattern;
save a document in the fold@RAFTS;
» save a document in the fold&AITING FOR AUTHORIZATIONS;
« sign a document and send it to the Bank.
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Mew | Not sent to bank | Sent to bank | Documents search | Patterns
¥ A
N Requisits of payment
International payment order

Domestic payment order ‘ oicar i ;,471

Payment No. of |04.08.2010
Account crediting .

[ = =
Currency exchange order Account No. * | LV25 LATC 4467 0179 7008 0 - Norékinu konts Company 1 V‘ [—4

Cash order Amount * [ 200 Currency *| RUB (543) +

Beneficiary Customer* | Testing | Reg.No| |

Beneficiarys Account” | 34645657568678 | country=|usa v

Address B |

Beneficiary Institution

Beneficiary Institution * :ABI‘J AMRO Bank |i| SWIFT \ABNAU SIIHAN |

Country * [usa v HKS| ABA ROUTING »| Code|

Address 335 Madison avenue, N.Y. 10017 |

Account (intermediary) | |

Intermediary I | 2] swrr |
Country [ ~|  uks v | Cods

Address [ |

Additional information

Priority * [ordinary [#] Comission is paid by *| OUR - Ordering Customer fully v

Information to beneficiary ™ |TE STING 2.00 RUB |

Aim of payment * [378 Current transfers v|

Info for ordering customers bank |

«
el
&
3

Save the document in the "To Verify" folder bt

v

reate new pattern
Overwrite pattern G ku 22, R Labvia, LV-1050

recinieku 22, Riga, Latvia, LV-1050,
Delete pattern phone:+371 67043 610, fax:+371 67043 511

Copyright @ 2006., AS LT Bank

Save the document in the "Drafis” folder

i
e Ko s et corsmsani i, | & S e tranet Ao
Picture 7: Operations with patterns.
CONTACTS
Correspondence
New

In this section, you can create and send a letiesgage) to the Bank. Letter (message) must beragt
(signed) by the user in the following way:
» When using the DIGIPASS the letter (message) must be signed by a digjjalture generated by
the DIGIPASS device using the optibn(see the DIGIPASS User Manyal
* When the Test Key is used, you must enter the siparssword for signing of documents in the field
PASSWORD and amandatory requirement is to indicate at the end of the text in the fiefdhe
letter the Test Key generated for this letter (de=Test Key User Guifleif the Test Key is not
specified in the relevant field, the Bank shall ex¢cute a document.

Not sent
This section contains letters (messages) savethdoyiger after editing. To sign these letters (ngEs9a

you must open them by clicking on the numbeeath letter (message). You can save, send, print out,
create a new letter (message) here.
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Sent to the bank
Search for letters (messages) sent to the Bankwatbpecified period of time is carried out here.

Unread messages
This section contains unread letters (messages)the Bank.

Last letters (all)
This section contains the correspondence for steSlanonths and drafts of outgoing documents.

Only Outgoing
In this section you can find letters (messages) teetine Bank within the last 3 months.

Only Incoming
In this section you can find letters (messagesived from the Bank within the last 3 months.

Archive (search)

Search for a necessary letter (message) is camdedccording to the specified parameters. Youszare,
send, print out the found letter or create a new.

News
In this section you can read the news from the Bank

/= Menu USER - Windows Internet Explorer provided by AS LTB Bank

pr—

= — :
@ 4 = | ] hitps:fjsecure.lthly.comfstream. L TE;jsessionid=166F50A26 1 9380F 51 N654655A2906D93 ol B [[#] %] e soan |2
File Edit View Favortes Tools Help
Tiies Sisa - | camedzt - @ | @ | QY | Erake | 4
R = — — — = »
wode ‘EMenu USER. | | My o- B deh v hpage v () Tools -
- x|
r 4
A— + Test Stream 2
F____J Us=r: Test Stream 2_1 He 201 v RUSSUAN
Correspondence | News
L2 1
Number * | | on  04.08.2010
New Subject* [ |
Mot sent
Sentto the bank
Unread messages
Last letters (all)
... only Outgoing
.. anly Incoming
Archive (search)
E Ssave =] Send
Copyright ® 2006., AS LTE Bank Grecinisku 22, Riga, Latvia, LV-1050,
phone:+371 67043 510, fax:+371 67043 514
e-mail:tb@itblv.com
Done 1] o S Local intranet H100% v

Picture 8:Correspondence
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PARAMETERS

In the case of necessity, you can change your cbdédails in this section. This section is alsemded to
change the current password for login the systedrtla® current password for signing of documentién
system, as well as to change other parameters.

Warning! A document may be signed by the password for sggoindocuments in the system and the
password calculated for the specific document ugiedDIGIPASS. If the user uses the DIGIPASS tm sig
documents, the user can disable the passworddaigiming of documents in the system. To do thastog
the menu itenPARAMETERS and click on the buttoSIGNATURE - PASSWORDand then click on
OK in the opened window (in this case it is not neags to enter a new value in the connection
parameters). The procedure for entering the paskfoorsigning of documents in the system is simitar
the procedure for changing passwords (detailednmdition is given in Para. 2.3).

2.5.Logout the INTERNET-Banking System

To exit the INTERNET-Banking System you have taklon the buttorX in the upper right corner of the
window. If the user does not perform any actiothim INTERNET-Banking System within 15 minutes, the
session is terminated automatically. After the isesshe system will display an appropriate message

Attention! Orders and other documents without authorizati@gnéure) are not accepted for
execution by the Bank!

3. DIGIPASS
3.1.General information on the DIGIPASS

DIGIPASS is a tool for identification of the user and autkation (signing) of electronic documents in the
INTERNET-Banking System, designed for generatiopagswords to log in the system and passwords for
signing of electronic documents in the system;ttioé replaces the stamp and signature. Appeardamite o
tool is presented in Picture 9.

Passwords generated by DIGIPASS are unique, notatieyy and depend on data, time, device
identification information and/or content of documte

Description of functional keys:

ON/OFF - start/stop work with the DIGIPASS;

ENTER — complete the input;

| — generate a one-time password,;

S - selection of type of document to be signed (sedactdf modes by
successive pressing of the key) and password gerely type of document;
CC —return back or delete the last entered symbol;

F — selection of service modes (selection of modesuagessive pressing of
the key).

Picture 9: Appearance of the DIGIPASS

In the DIGIPASS there is used a lithium batteryhviite term of efficiency up to 5 years, dependinghe
intensity of operation of the device. When the digtis exhausted, you should contact the Bankitace
the device.

Remote Account Management. User Manual
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The DIGIPASS is switched on by pressing the bu@NIOFF. Repeated pressing on this button switches
off the DIGIPASS. The device is switched off auttically if no action is performed with it in 30-40
seconds. You shall get access to all function ef IIGIPASS upon entering a 6-digtiN — code The
initial PIN — codeis delivered to the user together with the DIGIPABSa closed envelope; before you
start using the DIGIPASS, tH&IN - code MUST be changed. When changing BEN — codeyou shall
not use a very simple sequence of digits, suct?83456 or 111111.

Evidence that before you this DIGIPASS has not hessd by anyone else is the mesddg&V/ TOKEN
appearing on the display when you have switchegbomn DIGIPASS.

Attention! In the case of loss, theft or blockage of the PI&$S, inform the Bank promptly thereon.
3.2. Activation of the DIGIPASS

The DIGIPASS is activated as follows:

= Press the butto®N/OFF.

= You will see a greeting ELCOME on the display. Press the butteNTER.

= You will see request for the PIN-coB®&TER PIN on the display. Enter the PIN-code and press
the buttorENTER.
Note When you initially activate the device, thelT PIN (initial PIN-code), which is handed
out by the Bank to the user together with the DIE3B in a closed envelope, will first be
prompted. After entering the initi&IN-code the customer must replace it and create his/her
own newPIN-code and confirm it. After these steps, the deviceeedy to work. Later, the user
is using his/her owRIN-codeto activate the device. A special mode is devaldpechange the
PIN-code.

¢ You will see the system mer@ELECT | S Fon the display. Selection of mode by pressing
the corresponding key.

3.3. Password types

DIGIPASS allows generation of two password typeddentification and authorisation in the INTERNET-
Banking System.
* Simple unique password (hereinafter referred ttPA&SSWORD), which depends only on the
specific device, the date and time.
e Password to sign documents, depending on the pteesra a particular document (hereinafter
referred to aSPASSWORD.

Simple unique password (IPASSWORD)

The keyl on the DIGIPASS device is intended for generatibsimple unique passwords.

This password type is used for login tiNMTERNET-Banking System, as well as for signingletters
(messages).

A letter (message) must be at first saved as amdectiand then signed with a simple unique password.
this case a password generated by using thé &eythe DIGIPASS device is used for signature.

Let us see in details the procedure of signindterlevith a simple unique password:
¢ Inthe INTERNET-Banking System, switch to the m@&BRRESPONDENCENOT SENT.
« Inthe INTERNET-Banking System, click on the documteumber to open the document.
e Click on the buttor6END in the INTERNET-Banking System.
e Activate the DIGIPASS, if it has been switched @f€scription of all the further steps for an
activated DIGIPASS).
* Press the kelyon the DIGIPASS.

Remote Account Management. User Manual
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* In the INTERNET-Banking System — enter the obtaisedple unique password in the field
DIGIPASS and click on the buttoSENT.

Password for signing of documents (SPASSWORD)

The keyS on the DIGIPASS device is intended for generatibrpasswords for signing of documents
according to the document type and parameters.

Selection of document type is made by consecutipedgsing the ke on the DIGIPASS.

To sign a payment order and application for castbufsement (in case the Bank provides cash
transactions), the mod@AYMENT is used. To sign a foreign exchange order, theerBOCHANGE is
used.

Detailed procedure for generation of passwordsifpring of documents is given below.

3.4.Service functions

Consecutive pressing of the kByon the Digipass device allows switching over tH&IPASS to one of
the service modes:
e Change Pin
In this mode you can change the currfélid-codeto a new one. When this mode is selected, the
gquestionChange PIN?will appear on the display. To change the exisiiy-code, press the
buttonENTER, and the DIGIPASS will switch over to tif®#N-code changing mode. To cancel
the entry or to exit the mode, you must use the(€y

e GMT Date.
e  GMT Time.
+ HELPDESK.

3.5. Generation of password for signing of documest

To generate signature, the following informationtib@ document must be entered into the DIGIPASS:

e SENDER ACC/ RECEIVER ACC- only the four last digits of the account numbee used. If
the account number contains characters, they amamdied and only the last four digits of the
resulting number are entered. For example, theusmtcoumber is 001-12345-678: you must
enter 5678 into the DIGIPASS.

VALUE DATE - is entered without dots. For example, if the dat28.12.2009, then you must
enter 28122009 into the DIGIPASS.

CURRENCY- digital code of the currency is used, whichihia system INTERNET-Banking is
indicated in parentheses next to the character.code

AMOUNT - only the integer part is used. For exampleh& payment amount is 21335.56, you
must enter 21335 into the DIGIPASS.

« The keyCC is intended for correction of the data to be extein addition, this key is used to

return back to the previous level of the DIGIPAS&nm
Input of each of the parameters is completed bgging the ENTER, after which the display of
the DIGIPASS prompts to enter the next parametponJperformance of the above actions the
DIGIPASS device generates a unique password (appeahe display

3.6.Procedure of signing of documents

To sign a document, the following steps must bépeed:
e Fill in the document form in the INTERNET-Bankingstem (password is not to be calculated)
and save the document in the folsl¢AITING FOR AUTHORIZATION.

Remote Account Management. User Manual
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Go to the foldeMWAITING FOR AUTHORIZATION and open the document by clicking on the

* Select the functioMUTHORIZE AND SEND THE DOCUMENT TO THE BANKand click

on the buttorRUN

e Calculate the passwofilaccording to the document parameters as desdrilfeara. 3.5.

e Enter the obtained password into the fiBIGIPASS of the INTERNET-Banking System.

¢ Click on the buttorRUN in the INTERNET-Banking System.

« After that the document is automatically sent ® Bank (you can see it in the fold®ENT TO

BANK).

3.7. Examples of calculation of passwords for sigmj of documents

This section contains examples of calculation ofspards by type of documents (SPASSWORD).

It is assumed that the DIGIPASS is already actilate

Payment order

Having selected the functiohRUTHORIZE AND SEND THE DOCUMENT TO THE BANKwe obtain

the following screen: (see Picture 10).

= Menu USER - Windows Internet Explorer provided by AS LTB Bank

pm— =

@L— f '4 https: ffsecure.ltblv, com/stream.LTE; jsessionid=4091FCC834 1004 3EE28B536AB51 248F2

o

VB [%] (] [uve zes [[#]-

File Edt VYew Favortes Tools Help
Tildes Sisajs - | comekst - i | @ A
TF | @ enu User =

EBTukat | # tedimet

= ¥ >
i > |rkPage ~ {0F Tools ~

TOVErTY
Waiting for authorization

Payment No. * |01 |

Account No. ™
Amount * | 1;D|i|

>

of ioe.umom

4

Currency * =HF

Beneficiary Customer * ITE STING

| Rea. o/ |

Beneficiarys Account” i 123456789

Country *

Address i

Beneficiary Institution

Beneficiary institution * ENDr’dea Banka Finland Plc Lithuania branch

!_I SWIFT | HDEAL T2XXXX ‘

Country * iania NKS.

Code

Address | Lithuania

Account (intermediary) |

Intermediary |

[ =] swer

Country NKS

Code|

Address |

Additional information

Priority *

‘Comission is paid by *

Information to beneficiary * !Qesimg

Aim of payment *

Info for ordering customers bank

CURRENCY
AMOUNT
VALUEDATE
SENDER ACC

DigiPass

Payment

RECEIVER ACC

826

12
08072010
0040
6789

Copyright @ 2008, AS LTB Bank

Grecinieku 22, Riga, Latvia, LV-1050
phone:+371 67043 510, fax:+371 67043 511
e-mail:th@itblv.com w

Cone

% Local intranet HA00% v

Picture 10: International payment order

Approved at 12.08.2010. |

Remote Account Management. User Manual
Effective from 12.08.2010.| 1"Edition | Page 17 of 23



AS LTB Bank Cyprus Branch
Reg. No.: AE 2512; SWIFT: LATCCY2L

Yy - 82, Nikou Pattichi St., Maritania Court, 3070, Lissal, Cyprus;
) u", a n Phone.: +357 25870740; Fax: +357 25870746;

info@Itbbank.comwww.ltbbank.com

Procedure of calculation of password according to parameters of payment order

On the display of the DIGIPASS Your actions

SELECTI S F Press<S»<Enter>

PAYMENT <Enter>

CURRENCY 826<Enter>

AMOUNT 12 <Enter>

VALUEDATE 09072010 <Enter>

SENDER ACC 0040 <Enter>

RECEIVER ACC 6789 <Enter>

SIGNATURE 1157862363 — Your electronic signature for
this document

The field SIGNATURE contains password for signing of the document gdad according to the
parameters of the specific document.

The system allows you to sign documents in two ways
« When filling in the order form, you must select thunction AUTHORIZE AND SEND THE
DOCUMENT TO THE BANK, enter the password for signing of document, dated according
to the document parameters, into the fiBIGIPASS of the INTERNET-Banking System and
click on the buttorRUN. In this case the document will be sent for preesto the Bank without
being sent to the fold&AITING FOR AUTHORIZATION;

* Fill in the document form (without calculating thassword) and save the document in the folder
WAITING FOR AUTHORIZATION. Then go to the foldeVAITING FOR AUTHORIZATION,
and open the document by clicking on the documemiber. Then select the function
AUTHORIZE AND SEND THE DOCUMENT TO THE BANK calculate the passworg
according to the parameters of the document, agibded above, and then enter the password for
signing, calculated according to the document patam, into the fieldDIGIPASS of the
INTERNET-Banking System and click on the but®idN.

Application for currency exchange
Start completion of the currency exchange formddgaing the operatiohO SELL/ TO BUY (see Picture
11).

When selecting the operation required, you mustigpamount to be sold from the specified account o
the amount to be purchased. The second amounievihiculated automatically and shown in the inacti
window.

Amounts are calculated according to the exchangeset by the Bank.

To change the exchange rate, you must click obtitton DEFAULT . Once the button changes its name
to ARRANGED, you must enter the exchange rate agreed witteghker of the Bank.

In this case you must type in the fidldFO FOR ORDERING CUSTOMERS BANKthat the exchange
rate has been agreed with the dealer of the Bank.

Remote Account Management. User Manual
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= Menu USER - Windows Internet Explorer provided by AS LTB Bank

=

@‘, 4~ || hitps:ffsecure.kblv, comstreamLT8; jsessionid=4091 FCCR34 10043EEZ8B5 36481 24872 o 8 | [#] %] [uive ses [[2]-
File Edt VYew Favortes Tools Help

Tildes Sisajs - | comeks: - @ | @ | & | ket | 4 s

W = — . — 7 »
TF | @ enu User == B B - @~ [mkPage - £ Toos -

New | Not sentto bank | Sentte bank | Documents search | Patterns N

¥} :New document Currency exchange order

International payment order
Domestic payment order

Account crediting

Currency exchange order

Payment No. * 1 ] of [aoznn |8
Cash order ié | |

Account No. * &7 01 14 0} - Horé nts =
Do you wish:
Amount * I—ﬁ Currency *

Amount ™ .76 Currency * =

Additional information

Info for ordering customers bank|we kindly ask You to make exchange with more profitable rate for us.

Exchange
VALUEDATE 09072010
ACC FROM 0040
CURRENCY FR 240
AMOUNT FROM 10
ACCTO 0040
CURREHCY TO 954
AIMOUNT TO 7
DigiPass | |
Run | Cancel
Copyright @ 2006., AS LTB Bank Grecinieku 22, Riga, Latvia, LV-1050
phone:+371 67043 510, fax:+371 67043 511
e-mail ltb@itblv.com v
Done % Local intranet HA00% v

Picture 11: Application for currency exchange

Procedure of calculation of password according to the parameters of the applications

On the display of the DIGIPASS Your actions
SELECT ISF Press«S»
PAYMENT Press«S»
EXCHANGE <Enter>
VALUEDATE 09072010<Enter>
ACC FROM 0020<Enter>
CURRENCY FR 840<Enter>
AMOUNT FROM 10 <Enter>
ACCTO 0020<Enter>
CURRENCY TO 954 <Enter>
AMOUNT TO 7<Enter>
SIGNATURE 4046275617 — Your electronic signature for
this document

Further actions are similar to those to be perfarmigh a payment order.
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Cash order

Cash order is signed in the same manner as a paypmtEn. Only in the paramet8&ENDER ACC (in the
DIGIPASS device) you must enter the last 4 digitdsh® number of the user's personal identification
document

Also in the INTERNET-Banking System you can fill the document form (without calculating the
password) and save the document in the foll@TING FOR AUTHORIZATION. Go to the folder
WAITING FOR AUTHORIZATION. Open the document form, by clicking on the nunthereof. Select
the functionAUTHORIZE AND SEND THE DOCUMENT TO THE BANK calculate the password
SPASSWORD enter it into the field and click on the butt®UN. You can also select the function
AUTHORIZE AND SEND THE DOCUMENT TO THE BANKwhen completing the order form, enter
the passwor@PASSWORDralculated for signing into the fie@IGIPASS and click on the buttoRUN.

Letter/message

Complete the document form in the INTERNET-BankBystem (without calculating the password) and
click on the buttorSAVE.

Go to the foldeNOT SENT. Open the document form, by clicking on the numthereof. Select the
function SEND, calculate the passwortl (IPASSWORD), enter into the fielIGIPASS of the
INTERNET-Banking System, and then click on the S END. You can also select the functi®END
when completing the order form; enter the passwaralculated for signing into the fieldIGIPASS and
click on the buttorSEND.

Attention!
Orders and other documents without authorizati@gnégure) are not accepted for execution by thekBan

4. TEST KEY
4.1. General information on Test Keys

Test Keyis a one-time combination of digits, which is cééted by using tables of numbers and intended
for identification and authorisation (signing) afyadocuments and to ensure their authenticatiosych
documents are transmitted by fax, through the INNER-Banking System, by e-mail or other type of
communication, agreed with the Bank.

Test Key is nonrecurring and depends on the dateantent of documents.

To generate a Test Key, the Bank offers a compartegram or a paper version of tables for calcutatid
the Test Key.

4.2. Activation of computer program for generationof Test Keys

To activate the computer program for generatiohest Keys, you must perform the following actions:
* Copy the file issued by the Bank from the disc thieo carrier to any directory on your computer.
* Run the file TKNNNN.exe, where NNNN is the numbégour Test Key.
» After successful installation you must run the paog LTBClient.exe.
» After starting the program, a window will appear &ntering the name and password of the user
(see Picture 12), in which the user must enteug®’s name (ID)andpassword (Password)
and then click on the buttdrogin.
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Picture 12: Entering the user’'s name and password
User's name and password is delivered by the Bautiet user in a closed envelope.

In the case of successful authorisation of the, ukerTest Key calculation window will appear ($deture
13).

4.3. Calculation of Test Key by the computer progren

To calculate a Test Key by the help of the compptegram, you must select the optib® BANK, and
enter information into the following field®AYMENT DATE, AMOUNT, CURRENCY, PREFIX # and
then click on the butto€ALCULATE SIGNATURE. After that the Test Key for your payment will be
shown in the fielPAYMENT SIGNATURE

LTB Test Keys - Client Application

Calculate sighature | Wiew payments hiztory | Change pazsword

FPaprent direction: bo bank
Payrnent date: | piektdiena , 20082, gada 28. novembr % |
Arnount: | 10 |

Currency 3 letter code: | 5D

|
Prefis #: K |
|

FPaprment zignature | amar

[ Calculate signature

Picture 13: Test Key calculation
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For example, you want to send the payment of 108D with the value date of 28.11.2008 through the
INTERNET-Banking System. In the menu you selectghgment order, fill in the required fields and, in
addition, specify the Test Key calculated by thegoam for this particular payment in the field
INFO FOR ORDERING CUSTOMERS BANK(see Picture 14). The Test Key calculated (byhiklp of
the program or the paper format tables) consistwofparts: the first is a prefix from the fieRREFIX #,

the second — a value of the key from the fiBllYMENT SIGNATURE specified by « or «» (For
example, 1-30107 or 1/30107) (see Picture 14).

In the case of a letter/message that does notincemaorder regarding an amount, you must er@ierirto
the fieldAMOUNT, and ente©TH into the fieldCURRENCY.

This program provides viewing of payments historthe tabVIEW PAYMENTS HISTORY. You can
also change the password for login the progettNGE PASSWORD

{2 Menu USER - Windows Internet Explorer provided by AS LTB Bank

.
Go
File Edt ‘Wew Favorites Tools Help
Tilides Sivads - | comekzr - @ | @ | & | DEroker | #

— N z »
W |@Menu LISER. ‘ ‘ Fiov B e v |mkpage v (0 Took v
L4y

| & | hittps: {fsecure.ltblv. com/stream.LTE; jsessionid=4091FCCA3410043EE266536AB81 24672 V‘ % | 5 X /e Sear | 2=

Mew | Not sentto bank | Sentto bank | Documents search | Patterns

W} [New document International payment order emplate: [ TESTING_EMPTY_DATA ¥

International payment order |
Domestic payment arder

Account crediting Requisits of payment o . )
Currency exchange order ettt _ £
e Payment lo.* | | of [28.41.2008

Cash order 5
Account No. lLVUELATC 0457 0179 7004 0 - Norékinu konts v‘ -4

Amount* [ 10 currency * | USD (840) ¥

Beneficiary Customer® | TESTING | Reg. ta |

Beneficiarys Account® i1234557 89 Country * | Italy ¥ ‘

Address !‘ |
Beneficiary Institution

Beneficiary Institution * | [2] swr| |

Country* [cookisLanDs v| ks v| Ccode

Address | |

Account (intermediary) | |

Intermediary [ | 2] sweti
Country [ v ks v‘ Code

Address | |

Additional information

Priority * i“{);w‘nary v Comission is paid by * : QUR - Ordering Customer fully v \

Information to beneficiary * |testing |

Aim of payment * | 379 Current transfers w i

Info for ordering customers bank iﬂ-‘301[l? |

| Authorize and send the document to the bank v w Run

Copyright & 2006., AS LTE Bank Grecinisku 22, Riga, Latvia, LV-1050
phoner+371 67043 510, fax:+371 67043 541
e-mail th@ithiv com W

Do %4 Local intranet H100% v

Picture 14: Sample of payment order

To send the document to the Bank, you must seteetfinction AUTHORIZE AND SEND THE
DOCUMENT TO THE BANK enter the password for signing of documents dok on the buttorRUN.
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4.4. Calculation of Test Key by the help of paperdrmat tables of Test Keys
Test Key is formed by adding digital values of tbkowing elements:

* The Fixed number (from Table I) — a fixed numbeoiti Table 1) (Is delivered to the client in a
sealed envelope). For further work you can writg tlumber in the table The Fixed number.

* The Month and the day of the week (from Table 1§ rumber corresponding to the month and the
day of the week (from Table II).

* The Amount (from table Ill) — a number correspoigdin the payment amount. Fractional part -
cents, pennies, santims, kopecks, etc. is not takiEnaccount. The amount is calculated by
categories. For each category a single numbekénta

Note In the case if no amount is specified in the rages use a number from the column
WITHOUT AMOUNT , and the currenc®TH from Table IV.

* The currency (from Table 1V) — a number correspogdo the payment currency (from Table IV).

* The prefixes and variable number (from Table V)prefix and a variable number (from Table V).
Use the Table V(A) for your messages to be setitddBank. The Bank, in its turn, will use the Tal(®)
for messages to be sent to you.

Before the total amount obtained as a result oftiaddof numbers from the Tables |, 11, 1ll, IV and you
must put a prefix (Prefix) from the relevant TaWleseparated by the character «/».

In the relevant empty columns of the Table V, ia ttase of any (V(A)) mail item, you must write the
message date and amount (or any other informafigauw interest).

Records are made from top to bottom in columns. Woai have filled in all the columns, you must eras
the records and use the columns again.

Attention!
The Bank does not accept payment orders withoutReg or with incorrect values of Test Key.
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