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About This Document

The following annotations have been used to provide additional information.

« NOTE

Note provides additional information about the topic.

M EXAMPLE
Examples are given throughout the manual to help the reader understand the terminology.

R’ IMPORTANT
This symbol defines items that have significant meaning to the user

& WARNING

The user should pay particular attention to this symbol. It means there is a chance that physical
harm could happen to either the person or the equipment.

The following paragraph heading formatting is used in this manual:

1 Heading 1
1.1 Heading 2

1.1.1 Heading 3

This document also uses different body text fonts (listed in Table 0-1) to help you distinguish
between names of files, commands to be typed, and output coming from the computer.

Table 0-1. Font types used in this document.

Font Type Usage

Courier New Normal | Sample code and screen output
Courier New Bold Commands to be typed by the user

Times New Roman Italic | TinyOS files names, directory names

Franklin Medium Condensed | Text labels in GUIs

Page ii Doc.# 7430-0112-01 Rev. B
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1 Introduction

1.1  MoteConfig

MoteConfig is a Windows-based GUI utility for programming Motes. This utility provides an
interface for configuring and downloading pre-compiled XMesh/TinyOS firmware applications
onto Motes. MoteConfig allows the user to configure the Mote ID, Group ID, RF channel and
RF power. The user can also enable the over-the-air-programming feature present on all Xmesh -
based firmware. High-power and low-power Xmesh applications are available for each sensor
board and platform manufactured by Crossbow as part of the MoteView install (see section 2.3).

Table 1-1. Pre-compiled XMesh applications for different platforms

Board Model Binary file name Platforms
MICA2 | MICAZ | M9100 M2100 M2110
315 2400
433
915
MTS boards
MTS101 XMTS101_<platform>_<mode>.exe v v
MTS300CA XMTS300CA_<platform>_<mode>.exe v v
MTS300CB XMTS300CB_<platform>_<mode>.exe v v v v v
MTS310CA XMTS310CA_<platform>_<mode>.exe v v
MTS310CB XMTS310CB_<platform>_<mode>.exe v v
MTS400 XMTS400_<platform>_<mode>.exe v v v v v
MTS410 XMTS410_<platform>_<mode>.exe v v
MTS420 XMTS420_<platform>_<mode>.exe v v v v v
MTS420CC XMTS420CC_<platform>_<mode>.exe v v v v v
MTS450 XMTS450_<platform>_<mode>.exe v v v v v
MDA boards
MDAZ100CA XMDA100CA_<platform>_<mode>.exe v v
MDA100CB XMDA100CB_<platform>_<mode>.exe v v v v v
XBW-DA100CA XBW-DA100CA_<platform>_hp.exe v
XBW-DA100CB XBW-DA100CB_<platform>_hp.exe v
MDA300 XMDA300_<platform>_<mode>.exe v v v v v
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MDA300P XMDA300p_<platform>_<mode>.exe v v v v v
MDA320 XMDA320_<platform>_<mode>.exe
XBW-DA325 XBW-DA325_<platform>_hp.exe v
Base Station (common to all sensor boards)
XMeshBase_<platform>_<mode>.exe v v v v v

<platform> = 315, 433, 915 (for MICA2), 2400 (for MICAZz), or M9100, M2100, M2110

<mode> = hp or Ip. hp = high power mesh networking. Ip = low-power mesh networking via low-power listening and
time synchronized data transmissions.

Table 1-2. Pre-compiled MICA2DOT XMesh Applications

MICA2DOT Mote (MPR5x0, x =0, 1, or 2)

Board Model Binary file name
MTS boards
MTS510 XMTS510_xxx_<mode>.exe
MDA boards
MDA500

XMDAS00_xxx_<mode>.exe
Base Station (common to all boards)

XMeshBase_Dot_xxx_<mode>.exe

xxx = 315, 433, or 915. <mode> = hp or Ip. hp = high power
mesh networking. Ip = low-power mesh networking via low-
power listening and time synchronized data transmissions.

Table 1-3. Pre-compiled MSP XMesh applications

MSP410 Mote Security Package
MSP410 433 base.exe

To be used on an MPR410 MICA2 Mote
connected to the base station

For the MSP410 Mote

MSP410_433 hp.exe

Table 1-4. Pre-compiled MEP XMesh applications

MEP410 Mote Environmental Package
MEP410 433 <mode>.exe

For the MEP410 and an MPR410 MICA2 Mote
when assigned a node ID of 0 (“base node”).
MEP510 Mote Environmental Package

MEP510_433_<mode>.exe

For the MEP510 and an MPR510 MICA2DOT
Mote when assigned a node ID of O (“base node”).

<mode> = hp or Ip. hp = high power mesh networking. Ip = low power mesh
networking via low-power listening and time synchronized data transmissions.

Page 2
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1.2 Over — The — Air — Programming (OTAP)

The Over-The-Air-Programming (OTAP) feature allows users to reprogram a Mote over a
wireless channel. OTAP allows one or more Motes in the XMesh network to receive new
firmware images from XServe (via the XOtap service).

REMOTE OR LOCAL GATEWAY XMESH NETWORK
SERUER Send Request R
MIB —
lBas:Ee‘;atian Mote) *— }‘ILM h Network

P g N\ Get Response | _,.----“"*
.\ + .- :.. _‘

I=
""""
we®®
I-'
L
.
I.-'

Figure 1-1: XOTAP Architecture

Each mote has a 512kB external non-volatile flash separated into 4 slots. These slots have a
default size of 128 kB. Slot 0 is reserved for the OTAP image. Slots 1, 2 and 3 can be used for
user-specified firmware.

During the OTAP process, the server sends a command to the Mote to reboot into the OTAP
image (slot 0). A user-specified firmware image is broken up into fragments and transmitted to
the Mote and stored into Slot 1, 2 or 3. The server can send a message to transfer the newly
uploaded firmware into the program flash and reboot the Mote.

The following components are required for OTAP to work:
- Xserve and XOtap running on the server

- Firmware applications that include the XOTAPLiteM component (this is automatically
included when the firmware is built with Xmesh)

- The mote needs to have pre-configured with a bootloader in the program flash, and the
OTAP image in slot 0 of the external flash. Both of these conditions are met by selecting
OTAP enable during the MoteConfig download process outlined in Section 4.

Doc.# 7430-0112-01 Rev. B Page 3
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2 Installation

2.1 Supported Platforms

MoteConfig is supported on the following operating systems:
e Windows XP Home
e Window XP Professional
e Windows 2000 with SP4

2.2 PC Interface Port Requirements

Crossb@w

The gateway platform used in the base station determines the PC interface port required by

MoteConfig.

1. Fora MIB510 serial gateway: an RS-232 serial port.

2. Fora MIB520 USB gateway: a USB port.

3. For a MIB600 Ethernet gateway: A wired Ethernet or 802.11 wireless card (if the

MIB600 is on a LAN with wireless access).

4. For a Stargate server: A wired Ethernet, an 802.11 wireless card (if the Stargate has a
wireless modem or is on a LAN with wireless access), or a cellular modem for wireless

Internet access.

Page 4
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2.3 Installation Steps

MoteConfig User’'s Manual

MoteConfig is shipped as a component of MoteView and MoteWorks:

1. MoteConfig is automatically installed with MoteView. Refer to the MoteView Users

Manual for additional details.

2. MoteConfig is an optional component in the MoteWorks installer. Make sure that
MoteConfig 2.0 and OTAP item is selected as shown in Figure 2-1.

Figure 2-1: MoteConfig 2.0 and OTAP — MoteWorks Installer

@Setup - MoteWorks

Select MoteWorks Components
‘wihich components should be installed?

Select the components you want to install; clear the components you do not want o
install. Click Mext when pou are ready to continue.

- [w] Cygwin Environment 1787 MBd
- [ Programmers Motepad 2 E.7 MB
. [¥] Graphwiz 2.6 6.2 MB
- [ ¥Sniffer 1.7 ME
- [¥] ToroiseCYS 1.8.22 15.6ME
- ] PUTTY Utiliies 23MB
- ] Winterge 2.4.6 35MB
- [ Microsoft NET Framewsrk 5.2 MBj

Current selection requires at least 6537 MB of dizk space.

< Back I Mest » I Cancel |

Doc.# 7430-0112-01 Rev. B
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3 Starting MoteConfig
o [T

Help

I'nl Femate Program I

—Select File to be Uploaded:
Select.. |

r— Platform —HMesh

Type I Fadio Band I MHz T I—
—Addreszes

MOTE ID IU 33 [~ Hex [ &uto Ine Route Update: | Sec

GROUPID [0 =] ™ Hex

- Packet Size I Bytes

—Radio

P s I j I e Payload Size I Bytes

RF Channel I j | hHz

Clear Text | Wiew Detailz Frogram | [~ OTAP Enable Stop |

Read Fuses

|Crogsbow [ne, 2006 [ |Dewvice: mibS10; Port: caml [ 4

Figure 3-1: MoteConfig Application GUI

If MoteConfig was installed using the MoteView installer, use the following steps:

- Open MoteView1.4C by either clicking on the shortcut located on the Desktop, or by
going to Start > Programs > Crossbow > MoteView 1.4C.

- Press the Program Mote button (.@') on the MoteView toolbar to spawn the MoteConfig
GUI as shown in Figure 3-1

If MoteConfig was installed using the MoteWorks installer

- Click on the shortcut located on the Desktop, or select Start > Programs > Crossbow >
MoteConfig 2.0.
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4 Local Programming

The Local Program tab is used to upload firmware onto the Motes via the gateway.

R~ IMPORTANT: To program motes correctly, set up the hardware as follows:

1. The gateway should be powered and connected to the PC via a serial, USB or Ethernet port.
2. If using the MIB510, the SW2 switch should be in the “OFF” position.

3. The motes should be firmly attached to the gateway.

4. The motes should be turned off before the programming.

4.1  Settings
Click on Settings > Interface Board... to select the correct gateway and port settings.

4 NOTE: The default baud rate for the MICA2 and MICAz is 57600. The default baud rate for
the MICA2DOT is 19200.

Figure 4-1 shows the Interface Board Settings for a MIB510 on COM 1.

Z Interface Board Settings n

Parameters

COM:|1 3: 57600 hd

" MIB520's First Serial Port

Prog Comm
" MIBSOD Host  [localhost [ 1000 [10002
Apply Close

Figure 4-1: MIB510 Gateway Settings

For information on port assignment on MIB programming boards refer Appendix A. The
MIB520 virtual COM port drivers will install two sequential ports on the PC. The low-
numbered port is used for programming and the high-numbered port is used for communication.
Figure 4-2 shows the Interface Board Settings for a MIB520 that has created COM 6 and 7 on the
PC. In this example, COM 6 must be selected as the serial port.

Z Interface Board Settings E

Parameters

" MIBS10 Serial Port:

comfp = [s7s00 -
* MIB520's First Serial Port
Prog Comm
™ MIBSDO Host  [ocahost 10001 10002
Apply Close
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Figure 4-2: MIB520 Gateway Settings

Figure 4-3 shows the Interface Board Settings for a MIB600 on the same LAN as the PC with an
assigned IP address of 10.1.1.99.

Z Interface Board Settings n
Parameters
{” MIB510 Serial Port:
COM: & 3: 57600 hd
" MIB520's First Serial Port
Prog Comm
' MIBSOD Host [10.1.1.39 [ 1000 [10002
Apply Close

Figure 4-3: MIB600 Gateway Settings

4.2  Programming

The pre-compiled XMesh applications installed with MoteView are located in C > Program
Files > Crossbow > MoteView > Xmesh.

Press the Select button to open a file browser as shown in Figure 4-4. Navigate to the folder that

corresponds to your Mote processor/radio board, radio frequency (for MICA2 and MICA2DOT)
and sensor board type.

Open EE
Loak in: |[,i'|xrnesh j Lol £ EE-
2_ \IMEP
L lilmicaz
ICmsP
I mica2dot
@ lﬂmicaz
s File name: | j \ﬂl
Files of type: |_exe File{" exe) j Cancel

Figure 4-4: File Browser for selecting XMesh applications.

Low-power and high-power applications have been included for most sensor boards.
Note that the MEP and MSP node firmware is located in separate named folders.
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4 NOTE: The base station mote must be programmed with XMeshBase_xxx.exe.

After an application has been selected, the binary scan feature built into MoteConfig will display
the default parameters programmed into the application (see Figure 4-5).

Z MoteConfig

File Settings Help

Local Frogram I Remate Programl

=10l

—Select File to be Uploaded:
C:AProgram Filez\Crossbow'koteWiewhxmeshhmica2y-MezshBaze_903_hp.exe Select.. |
r— Platform —xMesh
Tupe Miza2 Radio Band |916 MHz
e [Mics Tvpe  [XMESHZHP
—Addresses
MOTE D ID 3: [ Hex I~ AutoInc Route Update: |35 Sec
GROUF ID 100 == [~ Hex
—Fadio Packet Size |55 Butes
v 5
RF Powsr |255 J I dBm Payload Size |43 Bytes
RF Channel IEHANNEL_IJD j ISDS.D‘IB MHz
Read Fuses Clear Text | Wiew Details Program | [~ DTAP Enable Stop |
ENNENNEENNENNNENEENNNRENER

Platform: 1

Made [D: 1

Group [D: 125
Packet Size: 55
Baze Station: 1
HMezh Power 144
CPU Clock: N/&
hesh Flags: NAA
#hdezh Route Update: 36000
Frequency: 0

RF Power: 255

|Crossbow Inc. 20068

|Platform: Mica2

|Device: mib510; Port: coml

These default parameters can be overwritten by the user by specifying the desired MOTE ID,

Figure 4-5: Binary Scan Result of an XMeshBase application

GROUP ID, RF Power, and RF Channel.

4 NOTE: The base station mote must be programmed with a Mote ID of 0. Remote nodes
must be programmed with a non-zero Mote ID.

Press the Program button to download the selected firmware and configuration into the mote, as

shown in F

igure 4-6.

The stop button can be used to cancel a firmware download in progress.

Doc.# 7430-0112-01 Rev. B
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i
File Settings Help
Local Program | Femate Plograml
—Select File to be L ploaded:
IC:\F‘rogram Filez'\Crossbow'Moteviewsmeshimica2y<MezhB ase_903_hp.exe Select. |
"F‘Iatform ahkesh
Tupe IMica2 Radio Band  |916 MHz ‘
Type IXMESH2 HP
Addieszes
MOTE ID IEI 3: [~ Hex [~ Autalnc Route Update: |35 Sec
GROUPID 100 = [~ Hex
- Packet Size |55 Bytez
—Radio
A 5
il ez |255 J I B Payload Size |43 Bytes
RF Charinel ICHANNEL_DD j |903. M8 MHz
Fead Fuses Clear Text | Wiew Dietails Frograr | [ OTAP Enable Stop |

Ywmeshhmica2v<MeshBase_903_hp.exe.out. srec ;l
Setting fuze uging mib&10

uizp -dprog=mib510 -dserial=/dev/ttyS0 -dpart=AT megal 28 -wi_fuse_h=0xd3 -wi_fuse_|=0xff --wi_fuse_e=0xff

Erazing binary using mib510

uizp -dprog=rnib510 -deerial=/dav/tyS0 -dpart=ATmegal 28 --erase

inztalling binary using mib510

uizp -dprog=riib510 -dzerial=/dew/ttyS0 -dpart=ATmegal 28 --uplaad if="C:“\Program Files\Crozshow'\Mateliewhumeshimica
l\><I\"IeshBase_SDS_hp.EME.out.srec'1LJ -

|Crossbow Inc. 2006 |Platform: Mica2 |Device: mib510; Port: cornl [ 4

Figure 4-6: MoteConfig programming in progress

The table below describes the advanced options available in the MoteConfig GUI.

Table 4-1. Advanced Options

Advanced Options

Description

Hex Enables users to specify the ID as a hexadecimal value
Auto Inc Increments the mote ID by 1 after a mote has been programmed
OTAP Enable Allows users to enable a mote for OTAP (refer to section 5)

4.3 Fuse Settings

MoteConfig allows users to overwrite the default fuse settings of the ATmegal28 processor. The
fuses are an internal set of software switches within the ATmegal28 that enable certain functions.

Select Settings > Fuse Defaults... to open the dialog box shown in Figure 4-7. Check Override

default fuse settings to modify

the available fuse options. These options are:

Page 10
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~i0ix

¥ Override default fuse zettings

[~ JTAG fuse on

' Appl
[~ Estemal oscilator on CEEY

[ Disable boctloader LCancel |

Figure 4-7: Fuse Settings Dialog
- JTAG fuse on activates the JTAG debug mode for the ATmegal28. When enabled, the
processor draws ~3 mA. By default, this fuse is turned off for all XMesh apps.

- External oscillator on forces the firmware app to use an external oscillator for its timer.
When enabled, the processor draws more current. By default, this fuse is disabled for
low power XMesh apps and enabled for high power XMesh apps.

- Disable bootloader will prevent the Mote from executing the boot loader code on reboot.
By default, the bootloader is enabled for Xmesh apps to provide OTAP functionality.
& WARNING

To avoid damaging your mote, please ensure that there is an external oscillator on your board
before setting “External oscillator on”.

4.4  Address and Radio Defaults

The default behavior associated with setting the Group ID, RF Power and RF Channel for each node
can be changed from the Address and Radio Defaults dialog shown in Figure 4-8. This can be
opened be selecting Settings > Address and Radio Defaults ...

Address and Radio Defaults —10j =|
Load from:
. . Appl
% Previous zettings
€ Firrnware scan LCancel |

Figure 4-8: Address and Radio Defaults Dialog

When a new firmware application is selected, the default values for the Group ID, RF Power and
RF Channel will:

- remain unchanged (from the previous settings)

- be replaced by values read from the firmware application (using the firmware scan)

Doc.# 7430-0112-01 Rev. B Page 11
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45 Remote XServe Connection

This setting is used when performing OTAP over a remote Xserve connection (i.e. an Xserve
running on a Stargate). Set the remote Xserve’s IP address and port as shown in Figure 4-9.

£ Serial Forward Settings x|

¥ Use Femote %Serve

Connection

Host: [127.0.0.1 Fort: 3001

Apply Cloze |

Figure 4-9: Remote XServe Connection Settings

Page 12 Doc.# 7430-0112-01 Rev. A
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5 Over-The-Air-Programming (OTAP)

The Over-The-Air-Programming (OTAP) feature allows users to reprogram a Mote over a
wireless channel. OTAP allows one or more Motes in the XMesh network to receive new
firmware images from XServe (via the XOtap service).

4 NOTE: OTAP is currently available only when the Motes are programmed with high power
firmware (i.e. XMTS310CB_433_hp.exe).

51 OTAP Enable

4 NOTE: This step can be skipped for packaged kit customers. The remote nodes are loaded
with OTAP-enabled firmware at the factory.

Before Motes can be programmed over the air, they must be prepared by enabling the
boot-loader and loading the OTAP image into slot 0. This procedure is outlined in the
following steps:

1. From Settings>Interface Board ... select the appropriate interface board and specify the
correct COM port number.

2 Interface Board Settings E

Parameters

COM:|1 33 57600 hd

" MIB520's First Serial Port

Prog Comm
£ MIBBOD Host  [ocalhost 10001 | 10002
Apply Close

Figure 5-1: Programming Interface Board Settings

2. Switch to the Local Program tab and click Select to browse to an XMesh application.
Choose the appropriate MOTE ID, GROUP ID, RF Power, and RF Channel. Make sure that
OTAP Enable box is checked. Click Program.

Doc.# 7430-0112-01 Rev. B Page 13
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=101

File Settings Help

Lacal Program | Remate F'n:ugraml

—Select File to be ploaded:
C:\Program Filez\Crozsbow' M oteViewhusrmeshhmica2h<MTS31008_903_hp.exe Select.. |
— Platform —resh
Type IMicaE Radio Band |3915 kMHz
Type |><MESH2 HF
—Addresses
MOTE ID |3 5: [~ Hex [ Autalnc Raoute Update: |35 Sec
GROUP 1D 100 = [~ Hex
- FPacket Size IB'3 Butes
— Radio
- g
it |255 J I 2 Papload Size Igg Eptes
RF Channel  [CHAMNEL 00 = [903.018 MHz
FHead Fuzes Clear Text | Wiew Detals Brogran | W OT&P Enable Stop

Begin zcan F:\CrozsB owtwirelesshapphMoteConfighbinhD ebugiGaoldenlmagetOtapGold_micas_916.exe...
Mode |0 set as 3

Group ID zet a2 100

JARTO Baud zet az 57600

“hezh Health Update zet az 60 ms

CC1000 Channel set az 316MHz band CHANMEL_00 channel

CC1000 T Power zet az 255

Carnverting F:\CrossBowhwireleszhapphiM oteConfighbin D ebughGaldenlmage OtapGold_micas 916 exe.out ta F:ACrozsBow'wireless
Lappih oteConfighbint D ebugiGolden magetOtapGold_mica? 916.exe.sred -

|Crossbow Inc. 2006 |Platform: MicaZ |Device: mib510; Part: coml [ -

Figure 5-2: Programming the OTAP - enabled XMTS310CA application

3. Repeat Step 2 for all the nodes in the network. When the bootloader has successfully
installed, the LEDs will count up twice when the node is switched “on”.

4. Program the base station Mote with the XMeshBase application and set Note ID to 0. For
the base firmware the OTAP Enable box should be unchecked.

Page 14 Doc.# 7430-0112-01 Rev. A
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£ MoteConfig _I_I- o il

File Settings Help

Lacal Program | Fiemaote F'n:nglaml

—Select File to be Uploaded:
|E:\F‘mgram Filez\Crozzhowhbd ateviewtimeshhmicazhezhB aze_903_hp exe Select
— Platform —#hesh
Type IMicaz Fadio Band |916 tHz
Tupe |><MESH2 HF
—Addesses
MOTE 1D 0 - ™ Hex [ Aute Ine Route Lpdate: |3Ei Sec
GROUFPID 100 = ™ Hex
- FPacket Size I55 Bytes
—Radio
- ]
RF Power |255 J I d&m Payload Size qu Butes
FF Channel ||:HANNEL_DEI = [902.018 MHz
Fead Fuses Clear Text Wiew Details Brogran [~ OTAP Enabls Stop

SemeshtmicaZt=eshBaze_903_hp exe. out srec ﬂ

Setting fuze using mib&10
uizp -dprog=mib&10 -dzerial=/dew 50 -dpart=4T megal 28 -wr_fuze_h=0sd3 -wr_fuze_ =0k -wr_fuze_e=0sff

Erazing binary uzing mibs10
uizp -dprog=mib510 -dzenial=/devw ttyS 0 -dpart=AT megal 28 -erasze

inztalling binary uzing rmibs10
uigp -dprog=mib510 -dzenal=/dew w50 -dpart=AT megal 28 --upload if="C:\Program FileshCrozsbowMoteWiewhsmeshimica?
b ezhB ase_ElElE_I‘u:u.E:-ce.u:uut.snau:'flrl

|Crosshow Inc. 2006 |Platfarm; Mica2 |Device: mib510; Port: coml [ i

Figure 5-3: Programming the XMeshBase application onto the base station.

5.2 Over-the-Air-Programming

Once all the Motes are OTAP-enabled, use the following procedure to program them over a
wireless channel.

{ NOTE: Please make sure that the Mote battery power is above 2.6V before starting the
OTAP procedure.

1. Connect the base node to the PC interface board and turn on the remote nodes that were
prepared as shown in section 5.1.

2. Switch to the Remote Program tab.
3. Click on the search button to start up XServe and listen for remote nodes. The Motes

found within the network will be displayed in the tree-view control as shown in Figure
5-4.

Doc.# 7430-0112-01 Rev. B Page 15
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i
File Settings Help
Local Program  Femote Frogram |
Operation: Option:
Select File to be Programmed: I Check Base HearlBeat
I Select. | [ Check Operation Timeout
Select Nodes [e.g.: 1.4-711.12-17); Select Slaot: [ Ready [ Preparing
I I j O Pragramming [ Reboating
Search Prepare Huerny | Brogram Beboat Stop
E-e O
- Oe 2 Searching netwaork .
~Oe 1 wserve:Connected to XS ervel|
|Crozsbow Inc. 2008 [ |Device: mib510; Port: coml |Search:00:00:12 7

Figure 5-4: Searching for nodes within the mesh network.

4 NOTE: The base node will periodically blink with a magenta background. This indicates
that heartbeat packets sent by the base firmware are being received by the PC. This verifies that

the base station has been correctly configures.

Page 16
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4. The Motes can now be rebooted to the OTAP image (OtapGold.exe) by selecting nodes
from the tree-view control and pressing the Prepare button. Nodes can also be selected
by entering their ID’s into the Select Nodes textbox. During this process, the Prepare
button will be disabled and the selected node will turn blue.

{ NOTE: The node ID’s entered in the Select Nodes textbox override the node selection in the
tree-view control.

When the nodes have rebooted into the OTAP image, their background color will turn
gold as shown in Figure 5-5.

i

File Settings Help

Local Program  Femate Program |

Operation: Option:

Select File ta be Pragrammed: [+ Check Base HearBeat

IE:'\Program Files\CrossbowiMoteWiew] . 4. 20wmeshtmicaZiuhD Select.. | I Check Operation Timeaut
Select Nodes [e.q.: 1.4-711.12-17): Select Slat; [ Ready [ Preparing
|1'2 |2 j 1 Programming [ Feboating

-CJe 0 Finizhed: 2 motes successful, 0 maotes failed ;I
o Oe 2 Mode 2 iz ready to Quer Program or Reboat,
i Oe 1 Mode 1 is ready to Query.Program or Reboat,
Mode 2 iz ready to Quer Program or Reboat,

Mode 1 iz ready to Quer Program or Reboat,
Mode 2 iz ready to Quer Program or Reboat,
Mode 1 iz ready to Quer Program or Reboat,
Mode 2 iz ready to Quer Program or Reboat,
Mode 1 iz ready to Quer Program or Reboat,

Beqin scan C:hProgram FileshCrozsbow'M ateiew] . 4. 200 meszhimica2y=MDAT00CE_
903_hp.exe...
#Mezh protocol found.

Canverting C:\Program Files\Crozzbow'MoteWiew 4. 20hxmeshimica2\<MDAT00CE_903
_hp.exe to C:AProgram FileshCrozsbowib ateiew] . 4. 204smesh\micaz=MDAT00CE_903
_hp.ese.ihex

Process completed | -

|Crosshow [ne. 2006 [ |Device: mibS10; Port: coml [ &

Figure 5-5: Nodes are running the OTAP image.
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5. When the nodes are running the OTAP image,
a) The Query button allows users to see the available slots and their contents on each
mote as shown in Figure 5-6.

Crossb@w

=I5
File Settings Help
Local Program  Femote Frogram |

Operation: Option:

Select File to be Programmed: I Check Base HearlBeat

I Select.. | [” Check Operation Timeout

Select Modes [e.g: 1.4-7.11.1217]: Select Slat: [ Ready [ Preparing

|1'2 I j O Pragramming [ Reboating

Search Prepare Buery | Program Beboot Stop
BE-e O Optiors: x|
o 2 crd = query
o E: 1 zf = localhost 3001
group id =129
debug =1
htrnl report file = sotap.html
motes =12
Mate 1 [mica)time since reboat: 1.1 min, valtage: 3.0, boot image: 0
Image  fash[start/stop] zize checksum Type
i 29773 Tcef bootable
1 B4/ 80 109 faf2 bootable
5 gy
O
Mate 2 [mica) time since reboat: 1.1 min, valtage: 3.1, boot image: 0
Image  fash[start/stop] zize checksum Type
1] 0415 29773 4%k bootable e
1 B4/ 80 3109 afal bootable
5 R
< B kd!
|Crossbow [ne. 2008 [ |Device: mib&10; Port: coml [ e

Figure 5-6: Nodes being queried for information.
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b) The Program button can be used to load firmware images into a selected slot on one or
more selected nodes using the following procedure
1. Select the firmware application, as shown in Figure 5-7
2. Specify the slot to store the firmware application
3. Choose the nodes by checking the nodes in the tree-view or by entering the
node ID’s in the Select Nodes textbox
4. Press Program

/AN WARNING: If nodes are specified in the Select Nodes textbox, the OTAP operations will
only occur on these nodes; the nodes checked on the tree-view will be ignored. The Select Nodes
textbox is an advanced feature and should be used with care.

Lol

File Settings Help

Local Program  Femate Frogram |

Operation: Option:
Select File to be Programmed: W Check Base HeartBeat
IE:'\Program Files\CrozsbowiMaoteiew] . 4. 20wumeshimicaZyu<MD Select. | [ Check Operation Timeaut
Select Nodes [e.g.: 1.4-7 111217 Select Slat; (1 Ready [ Preparing
I1 2 |2 j (1 Programming [] Fieboating
Searsh Prepare Huery | Proagram Reboot Stop
Qe 0 Finished: 2 motes successiul, 0 motes failed ;I
o Oe 2 Mode 2 iz ready to Query Program or Reboat,
P Oe 1 Mode 1 iz ready to Query. Program or Feboot,

Mode 2 iz ready to Query Program or Reboat,
Mode 1 iz ready to Query Program or Reboot,
Mode 2 iz ready to Query Program or Reboat,
Mode 1 iz ready to Query Program or Reboot,
Mode 2 iz ready to Query Program or Reboat,
Mode 1 iz ready to Query Program or Reboot,

Beqin scan C:hProgram Files\Crossbow'M ateViewl 4. 200:meshimica2 MDA T00CE_
903 _hp.ese...
HMesh protocol found.

Caonverting C:\Program Files\Crozsbow'Motelfiew 4. 200hsmeshimica\<MDAT00CE_903
_hp.exe to C:\Program FilessCrozsbowiM ateView] . 4. 204 mesh\micaz\=MDAT00CE_903
_hp.eseihes

Process completed |

|Crosshow [ne. 2006 [ |Device: mibS10; Port: coml [ &

Figure 5-7: Select an application for programming
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During the OTAP process, the color of the selected nodes will turn gold as shown in Figure 5-8
and the status message area will display how the number of pages downloaded into the external
flash. When the selected nodes have been successfully programmed, the node will turn gold
once again.

i

File Settings Help

Local Program  Femote Frogram |

Operation: Option:
Select File to be Programmed: [¥ Check Base HearBeat
II::'\F'roglam Files\CrozsbowhMoteiiew] 4. 20hsmeshimicaZys <MD Select. | I Check Operation Timeout
Select Nodes [e.g.: 1.4-711.12-17); Select Slaot: [ Ready [ Preparing
I-I 2 |2 j O Prograrmming | R ebooting
Search Erepare Huerny | Brogram Beboat Stop
ENEEEERERERERERENNEEEN
E-CJef D Beqin scan C:hProgram FileshCrozsbowM oteView 4. 200meshimicaZy<tMDa100CE_ ;l
- Oe2 903 _hp.exe..
. Oe 1 #hesh protocol found.

Converting C:yProgram Files\Crosshowihateldiew 4. 20wmezhhmica'MDAT00CE_303
_hp.exe to C:hProgram FileshCrozshowtbdoteiew] 4 208 meshimica2=MOAT00CE_903
_hp.exe ihes

Process completed.

Mode 2 iz ready ta Quem Program or Reboat,

Mode 1 iz ready ta Quem Program or Reboat.

wotap.ere -sf lozalhost 3007 -i 2 -F C:AProgram FileshCrozshowsMotetfiew 4 200hwmesh
wica MDA 00CE_903 hpoeseibes 12

Downloading Page 1 of 13

Downloading Page 2 of 13

Downloading Page 3 of 13

Downloading Page 4 of 13

Downloading Page 5 of 13

Downloading Page B of 13

|Crozsbow Inc. 2008 [ |Device: mib510; Port: coml |Prograrme: 00:00: 45 7

Figure 5-8: Programming the nodes in the network via XOTAP

Open the Process Messages window (by clicking on File > View Process Details...) to trace all
downloading steps as shown in Figure 5-9.

Process Messages

E|
Starting download ;I
Page 1. maote 1: 128 fragments, throttle = 30 meec
Page 1. mate 1: 29 fragments, throttle = 35 meec
Page 1, mate 1: 6 fragments, throttle = 40 meec
Page 1. mate 1: 0 fragments, throttle = 40 mzec
Page 1. mate 2: 0 fragments, throttle = 40 mzec
Page 1 finizhed
Page 2. mate 1: 128 fragments, throttle = 40 meec
Page 2. mate 1: 29 fragments, throttle = 45 meec
Page 2. mate 1: 4 fragments, thrattle = B0 mzec
Page 2. mate 1: 1 fragments, throttle = 50 mzec
Page 2. mate 1: 0 fragmentz, throttle = B0 meec
Page 2, mote 2 0 fragments, throttle = B0 mzec
Page 2 finished
Page 3. maote 1: 128 fragments, throttle = 50 meec
Page 3. mate 1: 2 fragments, throttle = 50 mzec
Page 3. mate 1: 0 fragments, throttle = 50 meec
Page 3, mate 2 0 fragments, throttle = B0 mzec
Page 3 finizhed

Ll

Figure 5-9: Trace all downloading steps
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6. The final step is to reboot into a newly loaded image:
1. Select the nodes to reboot
2. Specify which slot to use
3. Press reboot

[ 7Moteconia =101 x|
File Settings Help
Local Progiam Remate Program |
Operation: — Option:
Select File o be Progiammed: [¥ Check Base HeartBeat
|C\Program Files\CrossbowMoteView! 4. 20hsmeshimica2s <MD Select. | I™ Check Operation Timeout
Select Nodes .9 1.47.11,1247} Select Skt [ Ready [ Freparing
I |2 =) Programening O Reboating
Seprch Frepare Query | Program Heboot Stop
NENENEEEEENEENENNERENENENENNENRNENENENNNNNENNNNRENNRNNERERER
B0eb Mode 1 iz ready bo Query, Program or Reboot, j
He 1 Mode 2 is ready o Query Program of Reboat,
He 2 Mode 1 iz ready bo Querp, Program or Reboot,
= Muode 2 iz ready to Query Program or Reboat.
Mode 1 iz ready to Query Program or Reboat,
Mode 2 iz ready bo Query, Program or Reboot,
Mode 1 i ready bo Query Program or Reboot.
wotap, exe -sf localhost 3001 42p 12
Options
cmd = boot
#f = lpcalhost 2001
goupid =123
debug =1
hitml report file = xatap, bl
image id =2
moles =12
Rebooting mate 1 from slot 2 Please wait for the mote to turn green.
Rebooting mate 2 from slot 2 Please wait for the mote to tumn green. =
[Crossbow Inc. 2008 | |Device: mibB10; Part: com1 [ 4

Figure 5-10: Rebooting the nodes
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The selected nodes will turn green (as shown in Figure 5-11) when they have successfully
rebooted, re-joined the wireless mesh and sent health packets to Xserve.

[ 2moteconia =101 %]
File  Settings Halp
Local Frogram  Remate Program |
Operation: 1 Dption:
Select File to be Programmed: ¥ Check Base HeartBeat
|C\Program Fles\CrossbowhMoteView 4. 20vemeshhmica2iMD Select. | I™ Check Opesation Timeout
Select Nodes (e.g: 1.4-7.11,1217} Select Skat; [ Ready [ Preparing
| |2 >l O Programeming O Reboating
Search Prepare Query | Program Fsboot Stop |
HINREREDEEEANEIREANEEE AN RO ENENEREEAERENANE BRI RAEAREEREER
E0ed Mode 1 iz ready bo Query Program or Reboot. El
He 1 Mode 2 iz ready to Query Program or Reboot,
= 2 Mode 1 iz ready to Query Program or Reboot,
= Mode 2 iz ready bo Query,Program or Reboat,
Mode 1 i ready o Query Program of Reboot,
Mode 2 is ready to Query Program or Reboot,
Mode 1 i ready to Query Program or Reboot.
wotap, exe -sf localhost: 3001 42.p 12
Options:
cmd = boot
&l = localhast: 3001
goupid =129
dehug =1
kil repart file = xotap, himl
image id =2
motes =12
Rebooting mate 1 from slot 2 Please wait for the mote to turn green.
Rebooting mate 2 from slot 2 Please wait for the mote to tumn green. =
[Crossbow Inc. 2006 [ |Desvice: mib510; Port: caml | >

Figure 5-11: Nodes have rebooted and joined the mesh
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5.3 Advanced Options

MoteConfig User’'s Manual

Advanced Options

Description

Check Base Heartbeat The application will display a warning message if the xmeshbase
heartbeat packet is not received. This notifies the user that there is a
problem with the base station hardware configuration, firmware, power or
connectivity to the PC.
This feature is enabled by default.

The user can specify the timeout values in Settings > OTAP Timeout...

will shut down.

Check Operation Timeout The application will detect the time elapsed by each OTAP operation and
warn the user if an operation takes too long. If a timeout occurs, Xserve

This feature is disabled by default.
The user can specify the timeout values in Settings > OTAP Timeoult...

Click Settings > OTAP Timeout... to open the Set Timeout dialog shown in Figure 5-12. The
default values were derived by testing with a small network of about 30 nodes. If your mesh
network contains more than 30 nodes, please reset the relevant values or leave the timeout check

disabled.

Set Time Ouk

BASE rezponze Timeout:

Searching Timeaout;
Freparing Timeout;
Clueryving Timeout:
Programming Timeout;

Rebooting Timeout:

Apply Cancel

a0

20

180

a0

3E0

360

x|

B
=1 =

Set Default |

Figure 5-12: OTAP timeout settings
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A.Port Assignment on MIB programming Boards

You may have to install the necessary drivers or assign ports for your MIB programming board.
These are included on your WSN Kit CD.

MIB510 Serial Gateway — No drivers are necessary if you are using a standard RS-232
serial port on the PC (typically COM1). The board is powered via the 5V DC wall
adapter.

MIB520 USB Gateway — Requires USB drivers included on the WSN Kit CD in the
“USB Drivers” folder. The board is powered by the PC’s USB port.

1.

When you plug a MIB520 into your PC for the first time, Windows detects and
reports it as new hardware.

Please select “Install from a list or specific location (Advanced)” and browse to
the “USB Drivers” folder of the WSN Kit CD.

The installer will guide you through the installation process. When the process
completes, you will see two serial ports associated with the MIB520.

Make a note of the two assigned COM ports using the Device Manager available
at Start > Control Panel > System > Hardware > Device Manager > Ports (COM & LPT).

MIB600 Ethernet Gateway — Requires IP address assignment using the Lantronix
Device Installer included on the WSN Kit CD in the “MIB600 Tools” folder. The board
can be powered by POE (Power-Over-Ethernet) or by using a 5V DC adapter.

1.

Install the Lantronix Device Installer (Setup.exe) from the “MIB600 Tools”
folder of the WSN Kit CD.

Connect the MIB600 to the network using RJ-45 Ethernet cable and supply power
using the power supply that was included in the packaging. Make sure the Power
Switch SW2 is in the “5V” position.

Start the Device Installer from Start > Programs > Lantronix > Device Installer > Device
Installer.

Click on the Search button. The application will display a list of devices available
on your local network along with their IP address and corresponding Hardware
address.

Match the hardware address of your MIB600 board (e.g., 00-20-4A-63-47-31)
and make a note of the assigned IP address.
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Crossbow Technology, Inc.
4145 N. First Street

San Jose, CA 95134
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Email: info@xbow.com
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